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Cyber Security R&D 
Ahmad Douglas 

Presentation Abstract for Classification Review 

This presentation is intended for a conference, the 2011 Federal Labs Consortium in Nashville, 
Tennessee from May 2-5, 2011. The purpose of this presentation is to convey Los Alamos as a key 
player in the cyber (computer) security R&D space, give several examples of open science-based, 
unclassified contributions we are making to the field, and generate interest in partnerships with 
industry. 

I'll talk about our three goals for research in this area being: 
• Avoid cyber surprise - this means we should avoid being completely outflanked by an adversary 

in the cyber security arena; 
• Mitigate the fundamental asymmetry - that is to say, the attackers (offense) generally have 

strong incentives and no consequences for attacking. We develop technologies to change that 
landscape by making attack more costly (in terms of resources) and increasing the chance of 
getting caught; 

• Improve detection, deterrence, and response capabilities - these are the operational tools that 
allow us to mitigate the fundamental asymmetry, as described immediately prior. 

I will discuss the strong collaborative nature of our multiprogram laboratory, explaining how our rich 
strengths in a number of disciplines playoff of each other to create a cyber security center of excellence. 

I will discuss in very general terms why organizations should be concerned about insider threats and 
unmanaged technology (non-company owned thumb drives and computers) coming on site. I will then 
speak to some of the unclassified IT research we have done to improve our own operations. 

I will then present several examples of completely unclassified, open science-based computer science 
research projects we have been working on to countermand the cyber threat. These include MassAV 
(an anti-virus tool), statistical anomaly detection, and honey wrappers (a tool for confusing someone 
attacking your network). I'll also discuss two response tools that are also completely unclassified, 
namely automated malware analysis, and a model of lateral movement of hackers inside a network. 

I will end the presentation with a brief pitch about Los Alamos being open to cooperative research and 
development agreements (CRADAs) with industry, and encourage them to contact our Technology 
Transfer division if they are interest in pursuing one. 
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Our Approach to Cyber Security 

• Evolution 
• Operational excellence 

• Continual process improvement 

• Revolution 
• Rich heritage of innovation in weapons and national security science 

• Cyber security is multidisciplinary -7 maps well to a multi-program Laboratory 

• Overarching program goals 

Avoid cyber surprise 

Mitigate the fundamental asymmetry 

Improve detection, deterrence, and response capabilities 
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A Culture of Collaboration 
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Avoid Cyber Surprise 

• Oday research 

• Countering the insider threat 

• Setting realistic expectations 

~vmware· 
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Mitigate the Fundamental Asymmetry 
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Improve Detection and Deterrence Capabilities 
MassAV 

IIIHsAVStattslks 

:::::.::::--====..:--:=.. .. ::::=:::.~-..::.:-

e 

, 

m 
~ 

,-_._-
..... "... ~'-...... -_ .. _ .. - --:"."::.': .. -:'::=:-.~ -_._--_ ... .. _-== ...... _-_ ..... _ ...... ""' .. -.... -,----- - -
.... ~ .:==: ",. --•• I _ 

, --
l~ ~ _ _O_'-~~ ...... "-:"- --~.--

• , 1 I • " • • " I .. " -.: " I. "'"" "" • n ". '" 

MassAV 

A los Alamos 
NATI O NAL LABORATORY 

---- EST. 1943 

Operated by Los Alamos National Security, LLC for NNSA 

Statistical Intrusion 
Detection and Prevention 

,-. 

,III 

UNCLASSIFIED 

Honey Wrappers 
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MassAV 
~ ss AntIVirus Scamer & M3fware Repos~ory 

assAY Statistics 
Top infections, artivius comparison, service load, etc. 

Below you wi! find currert information and statistics about MOlssA \rs activity, both in the last 24 ho\rs and also aggreg3te over 

all lime. Si1ce the graphs and sll11ll1ary st1Kistics are generated in real-time, refreshing the page wit yield the latest information. 
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Improve Response Capability 

Automated Malware Analysis and Classification 
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Partnerships with Industry 

• Los Alamos National Laboratory welcomes proposals for Cooperative 
R&D Agreements (CRADAs) 

• We have existing CRADAs with industry leaders in several verticals 

• Contact our Technology Transfer Office for details 
• Kathleen Herrera McDonald 

• David Seigel 
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