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Applied Parallel Metadata Indexing

Abstract: The GPFS Archive is a parallel archive used by hundreds of users in
the Turquoise collaboration network. It houses 4+ petabytes of data in more than
170 million files. Currently, users must navigate the file system to retrieve their
data, requiring them to remember file paths and names. A better solution might
allow users to tag data with meaningful labels and search the archive using standard
and user-defined metadata, while maintaining security. Last summer, I developed
the backend to a tool that adheres to these design goals. The backend works by
importing GPFS metadata into a MongoDB cluster, which is then indexed on each
attribute. This summer, | implemented security and developed the user interface
for the search tool. To meet security requirements, each database table is
associated with a single user, which only stores records that the user may read, and
requires a set of credentials to access. The interface to the search tool is
implemented using FUSE (Filesystem in USErspace). FUSE is an intermediate layer
that intercepts file system calls and allows the developer to redefine how those calls
behave. In the case of this tool, FUSE interfaces with MongoDB to issue queries and
populate output. A FUSE implementation is desirable because it allows users to
interact with the search tool using commands they are already familiar with. These
security and interface additions are essential for a usable product.
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Use Case

® Users generate data
® Locating this data 1s difficult
® Search for it, instead of remember 1t

® Extended attributes — tag your records
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Creating Security

Databases disregard file system security
® But we must retain it

Database per user
® Authentication into databases

A record 1s inserted into a db only if user has read access
® How do you know if you can read a file?

Policy processing script receives records (in parallel)
® Sort by path in alphabetical order
® Maintain a list of sets of users with read access

® Determine a record’s read accessible users



Enforcing Security

® Why use FUSE? File systems are good at security
® My custom solution would not be

® How does it work? Intercepts file system calls and lets the
developer redefine how those functions behave

® Provides an intuitive user interface
® Smart folders!

® I used FUSE to interface with Mongo - MongoFS




Create a Query Query File

[root@gpfsA3 mongo]# ls -al fusemount/ i — o —
total &

drwxr-xr-x 3 root root 2048 Jul 31 18:15 file_Size}e

druwxr-xr-x 6 root root 2648 Jul 31 16:13

druxr-xr-x 2 root root 2848 Jul 38 19:29 wor ld=true

-rW-Y—-r-- 1 root root 11 Jul 27 16:51 .auerv
[root@gpfsB3 mongo]+ mkdir fusemount/mytestquery
[root@gpfsB3 mongo]# Ls -al Tusemount/mytestquery/
total 4

druxr-xr-x 2 root root 26843 Jul 31 18:16

druxr-xr-x 4 root root 26848 Jul 31 16:16

-rw-r--r-- 1 root root 8 Jul 31 168:16 .query
[FoOLEgpTSK3 MONgo |# ¥1 TUSEMOUNt/myLestquery,/ .query

Issue the Query
[root@gpfsB3 mongo]# ls fusemount/mytestquery/

a.50818676b828b172617c46bOf

g.5015876bB28b172617c46bf 9

[root@gpfsB3 mongo]# ls fusemount/mytestquery/ | wc -1
199




.query File Output
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[root@gpfs@3 mongo]# ls -al fusemount/mytestquery/
total 2
-IwWw-r--r-- 8 root root 2
-rW-Y--r-- 8 root root 3
-rW-Y--r-- 8 root root 4
-IwWw-r--r-- 8 root root 5
-rw-Y--r-- 8 root root 6 Jul 31 2612
7
8
5

_ .5818076b028h1 7201 7c46b9f

Jul 31 2612 b.50186876bB28b1726017c46bal
Jul 31 2612 c.58186876bB28b1726017c46bal

Jul 31 2012 a
b
c
Jul 31 2812 d.5618876bB28b1726017c46bf6
e
f
9

file_size<166
wor ld=true

.5018876bB28b172017c46bf 7
-rwW-Y--r-- @ root root Jul 31 2812 f.5818676bB28b172017c46bfE
-Yw-r--r-- @ root root Jul 31 2812 g.5818876bB28b172817c46bf 9
-rW-Y——r-- 1 root 256 Jul 31 18:43 .query

Farmmde Amin & ~AD

[root@gpfsB3 mongo]# ls -al fusemount/mytestquery/

total @

-rw-r--¥-- 8 root root 3 Jul 31 2612 b.5818876bB28b1726817c46bad
-rw-r--r-- 8 root root 4 Jul 31 2612 c.5618876b828b172817c46bal
-rw-r--r-- 1 root root 36 Jul 31 18:53 .query

Mrroantdnnf2A2 moannn 14

file_size<b
file_size==3
Wwor ld=true




World Readable

root root 8192 May 14 21:33
root root 3192 May 14 21:33
root root 8 Jul 31 2812 g.5818876b828b172817c46bf 9
root root 8192 May 14 15:33
root root 3192 May 14 21:33
root root 8192 May 14 21:33
root root 8192 Jul 31 261?
root root 3192 May 14 15:33
root root 8192 May 14 21:33
root root 8192 May 14 21:33
root root 3192 May 14 21:33
root root 8192 May 14 21:33

=

d-WxXYy —Xr-X
d-WxXy —Xr-x

I V-7

d-WxXYy —Xr-X

fil oD 1ze=8 WX -XT =X

d-wxr-xr-x
wor ld=true G-
d-WxXr-xr-x
d-wxr-xr-x
d-WxXr-xr-x
d-WxXr-xr-x
d-wxr-xr-x

D000 0000 0®

Multiple Query Clauses

[root@gpfsB3 mongo]# cat fusemount/mytestquery/.query
creation_time=13388452600

file_size<168

blocksize=8

user_id=8

group_id=8

name=g

wor ld=true

[root@gpfs@3 mongo]# ls -al fusemount/mytestquery/
total @

-rw-r--r-- @ root root & Jul 31 2812 g.5818676bB28b172817c46bf9
-rw-Y—--r-- 1 root root 98 Jul 31 11:36 .query




Reading and Copying

[root@gpfs@3 mongo]# cat fusemount/mytestquery/c.5018076b028b172617c46bal

abc

[root@gpfs@3 mongo]# cp fusemount/mytestquery/c.5018676b628b172617c46bal Atmp/dummy
[root@gpfsB3 mongo]# cat Stmp/dummy

abc

[root@gpfs@3 mongo]#

Change Mode

[root@gpfsB3 mongo]# ls -1 fusemount/

total 4

druwxr-xr-x 2 root root 26843 Jul 38 19:28

druxr-xr-x 2 root root 26843 Jul 31 18:53

[root@gpfsB3 mongo]# chmod 768 fusemount/mytestquery ’

[root@gpfsB3 mongo]# ls -1 fusemount/

total 4

druxr-xr-x 2 root root 26843 Jul 38 19:26

ArWx—————— 2 root root 2843 Jul 31 18:53

(rootegprsu3 mongo]# chmod 768 fusemount/mytestquery/c, 5818876b628b172617c46bal
chmod: changing permissions of “Tusemnount/mytestquery,sc.5018876ba28b172817c46bal ': Operation not permitted
[root@gpfsB3 mongo]#




Xattrs

froot@gpfsBS mongoj# attr -1 fusemount/mytestquery/c.5818876bB28b172017c46bal
Attribute "path" has a 32 byte value for fusemount/mytestquery/c.5818876b628b172017c46bal

[root@gpfsA3 mongo]d attr -g path fusemount/mytestquery/c.5818676bB28b1726017c46bal
Attribute "path" had a 52 bvte value for fusemount/mytestquery/c.5818876b628b172017c46bal :

Zgpfsmnt/archive/mjacobi/smal L /c

Security

Loy sud muriguy &

[root@ pfsA3 mongo]# ls -al fusemount/mytestquery/ | woc -1

281
f [root@anfsB3 mongo]# su mjacobis
[mjacobiségpfs@3 mongo]$ ls -al fusemount/mytestquery/ | wc -1

P11
Lmjacooisegpfsa3 mongo]$




Future Work

® Handling directories within FUSE

® Allowing write access

® Naming conventions — get rid of Mongo 1d
® Xattr indexing and querying

® Insert optimization — more hardware?



Other Fun Things

® Software Insert optimization
® IBM bug report
® The Search Tool config file

® Python to C adventures




