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Abstract

'This document provides recommendations to guide reviewers in the application of Programmable Logic Controllers
(PLCs) to the control, monitoring and protection of nuclear reactors. The first topics addressed are system-level
design issues, specifically including safety. The document then discusses concerns about the PLC manufacturing
organization and the protection system engineering organization. Supplementing this document are two appendices.
Appendix A summarizes PLC characteristics. Specifically addressed are those characteristics that make the PLC
more suitable for emergency shutdown systems than other electrical/electronic-based systems, as well as
characteristics that improve reliability of a system. Also covered are PLC characteristics that may create an unsafe
operating environment. Appendix B provides an overview of the use of programmable logic controllers in
emergency shutdown systems. The intent is to familiarize the reader with the design, development, test, and
maintenance phases of applying a PLC to an ESD system. Each phase is described in detail and information
pertinent to the application of a PLC is pointed out.
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The Programmable Logic
Controller and Its Application
in Nuclear Reactor Systems

1. INTRODUCTION
1.1. Purpose

The purpose of this document is to outline
recommendations for guidance for the review of
application of Programmable Logic Controllers (PLCs)
to the control, monitoring and protection of nuclear
reactors. Several characteristics set PLCs apart from
other programmable electronic systems (PESs) or
computer systems: they use a deterministic operating
system, their primary interfaces are digital and analog
sensors and actuating devices, and they typically allow
programming to be done with ladder logic diagrams.
These diagrams allow the design of the logic of the
system to proceed using the traditional ladder logic
method of expressing the logic of the system,
However, as these systems have evolved, they have
begun to include other programming methods. PLC
systems are beginning to resemble other general-
purpose industrial digital control systems as the
distinctions between them have begun to blur.

Because of this trend toward making PLCs more
flexible, the methods employed to design and install
these systems are tending toward those used in other
programmable systems. Thus, the guidance
recommended below will resemble the guidance which
should be used for more general-purpose

programmable systems.

1.2, Scope

In order to make programmable systems more flexible
and easier to use for those who are not proficient with
programming languages, industry has developed
configurable systems such as PLCs. Configurable
systems provide a unique approach to designing a PES
in that a user of the system selects hardware
components and programs the system using a
restricted, very-high-level language (referred to as
“configuration”) to build a system. Configurable

systems make implementation of a nuclear power plant
protection system easier than it would be if a non-
configurable microprocessor-based system was used.
This document addresses PLC-based protection
systems only.

For a PLC-based protection system two organizations
will produce the software and design the hardware—
the protection system engineering organization and the
PLC manufacturing organization. Guidance concerns
are addressed in this document for both organizations.
The protection system organization selects the PLC
and establishes the protection system requirements,
while the PLC manufacturer's organization is
concerned with providing a system that appeals to its
customers, Since most of the PLC orders come from
industry (i.e., auto, food processing, petrochemical),
the PLC manufacturer accommodates industry’s needs.
However, these needs may not correspond to the needs
of a nuclear power plant protection system.

1.3. Recommendation and Guideline
Definition

Suggested guidance is provided in this document
beginning with Section 2. Each suggestion consists of a
title, metivation or technical basis, and the guidance,
The guidance takes the form of either a
recommendation or a guideline. For this report, a
recommcndation is an item that is important to the
safety of the system while a guideline is good
engineering practice that should be followed to
improve the overall quality, reliability, or
comprehensibility of the system.,

1.4. Structure of This Document

This document provides suggested recommendations
and guidelines for PLC applications in nuclear plant
protection systems. The topics should be addressed by
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the design team in the same order that they appear
below,

Section 2 begins with project and configuration
management issues. Section 3 addresses the safety-
specific concerns involved in the project, Section 4
covers the guidance necessary to ensure that the PLC
platform is qualified, including the manufacturer's
design, development, ests, maintenance, and

modification procedures. The PLC platform consists of

the PLC hardware, the operating system, and all
software used to develop the application software.
Basically, the platform is all the items a user can buy
“off the shelf” from a PL.C manufacturer. Finally,
Section 5 covers the activitics necessary to configure,
test, install, maintain, and modify the PLC
configuration for the plant protection system.

Appendices A and B provide background information
for readers wishing more information about PLCs.
Appendix A describes a generic PLC and highlights
the characteristics important to safety. Appendix B
addresses the life cycle of selecting, applying and
maintaining a PLC system.

1.5. Motivation for This Guidance

Nuclear power plant utilities are upgrading relay-based
systems with PLCs. Some utilities are implementing
this upgrade without prior NRC review and approval.
10CFR50.59 allows the licensee to make changes in
the nuclear power plant facility without NRC review
and approval prior to implementation provided the
change does not involve an unreviewed safety
question. A change is considered an unreviewed satety
question if:

(1) The probability of occurrence or the consequence
of an accident or malfunction of equipment
important to safety previously evaluated in the
Safety Analysis Report may be increased.

(2) The possibility for an accident or malfunction of a
different type than any previously evaluated in the
Safety Analysis Report may be created.

(3) The margin of safety as defined in the basis for
any Technical Specification is reduced.

For most changes the probability of item (1) is
perceived as reduced, which is acceptable. For a PLC,
this probability can not be quantitatively determined
with any confidence. Thus the argument for item (1) is
subjective.
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When changing from a relay-based or solid-state-based
system to a PLC system, item (2) is an unreviewed
safety question. The softwire in the PLC presents a
different type of faifure maode that could tiot have been
evaluated in the aforementioned type of systetns. In
addition, a single fuilure in the PLC central processing
unit (CPU) has the potential to degrade a larger portion
of the system than any single failure of a relay or solid-
state device.

Item (3) may be an unreviewed safety question,
because the surveillance, Hmiting conditions of
operation, and/or channel definitions defined in the
Technical Specifications may not apply to a PLC-based
system, For survéillance, a functional test is sufficient
for a relay-based systetn, but a functional test s not
adequate to determine if a PL.C-based system is
functoning properly. PLC-based systems use self-
diagnostics, which must be considered when
developing surveillance requirements. The limiting
condition of operations for a CPU being out of service
will be different from that of a relay or solid-state
device. The CPU may degrade many functions while
the relay or solid state device may degrade only one. If
the PLC-based system relies extensively on
multiplexing and communication networks, then
channel definitions will probably differ trom relay-
based or solid-state systems.

New advanced light water reactors (ALWRs) are being
proposed that incorporate PLC-based control and
protection systems, The NRC has chosen to take the
lead in proposing the much-needed guidance for the
ALWR vendors, utilities, and regulators on the use of
PLCs in nuclear power plant protection Systems.

The main body of this document provides the
experienced engineer with a review of safety issues in
PL.C-based systems, while Appendices A and B
introduce an inexperienced engineer to PL.Cs and the
use of PLCs in safety applications.

1.6. Special Knowledge Required
1.6.1. Acronyms and Abbreviations

BPCS  Busic Process Control System
CMFA Common-Mode Failure Analysis
CcpuU Central Processing Unit

CRC Cyclic Redundancy Checking
DCS Digital Control System

EMI Electromagnetic Interference
ESD Emergency Shutdown




FMEA  Fallure Mode and Elfects Analy sis

FTA Fault Tree Analysis

HWCl  Hardware Configuration ltem

110 Input and Qutput

LED  Light Emitting Diode

LRC Longitudinal Redundancy Checking

MDT  Mean Downtime

MTBF  Meun Time Between Failures

MTDF  Mean Time to Diagnose Failure

MTDL Mean Time to Determine Fault Location

MTRF  Mean Time to Replace a Faulted Component

MTRO Mean Time to Return to Operable Condition

MTTR Mean Time To Repair (MTDL + MTRF +
MTRO)

PC Personal Computer

PES Programmable Electronic System

PID Proportional/Integral/Derivative

PLC Programmable Logic Controller

RAM  Random Access Memory

ROM  Read-Only Memory

SCADA Supervisory Control and Data Acquisition

SK( Sequential Function Charts

SFTA  Software Fault Tree Analysis

SWCI  Software Configuration Item

TR  Triple-Modular Redundant

UPS Uninterruptible Power Source

VRC  Vertical Redundancy Checking

1.6.2. Specialized Terminology

Avallability, (4) (General) The fraction of time thit
the system is actually capable of performing its
mission. (5) (software) (A)The degree to which a
system or component is operational and accessible
when required for use, (B) The ratio of system up-
time to the total operating time. (C) The ability of
an item to perform its designated function when
required for use. (7) (nuclear power generating
station) (A) The characteristic of an item
expressed by the probability that it will be
operational at a randomly selected future instant in
time, (B) Relates to the accessibility of
information to the operator on a “continuous,”
“sequence” or “as called for” basis. IEEE Std.
100-1988 definition.

Checksum. A deterministic function of a tile's or
memory's contents. If a file is copied and the
checksum of the copy is different form the
original, there has been an error in copying. The
checksum value is a sum obtained by adding the

Section 1 Introdwlion

bits 10 a numeral, of group of nutmerals, usually
without regard to meaning, position, of
sighificance. Mudified EEE Std 10 1URR
definition

Control network. The PLO comimunication network
which conniects the PLC processor to the 1)
todules

Cyclic redundancy check. An ertor-detection that
introduces a check sumn at the end of a group of
chatacters that constiute a message. CRC is a
popular error-checking scheme in communication
systems,

Down time, A petiod of titne that & system s
unavallable. Downtime does not include the period
of time in which the plant is down for
malntenance.

Fall-safe. Fall-sale refers (o the output action of a
control system upon u fatlure. A fail-safe control
system is one whose outpuls opetate in such a
manner as (o reduce the tisk of accident when a
component of circult fallure occurs in the control
loops assoclated with that failure.

Full-safe faults, A fuult that iminediately causes tw
system to go into a safe state or, ih o redundant
system, a fuult which does not prevent proper and
sife control of the process.

Fall-to-danger fuults, A fault that prevents the
control system from responding to hazard
warnings, or can cause a hazardous condidon,

Follure mode and effects unalysis. A systematic
procedure for identfying the modes of fallure and
for evaluating their consequences. The essential
functon of an FMEA is to consider cach major
part of the system, how it may fall (the mode of
fuilure), and what the effect of the fallure on the
system would be (the failure effect) (IEEE-382),

Fuult tree unalysis. A technique, elther qualitative or
quantitative, by which fuilures that can contribute
o an undesired event are organized deductively in
u loglcul process and represented pictorially. Wis
one way to dingram and communicate the
information developed in o failure mode and
effects analysis (FMEA) (IEEE-152),

Ludder logle diagrams, Drawings which uses
standard symbols (¢.g., ISA 85, I—Insuument
Symbols and Identification) to designate
measurement, logic, and control system
interconnections,
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Laddet lngie. Symbulic progrumining language used
o PLEY The aytnbol used in the program relate
w0 heshder beogie diagram s ymbols

Longhiudinel redundancy checking. An error-
detection scheme that introduces a single checking
character st the v of & group of characters that

Maste. A macto resembles a program subfoutine in
He wee bt in the implementation, code is actually
Wmﬁmuﬂmmmmn
calied Thin there s no tramlet of control from
e fwting 10 anuther sach Line 'he Macro Is used.

Prosesser do-processor network. A high-speed
communication network which connects PLC
prexessor (0 other PLC processon, computen,

rommable electronie system. Any coinputer:
hased sysiem which controls, protects or moniion
the operation ol plant machinery of various [ypes
of equipment via plant sensors and actuaton.
Prepertional/integral/Derivative. Process control
algoriiun typically used for control of Now,
pressire. and liguid level

Plant safety. An acceplable low riak that a system will
maintain plamt parameters within acceptable limits
eviablished for a devign basiy event

Reliabitity. (1) (peneral) (B) The probability that a

device will function without fallure over a
tme period of amount of usage. Notes:

(1) Pufiniion (B) is most commonly used in
engineering applications In any case where
confusion may anse, specify the definition being
waed () The probability that the sysiem will
porfurm s function over the specified time should
be equal 10 of greater than the rellability. IEEE
Sud 100 1088 definition.

e quentinl function eharts. Object-oriented

programing language used (o program PLCs.
network. The PLC communication network

which connecta penpherals (o the PLC processor,
The coiwetiirh in made through the PLC
processr maduly of i special 1O module.

Vertical redundaney checking. An error detecton
algonihm also known as panty checking.
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2. PROJECT MANAGEMENT
GUIDANCE
RECOMMENDATIONS

2.1, Project Management Plan

An important element in a successful project is good
project management, MIL-STD-499A and IEEE-
1088.1 outline a technical and managerial process to
docutnent and control a project. A comprehensive
process needs (o be thought out and written before the
project begins. Some projects employing PLCs may be
relatively small (one PLC), in which case the plan
mentioned here may be the overall organizational plan
of the site. 1t is not necessary that a special plan be
produced for each project. It is important, however,
that not too much informality be used for
implemeniing a PLC system, even ifitisa small
pystem.

Recommendation:

The utility should have a written project management
plan in force which details the project organization,
responsibilities. inanagerial process, technical process,
tasks. schedule, and budget. This plan may be as short
as one page for a small project, and as large as several
hundred pages for bigger projects.

(See Appendix B, Section 4.1 for a discussion of project
management.)

2.2. Configuration Management
Plan

All projects, including those containing PLCs, can
benefit from good configuration management. Several
standards (MIL-STD-483A, MIL-STD-1456A, MIL-
STD-1521B, IEEE-828, and [EEE-1042) address this
{ssue. Through implementation of these standards, the
decisions and changes made over the life of the project
can be well controlled and documented.

Recommendation:

‘The utility should have a software and hardware
configuration management plan documented and in
force. This plan should largely conform either to one of
the standard systems listed above or another acceptable
standard.

(See Appendix B, Section 4.1 for a discussion of
configuration management.)




3. SAFETY GUIDANCE
RECOMMENDATIONS

3.1. Safety Plan

As it is important to plan the complete life cycle of a
system, beginning with the original conception and
continuing to decommissioning, it is equally important
to define a safety life cycle when safety is an important
issue. The safety life cycle model is a part of a safecy
plan, During the system requirements phase of the
project, the safety plan is developed in outline form.
Throughout the remainder of the project the safety plan
is completed and updated. The life cycle medel shows
the phases of the project that require safety specific
activities. The IEC is developing a standard (IEC-65A)
that addresses safety issues for programmable systems,
and specifically addresses the safety plan and the
safety life cycle model.

Recommendation:

The utility should generate documents detailing the
design requirements from a safety perspective. Also, a
safety life cycle model needs to be developed as part of
the overall system life cycle.

3.2. Features Required for Safe
Operation

Specific features of the system that are required for
safe operation must be clearly delineated. To help
focus on safety and provide a decision path for others,
the reason each feature is important to safety should be

stated. Some features which should be considered for
PLC systems are: :

*  Module “hot swapping.”

+  RAM battery back-up and battery monitor.
+  System battery back-up.

*  Redundancy.

¢ Fault tolerance.

+  Acceptable system availability.

*  Clearly defined fail-safe modes.

Recommendation:

Specific features of the system that are required for l
safe operation are to be identified and the reason they
are important to safety needs to be documented.

Section 3, Safety

(See Appendix A for additional information on PLC
Seatures.)

3.3. Hazard and Risk Analysis

A safety analysis should be performed that identifies
the hazards and risks that the system will have to
mitigate. Once the hazards and risks are identified the
safety function can be defined. The system response to
each hazard and risk must be clearly specified.
Document IEC-65A discusses the objectives and
requirements of a hazard and risk analysis,

Recommendation:

The hazards and risks identified and the safety
functions that are necessary to mitigate them need to be
specified. The hazard and risk analysis identifies the
hazards, defines the event sequence leading up tn each
hazard, and determines the risk associated with each
hazard. For each anticipated hazard or risk the system’s
response should be described and found acceptable.

(See Appendix B, Section 4.2 for a discussion of safety
analysis.)

3.4. Failure Analysis

Failure analysis is an activity that will be completed
before the selection of the ESD system (to establish
that the system can meet the performance goals) and
verified after engineering and installation. In the
system requirements phase of the project, an outline of
the Safety Plan should be developed, and that outline
should call out the need for this activity.

An important exercise in producing a safe system is to
analyze the system to find unsafe states. By
systematically identifying these states, the system
designers should be able to re-design in order to reduce
the number of unsafe states and prove acceptability of
any remaining unsafe states. Some potential problems
to be considered are:

s Power transients, excursions, and dips.

*  Auto-recoveries from power loss.

+ Initialization routines for PLC system start-up.
»  Shutdown routines for the PLC system.

*  Memory loss or corruption.

»  Communication foss or corruption.

* /O module failures.
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*  Unreadable or unread inputs.
*  Addressing errors,

e Processor faults, both in the PLC CPU and the /O
modules’ CPU.

The FMEA and FTA (IEEE-352) are tools that can be
used to systematically analyze failures of a system and
the effects of those failures. Common-cause failures
are less frequent than single failures (which are
analyzed in an FMEA or FTA) but can be much more
severe. EPRI has written a document, EPRI NP-5613,
which addresses the issues of adding common-cause
failure effects into an FMEA or FTA.

Recommendation:

Failures that put the system into unsafe states are to be
determined, and ways to reduce the number of these
unsafe states should be explored. Single failures and
common-cause failures should be analyzed.

(See Appendix B, Section 4.2 for a discussion of safety
analysis.)

3.5. Quantification of System
Reliability

Quantification of system reliability is an activity that
will be completed before the selection of the ESD
system (to establish that the system can meet the
performance goals) and verified after engineering and
installation. In the system requirements phase of the
project, an outline of the Safety Plan should be
developed, and that outline should call out the need for
this activity.

Various reliability analysis techniques are available.
Both qualitative and quantitative methods can be used
to gain a better understanding of the system and a
higher confidence that the system will perform its
required functions.

Many parametric modeling techniques are available
and can be used to quantify the reliability of hardware.
One group in particular, ISA Subcommittee SP84.02,
has done extensive work modeling PLC systems and
quantifying the reliability of the hardware. This
committee has written a document, ISA SP84.02,
which uses Markov models to quantify the reliability
of 14 different PLC architectures. EPRI document
EPRI NP-5613 references other parametric modeling
techniques that can be used to quantify reliability of
hardware systems.
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A PLC system can be thought of as having two major
components—software and hardware. The techniques
mentioned above are easily applied to hardware, but
characterizing reliability for software is much more
difficult. The analyses mentioned here typically will
not include software unless there is a solid statistical
basis for quantifying the software reliability.

Guideline:

A parametric model of the PLC system should be
developed and used to quantify the probability of
system failure.

(See Appendix B, Section 4.2 for a discussion of safety
analysis.)

3.6. Quantification of System
Availability

Quantification of system availability is an activity that
will be completed before the selection of the ESD
system (to establish that the system can meet the
performance goals) and verified after engineering and
installation. In the system requirements phase of the
project an outline of the Safety Plan should be
developed, and that outline should call out the need for
this activity,

Calculating an availability number along with the
estimated hazard demand on the system can be
valuable in estimating system safety. Typically, the
influence of software on availability is not factored in
because of the difficulty of quantifying software
reliability.

Guideline:

The method of calculating the dex red availability of
the system should be clearly documented. Estimates of
the various constituents of availability need to be made
and documented. In addition, the desired system
availability needs to be determined. The acceptable
availability will depend heavily on the desired hazard
rate. It is important to document all steps performed
and decisions made to reach the availability number.
Also, any changes should be documented, along with
reasons for making the changes.



3.7. Quantification of System
Hazard Rate

Quantificatior. of sysicin hazard rate is an activity that
will be completed before the selection of the ESD
system. At the system requirements phase of the
project an outline of the Safety Plan should be
developed, and that outline should call out the need for
this activity.

Hazard rate is a measure that relates the system
availability and reliability to the concerns of safety.
How low the hazard rate should be can only be
determined by acceptable industry standards, the
people at risk, and the plant managers, Of course, the
hazard rate can not equal zero, but neither should the
hazard rate be entirely unacceptable by any of the
groups mentioned above.

Guideline:

The process of determining the acceptable hazard rate
and the means to achieve it should be clearly indicated
in the documentation of the safety analysis.

(See Appendix B, Section 4.2 for a discussion of safety
analysis.)

3.8. Software Reliability Issues

Determination of software reliability should be
completed after software has been written. In the
system requirements phase of the project an outline of
the Safety Plan should be developed, and that outline
should call out the need for this activity.

The techniques discussed above can easily
accommodate bardware, but applying them to software
is a much more difficult task and they are rarely, if
ever, used for this purpose. Nancy Leveson of U.C.
Irvine has been doing some work with software fault
tree analysis (SFTA). She presents a procedure based
on FTA techniques to improve the reliability and safety
of the code. Although FTA is quantitative, SFTA is
qualitative, The SFTA breaks each hazard down to
software components. Once these components are
identified, the developer can act to reduce the number
of hazards. More detailed information on SFTA and
examples of its use can be found in Leveson and
Harvey 1983 and Leveson et al 1991.

Formal Methods can improve software reliability and
are getting much attention in the software community.

Section 3, Safety

Ladder logic lends itself to Formal Methods. The
approach of Formal Methods is to derive mathematical
equations for the system outputs in terms of the system
inputs. Ladder logic programming (assuming no
complex function blocks are used) is convertible into
Boolean equations. Thus, if the system requirements
are defined with Boolean equations, a comparison of
system level Boolean equations and ladder logic
program Boolean equations can be made.

Guideline:

It is useful to express the ladder logic to be
implemented in Boolean equatior: form prior to
implementation. This could be the language of the
requirements document. After implementation the
equations could be re-derived from the ladder logic,
taking into account the idiosyncrasies of the
implementation that the PLC imposes. As a check, the
Boolean equations derived from the ladder diagrams
can be compared to the equations used to specify the
ladders. The person deriving the equations from the
ladder should be different from the person who
performs the implementation from the equations and
from the person who produced the equations in the first
place.

If other programming languages are used (C, for
example), the standard methods for software
verification and validation (V&V) should be employed,
together with good programming practice (such as
inspections).

(See Appendix B, Section 4.3.2 for further discussion of
software concerns.)
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4. PLC QUALIFICATION
GUIDANCE
RECOMMENDATIONS

Section 4 deals with qualification of the manufacturer’s
hardware and software. It specifically excludes all
application software which may be written in J.adder
Logic language, state-based language, Sequential
Function Chart language, Boolean language,
configuration tables, or any other configurable system
language. Protection system application software for
the PLC system that is written in C, BASIC, or any
other common source language is also not treated in
this section.

4.1. Hardware Qualification

4.1.1. Environmental and Class 1E
Requirements

PLCs must be able to perform reliably in the
environment in which they will be installed.

Recommendation:

A PLC system for use in a reactor protection system
should be qualified as a Class 1E system.,

4.1.2. Communication Systems

Most PLC systems can communicate over many types
of media with various communication protocols. Any
system that communicates with the PLC system can
cause the PLC system to “lock up.” A partial list
includes devices such as printers and cassette loaders,
as well as systems using one-way messages to other
systems that incorporate *“hand-shaking” or error
correction techniques. The issue of reliable
communications is a complex topic and requires a
detailed understanding of the communication systems
and understanding of the safety implications imposed
on the protection system via communication failures.
Preckshot 1993b discusses the current state of digital
communication systems. In addition, Preckshot 1993b
provides recommendations and guidance on
communication systems for nuclear power plant
applications.

Recommendation:

All communication systems in the PLC-based PES
should adhere to the recommendations and follow the
guidelines of Preckshot 1993b.
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(See Appendix A, Section 7 for a discussion of PLC
communications.)

4.1.3. Downloading Configurations to 1/O
Modules

The current trend in configurable electronics is to have
the host device (e.g. the PLC CPU or a programming
terminal) download configurations to /O modules.
One potential problem that must be addressed in this
case is the question of whether the configuration will
survive a power failure. If it will not, then the module
should have a means of indicating the configuration
loss to the PLC, The PLC user program must then
sense the module’s memory loss and reload the
configuration. It should be noted that /O modules are
usually located remotely from the PLC and are not
necessarily subject to the same power losses to which
the PLC is subject. Therefore, it is not sufficient to
monitor only power loss at the PLC itself.

Recommendation:

Special considcration should be given to PLC systems
having 1/0 modules that store configuration
information in RAM. The hazards and risk of losing
data from or having corrupted data in the /O module’s
RAM must be evaluated and documented in the Safety
Plan. In addition, other safety considerations such as
power loss and automatic re-start must be addressed in
the Safety Plan.

(See Appendix A, Section 8.1 for more information on
programming concerns.)

4.1.4. Battery Back-Up of RAM

Most PLC systems contain volatile RAM in the PLC
CPU and there also may be volatile RAM in various
1/0 modules. This RAM loses its memory upon loss of
power. In order to retain memory through system
power outages, PLC systems have battery back-up.
Typically, the battery’s life will be several years.

To facilitate maintenance of these batteries, most
manufacturers provide indicators to warn the operators
when a battery is near failure, Typically, the PLC
system is in a cabinet and the only way to see a local
indicator is to open the cabinet doors. It is much better
if the PLC manufacturer provides the capability to
remotely indicate the low-battery status, If I/O modules
have a backup battery, then the module should
annunciate their impending failure to the PLC, which
will then take the appropriate action,




Recommendation:

The PLC system should have a means to report to the
operators and maintenance personnel low battery
power on all RAM back-up batteries. Administrative
procedures and checklists are the minimum necessary
for monitoring battery life.

(See Appendix A, Section 6 for more information on
power supplies.)

4.1.5. Circuit Protection on Output
Modules

Most output modules that switch power to field devices
have equipment such as fuses or circuit breakers to
protect the output electronics. When these circuit
protectors trip they eliminate the output module’s
capability to control the field device.

Recommendation:

All I/O points with circuit protection should be under
surveillance.

(See Appendix A, Section 5 for more information on
output structures.)

4.1.6. /O Module Terminations

I/O module terminations provide the interconnection
between the field input/output devices and the PLC
system. These terminations are available in a variety of
designs and configurations. To maintain the integrity
of the connections over the life of the equipment, (1)
the /O modules of the PLC system should be
removable without disturbing the field wiring
connections, and (2) there should be a mechanism to
ensure that the field connections will not loosen over
the life of the equipment.

Guideline:

The PLC system should allow [/O module removal
without disconnecting any of the field wiring. Further,
the field wiring terminations should lock down in a
manner that will not allow the wires to loosen over the
life of the equipment.

(See Appendix A, Sections 4 and 5 for more
information on input and output structures.)

Section 4. PLC Qualification

4.2. Software Qualification

Finding methods to prove the safety and reliability of
software is an elusive goal that is being sought by
many people in the software community.

The software provided by the PLC manufacturer
should meet all of the standards applying to software
used in the intended application, which requires the
purchaser of the software to inspect the process that the
PLC vendor uses in the production of the software to
verify that there is a software management plan, a
configuration management plan, a QA plan, a V&V
plan, etc., all in place, in force and being executed.
Further, these plans should be equivalent to those that
would be required for any software produced and used
in the intended application.

A weak alternative to the above is the process of
“commercial dedication,” in which a software vendor
has enough experience with the software in actual use
to justify the assertion that the software is sufficiently
reliable for the intended application. This experience
should include a method for receiving problem reports
from the field and then resolving them through
modifications when appropriate. There should also be a
method for proving that changes, when made, in fact
improve the system and do not install other errors. This
may be determinable through regression testing. Note
that an organization that can successfully handle this
task (resolving problems) probably has a reasonably
good method for developing software in the first place.

The best evidence of qualification is that both of the
above alternatives are available.

Recommendation:

PLC manufacturers should be able to demonstrate to
the purchaser that they are using good software
engineering practice to produce their software, and that
the software is sufficiently reliable to meet the
requirements of the intended application. Alternatively,
they should be able to show that there is adequate
experience in actual operation of the proposed software
in the field to demonstrate that the reliability of the
software is adequate for the intended application.

(See Appendix B, Section 4.3 for further discussion of
PLC considerations.)
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S. PLC APPLICATION
GUIDANCE
RECOMMENDATIONS

5.1. PLC Configuration

Section 5 addresses the configuration of the PLC
hardware and software. The software may be written in
Ladder Logic, state machine language, Sequential
Function Chart language, Boolean language,
configuration tables, or other configurable system
language. Application software written in C, BASIC,
or other common source language is also addressed in
this section.

5.1.1. Real-Time Performance

Real-time performance is of utmost impontance for a
protection system. The system must be able to respond
to a hazard within a specified time. A worst-case
timing analysis would be appropriate after the
hardware configuration is complete and before
implementation. This analysis, followed by a timing
test, could prove the system meets all the real-time
requirements. Lawrence 1992b address real-time
performance issues relative to protection system
applications.

Recommendation:

The real-time performance requirements of the system
should adhere to the recommendations and follow the
guidelines of Lawrence 1992b.

5.1.2. Formal Configuration Process

Software development, regardless of the language
used, benefits from the application of a formal process.
A requirements document should be produced that
contains all of the requirements the system must meet,
For instance, if ladder logic is to be the language of
implementation, Boolean equations provide a clear,
unambiguous method of specifying what must be
accomplished, but Boolean equations alone are
inadequate. Clear, natural-language specifications
should be included, whatever method is used, in order
that details of the requirements can be made clear to
future readers. Each requirement should be testable so
that the implementation can be validated when
completed. Untestable statements in the requirements
document are not requirements and only add
confusion,
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Once the requirements documents have been inspected
and approved by an appropriate authority, design may
proceed. This inspection and approval process
corresponds to requirements verification in the more
conventional software world. For PLC applications,
design and implementation may blend together in such
a way that the two operations become inseparable, yet
there should be a document that contains the complete
design, even if it I Hks like an implementation. Relying
on a soft copy in the implementing machine is
inadequate. Further, a document is needed that maps
the input and output modules to the field devices to
which the modules are connected.

Next, appropriate reviews and inspections of the design
and implementation must be performed in order to
eliminate errors before starting the test activity, These
reviews and inspections correspond to independent
verification of the software. Reports should be issued
to document the inspections and reviews performed,
deficiencies found and remedial action taken.

Prior to installation, the system should be “rung out”
and tested to verify that the system meets all of its
requirements. This step corresponds to software
validation in more conventional software systems, Test
plans and procedures need to be written and test results
documented showing any deficiencies discovered and
remedial action taken.

When the installation is complete, an integration test
should be run to demonstrate that the connections are
all correct and that the installation is complete. Test
plans and procedures need to be written and test results
documented showing any deficiencies discovered and
remedial action taken.

Finally, all of the above mentioned documents should
be updated to represent the system as built, and they
should all be put under configuration control,

The process described above applies to systems
consisting of one or two PLCs connected to some
hardware. As more complex systems are contemplated,
more formal methods should be applied, up to the point
at which a full-blown project management system is in
place, including a full formal software development
plan and life cycle. The auditor should tailor his audit
to the complexity of the system. Simple systems should
require simple plans and simple documentation, while
complex systems should be planned and documented
accordingly.




Recommendation:

Plans and documentation need to be produced that are
appropriate to the size of the system being built. These
items should be complete, accurate, and should clearly
indicate that a process adequate for the application was
used in the production of the software.

(See Appendix B for a discussion of PLC
considerations.)

5.1.3. Software Modularization

In many cases, certain functions appear repeatedly in
an implementation. For example, circuits to start and
stop motors may appear several times in a system. For
such functions, standardized configurations should be
produced and used whenever appropriate.
Modularizaticn of the software configuration makes
the software easier to read, understand, and test.

Guideline:

To the extent possible, the configuration of the
software should be modularized into functional blocks.

(See Appendix A, Sections 4 and 5 for more
information on input and output structures.)

5.1.4. Common Programming Languages

Many manufacturers are providing the ability to
program their PLCs or their I/O modules with common
programming languages (C, BASIC, FORTRAN, etc.)
or some dialect of these languages. The manufacturer
provides all the necessary features to incorporate a
user-programmed subroutine. For ladder logic a
“program block” is provided in which a user-
programmed subroutine can be written, The subroutine
has direct control over the PLC processor’s registers
and performs read, write, and computational
operations. The program block has an input to start the
subroutine and status outputs that can be used to
control other ladder logic instructions. One of the
advantages of a PLC over a more conventional
computer system is that the programming language is a
very-high-level language aimed at a specific
application (e.g., ladder logic). The introduction of
conventional computer languages compromises that
simplicity. Another advantage of the PL.C executing
only ladder logic is that the program scan is
deterministic. With the introduction of program blocks,
the system may become non-deterministic. Further,
program blocks may allow the user to read or write (0

1

Section 5. PLC Application

any RAM location in the PLC, Typically, the
programmer only manipulates the PLC processor
registers, but it may be possible to manipulate vital
areas of RAM such as the configuration data, /O
mapping data, or I/O image tables. Thus, using
common programming languages in a PLC allows the
programiner to completely subvert the operating
system and the interpreter with, perhaps, disastrous
consequences.

Recommendation:

When common programming languages are used in the
PLC system, documentation and development methods
shall'be employed that are adequate for the safety
criticality of the application.

(See IEC-880, IEEE/ANS P-7-4.3.2, or Preckshot
1993c for more information.)

5.1.5. Complex Instructions

Certain instructions can be misused or their effects can
be overlooked, due to the complexity they add to the
software. Ladder logic instructions such as JUMP,
GOTO, SKIP, or interrupts (e.g., Processor Input
Interrupts——this instruction/function interrupts the PLC
CPU and executes a ladder logic subroutine) are
examples. This is a difficult area because the subtle
effects of these instructions may be overlooked. Thus,
problems that may occur must be considered while
employing these instructions, The possibility of an
error occurring is particularly likely over the long term,
For instance, the original programmer may use a subtle
instruction without documenting it carefully enough,
and then a later programmer making a modification
causes a system failure because he did not recognize
the effect of the subtlety. Further, each PLC vendor
provides a different set of commands, which further
compounds the problem of added complexity.

Recommendation:

The implementation should be as simple as possible,
avoiding complex data structures, program blocks,
instructions with concealed side effects, etc, It should
be possible to look at a sample of the code to see if
such elements are employed.

(See Appendix A, Section 3.4.2 for more information on
complex functions.)
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5.1.6. Remote Operations

Some PLCs allow control of the software configuration
via remote computers using communication links. The
remote computer can change the PLC configuration,
force outputs to particular states, and change the mode
of the PLC (e.g. from “run” to “stop™). If this type of
operation is allowed at all, it should be under strict
control.

Recommendation:

Remote operation of any PLC should be allowed only
with written approval, for a strictly limited and
documented period of time, for a specific purpose
spelled out in the approval document, and under strict
supervision.

(See Appendix A, Section 8.1 for more information on
remote operations.)

5.1.7. Software Style

When writing software for safety-related applications,
considerable effort should be expended to produce
code that is as clear as possible. Writing compact and
“efficient” code should be dispensed with if it
interferes with clarity. This effort is particularly
important for nuclear systems, whose lifetimes are
several decades. It is unreasonable to expect that the
programmer who originally programmed an
application will be present to maintain it near the end
of its life. The several people who have responsibility
for the code over its life need to have a code that can
be easily understood.

Guideline:

Every attempt should be made to configure the
software in a manner that is easily understood.
Understandability of the configuration should be at
least as high a priority as correctness of function,

(See Appendix B, Section 4.3.2 for more information on
PLC software considerations.)

5.1.8. Latched Outputs

A common practice for starting equipment is to send a
pulse to start the equipment, and “seal in" the pulse to
keep the equipment running, The advantage of a seal-in
circuit is that when power is cycled off and then on, the
equipment shuts down and stays shut down until
another start pulse is received. Sealed-in circuits
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eliminate the inadvertent re-start of motors, pumps, etc.
when system power cycles.

Recommendation:

For latched outputs that start equipment, the
programmer should not program latched outputs that
stay latched through power cycling. A holding circuit
with “seal-in” contacts, commonly done with relays,
should be implemented in the PL.C program.

(See Appendix B, Section 4.3.2 for more information on
PLC software considerations.)

5.1.9. “Queue Full/Empty” Indicators

Some PLCs make queue data structures available to the
programmer. These queues can be either LIFO (Last In
First Out) or FIFO (First In First Out) structures. Most
manufacturers provide status bits for the queue
operation, Typically, the status bits are enable, full, and
empty. The queues used may have full and empty
indicators. If so, the programmer should use these
indicators to ensure that the data being loaded or
unloaded from the gueue is not lost or invalid (i.e., the
programumer should take appropriate actions if a full or
empty status is determined).

Guideline:

PLCs with no queue full or empty indicators are not
recommended for use in safety shutdown applications,
For software configurations in which a queue is used it
is the PLC programmer's responsibility to test for the
quzue status bits and take appropriate action.

(See Appendix A, Section 3.4.2 for a discussion of
complex functions.)

5.1.10. Error Handling

Errors can occur occasionally. For example, if
arithmetic is being done in a function block, divide-by-
zero will cause an error condition to be asserted and
the function block to be terminated. If this error
condition is not handled by the programmer, the action
of the program may be unexpected and lead to a
hazardous condition.

Guldeline:

The software configuration should test for error
conditions and take appropriate action.




(See Appendix A, Section 3.4.2 for a discussion of
complex functions.)

5.2. Configuration Testing

Typically, design and development of the hardware
and software will progress in parallel. After completion
of the hardware configuration and field connections,
the hardware portion of the safety system should be
exercised without the safety system software
configuration installed. The recommendation and
guidelines for testing the hardware portion of the safety
systemn are detailed below. Items 5.2.1 and 5.2.2 apply
to testing of both the hardware and software
configuration, The remaining items address testing and
V&YV issues associated with configuration of the
software. In these software testing items, it is assumed
that the hardware portions of the safety system have
passed all of their functional testing.

5.2.1, Test Plan

The components of the system, the subsystems, ard the
complete system need to be tested. These tests may
occur at various sites and be performed by various
people, The key is not by whom or in what location the
test is completed, but that the test is well thought out,
completed, documented and independently verified. In
order to maximize the arcas of the system that are
exercised in the limited time available for testing, a
well-thought-out plan should be developed before
testing begins. The test documentation should provide
an auditor with an understanding of what was tested,
why it was tested, and how much of the system was
tested. ISA’s manual, ISA RPS55.1 provides a
comprehensive discussion on testing process
computers.

Recommendation:

A test plan should be written that clearly describes all
steps in the test, defines what constitutes success, and
details how the test results will be documented.

(See Appendix B, Section 4.4 for more information on
testing considerations.)

5.2.2, Failure Documentation

Documenting failures and calculating statistics can be
invaluable. Keeping accurate historical records of the
failures can show trends in component fadlures. These
trends can help determine failure-prone areas in the
system. By keeping complete records of all failures
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that occur in the system's life, the system’s expected
reliability can be calculated. This process of collecting
statistics and keeping records on failures starts during
testing and continues for the life of the system.

Recommendation:

All failures and appropriate parameters (time of
occurrence, time to repair, etc.) that occur during
testing should be recorded. For each failure, the reason
for the failure and corrective action taken should be
recorded.

(See Appendix B, Section 4.6 for more information on
hardware and software maintenance.)

5.2.3. Software Verification and
Validation

Software verification and validation (V&V) is an
integral part of the software life cycle and relates to the
safety life cycle. Proper implementation of a
verification and validation process can improve the
guality of the software and the configuration's
adherence to the original system and safety
requirements.

Recommendation:

There should be a formal independent verification and
validation process for all of the PLC application
software.

(See IEEE P-7-4.3.2 for a discussion of software
V&V.)

5.2.4. Software Fault Tree Analysis

SFTA is a process used to improve the safety of the
software by decomposing the code Into root causes of
postulated failures. SFTA is an exiension of the more
popular FTA performed on electromechanical systems
that includes the software components within the FTA.
In SFTA, hazards are identified and decomposed into
the events leading to the hazard. The events can be
hardware failures, software tailures, human errors, ete,
The goal is to reduce the number of root causes. The
PLC configurable software then can be reorganized or
re-configured 10 eliminate the software branches or the
software-based root causes in the fault tree. It is
inconceivable that all the root causes, or even all the
software root causes will be eliminated, Most
programmers develop the software configuration from
the point of view of what they want the software to do.
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SFTA looks at what the software shall not do. The
SFTA starts with the system fault tree, which is
different from the software requirements specification
and thus can expose errors in the software
requirements specification. By providing an alternate
view of the software and starting from a difterent
specification, the SFTA results in a greater confidence
that the software will mitigate a hazard. Reports by
Bowman et al., Leveson and Harvey 1983, and
Leveson et al 1991 illustrate the software FTA process
and examples of its use.

Guideline:

Perform a Software Fault Tree Analysis on the PLC
configurable software as detailed in the papers
mentioned above. The SFTA is a tool (o help expose
errors in the software configuration and the software
requirements. As such, the level of analysis will
depend on the complexity of the software
configuration,

(See Leveson et al 1991 for more information on fault
tree analysis.)

5.3. Installation
5.3.1. Installation Practice

Proper installation of the system is critical to reliable
operation. Improper installation can cause failures that
may have severe consequences. Good installation
techniques will make maintaining the system easier
and reduce the possibility of maintenance errors.

Guldeline:

Verify that (1) correct hardware and software
configurations are properly installed, (2) good industry
practice is being used in wiring, (3) the proper versions
of the software (i.e., operating system, translation
software, tools, software configuration, etc.) are
installed, and (4) various pieces of the system are
installed in the correct environmental conditions.

(See Appendix B, Section 4.5 for more information on
installation concerns.)

8.3.2. Parallel Output Devices

Output devices should not be connected in parallel to
increase current carrying capacity. Output device
specifications will not guarantee simultancous
switching for identical devices, Thus, if two identical
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devices are connected in parallel, the first one to turn
on will be excessively stressed. Also, the "ON”
resistance may be different in each device, causing the
current division to be unequal, This may also cause
excessive stress in one of the devices. Connecting
output devices in parallel to increase current capacity
causes an abnormally high rate of failures (Wilhelm
19835). The proper design will use one switching device
with the proper interface. If parallel output devices are
desired for a fail-safe design, then each output device
should be rated to properly handle the full load.

Recommendation:

No output devices should be connected in parallel to
increase current carrying capacity. Each output device
should be properly rated to handle the full load
expected from the field device,

(See Appendix B, Section 4.5 for more information on
instullation concerns.)

5.3.3. Inductive Voltage Spikes

An inductive DC load connected to an output module
should have a diode in parallel with the load or other
mechanism to suppress the surge when the inductor is
switched off. This surge can create a voltage spike if
there is no suppression mechanism. This spike may
damage the output module.

Recommendation:

An inductive DC load should have a surge suppression
mechanism installed. This mechanism may be supplied
in the output module by the manufacturer or may be
installed as part of the field wiring.

(See Appendix B, Section 4.5 for more information on
installation concerns.)

5.3.4. Power Source Isolation

Computers are sensitive 10 power source variations.
Voltage or current surges in the power source can
cause damage to the PLC electronics.

Recommendation:

The PLC system should have its own isolated power
source and, if the system requires it, an uninterruptibie
power source (UPS).




(See Appendix B, Section 4.5 for more information on
installation concerns.)

5.4. Maintenance
5.4.1. Technical Specification Update

With the introduction of a PLC into the system, some
new items may have to be included in the technical
specifications for the plant. For example, the back-up
batteries will need to have surveillance performed from
time to time, as will any air filters on the air intakes of
the PLC cabinets,

Recommendation:

The technical specificatious of the plant need to be
updated to include all applicable itemns from the PLC
system.

(See Appendix B, Section 4.6 for more information on
maintenance concerns.)

5.4.2. Documentation of Failures

Tracking failures can help operators to forecast trends
in high-failure-rate components or identify software
configurations with high failure rates, Tracking can
help determine which hardware components should be
kept on the shelf as spare parts. High failure rates on a
certain part of the system can indicate a problem,
which then may be investigated.

Guideline:

When a failure occurs the system should be thorou shly
diagnosed and all hardware problems found and
repaired. There should be in place and in force a
system for documenting all hardware failures, so!tware
failures, software errors, and design errors, The
documentation should include when the failure or error
occurred, what diagnostics were run, what the
diagnostic discovered, the resolution, and what was
replaced or changed.

(See Appendix B, Section 4.6 for more information on
maintenance concerns.)

5.4.3. PLC Module Replacement

Typically, maintenance of a PLC system is done by

removing and replacing modules, Some PLC systems
allow this to occur without removing power from the
module to be replaced, but some do not. Maintenance
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procedures should clearly spell out what procedures are
to be followed when a module is to be replaced.
Further, some modules require customization prior to
installation, If such is the case, those modules requiring
customization should be clearly identified on the
module, in order that the proper customization is not
forgotten when an installation is anticipated,

Most PLC vendors provide mechanisms that prevent
the installation of an incorrect module in a slot. One
such mechanism is a slot key, which is customized for
the module to be installed in the slot, and therefore
prevents the installation of the wrong module. Another
mechanism is the “traffic cop"—software that
interrogates a module after installation to see if it is the
correct one and prints an error message if it is not. (In
such systems plugging in the wrong madule will not
damage the module but it will prevent correct
operation.)

Recommendation:

Mechanical, electrizal or administrative controls
should be in place so that when modules are changed
out for maintenance, modules are not damaged and the
correct module is properly configured and installed.

(See Appendix B, Section 4.6.1 for more information on
hardware maintenance concerns.)

5.4.4. Input/Output Forcing

“Forcing" is the action of putting a binary PLC input or
output into a known state. In most PLC systems, a user
can force any of the I/O points. This operation is
widely used in debugging the program and verifying
proper operation of 1/0 points and connected
equipment. However, considerable care should be
exercised when using this function. Forcing after
installation causes equipment actuauon (valves {0
close/open, motors to start/stop, etc.). Devices such as
safety interlocks, motor hold-in contacts, and other
safety circuits can be bypassed or madified by forced
conditions, increasing the probability of a hazard
occurring. In addition, once an /O point is forced, the
PLC may not automatically return the O point to
normal operation. Most PLC systems remove all forced
/O points once the programming terminal is switched
off or disconnected from the PLC. The user should
know enough about the plant process, the PLC system,
and the characteristics of the forcing command to use
forcing properly. Further, in safety applications, the
torcing commands should not be used without strict
administrative control.
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Recommendation:

There should be a means to control the use of the
“forcing" function. Forced conditions should only be
allowed under strict administrative control when the
PLC system is providing protection during plant
operation,

(See Appendix B, Section 4.6.2 for more information on
software maintenance concerns.)

5.5. Modifications
§.5.1. Modifications

Modifications to the hardware or software may be
requested by engineering, operations, maintenance, the
PLC manufacturer, and others. Modifications may be
enhancements to the system or fixes to problems. A
formal procedure should be in place to receive problem
reports, review them, suggest modifications to fix the
problem, and to implement and test the modification
when a modification is appropriate. Further, this
procedure should include the assessment of
modifications provided by the PLC vendor prior to
installation. Any modification, especially a software
modification, has the potential to introduce hazardous
states into the system.

A modification should be checked for correct operation
under all plausible operational scenarios. Interactions
with other equipment should be checked for proper
operation. And finally, after a modification is installed,
it should be closely monitored and if problems arise, it
should be possible to revert to the old system while the
problems are considered.

Recommendation:

The utility should have a formal procedure to report,
review, implement, and test all modifications,
Unauthorized modifications should not be allowed.

(See Appendix B, Section 4.7 for more information on
software modifications.)
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5.5.2. On-Line Programming

On-line programming allows the user to change the
PLC program or data while the PLC is in run mode
(operational). When using this feature, the user should
be very careful not 1o cause undesirable actions in the
control process. In safety-critical applications, tight
control should be maintained on all devices that alluw
on-line programming. The personnel making a change
should fully understand the process, the equipment
being controlled, and the operation of the PLC system,

Recommendation:

There should be an administrative procedure to control
the use of the on-line programming feature. On-line
programming should only be allowed under strict
administrative control when the PLC system is
providing protection during plant operation.

(See Appendix B, Section 4.7.2 for more information on
software modifications.)




Appendix A:
Programmable Logic
Controller Characteristics and
Safety Considerations
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R. Wyman

Manuscript Date: June 30, 1993




(See Appendix B, Section 4.1 for a discussion of
configuration management.)
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Appendix A:
Programmable Logic
Controller Characteristics and
Safety Considerations

1. INTRODUCTION

Appendix A provides an overview of programmable
logic controller (PLC) characteristics. The intent is to
give the reader some understanding of the most
popular characteristics of programmable logic
controllers. No attempt is made to discuss every
characteristic available in the industry; however,
characteristics that make the programmable logic
controller more suitable for emergency shutdown than
other electrical/electronic based systems or improve
reliability are described in more detail. In addition,
characteristics that may provide an unsafe operating
environment are also commented on.

2. PLC DEFINITION

Since the advent of the microprocessor, digital systems
have been taking over more real-time control system
functions. Digital control systems have become an
accepted standard for control. Digital control systems
capture and utilize the power of the microprocessor.
This power has been put to good use in control of all
types of processes, from small research and
development systems running a couple of motors to
buge control systems running oil refineries, steel mills,
and power plants, Commercial computers such as the
IBM PC, Macintosh, DEC computers, and Hewlett
Packard computers are general-purpose computers.
Special-purpose computcr systems have been designed
to improve the performance, user interface, and
operation of various control schemes. Such designs are
often referred to as digital controllers, and they have
been designed for specific applications such as motor
control, PID control, and sequencing logic.

One such special purpose computer or digital
controller, originally designed to replace industrial
relay-based control systems, is the Programmable
Logic Controller (PLC). The PLC has evolved into

more than a logic solver and with this has come an
alternate name of programmable controller, PC. To
eliminate the confusion between personnel computer,
PC and programmable controller, PC, this paper will
refer to a programmable controller or a programmable
logic controller as a PLC. The major difference
between a PC and a PLC is the programming language.
The common programming languages for a PLC are
relay ladder programs, Boolean equations, and
sequential function charts,

There are very few differences between a PLC and
other digital control systems. NEMA 1CS§3-1978, Part
ICS3-304, defines a PLC in general terms that include
computers and digital controllers of all types. For the
purposes of this paper, a more focused definition of the
PLC is as follows:

A programmable logic controller is a digital operating
electronic apparatus which uses a programmable
memory for the internal storage of instruction for
implementing specific functions such as logic,
sequencing, timing, counting, and arithmetic to
control, through digital or analog input/output
modules, various type of machines or processes. The
digital apparatus must offer at least one restrictive,
higher level, programming language such as ladder
logic programming, Boolean programming, or
sequential function charts; must contain an operating
system that can execute its software in a deterministic
manner; and must interface primarily to sensors and
actuating devices. The programming language must
offer as a minimum relay coil and contact, timing,
counting, and latch instructions.

3. INTELLIGENCE

Many features of the computer system may be
described in human terms, such as the CPU being the
“b.1ins” of the system. In this paper, the program and
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the PLC operating system provide what will be called
machine intelligence.

The machine intelligence of the PLC is derived from
miczoprocessor-based electronics. At a minimum, a
PLC system consists of a central processing unit
(CPU), read-only memory (ROM), random access
memory (RAM), programming terminal interface
electronics, and I/O interfacing electronics. The CPU
handles all activities of the PLC system. The CPU
provides a user programming environment, executes
the user program, analyzes incoming data, and
responds to the incoming data via control signals to the
output modules, Every PLC offers basic relay
functions, and most expand the functionality to cover a
wide variety of complex functions.

3.1. CPU

All PLCs contain at least one CPU, (typically one
electronic printed circuit board) that executes user
program instructions, It is the central unit that guides
all operation within the PLC. In more complex
systems, this unit will communicate with and control
the operation of other subsystems within the PLC.
Other subsystems may be arithmetic logic units,
floating point processors or co-processors, However,
the distinguishing feature of the CPU is that it has
central control over the entire PLC system, The
subsystems may contain microprocessors, but their
control is limited to the subsystem.,

3.2, Memory

Two basic types of memory are available to the CPU—
ROM and RAM, Typically, the operating system and
programming language commands are stored in ROM,
while the user program and the input/output data are
stored in RAM. ROM memory cannot be changed by
the CPU, while RAM memory can be.

ROM memory is programmed at the time of
manufacture, and the only way to change the ROM
program is by replacing the ROM hardware. Other
types of ROM exist which may be programmed after
manufacture, called as programmable read-only
memory or PROM. They are erasable by high voliage
(25~50 Vdc) or ultraviolet light, and can be re-
programmed after erasure. The aforementioned types
of ROM must be removed from the circuit in order to
be reprogrammed, but a newer type, called electrically
alterable read-only memory (EAROM), may be erased
and re-programmed while in the circuit.
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RAM memory may be changed many times by the
CPU. The CPU uses the RAM to store the constantly
changing input/output data, intermediate calculations,
user programs, and various data that must change
during the operation of the PLC. Two types of RAM
are available, non-volatile and volatile. Non-volatile
memory holds its memory values even if power is
removed. This is known as core memory and utilizes
magnetic fields to store bit states, Much more common
is volatile memory made of semiconductor material.
This type of RAM requires battery back-up power to
sustain memory through a power outage. This is a key
maintenance issue that should be addressed before
selection of a PLC system. The PLC system should
have a means to indicate low battery power to the
users, Local indicators on the PLC are not sufficient.
The battery low status should be reported to all user
interface devices as an alarn condition.

3.3. Operation

The PLC has varlous modes of operation. One mode,
Run-Time, is of particular importance, and an
understanding of this mode will aid in the
understanding of the following sections. Run-Time
specifies the period of time in which the PLC executes
the user's prograum, It can be thought of as a sequential
process with five major steps. The first step is to scan
all input modules, including any error checking of
addresses/data and diagnostics. Next, an input image
table in the PL.C RAM is updated, Third, the CPU
executes the user's logic program step by step, line by
line. The data in the input image table is used as
needed in each step. Fourth, the output image table can
be updated. Finally, the PLC outputs the results to the
modules. The execution of all five steps is called a scan
cycle. Note that the entire user program is executed in
one scan cycle, The PLC repeats the scan cycle until it
is stopped by the user or shut down in some other way,
The five steps help visualize the flow of data, although
in actual implementation, the execution of the steps
may overlap in time. Figure A-1 outlines the Run-Time
steps.

3.4. Functionality

The PLC was designed to replace systems of industrial
control relays. The PLC increased the reliability,
increased the control information and data available to
the operators, and decreased the effort involved to
retrofit a relay-based system, In this section, the PLC
functions have been divided into fundamental and
compiex sets, The fundamental functions are those that
allow the PLC to replace the traditional industrial
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STEP 1

PLC scans the input modules, PLC
snd 1/0 modules run error
checking.

STEP 2
PLC updetes the input
image table.

STEP 3
PLC executes the user
program,
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PLC updates the cutput
image table.

STEP S

PLC outputs results.
PLC and 1/0 modules
run error checking.

Figure A-1, PLC Run-Time Operation,
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control relay applications, The complex functions have
evolved from more sophisticated control applications
over the past years.

3.4.1. Fundamental Functions

The functions listed below are basic to all PLC
systems, These functions represent the original intent
of the PLC, which was to replace industrial control
relay circuits.

Standard Relay

‘The standard relay Is very simple in construction and
its function is easily implemented on a PLC. The
significant components of all relays are the colls and
their contacts, The coll is energized and deznergized,
opening and closing the relay contacts. The contacts
are commonly called “normally open” or “normally
closed," depending on thelr electrical operation. The
normal position is the state of the contact when the coll
is deenergized, also referred 1o as the shelf state (a term
taken from the perspective of seeing the relay in a store
on a shelf). The relay has no power and the relay
contact position at this time is called the normal
position,

Industrial control relay manufacturers refer to relay
contact configurations as Form "A," Form “B," or
Form “C." Form “A" and Form “B" are normally open
and normally closed, respectively. Form “C" contains
normally open and normally closed contacts in a
single-pole-double-throw conflguration. A Form “C"
relay has three connection points, one for the pole, one
to make a normally open contact and one (o make a
normally closed contact. Form “C" is not supplied as a
PLC function, but is easily implemented using a
normally open and normally closed contact referenced
to one coll,

The standard relay performs logic and isolates
electrical circuits from each other. A control sysiem
implemented with relays has relays that are controlled
by fleld input devices, relays that control fleld output
devices, and relays that merely perform logic. An
equivalent system implemented with a PLC would use
the [/O modules to provide isolation and interface to
the field input and output devices, The relays used
purely o perform logic would exist in software only.
Thus, many of the relays that would be incorporated in
a relay-based control circult are physically eliminated,
existing only within the PLC sofiware. The PLC
software uses reference designations on the colls and
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contacts to associate contacts with thelr respective
coils.

The user programs relay colls and contacts into the
PLC as needed by the control scheme. The relay colls
are controlled by other relay contacts or input module
contacts, which In turn control more relay contacts or
module outputs. It is important to understand that the
relay contact states follow the state of the coil. A
normally open contact stays closed as long as the coll
is energized. As soon as the coll is deenergized the
contact opens,

Latch

The latch relay holds its state untl it is unlatched.
Typlically, a latch relay has two colls, one that
“latches” the relay and one that uniatches it. Once the
latch coil is latched, it may be energized and
deenergized any number of times without affecting the
state of the contacts. It takes subsequent unlatching to
change the states of the contacts. For example, a
normally open contact is closed when latched and will
remain closed until the relay is unlatched.

Typlcally, the PLC contains two instructions to
implement the latch function, one instruction to latch
and another to unlatch, The latch, unlatch and
associated contact instructions have a reference
designation to indicate that they all act as one relay.

One-Shot

The one-shot relay changes the contact state for one
scan cycle. Typically, two types of one-shots are
provided, leading-edge transition and tralling-edge
transition. A transition from deenergized to energlzed
Is considered to be a leading-edge transition, while
going from energized to deencrgized Is a tralling-edge
transition. When the input coll receives the correct
transition, the contact transfers state for the remainder
of the scan cycle. At the end of the scan cycle, the one-
shot resets to its original stale.

Timer/Counter

Two basic tmer functions exist, “on-delay” and “off-
delay.” The on-delay umer has timed output contacts
that hold thelr states for a specified delay time after the
timer is activated, while the off-delay timer contacts
hold their states for a specified delay tdme after the
timer is deactivated. Figures 2a and 2b show the timing
diagrams for their respective timers. Both types of
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Figure A<2a. On-Deluy Timer Operation.

timers have an input signal, instantuneous contacts, and
delay contacts. The contacts may be normally open of
normally closed for most PLC systems. The
instantaneous contacts change state immediately upon
energlzation/deencrgization of the timer. For a
normally open contact, if the input signal is energized,
the contact is closed. The instantancous contacts may
not be provided by the manufacturer, but the contacts
are castly implemented with a standard relay and one
of its contacts, The delay contacts depend on the type
of timer. The on-delay timer delays operation of the
contacts for a specified time after enceglzation, and for
the off-delay timer, the delay comes after the timer is
deenerglzed. When the on-Gelay timer is energized, the
instantancous contacts change states, and the intemal
timer starts. After the elapsed delay time, the deluy
contacts transfer. The delay contacts hold until the
timer s deenergized.

Counters simply count up or down. Energization of the
counter input initiates counting. Each counter has

28

normally open or normally closed contacts assoclated
with it. The contact transfer occurs after compledon of
the count, which may be up 10 @ preset value or down
10 2ero. Depending on the manufacturer, counters are
provided to count scans or thine. The current market
supports time counters with resolutions as high ax
0.001 seconds. When using resolutions this high,
careful atiention must be paid (o scan mes. For
instance, if the scan tme is on the order of 0.1 seconds
and control of an output is desired on the order of
0001 seconds, 4 problem exista—-the controlled output
will never respond in time because of the inherent
time-limiting nature of the PLC scan cycle,

Retentive tiners are common. These timers react once
to their input condition, then they must be reset in
order 10 react again. Both timers amnd counters are
uvailable as retentive funciions, For thimers, the tmed
comtacts respond once after the initia) delay and then
hold that state until a reset signal occurs. Figure A-)
shows a timing diagram for a retentive Umer.
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Figure A:2b. Off-Delay Timer Operation.

Some key operational concerns about timers and
counters are worth noting. The reset condition
overrides the time or control input. As long as the reset
is active the umer or counter will be in the reset
condition, typically the shelf state for the output
contacts. In addition, caution must be taken when
restoring back-up coples of sofiware that contain
tmers or counters. Some PLCs store the current
tmer/counter values when backing up, and restore that
value, while others do not store current values and
inatead restore reset values, The user must make sure
the restored values are the desired ones. One other key
operational note is that when the PLC s in program
maode, most PLC systems automatically reset the Umers
and counters, which may not be desirable.
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3.4.2. Complex Functions

Data Manipulation

Move funcions transfer data between areas of metnory.
These arcas Include, PLC RAM, YO module RAM,
hard-disk file, PLC CPU register, and VO CPU
register. Each function transfers one element or group
of elements between any wo memory arcas, Some
instruction examples are:

MOVE Moves a single element from one

memory location to another.

Moves a group of elements of the same
format from one memory location to
another,

Moves one element of a group of
elements 10 4 single clement memory
locaton.

Swaps two single elements.

BLKMOVE

TBLMOVE

SWAP

20
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Shif tunctons manipulate data contained in tabular
form. Tabular fonn data s stored in a block of
consecutive memory locations. The data is shified up
or down, The input and output to a shift function are
designated as source and destination, respectively. The
sousce and destination are typically any memory
location or L/O point. Shift-up outputs data from the
bighest memory location to the destination, shifts all
data to the next highest memory location, and inputs
data from the source to the lowest memory locaton.
Shift-down s the reverse. Data from the lowest
memory location is shifted to the destination, all data Is
shifted 1o the next lowest memory location, and source
data is input at the highest memory location. The shift
direction, destination locaton, source location, wble
sarting location, and table size are usually provided by
the programmer.

Search functions are exactly that, They scarch for
specific data over a specified range of memory

Retentive Timer Operation.

locations. The range could be specified as a file on
hard-disk or u ble in PLC RAM.

Queue functions are similar to shift functions, except
they operate on a particular area of CPU memory
called the queue or stack. The common queue types are
FIFO and LIFO, "first in, first out” and “last in, first
out,” respectively. LIFO queues are sometimes called
“push down stacks.”" The queuc has a maximum
capucity. Assoclated with the queue are iwo
instructions: load and unload. In FIFO, a load
instrucuon loads one data element on o the op of the
queue and unloads one data element from the botom.
For LIFO, the top element of the queue is loaded and
unloaded. Most queues have indicators that monitor
when the queue is empty or full. A consclous effornt
must be made not to overflow the queue on PLC
systems with no queue full indicators. PLCs with no
queue full indicators are not recommended for use in
safety shutdown applicatons. It is the programmer's
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responsibility to test for the queue overflow, us well ay
other error conditions, and take desirable actions.

Bit Manlpulation

Manipulation and comparison of individual bits are
some of the most useful functions in a PLC system. Bit
operations may be performed on data words (typically
16 bits) or tables of data words, Bit operations can be
very time-consuming. In order to keep the scan time to
a minimum, the bit operations are divided into modes
of execution. Three popular modes are incremental,
continuous, and distributed. Incremental mode operates
on one data word at a time, Continuous mode
processes an entire table in one scan. Distributed mode
breaks up the table into smaller sets and processes the
data over more than one scan. The list below specifies

the most common functions:
*  ORing

o Shift LefvRight

»  ANDing

+  Rotate Leflt/Right

+  EXCLUSIVE ORing
o Comparison

+  COMPLEMENTing.

ORIng, ANDIing, EXCLUSIVE ORing, and
COMPLEMENTIng are standard Boolean logic
operations performed on two words or two tbles bit by
bit. Shift and rotate are standard computer shifts on
data words or tables. The difference between shift and
rotate lies in the control of the end bits. For shift, the
end bits are input by the CPU and output to the CPU
For rotate, the end bits cycle around to each other.

Comparison examines any two words or two lables for
a bit mismatch. Two status contacts are typically
provided. One status contact indicates that o
comparison Is in progress and the other indicates u
mismatch occurred. When a mismatch is found, the
comparison funcuon specifies the position of the
mismatch. The position of the mismatch is usually
logged into an error file and/or displayed on an
operator's screen. Comparison allows diagnostics of
the ficld devices. The 1O modules communicate to the
PLC CPU with 8- or 16-bit words, For discrete 1/O,
each bit of the word represents an VO point. At various
stages of the process (especially at start-up), these
discrete 11O words or tables may be compared to
predetennined words or tables to verify proper
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operation of the ficld devices. 1f a mismateh s detected
the PLC can correct for the problem or shut down the
process.

Math Functions

The four bastc math functions of addition, subtraction,
tultiplication, and division are usually supplied.
Additional functions may be modulo-division,
remainder, square root, and negate. Also furnished are
the standard eguulity operators of equal to, greater
than, less than, greater than or equal to, less than or
equal to, and not equal to. Typically, math functions
require specific registers 10 be used for operands and
results. This requirement, along with the mechanics of
setting up the math functions, are typlcally
cumbersotne.

Type Conversion

Most of the time, the PLC data is displayed in decimal
format. but the PLC may store the data in a number of
different formnats. Any computer data format may be
used. Some examples are BCD, ASCII, unsigned
decimal, integer, Noating-point, double, ¢tc. Due
this, most PLCs provide type conversion functions that
convert the data from one format to another,

Control Functions

“Control functions” covers an ever-evolving arca of
control algorithms. Common in virtually every PLC is
the popular PID process control algorithm and its
assocluted variations of rato, cascade, adaptive, and
feed-forward control. Another popular control function
is the sequencer, which controls a set of digital outputs
by the use of data tables. Each column of the data wble
represents the states tor one digital output and each
row of the data table is one sequence. Via the user
program, the sequencer progressively sieps through
cach row of the table ot various scan tmes. Thus, the
digial outputs are sequenced on and off. The program
dicttes the tme Interval between steps of the
sequence, while the sequencer contuins the control
intormanon for each sequence.

Diverse control tunctions exist from various
manutacturers. Implementation of control functions
may be in a neatly packaged 10 module, or a PLC
software puckage using analog 10 modules. This
functionadity is specific to user needs, Wherever a large
customer base tor a specifle contral application exists,
the PLC manutacturers are sure to respond. Some PLC




control functions provided by various manufacturers
are listed below:

*  Servo Positioning (with encoder)

¢ Plastic Mold Injection Control

s Stepper Positioning

¢+ Real Time Clock

*  Linecar Positioning

o Sheet Metal Press Clutch/Brake Control
+  Axis Positioning.

Subroutines

Standard computer subroutine capabllitles are offered
on wmost of the larger PL.Cs. The instructons include
Jump-to-subroutine and jump-to-label. Jump-to-
subroutine allows repetitive calling of subroutines in
one scan. Excessive scan tines may occur when using
subroutines, especially when using repetitive calls to
subroutines. Jump-to-label jJumps to another location in
the program for that particular scan.

Special Languages

In an effort to insert more versatility into the PLC
system, various manufacturers are offering BASIC
progranming modules. These modules allow users o
program thelr particular applications using the
manufacturer’s proprietary form of BASIC. The
BASIC module runs BASIC progriuns independently
of the PLC processor, The necessary input data and
resultant output data Is the only information passed
between the PLC processor and the BASIC module,
The PLC processor scans the BASIC module during
normal input and output scan times.

Another approach to expanding versatility is providing
the PLC system with communications to large
mainframe computers. One manufucturer has built a
PLC system to the VME bus standiud. This system
uses the VME standard as the backplane for all PLCs
and VO modules; thus any other VME module may
interface to the PL.C system. VME is an open-
architecture, industry standard, modular
instrumentation system. Various manufacturers
produce instrumentation and computer modules
compatible to VME. VME module types range from
DEC VAXstation 10 IBM PCs to discrete input
modules,

When common progmmming larguages such as
BASIC, Pascal, or C are used in the PLC system, the
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software must be developed and maintained under the
requirements of any other microprocessor-based
system used in emergency shutdown applications. A
rigorous development, review, testing, and
maintenance scheme such as that outlined in [EC-880
Is required and must be followed,

Report Generation

Most PLC systems produce helpful reports. The ladder
logic program, Boolean program, or sequential
functon chant may be printed as seen on the
programming terminal screen, Cross references
between colls and thelr assoclated contacts may be
generated. This is very handy for troubleshooting and
check-out. Annotation may be added to programs as
desired. Other possible reports are [/O module status,
program directory, memory mapping locations, and
memory usage.

Peripherals

While one manufacturer may provide only a few
application-specific peripheral devices, the PLC
Industry as a whole has an abundant nuimber of these
devices. They allow communications to other computer
systems, provide a means of prograun and data storage,
fumnish hard-copy outputs, aid in debugging and
rroubleshooting, and improve the users' and operators’
environment,

Most manufacturers offer /O modules or internal PLC
hardware that links the PLC system to PCs, large
mainframe computers, printers, other PLCs, speclal-
purpose interfuce boxes, networks, etc. A short list of
communication protocols offered in PLCs is:

o RS-232 serial link

+  (IPIB-488

o RS-422 serial link

*  RS-483 multidrop

s RS-423 serial link

*+  MAPBO24

+ RS-449

+  [Lthernet

*  Manulacturer's Proprietary Networks.

This versatllity in communications opens up a wide
array of functionality and complexity for a PLC

system., Tape recorders, Noppy disks, and high-density
computer-grade tape cartridge recorders may connect
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to PLC systems. The entire selection of printer types,
from dot matrix to graphic printers, are avallable,
Simulation panels, simulation modules, and even
computer-based simulators are provided to check out
PLC systems. Another very popular peripheral is the
color-graphic terminal. Color graphics enhance the
operator’s environtnent by color-coding the process
functionality and giving graphical representation to the
tedious lines of programming code. The user's
environment has also been aided with portability. Both
the programmers and maintenance personnel have
access to hand-held or portable terminals to assist in
trouble-shooting, calibrating, configuring, and
programming the PLC system.

Self-Diagnostics

As the electronic industry improves upon the size and
speed of microprocessors, the PLC industry has added
more and more functionality to all parts of the PLC
system. Self-diagnostics of the PLC hardware is a
critical area that has seen much improvement over the
past years. PLC manufacturers have added diagnostics
of the hardware into the PLC hardware, the PLC
software, and the I/O madules. These diagnostic
packages verify such things as communications,
runtime status, process status, PLC
status/hardware/memory, and 1/0 module
status/hardware/memory. Included in the diagnostic
packages are reporting functions and fault logging.
Some systems take corrective action when a fault Is
detected.

4. INPUT STRUCTURE

This section describes the structure of the standard
discrete and analog input modules. The modules not
addressed are the specialized communication modules,
such as RS-232 communication modules, master-slave
network modules, or any other special iodule not
directly connected to a field device.

Input modules are cither discrete or analog. Typical
discrete inputs are contacts, lumit switches,
pushbutions, and pressure/flow/temperature switches,
Analog inputs cover 8 wide range of applications and
functionality. Some typical devices are
pressure/flow/temperature transducers, motor control
signals, vibration transducer, stmin gage, load cell, and
various other transducers producing electrical outputs.
The Input module receives signals from the field input
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devices, conditions those signals, and isolates them
from the PLC processor. The standard PLC input
structure consists of six basic blocks, as shown in
Figure A-4. Each will be described in detail.

4.1. Field Input Devices

The field input devices act as the “eyes and ears” of the
PLC system. They provide the conversion from
physical processes to control signals. For a PLC
system, the control signals are electrical. Electrical
signals appear in many voltage levels and signal
waveforms,

4.2. 1/0 Module Terminations

1/0 module terminations provide the interconnection
between the fleld input devices and the PLC systen'.
These terminations come in many designs and
configurations. Some are fixed to the module, some
can be quickly disconnected, and others are fixed to the
support structure of the I/O module. By allowing the
terminations to be guickly disconnected or fixing them
to the support structure, the /O modules can be
removed and replaced without rewiring. This positve
attribute is highly recommended for a PLC system
used in emergency shutdown systems. All terminatons
are typically locked down in some way, such as screw
termination blocks. In additon, the wire ends may be
terminated with Jugs to ensure u positive tight contact
that will not loosen over time.

4.3. Signal Conditioning

Signal conditioning varies greatly depending on the
manufacturer, the system architecture, and the type of
signal conversion required. Discrete input conversion
is relatively simple, while analog input conversions are
more complex. Some common types of conditioning
circuits are rectitiers, resistors,
resistor/capacitor/inductor networks, and analog
conversion. Rectifiers convert incoming AC signals to
the desired processor levels. Resistor networks provide
DC level atienuation, Resistor/capacitor/inductor
networks remove unwanted noise spikes and reduce
false input triggering due 1o field device contact
bounce. Analog conversion comes in two forms,
counters or A/D converters. Counters transform pulse
train waveforms into a binary number representing the
number of pulses per unit time. A/D converters are
used on varying DC level signals. They convert the DC
level o a binary vepresentation of the level.
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Figure A-4, PLC Input Structure.

4.4. Isolation

Isolation circuils mechanically and electrically isolate
the field device signals from the PLC processor
signals. Isolation limits the possibility of noise and
voltage spikes damaging the sensitive processor
clectronics. Three isolation techniques are employed,
the most common of which is opto-isolation. Before
the advent of opto-isolation, transformers were the
most common device for isolation, and are still used in
a limited number of designs. Reed relays provide a
third technique for isolation. A major drawback to recd
relays is the limited mechanical life. In the best reed
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relays the contacts wear out within tens of thousands of
cycles. Thus, reed relays are not recommended in
intense cyclic operations.

For opto-electronic devices a common isolation test
measures the isolation surge voltage, Viso. Visois a
measure of the internal dielectric breakdown rating of
the opto-electronic device, not necessarily the /O
module. This vollage is placed across the device as
depicted in Figure A-5 below. A typical semiconducton
manufacturer’s published Vigo for opto-electric
isolation is about 1500 Vdc for 60 seconds and 1500
Vac, 47 to 70 Hz, for 60 seconds.

NUREG/CR-6090




Appendix A

- V| gp (VOIt8) —my
0'—[—' Electro- O
Input Optical Output
o Device 0

Figure A-5. Vigo Test.

4.5. PLC Interface/Multiplex
Electronics

This block gathers all incoming conditioned field
device signals, and transmits them to the processor as
requested. Control signals are produced by this unit
and the PLC processor to coordinate the transfer of
data. These signals may include clock, reset, enable,
module address, handshaking, error-handling signals or
data. Some manufacturers provide watchdog timers in
this part of the /O module. The watchdog timer must
be reset by the PLC processor. Thus, if the processor
does not communicate to the /O within a specified
time period, the watchdog timer expires and the VO
module de-energizes all outputs,

4.6. Indicators

Indicators assist the user in troubleshooting the system
and aid in verifying the integrity of the field wiring, the
module operation, and the module status, LEDs, neon
lamps, and incandescent lamps are all used as
indicators. The indicator location varies by
manufacturer and /O module type. It may be located
and powered on the field device side, the PLC logic
side, or both. The field device side of an YO module is
composed of al! the electronics from the termination
point to the input of the isolation electronics. The PLC
logic side contains all the electronics from the output
of the isolation electronics to the /O module to PLC
interface electronics. The best configuration has
indicators on both sides of the electronics. As a
minimum, an indicator should be provided on the field
device side.

5. OUTPUT STRUCTURE

Section § describes the standard discrete and analog
output modules. The modules not addressed are
specialized communication modules (RS-232
communication modules, master-slave network
modules, etc.), co-processor modules, or any other
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special-function module not directly connected to a
process control element.

The fortnat of the discussion below is analogous to that
of Secton 4, Input Structure. Output modules ure
either discrete or analog. Typically, discrete outputs
control relay colls, valve solenolds, motor starters,
panel indicators, and alarms. Analog outputs cover a
wide rangc of applications and functonallty. Some
typical devices controlled are
pressure/flow/temperature valves, motor control
signals, analog meter and various other applications
needing electrical signals. The output module receives
signals from the PL.C processor, converts and Isolates
those signals, and controls the field output devices. The
standard PLC output structure consist of seven basic
blocks as shown in Figure A-6. Each will be described
in detail.

5.1. PLC Interface/Multiplex
Electronics

The PLC interface/multiplex electronics gathers the
PLC processor signals, decodes the address, and passes
them to the appropriate output destination point. Many
control signals must be provided by the PLC processor
to enable this block to function correctly. The signals
needed vury depending on the manufacturer’s
hardware/software design, but some typical signals are
clock pulses, reset, enable signals, addressing data, and
error handling data. Also, the interface/multiplex
electronics sends reply and status data back to the PLC
processor.

5.2, Signal Latching

The signal latching clrcultry receives data from the
interface/multiplex electronics. This circuitry contains
electronic latches such as flip-flops to hold the latest
data received. The data is held untl the next update of
output data. The PLC processor ensures that the laich
block is updated within a specified time period.

5.3. Isolation

The isolation circuitry for output modules is identical
in design to the input module isolation clicults,

5.4. Signal Conversion

The signal conversion circuitry converts the latched
signals to the proper state acceptable to the field output
device. Remember, the signal conversion clrcultry is
on the field side of the isolation circuitry, Thus, the
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power for the signal conversion circuitry must come
from the field side. This assures isolation of the
sensitive PLC and output module electronics from
noisy field devices. The signal conversion circuitry
contains a power switch, typically in one of four forms:
triac, reed relay, transistor, or digital-to-analog
converters. It is a good idea to have a circuit protector
connected in series with one of the power switches.
The best designs have circuit protectors, such as fuses,
in series with each output point.

5.5. /0 Module Terminations

The output module terminations are identical to the
input module terminations. Typically, the terminations
are locked down in some way, such as screw
termination blocks. In addition, the wire ends may be
terminated with lugs to assure a positive, tight contact
that will not loosen over time, Another positive
attribute is the ability to remove and replace the 'O
module without rewiring, Many manufactures are
making this capability possible by fixing the module
terminations to the rack instead of the /O module.

5.6. Field Output Devices

The field output devices provide the muscle to control
the process, and the visual and audio information that
expresses the process state, These devices convert the
PLC control signals into process changes or status.
Process changes are accomplished through control of
valves, motors, relays, etc. Process status is presented
through graphical displays, homs, lights, and other
devices.

5.7. Indicators

As in the input module circuits, indicators are provided
to aid the user in troubleshooting. The output module
indicators may be configured in the same manner as
the input modules; indicator powered from field side of
isolation circuitry; indicator powered from PLC
processor side of isolation circuitry; or both. The best
configuration would have indicators on both sides of
the electronics. Some output modules have an
additional indicator to detect a blown fuse. The fuse is
located on the field side of the isolation circuitry and
the indicator connects in parallel to the fuse, so when
the fuse blows the indicator lights up.

6. POWER SUPPLY

The power supplies considered are all sources of power
necessary to properly operate the PLC system. The first
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and largest is the signal conversion electronics required
to convert 120 Vac or 240 Vac into the low-voltage
DC power necessary for cperation of the processor and
1O modules.

The power supplies may be located on each module
(processor or I/O), contained in the mounting rack, or
the processor module may supply power to the /O
modules. The most common configuration of the
power supply is not the maost reliable, but definitely the
most £conomical. Most manufacturers design the
mounting rack such that each rack has one power
supply, making this one power supply a single-point
failure. If the power supply malfunctions on a one-rack
PLC configuration, it takes the whole PLC system
down.

Both linear and switching power supplies are used in
PLC power supply designs. Linear power supplies use
transformers, rectifiers, and various filtering and
detection circuits to transform high-voltage AC power
into low-level DC power. The switching power supply
is a newer design that is physically smaller and has a
higher signal conversion efficiency. However, the
switching power supply responds more siowly to
electrical transients and intrinsically produces more
noise, which shows up as low-voltage ripple on the DC
output lines and in EMI

Some important features that should be designed into
both types of power supplies are input filters, output
filters, short circuit and overload protection, over-
voltage and reverse-voltage protection, and incoming
line monitoring. Input filters reduce incoming electrical
transients, while output filters stabilize the power
supply’s low-voltage DC output and reduce unwanted
noise. Short-circuit-overload circuits protect the power
supply from destroying itself during abnormal current
conditions, Likewise, over-voltage and reverse-voltage
protection circuits protect against abnormal voltage
conditions. Incoming line monitoring is a highly
valuable circuit, but not as common as the protection
circuits previously mentioned. By monitoring the
incoming line voltage and frequency, the power supply
can detect power outages and give waming to the PLC
processor, allowing the processor to shut down the
system in an orderly fashion. During restoration of
power, the PLC system can then start up and continue
normal operations.

Another common power source for a PLC system is
batteries. Batteries are used to back up volatile RAM
memory or the real-time clock system. Manufacturers
use primary and secondary battery systems. Primary



batteries cannot be charged, while secondary batteries
are rechargeable. The PLC system should be capable of
producing an alarm for low-battery status locally and
remotely to users of the system. It is important to note
that remote alarm capability is essential. Often, the
PLC system is locked behind cabinet doors and the
users rarely see the local displays. A low-battery status
at a remote terminal can reduce the probability of one
inexpensive battery shutting down the entire plant.

Primary battery types include carhon-zinc, alkaline,
and lithium. All need replacement about once a year.
The carbon-zinc family is rarely used in current PLC
design because alkaline and lithium batteries offer
significant advantages. Alkaline batteries offer a lower
cost and extended life over carbon-zinc types. Lithium
is the best family of batteries, offering three to ten
times the energy density, and twice the shelf-storage
life of other battery types. The disadvantages of lithium
are high cost and explosive hazard—lithium reacts
violently with as little as 100 parts per million of water.
For this reason, lithium batteries are hermetically
sealed and must be transported under Department of
Transportation regulations (DOT-E 7052).

Lead-acid and nickel-cadmium are secondary battery
types. This category of battery requires a recharging
circuit, which makes secondary battery circuits more
complex than primary battery circuits. Their
replacement period is much longer than primary
battery types and depends on battery usage. Lead-acid
batteries are big and bulky. Most have gelled
electrolyte packaged in a plastic case. Lead-acid
batteries do not explode. At worst, the battery
overheats, melts the plastic case, and corrodes any
surrounding metal and/or electronics. Nickel-cadmium
batteries provide the same characteristics as the lead-
acid type, but in a smaller package. They are available
in standard metal-cased AA and D sizes. Nickel-
cadmium battery systems are used in the majority of
secondary PLC battery systems.

7. COMMUNICATIONS

As PLCs grew, the requirement to communicate with
other PLCs and intelligent external devices, such as
computers, color graphic terminals, and other
microprocessor based devices spawned the application
of a vast assortment of communication networks to
PLC systems. A comprehensive discussion of the
design trade-offs of communication networks is
beyond the scope of this paper. Some of the main
concepts and components of different communication
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systems used in PLC systems will be covered below, as
well as a few drawbacks and advantages.

A PLC processor-to-processor network is a high-speed
data link designed for passing information between the
PLC processor and other devices connected to the
network. The information may be in the form of data,
control signals, addresses, system status, or individual
device status, Most PLC systems use communication
rates of about 57 kilobaud, which is sufficient to
support most of the process control applications,
Manufacturers are pushing the upper bound of the
communication rate to 2 megabaud. These high
communication rates prove beneficial in moving
important data to various components of a safety
shutdown system applied to power stations, refineries,
steel mills, and the like.

Fundamental differences exist between two networks
in a PLC system, One network , called the control
network, transfers all information required from one
PLC processor to all its mates (1/O, other processors,
and other types of modules) within a single processor
scan, The second network, called the system network,
gives up the ability to transfer all data within one
processor scan and may not need to meet real-time
requirements. Either network may use the components
and routines described below,

7.1. System Formats

Two basic system formats are used in PLC control
networks, master—slave and peer-to-peer. Most
manufacturers use a proprietary protocol on the control
network. PLC system and processor-to-processor
networks typically conform to available protocol
standards and may use master-slave, peer-to-peer, or
other system formats.

7.1.1, Master-Slave

In the master-slave arrangement an intelligent device
manages all network communications between all
other devices on the network, known as slaves. All
slaves communicate to the master and only the master;
no slave-to-slave communications are possible. For one
networked device to communicate with another, it
must transmit its message to the master, who in turn
transmits the message to the appropriate slave, a
method that gives the master device total control over
all communications. A major disadvantage is that the
communications is totally dependent on the master
device. Thus, a failed master device is a single-point
failure that takes down all communications. Some
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manufactures offer a second back-up master to operate
the network In case the primary master fails. The
master device may be 4 computer or a faster/larger
PLC processor. A single point of failure still exists in
the switching mechanism, which can be composed of
hardware or software,

7.1.2. Peer-to-Peer

Each device in a peer-to-peer network has the
capability to directly communicate with any other
device on the network. Any number of devices may
fail and the network should continue to function. As
long as two devices remain on the network,
communication {s possible, This control scheme is
barder to implement because issues such as which
device controls the network, how long a device may
control the network, and the type of information passed
on the network must be worked out. This scheme of
communications is often referred to as baton or token
passing, since control of the network is passed (like a
baton passed in athletic track events) from device to
device.

7.2, Components

The various components of a communications network
are briefly discussed below. Any communication
network used with computers can be used with a PLC
system. The components mentioned below are the most
common used in PLC systems.

7.2.1. Transmission Medium

The transmission medium is the physical conductor
used to convey information between various locations,
Some common media are twisted shielded palr,
coaxial, triaxial, and twinaxial wire/cable. The control
network also uses a backplane, which is a short-length
transmission medium fabricated by printed circuit
board and/or wire-wrapping techniques. In special
applications, telephone, radio wave, or even
microwave is used as the transmission medium.
Recently, manufacturers are supplying fiber-optic
communications. Fiber-optic communications offer
large bandwidths, immunity to EMI, and complete
electrical isolation. Some disadvantages are the high
cost and fragile nature of the cables and connectors.

7.2.2. Interface Electronics

Most communications networks contain a network
adapter module or modem to access the data from the
network and pass it on to the PLC processor. The
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modem hand'es handshaking, error checking, media
use management, and network protocol.

7.2.3. Configuration

Many configurations are available. The daisy-chain
configurations tie the network devices together one by
one, 80 each device has two connecting neighbors,
except the end devices, which only have one neighbor,
This configuration Is similar to a string of Christmas
tree lights, where each light represents one network
device. By connecting the two end devices of a daisy-
chain arrangement a loop conflguration is created.
Multidrop systems are similar to daisy-chain
arrangements except that at every device a signal
splitter is used. The splitters allow all devices on the
network to receive all messages transmitted on the
transmission medium. Another configuration, sparsely
applied in the PLC industry, is the Star configuration.
One device is a central point to which all other devices
are wired, like the spokes in a wheel. Star
configurations are easily adapted to aster-slave
formats. Any of the mentoned configurations may be
used for the control network, the system, or processor-
to-processor network.

7.3. Error Handling

A communication system without error handling is
extremely susceptible to the transferal of erroneous
data, which most likely will lead to incorrect control of
the process. Error-handling algorithms have been
developed to correct for this. In the control and
processor-to-processor network, the error-handling
routines are designed into the network by the
manufacturer, For the system network, the user can
usually select the error-handling routines desired. Two
levels of error-handling exist, error detection and error
correction. The error-handling routines common to
PLC systems are discussed below.

All of the popular routines used in computer systems
are used in PLC systems, Parity checks, often called
vertical redundancy checking (VRC), longitudinal
redundancy checking (LRC), and cyclic redundancy
checking (CRC) are used for error detection, while
forward error correction (FEC) and automatic repeat
request (ARQ) are used for error correction,

The control network typically uses CRC with ARQ.
CRC is the more complex algorithm and yields the
highest error-detection rate of the three algorithms,
Typically, ARQ is used with three re-transmissions,
The sender will re-transmit upon receiving a negative




acknowledge or not recelving a acknowledge after a
specified period of time. Typically, the sender
retransmits three times before shutting down the
communication link,

The system and processor-lo-processor network error-
handling routines use any combination of the above
error detection and correction routines. A few PLC
systems allow the user to program the desired error
detection in the system network, The user selects no
error detection, VRC, LRC, or CRC, and the PLC
system usually adds ARQ error cotrection. Agaln, most
implementations of the system network use ARQ error
correction with three re-transmissions.

One reason ARQ error correction Is more cotmmon
than FEC error correction is the substantial overhead
burden of FEC. FEC requires nearly one overhead bit
per transmitted bit, which puts an extreme burden on
the communication bandwidth,

7.4. /O Configurations

The 1/O configuration plays an important role in design
of the communication network and choice of error
handling routines, Two configurations ure explained
below.

7.4.1. Local

Local refers to the physical location of the PLC
processor in relation to other madules. In addition to
standard VO modules, the other modules may be co-
processots or even ather PLC processor modules.
Modules installed within 75100 feet of the PLC
processor, determined by cable length, would be
considered local configurutions.

7.4.2. Distributed

Distributed or remote /O configurations are PLC
systems where two or more PL.C systems are linked
together to form a larger system, The total cable length
for some distribuwed PLC systems can be as long as
20,000 feet. This Is extremely long for a cable run, but
longer lengths can be obtained through ielephone lines,
radio waves, or microwaves. Another disinguishing
feature of the distributed system is that some sort of
system communications exist to allow data transfer
between PLC systems. Typically, a specific module in
each PLC system directs all the system
communications, including transmission o and from
PLC systems, error handling, additional
communications overhead, and communications with
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its superior local PLC processor. This frees the local
PLC processor 1o manage its local VO modules.

7.5. Capacity

The amount of dati thit a master-slave or peer-lo-peer
fortnat can transmit depends on the design of the
system. A communication systemn transimits messages
that consist of data and overhead. Overhead refers to
the bits required to accomplish such things as error
detection, error correction, und message decoding,
Data is the remainder of the thessage; the actual data
the receiver needs to accomplish its task. Data is
typlcally transmitted in blocks of words. A word
consist of 8, 16, or 32 bits, and a block contains many
words,

The dat capacity of u communication system depends
on such constraints as tnodem design, communication
protocol, error-handling nlgorithns, and processor
data-handling capabilities. For this reason, the rate of
data words (words (o be used by the receiver of the
message stripping away all the overhead reqguired to
send the signal) tansmitted, not bandwidth, Is a most
important specification of the communication network,

8. PERIPHERAL DEVICES

Peripherals aid in progrisnming, storing data, printing,
emulation, simulation, or other functons the user may
tneed or want. In addition to PLC manulacturers, 4
number of third-party vendors develop peripherals.

8.1. Programming Terminals

The single inost important peripheral iy the
progrumming terminal. The programming terminal
aceepts the program commands of the user, converts
them into machine-rendable code for the PLC
processor, and allocutes the machine code into the
appropriate memory locations within the PLC
processor,

‘The most comimon programming termina in the PLC
industry is a form of the video display terminal (VD).
Most PLC programs are developed on VDT, Recently,
smaller programming devices have been developed,
This new group of progriunming terminals are hund-
held and use liquid crysu displays. The hand-held
terminals compaet size makes them very useful in the
field.

The PROM progriunmer loads PLC programs into
PROM devices. After programming the user inserts the
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PROM device into the appropriate PLC circuit board
socket. PROMs eliminate reprogramming by the casual
user. Once the program is locked into PROM, a new
PROM device must be physically inserted to change
the usetr's program. This level of program control and
safety may be desirable in safety shutdown
applications.

8.1.1. Modes of Operation

As In all computer systems, various modes of operation
exist in the programming terminal. The two most
common modes are on-line and off-line. On-line and
off-line refer to the mode into which the PLC processor
Is placed by the programming terminal. Other modes of
operation may be supervisory, executive, or monitor.
These modes limit the user's access to the PLC system.
For example, supervisory mode may only atlow
configuration of the /O modules, and monitor mode
may only allow viewing of the progran flow and VO
states.

On-line programming allows the user to add, change,
or delete the PLC program or data while the PLC is in
run-time. The user must be very careful not (o cause
undesirable actions in the control process. Most
terminals let the user monitor the new program
changes before downloading them to the PLC
processor. This way the user can monitor the changes
until he or she (s sure the correct process control will
result. In safety-critical applications, tight control must
be maintained on all de vices that allow on-line

programming.

No on-line programming changes should be made after
start-up unless the on-line mode Is deemed absolutely
necessary, and then only with the appropriate written
approvals of the change and use of the process. The
personnel making the change must fully understand the
process, the equipment being controlled, and the
operation of the PLC system. The change should be
checked for accuracy and all possible process control
scenarios should be exhaustively thought through,

Documenting the change beforehand aids in thinking
through the change at the different development levels.
The development levels include process control
specifications, piping and instrument dlagrams, ladder
logic drawings, and the ladder logic program listings.
By going through the thought process potentially
dangerous changes may be caught before actual
implementation. Although this is a very precarious
mode, It offers great flexibility when troubleshooting
the system.,
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Off-line is the more common programming mode. The
user keys in the program (o the programming terminal
with no effect to the PLC processor. After the program
is written the user may download the program into the
PLC processor. While in the off-line mode, the
programming terminal will cause the PLC processof (0
stop scanning and de-energize all outputs before
downloading.

Once a program Is running on a PLC system, care must
be taken when switching to off-line mode. When
placed off-line, many PLC processors reset the elapsed
time of counters and timers. In addition, the outputs
retum (o the deenergized state. If some of the
controlled equipment was in an intennediate state, it
may malfunction or be damaged when going off-line.
Iuitlalization and shutdown routines may be helpful.
These routines place the PLC outputs in a
predetermined sale state during start-up and before
shutdown, respectively.

8.1.2. Select Commands

A number of commands ure provided by each
manufacturer. Some are nucessary to program the PLC
while others add user conveniences in each of the
stages of development, debugging, and operation.
Detailed discussions on every possible command are
beyond the scope of this paper, but one command Is of
particular importance because it may effect real-time
control of the output modules,

The "Forcing" commands hold an input or output at a
desired state. These commands are typically FORCE
ON/FORCE OFF ur ENABLE/DISABLE. Typically,
the user requests 1/O forcing from the progmmming
erminal. Once requested, the programming terminal
downloads the forced L/O points into the appropriate
PLC 1/O image table. Some PLCs keep the 1/O point
forced for one scan, after which time the L/O point is
automatically retumed to normal operation. Other
PLCs require a FORCE OFF command to return the
/O point to normal operation,

Forcing Is useful In debugging the program and
verifying proper operation of outputs and thels
connected equipment, but can be disastrous if not used
properly. Forcing after installation causes real process
events (valves to close/open, motors Lo starystop, eic.)
10 occur. Important equipment such as safety
interlocks, motor hold-in contacts, and other safe
clrcuits can be bypassed or modified by forced
conditions, increasing the probability of damage o
property or life. Forced conditions should be avoided




as much as possible after the PLC has been installed. In
addition, once an O point ts forced it may not be
returned to normal operations. Most PLC systems
remove all forced VO points once the programming
terminal is switched off ot discannected from the PLC
communications port. The user must be knowledgeable
about the plant process, the PLC system, and the
characteristics of the forcing command (o properly use
forcing. Further, in safety application, the forcing
commanda should be used only with strict
administrative control,

8.2. Select Devices

Tape drives, floppy drives, hard-disk drives, and
compact disk drivea are wll avallable 1o provide storage
of program and PLC system status, Printers of all sorts
and varietios are available. Some newer and perhaps
more interesting devices are graphic display terminals,
emulators and sinulators.

Graphical displays are used to monitor and sometimes
control the plant process. The display represents
maotors, pipes, valves, tnka, and other process
equipment with graphical objects. Important data iy
overlaid on those objects. The PLC system network
requires high data transmission rates (o support
graphical displays. If the system network is not fast
enough, the terminal thay not display the most current
data. In addition, the communications between the PLC
processor and the graphic display terminal may delay
the processor’s reaction to a system fuult of required
process change.

A few PLC manufucturers offer simulators, but most
simulators must be purchased through third-panty
vendors. Simulators may be cither special packaged
units independent of te PLC system or O modules
that mount directly into the PLC racks. The packaged
units can runge from simple knobs, switches and
indicators o complex CPU-based simulators. [/0)
module simulators replace a specific manulacturer's
170 module and simulate the module's operation 1o the
PLC processor, Simulators are used to verily correct
operation of the user progriun, the PLC sysiem
(Including the processor, communications, und the 1O
modules), and the fleld devices.

Emulutors are software-based tools used o verily
proper aperation of the program. Emulators allow the
programuming lerminal 1o operate in the on-line mude
without being physically connected 1o a PLC system,
The emulator reads and solves the logic progrium und
feeds back the necessary display information to the
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programming terninal. The PLC processor of s 10)
modules are never comimunicated with not controlled.

Roth simulators and emulators are useful ools th
troubleshooting and debugging P'1.C software and
hardware . u addition, sithulators and emulators can be
used o play “what ("' ganes and validate correct
systeth responses to presented threats

Personul computers with software to ald in the design,
implementation, debugging, emulation, and
decumentation of the application program are often
offered by the PLC manufactures.

9. PROGRAMMING

All PLC manufacturens offer programming languages,
which attempt to couple program cominands with
tndustrial control functions. Three languages are
commonly used in the PLC industry: Boolean, ladder
logie, and sequential Tuneton charta. Boolean
programuning dominants the Japanese markets but is
tarely seen in the United States or Europe. Ladder
logic is the language of choice for U8, manufucturers,
‘The most common language in Europe is sequential
functon charts. Japan and the United Suites are also
tending towards sequential function ciarta; some U.S
manulacturers offer both Ldder logie wnd sequential
function chart progrumining

9.1. Boolean

Booleun programming is a lower-level language. Itis
sitilar o progratuning in machine language, but it
uses fewer commands. Boolean programming uses
common Boolean operators such as AND, OR, NOT,
NAND, and NOR Other arithinetic and logic
commands such as ADD, MULTIPLY. DIVIDE,
LOAD, JUMP, and COMPARE are provided An
example of Boolean and arithmetic operations in
Boolean cade is shown below:

LOAD I loads the status of the binary input |
into u speciul PLC memory location,

J performs i Boolean “"AND" operation
on the specin memory location with a
negated binary input J, | AND NOT )

our 1. sets the binary output L. 1o the status
of the specinl memory locution. L is set
to the result of | AND NOT J.

A Joads the status of A into the PLC
processor’s accumulator,

AND NOT

LOAD

NUREG/CR-6090




L —

Appendix A

B adds the status of B into the PLC
processor’ s aceumulator, adds B to A

X stores the accumulator status at RAM
memory location X The result of B plus
A lvstored st X

ADD

STORE

A uset with & computer background may prefer
Boolean programming because of its siinilarity to
cotntnon soutce language programming. The difficulty
with programming th Boolean is that the plant process
control may be difficult to understand. Additional
informnation such as flow charta, English words, o
soine other descriptive information may be needed.

9.2, Ladder Logic

Ladder logic was developed specifically o give the
process control engineer a programming language thal
closely parallels process control deawings. This way
typical process control engineer will understand the
PLC program with very little effort devoted (o learning
the language. Ladder logic program commands were
developed from ladder fogic dingrams. An altempt was
made 1o make ladder logic funcions & symbolic
represetitation of the equivalent ladder diagram
symbols. This symbolic representation appears in
siple relay functions where colls and contacts hive
symbolic representations,

Other, more complex functions such as tming relays
and counters are handied a number of differont ways

depending on the manufacturer In one case the
complex futictions are tepresented by a square block,
and in another case they could be represented by a coil
with special miemonics I cither case, the necessary
control information b input in of near e laddet logic
sytnbol. Figure A7 is an example of a ladder lugic
program

9.3, Sequential Function Charts

Sequential fuhction charts (SFCs) elevate the PLC
programuning language to a higher level. A top-down,
object-otiented approach Is taken to development,
integration and documentation of the process control.
The user diagrans the process (h the proper sequence,
using SFC steps and tansitions. A step cotresponds 0
a process control lask, and a tansition comresponds o a
condition that must occur belore the PLC processor
can execute the next step or steps. After outlining the
process, the user programs each step and transition in
lower-level graphical tools representing PID loops,
awilches, ather PLC functions, or 10 points. Sotne
U1S. anufacturers progrum the steps and transitions
using ladder lugic. In this case, SFCs ate a top-level
diagram showing the ladder logic program How, just as
fow diagrums show computer program fMow. Figure
A-K by an example of a generic sequentinl function
chart, Some of the complexities peculias to this
example are not explatned hete, as each PLEC
tanufacturer implements SECy 1 a dilferent way

HOT COMMON
A 8 £
| | | r
| C D
Synbol Legend
C D
Relay
| { )b
TIMER Nomally open
€ Control Out G '“' relay conlact
% Nomally dosed
F 108ec | v relay contact
Rese! Out : :

Figure A-7. Ladder Logic Program.
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s - Step sool

T = Transition

VeVertiaallirk

T-001
$002 50013 5004
T-002 T-003 T-004
8001 $001 v

Figure A-8. Example Sequential Function ¢'hart.

9.4, Common Source Languages

Common source languages are now being used in
PLCs. This is 8 trend back toward the computer
industry. The language, C. is being incorporated into
ladder logic programming. A subrouting block is
designated In the program. The subroutine symbolized
by the block Is written in C. Once the block is
programmed, it becomes another PLC function
avallable to the ladder logic progranuner. A typical
subroutine block will have a controlled input, binary
status outputs, analog input data, and analog output
data. The controlled input initiates the subroutine. The
binary status output indicates such stales as subrouting
executing, subroutine complete, or subroutine error
The analog input data can be & constani, & memory
location, or an analog input point, while the unalog
outpul data is sent to a memory locatior or un analog
output point. The C program block allovs the user
program any control algorithm into the PLC and allows
the programnmer to gain access (o any part of the PLC

RAM., including the memory locations used 10 support
the operaling system.

1n addition to function blocks, smart 1X) modules are
available that allow common source language
programming. The programming languages used ure
BASIC, C, or some derivative of these common source
languages. These 1O modules are mainly used for
control of peripheral devices, but some have been
developed to allow quicker real-tuine reaponse by the
PLC system. All of the sman VO modules
communicate with the PLC processor over the control
network and are accessed by the PLC processor at least
ohce per scan cycle

10, SPECIAL FEATURES

Software development tools for the PLC make
creation, documentation, testing and modification far
caxier than it would be for a system implemented with
physical relays.
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Sume special features have been designed into PLC
systems o help reduce the probability of efror when
using, maintaining or accessing the PLC sysiem. Parts
of the PLC RAM may be protected and passwords are
used (0 allow access only to password holders.

For example, one manufactuter provides four levels of
access of a particular PLC system. This safety theasure
prevents unauthorized personnel froth accessing and/ot
changing certain programs. Depending on the uset’s
access level, the user Is restricted to certain areas of
operation which tmay be: PLC programming, 110
configuration, reading PLC programa, reading 1O
configuration, reading PLC data, printing, accessing
network devices, and accessing remote VO,

A key lock on the programming terininal is a simple
example of two-level access. The user must have a key
10 awitch the programming lerminal into a thode that
allows PLC programming. Without the key the user
can only monltor the PL.C daw aid program flow.

A special feature W prevent inadvertent VO module
replacement is mechanical eving of the VO madule
and the slot. The V0O module anu its aasociated slot In
the 1/O rack are mechanically configured so no other
type of VO module will physically fit into the slot
Further, most PLC processon contaln a program
routine often called a Traffic Cop. The Trattic Cop
sans the /O modules and validates the VO
configuration against the current VO table. Il a
mismatch is generated, the Traffic Cop shuls down the
PLC and reports the problem. Also, the Traffic Cop
allows the user to set-up the O configuration and
specify the interval in which the Trafflc Cop will
scrutinize the 1O rack configuration,

11. FAILURES

As in other electronic devices, the PLC can nchieve a
very high degree of reliability, but failures sull occur
High reliability along with failure detection ¢an
significantly increase the system's avallability. This
section looks at some of the failures that may have 4
significant effect on non-redundant PLC systems.
These fallures, Wgether with possible remedies, may
also be used in redundant systems (discussed in
Section 12).

11.1, Stalling

Stalling of the PLC processor s perhaps the most
critical of failures. This failure may be caused by o
hardware (allure In the PLC processos of o
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programming error. Stal'ing is relatively easy to detect
with a “watchdog timer” built into hardware [( the
watchdog timet is not resel by the PLC operating
system it “times out.” Once tmed out, the watchdog
timer shuts down the PLC system, and if the system bs
well designed, it will send an alann to the operators. |
designed properly, watchdog dmers provide o quick
way to detect provessor scan failures as well as the
most subtle systemn hiccups. [t is important to
understand that the watchdog timer hardware design
and software routines are transparent (o the uset, and
the details of inplementation are seldom published by
the manufacturers.

11.2, Instruction Mis-Execution

Another failure is the PLC processor’s failure to
interpret of execule the user-programmed instruction
cortectly. This is caused by a fallure in the PLC
processor, but does not cause the PLC processor 1o
stall. The PLC processor tnay misinterpret one of more
bits in an instruction routine amd cause executdon of a
wrong instruction. Complex techilgues have been used
to detect subtie fatlures in the PLC instruction set
(Withelm 1985), but none of these techniques have
proven fruitful.

11.3. PLC Memory

PLC memory fuilures tmay be as small as one bit or ax
large ws annthilation of the entire RAM. A simple bit
{ullure can cause an instruction t change ih meaning
of function, or it can cause the inaccurate process dala
o be sent to the operator of control algorithn.

PROM» are typically validated via checksums. The
PLC processor compares the calculated checksum
aguinst the checksum stored in the PROM. If 4
tismatch oceurs, the PLC s shut down and a
checksum error is reported. Depending on the
manufacturer, the PLC executes the checksum
algorithn after start-up, afler auto-boot, or at specific
time intervals when in run-time mode.

RAM memory usually goes twough a non-destucuve
bit pattern test hat operates oh all RAM, one memory
cell ata ume. The PLC processor saves the memory
cell contents, writes the bit pattern, reads the bit
pattern, restores the conlents, and compares the write
and read patterns. 11 a mismatch occurs, the PLC is
shut down, the latent memory cells are identified, and a
IMCMOry error is reported.




One maintenance problem is the volatile RAM back-up
battery . If the battery Is not propetly maintained and
the power Is lost to the computer, the battery may not
hold the memory's contents. Then when power iy
restored, the PLC will be inoperable until the user

progriun Is festored.

11.4. Intermediate Memory

In addition to the PLC processor memory, other
memory exists In the PLC system. Sepurate memory
may exist for the VO unage tables, and intelligent VO
modules usually contaln a processor as well as
memory. The /O knage table memory s typically
checked by the PLC processor, which places an extra
burden on the PLC processor and will certainly
increase the scan time. For VO modules with memory,
an on-board processor typically handles the memory
checks,

11.5. /O Address

Some causes of VO address fallures are encoder
fallures, decoder fullures, communication errors, of an
incorrect setting of the address dip awitch on the /O
module. Address failures are easily handled with the
proper diagnostics, A Traffic Cop is an example of a
routine which handles 1O address failures. Another
approach is to hard-wire the PLC processor addreas
lines to each /O module. Thus, comununication ersor
detection and correction can be climinated.

11.6. 1/0 Module

The VO madule input or output circuitry may fall while
the conununications back to the proceasor are working
perfectly. For inputs, the damaged hardware may be
any component along the input path such as field
device power, field device, field wiring, termination
points, signal conditioning circuits, or isolation
circuits. Similarly, the output fullures can be caused by
the latching, isolation or signal convenion clrcuits,
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termination points, field wiring, fleld device, o field
device power. The Neld components are mentioned
because manufacturers are now producing circuitry
that will detect certain fallures in the feld wiring or
field device,

In output modules the trine 15 the most common
electronic device used In the sighal conversion
circultry. Mahufacturers are now starting to include
failure detecton circuits within these circuits. The
modules detect a triac failure and blow a fuse. By
blowing the fuse the module has a higher probability of
falling open, the most comunon fail-safe state.

Another failure detection technique uses an
arrangement as shown in Figure A-9. Only one contact
is held closed at a thne. if the first trinc falls, it is
detected, (ts seriey conituct Is opened, and the output
failure is reported. Now, the second triac can maintain
control. If the second triac fails before the firt triuc is
repalred, the fuse Is blown,

One manufucturer markets an evolutionary VO product
that puts CPU processing power into the O modules.
Each VO module contains an on-board processor,
extensive self-diagnostics, and communication
capability over the manufacturer's proprietary control
network. The system configuration consists of one or
more PLC processors and one of more VO modules
linked together by a communications network. Each
PLC processor on the network can be programuned to
select the /O it controls, In addition, the system allows
for redundancy of PLC processors, communication
media, and VO modules. The self-dingnostics within
the VO are a key beneflt 1o the system.

During each scan, discrete input modules may be
checked for a falled switch, over-temperature, loss of
1O power, open wire, and input shorts. The diagnostic
used depends on the type of input device and ranges
from combination of the above four diagnostics o no
lagnostics.

Fuse To
Field Device

From At
Output Triac-1
Module
81
Oy Triac-2

Figure A+9. A Fallure Dtection Technique Used In Output Modules,
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During each scan, discrete output modules may be
checked for a falled switch, over-temperature, loss of
170 powet, no load, over load, short circuit, Load State
Feedback, and a pulse test may be performed. Load
State Feedback indicates the state of the output switch
only, not the load. The pulse test routine uses a pulse
signal to check proper operation of the output point.
‘The pulse is fast enough 1o have no effect on o« fleld
output devices. The pulse tesi diagnostic is user-
selectable. Depending on the type of output device the
module recelves different diagnostics. For example,
115 Vac isolated outputs receive all of the diagnostic
types, while 1elay outputs have no diagnostics.

Analog input modules are diagnosed for under-range,
over-tange, open wire, high-alarm, low-alarm,
intermittent fault, wire error, and input short. As in the
other classes of modules, the diagnostics varies
depending on the module type.

Analog output module diagnostics are under-runge,
over-range, and feedback error. Currently, under-range
and over-range dingnostics are provided on all output
modules, while feedback error is provided on only one
module.

11.7. Infant Mortality

An important area of reliability that is often over
looked s manufacturer testing. Infant mortality of
bardware components In systems is a known failure
problem. Infant mortality refers to the large amount of
fullures observed in a system during the early part of
the system’'s life. Some key testa can be installed in the
manufucturing process W reduce infant mortality.
“Burn-in" testing ls a big eliminator of components
with short life spans. Some manufacturers burn-in at all
levels of manufucturing: components, circuit cards,
individual tnodules, and complete systems. Competent
manufacturers maintain reliability groups that provide
rescarch on fallure issues, testing of the PLC system,
corrective action on all reported problems, and record
keeping.

12, REDUNDANCY

A common feature In all redundant systems Is o high
level of self-diagnostics. Without diagnostics the
redundant processors would not be able 1o detect when
to switch over or shut down. The dingnostcs should
sense critical hardware fallures, report the fuult, and
shutdown the L/O or PLC system. Also, non-critical
hardware fallures should be sensed, annunciuted, and
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the user logic or operating system should intervene to
provide proper conten] of the fault,

Many manvacturers offer different levels of
redundancy and redundancy for various components of
the system. Some of the common configurations of the
various levels and components are discussed below.

12.1. PLC Processor

The first redundant processor configuration uses
duplicate processors. A typical control scheme is to
have one processor control the /O modules, while the
other is an active hot stand-by. A dedicated high-speed
communication network, which will be called a
processor-to-processor network, passes the latest VO
data between processors, In this configuration, the
input image table is passed from the controlling
processor o the stand-by processor. Then both
processors exccute identical user programs, At the end
of each scan information is exchanged and
comparisons are made. If it can be discemed that the
controlling processor has falled the stand-by processor
takes over control. If a faflure is detected, but it is not
possible to distinguish which processor failed, then the
PLC system (i.e., both processors, all communications,
and all VO modules) is shut down and a processor
fallure is reported. The stand-by processor uses
additonal diagnostic programs to monitor the
controlling processor and to initlate takeover upon a
detected fallure of the controlling processor. The VO Is
controlled through a control network that allows
multiple processors and muliple VO on the network
(mulu-drop configuration is often used). Each of the
three communication networks—the control network,
system network, and the processor-10-processor
network-—are independent of each other. See Figure
A-10 for a dual processor with single 1O,

Elevating redundancy to three processors brings in the
advantage of two-out-of-three voting. The great
advantage to two-out-of-three is that a fault in one
processor does not stop control of the process. The
triple redundant processor system is called Triple
Processor with Single VO and is shown in Figure A-11.
As the name implies, this configuration has single VO
points and three processors. The input point is read by
ll processors. Usually, a buffer holds the data unul all
three processors acknowledge recelpt of the input
vidue. The processors execute 1dentical or similar
programs and send the output results to the voter. The
voter akes a two-out-of-three vote and updates the
output with the favored result.




Stand-by
Processor

Processoi-to-Processor
Network
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Mutidrop Control Netwoih
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Input
Modules

Output
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Figure A-10. Dual Processor with Single VO.

In additon to the output being voted on, some triple
processors vote on intermediate results within the user
program, Via high speed communicatons, the
processors share intermediate results. Checks and
balances are designed into the runtime operating
system (o ensure the results go through two-out-of-
three voting. This allows checking of intermediate
results, such as in a cascade PID loop. A cascade PID
loop uses two PID loops. The first loop receives the
input (process variable) and outputs a set-point (o the
second loop. With intermediate voting, the first loop’s
output could be verificd before passing it to the second
loop.

12.2. 1/0

Dual redundancy of /O points is typically
accomplished with an additional /O module and the
appropriate field wiring, rather than internal /O
module electronics. The various wiring configurations
are discussed below. Triple redundancy I/O modules
are common with manufactures of triple modular
redundant, TMR, systems (discussed in Section 13).

Parallel wiring of discrete inputs yields PLC input
module redundancy and increases the reliability of the
PLC system. For parallel inputs requiring field power,
the power supply must be selected, so it can supply
enough current or voltage to drive the redundant
inputs.

For most discrete output applications, a fail-safe
condition is the output failing open. This alludes to a
potential problem for output modules using triacs as
the signal conversion device. Triacs have a high
probability of failing short, To minimize the
probability of triacs falling short, they can be wired in
series, Now, both triacs must fall short to create a fail-
to-danger condition. The fail-safe faults are: one triac
fails open, one triac fails short, or both triacs fail open,
The only fall-to-danger condition is both triacs falling
short, This control strategy yields an increase in fail-
safe faults and a considerable hardening to fail-to-
danger faults. Parallel output wiring is desirable in
limited cases where the output must fail short in order
to fail-safe.
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Figure A.11. Triple Processor with Single LO.

For relay outputs, series wiring of normally open
contacts is desirable for fail-safe conditions where the
output should fail open, In the limited cases of failing
short being a fail-safe condition, normally closed
contacts would be wired in parallel.

The analog inputs may be wired in parallel provided
the input signal can drive the two input modules. For
analog output modules, module redundancy cannot be
added. A redundant field device is required if analog
output points are to be duplicated. Most analog output
modules have diagnostics built in and can set the

output to a desired value upon certain detected failures,
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12.3. Communications

Any of the communication networks on the PLC
system may have dual redundant capabilities. Various
levels of redundancy are implemented in PLC
communication systems, three of which are discussed
below,

The first scheme uses redundant medla and swilches
between media if a fault is detected. The processor
verifies proper operation of the main system network,
When a fallure occurs the processor switches over to
the backup network. This increases the availability of
the network,
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‘The second scheme is similar but does not use
switching. Instead, the same message is sent out on
both media. This scheme has the added benefit of using
both messages for error handling routines, speeding up
the data transmission rate by reducing the number of
re-transmissions.

The third scheme uses the two redundant networks
independently. The addressing, data transfer, and all
communication on each network is totally independent,
thereby doubling the transmission rate of the system
when both networks are working. When one network
fails, it is detected, and the system communicates with
one network.

All three schemes can be elevated to higher levels of
redundancy. Redundant levels greater than three may
be provided in spccial cases, but none of the major
PLC manufacturers advertise anything greater than
triple redundancy.

13, FAULT-TOLERANT
SYSTEMS

The concept of fault tolerance represents an effort to
increase a system's availability despite a limited

Processor

] Redundant Il
Processor-to-Processor
Network

Appendix A

reliability. Fault-tolerant systems are highly available,
although not necessarily reliable. Reliability refers to
the probability of component failures, while
availability refers to the probability that the system
performs its desired function. Various components of a
fault-tolerant system may fail while the system
continues to perform the desired functions. Thus, the
system is unreliable, because it needs constant
maintenance, and highly available, because the fault-
tolerant design allows the system to perform its desired
functions even with a failure in the system. The
following configurations are common in the PL.C
industry.

The first configuration, a dual processor with dual I/O,
is shown in Figure A-12. Note that the control network
may not be connected between the processors in this
configuration. This connection depends on the
manufacturer’s implementation of the network. A
multidrop configuration would allow connection of
processors, while a loop configuration would not.

Processor

Connactions exist on certain control network configurations only.

Redundant Control Network

Modules |

Output

Input < - Input
Modules II

Redundant Control Network

_ Output

Modules |

‘ Modules ||

To Field Devices

Figure A-12, Dual Processor with Dual /O.
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The two inputs are typically wired in parallel and either
input can initiate a shutdown. The processors’ output
image tables are typically compared after each scan,
and a mismatch causes the system to shut down, The
outputs would be wired to increase the probability of
failing safe. Most often, the outputs would be wired in
series, but in very limited cases they would be wired in
parallel. Any one of the processors, communication
links, or I/O modules can fail, and the system should
detect the failure, isolate the failure, and continue to
operate. The primary disadvantage of this system is
that a high number of fail-safe shutdowns occur.
Anytime the two processors or the two inputs disagree
and a failure has not been detected, the system is shut
down.

Another configuration is triple processor with dual I/O.
As previously mentioned, the advantage of three
processors is that two-out-of-threg voting can be
implemented. There is one buffer for each input point
and one voter for each output point. In addition, each
buffer and voter contain diagnostics, fault detection,
and some level of fault tolerance. The I/O modules are
wired as in the dual processor with dual /O system,
but now when a processor fails or two processors
disagree, the system continues to operate with
redundancy. This system can continue to function with
one processor, communication link, or I/O module
failed. In addition, the nuisance fail-safe shutdowns
caused by a dual processor configuration having
processor disagreements are eliminated, Figure A-13
shows a triple processor with dual /O configuration.

Taking the triple processor configuration one step
further leads to the triple processor with triple /O
configuration. This is a common configuration, often
called triple modular redundant (TMR). TMR allows
two-out-of-three voting in the inputs, processor, and
outputs. Three inputs are brought into each processor.
Each processor executes the user program and outputs
the results. Two-out-of-three voting occurs at each
output point. This system, shown in Figure A-14,
provides the highest availability.
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Additional redundant levels may be utilized to improve
the fault tolerance of the system. Currently, PLC
manufacturers offer TMR systems as the highest level
of fault tolerant systems, Two-out-of-four digital
control systems are being designed in the control
industry, and this may lead to PLC manufacturers
using two-out-of-four configurations.

The processors are usually the most reliable piece of
bardware in the PLC system. By providing redundancy
in the processor, the availability of the system is only
slightly increased. Most manufacturers are aware of
this and offer redundancy down through the /O
modules. The following data was calculated using
Markov models (Frederickson 1990). These data show

the dramatic increase in MTBF that redundancy and
fault tolerance can provide. The MTBF for dual or
triplicate processors with single I/O is four and five
years, respectively. Add dual I/O to each processor
configuration and the MTBF leaps to 26 and 61 years,
respectively. With triple processors and triple /O the
MTBF skyrockets to 18,745 years.

14. PLC CLASSIFICATIONS

Since their inception, PLC systems have grown in size
and complexity. Most manufacturers rate PLC systems
by the maximum number of allowable discrete /O
points, which has lead to an informal size

classification:

micro <32 medium 256-1024
mini  32-128 large 10244096
small  128-256 super  >4096
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Agpendix B:
Application of Programmable Logic
Controllers in Safety Shutdown Systems

1. INTRODUCTION

This document provides an overview of the use of
programmable logic controllers (PLCs) in emergency
shutdown (ESD) systems. The intent is to famillarize
the reader with the design, development, test, and
maintenance phases of applying a PLC to an ESD
system. Each phase is described in detall and
information pertinent (o the application of a PLC Is
pointed out,

2. SCOPE

ESD systems are required to be both fail-safe and
highly available to mitigate the effects of accidents
when they occur. PLC systems can be applied to meet
both ESD requirements, but careful consideration to
safety must be given throughout the life of the system.
Because of their great flexibility, ease of interfacing,
and cost-effectiveness, the PLC-based ESD system is
gaining wide acceptance. There is, however, a great
need for standards that directly address these
applications, Currently, documents are being written
by various experts and committees to address the usage
of PESs in safety applications. This paper presents
some of the ideas developed in those documents,

Most PL.C applications are not publicized via trade
Joumals or conferences. Of the few applications that
are publicized, only a handful are ESD applications.
More of the documentation is written to convey the
design principles that should be employed when
developing a PL.C-based ESD system.

For this reason this document concentrates on PLC
Life Cycle Issues. This discussion covers the design
principles and examines techniques of project
management, safety analysis, design, testing,
installation, and maintenance over the life of the
system. Section 5 offers several comparative design
implementations, while section 6 highlights the
important points discussed in first part of the document

and provides some examples of PLCs in ESD systems.
This document represcnts a consensus on which
elements make up a safe and highly avallable system,

3. DOCUMENTATION

‘Throughout all phases of the life of a project one
important element stinds out: documentation.
Documentation that reflects the current state of the
system Is an Invaluable tool. Dennls A. Inverso (1991)
points out:

“Documentation is defined as a vital, recorded
information base used during all phases of developing
and maintaining a Progmmmable Electronic System
(PES)'M

The development, use, and maintenance of a system'’s
documentation can dramatically improve the quality
and safety of the system. Documentation obviously
provides the foundation for understanding the system,
In additon, the development and maintenance of the
documentation facilitates communication among the
various disciplines; operators, system designers,
programmmers, instrumentation and controls engineers,
electrical power system engineers, and maintenance
and management personnel, The documentation, then,
provides a platform for intense scrutiny of the system,
In Section 4, PLC Life Cycle Issues, the types of
documents needed for each phase, the specific
elements included in each document, and the
importance of each document are detailed.

In any project, one of the initial steps should be
defining the necessary documents, The initial list of
documents does not need 1o be rigidly followed, but
should be used as a tool to provide comprehensive
information about the system. As the project
progresses documents may be added or deleted and the
definitions may change. But this list, like any other
project document, should be maintained so that it
reflects current thinking.
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There are three main phases in producing and
maintaining quality documentation; wriing, reviewing,
and updating. The documents must contain as much
detall as necessary, while staylng within the
document’s scope. Thus, the person wtiting the
document must be proficient at the required discipline
and be or she must also be capable of clear and concise
writing. This point cannot be too highly emphasized -~
it is unimportant how much the author knows about the
system if be or she cannot convey this understanding to
others through the written word.

Care must be taken in selecting a review team for ¢ach
document. Each review team should comprise
competent persons from the appropriate disciplines
who can analyze the functionality described in the
document. Thelr concern should be with assuring the
clarity and completeness of the documentation,

Finally, there must be a formal process for changing
the documentation. Any thne a project change s made
all documents which might be uffected must be
reviewed to sce If changes are needed. Once a
document is changed a comprehensive review must be
completed. Document maintenance over the life of a
project is a critical activity.

4. PLC LIFE CYCLE ISSUES

The * »quirements for good conflguration and project
management of a PLC system are no different from the
requirements of any ESD system. A brief discussion
with references to standards is presented on
configuration management, Next, safety analyses of
PLC-based ESD systems are discussed. Finally, the
remaining parts of this section address specific PLC
jssues in various phases of the project life cycle.

4.1. Project Management

All projects, including those that contin PLCs, can
benefit from good project management. Several
standards, including MIL-STD-1456A, MIL-STD-
483A, IEEE-828, MIL-STD-1521B, IEEE-1042, MIL.-
STD-499A, and IEEE-1058.1, address this issue.
Through implementation of these standards, the
decisions and changes made over the life of the project
can be well controlled and well documented.

MIL-STD-1456A addresses the top-level management
of the project, which is the configuration management
plan. This plan describes the methods and procedures
to be used to manage the functional and physical
characteristics of the project. It describes the
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documents necessary to define the roles of all personal
associuted with the project, to define the hardware
configuration, to define the software configuration, to
define all imerfaces, and to provide traceability
throughout the life of the project for reviews and
audits.

MIL-STD-481A goes beyond MIL-STD- 1456A and
provides more detail on the contents of the elements of
the configuration management plan. MIL-STD-483A
detalls the implementation and documentation required
for the following areas:

¢« Configuration Identification

+  Configuration Management

+  Conflguration Control

s Configuration Audits

s Interface Controls

+  Engineering Release Control

+  Configuration Management Reporis/Records.

Similar to MIL-STD-483A, IEEE-828 provides
specific requirements for a software configuration
management plan, Each section of the software
configuration management plan is listed and described
In detadl, In addition, examples are presented to help
clarify the contents of the plan,

MIL-STD-1521B describes, in detail, the requirements
for reviews and audits throughout the life of the
project. Figure B-1 below summarizes the contents of
MIL-STD-1521B.

[EEE-1042 suggests ways 10 apply u configuration
management plan. This standard interprets how to use
[EEE-828, addresses the issues involved in establishing
configuration management on a project, and presents
sample plans that illustrate configuration management
plans for various types of software based projects.

Establishing and decumenting a project management
scheme can ald in successful completion of u project.
MIL-STD-499A addresses project management from a
system engineering point of view. The standard defines
how 10 establish an engineering effort and a System
Engineering Management Plan. Specifically for
software, [EEE-1058.1 defines the contents of a
software project management plan,




4.2, Safety Analysis

The military standards mentioned above address the
issues involved with project management. They do not
address safety analysis. The safety analysis entails
various safety studies completed and documented at
various phases of the system’s life. Some safety
analysis ools are FMEA, fault tree analysis, and
CMFA. A complete safety study should be completed
after the System Design Review, the HWCISWCI
Critical Design Reviews, the System Fonnal
Qualification Review, and periodically throughout the
life of the systemn. These reviews are identified in
Figure B-1,

Maintaining and improving the safety level of a system
is & continuous effort. A one-step safety analysis is
insufficient, because any change may introduce a fail-
to-danger fault. Therefore it Is critical to document
every problem discovered over the life of the system
and the steps taken to correct the problem, including a
safety analysis of the change. This documentation can
provide a good foundation for renovations and
changes, and for the design of future systems.

‘The safety analysis described below should occur after
the System Design Review and should be verified afer
the HWCUSWCI Critical Design Reviews, the System
Formal Qualification Review, and routinely verified
after final acceptance.

4.2.1. Safety Considerations

Any system which presents a hazard to life, the public,
or the environment can be thought of ay two distinet
systems: (1) the system that does the main work of the
system, and (2) the protection or ESD system that is
called upon to make the overull system sufe in the
event of a malfunction of (1). If it Is assuined that the
fallure rates of these two subsystems are independent,
then the probability of the occurrence of a hazard that
is unprotected is the praduct of the probability of a
fallure in (1), which creates the hazard, times the
probability that the ESD system will be unavailable.
Systems in which the control and ESI systems share
components will require more complex dependent
probability analysis. Thus, once the hazuard rate of (1)
is known, the necessary design using ultra-reliable
components and redundancy can be done for the ESD
system Lo bring the unprotecied huzard rate down Lo the
required level,
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For uny system that may present a hazatd to life ot the
public safety, a philosophy on safety and
envitonmental concerns should be written. Hazards
should be identified and parameters for each
quantified. Actions fequired of the ESD system should
be specified for each hazard. This analysis Is input into
the system design. The safety parameters include
probability of occurrence, Ume to respond before a
catastrophe occurs, specific process control
considerations to address the hazard, and accessibility
of necessary equipment to mitigate the hazard. Along
with documenting the hazards and parameters, all
assumptions and explanations need o be documented.
Enough justification should be written so a typical
engineer can understand how and why the safety
calculations and decisions were made.

A number of papers describe and reference various
approaches to safety quantification, including Saudi
Aramco 1990, Balls 1991a, Balls 1991b, Bryant 1976,
Fisher 1990, Frederickson 1990, Gruhn 1991, Health
and Sufety Executive 1987, Inverso 1991, Magison
1979, Paques 1990, and Sparkman 1992, Without
appropriate quantification there is ho real foundation
for the proper decisions.

Additonal items which will improve the level of safety
of a system are listed below:

o Shutdown devices should be easily accessible and
clearly identified.

s ‘The power-up sequence should force the system
into a safe state before program initiation,

o The PLC should provide diagnostics to Isolate
internal and output module faults.

+ The PLC should monitor auxiliary power supplies.

+ There should be strict control of all ESD programs
1o prevent casual modification.

+  Documentation should be kept up to date,

+  Cade should be modularized to simplify
production and madntenance.

«  Pulsed signals should be used to tum safety
devices on and off.

¢« The system should be extensively tested,
including testing with fault conditions.
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Figure B-1, Engineering and Test Flow Diagram.
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4.2.2. Avallabllity

IEEE defines availability as the degree to which a
systemn or component is operational and accessible
when required for use. It Is often expressed as a
probability (IEEE). Avallability is defined as:

A = Uptime / Total Time
where
A—Avallablility

Uptime~~Time the system is working.

Total Time—Total mnission time or time the system is
needed to watch over the plant while the
plant is in operation (excludes tme for
plant shutdowns).

or
A = MTBF / (MTBF + MDT)

where

MTBF-Mean time between fallures.
MDT--Mean downtime.

These two definitions are essentially the same. See
Balls 1991a, Balls 1991b, Fisher 1990, Gruhn 1991,

Heron 1986, M. Smith 1991, and Walczak 1990 for
more information.

MDT can be broken down into:
MDT = MTDF + MTTR

and
MTTR = MTDL + MTRF + MTRO

where

MTDE-~Mean time to diagnose the presence of a
system fault,

MTTR-~Mean time to repalr.
MTDL~Mean time to determine a fault location.
MTRF—Mean time to replace a faulted component.

MTRO—Mean time to return the system to operable
condition,

The relationships between these various components
can be seen in Figure B-2, below. Like reliability, the
desired availability of the system should be clearly
documented. Estimates of the various constituents of
avallability need to be made and the desired systcm
availability needs to be determined. The acceptable
availability will depend heavily on the desired hazard
rate. Again, it is important to document all steps and
decisions used to reach the availability number. Also,
any changes should be documented, along with reasons
why the changes were made,

Fault Fauit
> MTBF. -
MD Teee -
‘MTDF% ‘TMTRF’}‘M TRO-tatlee Sy ste M Opration i
0 |
: 3
mm L
]
Figure B-2. Avallability Components,
NUREG/CR-6090 60




4.2.3. Hazard Rate

Hazard rate is the rate at which risks to life, the public,
or the environment will occur. The hazard rate can be
wrilten as:

HuDxU

where

H-—hazard rate.

D—probable demand tate for system safety action.

U-—~unavailability (1 - A) of the ESD system,
assuming that D and U are independent (Balls
1991a).

Hazard rate is the measure that relates the system
availability and reliability to the concerns for safety.
How low the hazard rate should be is determined by
acceptable industry standards, the people at risk, and
the plant managers. Of course, the hazard rate can not
equal zero, but neither should the hazard rate be
outrageously unacceptable by any of the groups
mentioned above. The process of deciding what the
acceptable hazard rate is and the means to achieve it
should be clearly indicated in the documentation of the
safety analysis,

4.3, The PLC-Based ESD System

Up to this point this paper has focused on issues
pertinent to any ESD system, Below, this paper
addresses concerns specific to PLC systems.

4.3.1. Hardware Selection

Hardware issues in a PLC-based ESD system are not
very different from the issues needing consideration in
any PES used in an ESD system. A few PLC-specific
items are discussed below.

Once the configuration management and system
requirements are detailed, the decision whether or not
to use a PES may be made. Different systems should
be evaluated, including PC, PLC, DCS, and SCADA
systems. A thorough analysis of each system reviewed
should be documented. Some scheme should be
developed to show how each of the system
requirements is met by each of the systems under
consideration. It is particularly helpful if a numerical
scoring system can be applied to this scheme so that
the systems under consideration can be ranked
according to their ability to meet the requirements,
including reliability requirements.
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‘The selection process must also include the
consideration of the operating software that will be
provided as part of the PES system under
consideration. A vendor's method of collecting
software fault reports and correcting sofiware problems
needs 10 be thoroughly understood and evaluated. If a
vendor's software development process is visible, it
should be evaluated to verify that the necessary
QA/QC methods are in place to ensure that reliable
software Is being produced. And finally, ficld
experience with the software being considered is an
invaluable predictor of the kiud of experience a new
user may expect (o have.

In making a selection, data from user groups can be
very important. These groups are specialized to
particular vendors and are formed to address system
problems. They usually have considerable leverage
with the vendor and can force necessary changes and
guide future direction. A vigorous and active user
group is usually an indicator of a successful product,

With the above data in mind, a cholce can be made of
the PES that best meets the needs of the system.

PLC systems provide a cost-effective solution to
systems that have high number of VO points, The
major disadvantage of PLC systems is that they have
poor user interfaces compared to PC, DCS, and
SCADA systems. The PLC user interface typically
consists of a programmer's terminal that displays a
ladder logic image to be manipulated. Debugging tools
allow the user to follow the flow of the power through
the ladder logic image. Many of the special functions
such as PID algorithms, math functions, and timers are
difficult to implement, and process data can only be
viewed with the programmer's terminal. Most PLC
manufacturers are aware of the poor user interface
attributes of their systems and are making efforta to
improve them. Some items appearing on the market are
graphical terminals to display process data, easier
methods to program special fuactions, state-based
programming, sequential function charts, and personal
computers to provide better debugging, testing, and
documentation,

4.3.2. Software Development

The reason for the development of PLC systems and
other industrial PESs was to allow process control
engineers and technicians to apply digital computer
technology to process control applications, without
having to leam the detalls of typical digital computer
programming. Specialized languages and interpreters
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were developed by the vendors, and these languages
could be used by the process control engineer with
very lite tralning. PLC ladder logic is an example of
such a language.

As these systems became more widely used,
techniques were developed, usually by leaming from
bad experience, which tended to make the systems
more reliable. Some of these techniques are described
below.

4.3.3. PLC-Specific Considerations

The correct contact instruction must be selected for the
desired circuit operation of the fleld device. The ladder
logic program should be developed based on the PLC
input points, not on the wiring configuration of the
input devices. Two good rules to follow are:

(1) If the wired configuration of the field input device
and the desired function in the circuit are the
same, program the ladder logic input instruction as
a normally open contact,

(2) If the wired configuration of the field input device
and the desired function in the circuit are opposite,
program the ladder logic input instruction as a
normally closed contact,

The number of duplicate contact instructions should be
reduced to a minimum, especially where a single
contact instruction that is referenced to an existing coil
instruction would suffice.

The use of positive feedback “seals” is recommended.
An example of a positive feedback seal is a signal
external to the PLC system which “seals in" a start
switch to a motor. The project team should use the
motor contactor auxiliary contact as a PLC input and
the program should use this input to determine if the
motor has started. The PLC output coil used to initiate
a motor start should not also be used to verify the
motor has started. In this way, the program indicates
when the motor starts/stops, not when the motor has
been requested to start/stop. Also, accidental restarts of
the motor are reduced.

For critical applications, the use of auxiliary contacts
such as those described above may not be adequate,
since the auxiliary contact only indicates that the motor
starter has picked up, not whether or not the motor has
started. This is only one example of secondary sensing
of a signal, Whenever a parameter must be sensed, the
use of secondary sensing should be critically examined
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to determine what the consequences are if the
secondary sensor indicates that the parameter is valid
when, in fact, it is not valid.

The programmer should not program latched outputs
that stav latched through power cycling. A holding
circuit with “seal-in" contacts, commonly done with
relays, should be implemented in the PLC program.
This will eliminate the inadvertent turning on of
motors, pumps, etc., when system power cycles.

4.4. Testing

Testing is a necessary part in the development of any
ESD system, Testing may, however, turn up system
deficiencies that require changes to be made in the
implementation. Some of the changes are clearly
benign, reflecting only errors in the implementation.
These require changing the implementation, but the
documentation is not changed since the documentation
is correct.

Some changes, however, are a reflection of incorrect
operation because of misunderstandings of
requirements, or requirements or spacifications that are
in error. When such problems are detected, there
should be a thorough review of the system since
fundamental changes in the system design may
introduce problems unless such reviews are held.

Finally, all changes should be documented, whatever
the cause. Discrepancy reports should be issued
together with resolutions so there is complete
traceability of all of the changes made. Updating
system documentation as changes are made is a critical
activity since this is an area which can easily get out of
hand in the rush to get a system into operation.

4.4.1. Hardware Test

The components of the system, the subsystems, and the
complete system need to be tested. These tests may
occur at various sites and be performed by various
people. The key is not by whom or in what location the
test is completed, but that the test is completed,
documented and independently verified.

If the manufacturer is supplying a complete hardware
system, then the manufacturer should be required to do
all component and subsystem testing with the project
team periodically reviewing the manufacturer’s tests
and documentation, If the project team is purchasing
and building the hardware, a team independent of the
design and development team should complete all




testing, although this is not typical in the industry. In
any case, all failures during testing should be well
documented with the necessary safety parameters
recorded (MTBF, MTTF, MTTR, etc.). These statistics
can be invaluable in predicting ultimate reliability.

All hardware functionality should be tested. In
addition, the hardware needs to be tested to ensure it
meets the requirements of the hardware design and the
system design. All interface specifications between the
1/0O modules and field devices should be verified. In
addition, the I/O modules should be connected and
exercised with loads having identical impedances to
the field devices they will be operating.

4.4.2. Software Test

Typically, software is used to minimize hardware or to
solve complex problems that are difficult to solve with
hardware. The inherent complexity of software has led
to a lively public debate on the question of how to
verify that software is reliable, dependable, and safe.
Although comprehensive discussion of the best way to
test software is out of the scope of this paper, a few key
ideas will be presented and some sources of additional
information will be listed.

Although there is no way to “prove” that a software
system is reliable, confidence can still be gained by
various testing methods. Further details on software
testing and metrics can be found in Humphrey 1989,
IEC-880, Parnas 1991, Sandia 1987b, and Sparkman
1992,

All software used—including the software developed
by the project team and that supplied by the PLC
vendor—must be tested to some extent. The
functionality of all pieces of software should be
exercised and failure records should be kept. For the
software that is produced outside the project team,
reliability statistics should be obtained from the
software manufacturer if possible.

One source of reliability statistics for purchased
software is user groups. These groups usually have a
vested interest in the success of particular software
products and are only too happy to publicize problems,
as this kind of publicity is a strong lever for forcing a
software vendor to make necessary changes.

4.4.3. System Integration

If good practice has been followed to this point, the
process of systems integration should have very few
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difficulties. The hardware and software should meet
the system requirements defined earlier in the program,
and any changes in hardware or software that affected
the system requirements should have been resolved.
The system integration difficulties should, for the most
part, consist of overlooked items.

4.4.4. System Test

A PLC system can be purchased either as a complete
system from one manufacture or as separate
components to be put together on site by the project
team. Either way the system neecs to be thoroughly
tested with all the PLC hardware, all the software (with
no modifications for test purposes), actual field devices
where practical, and simulators where the use of the
actual field devices is not practicil. The sinulatior:
hardware should duplicate the impedance, response
times, and other pertinent characteristics of the field
devices. If the PLC vendor is supplying the complete
system, the system should first be checked at the
vendor’s site. This way hardware changes are easy to
implement and, typically, the project team will still
have maximum control over the vendor’s performance
(e.g., a major payment to the vendor is usually made
after delivery).

The processor scan time desired should be verified
against system requirements. This can be done by
measurement or calculation.

Careful design that includes attention to system
response time, coupled with thorough debugging,
simulation, and verification, will reduce timing
problems. To avoid common timing problems,
sufficient time must be given for each mechanical
device to settle to a steady state before starting the next
step in a sequence. Careful design will also help to
prevent the occurrence of “infinite loops,” which
develop when one event unexpectedly triggers other
events, and a circle of such events is created.

4.4.5. System Final Acceptance Test

The System Final Acceptance Test should require a
complete run of all functional tests for a specified
period of time with a maximum number of allowable
hardware or software failures. This will provide a test
on the MTBF requirements as well as functionality.

4.5. Installation

Proper installation is a critical factor in reliable
operation of the hardware, Most PLC manufacturers
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offer installation guidelines with detailed explanations
outlining how to properly install their PLC systems.
Items to consider are:

*  1/O module to field device interface compatibility.

*  Proper environment (temperature, humidity, air
filtering, etc.).

* Industry standards and good practice for
fabrication and wiring.

*  Proper wire bundling and labeling.

*  Proper connector labeling.

e Proper strain relief on all cables and wires.

*  Proper grounding of all equipment.

¢ Avoidance of ground loops.

»  Segregation of AC, DC, and communications
wiring,

»  Use of shielded cable for analog, pulse, or high-
frequency signals.

»  Use of secure connections (terminal blocks, twist
lock connectors, etc.).

* Layout of the equipment for easy access to high-
maintenance items.

*  Proper lighting and space near equipment for
maintenance personnel,

¢ Electrical transient protection where needed.

Following are additional items for which care should
be taken during installation.

Output devices should not be connected in parallel for
higher current carrying capacity. Output device
specifications will not guarantee sirnultaneous
switching for identical devices. Thus, if two identical
devices are connected in parallel, the first one to turn
on will be excessively stressed. Also, the “ON"
resistance may be different in each device, causing the
current division to be unequal. This may also cause
excessive stress in one of the devices.

Connecting output devices in parallel to increase

current capacity causes an abnormally high rate of
failure (Wilhelm 1985). The proper design will use one
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switching device with the proper interface. If parallel
output devices are desired for a fail-safe design, then

each output device should be rated to properly handle
the full load.

Inadequate protection against electrical transients can
be a cause of random hardware failures. Following are
some items that need electrical transient protection, as
well as some protection suggestions.

Output modules and field devices with
switches/mechanical contacts may need de-bouncing or
surge suppression. Mechanical contacts bounce when
closing. A properly designed circuit will filter out this
bouncing and produce a clean transition.

An inductive DC load connected to an output module
should have a diode in parallel with the load to handle
the surge when the inductor is switched off. This surge
will create a voltage spike that may damage the output
module if there is no suppression mechanism. These
diodes are commonly referred to as back-emf diodes
and may be incorporated within the output module,

The proper interface design between the 1/O module
and the field devices is of utmost importance. Some
output modules “leak” when in the OFF state, and if
such a module is driving a high-impedance load the
load may not turn off. Some input modules may have
too high or low an impedance for the source and so
operation may be erratic or improper. Also, input
modules with high input impedances may be
excessively noise-sensitive unless proper steps are
taken.

The PLC system should have its own isolated power
source and, if the system requires it, a UPS. Devices
such as motors, generators, welding equipment, and
heating devices, which tend to produce substantial
noise on the power lines, should not be placed on the
same electrical circuit as the PLC system. If properly
designed, a voltage regulating transformer can be very
effective. A separate receptacle on the same isolated
electrical circuit should be provided for the PLC
programming device. This receptacle should be
properly designated for PLC use only and not be used
for routine maintenance equipment (i.e., drills,
electrical saws). Mounting the receptacle inside a
locked PLC cabinet can prevent improper use of the
receptacle.




The installation process should be a well thought out
and well documented step-by-step procedure similar to
the following example:

Phase 1—Install the system and verify correct
installation.

Phase 2—Check supply circuits for proper wiring and
voltage.

Phase 3—Energize each device, processor, 'O
module, etc.

Phase 4—Energize all I/O circuits, from the modules
to the field devices.

Phase 5—Perform a loop test of each control loop.

Phase 6—Operate the PLC inputs and outputs, with
actual field devices where practical.

Phase 7—Installation complete, ready for final
acceptance test.

4.6. Maintenance

The Maintenance discussion is split into two areas:
hardware and software. Most PLC manufactures
provide maintenance information. From this
information the project team needs to develop
maintenance procedures.

4.6.1. Hardware Maintenance

If the entire PLC ESD system is on a battery-powered
UPS, these batteries need to be routinely checked and
tested. The battery voltage needs to be checked for
proper level, and a deep-cycle test should be performed
routinely. Additicnally, mosi PLC systems have
battery back-up for volatile memory. The alarms for
the each of these battery systems should annunciate
locally, in the main control room, and in a central
maintenance room if one exists.

A PLC system with software verification of the
hardware I/O module arrangement will catch
accidental insertion of an I/O module into the wrong
slot. This piece of software, called “Traffic Cop,” is
configured by the user. The configuration shows the
mapping of I/O modules to PLC slots. Once the Traffic
Cop configuration is set up the PLC processor
routinely scans the modules and verifies that the /O
module configuration is identical to the Traffic Cop
configuration, Not all PLC systems contain this
feature.

Mechanical keying of I/O modules allows a specific
type of module to be placed in each I/O slot. Typically
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the manufacturer designs each /O module type with a
unique hole pattern on the back, and the user sets the
appropriate pin pattern on ti. slot. Thus, only one type
of /O module can make electrical connection in that
slot. Each module type—digital input, analog input,
digital output, etc.—will have a different hole/pin
pattern. Not all PLC systems contain this feature.

“Hot-swap” is another convenient maintenance feature.
Hot-swap allows replacement of any module (i.e., VO,
processor, communication, special-purpose) without
damage to the module while the PLC system is under
power. Not all PLC systems contain this feature.

When a failure occurs the system should be thoroughly
diagnosed and all hardware problems found and
repaired. It is in many cases easier to make adjustments
to the software than to try to identify the source of a
hardware problem. No changes to software should be
allowed without management approval and appropriate
documentation changes.

There should be in place and in force a system for
documenting all failures of every type, including the
time each failure occurred, what diagnostics were run
and what the diagnostics found, and what was replaced
as well as what actually fixed the problem. The time to
repair the problem should be recorded, and if the
failure was linked to any previous problems, this fact
should also be recorded. From these numbers a true
picture of system availability and reliability can be
developed, together with identifications of weak points
in the hardware,

Failures have two sources: (1) wear-out and breakage,
and (2) design flaws, Type 1 failures require only
replacement of equipment. Type 2 failures require
considerable analysis and are covered in Section 4.7.

4.6.2. Software Maintenance

After start-up there are only a few software
maintenance issues to consider such as securing back-
up copies of the program and keeping track of the
versions. Maintenance personnel may, with appropriate
approvals, monitor the software during troubleshooting
or use diagnostic software, but once the system
software is installed, tested, and accepted, it should not
be modified without formal approval. This approval
must be preceded by a written analysis of the problem,
a proposed solution, and a safety analysis to verify that
the system will not be compromised by the change
proposed.
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Industry practice makes available to the user
inexpensive hand held devices which allow set point
modifications, forcing of /O points, software changes,
etc. These devices have a potential for misuse and
careful control needs to be exercised by supervision to
prevent mishaps.

From time to time, over the life of the system, the
vendor of the operating software will send updates for
the system or new versions of the system will be
issued. Before any of these changes are made, the
scope of the changes should be thoroughly understood
as they pertain to the user's system. Finally, the
changes should be installed and a thorough acceptance
test of the system run. If any problems occur, the old
system should be re-installed and run until the issues
have been resolved.

A procedure must be established to control access to
the software and assure that the correct version is
running on the system with back-up copies available.
One person, together with an alternate, needs to be
assigned the responsibility for maintaining all
programs and programming equipment. The alternate
should be aware of system status (location of backup
copies of the system and the code, current version
running, etc.) so that he can handle problems in case
the primary person is unavailable. Back-up copies
should be stored under lock and key. One convenient
technique is to place back-up copies in a box locked
inside the PLC cabinet. Software access levels are
good for controlling who has access to what functions.
With the use of passwords, software access levels can
be set up so certain people are allowed to program the
PLC system, while others may only monitor the
program and some may not be allowed to access the
system at all.

4.7. Modifications
4.7.1. Hardware

Hardware modifications are the same for the PLC-
based ESD system as for any other electronic system,
If a hardware design problem is found, the appropriate
procedures—such as those found in MIL-STD-483A
and MIL-STD-1521B—are followed.

4.7.2. Software

Software faults occur during phases of design,
development, and modification. The affects of software
faults can be more subtle than hardware faults. Also,
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some software faults may not be detected for a
considerable time.

In PLC systems, software modifications are much
easier to implement than hardware changes, and for
this reason there is a tendency for software changes to
be implemented without reviews. In an ESD system it
is important to follow a modification procedure,
including thorough reviews, in order to verify that the
change being proposed is the right change to make, as
well as to reduce the number of new faults that may be
introduced into the system by the modification.
Changes should not compromise the safety function of
the PLC.

Another feature which may have a detrimental effect
on safety is “on-line programming.” Most PLC system
allow on-line programming changes by anyone who
can access the PLC processor. The access can be
through a hand-held terminal, a computer on the
network, or a terminal connected directly to the PLC
processor, Since the software is very complex and the
threat to safety is real, on-line programming should be
prohibited without proper managerial control. On-line
programming devices must be strictly controlled.

5. COMPARATIVE DESIGN
IMPLEMENTATIONS

To familiarize the reader with a PLC design, a simple
Piping and Instrument Diagram (P&ID) is used to
implement a logic diagram and wiring diagram. The
PLC design follows the traditional steps of any
instrumentation and control design. From a P&ID or
some process/instrumentation diagram(s) the logic is
formulated and a wiring diagram(s) is developed. A
wiring diagram is required for all electrical designs,
while the complexity of the P&ID motivates the
decision to produce a logic diagram, The PLC wiring
diagram is simpler than a system designed with non-
computer electrical components and simply depicts /O
module connections to sensors and actuating devices.
The PLC wiring diagram does not reveal the system
logic. In a PLC, the logic resides in software and is
commonly displayed to the user as ladder logic. (To
further acquaint the reader with PLC systems, Figure
B-8 shows various communication networks, 1/O
modules, and support devices that may exist in a PLC
system.)
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Figure B-3. Piping and Instrument Diagram.

Figure B-3 represents the Piping and Instrument
Diagram (P&ID) that will be implemented with three
different technologies. The three technologies
examined are electrical, electronics, and programmable
electronics, The electrical system is relay-based. The
electronic system uses solid-state devices, and the
programmable electronic system is a PLC design. For
each technology the advantages and the disadvantages
are listed and a wiring diagram is shown, The
configuration logic is shown for the electronic and
programmed electronic systems.

The P&ID depicts a system that will shut down
feedwater to a tank upon detection of high water level,
Three level sensors furnish signals for 2-out-of-3
voting and operator indication. If two out of three
sensors detect a high level the voter initiates closure of
the motor-operated valve, MOV. This example is based
on a less-detailed presentation in Adamski 1991,

3.1. Electrical System—Relay Based

The wiring diagram for a relay-based implementation
of this P&ID is shown in Figure B-4 below. Relay-
based systems were the first protective systems
installed and are still used extensively. The advantages
and disadvantages of relay based systems are specified
below:
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Advantages:

+  Easy to understand.
* High immunity to electrical noise.
*  Highly predictable failure mode (typically > 90%).

Disadvantages:

*  Require a lot of space.

»  Complex functions are difficult or impossible to
implement.

+  Complex relay systems are difficult to
troubleshoot.

*  Large relay systems are difficult to maintain,

*  All but small modifications are expensive, timing
consuming and difficult,

»  Typically designed to be energized under normal
operation, thus require a significant amount of
power to operate.

»  Continued energization of the coil reduces the
relays MTBF.

« Limited to digital /O.

Referring to Figure B-4, a high water level will open
the level switches LS-1A, 1B, and 1C. Opening any
one of the level switches will turn on the High Level
alarm light. Opening any two or more of the level
switches will drop out the “D” coil and initiate closure
of the MOV. Position switch ZS-1 shuts power off to
the MOV when full close position is reached.
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Figure B-4. Relay Wiring Diagram.
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5.2. Electronic System—Solid-State
Based

The wiring diagram for a solid-state-based
implementation of the P&ID in Figure B-3 is shown in
Figure B-5 below. The logic to be programmed in the
solld-state device is shown in Figure B-6 below. Solid-
state systems were used in limited cases and are rarely
used now. The advantages and disadvantages of solid-
state based systems are specified below:

Advantages:

Small space requirements,
Easy to test and troubleshoot.

Disadvantages:

Failure mode closer to a 50-50 split.
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Limited diagnostics, typically LEDs contiected to
selected output points,

Logic modifications are difficult.

Obsolete hardware is difficult to obtain and
maintain,

Contains only digital [/0.

L]
In the Solid-State Wiring Diagram (Figure B-5) the
solid-state device inputs are on the right side and arc
labeled I1 through 14, A common neutral for all four
inputs is shown, The solid-state device outputs are on

the left side, are labeled O1 through O4, and have a
common neutral as shown,

In the Solid-State Logic Diagram (Figure B-6), the
inputs and outputs are designated as I1 through 14 and
O1 through 04, respectively. Boolean logic operators
are used to show the relationship between the inputs
and outputs.

120VAC
Line Neutral
LS-1A \_7/
R T O —O High Level - A
1 o1 /7 7\
LS-1B \_ 7
...__o_gs.___.o 8 o--————O—-——- High Level - B
12 S 02 7\
LS-1C \
—T g 2 5 O High Level - C
Blg § g— 03 VN
ZS-1 = u 0
L e 2 O e} M Close MOV
14 c% 04
¥e)
rN N

Figure B-5. Solid-State Wiring Diagram.

69

NUREG/CR-6090




Appendix B

o o1
o 02
>0 03
I
12 = 04
13 e g S
14

Figure B-6. Solid-State Logle Diagram,

5.3. Programmable Electronic
System—PLC

A wiring diagram and ladder logic implementation of
the P&ID in Figure B-3 is shown in Figures B-7 and B-
8, respectively. In addition, Figure B-9 depicts the PLC
and some of its components, The PLC has been widely
accepted for control and protection system
applications. Below are some advantages and
disadvantages of a PLC-based system.

Advantages:

*  Requires little space.

»  Easy to test and troubleshoot.

*  Contains analog L/O.

¢ Easy to modify both hardware and software.

¢ Complex functions can be impiemented,

¢ Includes diagnostic routines.

*  Contains communication links with other systems
in the plant.

Disadvantages:

»  Software reliability is difficult to prove.

» Difficult to control the hardware and software
configuration.
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»  Expensive to manage the hardware and software
configuration,

+  The simplest software error may have catastrophic
consequences (Vitrification plant (HM 1991)—a
simple error, the omission of “+" in the program,
falled to alarm a dangerous situation that could
have resulted in the death of an operator.)

In the wiring diagram, the PLC inputs are represented
by square boxes with the designation “I'" and a number,
while the outputs are represented by diamond boxes
with the designation “O" and a number. Typically, the
PLC /O module intemal wiring is arranged to divide
the inputs or outputs into isolated groups of two or four
that share a common neutral,

In the PLC Ladder Logic Diagram all contacts are
shown on the right side and all coils are shown on the
left side. The contacts controlled by I/O module inputs
are designated by an “I' with a reference number. The
coils that control IO module outputs are designated by
an “O" with a reference number. The coils and contacts
internal to the PLC and implemented in software only
are designated by “C" with a reference number. The
internal coil and its associated contacts have the same
reference number.
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6. APPLICATION EXAMPLES

The literature on upplications of PLCs in ESD systems
is very limited. Some documentation has been created
on various applications of PLCs, but most of it does
not go into much detail, Recently, more literature has
been written on the use of PESs In ESD systems.

A few examples are presented and discussed in this
section. Those examples address specific issues of
PLC-based ESD systems. The pros and cons of the
examples are discussed. Three papers that discuss key
elements of the ESD system life cycle are also
presented. The three papers address documnentation,
PLC qualification, and PLC safety.

6.1. All Side Construction, Inc.

Smith (1991a) discusses his application of a PLC
system in an ESD system in conjuncton with a DCS.
The project was the renovation of a hard-wired relay-
based shutdown system used in a petrochemical
company's pilot plant. The paper detalls the areas of
PLC selection, reliability, ESD design requirements,
annunciator function, and shutdown bypass concepts.

Five PLC configurations were considered:

1. Single CPU system

2. Hot standby system

3. Duplex sysiem

4. Triplex system with single sensors
5. Triplex system with triple sensors.

For various reasons, but principally cost, the single
CPU system was selected. The single CPU system had
an availability of 99.9947%, according to
manufacturer's published lirerature, and various safety
analyses completed at the design level concluded this
was adequate.

A hazard and operability study (a qualitative analysis
of the potential operational error scenarios and
equipment failures) was performed. A more
quantitative analysis in the form of Fault Tree
Analyses was also performed at the design stage. The
last consideration was checking for fail-safe operation
of the ESD system.

The author puts forward some general principles for
ESD system design which he feels are critical:
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1. ESD system wiring should be separated from
control system wiring so that n disaster that takes
out one system’s wiring will not take out both.

Giving the ESD system a distinctive color tends to
prevent tnadvertent modification of the system.

3. Critical valves (including manually opetated
valves) should have limit switches on them so that
the ESD system can sense their position prior to
system initiation in order to prevent system
iniuation if the valve is improperly positoned.

4. At uninterruptible power supply should be used
where needed.

5. Lamp and hom test capability is required.
Regular test and maintenance ate required.

7. Control and protection sensors should be separate
from each other.

>

"The author does hot seem to be concerned about the
software component of the system.

There have been no failures of any hardware
components of the ESD system in the four years of
operation. Smith states that the reliability of the system
has been excellent, yet no safety statistics are quoted
except hardware fallure rite. The hardware reliability
appears to have been excellent. No mention is made of
the englneering change order record.

6.2. Flour Daniel, Inc.

Vora (1991) discusses some of the decisions that
should be made by an engineering contractor once a
successiul bid for a control system has been won. The
paper Is biased toward the contractor's concerns of
supplying a system that meets the requirements of the
plant owner while allowing a profit to be made by the
contractor. Sull, a few goad point are made about
various key elements of PLC applications. Vora
discusses the tradeoffs between PLC and non-PLC-
based systems and goes on to discuss how 1o select the
best PLC vendor. The PLC selection factors are listed
in great detall and provide a good starting point for
i:sers selecting a PLC system. Another important arca
discussed is the future trends in the PLC market and
the future needs of the PLC users,

Vora points out the great need for some standardization
of the PL.C communication networks, operator
interfaces, and network addressing schemes. Also,
diagnostics on most PLC systems need much
improvement. The diagnostics cai be made to reduce




the maintenance expertise and to help reduce the down
time of the systems,

6.3. Genera!l Electric

Walczak (1990) lays out many of the features that he
employed in using a PLC-based system for chemical
plant protection. The chemical plant process involved
highly flammable and toxic chemicals, One feature of
the design process was the Inclusion of the ESD system
at the very beginning of the design. Because protection
was bullt in from the beginning rather than added as an
afterthought, the cost was reduced and the functionality
increased.

Walczak (1990) states the project safety system
objective very clearly (paruphrased):

The most important function of an emergency
shutdown system is the ability to safely
control and stop a process so that no injury
will occur to personnel within the process
area or any other associated area, provide
protection for the plunt and associated
equipment, and to prevent pollution of the
environment,

During the design phase the system was divided into
units of control, and each unit was assigned a safety
level and priority. The response times required for safe
operation were also determined,

The hardware requirsments were developed with
special consideration for system availability and the
Single Fallure Criterion from {EEE-279. To obtain the
high availability desired, 99.99XX%, redundancy was
necessary. Also, self-diagnostics were given high
priority to help reduce U.2 system down time.

A “hot spare” redundant system was employed with a
synchronizing unit to keep the two units operating in
step. Each PLC had its own 1/O rack and each rack was
connected to a redundant I/0 bus. If the synchronizing
unit discovered a failure in one PLC it signaled the
other to take over operation, providing a “"bumpless
transfer.”

Considemble analysis was performed on the
synchronizing unit because of its potential for being a
single point of failure.

The response to various failures was analyzed,
including the PLC system's response 1o its own
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fallures us well as external failures. The response of the
balance of the system to PLC failures was also
cotisidered.

Considerable space in the paper was devoted to
avallability calculations, but no hard statistics were
provided. The author devoted considerable effort to the
guestion of what ought to be done to assure reliable
hardware, without commenting on whether or not the
vendor used uctually performed the necessary
environmental tests,

Too much time and effort was devoted in this paper to
hardware considerations and almost ho mention was
made of software effort.

6.4. PLC Structured Programming

Keskar 1990 discusses a structured approach to
programming ladder logic on a PLC. The system
consisted of a PLC supervised by a PDP-11 computer,
Because of the complexity of the supervisory control, a
methodical and structured approach was decided upon
to program the PLC.

Two major problems were identified. First, the
communications between the PLC and the computer
had to meet real-tme performance requirements,
Second, several engincers were involved in the effort
to program the ladder logic.

The communications problem was not technologically
challenging but only needed a complete set of
documented requlremnents. Once the requirements were
identfied, the PLC system was designed to meet these
requirements,

Two things were done to deal with the multiple
programmer problem. First, the problem was
minimized by the use of standard templates for
implementing logic functions. The structured approach
to programming ladder logic is highlighted in this
article. This technique is equivalent to the use of a set
of standard macros in programming. Second, standard
names were given to all of the coils and registers (o be
used, and standard /O assignments were made, In
computer programming this is equivalent to
constructing a set of global variables for all
programmers 1o use.

Keskar outlines a simple approach to structured
programming with ladder logic. This structured
approach helped simplify the debugging of the
complete software package, helped produce good
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documentation of the software, gave some uniformity
to the logic and program regardless of which person
did the work, and made the logic easier to read. This
example shows that a structured approach similar to
that used in the computer science world can provide
benefits to programming in ladder logic. A great need
exists for formal methods and structured approaches
like the one shown here, that deal specifically with
programming languages used on PLCs.

6.5. PLC Qualification Testing

Ekkehard Pofahl ,of the Rheinland Technical
Inspection Agency (TUV), has written a paper
describing a series of tests which the agency performs
to qualify PLCs for safety-relevant applications.
However, the paper is badly translated and it is
difficult read with any real understanding. Further
investigations have uncovered a few more facts about
TUYV and its PLC qualification program. TUV is an
independent organization that works closely with the
German government. The organization certifies

systems for use in safety applications (i.e., railroad,
aircraft, nuclear, petrochemical industries), TUV has
different classes of certification, and the German
government requires a specific class of TUV
certification for these safety applications. The
organization is divided into various companies that
appear to be named after the geographical location they
service. TUV-Rheinland is developing a series of
certification tests for PL.Cs. In addition, certain PLC
manufacturers, actively selling their systems in safety
application, are pursuing TUV-Rhienland certification
of those PLC systems they expect to be used in
German safety applications.

6.6. PLC Software Bug

Following is the text of a memorandum that was
distributed when a software error was found in a PLC
software product. The software manufacturer is
referred to as SM, the PLC manufacturer is referred to
as PM, and all names and phone numbers are
suppressed in the copied version below:

Required Action:

The Problem:

Name

A Bug in SM PLC Software (Version X.X) Can Cause Erratic and Unsafe Equipment Operation
THIS IS AN IMPORTANT SAFETY ISSUE—PLEASE ACT PROMPTLY!

If you are using a PM programmable controller and have programmed it with the SM programmable logic
controller (PLC) using Version X.X software, please immediately reload your system using SM's latest
software release: Version X.X. SM will supply you with the upgraded software at no charge.

The local sales representative for the software is name at distributor, phone number, For further information
about this, please contact name, phone number, or name at SM, phone number.

SM contacted company to inform us that there is a problem in the Version X.X programming software for
their Programmable Logic Controller. A bug in their product can corrupt a controller’s logic and cause
equipment to operate erratically. IF your controller operates such safety-related equipment as a laser shutter
or an access door, this unpredictably emratic behavior can cause potentially hazardous safety problems.

Your cooperation is appreciated.

Title, phone number
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The problem that required urgent attention was a
simple programming error. The programmer of the
PLC software tool had failed to reset a pointer, and the
pointer was vital to operation of the PLC upon
downloading the new application software.

6.7. PLC Safety Concerns

To give the reader an idea of what level of redundancy
and availability is needed to reach the safety levels
required by industry, the example below is presented.
It is assumed that the plant requires a hazard rate of 1
failure every 3000 years—a common requirement in
the chemical, oil, or nuclear power industries.

The MTBEF for the system failing dangerously was
used to calculate unavailability. Markov models were
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used to calculate the MTBF for system failures
(Frederickson 1990; Frederickson and Beckman 1991;
Triconex 1990). Both the MTBF:s of safe failures and
dangerous failures were calculated, Safe failures are
failures of the ESD systern that cause the ESD sysiem
to place one or more field devices in a safe state. The
safe state was taken as the de-energized state in the
Markov models. Dangerous failures are failures of the
ESD system that cause the ESD system to place one or
more field devices in a dangerous state. The dangerous
state was the energized state in the Markov models.
For this example, the MTBF for dangerous failures will
be used. The MTBF for safe failures is not considered
since these failures do not create a hazard.

The MTBFs for dangerous failures for various PLC
systems are listed in Table 1 below (Fredrickson 1990).

Table 1. Dangerous Failure MTBF of Various PLC Systems.

PLC SYSTEM Dual PLC Dual PLC Triple PLC | Triple PLC | TMR PLC
Single /O Dual /O Single /O Dual /O

MTBF 431 25.54 5.07 60.8 18,745

DANGEROUS

(years)

Table 1 assumes the following numbers:

MTRO =0.5 hrs. An average of 0.5 hours is required
to bring a piece of equipment back on-line.

MTRF = 1.0 hrs. The component is assumed to be
received from stock within one hour.

MTDL = 2.5 hrs. The maintenance personnel require
an average 2.5 hours to locate the fault. This includes
the time from the initial detection cf the fault, finding
the correct solution, and waiting for a new part.

Totalling these figures yields a mean time to repair of

MTTR = 4.0 hrs.

The mean time to diagnose the presence of a system
fault, MTDF, is related to the average time between
system tests. If system test are completed weekly then
the MTDF is 84 hours (assuming random failures may
occur at anytime during the week) giving an MDT of
88.0 hrs.

The availability, A, (considering dangerous failures
only) for each PLC system is calculated by

A = MTBF/(MTBF + MDT).

The results are shown in Table 2.
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Table 2. Availability of Various PLC Systems.
PLC SYSTEM Dual PLC Dual PLC Triple PLC Triple PLC TMR PLC
Single /O Dual /O Single I/O Dual /O
AVAILABILITY (%) 99.76746 99.96068 99.80225 09.98348 99.99995
Table 2 assumes the demand rate, D, of the ESD
system is 3 demands per year, or
D = 3.425 x 10~4 demands/hour.
Now, the hazard rate, H, is calculated from
H=DxU
where
U=1-A,
Table 3 shows the hazard rates for each system.,
Table 3. Hazard Rate of Various PLC Systems.
PLC SYSTEM Dual PLC Dual PLC Tripte PLC Triple PLC | TMR PLC
Single /O Dual /'O Single /O Dual /O
HAZARD RATE 20.93 3.54 17.80 1.49 0.0048
(hazards/3000 yrs.)

As the above exercise illustrates, only one system
meets the requirement desired, and that is a triple
module redundant (TMR) PLC system. The TMR
system is nearly three orders of magnitude safer than
all other PLC systems. It is important to have
redundant CPU modules, but the effect of redundant
/O modules is significant. From single to dual /O
modules nearly an order of magnitude of safety is
gained.

The analysis here was completed for the PLC system
only. The ESD project should perform a similar
analysis for the entire ESD system, including the PLC,
software, and field devices.

The amount of automatic testing on the system has a
significant effect on down time, which can affect the
hazard rate. Thus, the automatic testing of the system
can be increased from weekly to daily and the hazard
rates in Table 3 would improve. The amount of
automatic testing to use is a trade-off between
personnel effort and the desired safety level. The
period between automatic testing can be made an
insignificant factor in the safety equation if good

NUREG/CR-6090 78

preliminary calculations are made and the appropriate
system is chosen.

Using the example calculations above, it appears a
single TMR PLC system can meet the needs of the
nuclear power industry. It is not clear, however, that
the TMR system meets all other regulations and
guidance of the NRC.

One issue to consider is the single-failure criterion
(IEEE-279). Most TMR systems use identical
hardware and software modules, thus opening
themselves up to common-mode failures, Certain
common-mode failures can fall within the scope of the
single-failure criterion, thus requiring two TMR
systems.

With quadruply redundant and completely independent
safety systems, a single PLC with single /O for each
quadrant should suffice. Of course, the appropriate
calculations should be provided to verify this
assumption.




7. REMARKS

The life cycle of the ESD system must have a well
thought out plan, and the plan must be flexible cnough
to allow changes without relaxing the safety
requirements. The safety of the ESD system must be
analyzed throughout the life of the system. It is not
enough to analyze the safety of the system one lime
after the design is complete, because many changes to
the system will occur after the completion of the
design. Thus, it is important to verify the safety of the
system after each change. It is also helpful to initiate
safety audits that re-analyze the entire system at
periodic intervals,

Documentation is very important. Good documentation
of decisions and the reasons for the decisions, recorded
throughout the life of the system, can reduce the
number of errors introduced into the system. The
project mangers must provide the necessary people or
allow the necessary time to produce good documents,
The documentation of the project will be invaluable
when troubleshooting, understanding problems,
training personnel, and aiding in avoidance and
analiysis of plant accidents,
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Programmabte PLC systems used in safety applications
have many of the same issues and vulnerabilities as
other software-based systems. Careful consideration of
the use of standard methods of software review for
PLC safety systems should be made, If such methods
are applicable, then these methods should be embraced
by the PLC community. It may be possible to identify a
subset of those methods that would apply to PLCs
specifically, but it would have to be shown that the
subset was complete in the sense that the methods
which were outside the subset did not apply to PLC
software,
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Abstract

'This document provides recommendations to guide reviewers in the application of Programmable Logic Controllers
(PLCs) to the control, monitoring and protection of nuclear reactors. The first topics addressed are system-level
design issues, specifically including safety. The document then discusses concerns about the PLC manufacturing
organization and the protection system engineering organization. Supplementing this document are two appendices.
Appendix A summarizes PLC characteristics. Specifically addressed are those characteristics that make the PLC
more suitable for emergency shutdown systems than other electrical/electronic-based systems, as well as
characteristics that improve reliability of a system. Also covered are PLC characteristics that may create an unsafe
operating environment. Appendix B provides an overview of the use of programmable logic controllers in
emergency shutdown systems. The intent is to familiarize the reader with the design, development, test, and
maintenance phases of applying a PLC to an ESD system. Each phase is described in detail and information
pertinent to the application of a PLC is pointed out.
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The Programmable Logic
Controller and Its Application
in Nuclear Reactor Systems

1. INTRODUCTION
1.1. Purpose

The purpose of this document is to outline
recommendations for guidance for the review of
application of Programmable Logic Controllers (PLCs)
to the control, monitoring and protection of nuclear
reactors. Several characteristics set PLCs apart from
other programmable electronic systems (PESs) or
computer systems: they use a deterministic operating
system, their primary interfaces are digital and analog
sensors and actuating devices, and they typically allow
programming to be done with ladder logic diagrams.
These diagrams allow the design of the logic of the
system to proceed using the traditional ladder logic
method of expressing the logic of the system,
However, as these systems have evolved, they have
begun to include other programming methods. PLC
systems are beginning to resemble other general-
purpose industrial digital control systems as the
distinctions between them have begun to blur.

Because of this trend toward making PLCs more
flexible, the methods employed to design and install
these systems are tending toward those used in other
programmable systems. Thus, the guidance
recommended below will resemble the guidance which
should be used for more general-purpose

programmable systems.

1.2, Scope

In order to make programmable systems more flexible
and easier to use for those who are not proficient with
programming languages, industry has developed
configurable systems such as PLCs. Configurable
systems provide a unique approach to designing a PES
in that a user of the system selects hardware
components and programs the system using a
restricted, very-high-level language (referred to as
“configuration”) to build a system. Configurable

systems make implementation of a nuclear power plant
protection system easier than it would be if a non-
configurable microprocessor-based system was used.
This document addresses PLC-based protection
systems only.

For a PLC-based protection system two organizations
will produce the software and design the hardware—
the protection system engineering organization and the
PLC manufacturing organization. Guidance concerns
are addressed in this document for both organizations.
The protection system organization selects the PLC
and establishes the protection system requirements,
while the PLC manufacturer's organization is
concerned with providing a system that appeals to its
customers, Since most of the PLC orders come from
industry (i.e., auto, food processing, petrochemical),
the PLC manufacturer accommodates industry’s needs.
However, these needs may not correspond to the needs
of a nuclear power plant protection system.

1.3. Recommendation and Guideline
Definition

Suggested guidance is provided in this document
beginning with Section 2. Each suggestion consists of a
title, metivation or technical basis, and the guidance,
The guidance takes the form of either a
recommendation or a guideline. For this report, a
recommcndation is an item that is important to the
safety of the system while a guideline is good
engineering practice that should be followed to
improve the overall quality, reliability, or
comprehensibility of the system.,

1.4. Structure of This Document

This document provides suggested recommendations
and guidelines for PLC applications in nuclear plant
protection systems. The topics should be addressed by
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the design team in the same order that they appear
below,

Section 2 begins with project and configuration
management issues. Section 3 addresses the safety-
specific concerns involved in the project, Section 4
covers the guidance necessary to ensure that the PLC
platform is qualified, including the manufacturer's
design, development, ests, maintenance, and

modification procedures. The PLC platform consists of

the PLC hardware, the operating system, and all
software used to develop the application software.
Basically, the platform is all the items a user can buy
“off the shelf” from a PL.C manufacturer. Finally,
Section 5 covers the activitics necessary to configure,
test, install, maintain, and modify the PLC
configuration for the plant protection system.

Appendices A and B provide background information
for readers wishing more information about PLCs.
Appendix A describes a generic PLC and highlights
the characteristics important to safety. Appendix B
addresses the life cycle of selecting, applying and
maintaining a PLC system.

1.5. Motivation for This Guidance

Nuclear power plant utilities are upgrading relay-based
systems with PLCs. Some utilities are implementing
this upgrade without prior NRC review and approval.
10CFR50.59 allows the licensee to make changes in
the nuclear power plant facility without NRC review
and approval prior to implementation provided the
change does not involve an unreviewed safety
question. A change is considered an unreviewed satety
question if:

(1) The probability of occurrence or the consequence
of an accident or malfunction of equipment
important to safety previously evaluated in the
Safety Analysis Report may be increased.

(2) The possibility for an accident or malfunction of a
different type than any previously evaluated in the
Safety Analysis Report may be created.

(3) The margin of safety as defined in the basis for
any Technical Specification is reduced.

For most changes the probability of item (1) is
perceived as reduced, which is acceptable. For a PLC,
this probability can not be quantitatively determined
with any confidence. Thus the argument for item (1) is
subjective.
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When changing from a relay-based or solid-state-based
system to a PLC system, item (2) is an unreviewed
safety question. The softwire in the PLC presents a
different type of faifure maode that could tiot have been
evaluated in the aforementioned type of systetns. In
addition, a single fuilure in the PLC central processing
unit (CPU) has the potential to degrade a larger portion
of the system than any single failure of a relay or solid-
state device.

Item (3) may be an unreviewed safety question,
because the surveillance, Hmiting conditions of
operation, and/or channel definitions defined in the
Technical Specifications may not apply to a PLC-based
system, For survéillance, a functional test is sufficient
for a relay-based systetn, but a functional test s not
adequate to determine if a PL.C-based system is
functoning properly. PLC-based systems use self-
diagnostics, which must be considered when
developing surveillance requirements. The limiting
condition of operations for a CPU being out of service
will be different from that of a relay or solid-state
device. The CPU may degrade many functions while
the relay or solid state device may degrade only one. If
the PLC-based system relies extensively on
multiplexing and communication networks, then
channel definitions will probably differ trom relay-
based or solid-state systems.

New advanced light water reactors (ALWRs) are being
proposed that incorporate PLC-based control and
protection systems, The NRC has chosen to take the
lead in proposing the much-needed guidance for the
ALWR vendors, utilities, and regulators on the use of
PLCs in nuclear power plant protection Systems.

The main body of this document provides the
experienced engineer with a review of safety issues in
PL.C-based systems, while Appendices A and B
introduce an inexperienced engineer to PL.Cs and the
use of PLCs in safety applications.

1.6. Special Knowledge Required
1.6.1. Acronyms and Abbreviations

BPCS  Busic Process Control System
CMFA Common-Mode Failure Analysis
CcpuU Central Processing Unit

CRC Cyclic Redundancy Checking
DCS Digital Control System

EMI Electromagnetic Interference
ESD Emergency Shutdown




FMEA  Fallure Mode and Elfects Analy sis

FTA Fault Tree Analysis

HWCl  Hardware Configuration ltem

110 Input and Qutput

LED  Light Emitting Diode

LRC Longitudinal Redundancy Checking

MDT  Mean Downtime

MTBF  Meun Time Between Failures

MTDF  Mean Time to Diagnose Failure

MTDL Mean Time to Determine Fault Location

MTRF  Mean Time to Replace a Faulted Component

MTRO Mean Time to Return to Operable Condition

MTTR Mean Time To Repair (MTDL + MTRF +
MTRO)

PC Personal Computer

PES Programmable Electronic System

PID Proportional/Integral/Derivative

PLC Programmable Logic Controller

RAM  Random Access Memory

ROM  Read-Only Memory

SCADA Supervisory Control and Data Acquisition

SK( Sequential Function Charts

SFTA  Software Fault Tree Analysis

SWCI  Software Configuration Item

TR  Triple-Modular Redundant

UPS Uninterruptible Power Source

VRC  Vertical Redundancy Checking

1.6.2. Specialized Terminology

Avallability, (4) (General) The fraction of time thit
the system is actually capable of performing its
mission. (5) (software) (A)The degree to which a
system or component is operational and accessible
when required for use, (B) The ratio of system up-
time to the total operating time. (C) The ability of
an item to perform its designated function when
required for use. (7) (nuclear power generating
station) (A) The characteristic of an item
expressed by the probability that it will be
operational at a randomly selected future instant in
time, (B) Relates to the accessibility of
information to the operator on a “continuous,”
“sequence” or “as called for” basis. IEEE Std.
100-1988 definition.

Checksum. A deterministic function of a tile's or
memory's contents. If a file is copied and the
checksum of the copy is different form the
original, there has been an error in copying. The
checksum value is a sum obtained by adding the

Section 1 Introdwlion

bits 10 a numeral, of group of nutmerals, usually
without regard to meaning, position, of
sighificance. Mudified EEE Std 10 1URR
definition

Control network. The PLO comimunication network
which conniects the PLC processor to the 1)
todules

Cyclic redundancy check. An ertor-detection that
introduces a check sumn at the end of a group of
chatacters that constiute a message. CRC is a
popular error-checking scheme in communication
systems,

Down time, A petiod of titne that & system s
unavallable. Downtime does not include the period
of time in which the plant is down for
malntenance.

Fall-safe. Fall-sale refers (o the output action of a
control system upon u fatlure. A fail-safe control
system is one whose outpuls opetate in such a
manner as (o reduce the tisk of accident when a
component of circult fallure occurs in the control
loops assoclated with that failure.

Full-safe faults, A fuult that iminediately causes tw
system to go into a safe state or, ih o redundant
system, a fuult which does not prevent proper and
sife control of the process.

Fall-to-danger fuults, A fault that prevents the
control system from responding to hazard
warnings, or can cause a hazardous condidon,

Follure mode and effects unalysis. A systematic
procedure for identfying the modes of fallure and
for evaluating their consequences. The essential
functon of an FMEA is to consider cach major
part of the system, how it may fall (the mode of
fuilure), and what the effect of the fallure on the
system would be (the failure effect) (IEEE-382),

Fuult tree unalysis. A technique, elther qualitative or
quantitative, by which fuilures that can contribute
o an undesired event are organized deductively in
u loglcul process and represented pictorially. Wis
one way to dingram and communicate the
information developed in o failure mode and
effects analysis (FMEA) (IEEE-152),

Ludder logle diagrams, Drawings which uses
standard symbols (¢.g., ISA 85, I—Insuument
Symbols and Identification) to designate
measurement, logic, and control system
interconnections,

NUREG/CR-6090




Section | Inroduction

Laddet lngie. Symbulic progrumining language used
o PLEY The aytnbol used in the program relate
w0 heshder beogie diagram s ymbols

Longhiudinel redundancy checking. An error-
detection scheme that introduces a single checking
character st the v of & group of characters that

Maste. A macto resembles a program subfoutine in
He wee bt in the implementation, code is actually
Wmﬁmuﬂmmmmn
calied Thin there s no tramlet of control from
e fwting 10 anuther sach Line 'he Macro Is used.

Prosesser do-processor network. A high-speed
communication network which connects PLC
prexessor (0 other PLC processon, computen,

rommable electronie system. Any coinputer:
hased sysiem which controls, protects or moniion
the operation ol plant machinery of various [ypes
of equipment via plant sensors and actuaton.
Prepertional/integral/Derivative. Process control
algoriiun typically used for control of Now,
pressire. and liguid level

Plant safety. An acceplable low riak that a system will
maintain plamt parameters within acceptable limits
eviablished for a devign basiy event

Reliabitity. (1) (peneral) (B) The probability that a

device will function without fallure over a
tme period of amount of usage. Notes:

(1) Pufiniion (B) is most commonly used in
engineering applications In any case where
confusion may anse, specify the definition being
waed () The probability that the sysiem will
porfurm s function over the specified time should
be equal 10 of greater than the rellability. IEEE
Sud 100 1088 definition.

e quentinl function eharts. Object-oriented

programing language used (o program PLCs.
network. The PLC communication network

which connecta penpherals (o the PLC processor,
The coiwetiirh in made through the PLC
processr maduly of i special 1O module.

Vertical redundaney checking. An error detecton
algonihm also known as panty checking.
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2. PROJECT MANAGEMENT
GUIDANCE
RECOMMENDATIONS

2.1, Project Management Plan

An important element in a successful project is good
project management, MIL-STD-499A and IEEE-
1088.1 outline a technical and managerial process to
docutnent and control a project. A comprehensive
process needs (o be thought out and written before the
project begins. Some projects employing PLCs may be
relatively small (one PLC), in which case the plan
mentioned here may be the overall organizational plan
of the site. 1t is not necessary that a special plan be
produced for each project. It is important, however,
that not too much informality be used for
implemeniing a PLC system, even ifitisa small
pystem.

Recommendation:

The utility should have a written project management
plan in force which details the project organization,
responsibilities. inanagerial process, technical process,
tasks. schedule, and budget. This plan may be as short
as one page for a small project, and as large as several
hundred pages for bigger projects.

(See Appendix B, Section 4.1 for a discussion of project
management.)

2.2. Configuration Management
Plan

All projects, including those containing PLCs, can
benefit from good configuration management. Several
standards (MIL-STD-483A, MIL-STD-1456A, MIL-
STD-1521B, IEEE-828, and [EEE-1042) address this
{ssue. Through implementation of these standards, the
decisions and changes made over the life of the project
can be well controlled and documented.

Recommendation:

‘The utility should have a software and hardware
configuration management plan documented and in
force. This plan should largely conform either to one of
the standard systems listed above or another acceptable
standard.

(See Appendix B, Section 4.1 for a discussion of
configuration management.)




3. SAFETY GUIDANCE
RECOMMENDATIONS

3.1. Safety Plan

As it is important to plan the complete life cycle of a
system, beginning with the original conception and
continuing to decommissioning, it is equally important
to define a safety life cycle when safety is an important
issue. The safety life cycle model is a part of a safecy
plan, During the system requirements phase of the
project, the safety plan is developed in outline form.
Throughout the remainder of the project the safety plan
is completed and updated. The life cycle medel shows
the phases of the project that require safety specific
activities. The IEC is developing a standard (IEC-65A)
that addresses safety issues for programmable systems,
and specifically addresses the safety plan and the
safety life cycle model.

Recommendation:

The utility should generate documents detailing the
design requirements from a safety perspective. Also, a
safety life cycle model needs to be developed as part of
the overall system life cycle.

3.2. Features Required for Safe
Operation

Specific features of the system that are required for
safe operation must be clearly delineated. To help
focus on safety and provide a decision path for others,
the reason each feature is important to safety should be

stated. Some features which should be considered for
PLC systems are: :

*  Module “hot swapping.”

+  RAM battery back-up and battery monitor.
+  System battery back-up.

*  Redundancy.

¢ Fault tolerance.

+  Acceptable system availability.

*  Clearly defined fail-safe modes.

Recommendation:

Specific features of the system that are required for l
safe operation are to be identified and the reason they
are important to safety needs to be documented.

Section 3, Safety

(See Appendix A for additional information on PLC
Seatures.)

3.3. Hazard and Risk Analysis

A safety analysis should be performed that identifies
the hazards and risks that the system will have to
mitigate. Once the hazards and risks are identified the
safety function can be defined. The system response to
each hazard and risk must be clearly specified.
Document IEC-65A discusses the objectives and
requirements of a hazard and risk analysis,

Recommendation:

The hazards and risks identified and the safety
functions that are necessary to mitigate them need to be
specified. The hazard and risk analysis identifies the
hazards, defines the event sequence leading up tn each
hazard, and determines the risk associated with each
hazard. For each anticipated hazard or risk the system’s
response should be described and found acceptable.

(See Appendix B, Section 4.2 for a discussion of safety
analysis.)

3.4. Failure Analysis

Failure analysis is an activity that will be completed
before the selection of the ESD system (to establish
that the system can meet the performance goals) and
verified after engineering and installation. In the
system requirements phase of the project, an outline of
the Safety Plan should be developed, and that outline
should call out the need for this activity.

An important exercise in producing a safe system is to
analyze the system to find unsafe states. By
systematically identifying these states, the system
designers should be able to re-design in order to reduce
the number of unsafe states and prove acceptability of
any remaining unsafe states. Some potential problems
to be considered are:

s Power transients, excursions, and dips.

*  Auto-recoveries from power loss.

+ Initialization routines for PLC system start-up.
»  Shutdown routines for the PLC system.

*  Memory loss or corruption.

»  Communication foss or corruption.

* /O module failures.

NUREG/CR-6090
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*  Unreadable or unread inputs.
*  Addressing errors,

e Processor faults, both in the PLC CPU and the /O
modules’ CPU.

The FMEA and FTA (IEEE-352) are tools that can be
used to systematically analyze failures of a system and
the effects of those failures. Common-cause failures
are less frequent than single failures (which are
analyzed in an FMEA or FTA) but can be much more
severe. EPRI has written a document, EPRI NP-5613,
which addresses the issues of adding common-cause
failure effects into an FMEA or FTA.

Recommendation:

Failures that put the system into unsafe states are to be
determined, and ways to reduce the number of these
unsafe states should be explored. Single failures and
common-cause failures should be analyzed.

(See Appendix B, Section 4.2 for a discussion of safety
analysis.)

3.5. Quantification of System
Reliability

Quantification of system reliability is an activity that
will be completed before the selection of the ESD
system (to establish that the system can meet the
performance goals) and verified after engineering and
installation. In the system requirements phase of the
project, an outline of the Safety Plan should be
developed, and that outline should call out the need for
this activity.

Various reliability analysis techniques are available.
Both qualitative and quantitative methods can be used
to gain a better understanding of the system and a
higher confidence that the system will perform its
required functions.

Many parametric modeling techniques are available
and can be used to quantify the reliability of hardware.
One group in particular, ISA Subcommittee SP84.02,
has done extensive work modeling PLC systems and
quantifying the reliability of the hardware. This
committee has written a document, ISA SP84.02,
which uses Markov models to quantify the reliability
of 14 different PLC architectures. EPRI document
EPRI NP-5613 references other parametric modeling
techniques that can be used to quantify reliability of
hardware systems.
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A PLC system can be thought of as having two major
components—software and hardware. The techniques
mentioned above are easily applied to hardware, but
characterizing reliability for software is much more
difficult. The analyses mentioned here typically will
not include software unless there is a solid statistical
basis for quantifying the software reliability.

Guideline:

A parametric model of the PLC system should be
developed and used to quantify the probability of
system failure.

(See Appendix B, Section 4.2 for a discussion of safety
analysis.)

3.6. Quantification of System
Availability

Quantification of system availability is an activity that
will be completed before the selection of the ESD
system (to establish that the system can meet the
performance goals) and verified after engineering and
installation. In the system requirements phase of the
project an outline of the Safety Plan should be
developed, and that outline should call out the need for
this activity,

Calculating an availability number along with the
estimated hazard demand on the system can be
valuable in estimating system safety. Typically, the
influence of software on availability is not factored in
because of the difficulty of quantifying software
reliability.

Guideline:

The method of calculating the dex red availability of
the system should be clearly documented. Estimates of
the various constituents of availability need to be made
and documented. In addition, the desired system
availability needs to be determined. The acceptable
availability will depend heavily on the desired hazard
rate. It is important to document all steps performed
and decisions made to reach the availability number.
Also, any changes should be documented, along with
reasons for making the changes.



3.7. Quantification of System
Hazard Rate

Quantificatior. of sysicin hazard rate is an activity that
will be completed before the selection of the ESD
system. At the system requirements phase of the
project an outline of the Safety Plan should be
developed, and that outline should call out the need for
this activity.

Hazard rate is a measure that relates the system
availability and reliability to the concerns of safety.
How low the hazard rate should be can only be
determined by acceptable industry standards, the
people at risk, and the plant managers, Of course, the
hazard rate can not equal zero, but neither should the
hazard rate be entirely unacceptable by any of the
groups mentioned above.

Guideline:

The process of determining the acceptable hazard rate
and the means to achieve it should be clearly indicated
in the documentation of the safety analysis.

(See Appendix B, Section 4.2 for a discussion of safety
analysis.)

3.8. Software Reliability Issues

Determination of software reliability should be
completed after software has been written. In the
system requirements phase of the project an outline of
the Safety Plan should be developed, and that outline
should call out the need for this activity.

The techniques discussed above can easily
accommodate bardware, but applying them to software
is a much more difficult task and they are rarely, if
ever, used for this purpose. Nancy Leveson of U.C.
Irvine has been doing some work with software fault
tree analysis (SFTA). She presents a procedure based
on FTA techniques to improve the reliability and safety
of the code. Although FTA is quantitative, SFTA is
qualitative, The SFTA breaks each hazard down to
software components. Once these components are
identified, the developer can act to reduce the number
of hazards. More detailed information on SFTA and
examples of its use can be found in Leveson and
Harvey 1983 and Leveson et al 1991.

Formal Methods can improve software reliability and
are getting much attention in the software community.

Section 3, Safety

Ladder logic lends itself to Formal Methods. The
approach of Formal Methods is to derive mathematical
equations for the system outputs in terms of the system
inputs. Ladder logic programming (assuming no
complex function blocks are used) is convertible into
Boolean equations. Thus, if the system requirements
are defined with Boolean equations, a comparison of
system level Boolean equations and ladder logic
program Boolean equations can be made.

Guideline:

It is useful to express the ladder logic to be
implemented in Boolean equatior: form prior to
implementation. This could be the language of the
requirements document. After implementation the
equations could be re-derived from the ladder logic,
taking into account the idiosyncrasies of the
implementation that the PLC imposes. As a check, the
Boolean equations derived from the ladder diagrams
can be compared to the equations used to specify the
ladders. The person deriving the equations from the
ladder should be different from the person who
performs the implementation from the equations and
from the person who produced the equations in the first
place.

If other programming languages are used (C, for
example), the standard methods for software
verification and validation (V&V) should be employed,
together with good programming practice (such as
inspections).

(See Appendix B, Section 4.3.2 for further discussion of
software concerns.)
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4. PLC QUALIFICATION
GUIDANCE
RECOMMENDATIONS

Section 4 deals with qualification of the manufacturer’s
hardware and software. It specifically excludes all
application software which may be written in J.adder
Logic language, state-based language, Sequential
Function Chart language, Boolean language,
configuration tables, or any other configurable system
language. Protection system application software for
the PLC system that is written in C, BASIC, or any
other common source language is also not treated in
this section.

4.1. Hardware Qualification

4.1.1. Environmental and Class 1E
Requirements

PLCs must be able to perform reliably in the
environment in which they will be installed.

Recommendation:

A PLC system for use in a reactor protection system
should be qualified as a Class 1E system.,

4.1.2. Communication Systems

Most PLC systems can communicate over many types
of media with various communication protocols. Any
system that communicates with the PLC system can
cause the PLC system to “lock up.” A partial list
includes devices such as printers and cassette loaders,
as well as systems using one-way messages to other
systems that incorporate *“hand-shaking” or error
correction techniques. The issue of reliable
communications is a complex topic and requires a
detailed understanding of the communication systems
and understanding of the safety implications imposed
on the protection system via communication failures.
Preckshot 1993b discusses the current state of digital
communication systems. In addition, Preckshot 1993b
provides recommendations and guidance on
communication systems for nuclear power plant
applications.

Recommendation:

All communication systems in the PLC-based PES
should adhere to the recommendations and follow the
guidelines of Preckshot 1993b.
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(See Appendix A, Section 7 for a discussion of PLC
communications.)

4.1.3. Downloading Configurations to 1/O
Modules

The current trend in configurable electronics is to have
the host device (e.g. the PLC CPU or a programming
terminal) download configurations to /O modules.
One potential problem that must be addressed in this
case is the question of whether the configuration will
survive a power failure. If it will not, then the module
should have a means of indicating the configuration
loss to the PLC, The PLC user program must then
sense the module’s memory loss and reload the
configuration. It should be noted that /O modules are
usually located remotely from the PLC and are not
necessarily subject to the same power losses to which
the PLC is subject. Therefore, it is not sufficient to
monitor only power loss at the PLC itself.

Recommendation:

Special considcration should be given to PLC systems
having 1/0 modules that store configuration
information in RAM. The hazards and risk of losing
data from or having corrupted data in the /O module’s
RAM must be evaluated and documented in the Safety
Plan. In addition, other safety considerations such as
power loss and automatic re-start must be addressed in
the Safety Plan.

(See Appendix A, Section 8.1 for more information on
programming concerns.)

4.1.4. Battery Back-Up of RAM

Most PLC systems contain volatile RAM in the PLC
CPU and there also may be volatile RAM in various
1/0 modules. This RAM loses its memory upon loss of
power. In order to retain memory through system
power outages, PLC systems have battery back-up.
Typically, the battery’s life will be several years.

To facilitate maintenance of these batteries, most
manufacturers provide indicators to warn the operators
when a battery is near failure, Typically, the PLC
system is in a cabinet and the only way to see a local
indicator is to open the cabinet doors. It is much better
if the PLC manufacturer provides the capability to
remotely indicate the low-battery status, If I/O modules
have a backup battery, then the module should
annunciate their impending failure to the PLC, which
will then take the appropriate action,




Recommendation:

The PLC system should have a means to report to the
operators and maintenance personnel low battery
power on all RAM back-up batteries. Administrative
procedures and checklists are the minimum necessary
for monitoring battery life.

(See Appendix A, Section 6 for more information on
power supplies.)

4.1.5. Circuit Protection on Output
Modules

Most output modules that switch power to field devices
have equipment such as fuses or circuit breakers to
protect the output electronics. When these circuit
protectors trip they eliminate the output module’s
capability to control the field device.

Recommendation:

All I/O points with circuit protection should be under
surveillance.

(See Appendix A, Section 5 for more information on
output structures.)

4.1.6. /O Module Terminations

I/O module terminations provide the interconnection
between the field input/output devices and the PLC
system. These terminations are available in a variety of
designs and configurations. To maintain the integrity
of the connections over the life of the equipment, (1)
the /O modules of the PLC system should be
removable without disturbing the field wiring
connections, and (2) there should be a mechanism to
ensure that the field connections will not loosen over
the life of the equipment.

Guideline:

The PLC system should allow [/O module removal
without disconnecting any of the field wiring. Further,
the field wiring terminations should lock down in a
manner that will not allow the wires to loosen over the
life of the equipment.

(See Appendix A, Sections 4 and 5 for more
information on input and output structures.)

Section 4. PLC Qualification

4.2. Software Qualification

Finding methods to prove the safety and reliability of
software is an elusive goal that is being sought by
many people in the software community.

The software provided by the PLC manufacturer
should meet all of the standards applying to software
used in the intended application, which requires the
purchaser of the software to inspect the process that the
PLC vendor uses in the production of the software to
verify that there is a software management plan, a
configuration management plan, a QA plan, a V&V
plan, etc., all in place, in force and being executed.
Further, these plans should be equivalent to those that
would be required for any software produced and used
in the intended application.

A weak alternative to the above is the process of
“commercial dedication,” in which a software vendor
has enough experience with the software in actual use
to justify the assertion that the software is sufficiently
reliable for the intended application. This experience
should include a method for receiving problem reports
from the field and then resolving them through
modifications when appropriate. There should also be a
method for proving that changes, when made, in fact
improve the system and do not install other errors. This
may be determinable through regression testing. Note
that an organization that can successfully handle this
task (resolving problems) probably has a reasonably
good method for developing software in the first place.

The best evidence of qualification is that both of the
above alternatives are available.

Recommendation:

PLC manufacturers should be able to demonstrate to
the purchaser that they are using good software
engineering practice to produce their software, and that
the software is sufficiently reliable to meet the
requirements of the intended application. Alternatively,
they should be able to show that there is adequate
experience in actual operation of the proposed software
in the field to demonstrate that the reliability of the
software is adequate for the intended application.

(See Appendix B, Section 4.3 for further discussion of
PLC considerations.)
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S. PLC APPLICATION
GUIDANCE
RECOMMENDATIONS

5.1. PLC Configuration

Section 5 addresses the configuration of the PLC
hardware and software. The software may be written in
Ladder Logic, state machine language, Sequential
Function Chart language, Boolean language,
configuration tables, or other configurable system
language. Application software written in C, BASIC,
or other common source language is also addressed in
this section.

5.1.1. Real-Time Performance

Real-time performance is of utmost impontance for a
protection system. The system must be able to respond
to a hazard within a specified time. A worst-case
timing analysis would be appropriate after the
hardware configuration is complete and before
implementation. This analysis, followed by a timing
test, could prove the system meets all the real-time
requirements. Lawrence 1992b address real-time
performance issues relative to protection system
applications.

Recommendation:

The real-time performance requirements of the system
should adhere to the recommendations and follow the
guidelines of Lawrence 1992b.

5.1.2. Formal Configuration Process

Software development, regardless of the language
used, benefits from the application of a formal process.
A requirements document should be produced that
contains all of the requirements the system must meet,
For instance, if ladder logic is to be the language of
implementation, Boolean equations provide a clear,
unambiguous method of specifying what must be
accomplished, but Boolean equations alone are
inadequate. Clear, natural-language specifications
should be included, whatever method is used, in order
that details of the requirements can be made clear to
future readers. Each requirement should be testable so
that the implementation can be validated when
completed. Untestable statements in the requirements
document are not requirements and only add
confusion,
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Once the requirements documents have been inspected
and approved by an appropriate authority, design may
proceed. This inspection and approval process
corresponds to requirements verification in the more
conventional software world. For PLC applications,
design and implementation may blend together in such
a way that the two operations become inseparable, yet
there should be a document that contains the complete
design, even if it I Hks like an implementation. Relying
on a soft copy in the implementing machine is
inadequate. Further, a document is needed that maps
the input and output modules to the field devices to
which the modules are connected.

Next, appropriate reviews and inspections of the design
and implementation must be performed in order to
eliminate errors before starting the test activity, These
reviews and inspections correspond to independent
verification of the software. Reports should be issued
to document the inspections and reviews performed,
deficiencies found and remedial action taken.

Prior to installation, the system should be “rung out”
and tested to verify that the system meets all of its
requirements. This step corresponds to software
validation in more conventional software systems, Test
plans and procedures need to be written and test results
documented showing any deficiencies discovered and
remedial action taken.

When the installation is complete, an integration test
should be run to demonstrate that the connections are
all correct and that the installation is complete. Test
plans and procedures need to be written and test results
documented showing any deficiencies discovered and
remedial action taken.

Finally, all of the above mentioned documents should
be updated to represent the system as built, and they
should all be put under configuration control,

The process described above applies to systems
consisting of one or two PLCs connected to some
hardware. As more complex systems are contemplated,
more formal methods should be applied, up to the point
at which a full-blown project management system is in
place, including a full formal software development
plan and life cycle. The auditor should tailor his audit
to the complexity of the system. Simple systems should
require simple plans and simple documentation, while
complex systems should be planned and documented
accordingly.




Recommendation:

Plans and documentation need to be produced that are
appropriate to the size of the system being built. These
items should be complete, accurate, and should clearly
indicate that a process adequate for the application was
used in the production of the software.

(See Appendix B for a discussion of PLC
considerations.)

5.1.3. Software Modularization

In many cases, certain functions appear repeatedly in
an implementation. For example, circuits to start and
stop motors may appear several times in a system. For
such functions, standardized configurations should be
produced and used whenever appropriate.
Modularizaticn of the software configuration makes
the software easier to read, understand, and test.

Guideline:

To the extent possible, the configuration of the
software should be modularized into functional blocks.

(See Appendix A, Sections 4 and 5 for more
information on input and output structures.)

5.1.4. Common Programming Languages

Many manufacturers are providing the ability to
program their PLCs or their I/O modules with common
programming languages (C, BASIC, FORTRAN, etc.)
or some dialect of these languages. The manufacturer
provides all the necessary features to incorporate a
user-programmed subroutine. For ladder logic a
“program block” is provided in which a user-
programmed subroutine can be written, The subroutine
has direct control over the PLC processor’s registers
and performs read, write, and computational
operations. The program block has an input to start the
subroutine and status outputs that can be used to
control other ladder logic instructions. One of the
advantages of a PLC over a more conventional
computer system is that the programming language is a
very-high-level language aimed at a specific
application (e.g., ladder logic). The introduction of
conventional computer languages compromises that
simplicity. Another advantage of the PL.C executing
only ladder logic is that the program scan is
deterministic. With the introduction of program blocks,
the system may become non-deterministic. Further,
program blocks may allow the user to read or write (0
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any RAM location in the PLC, Typically, the
programmer only manipulates the PLC processor
registers, but it may be possible to manipulate vital
areas of RAM such as the configuration data, /O
mapping data, or I/O image tables. Thus, using
common programming languages in a PLC allows the
programiner to completely subvert the operating
system and the interpreter with, perhaps, disastrous
consequences.

Recommendation:

When common programming languages are used in the
PLC system, documentation and development methods
shall'be employed that are adequate for the safety
criticality of the application.

(See IEC-880, IEEE/ANS P-7-4.3.2, or Preckshot
1993c for more information.)

5.1.5. Complex Instructions

Certain instructions can be misused or their effects can
be overlooked, due to the complexity they add to the
software. Ladder logic instructions such as JUMP,
GOTO, SKIP, or interrupts (e.g., Processor Input
Interrupts——this instruction/function interrupts the PLC
CPU and executes a ladder logic subroutine) are
examples. This is a difficult area because the subtle
effects of these instructions may be overlooked. Thus,
problems that may occur must be considered while
employing these instructions, The possibility of an
error occurring is particularly likely over the long term,
For instance, the original programmer may use a subtle
instruction without documenting it carefully enough,
and then a later programmer making a modification
causes a system failure because he did not recognize
the effect of the subtlety. Further, each PLC vendor
provides a different set of commands, which further
compounds the problem of added complexity.

Recommendation:

The implementation should be as simple as possible,
avoiding complex data structures, program blocks,
instructions with concealed side effects, etc, It should
be possible to look at a sample of the code to see if
such elements are employed.

(See Appendix A, Section 3.4.2 for more information on
complex functions.)
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5.1.6. Remote Operations

Some PLCs allow control of the software configuration
via remote computers using communication links. The
remote computer can change the PLC configuration,
force outputs to particular states, and change the mode
of the PLC (e.g. from “run” to “stop™). If this type of
operation is allowed at all, it should be under strict
control.

Recommendation:

Remote operation of any PLC should be allowed only
with written approval, for a strictly limited and
documented period of time, for a specific purpose
spelled out in the approval document, and under strict
supervision.

(See Appendix A, Section 8.1 for more information on
remote operations.)

5.1.7. Software Style

When writing software for safety-related applications,
considerable effort should be expended to produce
code that is as clear as possible. Writing compact and
“efficient” code should be dispensed with if it
interferes with clarity. This effort is particularly
important for nuclear systems, whose lifetimes are
several decades. It is unreasonable to expect that the
programmer who originally programmed an
application will be present to maintain it near the end
of its life. The several people who have responsibility
for the code over its life need to have a code that can
be easily understood.

Guideline:

Every attempt should be made to configure the
software in a manner that is easily understood.
Understandability of the configuration should be at
least as high a priority as correctness of function,

(See Appendix B, Section 4.3.2 for more information on
PLC software considerations.)

5.1.8. Latched Outputs

A common practice for starting equipment is to send a
pulse to start the equipment, and “seal in" the pulse to
keep the equipment running, The advantage of a seal-in
circuit is that when power is cycled off and then on, the
equipment shuts down and stays shut down until
another start pulse is received. Sealed-in circuits
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eliminate the inadvertent re-start of motors, pumps, etc.
when system power cycles.

Recommendation:

For latched outputs that start equipment, the
programmer should not program latched outputs that
stay latched through power cycling. A holding circuit
with “seal-in” contacts, commonly done with relays,
should be implemented in the PL.C program.

(See Appendix B, Section 4.3.2 for more information on
PLC software considerations.)

5.1.9. “Queue Full/Empty” Indicators

Some PLCs make queue data structures available to the
programmer. These queues can be either LIFO (Last In
First Out) or FIFO (First In First Out) structures. Most
manufacturers provide status bits for the queue
operation, Typically, the status bits are enable, full, and
empty. The queues used may have full and empty
indicators. If so, the programmer should use these
indicators to ensure that the data being loaded or
unloaded from the gueue is not lost or invalid (i.e., the
programumer should take appropriate actions if a full or
empty status is determined).

Guideline:

PLCs with no queue full or empty indicators are not
recommended for use in safety shutdown applications,
For software configurations in which a queue is used it
is the PLC programmer's responsibility to test for the
quzue status bits and take appropriate action.

(See Appendix A, Section 3.4.2 for a discussion of
complex functions.)

5.1.10. Error Handling

Errors can occur occasionally. For example, if
arithmetic is being done in a function block, divide-by-
zero will cause an error condition to be asserted and
the function block to be terminated. If this error
condition is not handled by the programmer, the action
of the program may be unexpected and lead to a
hazardous condition.

Guldeline:

The software configuration should test for error
conditions and take appropriate action.




(See Appendix A, Section 3.4.2 for a discussion of
complex functions.)

5.2. Configuration Testing

Typically, design and development of the hardware
and software will progress in parallel. After completion
of the hardware configuration and field connections,
the hardware portion of the safety system should be
exercised without the safety system software
configuration installed. The recommendation and
guidelines for testing the hardware portion of the safety
systemn are detailed below. Items 5.2.1 and 5.2.2 apply
to testing of both the hardware and software
configuration, The remaining items address testing and
V&YV issues associated with configuration of the
software. In these software testing items, it is assumed
that the hardware portions of the safety system have
passed all of their functional testing.

5.2.1, Test Plan

The components of the system, the subsystems, ard the
complete system need to be tested. These tests may
occur at various sites and be performed by various
people, The key is not by whom or in what location the
test is completed, but that the test is well thought out,
completed, documented and independently verified. In
order to maximize the arcas of the system that are
exercised in the limited time available for testing, a
well-thought-out plan should be developed before
testing begins. The test documentation should provide
an auditor with an understanding of what was tested,
why it was tested, and how much of the system was
tested. ISA’s manual, ISA RPS55.1 provides a
comprehensive discussion on testing process
computers.

Recommendation:

A test plan should be written that clearly describes all
steps in the test, defines what constitutes success, and
details how the test results will be documented.

(See Appendix B, Section 4.4 for more information on
testing considerations.)

5.2.2, Failure Documentation

Documenting failures and calculating statistics can be
invaluable. Keeping accurate historical records of the
failures can show trends in component fadlures. These
trends can help determine failure-prone areas in the
system. By keeping complete records of all failures
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that occur in the system's life, the system’s expected
reliability can be calculated. This process of collecting
statistics and keeping records on failures starts during
testing and continues for the life of the system.

Recommendation:

All failures and appropriate parameters (time of
occurrence, time to repair, etc.) that occur during
testing should be recorded. For each failure, the reason
for the failure and corrective action taken should be
recorded.

(See Appendix B, Section 4.6 for more information on
hardware and software maintenance.)

5.2.3. Software Verification and
Validation

Software verification and validation (V&V) is an
integral part of the software life cycle and relates to the
safety life cycle. Proper implementation of a
verification and validation process can improve the
guality of the software and the configuration's
adherence to the original system and safety
requirements.

Recommendation:

There should be a formal independent verification and
validation process for all of the PLC application
software.

(See IEEE P-7-4.3.2 for a discussion of software
V&V.)

5.2.4. Software Fault Tree Analysis

SFTA is a process used to improve the safety of the
software by decomposing the code Into root causes of
postulated failures. SFTA is an exiension of the more
popular FTA performed on electromechanical systems
that includes the software components within the FTA.
In SFTA, hazards are identified and decomposed into
the events leading to the hazard. The events can be
hardware failures, software tailures, human errors, ete,
The goal is to reduce the number of root causes. The
PLC configurable software then can be reorganized or
re-configured 10 eliminate the software branches or the
software-based root causes in the fault tree. It is
inconceivable that all the root causes, or even all the
software root causes will be eliminated, Most
programmers develop the software configuration from
the point of view of what they want the software to do.
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SFTA looks at what the software shall not do. The
SFTA starts with the system fault tree, which is
different from the software requirements specification
and thus can expose errors in the software
requirements specification. By providing an alternate
view of the software and starting from a difterent
specification, the SFTA results in a greater confidence
that the software will mitigate a hazard. Reports by
Bowman et al., Leveson and Harvey 1983, and
Leveson et al 1991 illustrate the software FTA process
and examples of its use.

Guideline:

Perform a Software Fault Tree Analysis on the PLC
configurable software as detailed in the papers
mentioned above. The SFTA is a tool (o help expose
errors in the software configuration and the software
requirements. As such, the level of analysis will
depend on the complexity of the software
configuration,

(See Leveson et al 1991 for more information on fault
tree analysis.)

5.3. Installation
5.3.1. Installation Practice

Proper installation of the system is critical to reliable
operation. Improper installation can cause failures that
may have severe consequences. Good installation
techniques will make maintaining the system easier
and reduce the possibility of maintenance errors.

Guldeline:

Verify that (1) correct hardware and software
configurations are properly installed, (2) good industry
practice is being used in wiring, (3) the proper versions
of the software (i.e., operating system, translation
software, tools, software configuration, etc.) are
installed, and (4) various pieces of the system are
installed in the correct environmental conditions.

(See Appendix B, Section 4.5 for more information on
installation concerns.)

8.3.2. Parallel Output Devices

Output devices should not be connected in parallel to
increase current carrying capacity. Output device
specifications will not guarantee simultancous
switching for identical devices, Thus, if two identical
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devices are connected in parallel, the first one to turn
on will be excessively stressed. Also, the "ON”
resistance may be different in each device, causing the
current division to be unequal, This may also cause
excessive stress in one of the devices. Connecting
output devices in parallel to increase current capacity
causes an abnormally high rate of failures (Wilhelm
19835). The proper design will use one switching device
with the proper interface. If parallel output devices are
desired for a fail-safe design, then each output device
should be rated to properly handle the full load.

Recommendation:

No output devices should be connected in parallel to
increase current carrying capacity. Each output device
should be properly rated to handle the full load
expected from the field device,

(See Appendix B, Section 4.5 for more information on
instullation concerns.)

5.3.3. Inductive Voltage Spikes

An inductive DC load connected to an output module
should have a diode in parallel with the load or other
mechanism to suppress the surge when the inductor is
switched off. This surge can create a voltage spike if
there is no suppression mechanism. This spike may
damage the output module.

Recommendation:

An inductive DC load should have a surge suppression
mechanism installed. This mechanism may be supplied
in the output module by the manufacturer or may be
installed as part of the field wiring.

(See Appendix B, Section 4.5 for more information on
installation concerns.)

5.3.4. Power Source Isolation

Computers are sensitive 10 power source variations.
Voltage or current surges in the power source can
cause damage to the PLC electronics.

Recommendation:

The PLC system should have its own isolated power
source and, if the system requires it, an uninterruptibie
power source (UPS).




(See Appendix B, Section 4.5 for more information on
installation concerns.)

5.4. Maintenance
5.4.1. Technical Specification Update

With the introduction of a PLC into the system, some
new items may have to be included in the technical
specifications for the plant. For example, the back-up
batteries will need to have surveillance performed from
time to time, as will any air filters on the air intakes of
the PLC cabinets,

Recommendation:

The technical specificatious of the plant need to be
updated to include all applicable itemns from the PLC
system.

(See Appendix B, Section 4.6 for more information on
maintenance concerns.)

5.4.2. Documentation of Failures

Tracking failures can help operators to forecast trends
in high-failure-rate components or identify software
configurations with high failure rates, Tracking can
help determine which hardware components should be
kept on the shelf as spare parts. High failure rates on a
certain part of the system can indicate a problem,
which then may be investigated.

Guideline:

When a failure occurs the system should be thorou shly
diagnosed and all hardware problems found and
repaired. There should be in place and in force a
system for documenting all hardware failures, so!tware
failures, software errors, and design errors, The
documentation should include when the failure or error
occurred, what diagnostics were run, what the
diagnostic discovered, the resolution, and what was
replaced or changed.

(See Appendix B, Section 4.6 for more information on
maintenance concerns.)

5.4.3. PLC Module Replacement

Typically, maintenance of a PLC system is done by

removing and replacing modules, Some PLC systems
allow this to occur without removing power from the
module to be replaced, but some do not. Maintenance
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procedures should clearly spell out what procedures are
to be followed when a module is to be replaced.
Further, some modules require customization prior to
installation, If such is the case, those modules requiring
customization should be clearly identified on the
module, in order that the proper customization is not
forgotten when an installation is anticipated,

Most PLC vendors provide mechanisms that prevent
the installation of an incorrect module in a slot. One
such mechanism is a slot key, which is customized for
the module to be installed in the slot, and therefore
prevents the installation of the wrong module. Another
mechanism is the “traffic cop"—software that
interrogates a module after installation to see if it is the
correct one and prints an error message if it is not. (In
such systems plugging in the wrong madule will not
damage the module but it will prevent correct
operation.)

Recommendation:

Mechanical, electrizal or administrative controls
should be in place so that when modules are changed
out for maintenance, modules are not damaged and the
correct module is properly configured and installed.

(See Appendix B, Section 4.6.1 for more information on
hardware maintenance concerns.)

5.4.4. Input/Output Forcing

“Forcing" is the action of putting a binary PLC input or
output into a known state. In most PLC systems, a user
can force any of the I/O points. This operation is
widely used in debugging the program and verifying
proper operation of 1/0 points and connected
equipment. However, considerable care should be
exercised when using this function. Forcing after
installation causes equipment actuauon (valves {0
close/open, motors to start/stop, etc.). Devices such as
safety interlocks, motor hold-in contacts, and other
safety circuits can be bypassed or madified by forced
conditions, increasing the probability of a hazard
occurring. In addition, once an /O point is forced, the
PLC may not automatically return the O point to
normal operation. Most PLC systems remove all forced
/O points once the programming terminal is switched
off or disconnected from the PLC. The user should
know enough about the plant process, the PLC system,
and the characteristics of the forcing command to use
forcing properly. Further, in safety applications, the
torcing commands should not be used without strict
administrative control.
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Recommendation:

There should be a means to control the use of the
“forcing" function. Forced conditions should only be
allowed under strict administrative control when the
PLC system is providing protection during plant
operation,

(See Appendix B, Section 4.6.2 for more information on
software maintenance concerns.)

5.5. Modifications
§.5.1. Modifications

Modifications to the hardware or software may be
requested by engineering, operations, maintenance, the
PLC manufacturer, and others. Modifications may be
enhancements to the system or fixes to problems. A
formal procedure should be in place to receive problem
reports, review them, suggest modifications to fix the
problem, and to implement and test the modification
when a modification is appropriate. Further, this
procedure should include the assessment of
modifications provided by the PLC vendor prior to
installation. Any modification, especially a software
modification, has the potential to introduce hazardous
states into the system.

A modification should be checked for correct operation
under all plausible operational scenarios. Interactions
with other equipment should be checked for proper
operation. And finally, after a modification is installed,
it should be closely monitored and if problems arise, it
should be possible to revert to the old system while the
problems are considered.

Recommendation:

The utility should have a formal procedure to report,
review, implement, and test all modifications,
Unauthorized modifications should not be allowed.

(See Appendix B, Section 4.7 for more information on
software modifications.)
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5.5.2. On-Line Programming

On-line programming allows the user to change the
PLC program or data while the PLC is in run mode
(operational). When using this feature, the user should
be very careful not 1o cause undesirable actions in the
control process. In safety-critical applications, tight
control should be maintained on all devices that alluw
on-line programming. The personnel making a change
should fully understand the process, the equipment
being controlled, and the operation of the PLC system,

Recommendation:

There should be an administrative procedure to control
the use of the on-line programming feature. On-line
programming should only be allowed under strict
administrative control when the PLC system is
providing protection during plant operation.

(See Appendix B, Section 4.7.2 for more information on
software modifications.)




Appendix A:
Programmable Logic
Controller Characteristics and
Safety Considerations
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Manuscript Date: June 30, 1993




(See Appendix B, Section 4.1 for a discussion of
configuration management.)
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Appendix A:
Programmable Logic
Controller Characteristics and
Safety Considerations

1. INTRODUCTION

Appendix A provides an overview of programmable
logic controller (PLC) characteristics. The intent is to
give the reader some understanding of the most
popular characteristics of programmable logic
controllers. No attempt is made to discuss every
characteristic available in the industry; however,
characteristics that make the programmable logic
controller more suitable for emergency shutdown than
other electrical/electronic based systems or improve
reliability are described in more detail. In addition,
characteristics that may provide an unsafe operating
environment are also commented on.

2. PLC DEFINITION

Since the advent of the microprocessor, digital systems
have been taking over more real-time control system
functions. Digital control systems have become an
accepted standard for control. Digital control systems
capture and utilize the power of the microprocessor.
This power has been put to good use in control of all
types of processes, from small research and
development systems running a couple of motors to
buge control systems running oil refineries, steel mills,
and power plants, Commercial computers such as the
IBM PC, Macintosh, DEC computers, and Hewlett
Packard computers are general-purpose computers.
Special-purpose computcr systems have been designed
to improve the performance, user interface, and
operation of various control schemes. Such designs are
often referred to as digital controllers, and they have
been designed for specific applications such as motor
control, PID control, and sequencing logic.

One such special purpose computer or digital
controller, originally designed to replace industrial
relay-based control systems, is the Programmable
Logic Controller (PLC). The PLC has evolved into

more than a logic solver and with this has come an
alternate name of programmable controller, PC. To
eliminate the confusion between personnel computer,
PC and programmable controller, PC, this paper will
refer to a programmable controller or a programmable
logic controller as a PLC. The major difference
between a PC and a PLC is the programming language.
The common programming languages for a PLC are
relay ladder programs, Boolean equations, and
sequential function charts,

There are very few differences between a PLC and
other digital control systems. NEMA 1CS§3-1978, Part
ICS3-304, defines a PLC in general terms that include
computers and digital controllers of all types. For the
purposes of this paper, a more focused definition of the
PLC is as follows:

A programmable logic controller is a digital operating
electronic apparatus which uses a programmable
memory for the internal storage of instruction for
implementing specific functions such as logic,
sequencing, timing, counting, and arithmetic to
control, through digital or analog input/output
modules, various type of machines or processes. The
digital apparatus must offer at least one restrictive,
higher level, programming language such as ladder
logic programming, Boolean programming, or
sequential function charts; must contain an operating
system that can execute its software in a deterministic
manner; and must interface primarily to sensors and
actuating devices. The programming language must
offer as a minimum relay coil and contact, timing,
counting, and latch instructions.

3. INTELLIGENCE

Many features of the computer system may be
described in human terms, such as the CPU being the
“b.1ins” of the system. In this paper, the program and
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the PLC operating system provide what will be called
machine intelligence.

The machine intelligence of the PLC is derived from
miczoprocessor-based electronics. At a minimum, a
PLC system consists of a central processing unit
(CPU), read-only memory (ROM), random access
memory (RAM), programming terminal interface
electronics, and I/O interfacing electronics. The CPU
handles all activities of the PLC system. The CPU
provides a user programming environment, executes
the user program, analyzes incoming data, and
responds to the incoming data via control signals to the
output modules, Every PLC offers basic relay
functions, and most expand the functionality to cover a
wide variety of complex functions.

3.1. CPU

All PLCs contain at least one CPU, (typically one
electronic printed circuit board) that executes user
program instructions, It is the central unit that guides
all operation within the PLC. In more complex
systems, this unit will communicate with and control
the operation of other subsystems within the PLC.
Other subsystems may be arithmetic logic units,
floating point processors or co-processors, However,
the distinguishing feature of the CPU is that it has
central control over the entire PLC system, The
subsystems may contain microprocessors, but their
control is limited to the subsystem.,

3.2, Memory

Two basic types of memory are available to the CPU—
ROM and RAM, Typically, the operating system and
programming language commands are stored in ROM,
while the user program and the input/output data are
stored in RAM. ROM memory cannot be changed by
the CPU, while RAM memory can be.

ROM memory is programmed at the time of
manufacture, and the only way to change the ROM
program is by replacing the ROM hardware. Other
types of ROM exist which may be programmed after
manufacture, called as programmable read-only
memory or PROM. They are erasable by high voliage
(25~50 Vdc) or ultraviolet light, and can be re-
programmed after erasure. The aforementioned types
of ROM must be removed from the circuit in order to
be reprogrammed, but a newer type, called electrically
alterable read-only memory (EAROM), may be erased
and re-programmed while in the circuit.
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RAM memory may be changed many times by the
CPU. The CPU uses the RAM to store the constantly
changing input/output data, intermediate calculations,
user programs, and various data that must change
during the operation of the PLC. Two types of RAM
are available, non-volatile and volatile. Non-volatile
memory holds its memory values even if power is
removed. This is known as core memory and utilizes
magnetic fields to store bit states, Much more common
is volatile memory made of semiconductor material.
This type of RAM requires battery back-up power to
sustain memory through a power outage. This is a key
maintenance issue that should be addressed before
selection of a PLC system. The PLC system should
have a means to indicate low battery power to the
users, Local indicators on the PLC are not sufficient.
The battery low status should be reported to all user
interface devices as an alarn condition.

3.3. Operation

The PLC has varlous modes of operation. One mode,
Run-Time, is of particular importance, and an
understanding of this mode will aid in the
understanding of the following sections. Run-Time
specifies the period of time in which the PLC executes
the user's prograum, It can be thought of as a sequential
process with five major steps. The first step is to scan
all input modules, including any error checking of
addresses/data and diagnostics. Next, an input image
table in the PL.C RAM is updated, Third, the CPU
executes the user's logic program step by step, line by
line. The data in the input image table is used as
needed in each step. Fourth, the output image table can
be updated. Finally, the PLC outputs the results to the
modules. The execution of all five steps is called a scan
cycle. Note that the entire user program is executed in
one scan cycle, The PLC repeats the scan cycle until it
is stopped by the user or shut down in some other way,
The five steps help visualize the flow of data, although
in actual implementation, the execution of the steps
may overlap in time. Figure A-1 outlines the Run-Time
steps.

3.4. Functionality

The PLC was designed to replace systems of industrial
control relays. The PLC increased the reliability,
increased the control information and data available to
the operators, and decreased the effort involved to
retrofit a relay-based system, In this section, the PLC
functions have been divided into fundamental and
compiex sets, The fundamental functions are those that
allow the PLC to replace the traditional industrial
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STEP 1

PLC scans the input modules, PLC
snd 1/0 modules run error
checking.

STEP 2
PLC updetes the input
image table.

STEP 3
PLC executes the user
program,

STEP 4
PLC updates the cutput
image table.

STEP S

PLC outputs results.
PLC and 1/0 modules
run error checking.

Figure A-1, PLC Run-Time Operation,
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control relay applications, The complex functions have
evolved from more sophisticated control applications
over the past years.

3.4.1. Fundamental Functions

The functions listed below are basic to all PLC
systems, These functions represent the original intent
of the PLC, which was to replace industrial control
relay circuits.

Standard Relay

‘The standard relay Is very simple in construction and
its function is easily implemented on a PLC. The
significant components of all relays are the colls and
their contacts, The coll is energized and deznergized,
opening and closing the relay contacts. The contacts
are commonly called “normally open” or “normally
closed," depending on thelr electrical operation. The
normal position is the state of the contact when the coll
is deenergized, also referred 1o as the shelf state (a term
taken from the perspective of seeing the relay in a store
on a shelf). The relay has no power and the relay
contact position at this time is called the normal
position,

Industrial control relay manufacturers refer to relay
contact configurations as Form "A," Form “B," or
Form “C." Form “A" and Form “B" are normally open
and normally closed, respectively. Form “C" contains
normally open and normally closed contacts in a
single-pole-double-throw conflguration. A Form “C"
relay has three connection points, one for the pole, one
to make a normally open contact and one (o make a
normally closed contact. Form “C" is not supplied as a
PLC function, but is easily implemented using a
normally open and normally closed contact referenced
to one coll,

The standard relay performs logic and isolates
electrical circuits from each other. A control sysiem
implemented with relays has relays that are controlled
by fleld input devices, relays that control fleld output
devices, and relays that merely perform logic. An
equivalent system implemented with a PLC would use
the [/O modules to provide isolation and interface to
the field input and output devices, The relays used
purely o perform logic would exist in software only.
Thus, many of the relays that would be incorporated in
a relay-based control circult are physically eliminated,
existing only within the PLC sofiware. The PLC
software uses reference designations on the colls and
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contacts to associate contacts with thelr respective
coils.

The user programs relay colls and contacts into the
PLC as needed by the control scheme. The relay colls
are controlled by other relay contacts or input module
contacts, which In turn control more relay contacts or
module outputs. It is important to understand that the
relay contact states follow the state of the coil. A
normally open contact stays closed as long as the coll
is energized. As soon as the coll is deenergized the
contact opens,

Latch

The latch relay holds its state untl it is unlatched.
Typlically, a latch relay has two colls, one that
“latches” the relay and one that uniatches it. Once the
latch coil is latched, it may be energized and
deenergized any number of times without affecting the
state of the contacts. It takes subsequent unlatching to
change the states of the contacts. For example, a
normally open contact is closed when latched and will
remain closed until the relay is unlatched.

Typlcally, the PLC contains two instructions to
implement the latch function, one instruction to latch
and another to unlatch, The latch, unlatch and
associated contact instructions have a reference
designation to indicate that they all act as one relay.

One-Shot

The one-shot relay changes the contact state for one
scan cycle. Typically, two types of one-shots are
provided, leading-edge transition and tralling-edge
transition. A transition from deenergized to energlzed
Is considered to be a leading-edge transition, while
going from energized to deencrgized Is a tralling-edge
transition. When the input coll receives the correct
transition, the contact transfers state for the remainder
of the scan cycle. At the end of the scan cycle, the one-
shot resets to its original stale.

Timer/Counter

Two basic tmer functions exist, “on-delay” and “off-
delay.” The on-delay umer has timed output contacts
that hold thelr states for a specified delay time after the
timer is activated, while the off-delay timer contacts
hold their states for a specified delay tdme after the
timer is deactivated. Figures 2a and 2b show the timing
diagrams for their respective timers. Both types of




1

Appendix A

Input Signal 0 Deenergized

-

Normally Open

Energized Deenergized

Instanteneous
Contacts 0

Nermally Open

|
Follows Input Signal 1
' ,
|

|
|
Delsy Contacts o Normal State |
I
|

Normai State

Normsily Closed
Delay Contacts '

Delay Contact
Period Transter Normas! State |
— ‘_*1

Detuy | |

1 l Period Normal Stete |
Contact |

Trenster
| |

Figure A<2a. On-Deluy Timer Operation.

timers have an input signal, instantuneous contacts, and
delay contacts. The contacts may be normally open of
normally closed for most PLC systems. The
instantaneous contacts change state immediately upon
energlzation/deencrgization of the timer. For a
normally open contact, if the input signal is energized,
the contact is closed. The instantancous contacts may
not be provided by the manufacturer, but the contacts
are castly implemented with a standard relay and one
of its contacts, The delay contacts depend on the type
of timer. The on-delay timer delays operation of the
contacts for a specified time after enceglzation, and for
the off-delay timer, the delay comes after the timer is
deenerglzed. When the on-Gelay timer is energized, the
instantancous contacts change states, and the intemal
timer starts. After the elapsed delay time, the deluy
contacts transfer. The delay contacts hold until the
timer s deenergized.

Counters simply count up or down. Energization of the
counter input initiates counting. Each counter has

28

normally open or normally closed contacts assoclated
with it. The contact transfer occurs after compledon of
the count, which may be up 10 @ preset value or down
10 2ero. Depending on the manufacturer, counters are
provided to count scans or thine. The current market
supports time counters with resolutions as high ax
0.001 seconds. When using resolutions this high,
careful atiention must be paid (o scan mes. For
instance, if the scan tme is on the order of 0.1 seconds
and control of an output is desired on the order of
0001 seconds, 4 problem exista—-the controlled output
will never respond in time because of the inherent
time-limiting nature of the PLC scan cycle,

Retentive tiners are common. These timers react once
to their input condition, then they must be reset in
order 10 react again. Both timers amnd counters are
uvailable as retentive funciions, For thimers, the tmed
comtacts respond once after the initia) delay and then
hold that state until a reset signal occurs. Figure A-)
shows a timing diagram for a retentive Umer.

NUREG/CR-6090
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Figure A:2b. Off-Delay Timer Operation.

Some key operational concerns about timers and
counters are worth noting. The reset condition
overrides the time or control input. As long as the reset
is active the umer or counter will be in the reset
condition, typically the shelf state for the output
contacts. In addition, caution must be taken when
restoring back-up coples of sofiware that contain
tmers or counters. Some PLCs store the current
tmer/counter values when backing up, and restore that
value, while others do not store current values and
inatead restore reset values, The user must make sure
the restored values are the desired ones. One other key
operational note is that when the PLC s in program
maode, most PLC systems automatically reset the Umers
and counters, which may not be desirable.
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3.4.2. Complex Functions

Data Manipulation

Move funcions transfer data between areas of metnory.
These arcas Include, PLC RAM, YO module RAM,
hard-disk file, PLC CPU register, and VO CPU
register. Each function transfers one element or group
of elements between any wo memory arcas, Some
instruction examples are:

MOVE Moves a single element from one

memory location to another.

Moves a group of elements of the same
format from one memory location to
another,

Moves one element of a group of
elements 10 4 single clement memory
locaton.

Swaps two single elements.

BLKMOVE

TBLMOVE

SWAP

20
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Shif tunctons manipulate data contained in tabular
form. Tabular fonn data s stored in a block of
consecutive memory locations. The data is shified up
or down, The input and output to a shift function are
designated as source and destination, respectively. The
sousce and destination are typically any memory
location or L/O point. Shift-up outputs data from the
bighest memory location to the destination, shifts all
data to the next highest memory location, and inputs
data from the source to the lowest memory locaton.
Shift-down s the reverse. Data from the lowest
memory location is shifted to the destination, all data Is
shifted 1o the next lowest memory location, and source
data is input at the highest memory location. The shift
direction, destination locaton, source location, wble
sarting location, and table size are usually provided by
the programmer.

Search functions are exactly that, They scarch for
specific data over a specified range of memory

Retentive Timer Operation.

locations. The range could be specified as a file on
hard-disk or u ble in PLC RAM.

Queue functions are similar to shift functions, except
they operate on a particular area of CPU memory
called the queue or stack. The common queue types are
FIFO and LIFO, "first in, first out” and “last in, first
out,” respectively. LIFO queues are sometimes called
“push down stacks.”" The queuc has a maximum
capucity. Assoclated with the queue are iwo
instructions: load and unload. In FIFO, a load
instrucuon loads one data element on o the op of the
queue and unloads one data element from the botom.
For LIFO, the top element of the queue is loaded and
unloaded. Most queues have indicators that monitor
when the queue is empty or full. A consclous effornt
must be made not to overflow the queue on PLC
systems with no queue full indicators. PLCs with no
queue full indicators are not recommended for use in
safety shutdown applicatons. It is the programmer's
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responsibility to test for the queue overflow, us well ay
other error conditions, and take desirable actions.

Bit Manlpulation

Manipulation and comparison of individual bits are
some of the most useful functions in a PLC system. Bit
operations may be performed on data words (typically
16 bits) or tables of data words, Bit operations can be
very time-consuming. In order to keep the scan time to
a minimum, the bit operations are divided into modes
of execution. Three popular modes are incremental,
continuous, and distributed. Incremental mode operates
on one data word at a time, Continuous mode
processes an entire table in one scan. Distributed mode
breaks up the table into smaller sets and processes the
data over more than one scan. The list below specifies

the most common functions:
*  ORing

o Shift LefvRight

»  ANDing

+  Rotate Leflt/Right

+  EXCLUSIVE ORing
o Comparison

+  COMPLEMENTing.

ORIng, ANDIing, EXCLUSIVE ORing, and
COMPLEMENTIng are standard Boolean logic
operations performed on two words or two tbles bit by
bit. Shift and rotate are standard computer shifts on
data words or tables. The difference between shift and
rotate lies in the control of the end bits. For shift, the
end bits are input by the CPU and output to the CPU
For rotate, the end bits cycle around to each other.

Comparison examines any two words or two lables for
a bit mismatch. Two status contacts are typically
provided. One status contact indicates that o
comparison Is in progress and the other indicates u
mismatch occurred. When a mismatch is found, the
comparison funcuon specifies the position of the
mismatch. The position of the mismatch is usually
logged into an error file and/or displayed on an
operator's screen. Comparison allows diagnostics of
the ficld devices. The 1O modules communicate to the
PLC CPU with 8- or 16-bit words, For discrete 1/O,
each bit of the word represents an VO point. At various
stages of the process (especially at start-up), these
discrete 11O words or tables may be compared to
predetennined words or tables to verify proper
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operation of the ficld devices. 1f a mismateh s detected
the PLC can correct for the problem or shut down the
process.

Math Functions

The four bastc math functions of addition, subtraction,
tultiplication, and division are usually supplied.
Additional functions may be modulo-division,
remainder, square root, and negate. Also furnished are
the standard eguulity operators of equal to, greater
than, less than, greater than or equal to, less than or
equal to, and not equal to. Typically, math functions
require specific registers 10 be used for operands and
results. This requirement, along with the mechanics of
setting up the math functions, are typlcally
cumbersotne.

Type Conversion

Most of the time, the PLC data is displayed in decimal
format. but the PLC may store the data in a number of
different formnats. Any computer data format may be
used. Some examples are BCD, ASCII, unsigned
decimal, integer, Noating-point, double, ¢tc. Due
this, most PLCs provide type conversion functions that
convert the data from one format to another,

Control Functions

“Control functions” covers an ever-evolving arca of
control algorithms. Common in virtually every PLC is
the popular PID process control algorithm and its
assocluted variations of rato, cascade, adaptive, and
feed-forward control. Another popular control function
is the sequencer, which controls a set of digital outputs
by the use of data tables. Each column of the data wble
represents the states tor one digital output and each
row of the data table is one sequence. Via the user
program, the sequencer progressively sieps through
cach row of the table ot various scan tmes. Thus, the
digial outputs are sequenced on and off. The program
dicttes the tme Interval between steps of the
sequence, while the sequencer contuins the control
intormanon for each sequence.

Diverse control tunctions exist from various
manutacturers. Implementation of control functions
may be in a neatly packaged 10 module, or a PLC
software puckage using analog 10 modules. This
functionadity is specific to user needs, Wherever a large
customer base tor a specifle contral application exists,
the PLC manutacturers are sure to respond. Some PLC




control functions provided by various manufacturers
are listed below:

*  Servo Positioning (with encoder)

¢ Plastic Mold Injection Control

s Stepper Positioning

¢+ Real Time Clock

*  Linecar Positioning

o Sheet Metal Press Clutch/Brake Control
+  Axis Positioning.

Subroutines

Standard computer subroutine capabllitles are offered
on wmost of the larger PL.Cs. The instructons include
Jump-to-subroutine and jump-to-label. Jump-to-
subroutine allows repetitive calling of subroutines in
one scan. Excessive scan tines may occur when using
subroutines, especially when using repetitive calls to
subroutines. Jump-to-label jJumps to another location in
the program for that particular scan.

Special Languages

In an effort to insert more versatility into the PLC
system, various manufacturers are offering BASIC
progranming modules. These modules allow users o
program thelr particular applications using the
manufacturer’s proprietary form of BASIC. The
BASIC module runs BASIC progriuns independently
of the PLC processor, The necessary input data and
resultant output data Is the only information passed
between the PLC processor and the BASIC module,
The PLC processor scans the BASIC module during
normal input and output scan times.

Another approach to expanding versatility is providing
the PLC system with communications to large
mainframe computers. One manufucturer has built a
PLC system to the VME bus standiud. This system
uses the VME standard as the backplane for all PLCs
and VO modules; thus any other VME module may
interface to the PL.C system. VME is an open-
architecture, industry standard, modular
instrumentation system. Various manufacturers
produce instrumentation and computer modules
compatible to VME. VME module types range from
DEC VAXstation 10 IBM PCs to discrete input
modules,

When common progmmming larguages such as
BASIC, Pascal, or C are used in the PLC system, the

29

Appendix A

software must be developed and maintained under the
requirements of any other microprocessor-based
system used in emergency shutdown applications. A
rigorous development, review, testing, and
maintenance scheme such as that outlined in [EC-880
Is required and must be followed,

Report Generation

Most PLC systems produce helpful reports. The ladder
logic program, Boolean program, or sequential
functon chant may be printed as seen on the
programming terminal screen, Cross references
between colls and thelr assoclated contacts may be
generated. This is very handy for troubleshooting and
check-out. Annotation may be added to programs as
desired. Other possible reports are [/O module status,
program directory, memory mapping locations, and
memory usage.

Peripherals

While one manufacturer may provide only a few
application-specific peripheral devices, the PLC
Industry as a whole has an abundant nuimber of these
devices. They allow communications to other computer
systems, provide a means of prograun and data storage,
fumnish hard-copy outputs, aid in debugging and
rroubleshooting, and improve the users' and operators’
environment,

Most manufacturers offer /O modules or internal PLC
hardware that links the PLC system to PCs, large
mainframe computers, printers, other PLCs, speclal-
purpose interfuce boxes, networks, etc. A short list of
communication protocols offered in PLCs is:

o RS-232 serial link

+  (IPIB-488

o RS-422 serial link

*  RS-483 multidrop

s RS-423 serial link

*+  MAPBO24

+ RS-449

+  [Lthernet

*  Manulacturer's Proprietary Networks.

This versatllity in communications opens up a wide
array of functionality and complexity for a PLC

system., Tape recorders, Noppy disks, and high-density
computer-grade tape cartridge recorders may connect
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to PLC systems. The entire selection of printer types,
from dot matrix to graphic printers, are avallable,
Simulation panels, simulation modules, and even
computer-based simulators are provided to check out
PLC systems. Another very popular peripheral is the
color-graphic terminal. Color graphics enhance the
operator’s environtnent by color-coding the process
functionality and giving graphical representation to the
tedious lines of programming code. The user's
environment has also been aided with portability. Both
the programmers and maintenance personnel have
access to hand-held or portable terminals to assist in
trouble-shooting, calibrating, configuring, and
programming the PLC system.

Self-Diagnostics

As the electronic industry improves upon the size and
speed of microprocessors, the PLC industry has added
more and more functionality to all parts of the PLC
system. Self-diagnostics of the PLC hardware is a
critical area that has seen much improvement over the
past years. PLC manufacturers have added diagnostics
of the hardware into the PLC hardware, the PLC
software, and the I/O madules. These diagnostic
packages verify such things as communications,
runtime status, process status, PLC
status/hardware/memory, and 1/0 module
status/hardware/memory. Included in the diagnostic
packages are reporting functions and fault logging.
Some systems take corrective action when a fault Is
detected.

4. INPUT STRUCTURE

This section describes the structure of the standard
discrete and analog input modules. The modules not
addressed are the specialized communication modules,
such as RS-232 communication modules, master-slave
network modules, or any other special iodule not
directly connected to a field device.

Input modules are cither discrete or analog. Typical
discrete inputs are contacts, lumit switches,
pushbutions, and pressure/flow/temperature switches,
Analog inputs cover 8 wide range of applications and
functionality. Some typical devices are
pressure/flow/temperature transducers, motor control
signals, vibration transducer, stmin gage, load cell, and
various other transducers producing electrical outputs.
The Input module receives signals from the field input
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devices, conditions those signals, and isolates them
from the PLC processor. The standard PLC input
structure consists of six basic blocks, as shown in
Figure A-4. Each will be described in detail.

4.1. Field Input Devices

The field input devices act as the “eyes and ears” of the
PLC system. They provide the conversion from
physical processes to control signals. For a PLC
system, the control signals are electrical. Electrical
signals appear in many voltage levels and signal
waveforms,

4.2. 1/0 Module Terminations

1/0 module terminations provide the interconnection
between the fleld input devices and the PLC systen'.
These terminations come in many designs and
configurations. Some are fixed to the module, some
can be quickly disconnected, and others are fixed to the
support structure of the I/O module. By allowing the
terminations to be guickly disconnected or fixing them
to the support structure, the /O modules can be
removed and replaced without rewiring. This positve
attribute is highly recommended for a PLC system
used in emergency shutdown systems. All terminatons
are typically locked down in some way, such as screw
termination blocks. In additon, the wire ends may be
terminated with Jugs to ensure u positive tight contact
that will not loosen over time.

4.3. Signal Conditioning

Signal conditioning varies greatly depending on the
manufacturer, the system architecture, and the type of
signal conversion required. Discrete input conversion
is relatively simple, while analog input conversions are
more complex. Some common types of conditioning
circuits are rectitiers, resistors,
resistor/capacitor/inductor networks, and analog
conversion. Rectifiers convert incoming AC signals to
the desired processor levels. Resistor networks provide
DC level atienuation, Resistor/capacitor/inductor
networks remove unwanted noise spikes and reduce
false input triggering due 1o field device contact
bounce. Analog conversion comes in two forms,
counters or A/D converters. Counters transform pulse
train waveforms into a binary number representing the
number of pulses per unit time. A/D converters are
used on varying DC level signals. They convert the DC
level o a binary vepresentation of the level.
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Figure A-4, PLC Input Structure.

4.4. Isolation

Isolation circuils mechanically and electrically isolate
the field device signals from the PLC processor
signals. Isolation limits the possibility of noise and
voltage spikes damaging the sensitive processor
clectronics. Three isolation techniques are employed,
the most common of which is opto-isolation. Before
the advent of opto-isolation, transformers were the
most common device for isolation, and are still used in
a limited number of designs. Reed relays provide a
third technique for isolation. A major drawback to recd
relays is the limited mechanical life. In the best reed
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relays the contacts wear out within tens of thousands of
cycles. Thus, reed relays are not recommended in
intense cyclic operations.

For opto-electronic devices a common isolation test
measures the isolation surge voltage, Viso. Visois a
measure of the internal dielectric breakdown rating of
the opto-electronic device, not necessarily the /O
module. This vollage is placed across the device as
depicted in Figure A-5 below. A typical semiconducton
manufacturer’s published Vigo for opto-electric
isolation is about 1500 Vdc for 60 seconds and 1500
Vac, 47 to 70 Hz, for 60 seconds.
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Figure A-5. Vigo Test.

4.5. PLC Interface/Multiplex
Electronics

This block gathers all incoming conditioned field
device signals, and transmits them to the processor as
requested. Control signals are produced by this unit
and the PLC processor to coordinate the transfer of
data. These signals may include clock, reset, enable,
module address, handshaking, error-handling signals or
data. Some manufacturers provide watchdog timers in
this part of the /O module. The watchdog timer must
be reset by the PLC processor. Thus, if the processor
does not communicate to the /O within a specified
time period, the watchdog timer expires and the VO
module de-energizes all outputs,

4.6. Indicators

Indicators assist the user in troubleshooting the system
and aid in verifying the integrity of the field wiring, the
module operation, and the module status, LEDs, neon
lamps, and incandescent lamps are all used as
indicators. The indicator location varies by
manufacturer and /O module type. It may be located
and powered on the field device side, the PLC logic
side, or both. The field device side of an YO module is
composed of al! the electronics from the termination
point to the input of the isolation electronics. The PLC
logic side contains all the electronics from the output
of the isolation electronics to the /O module to PLC
interface electronics. The best configuration has
indicators on both sides of the electronics. As a
minimum, an indicator should be provided on the field
device side.

5. OUTPUT STRUCTURE

Section § describes the standard discrete and analog
output modules. The modules not addressed are
specialized communication modules (RS-232
communication modules, master-slave network
modules, etc.), co-processor modules, or any other
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special-function module not directly connected to a
process control element.

The fortnat of the discussion below is analogous to that
of Secton 4, Input Structure. Output modules ure
either discrete or analog. Typically, discrete outputs
control relay colls, valve solenolds, motor starters,
panel indicators, and alarms. Analog outputs cover a
wide rangc of applications and functonallty. Some
typical devices controlled are
pressure/flow/temperature valves, motor control
signals, analog meter and various other applications
needing electrical signals. The output module receives
signals from the PL.C processor, converts and Isolates
those signals, and controls the field output devices. The
standard PLC output structure consist of seven basic
blocks as shown in Figure A-6. Each will be described
in detail.

5.1. PLC Interface/Multiplex
Electronics

The PLC interface/multiplex electronics gathers the
PLC processor signals, decodes the address, and passes
them to the appropriate output destination point. Many
control signals must be provided by the PLC processor
to enable this block to function correctly. The signals
needed vury depending on the manufacturer’s
hardware/software design, but some typical signals are
clock pulses, reset, enable signals, addressing data, and
error handling data. Also, the interface/multiplex
electronics sends reply and status data back to the PLC
processor.

5.2, Signal Latching

The signal latching clrcultry receives data from the
interface/multiplex electronics. This circuitry contains
electronic latches such as flip-flops to hold the latest
data received. The data is held untl the next update of
output data. The PLC processor ensures that the laich
block is updated within a specified time period.

5.3. Isolation

The isolation circuitry for output modules is identical
in design to the input module isolation clicults,

5.4. Signal Conversion

The signal conversion circuitry converts the latched
signals to the proper state acceptable to the field output
device. Remember, the signal conversion clrcultry is
on the field side of the isolation circuitry, Thus, the
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power for the signal conversion circuitry must come
from the field side. This assures isolation of the
sensitive PLC and output module electronics from
noisy field devices. The signal conversion circuitry
contains a power switch, typically in one of four forms:
triac, reed relay, transistor, or digital-to-analog
converters. It is a good idea to have a circuit protector
connected in series with one of the power switches.
The best designs have circuit protectors, such as fuses,
in series with each output point.

5.5. /0 Module Terminations

The output module terminations are identical to the
input module terminations. Typically, the terminations
are locked down in some way, such as screw
termination blocks. In addition, the wire ends may be
terminated with lugs to assure a positive, tight contact
that will not loosen over time, Another positive
attribute is the ability to remove and replace the 'O
module without rewiring, Many manufactures are
making this capability possible by fixing the module
terminations to the rack instead of the /O module.

5.6. Field Output Devices

The field output devices provide the muscle to control
the process, and the visual and audio information that
expresses the process state, These devices convert the
PLC control signals into process changes or status.
Process changes are accomplished through control of
valves, motors, relays, etc. Process status is presented
through graphical displays, homs, lights, and other
devices.

5.7. Indicators

As in the input module circuits, indicators are provided
to aid the user in troubleshooting. The output module
indicators may be configured in the same manner as
the input modules; indicator powered from field side of
isolation circuitry; indicator powered from PLC
processor side of isolation circuitry; or both. The best
configuration would have indicators on both sides of
the electronics. Some output modules have an
additional indicator to detect a blown fuse. The fuse is
located on the field side of the isolation circuitry and
the indicator connects in parallel to the fuse, so when
the fuse blows the indicator lights up.

6. POWER SUPPLY

The power supplies considered are all sources of power
necessary to properly operate the PLC system. The first
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and largest is the signal conversion electronics required
to convert 120 Vac or 240 Vac into the low-voltage
DC power necessary for cperation of the processor and
1O modules.

The power supplies may be located on each module
(processor or I/O), contained in the mounting rack, or
the processor module may supply power to the /O
modules. The most common configuration of the
power supply is not the maost reliable, but definitely the
most £conomical. Most manufacturers design the
mounting rack such that each rack has one power
supply, making this one power supply a single-point
failure. If the power supply malfunctions on a one-rack
PLC configuration, it takes the whole PLC system
down.

Both linear and switching power supplies are used in
PLC power supply designs. Linear power supplies use
transformers, rectifiers, and various filtering and
detection circuits to transform high-voltage AC power
into low-level DC power. The switching power supply
is a newer design that is physically smaller and has a
higher signal conversion efficiency. However, the
switching power supply responds more siowly to
electrical transients and intrinsically produces more
noise, which shows up as low-voltage ripple on the DC
output lines and in EMI

Some important features that should be designed into
both types of power supplies are input filters, output
filters, short circuit and overload protection, over-
voltage and reverse-voltage protection, and incoming
line monitoring. Input filters reduce incoming electrical
transients, while output filters stabilize the power
supply’s low-voltage DC output and reduce unwanted
noise. Short-circuit-overload circuits protect the power
supply from destroying itself during abnormal current
conditions, Likewise, over-voltage and reverse-voltage
protection circuits protect against abnormal voltage
conditions. Incoming line monitoring is a highly
valuable circuit, but not as common as the protection
circuits previously mentioned. By monitoring the
incoming line voltage and frequency, the power supply
can detect power outages and give waming to the PLC
processor, allowing the processor to shut down the
system in an orderly fashion. During restoration of
power, the PLC system can then start up and continue
normal operations.

Another common power source for a PLC system is
batteries. Batteries are used to back up volatile RAM
memory or the real-time clock system. Manufacturers
use primary and secondary battery systems. Primary



batteries cannot be charged, while secondary batteries
are rechargeable. The PLC system should be capable of
producing an alarm for low-battery status locally and
remotely to users of the system. It is important to note
that remote alarm capability is essential. Often, the
PLC system is locked behind cabinet doors and the
users rarely see the local displays. A low-battery status
at a remote terminal can reduce the probability of one
inexpensive battery shutting down the entire plant.

Primary battery types include carhon-zinc, alkaline,
and lithium. All need replacement about once a year.
The carbon-zinc family is rarely used in current PLC
design because alkaline and lithium batteries offer
significant advantages. Alkaline batteries offer a lower
cost and extended life over carbon-zinc types. Lithium
is the best family of batteries, offering three to ten
times the energy density, and twice the shelf-storage
life of other battery types. The disadvantages of lithium
are high cost and explosive hazard—lithium reacts
violently with as little as 100 parts per million of water.
For this reason, lithium batteries are hermetically
sealed and must be transported under Department of
Transportation regulations (DOT-E 7052).

Lead-acid and nickel-cadmium are secondary battery
types. This category of battery requires a recharging
circuit, which makes secondary battery circuits more
complex than primary battery circuits. Their
replacement period is much longer than primary
battery types and depends on battery usage. Lead-acid
batteries are big and bulky. Most have gelled
electrolyte packaged in a plastic case. Lead-acid
batteries do not explode. At worst, the battery
overheats, melts the plastic case, and corrodes any
surrounding metal and/or electronics. Nickel-cadmium
batteries provide the same characteristics as the lead-
acid type, but in a smaller package. They are available
in standard metal-cased AA and D sizes. Nickel-
cadmium battery systems are used in the majority of
secondary PLC battery systems.

7. COMMUNICATIONS

As PLCs grew, the requirement to communicate with
other PLCs and intelligent external devices, such as
computers, color graphic terminals, and other
microprocessor based devices spawned the application
of a vast assortment of communication networks to
PLC systems. A comprehensive discussion of the
design trade-offs of communication networks is
beyond the scope of this paper. Some of the main
concepts and components of different communication
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systems used in PLC systems will be covered below, as
well as a few drawbacks and advantages.

A PLC processor-to-processor network is a high-speed
data link designed for passing information between the
PLC processor and other devices connected to the
network. The information may be in the form of data,
control signals, addresses, system status, or individual
device status, Most PLC systems use communication
rates of about 57 kilobaud, which is sufficient to
support most of the process control applications,
Manufacturers are pushing the upper bound of the
communication rate to 2 megabaud. These high
communication rates prove beneficial in moving
important data to various components of a safety
shutdown system applied to power stations, refineries,
steel mills, and the like.

Fundamental differences exist between two networks
in a PLC system, One network , called the control
network, transfers all information required from one
PLC processor to all its mates (1/O, other processors,
and other types of modules) within a single processor
scan, The second network, called the system network,
gives up the ability to transfer all data within one
processor scan and may not need to meet real-time
requirements. Either network may use the components
and routines described below,

7.1. System Formats

Two basic system formats are used in PLC control
networks, master—slave and peer-to-peer. Most
manufacturers use a proprietary protocol on the control
network. PLC system and processor-to-processor
networks typically conform to available protocol
standards and may use master-slave, peer-to-peer, or
other system formats.

7.1.1, Master-Slave

In the master-slave arrangement an intelligent device
manages all network communications between all
other devices on the network, known as slaves. All
slaves communicate to the master and only the master;
no slave-to-slave communications are possible. For one
networked device to communicate with another, it
must transmit its message to the master, who in turn
transmits the message to the appropriate slave, a
method that gives the master device total control over
all communications. A major disadvantage is that the
communications is totally dependent on the master
device. Thus, a failed master device is a single-point
failure that takes down all communications. Some
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manufactures offer a second back-up master to operate
the network In case the primary master fails. The
master device may be 4 computer or a faster/larger
PLC processor. A single point of failure still exists in
the switching mechanism, which can be composed of
hardware or software,

7.1.2. Peer-to-Peer

Each device in a peer-to-peer network has the
capability to directly communicate with any other
device on the network. Any number of devices may
fail and the network should continue to function. As
long as two devices remain on the network,
communication {s possible, This control scheme is
barder to implement because issues such as which
device controls the network, how long a device may
control the network, and the type of information passed
on the network must be worked out. This scheme of
communications is often referred to as baton or token
passing, since control of the network is passed (like a
baton passed in athletic track events) from device to
device.

7.2, Components

The various components of a communications network
are briefly discussed below. Any communication
network used with computers can be used with a PLC
system. The components mentioned below are the most
common used in PLC systems.

7.2.1. Transmission Medium

The transmission medium is the physical conductor
used to convey information between various locations,
Some common media are twisted shielded palr,
coaxial, triaxial, and twinaxial wire/cable. The control
network also uses a backplane, which is a short-length
transmission medium fabricated by printed circuit
board and/or wire-wrapping techniques. In special
applications, telephone, radio wave, or even
microwave is used as the transmission medium.
Recently, manufacturers are supplying fiber-optic
communications. Fiber-optic communications offer
large bandwidths, immunity to EMI, and complete
electrical isolation. Some disadvantages are the high
cost and fragile nature of the cables and connectors.

7.2.2. Interface Electronics

Most communications networks contain a network
adapter module or modem to access the data from the
network and pass it on to the PLC processor. The
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modem hand'es handshaking, error checking, media
use management, and network protocol.

7.2.3. Configuration

Many configurations are available. The daisy-chain
configurations tie the network devices together one by
one, 80 each device has two connecting neighbors,
except the end devices, which only have one neighbor,
This configuration Is similar to a string of Christmas
tree lights, where each light represents one network
device. By connecting the two end devices of a daisy-
chain arrangement a loop conflguration is created.
Multidrop systems are similar to daisy-chain
arrangements except that at every device a signal
splitter is used. The splitters allow all devices on the
network to receive all messages transmitted on the
transmission medium. Another configuration, sparsely
applied in the PLC industry, is the Star configuration.
One device is a central point to which all other devices
are wired, like the spokes in a wheel. Star
configurations are easily adapted to aster-slave
formats. Any of the mentoned configurations may be
used for the control network, the system, or processor-
to-processor network.

7.3. Error Handling

A communication system without error handling is
extremely susceptible to the transferal of erroneous
data, which most likely will lead to incorrect control of
the process. Error-handling algorithms have been
developed to correct for this. In the control and
processor-to-processor network, the error-handling
routines are designed into the network by the
manufacturer, For the system network, the user can
usually select the error-handling routines desired. Two
levels of error-handling exist, error detection and error
correction. The error-handling routines common to
PLC systems are discussed below.

All of the popular routines used in computer systems
are used in PLC systems, Parity checks, often called
vertical redundancy checking (VRC), longitudinal
redundancy checking (LRC), and cyclic redundancy
checking (CRC) are used for error detection, while
forward error correction (FEC) and automatic repeat
request (ARQ) are used for error correction,

The control network typically uses CRC with ARQ.
CRC is the more complex algorithm and yields the
highest error-detection rate of the three algorithms,
Typically, ARQ is used with three re-transmissions,
The sender will re-transmit upon receiving a negative




acknowledge or not recelving a acknowledge after a
specified period of time. Typically, the sender
retransmits three times before shutting down the
communication link,

The system and processor-lo-processor network error-
handling routines use any combination of the above
error detection and correction routines. A few PLC
systems allow the user to program the desired error
detection in the system network, The user selects no
error detection, VRC, LRC, or CRC, and the PLC
system usually adds ARQ error cotrection. Agaln, most
implementations of the system network use ARQ error
correction with three re-transmissions.

One reason ARQ error correction Is more cotmmon
than FEC error correction is the substantial overhead
burden of FEC. FEC requires nearly one overhead bit
per transmitted bit, which puts an extreme burden on
the communication bandwidth,

7.4. /O Configurations

The 1/O configuration plays an important role in design
of the communication network and choice of error
handling routines, Two configurations ure explained
below.

7.4.1. Local

Local refers to the physical location of the PLC
processor in relation to other madules. In addition to
standard VO modules, the other modules may be co-
processots or even ather PLC processor modules.
Modules installed within 75100 feet of the PLC
processor, determined by cable length, would be
considered local configurutions.

7.4.2. Distributed

Distributed or remote /O configurations are PLC
systems where two or more PL.C systems are linked
together to form a larger system, The total cable length
for some distribuwed PLC systems can be as long as
20,000 feet. This Is extremely long for a cable run, but
longer lengths can be obtained through ielephone lines,
radio waves, or microwaves. Another disinguishing
feature of the distributed system is that some sort of
system communications exist to allow data transfer
between PLC systems. Typically, a specific module in
each PLC system directs all the system
communications, including transmission o and from
PLC systems, error handling, additional
communications overhead, and communications with
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its superior local PLC processor. This frees the local
PLC processor 1o manage its local VO modules.

7.5. Capacity

The amount of dati thit a master-slave or peer-lo-peer
fortnat can transmit depends on the design of the
system. A communication systemn transimits messages
that consist of data and overhead. Overhead refers to
the bits required to accomplish such things as error
detection, error correction, und message decoding,
Data is the remainder of the thessage; the actual data
the receiver needs to accomplish its task. Data is
typlcally transmitted in blocks of words. A word
consist of 8, 16, or 32 bits, and a block contains many
words,

The dat capacity of u communication system depends
on such constraints as tnodem design, communication
protocol, error-handling nlgorithns, and processor
data-handling capabilities. For this reason, the rate of
data words (words (o be used by the receiver of the
message stripping away all the overhead reqguired to
send the signal) tansmitted, not bandwidth, Is a most
important specification of the communication network,

8. PERIPHERAL DEVICES

Peripherals aid in progrisnming, storing data, printing,
emulation, simulation, or other functons the user may
tneed or want. In addition to PLC manulacturers, 4
number of third-party vendors develop peripherals.

8.1. Programming Terminals

The single inost important peripheral iy the
progrumming terminal. The programming terminal
aceepts the program commands of the user, converts
them into machine-rendable code for the PLC
processor, and allocutes the machine code into the
appropriate memory locations within the PLC
processor,

‘The most comimon programming termina in the PLC
industry is a form of the video display terminal (VD).
Most PLC programs are developed on VDT, Recently,
smaller programming devices have been developed,
This new group of progriunming terminals are hund-
held and use liquid crysu displays. The hand-held
terminals compaet size makes them very useful in the
field.

The PROM progriunmer loads PLC programs into
PROM devices. After programming the user inserts the
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PROM device into the appropriate PLC circuit board
socket. PROMs eliminate reprogramming by the casual
user. Once the program is locked into PROM, a new
PROM device must be physically inserted to change
the usetr's program. This level of program control and
safety may be desirable in safety shutdown
applications.

8.1.1. Modes of Operation

As In all computer systems, various modes of operation
exist in the programming terminal. The two most
common modes are on-line and off-line. On-line and
off-line refer to the mode into which the PLC processor
Is placed by the programming terminal. Other modes of
operation may be supervisory, executive, or monitor.
These modes limit the user's access to the PLC system.
For example, supervisory mode may only atlow
configuration of the /O modules, and monitor mode
may only allow viewing of the progran flow and VO
states.

On-line programming allows the user to add, change,
or delete the PLC program or data while the PLC is in
run-time. The user must be very careful not (o cause
undesirable actions in the control process. Most
terminals let the user monitor the new program
changes before downloading them to the PLC
processor. This way the user can monitor the changes
until he or she (s sure the correct process control will
result. In safety-critical applications, tight control must
be maintained on all de vices that allow on-line

programming.

No on-line programming changes should be made after
start-up unless the on-line mode Is deemed absolutely
necessary, and then only with the appropriate written
approvals of the change and use of the process. The
personnel making the change must fully understand the
process, the equipment being controlled, and the
operation of the PLC system. The change should be
checked for accuracy and all possible process control
scenarios should be exhaustively thought through,

Documenting the change beforehand aids in thinking
through the change at the different development levels.
The development levels include process control
specifications, piping and instrument dlagrams, ladder
logic drawings, and the ladder logic program listings.
By going through the thought process potentially
dangerous changes may be caught before actual
implementation. Although this is a very precarious
mode, It offers great flexibility when troubleshooting
the system.,
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Off-line is the more common programming mode. The
user keys in the program (o the programming terminal
with no effect to the PLC processor. After the program
is written the user may download the program into the
PLC processor. While in the off-line mode, the
programming terminal will cause the PLC processof (0
stop scanning and de-energize all outputs before
downloading.

Once a program Is running on a PLC system, care must
be taken when switching to off-line mode. When
placed off-line, many PLC processors reset the elapsed
time of counters and timers. In addition, the outputs
retum (o the deenergized state. If some of the
controlled equipment was in an intennediate state, it
may malfunction or be damaged when going off-line.
Iuitlalization and shutdown routines may be helpful.
These routines place the PLC outputs in a
predetermined sale state during start-up and before
shutdown, respectively.

8.1.2. Select Commands

A number of commands ure provided by each
manufacturer. Some are nucessary to program the PLC
while others add user conveniences in each of the
stages of development, debugging, and operation.
Detailed discussions on every possible command are
beyond the scope of this paper, but one command Is of
particular importance because it may effect real-time
control of the output modules,

The "Forcing" commands hold an input or output at a
desired state. These commands are typically FORCE
ON/FORCE OFF ur ENABLE/DISABLE. Typically,
the user requests 1/O forcing from the progmmming
erminal. Once requested, the programming terminal
downloads the forced L/O points into the appropriate
PLC 1/O image table. Some PLCs keep the 1/O point
forced for one scan, after which time the L/O point is
automatically retumed to normal operation. Other
PLCs require a FORCE OFF command to return the
/O point to normal operation,

Forcing Is useful In debugging the program and
verifying proper operation of outputs and thels
connected equipment, but can be disastrous if not used
properly. Forcing after installation causes real process
events (valves to close/open, motors Lo starystop, eic.)
10 occur. Important equipment such as safety
interlocks, motor hold-in contacts, and other safe
clrcuits can be bypassed or modified by forced
conditions, increasing the probability of damage o
property or life. Forced conditions should be avoided




as much as possible after the PLC has been installed. In
addition, once an O point ts forced it may not be
returned to normal operations. Most PLC systems
remove all forced VO points once the programming
terminal is switched off ot discannected from the PLC
communications port. The user must be knowledgeable
about the plant process, the PLC system, and the
characteristics of the forcing command (o properly use
forcing. Further, in safety application, the forcing
commanda should be used only with strict
administrative control,

8.2. Select Devices

Tape drives, floppy drives, hard-disk drives, and
compact disk drivea are wll avallable 1o provide storage
of program and PLC system status, Printers of all sorts
and varietios are available. Some newer and perhaps
more interesting devices are graphic display terminals,
emulators and sinulators.

Graphical displays are used to monitor and sometimes
control the plant process. The display represents
maotors, pipes, valves, tnka, and other process
equipment with graphical objects. Important data iy
overlaid on those objects. The PLC system network
requires high data transmission rates (o support
graphical displays. If the system network is not fast
enough, the terminal thay not display the most current
data. In addition, the communications between the PLC
processor and the graphic display terminal may delay
the processor’s reaction to a system fuult of required
process change.

A few PLC manufucturers offer simulators, but most
simulators must be purchased through third-panty
vendors. Simulators may be cither special packaged
units independent of te PLC system or O modules
that mount directly into the PLC racks. The packaged
units can runge from simple knobs, switches and
indicators o complex CPU-based simulators. [/0)
module simulators replace a specific manulacturer's
170 module and simulate the module's operation 1o the
PLC processor, Simulators are used to verily correct
operation of the user progriun, the PLC sysiem
(Including the processor, communications, und the 1O
modules), and the fleld devices.

Emulutors are software-based tools used o verily
proper aperation of the program. Emulators allow the
programuming lerminal 1o operate in the on-line mude
without being physically connected 1o a PLC system,
The emulator reads and solves the logic progrium und
feeds back the necessary display information to the
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programming terninal. The PLC processor of s 10)
modules are never comimunicated with not controlled.

Roth simulators and emulators are useful ools th
troubleshooting and debugging P'1.C software and
hardware . u addition, sithulators and emulators can be
used o play “what ("' ganes and validate correct
systeth responses to presented threats

Personul computers with software to ald in the design,
implementation, debugging, emulation, and
decumentation of the application program are often
offered by the PLC manufactures.

9. PROGRAMMING

All PLC manufacturens offer programming languages,
which attempt to couple program cominands with
tndustrial control functions. Three languages are
commonly used in the PLC industry: Boolean, ladder
logie, and sequential Tuneton charta. Boolean
programuning dominants the Japanese markets but is
tarely seen in the United States or Europe. Ladder
logic is the language of choice for U8, manufucturers,
‘The most common language in Europe is sequential
functon charts. Japan and the United Suites are also
tending towards sequential function ciarta; some U.S
manulacturers offer both Ldder logie wnd sequential
function chart progrumining

9.1. Boolean

Booleun programming is a lower-level language. Itis
sitilar o progratuning in machine language, but it
uses fewer commands. Boolean programming uses
common Boolean operators such as AND, OR, NOT,
NAND, and NOR Other arithinetic and logic
commands such as ADD, MULTIPLY. DIVIDE,
LOAD, JUMP, and COMPARE are provided An
example of Boolean and arithmetic operations in
Boolean cade is shown below:

LOAD I loads the status of the binary input |
into u speciul PLC memory location,

J performs i Boolean “"AND" operation
on the specin memory location with a
negated binary input J, | AND NOT )

our 1. sets the binary output L. 1o the status
of the specinl memory locution. L is set
to the result of | AND NOT J.

A Joads the status of A into the PLC
processor’s accumulator,

AND NOT

LOAD
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B adds the status of B into the PLC
processor’ s aceumulator, adds B to A

X stores the accumulator status at RAM
memory location X The result of B plus
A lvstored st X

ADD

STORE

A uset with & computer background may prefer
Boolean programming because of its siinilarity to
cotntnon soutce language programming. The difficulty
with programming th Boolean is that the plant process
control may be difficult to understand. Additional
informnation such as flow charta, English words, o
soine other descriptive information may be needed.

9.2, Ladder Logic

Ladder logic was developed specifically o give the
process control engineer a programming language thal
closely parallels process control deawings. This way
typical process control engineer will understand the
PLC program with very little effort devoted (o learning
the language. Ladder logic program commands were
developed from ladder fogic dingrams. An altempt was
made 1o make ladder logic funcions & symbolic
represetitation of the equivalent ladder diagram
symbols. This symbolic representation appears in
siple relay functions where colls and contacts hive
symbolic representations,

Other, more complex functions such as tming relays
and counters are handied a number of differont ways

depending on the manufacturer In one case the
complex futictions are tepresented by a square block,
and in another case they could be represented by a coil
with special miemonics I cither case, the necessary
control information b input in of near e laddet logic
sytnbol. Figure A7 is an example of a ladder lugic
program

9.3, Sequential Function Charts

Sequential fuhction charts (SFCs) elevate the PLC
programuning language to a higher level. A top-down,
object-otiented approach Is taken to development,
integration and documentation of the process control.
The user diagrans the process (h the proper sequence,
using SFC steps and tansitions. A step cotresponds 0
a process control lask, and a tansition comresponds o a
condition that must occur belore the PLC processor
can execute the next step or steps. After outlining the
process, the user programs each step and transition in
lower-level graphical tools representing PID loops,
awilches, ather PLC functions, or 10 points. Sotne
U1S. anufacturers progrum the steps and transitions
using ladder lugic. In this case, SFCs ate a top-level
diagram showing the ladder logic program How, just as
fow diagrums show computer program fMow. Figure
A-K by an example of a generic sequentinl function
chart, Some of the complexities peculias to this
example are not explatned hete, as each PLEC
tanufacturer implements SECy 1 a dilferent way

HOT COMMON
A 8 £
| | | r
| C D
Synbol Legend
C D
Relay
| { )b
TIMER Nomally open
€ Control Out G '“' relay conlact
% Nomally dosed
F 108ec | v relay contact
Rese! Out : :

Figure A-7. Ladder Logic Program.
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s - Step sool

T = Transition

VeVertiaallirk

T-001
$002 50013 5004
T-002 T-003 T-004
8001 $001 v

Figure A-8. Example Sequential Function ¢'hart.

9.4, Common Source Languages

Common source languages are now being used in
PLCs. This is 8 trend back toward the computer
industry. The language, C. is being incorporated into
ladder logic programming. A subrouting block is
designated In the program. The subroutine symbolized
by the block Is written in C. Once the block is
programmed, it becomes another PLC function
avallable to the ladder logic progranuner. A typical
subroutine block will have a controlled input, binary
status outputs, analog input data, and analog output
data. The controlled input initiates the subroutine. The
binary status output indicates such stales as subrouting
executing, subroutine complete, or subroutine error
The analog input data can be & constani, & memory
location, or an analog input point, while the unalog
outpul data is sent to a memory locatior or un analog
output point. The C program block allovs the user
program any control algorithm into the PLC and allows
the programnmer to gain access (o any part of the PLC

RAM., including the memory locations used 10 support
the operaling system.

1n addition to function blocks, smart 1X) modules are
available that allow common source language
programming. The programming languages used ure
BASIC, C, or some derivative of these common source
languages. These 1O modules are mainly used for
control of peripheral devices, but some have been
developed to allow quicker real-tuine reaponse by the
PLC system. All of the sman VO modules
communicate with the PLC processor over the control
network and are accessed by the PLC processor at least
ohce per scan cycle

10, SPECIAL FEATURES

Software development tools for the PLC make
creation, documentation, testing and modification far
caxier than it would be for a system implemented with
physical relays.

NUREG/CR-6000




Appendix A

Sume special features have been designed into PLC
systems o help reduce the probability of efror when
using, maintaining or accessing the PLC sysiem. Parts
of the PLC RAM may be protected and passwords are
used (0 allow access only to password holders.

For example, one manufactuter provides four levels of
access of a particular PLC system. This safety theasure
prevents unauthorized personnel froth accessing and/ot
changing certain programs. Depending on the uset’s
access level, the user Is restricted to certain areas of
operation which tmay be: PLC programming, 110
configuration, reading PLC programa, reading 1O
configuration, reading PLC data, printing, accessing
network devices, and accessing remote VO,

A key lock on the programming terininal is a simple
example of two-level access. The user must have a key
10 awitch the programming lerminal into a thode that
allows PLC programming. Without the key the user
can only monltor the PL.C daw aid program flow.

A special feature W prevent inadvertent VO module
replacement is mechanical eving of the VO madule
and the slot. The V0O module anu its aasociated slot In
the 1/O rack are mechanically configured so no other
type of VO module will physically fit into the slot
Further, most PLC processon contaln a program
routine often called a Traffic Cop. The Trattic Cop
sans the /O modules and validates the VO
configuration against the current VO table. Il a
mismatch is generated, the Traffic Cop shuls down the
PLC and reports the problem. Also, the Traffic Cop
allows the user to set-up the O configuration and
specify the interval in which the Trafflc Cop will
scrutinize the 1O rack configuration,

11. FAILURES

As in other electronic devices, the PLC can nchieve a
very high degree of reliability, but failures sull occur
High reliability along with failure detection ¢an
significantly increase the system's avallability. This
section looks at some of the failures that may have 4
significant effect on non-redundant PLC systems.
These fallures, Wgether with possible remedies, may
also be used in redundant systems (discussed in
Section 12).

11.1, Stalling

Stalling of the PLC processor s perhaps the most
critical of failures. This failure may be caused by o
hardware (allure In the PLC processos of o
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programming error. Stal'ing is relatively easy to detect
with a “watchdog timer” built into hardware [( the
watchdog timet is not resel by the PLC operating
system it “times out.” Once tmed out, the watchdog
timer shuts down the PLC system, and if the system bs
well designed, it will send an alann to the operators. |
designed properly, watchdog dmers provide o quick
way to detect provessor scan failures as well as the
most subtle systemn hiccups. [t is important to
understand that the watchdog timer hardware design
and software routines are transparent (o the uset, and
the details of inplementation are seldom published by
the manufacturers.

11.2, Instruction Mis-Execution

Another failure is the PLC processor’s failure to
interpret of execule the user-programmed instruction
cortectly. This is caused by a fallure in the PLC
processor, but does not cause the PLC processor 1o
stall. The PLC processor tnay misinterpret one of more
bits in an instruction routine amd cause executdon of a
wrong instruction. Complex techilgues have been used
to detect subtie fatlures in the PLC instruction set
(Withelm 1985), but none of these techniques have
proven fruitful.

11.3. PLC Memory

PLC memory fuilures tmay be as small as one bit or ax
large ws annthilation of the entire RAM. A simple bit
{ullure can cause an instruction t change ih meaning
of function, or it can cause the inaccurate process dala
o be sent to the operator of control algorithn.

PROM» are typically validated via checksums. The
PLC processor compares the calculated checksum
aguinst the checksum stored in the PROM. If 4
tismatch oceurs, the PLC s shut down and a
checksum error is reported. Depending on the
manufacturer, the PLC executes the checksum
algorithn after start-up, afler auto-boot, or at specific
time intervals when in run-time mode.

RAM memory usually goes twough a non-destucuve
bit pattern test hat operates oh all RAM, one memory
cell ata ume. The PLC processor saves the memory
cell contents, writes the bit pattern, reads the bit
pattern, restores the conlents, and compares the write
and read patterns. 11 a mismatch occurs, the PLC is
shut down, the latent memory cells are identified, and a
IMCMOry error is reported.




One maintenance problem is the volatile RAM back-up
battery . If the battery Is not propetly maintained and
the power Is lost to the computer, the battery may not
hold the memory's contents. Then when power iy
restored, the PLC will be inoperable until the user

progriun Is festored.

11.4. Intermediate Memory

In addition to the PLC processor memory, other
memory exists In the PLC system. Sepurate memory
may exist for the VO unage tables, and intelligent VO
modules usually contaln a processor as well as
memory. The /O knage table memory s typically
checked by the PLC processor, which places an extra
burden on the PLC processor and will certainly
increase the scan time. For VO modules with memory,
an on-board processor typically handles the memory
checks,

11.5. /O Address

Some causes of VO address fallures are encoder
fallures, decoder fullures, communication errors, of an
incorrect setting of the address dip awitch on the /O
module. Address failures are easily handled with the
proper diagnostics, A Traffic Cop is an example of a
routine which handles 1O address failures. Another
approach is to hard-wire the PLC processor addreas
lines to each /O module. Thus, comununication ersor
detection and correction can be climinated.

11.6. 1/0 Module

The VO madule input or output circuitry may fall while
the conununications back to the proceasor are working
perfectly. For inputs, the damaged hardware may be
any component along the input path such as field
device power, field device, field wiring, termination
points, signal conditioning circuits, or isolation
circuits. Similarly, the output fullures can be caused by
the latching, isolation or signal convenion clrcuits,
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termination points, field wiring, fleld device, o field
device power. The Neld components are mentioned
because manufacturers are now producing circuitry
that will detect certain fallures in the feld wiring or
field device,

In output modules the trine 15 the most common
electronic device used In the sighal conversion
circultry. Mahufacturers are now starting to include
failure detecton circuits within these circuits. The
modules detect a triac failure and blow a fuse. By
blowing the fuse the module has a higher probability of
falling open, the most comunon fail-safe state.

Another failure detection technique uses an
arrangement as shown in Figure A-9. Only one contact
is held closed at a thne. if the first trinc falls, it is
detected, (ts seriey conituct Is opened, and the output
failure is reported. Now, the second triac can maintain
control. If the second triac fails before the firt triuc is
repalred, the fuse Is blown,

One manufucturer markets an evolutionary VO product
that puts CPU processing power into the O modules.
Each VO module contains an on-board processor,
extensive self-diagnostics, and communication
capability over the manufacturer's proprietary control
network. The system configuration consists of one or
more PLC processors and one of more VO modules
linked together by a communications network. Each
PLC processor on the network can be programuned to
select the /O it controls, In addition, the system allows
for redundancy of PLC processors, communication
media, and VO modules. The self-dingnostics within
the VO are a key beneflt 1o the system.

During each scan, discrete input modules may be
checked for a falled switch, over-temperature, loss of
1O power, open wire, and input shorts. The diagnostic
used depends on the type of input device and ranges
from combination of the above four diagnostics o no
lagnostics.

Fuse To
Field Device

From At
Output Triac-1
Module
81
Oy Triac-2

Figure A+9. A Fallure Dtection Technique Used In Output Modules,

43

NUREG/CR-6090)




L —

Appendix A

During each scan, discrete output modules may be
checked for a falled switch, over-temperature, loss of
170 powet, no load, over load, short circuit, Load State
Feedback, and a pulse test may be performed. Load
State Feedback indicates the state of the output switch
only, not the load. The pulse test routine uses a pulse
signal to check proper operation of the output point.
‘The pulse is fast enough 1o have no effect on o« fleld
output devices. The pulse tesi diagnostic is user-
selectable. Depending on the type of output device the
module recelves different diagnostics. For example,
115 Vac isolated outputs receive all of the diagnostic
types, while 1elay outputs have no diagnostics.

Analog input modules are diagnosed for under-range,
over-tange, open wire, high-alarm, low-alarm,
intermittent fault, wire error, and input short. As in the
other classes of modules, the diagnostics varies
depending on the module type.

Analog output module diagnostics are under-runge,
over-range, and feedback error. Currently, under-range
and over-range dingnostics are provided on all output
modules, while feedback error is provided on only one
module.

11.7. Infant Mortality

An important area of reliability that is often over
looked s manufacturer testing. Infant mortality of
bardware components In systems is a known failure
problem. Infant mortality refers to the large amount of
fullures observed in a system during the early part of
the system’'s life. Some key testa can be installed in the
manufucturing process W reduce infant mortality.
“Burn-in" testing ls a big eliminator of components
with short life spans. Some manufacturers burn-in at all
levels of manufucturing: components, circuit cards,
individual tnodules, and complete systems. Competent
manufacturers maintain reliability groups that provide
rescarch on fallure issues, testing of the PLC system,
corrective action on all reported problems, and record
keeping.

12, REDUNDANCY

A common feature In all redundant systems Is o high
level of self-diagnostics. Without diagnostics the
redundant processors would not be able 1o detect when
to switch over or shut down. The dingnostcs should
sense critical hardware fallures, report the fuult, and
shutdown the L/O or PLC system. Also, non-critical
hardware fallures should be sensed, annunciuted, and
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the user logic or operating system should intervene to
provide proper conten] of the fault,

Many manvacturers offer different levels of
redundancy and redundancy for various components of
the system. Some of the common configurations of the
various levels and components are discussed below.

12.1. PLC Processor

The first redundant processor configuration uses
duplicate processors. A typical control scheme is to
have one processor control the /O modules, while the
other is an active hot stand-by. A dedicated high-speed
communication network, which will be called a
processor-to-processor network, passes the latest VO
data between processors, In this configuration, the
input image table is passed from the controlling
processor o the stand-by processor. Then both
processors exccute identical user programs, At the end
of each scan information is exchanged and
comparisons are made. If it can be discemed that the
controlling processor has falled the stand-by processor
takes over control. If a faflure is detected, but it is not
possible to distinguish which processor failed, then the
PLC system (i.e., both processors, all communications,
and all VO modules) is shut down and a processor
fallure is reported. The stand-by processor uses
additonal diagnostic programs to monitor the
controlling processor and to initlate takeover upon a
detected fallure of the controlling processor. The VO Is
controlled through a control network that allows
multiple processors and muliple VO on the network
(mulu-drop configuration is often used). Each of the
three communication networks—the control network,
system network, and the processor-10-processor
network-—are independent of each other. See Figure
A-10 for a dual processor with single 1O,

Elevating redundancy to three processors brings in the
advantage of two-out-of-three voting. The great
advantage to two-out-of-three is that a fault in one
processor does not stop control of the process. The
triple redundant processor system is called Triple
Processor with Single VO and is shown in Figure A-11.
As the name implies, this configuration has single VO
points and three processors. The input point is read by
ll processors. Usually, a buffer holds the data unul all
three processors acknowledge recelpt of the input
vidue. The processors execute 1dentical or similar
programs and send the output results to the voter. The
voter akes a two-out-of-three vote and updates the
output with the favored result.




Stand-by
Processor

Processoi-to-Processor
Network
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Controlling
Processor

Mutidrop Control Netwoih

To Field Davices M

To Field Devices 4-:-:-:-—-—

Input
Modules

Output
Modules

Figure A-10. Dual Processor with Single VO.

In additon to the output being voted on, some triple
processors vote on intermediate results within the user
program, Via high speed communicatons, the
processors share intermediate results. Checks and
balances are designed into the runtime operating
system (o ensure the results go through two-out-of-
three voting. This allows checking of intermediate
results, such as in a cascade PID loop. A cascade PID
loop uses two PID loops. The first loop receives the
input (process variable) and outputs a set-point (o the
second loop. With intermediate voting, the first loop’s
output could be verificd before passing it to the second
loop.

12.2. 1/0

Dual redundancy of /O points is typically
accomplished with an additional /O module and the
appropriate field wiring, rather than internal /O
module electronics. The various wiring configurations
are discussed below. Triple redundancy I/O modules
are common with manufactures of triple modular
redundant, TMR, systems (discussed in Section 13).

Parallel wiring of discrete inputs yields PLC input
module redundancy and increases the reliability of the
PLC system. For parallel inputs requiring field power,
the power supply must be selected, so it can supply
enough current or voltage to drive the redundant
inputs.

For most discrete output applications, a fail-safe
condition is the output failing open. This alludes to a
potential problem for output modules using triacs as
the signal conversion device. Triacs have a high
probability of failing short, To minimize the
probability of triacs falling short, they can be wired in
series, Now, both triacs must fall short to create a fail-
to-danger condition. The fail-safe faults are: one triac
fails open, one triac fails short, or both triacs fail open,
The only fall-to-danger condition is both triacs falling
short, This control strategy yields an increase in fail-
safe faults and a considerable hardening to fail-to-
danger faults. Parallel output wiring is desirable in
limited cases where the output must fail short in order
to fail-safe.

NUREG/CR-6090




Appendix A

Proces

sor-to-Processor
Network

Processor Processor Processor

I i

Multidrop Control Network

input Bufter
To Flold Devices iy np
Modules 1103
Voter
To Fiold Davices  <fmmemmd  OVtpUL
Modules 20! 3

Figure A.11. Triple Processor with Single LO.

For relay outputs, series wiring of normally open
contacts is desirable for fail-safe conditions where the
output should fail open, In the limited cases of failing
short being a fail-safe condition, normally closed
contacts would be wired in parallel.

The analog inputs may be wired in parallel provided
the input signal can drive the two input modules. For
analog output modules, module redundancy cannot be
added. A redundant field device is required if analog
output points are to be duplicated. Most analog output
modules have diagnostics built in and can set the

output to a desired value upon certain detected failures,
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12.3. Communications

Any of the communication networks on the PLC
system may have dual redundant capabilities. Various
levels of redundancy are implemented in PLC
communication systems, three of which are discussed
below,

The first scheme uses redundant medla and swilches
between media if a fault is detected. The processor
verifies proper operation of the main system network,
When a fallure occurs the processor switches over to
the backup network. This increases the availability of
the network,
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‘The second scheme is similar but does not use
switching. Instead, the same message is sent out on
both media. This scheme has the added benefit of using
both messages for error handling routines, speeding up
the data transmission rate by reducing the number of
re-transmissions.

The third scheme uses the two redundant networks
independently. The addressing, data transfer, and all
communication on each network is totally independent,
thereby doubling the transmission rate of the system
when both networks are working. When one network
fails, it is detected, and the system communicates with
one network.

All three schemes can be elevated to higher levels of
redundancy. Redundant levels greater than three may
be provided in spccial cases, but none of the major
PLC manufacturers advertise anything greater than
triple redundancy.

13, FAULT-TOLERANT
SYSTEMS

The concept of fault tolerance represents an effort to
increase a system's availability despite a limited

Processor

] Redundant Il
Processor-to-Processor
Network

Appendix A

reliability. Fault-tolerant systems are highly available,
although not necessarily reliable. Reliability refers to
the probability of component failures, while
availability refers to the probability that the system
performs its desired function. Various components of a
fault-tolerant system may fail while the system
continues to perform the desired functions. Thus, the
system is unreliable, because it needs constant
maintenance, and highly available, because the fault-
tolerant design allows the system to perform its desired
functions even with a failure in the system. The
following configurations are common in the PL.C
industry.

The first configuration, a dual processor with dual I/O,
is shown in Figure A-12. Note that the control network
may not be connected between the processors in this
configuration. This connection depends on the
manufacturer’s implementation of the network. A
multidrop configuration would allow connection of
processors, while a loop configuration would not.

Processor

Connactions exist on certain control network configurations only.

Redundant Control Network

Modules |

Output

Input < - Input
Modules II

Redundant Control Network

_ Output

Modules |

‘ Modules ||

To Field Devices

Figure A-12, Dual Processor with Dual /O.
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The two inputs are typically wired in parallel and either
input can initiate a shutdown. The processors’ output
image tables are typically compared after each scan,
and a mismatch causes the system to shut down, The
outputs would be wired to increase the probability of
failing safe. Most often, the outputs would be wired in
series, but in very limited cases they would be wired in
parallel. Any one of the processors, communication
links, or I/O modules can fail, and the system should
detect the failure, isolate the failure, and continue to
operate. The primary disadvantage of this system is
that a high number of fail-safe shutdowns occur.
Anytime the two processors or the two inputs disagree
and a failure has not been detected, the system is shut
down.

Another configuration is triple processor with dual I/O.
As previously mentioned, the advantage of three
processors is that two-out-of-threg voting can be
implemented. There is one buffer for each input point
and one voter for each output point. In addition, each
buffer and voter contain diagnostics, fault detection,
and some level of fault tolerance. The I/O modules are
wired as in the dual processor with dual /O system,
but now when a processor fails or two processors
disagree, the system continues to operate with
redundancy. This system can continue to function with
one processor, communication link, or I/O module
failed. In addition, the nuisance fail-safe shutdowns
caused by a dual processor configuration having
processor disagreements are eliminated, Figure A-13
shows a triple processor with dual /O configuration.

Taking the triple processor configuration one step
further leads to the triple processor with triple /O
configuration. This is a common configuration, often
called triple modular redundant (TMR). TMR allows
two-out-of-three voting in the inputs, processor, and
outputs. Three inputs are brought into each processor.
Each processor executes the user program and outputs
the results. Two-out-of-three voting occurs at each
output point. This system, shown in Figure A-14,
provides the highest availability.
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Additional redundant levels may be utilized to improve
the fault tolerance of the system. Currently, PLC
manufacturers offer TMR systems as the highest level
of fault tolerant systems, Two-out-of-four digital
control systems are being designed in the control
industry, and this may lead to PLC manufacturers
using two-out-of-four configurations.

The processors are usually the most reliable piece of
bardware in the PLC system. By providing redundancy
in the processor, the availability of the system is only
slightly increased. Most manufacturers are aware of
this and offer redundancy down through the /O
modules. The following data was calculated using
Markov models (Frederickson 1990). These data show

the dramatic increase in MTBF that redundancy and
fault tolerance can provide. The MTBF for dual or
triplicate processors with single I/O is four and five
years, respectively. Add dual I/O to each processor
configuration and the MTBF leaps to 26 and 61 years,
respectively. With triple processors and triple /O the
MTBF skyrockets to 18,745 years.

14. PLC CLASSIFICATIONS

Since their inception, PLC systems have grown in size
and complexity. Most manufacturers rate PLC systems
by the maximum number of allowable discrete /O
points, which has lead to an informal size

classification:

micro <32 medium 256-1024
mini  32-128 large 10244096
small  128-256 super  >4096
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Agpendix B:
Application of Programmable Logic
Controllers in Safety Shutdown Systems

1. INTRODUCTION

This document provides an overview of the use of
programmable logic controllers (PLCs) in emergency
shutdown (ESD) systems. The intent is to famillarize
the reader with the design, development, test, and
maintenance phases of applying a PLC to an ESD
system. Each phase is described in detall and
information pertinent (o the application of a PLC Is
pointed out,

2. SCOPE

ESD systems are required to be both fail-safe and
highly available to mitigate the effects of accidents
when they occur. PLC systems can be applied to meet
both ESD requirements, but careful consideration to
safety must be given throughout the life of the system.
Because of their great flexibility, ease of interfacing,
and cost-effectiveness, the PLC-based ESD system is
gaining wide acceptance. There is, however, a great
need for standards that directly address these
applications, Currently, documents are being written
by various experts and committees to address the usage
of PESs in safety applications. This paper presents
some of the ideas developed in those documents,

Most PL.C applications are not publicized via trade
Joumals or conferences. Of the few applications that
are publicized, only a handful are ESD applications.
More of the documentation is written to convey the
design principles that should be employed when
developing a PL.C-based ESD system.

For this reason this document concentrates on PLC
Life Cycle Issues. This discussion covers the design
principles and examines techniques of project
management, safety analysis, design, testing,
installation, and maintenance over the life of the
system. Section 5 offers several comparative design
implementations, while section 6 highlights the
important points discussed in first part of the document

and provides some examples of PLCs in ESD systems.
This document represcnts a consensus on which
elements make up a safe and highly avallable system,

3. DOCUMENTATION

‘Throughout all phases of the life of a project one
important element stinds out: documentation.
Documentation that reflects the current state of the
system Is an Invaluable tool. Dennls A. Inverso (1991)
points out:

“Documentation is defined as a vital, recorded
information base used during all phases of developing
and maintaining a Progmmmable Electronic System
(PES)'M

The development, use, and maintenance of a system'’s
documentation can dramatically improve the quality
and safety of the system. Documentation obviously
provides the foundation for understanding the system,
In additon, the development and maintenance of the
documentation facilitates communication among the
various disciplines; operators, system designers,
programmmers, instrumentation and controls engineers,
electrical power system engineers, and maintenance
and management personnel, The documentation, then,
provides a platform for intense scrutiny of the system,
In Section 4, PLC Life Cycle Issues, the types of
documents needed for each phase, the specific
elements included in each document, and the
importance of each document are detailed.

In any project, one of the initial steps should be
defining the necessary documents, The initial list of
documents does not need 1o be rigidly followed, but
should be used as a tool to provide comprehensive
information about the system. As the project
progresses documents may be added or deleted and the
definitions may change. But this list, like any other
project document, should be maintained so that it
reflects current thinking.
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There are three main phases in producing and
maintaining quality documentation; wriing, reviewing,
and updating. The documents must contain as much
detall as necessary, while staylng within the
document’s scope. Thus, the person wtiting the
document must be proficient at the required discipline
and be or she must also be capable of clear and concise
writing. This point cannot be too highly emphasized -~
it is unimportant how much the author knows about the
system if be or she cannot convey this understanding to
others through the written word.

Care must be taken in selecting a review team for ¢ach
document. Each review team should comprise
competent persons from the appropriate disciplines
who can analyze the functionality described in the
document. Thelr concern should be with assuring the
clarity and completeness of the documentation,

Finally, there must be a formal process for changing
the documentation. Any thne a project change s made
all documents which might be uffected must be
reviewed to sce If changes are needed. Once a
document is changed a comprehensive review must be
completed. Document maintenance over the life of a
project is a critical activity.

4. PLC LIFE CYCLE ISSUES

The * »quirements for good conflguration and project
management of a PLC system are no different from the
requirements of any ESD system. A brief discussion
with references to standards is presented on
configuration management, Next, safety analyses of
PLC-based ESD systems are discussed. Finally, the
remaining parts of this section address specific PLC
jssues in various phases of the project life cycle.

4.1. Project Management

All projects, including those that contin PLCs, can
benefit from good project management. Several
standards, including MIL-STD-1456A, MIL-STD-
483A, IEEE-828, MIL-STD-1521B, IEEE-1042, MIL.-
STD-499A, and IEEE-1058.1, address this issue.
Through implementation of these standards, the
decisions and changes made over the life of the project
can be well controlled and well documented.

MIL-STD-1456A addresses the top-level management
of the project, which is the configuration management
plan. This plan describes the methods and procedures
to be used to manage the functional and physical
characteristics of the project. It describes the
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documents necessary to define the roles of all personal
associuted with the project, to define the hardware
configuration, to define the software configuration, to
define all imerfaces, and to provide traceability
throughout the life of the project for reviews and
audits.

MIL-STD-481A goes beyond MIL-STD- 1456A and
provides more detail on the contents of the elements of
the configuration management plan. MIL-STD-483A
detalls the implementation and documentation required
for the following areas:

¢« Configuration Identification

+  Configuration Management

+  Conflguration Control

s Configuration Audits

s Interface Controls

+  Engineering Release Control

+  Configuration Management Reporis/Records.

Similar to MIL-STD-483A, IEEE-828 provides
specific requirements for a software configuration
management plan, Each section of the software
configuration management plan is listed and described
In detadl, In addition, examples are presented to help
clarify the contents of the plan,

MIL-STD-1521B describes, in detail, the requirements
for reviews and audits throughout the life of the
project. Figure B-1 below summarizes the contents of
MIL-STD-1521B.

[EEE-1042 suggests ways 10 apply u configuration
management plan. This standard interprets how to use
[EEE-828, addresses the issues involved in establishing
configuration management on a project, and presents
sample plans that illustrate configuration management
plans for various types of software based projects.

Establishing and decumenting a project management
scheme can ald in successful completion of u project.
MIL-STD-499A addresses project management from a
system engineering point of view. The standard defines
how 10 establish an engineering effort and a System
Engineering Management Plan. Specifically for
software, [EEE-1058.1 defines the contents of a
software project management plan,




4.2, Safety Analysis

The military standards mentioned above address the
issues involved with project management. They do not
address safety analysis. The safety analysis entails
various safety studies completed and documented at
various phases of the system’s life. Some safety
analysis ools are FMEA, fault tree analysis, and
CMFA. A complete safety study should be completed
after the System Design Review, the HWCISWCI
Critical Design Reviews, the System Fonnal
Qualification Review, and periodically throughout the
life of the systemn. These reviews are identified in
Figure B-1,

Maintaining and improving the safety level of a system
is & continuous effort. A one-step safety analysis is
insufficient, because any change may introduce a fail-
to-danger fault. Therefore it Is critical to document
every problem discovered over the life of the system
and the steps taken to correct the problem, including a
safety analysis of the change. This documentation can
provide a good foundation for renovations and
changes, and for the design of future systems.

‘The safety analysis described below should occur after
the System Design Review and should be verified afer
the HWCUSWCI Critical Design Reviews, the System
Formal Qualification Review, and routinely verified
after final acceptance.

4.2.1. Safety Considerations

Any system which presents a hazard to life, the public,
or the environment can be thought of ay two distinet
systems: (1) the system that does the main work of the
system, and (2) the protection or ESD system that is
called upon to make the overull system sufe in the
event of a malfunction of (1). If it Is assuined that the
fallure rates of these two subsystems are independent,
then the probability of the occurrence of a hazard that
is unprotected is the praduct of the probability of a
fallure in (1), which creates the hazard, times the
probability that the ESD system will be unavailable.
Systems in which the control and ESI systems share
components will require more complex dependent
probability analysis. Thus, once the hazuard rate of (1)
is known, the necessary design using ultra-reliable
components and redundancy can be done for the ESD
system Lo bring the unprotecied huzard rate down Lo the
required level,
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For uny system that may present a hazatd to life ot the
public safety, a philosophy on safety and
envitonmental concerns should be written. Hazards
should be identified and parameters for each
quantified. Actions fequired of the ESD system should
be specified for each hazard. This analysis Is input into
the system design. The safety parameters include
probability of occurrence, Ume to respond before a
catastrophe occurs, specific process control
considerations to address the hazard, and accessibility
of necessary equipment to mitigate the hazard. Along
with documenting the hazards and parameters, all
assumptions and explanations need o be documented.
Enough justification should be written so a typical
engineer can understand how and why the safety
calculations and decisions were made.

A number of papers describe and reference various
approaches to safety quantification, including Saudi
Aramco 1990, Balls 1991a, Balls 1991b, Bryant 1976,
Fisher 1990, Frederickson 1990, Gruhn 1991, Health
and Sufety Executive 1987, Inverso 1991, Magison
1979, Paques 1990, and Sparkman 1992, Without
appropriate quantification there is ho real foundation
for the proper decisions.

Additonal items which will improve the level of safety
of a system are listed below:

o Shutdown devices should be easily accessible and
clearly identified.

s ‘The power-up sequence should force the system
into a safe state before program initiation,

o The PLC should provide diagnostics to Isolate
internal and output module faults.

+ The PLC should monitor auxiliary power supplies.

+ There should be strict control of all ESD programs
1o prevent casual modification.

+  Documentation should be kept up to date,

+  Cade should be modularized to simplify
production and madntenance.

«  Pulsed signals should be used to tum safety
devices on and off.

¢« The system should be extensively tested,
including testing with fault conditions.
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Figure B-1, Engineering and Test Flow Diagram.
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4.2.2. Avallabllity

IEEE defines availability as the degree to which a
systemn or component is operational and accessible
when required for use. It Is often expressed as a
probability (IEEE). Avallability is defined as:

A = Uptime / Total Time
where
A—Avallablility

Uptime~~Time the system is working.

Total Time—Total mnission time or time the system is
needed to watch over the plant while the
plant is in operation (excludes tme for
plant shutdowns).

or
A = MTBF / (MTBF + MDT)

where

MTBF-Mean time between fallures.
MDT--Mean downtime.

These two definitions are essentially the same. See
Balls 1991a, Balls 1991b, Fisher 1990, Gruhn 1991,

Heron 1986, M. Smith 1991, and Walczak 1990 for
more information.

MDT can be broken down into:
MDT = MTDF + MTTR

and
MTTR = MTDL + MTRF + MTRO

where

MTDE-~Mean time to diagnose the presence of a
system fault,

MTTR-~Mean time to repalr.
MTDL~Mean time to determine a fault location.
MTRF—Mean time to replace a faulted component.

MTRO—Mean time to return the system to operable
condition,

The relationships between these various components
can be seen in Figure B-2, below. Like reliability, the
desired availability of the system should be clearly
documented. Estimates of the various constituents of
avallability need to be made and the desired systcm
availability needs to be determined. The acceptable
availability will depend heavily on the desired hazard
rate. Again, it is important to document all steps and
decisions used to reach the availability number. Also,
any changes should be documented, along with reasons
why the changes were made,

Fault Fauit
> MTBF. -
MD Teee -
‘MTDF% ‘TMTRF’}‘M TRO-tatlee Sy ste M Opration i
0 |
: 3
mm L
]
Figure B-2. Avallability Components,
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4.2.3. Hazard Rate

Hazard rate is the rate at which risks to life, the public,
or the environment will occur. The hazard rate can be
wrilten as:

HuDxU

where

H-—hazard rate.

D—probable demand tate for system safety action.

U-—~unavailability (1 - A) of the ESD system,
assuming that D and U are independent (Balls
1991a).

Hazard rate is the measure that relates the system
availability and reliability to the concerns for safety.
How low the hazard rate should be is determined by
acceptable industry standards, the people at risk, and
the plant managers. Of course, the hazard rate can not
equal zero, but neither should the hazard rate be
outrageously unacceptable by any of the groups
mentioned above. The process of deciding what the
acceptable hazard rate is and the means to achieve it
should be clearly indicated in the documentation of the
safety analysis,

4.3, The PLC-Based ESD System

Up to this point this paper has focused on issues
pertinent to any ESD system, Below, this paper
addresses concerns specific to PLC systems.

4.3.1. Hardware Selection

Hardware issues in a PLC-based ESD system are not
very different from the issues needing consideration in
any PES used in an ESD system. A few PLC-specific
items are discussed below.

Once the configuration management and system
requirements are detailed, the decision whether or not
to use a PES may be made. Different systems should
be evaluated, including PC, PLC, DCS, and SCADA
systems. A thorough analysis of each system reviewed
should be documented. Some scheme should be
developed to show how each of the system
requirements is met by each of the systems under
consideration. It is particularly helpful if a numerical
scoring system can be applied to this scheme so that
the systems under consideration can be ranked
according to their ability to meet the requirements,
including reliability requirements.
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‘The selection process must also include the
consideration of the operating software that will be
provided as part of the PES system under
consideration. A vendor's method of collecting
software fault reports and correcting sofiware problems
needs 10 be thoroughly understood and evaluated. If a
vendor's software development process is visible, it
should be evaluated to verify that the necessary
QA/QC methods are in place to ensure that reliable
software Is being produced. And finally, ficld
experience with the software being considered is an
invaluable predictor of the kiud of experience a new
user may expect (o have.

In making a selection, data from user groups can be
very important. These groups are specialized to
particular vendors and are formed to address system
problems. They usually have considerable leverage
with the vendor and can force necessary changes and
guide future direction. A vigorous and active user
group is usually an indicator of a successful product,

With the above data in mind, a cholce can be made of
the PES that best meets the needs of the system.

PLC systems provide a cost-effective solution to
systems that have high number of VO points, The
major disadvantage of PLC systems is that they have
poor user interfaces compared to PC, DCS, and
SCADA systems. The PLC user interface typically
consists of a programmer's terminal that displays a
ladder logic image to be manipulated. Debugging tools
allow the user to follow the flow of the power through
the ladder logic image. Many of the special functions
such as PID algorithms, math functions, and timers are
difficult to implement, and process data can only be
viewed with the programmer's terminal. Most PLC
manufacturers are aware of the poor user interface
attributes of their systems and are making efforta to
improve them. Some items appearing on the market are
graphical terminals to display process data, easier
methods to program special fuactions, state-based
programming, sequential function charts, and personal
computers to provide better debugging, testing, and
documentation,

4.3.2. Software Development

The reason for the development of PLC systems and
other industrial PESs was to allow process control
engineers and technicians to apply digital computer
technology to process control applications, without
having to leam the detalls of typical digital computer
programming. Specialized languages and interpreters
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were developed by the vendors, and these languages
could be used by the process control engineer with
very lite tralning. PLC ladder logic is an example of
such a language.

As these systems became more widely used,
techniques were developed, usually by leaming from
bad experience, which tended to make the systems
more reliable. Some of these techniques are described
below.

4.3.3. PLC-Specific Considerations

The correct contact instruction must be selected for the
desired circuit operation of the fleld device. The ladder
logic program should be developed based on the PLC
input points, not on the wiring configuration of the
input devices. Two good rules to follow are:

(1) If the wired configuration of the field input device
and the desired function in the circuit are the
same, program the ladder logic input instruction as
a normally open contact,

(2) If the wired configuration of the field input device
and the desired function in the circuit are opposite,
program the ladder logic input instruction as a
normally closed contact,

The number of duplicate contact instructions should be
reduced to a minimum, especially where a single
contact instruction that is referenced to an existing coil
instruction would suffice.

The use of positive feedback “seals” is recommended.
An example of a positive feedback seal is a signal
external to the PLC system which “seals in" a start
switch to a motor. The project team should use the
motor contactor auxiliary contact as a PLC input and
the program should use this input to determine if the
motor has started. The PLC output coil used to initiate
a motor start should not also be used to verify the
motor has started. In this way, the program indicates
when the motor starts/stops, not when the motor has
been requested to start/stop. Also, accidental restarts of
the motor are reduced.

For critical applications, the use of auxiliary contacts
such as those described above may not be adequate,
since the auxiliary contact only indicates that the motor
starter has picked up, not whether or not the motor has
started. This is only one example of secondary sensing
of a signal, Whenever a parameter must be sensed, the
use of secondary sensing should be critically examined
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to determine what the consequences are if the
secondary sensor indicates that the parameter is valid
when, in fact, it is not valid.

The programmer should not program latched outputs
that stav latched through power cycling. A holding
circuit with “seal-in" contacts, commonly done with
relays, should be implemented in the PLC program.
This will eliminate the inadvertent turning on of
motors, pumps, etc., when system power cycles.

4.4. Testing

Testing is a necessary part in the development of any
ESD system, Testing may, however, turn up system
deficiencies that require changes to be made in the
implementation. Some of the changes are clearly
benign, reflecting only errors in the implementation.
These require changing the implementation, but the
documentation is not changed since the documentation
is correct.

Some changes, however, are a reflection of incorrect
operation because of misunderstandings of
requirements, or requirements or spacifications that are
in error. When such problems are detected, there
should be a thorough review of the system since
fundamental changes in the system design may
introduce problems unless such reviews are held.

Finally, all changes should be documented, whatever
the cause. Discrepancy reports should be issued
together with resolutions so there is complete
traceability of all of the changes made. Updating
system documentation as changes are made is a critical
activity since this is an area which can easily get out of
hand in the rush to get a system into operation.

4.4.1. Hardware Test

The components of the system, the subsystems, and the
complete system need to be tested. These tests may
occur at various sites and be performed by various
people. The key is not by whom or in what location the
test is completed, but that the test is completed,
documented and independently verified.

If the manufacturer is supplying a complete hardware
system, then the manufacturer should be required to do
all component and subsystem testing with the project
team periodically reviewing the manufacturer’s tests
and documentation, If the project team is purchasing
and building the hardware, a team independent of the
design and development team should complete all




testing, although this is not typical in the industry. In
any case, all failures during testing should be well
documented with the necessary safety parameters
recorded (MTBF, MTTF, MTTR, etc.). These statistics
can be invaluable in predicting ultimate reliability.

All hardware functionality should be tested. In
addition, the hardware needs to be tested to ensure it
meets the requirements of the hardware design and the
system design. All interface specifications between the
1/0O modules and field devices should be verified. In
addition, the I/O modules should be connected and
exercised with loads having identical impedances to
the field devices they will be operating.

4.4.2. Software Test

Typically, software is used to minimize hardware or to
solve complex problems that are difficult to solve with
hardware. The inherent complexity of software has led
to a lively public debate on the question of how to
verify that software is reliable, dependable, and safe.
Although comprehensive discussion of the best way to
test software is out of the scope of this paper, a few key
ideas will be presented and some sources of additional
information will be listed.

Although there is no way to “prove” that a software
system is reliable, confidence can still be gained by
various testing methods. Further details on software
testing and metrics can be found in Humphrey 1989,
IEC-880, Parnas 1991, Sandia 1987b, and Sparkman
1992,

All software used—including the software developed
by the project team and that supplied by the PLC
vendor—must be tested to some extent. The
functionality of all pieces of software should be
exercised and failure records should be kept. For the
software that is produced outside the project team,
reliability statistics should be obtained from the
software manufacturer if possible.

One source of reliability statistics for purchased
software is user groups. These groups usually have a
vested interest in the success of particular software
products and are only too happy to publicize problems,
as this kind of publicity is a strong lever for forcing a
software vendor to make necessary changes.

4.4.3. System Integration

If good practice has been followed to this point, the
process of systems integration should have very few
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difficulties. The hardware and software should meet
the system requirements defined earlier in the program,
and any changes in hardware or software that affected
the system requirements should have been resolved.
The system integration difficulties should, for the most
part, consist of overlooked items.

4.4.4. System Test

A PLC system can be purchased either as a complete
system from one manufacture or as separate
components to be put together on site by the project
team. Either way the system neecs to be thoroughly
tested with all the PLC hardware, all the software (with
no modifications for test purposes), actual field devices
where practical, and simulators where the use of the
actual field devices is not practicil. The sinulatior:
hardware should duplicate the impedance, response
times, and other pertinent characteristics of the field
devices. If the PLC vendor is supplying the complete
system, the system should first be checked at the
vendor’s site. This way hardware changes are easy to
implement and, typically, the project team will still
have maximum control over the vendor’s performance
(e.g., a major payment to the vendor is usually made
after delivery).

The processor scan time desired should be verified
against system requirements. This can be done by
measurement or calculation.

Careful design that includes attention to system
response time, coupled with thorough debugging,
simulation, and verification, will reduce timing
problems. To avoid common timing problems,
sufficient time must be given for each mechanical
device to settle to a steady state before starting the next
step in a sequence. Careful design will also help to
prevent the occurrence of “infinite loops,” which
develop when one event unexpectedly triggers other
events, and a circle of such events is created.

4.4.5. System Final Acceptance Test

The System Final Acceptance Test should require a
complete run of all functional tests for a specified
period of time with a maximum number of allowable
hardware or software failures. This will provide a test
on the MTBF requirements as well as functionality.

4.5. Installation

Proper installation is a critical factor in reliable
operation of the hardware, Most PLC manufacturers
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offer installation guidelines with detailed explanations
outlining how to properly install their PLC systems.
Items to consider are:

*  1/O module to field device interface compatibility.

*  Proper environment (temperature, humidity, air
filtering, etc.).

* Industry standards and good practice for
fabrication and wiring.

*  Proper wire bundling and labeling.

*  Proper connector labeling.

e Proper strain relief on all cables and wires.

*  Proper grounding of all equipment.

¢ Avoidance of ground loops.

»  Segregation of AC, DC, and communications
wiring,

»  Use of shielded cable for analog, pulse, or high-
frequency signals.

»  Use of secure connections (terminal blocks, twist
lock connectors, etc.).

* Layout of the equipment for easy access to high-
maintenance items.

*  Proper lighting and space near equipment for
maintenance personnel,

¢ Electrical transient protection where needed.

Following are additional items for which care should
be taken during installation.

Output devices should not be connected in parallel for
higher current carrying capacity. Output device
specifications will not guarantee sirnultaneous
switching for identical devices. Thus, if two identical
devices are connected in parallel, the first one to turn
on will be excessively stressed. Also, the “ON"
resistance may be different in each device, causing the
current division to be unequal. This may also cause
excessive stress in one of the devices.

Connecting output devices in parallel to increase

current capacity causes an abnormally high rate of
failure (Wilhelm 1985). The proper design will use one
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switching device with the proper interface. If parallel
output devices are desired for a fail-safe design, then

each output device should be rated to properly handle
the full load.

Inadequate protection against electrical transients can
be a cause of random hardware failures. Following are
some items that need electrical transient protection, as
well as some protection suggestions.

Output modules and field devices with
switches/mechanical contacts may need de-bouncing or
surge suppression. Mechanical contacts bounce when
closing. A properly designed circuit will filter out this
bouncing and produce a clean transition.

An inductive DC load connected to an output module
should have a diode in parallel with the load to handle
the surge when the inductor is switched off. This surge
will create a voltage spike that may damage the output
module if there is no suppression mechanism. These
diodes are commonly referred to as back-emf diodes
and may be incorporated within the output module,

The proper interface design between the 1/O module
and the field devices is of utmost importance. Some
output modules “leak” when in the OFF state, and if
such a module is driving a high-impedance load the
load may not turn off. Some input modules may have
too high or low an impedance for the source and so
operation may be erratic or improper. Also, input
modules with high input impedances may be
excessively noise-sensitive unless proper steps are
taken.

The PLC system should have its own isolated power
source and, if the system requires it, a UPS. Devices
such as motors, generators, welding equipment, and
heating devices, which tend to produce substantial
noise on the power lines, should not be placed on the
same electrical circuit as the PLC system. If properly
designed, a voltage regulating transformer can be very
effective. A separate receptacle on the same isolated
electrical circuit should be provided for the PLC
programming device. This receptacle should be
properly designated for PLC use only and not be used
for routine maintenance equipment (i.e., drills,
electrical saws). Mounting the receptacle inside a
locked PLC cabinet can prevent improper use of the
receptacle.




The installation process should be a well thought out
and well documented step-by-step procedure similar to
the following example:

Phase 1—Install the system and verify correct
installation.

Phase 2—Check supply circuits for proper wiring and
voltage.

Phase 3—Energize each device, processor, 'O
module, etc.

Phase 4—Energize all I/O circuits, from the modules
to the field devices.

Phase 5—Perform a loop test of each control loop.

Phase 6—Operate the PLC inputs and outputs, with
actual field devices where practical.

Phase 7—Installation complete, ready for final
acceptance test.

4.6. Maintenance

The Maintenance discussion is split into two areas:
hardware and software. Most PLC manufactures
provide maintenance information. From this
information the project team needs to develop
maintenance procedures.

4.6.1. Hardware Maintenance

If the entire PLC ESD system is on a battery-powered
UPS, these batteries need to be routinely checked and
tested. The battery voltage needs to be checked for
proper level, and a deep-cycle test should be performed
routinely. Additicnally, mosi PLC systems have
battery back-up for volatile memory. The alarms for
the each of these battery systems should annunciate
locally, in the main control room, and in a central
maintenance room if one exists.

A PLC system with software verification of the
hardware I/O module arrangement will catch
accidental insertion of an I/O module into the wrong
slot. This piece of software, called “Traffic Cop,” is
configured by the user. The configuration shows the
mapping of I/O modules to PLC slots. Once the Traffic
Cop configuration is set up the PLC processor
routinely scans the modules and verifies that the /O
module configuration is identical to the Traffic Cop
configuration, Not all PLC systems contain this
feature.

Mechanical keying of I/O modules allows a specific
type of module to be placed in each I/O slot. Typically
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the manufacturer designs each /O module type with a
unique hole pattern on the back, and the user sets the
appropriate pin pattern on ti. slot. Thus, only one type
of /O module can make electrical connection in that
slot. Each module type—digital input, analog input,
digital output, etc.—will have a different hole/pin
pattern. Not all PLC systems contain this feature.

“Hot-swap” is another convenient maintenance feature.
Hot-swap allows replacement of any module (i.e., VO,
processor, communication, special-purpose) without
damage to the module while the PLC system is under
power. Not all PLC systems contain this feature.

When a failure occurs the system should be thoroughly
diagnosed and all hardware problems found and
repaired. It is in many cases easier to make adjustments
to the software than to try to identify the source of a
hardware problem. No changes to software should be
allowed without management approval and appropriate
documentation changes.

There should be in place and in force a system for
documenting all failures of every type, including the
time each failure occurred, what diagnostics were run
and what the diagnostics found, and what was replaced
as well as what actually fixed the problem. The time to
repair the problem should be recorded, and if the
failure was linked to any previous problems, this fact
should also be recorded. From these numbers a true
picture of system availability and reliability can be
developed, together with identifications of weak points
in the hardware,

Failures have two sources: (1) wear-out and breakage,
and (2) design flaws, Type 1 failures require only
replacement of equipment. Type 2 failures require
considerable analysis and are covered in Section 4.7.

4.6.2. Software Maintenance

After start-up there are only a few software
maintenance issues to consider such as securing back-
up copies of the program and keeping track of the
versions. Maintenance personnel may, with appropriate
approvals, monitor the software during troubleshooting
or use diagnostic software, but once the system
software is installed, tested, and accepted, it should not
be modified without formal approval. This approval
must be preceded by a written analysis of the problem,
a proposed solution, and a safety analysis to verify that
the system will not be compromised by the change
proposed.
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Industry practice makes available to the user
inexpensive hand held devices which allow set point
modifications, forcing of /O points, software changes,
etc. These devices have a potential for misuse and
careful control needs to be exercised by supervision to
prevent mishaps.

From time to time, over the life of the system, the
vendor of the operating software will send updates for
the system or new versions of the system will be
issued. Before any of these changes are made, the
scope of the changes should be thoroughly understood
as they pertain to the user's system. Finally, the
changes should be installed and a thorough acceptance
test of the system run. If any problems occur, the old
system should be re-installed and run until the issues
have been resolved.

A procedure must be established to control access to
the software and assure that the correct version is
running on the system with back-up copies available.
One person, together with an alternate, needs to be
assigned the responsibility for maintaining all
programs and programming equipment. The alternate
should be aware of system status (location of backup
copies of the system and the code, current version
running, etc.) so that he can handle problems in case
the primary person is unavailable. Back-up copies
should be stored under lock and key. One convenient
technique is to place back-up copies in a box locked
inside the PLC cabinet. Software access levels are
good for controlling who has access to what functions.
With the use of passwords, software access levels can
be set up so certain people are allowed to program the
PLC system, while others may only monitor the
program and some may not be allowed to access the
system at all.

4.7. Modifications
4.7.1. Hardware

Hardware modifications are the same for the PLC-
based ESD system as for any other electronic system,
If a hardware design problem is found, the appropriate
procedures—such as those found in MIL-STD-483A
and MIL-STD-1521B—are followed.

4.7.2. Software

Software faults occur during phases of design,
development, and modification. The affects of software
faults can be more subtle than hardware faults. Also,
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some software faults may not be detected for a
considerable time.

In PLC systems, software modifications are much
easier to implement than hardware changes, and for
this reason there is a tendency for software changes to
be implemented without reviews. In an ESD system it
is important to follow a modification procedure,
including thorough reviews, in order to verify that the
change being proposed is the right change to make, as
well as to reduce the number of new faults that may be
introduced into the system by the modification.
Changes should not compromise the safety function of
the PLC.

Another feature which may have a detrimental effect
on safety is “on-line programming.” Most PLC system
allow on-line programming changes by anyone who
can access the PLC processor. The access can be
through a hand-held terminal, a computer on the
network, or a terminal connected directly to the PLC
processor, Since the software is very complex and the
threat to safety is real, on-line programming should be
prohibited without proper managerial control. On-line
programming devices must be strictly controlled.

5. COMPARATIVE DESIGN
IMPLEMENTATIONS

To familiarize the reader with a PLC design, a simple
Piping and Instrument Diagram (P&ID) is used to
implement a logic diagram and wiring diagram. The
PLC design follows the traditional steps of any
instrumentation and control design. From a P&ID or
some process/instrumentation diagram(s) the logic is
formulated and a wiring diagram(s) is developed. A
wiring diagram is required for all electrical designs,
while the complexity of the P&ID motivates the
decision to produce a logic diagram, The PLC wiring
diagram is simpler than a system designed with non-
computer electrical components and simply depicts /O
module connections to sensors and actuating devices.
The PLC wiring diagram does not reveal the system
logic. In a PLC, the logic resides in software and is
commonly displayed to the user as ladder logic. (To
further acquaint the reader with PLC systems, Figure
B-8 shows various communication networks, 1/O
modules, and support devices that may exist in a PLC
system.)
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Figure B-3. Piping and Instrument Diagram.

Figure B-3 represents the Piping and Instrument
Diagram (P&ID) that will be implemented with three
different technologies. The three technologies
examined are electrical, electronics, and programmable
electronics, The electrical system is relay-based. The
electronic system uses solid-state devices, and the
programmable electronic system is a PLC design. For
each technology the advantages and the disadvantages
are listed and a wiring diagram is shown, The
configuration logic is shown for the electronic and
programmed electronic systems.

The P&ID depicts a system that will shut down
feedwater to a tank upon detection of high water level,
Three level sensors furnish signals for 2-out-of-3
voting and operator indication. If two out of three
sensors detect a high level the voter initiates closure of
the motor-operated valve, MOV. This example is based
on a less-detailed presentation in Adamski 1991,

3.1. Electrical System—Relay Based

The wiring diagram for a relay-based implementation
of this P&ID is shown in Figure B-4 below. Relay-
based systems were the first protective systems
installed and are still used extensively. The advantages
and disadvantages of relay based systems are specified
below:
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Advantages:

+  Easy to understand.
* High immunity to electrical noise.
*  Highly predictable failure mode (typically > 90%).

Disadvantages:

*  Require a lot of space.

»  Complex functions are difficult or impossible to
implement.

+  Complex relay systems are difficult to
troubleshoot.

*  Large relay systems are difficult to maintain,

*  All but small modifications are expensive, timing
consuming and difficult,

»  Typically designed to be energized under normal
operation, thus require a significant amount of
power to operate.

»  Continued energization of the coil reduces the
relays MTBF.

« Limited to digital /O.

Referring to Figure B-4, a high water level will open
the level switches LS-1A, 1B, and 1C. Opening any
one of the level switches will turn on the High Level
alarm light. Opening any two or more of the level
switches will drop out the “D” coil and initiate closure
of the MOV. Position switch ZS-1 shuts power off to
the MOV when full close position is reached.
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Figure B-4. Relay Wiring Diagram.

NUREG/CR-6090 68




5.2. Electronic System—Solid-State
Based

The wiring diagram for a solid-state-based
implementation of the P&ID in Figure B-3 is shown in
Figure B-5 below. The logic to be programmed in the
solld-state device is shown in Figure B-6 below. Solid-
state systems were used in limited cases and are rarely
used now. The advantages and disadvantages of solid-
state based systems are specified below:

Advantages:

Small space requirements,
Easy to test and troubleshoot.

Disadvantages:

Failure mode closer to a 50-50 split.
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Limited diagnostics, typically LEDs contiected to
selected output points,

Logic modifications are difficult.

Obsolete hardware is difficult to obtain and
maintain,

Contains only digital [/0.

L]
In the Solid-State Wiring Diagram (Figure B-5) the
solid-state device inputs are on the right side and arc
labeled I1 through 14, A common neutral for all four
inputs is shown, The solid-state device outputs are on

the left side, are labeled O1 through O4, and have a
common neutral as shown,

In the Solid-State Logic Diagram (Figure B-6), the
inputs and outputs are designated as I1 through 14 and
O1 through 04, respectively. Boolean logic operators
are used to show the relationship between the inputs
and outputs.

120VAC
Line Neutral
LS-1A \_7/
R T O —O High Level - A
1 o1 /7 7\
LS-1B \_ 7
...__o_gs.___.o 8 o--————O—-——- High Level - B
12 S 02 7\
LS-1C \
—T g 2 5 O High Level - C
Blg § g— 03 VN
ZS-1 = u 0
L e 2 O e} M Close MOV
14 c% 04
¥e)
rN N

Figure B-5. Solid-State Wiring Diagram.
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Figure B-6. Solid-State Logle Diagram,

5.3. Programmable Electronic
System—PLC

A wiring diagram and ladder logic implementation of
the P&ID in Figure B-3 is shown in Figures B-7 and B-
8, respectively. In addition, Figure B-9 depicts the PLC
and some of its components, The PLC has been widely
accepted for control and protection system
applications. Below are some advantages and
disadvantages of a PLC-based system.

Advantages:

*  Requires little space.

»  Easy to test and troubleshoot.

*  Contains analog L/O.

¢ Easy to modify both hardware and software.

¢ Complex functions can be impiemented,

¢ Includes diagnostic routines.

*  Contains communication links with other systems
in the plant.

Disadvantages:

»  Software reliability is difficult to prove.

» Difficult to control the hardware and software
configuration.
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»  Expensive to manage the hardware and software
configuration,

+  The simplest software error may have catastrophic
consequences (Vitrification plant (HM 1991)—a
simple error, the omission of “+" in the program,
falled to alarm a dangerous situation that could
have resulted in the death of an operator.)

In the wiring diagram, the PLC inputs are represented
by square boxes with the designation “I'" and a number,
while the outputs are represented by diamond boxes
with the designation “O" and a number. Typically, the
PLC /O module intemal wiring is arranged to divide
the inputs or outputs into isolated groups of two or four
that share a common neutral,

In the PLC Ladder Logic Diagram all contacts are
shown on the right side and all coils are shown on the
left side. The contacts controlled by I/O module inputs
are designated by an “I' with a reference number. The
coils that control IO module outputs are designated by
an “O" with a reference number. The coils and contacts
internal to the PLC and implemented in software only
are designated by “C" with a reference number. The
internal coil and its associated contacts have the same
reference number.
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6. APPLICATION EXAMPLES

The literature on upplications of PLCs in ESD systems
is very limited. Some documentation has been created
on various applications of PLCs, but most of it does
not go into much detail, Recently, more literature has
been written on the use of PESs In ESD systems.

A few examples are presented and discussed in this
section. Those examples address specific issues of
PLC-based ESD systems. The pros and cons of the
examples are discussed. Three papers that discuss key
elements of the ESD system life cycle are also
presented. The three papers address documnentation,
PLC qualification, and PLC safety.

6.1. All Side Construction, Inc.

Smith (1991a) discusses his application of a PLC
system in an ESD system in conjuncton with a DCS.
The project was the renovation of a hard-wired relay-
based shutdown system used in a petrochemical
company's pilot plant. The paper detalls the areas of
PLC selection, reliability, ESD design requirements,
annunciator function, and shutdown bypass concepts.

Five PLC configurations were considered:

1. Single CPU system

2. Hot standby system

3. Duplex sysiem

4. Triplex system with single sensors
5. Triplex system with triple sensors.

For various reasons, but principally cost, the single
CPU system was selected. The single CPU system had
an availability of 99.9947%, according to
manufacturer's published lirerature, and various safety
analyses completed at the design level concluded this
was adequate.

A hazard and operability study (a qualitative analysis
of the potential operational error scenarios and
equipment failures) was performed. A more
quantitative analysis in the form of Fault Tree
Analyses was also performed at the design stage. The
last consideration was checking for fail-safe operation
of the ESD system.

The author puts forward some general principles for
ESD system design which he feels are critical:
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1. ESD system wiring should be separated from
control system wiring so that n disaster that takes
out one system’s wiring will not take out both.

Giving the ESD system a distinctive color tends to
prevent tnadvertent modification of the system.

3. Critical valves (including manually opetated
valves) should have limit switches on them so that
the ESD system can sense their position prior to
system initiation in order to prevent system
iniuation if the valve is improperly positoned.

4. At uninterruptible power supply should be used
where needed.

5. Lamp and hom test capability is required.
Regular test and maintenance ate required.

7. Control and protection sensors should be separate
from each other.

>

"The author does hot seem to be concerned about the
software component of the system.

There have been no failures of any hardware
components of the ESD system in the four years of
operation. Smith states that the reliability of the system
has been excellent, yet no safety statistics are quoted
except hardware fallure rite. The hardware reliability
appears to have been excellent. No mention is made of
the englneering change order record.

6.2. Flour Daniel, Inc.

Vora (1991) discusses some of the decisions that
should be made by an engineering contractor once a
successiul bid for a control system has been won. The
paper Is biased toward the contractor's concerns of
supplying a system that meets the requirements of the
plant owner while allowing a profit to be made by the
contractor. Sull, a few goad point are made about
various key elements of PLC applications. Vora
discusses the tradeoffs between PLC and non-PLC-
based systems and goes on to discuss how 1o select the
best PLC vendor. The PLC selection factors are listed
in great detall and provide a good starting point for
i:sers selecting a PLC system. Another important arca
discussed is the future trends in the PLC market and
the future needs of the PLC users,

Vora points out the great need for some standardization
of the PL.C communication networks, operator
interfaces, and network addressing schemes. Also,
diagnostics on most PLC systems need much
improvement. The diagnostics cai be made to reduce




the maintenance expertise and to help reduce the down
time of the systems,

6.3. Genera!l Electric

Walczak (1990) lays out many of the features that he
employed in using a PLC-based system for chemical
plant protection. The chemical plant process involved
highly flammable and toxic chemicals, One feature of
the design process was the Inclusion of the ESD system
at the very beginning of the design. Because protection
was bullt in from the beginning rather than added as an
afterthought, the cost was reduced and the functionality
increased.

Walczak (1990) states the project safety system
objective very clearly (paruphrased):

The most important function of an emergency
shutdown system is the ability to safely
control and stop a process so that no injury
will occur to personnel within the process
area or any other associated area, provide
protection for the plunt and associated
equipment, and to prevent pollution of the
environment,

During the design phase the system was divided into
units of control, and each unit was assigned a safety
level and priority. The response times required for safe
operation were also determined,

The hardware requirsments were developed with
special consideration for system availability and the
Single Fallure Criterion from {EEE-279. To obtain the
high availability desired, 99.99XX%, redundancy was
necessary. Also, self-diagnostics were given high
priority to help reduce U.2 system down time.

A “hot spare” redundant system was employed with a
synchronizing unit to keep the two units operating in
step. Each PLC had its own 1/O rack and each rack was
connected to a redundant I/0 bus. If the synchronizing
unit discovered a failure in one PLC it signaled the
other to take over operation, providing a “"bumpless
transfer.”

Considemble analysis was performed on the
synchronizing unit because of its potential for being a
single point of failure.

The response to various failures was analyzed,
including the PLC system's response 1o its own
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fallures us well as external failures. The response of the
balance of the system to PLC failures was also
cotisidered.

Considerable space in the paper was devoted to
avallability calculations, but no hard statistics were
provided. The author devoted considerable effort to the
guestion of what ought to be done to assure reliable
hardware, without commenting on whether or not the
vendor used uctually performed the necessary
environmental tests,

Too much time and effort was devoted in this paper to
hardware considerations and almost ho mention was
made of software effort.

6.4. PLC Structured Programming

Keskar 1990 discusses a structured approach to
programming ladder logic on a PLC. The system
consisted of a PLC supervised by a PDP-11 computer,
Because of the complexity of the supervisory control, a
methodical and structured approach was decided upon
to program the PLC.

Two major problems were identified. First, the
communications between the PLC and the computer
had to meet real-tme performance requirements,
Second, several engincers were involved in the effort
to program the ladder logic.

The communications problem was not technologically
challenging but only needed a complete set of
documented requlremnents. Once the requirements were
identfied, the PLC system was designed to meet these
requirements,

Two things were done to deal with the multiple
programmer problem. First, the problem was
minimized by the use of standard templates for
implementing logic functions. The structured approach
to programming ladder logic is highlighted in this
article. This technique is equivalent to the use of a set
of standard macros in programming. Second, standard
names were given to all of the coils and registers (o be
used, and standard /O assignments were made, In
computer programming this is equivalent to
constructing a set of global variables for all
programmers 1o use.

Keskar outlines a simple approach to structured
programming with ladder logic. This structured
approach helped simplify the debugging of the
complete software package, helped produce good
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documentation of the software, gave some uniformity
to the logic and program regardless of which person
did the work, and made the logic easier to read. This
example shows that a structured approach similar to
that used in the computer science world can provide
benefits to programming in ladder logic. A great need
exists for formal methods and structured approaches
like the one shown here, that deal specifically with
programming languages used on PLCs.

6.5. PLC Qualification Testing

Ekkehard Pofahl ,of the Rheinland Technical
Inspection Agency (TUV), has written a paper
describing a series of tests which the agency performs
to qualify PLCs for safety-relevant applications.
However, the paper is badly translated and it is
difficult read with any real understanding. Further
investigations have uncovered a few more facts about
TUYV and its PLC qualification program. TUV is an
independent organization that works closely with the
German government. The organization certifies

systems for use in safety applications (i.e., railroad,
aircraft, nuclear, petrochemical industries), TUV has
different classes of certification, and the German
government requires a specific class of TUV
certification for these safety applications. The
organization is divided into various companies that
appear to be named after the geographical location they
service. TUV-Rheinland is developing a series of
certification tests for PL.Cs. In addition, certain PLC
manufacturers, actively selling their systems in safety
application, are pursuing TUV-Rhienland certification
of those PLC systems they expect to be used in
German safety applications.

6.6. PLC Software Bug

Following is the text of a memorandum that was
distributed when a software error was found in a PLC
software product. The software manufacturer is
referred to as SM, the PLC manufacturer is referred to
as PM, and all names and phone numbers are
suppressed in the copied version below:

Required Action:

The Problem:

Name

A Bug in SM PLC Software (Version X.X) Can Cause Erratic and Unsafe Equipment Operation
THIS IS AN IMPORTANT SAFETY ISSUE—PLEASE ACT PROMPTLY!

If you are using a PM programmable controller and have programmed it with the SM programmable logic
controller (PLC) using Version X.X software, please immediately reload your system using SM's latest
software release: Version X.X. SM will supply you with the upgraded software at no charge.

The local sales representative for the software is name at distributor, phone number, For further information
about this, please contact name, phone number, or name at SM, phone number.

SM contacted company to inform us that there is a problem in the Version X.X programming software for
their Programmable Logic Controller. A bug in their product can corrupt a controller’s logic and cause
equipment to operate erratically. IF your controller operates such safety-related equipment as a laser shutter
or an access door, this unpredictably emratic behavior can cause potentially hazardous safety problems.

Your cooperation is appreciated.

Title, phone number
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The problem that required urgent attention was a
simple programming error. The programmer of the
PLC software tool had failed to reset a pointer, and the
pointer was vital to operation of the PLC upon
downloading the new application software.

6.7. PLC Safety Concerns

To give the reader an idea of what level of redundancy
and availability is needed to reach the safety levels
required by industry, the example below is presented.
It is assumed that the plant requires a hazard rate of 1
failure every 3000 years—a common requirement in
the chemical, oil, or nuclear power industries.

The MTBEF for the system failing dangerously was
used to calculate unavailability. Markov models were
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used to calculate the MTBF for system failures
(Frederickson 1990; Frederickson and Beckman 1991;
Triconex 1990). Both the MTBF:s of safe failures and
dangerous failures were calculated, Safe failures are
failures of the ESD systern that cause the ESD sysiem
to place one or more field devices in a safe state. The
safe state was taken as the de-energized state in the
Markov models. Dangerous failures are failures of the
ESD system that cause the ESD system to place one or
more field devices in a dangerous state. The dangerous
state was the energized state in the Markov models.
For this example, the MTBF for dangerous failures will
be used. The MTBF for safe failures is not considered
since these failures do not create a hazard.

The MTBFs for dangerous failures for various PLC
systems are listed in Table 1 below (Fredrickson 1990).

Table 1. Dangerous Failure MTBF of Various PLC Systems.

PLC SYSTEM Dual PLC Dual PLC Triple PLC | Triple PLC | TMR PLC
Single /O Dual /O Single /O Dual /O

MTBF 431 25.54 5.07 60.8 18,745

DANGEROUS

(years)

Table 1 assumes the following numbers:

MTRO =0.5 hrs. An average of 0.5 hours is required
to bring a piece of equipment back on-line.

MTRF = 1.0 hrs. The component is assumed to be
received from stock within one hour.

MTDL = 2.5 hrs. The maintenance personnel require
an average 2.5 hours to locate the fault. This includes
the time from the initial detection cf the fault, finding
the correct solution, and waiting for a new part.

Totalling these figures yields a mean time to repair of

MTTR = 4.0 hrs.

The mean time to diagnose the presence of a system
fault, MTDF, is related to the average time between
system tests. If system test are completed weekly then
the MTDF is 84 hours (assuming random failures may
occur at anytime during the week) giving an MDT of
88.0 hrs.

The availability, A, (considering dangerous failures
only) for each PLC system is calculated by

A = MTBF/(MTBF + MDT).

The results are shown in Table 2.
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Table 2. Availability of Various PLC Systems.
PLC SYSTEM Dual PLC Dual PLC Triple PLC Triple PLC TMR PLC
Single /O Dual /O Single I/O Dual /O
AVAILABILITY (%) 99.76746 99.96068 99.80225 09.98348 99.99995
Table 2 assumes the demand rate, D, of the ESD
system is 3 demands per year, or
D = 3.425 x 10~4 demands/hour.
Now, the hazard rate, H, is calculated from
H=DxU
where
U=1-A,
Table 3 shows the hazard rates for each system.,
Table 3. Hazard Rate of Various PLC Systems.
PLC SYSTEM Dual PLC Dual PLC Tripte PLC Triple PLC | TMR PLC
Single /O Dual /'O Single /O Dual /O
HAZARD RATE 20.93 3.54 17.80 1.49 0.0048
(hazards/3000 yrs.)

As the above exercise illustrates, only one system
meets the requirement desired, and that is a triple
module redundant (TMR) PLC system. The TMR
system is nearly three orders of magnitude safer than
all other PLC systems. It is important to have
redundant CPU modules, but the effect of redundant
/O modules is significant. From single to dual /O
modules nearly an order of magnitude of safety is
gained.

The analysis here was completed for the PLC system
only. The ESD project should perform a similar
analysis for the entire ESD system, including the PLC,
software, and field devices.

The amount of automatic testing on the system has a
significant effect on down time, which can affect the
hazard rate. Thus, the automatic testing of the system
can be increased from weekly to daily and the hazard
rates in Table 3 would improve. The amount of
automatic testing to use is a trade-off between
personnel effort and the desired safety level. The
period between automatic testing can be made an
insignificant factor in the safety equation if good
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preliminary calculations are made and the appropriate
system is chosen.

Using the example calculations above, it appears a
single TMR PLC system can meet the needs of the
nuclear power industry. It is not clear, however, that
the TMR system meets all other regulations and
guidance of the NRC.

One issue to consider is the single-failure criterion
(IEEE-279). Most TMR systems use identical
hardware and software modules, thus opening
themselves up to common-mode failures, Certain
common-mode failures can fall within the scope of the
single-failure criterion, thus requiring two TMR
systems.

With quadruply redundant and completely independent
safety systems, a single PLC with single /O for each
quadrant should suffice. Of course, the appropriate
calculations should be provided to verify this
assumption.




7. REMARKS

The life cycle of the ESD system must have a well
thought out plan, and the plan must be flexible cnough
to allow changes without relaxing the safety
requirements. The safety of the ESD system must be
analyzed throughout the life of the system. It is not
enough to analyze the safety of the system one lime
after the design is complete, because many changes to
the system will occur after the completion of the
design. Thus, it is important to verify the safety of the
system after each change. It is also helpful to initiate
safety audits that re-analyze the entire system at
periodic intervals,

Documentation is very important. Good documentation
of decisions and the reasons for the decisions, recorded
throughout the life of the system, can reduce the
number of errors introduced into the system. The
project mangers must provide the necessary people or
allow the necessary time to produce good documents,
The documentation of the project will be invaluable
when troubleshooting, understanding problems,
training personnel, and aiding in avoidance and
analiysis of plant accidents,
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Programmabte PLC systems used in safety applications
have many of the same issues and vulnerabilities as
other software-based systems. Careful consideration of
the use of standard methods of software review for
PLC safety systems should be made, If such methods
are applicable, then these methods should be embraced
by the PLC community. It may be possible to identify a
subset of those methods that would apply to PLCs
specifically, but it would have to be shown that the
subset was complete in the sense that the methods
which were outside the subset did not apply to PLC
software,
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