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Technology Guidance for Safeguards Information Management:

Lawrerice Livermore National Lab
Livermore. CA 94551-0808

]. A. Howell
Los Alamos National Lab
Los Alamos., NM 87545

Abstract

The Safeguards Information Management Systems
project, SIMS, seeks to prowide information access
tools to the IAEA to assist in implementation of
enhanced safeguards. The Technology and Systems
Group advises the SIMS project in the selection of
hardware and software, the integration of system
components, and the evaluation of realistic
information management approaches. The group's
guidance has led to reevaluation of the system
hardware choices, visual data storage methods, and
geographical data sources. Consultation with the
Agency has resulted in a major realignment of our
effort towards providing information access on
Networked Microsaft Windows desktop computers
rather than separate SUN workstations. The manner
in which imagery is stored and presented is another
developing area. Initial systems delivered to the
Agency relied on analogue videodisc recorders and
VCRs. Future systems will store and manipulate
digital images. The initial source of map data for the
workstation was analogue videodiscs from the U.S.
Defense Mapping Agency. Many of these maps are
restricted in their distribution, therefore additional
map data sources were developed. The Technology
and Systems Group's efforts to steer a clear course
through this ever changing mine-field is described.

introduction

The Technology and Sysiems Group is one of
four commitiees formed to provide guidarice to

Karen Steinmaus, Devon St.Pierre
Pacific Northwest Lak
Richiand, WA Q@372

Sharer: M. Deland, Rithe Vandewart
Sandic Naticnal Lak
Albuquerque, NM 271353

the SIMS initiative. lis task is to keep SIMS
projects on track with technolegy and computer
systeris devalopments and advise ir. the
oppropriate use of lachnology and computer
system developments and assure appropriate
use of functionai techriologies. In part we are to
function as the reality checker and censcious
for the project team members and reign in
exiravagan expeclations of underdeveloped
research advancamaris. As such we act to
protect the interests of the LAEA in that we
attempt to assure thal deliverias to the Agency
not only meet high standards, bu! also are
suppertable and compatible with the existing
|AEA infrastructure

Initiatives

The project 1s providing sappert 1o the Agency
in several arexs which are covered i other
papere at this conference. These areas are
advanzed analysis tools and techniques', field
computing for special inspectionsz, map
reference” ard GIS (Geographical Information
System); s ppoxt tools, and open source
evaluation”.

Critical Decisions

The group made several decisions in the last
year to further our elforts to support the Agency
in a reascnable manner with cutting edge
technology which is both cost-effective and
supportable. Initial SIMS deliveries to the
Agency were based on SUN Sparc®

*Work performed under the auspices of the U.S. Departmeni of Energy. Interriational Safeguards
Division by the Lawrence Livermore National Laboratory under Cordract W-78C8-Erng-48, Los Alamos
National Laboratory under Contract W-7405-ENG-36, Facific Northwest Laboratory under Contract
DE-AC06-78RLO 1830, and Sandia National Laboratory under Cordract DE-AC04-94A1 85200



werkstations with advanced analogue videodisc
handling abilities supportied by custom
applications written in C. Ir an effort to increase
the suppertablity of the Safeguards information
maragement syslems we decided lc
concentrate on the use of “commodity”
componenis for both hardware and sofiware.
With ihe usa of these “commodity” commercial
rroducts we can concanirate on providing
innovative approaches to enhanced safeguards
analysis, data collection and data
management, and minimize cur expendiiuras in
the support of unique, agir.g hardwara and
cusiom soilware systams.

A very impertant realizaton which was reachad
only painfully in the nuddle of our efforiz, 1 tha
pewarful Unix® worksiations, although thay are
1o “weapor” of choice withir the DOE Naticnal
Laboratories are not {easibly deployabla as
deskiop systems at the lAEA. The IAEA has a
considerable investment and infrastructure in
Intel® microprocessor desktop computers. Thus
if we are to provide solutions that the Agency
can use i! is necessary that the majerity of users
be abie 1o access them through their existing
(or upgraded) Intel deskiop systems.

Desktop systems

In order to have an impact on the
implementation of information managsment for
enhanced safeguards {n the future it is
necessary io provide accessible solunor:s.
These solutions when depicyed must it within
the budget, training cnd support censtraints {or
the existing IAEA systems (We assumne that the
IAFA will not see a huge increqse in budget in
‘ne next several yearr). This poinis 1o a
requirerment that systems lor enthancead
safeguards be accessible 1o users on Microsolt
Wirdows deskiop systems cor.nected by the
current or upgraded Agency and Saleguards
department LANs. Therefore DOE individuals
providing inlormation management support wil]
either have to switch to and develop on
Windows systems or continue to develop In their
existing Unix systems making sure that the
applications are deployable to Windows
desktops. Several strategies exist for the later
possibility. Applications can be developed on
Unix workstations and ported to parsonal
compulers for deployment, applications can be
run or: Unix computers but accessed from
desktop systems (the mainirame model}, or

s v oui vy wuly J1. 1¥¥4 11.49.31 AM

applicalion componaents can ba split betwaen
saervers and PC desktops with the high
perlarmance FiSC workstations providing
storage, compute. and coordination services
and the dasktop systems running the use:
intarface code providing quick response (o user
actions and immeadiate leedhack for dxta entry
validanon. With eithar of the last twe
appreachas effactive netwark connacuvity is
necassary.

Client/Server Applications

Since it is nacessary (¢ MAintaur, A3 ntegrity
and security, the systams which are aztuaily
stering and distributing sajeguaras aata need
to support operating system and hardware
features tc impiement these protective
measures. Our existing expernence with
windows deskiop systems ard Unix
workstations leads us to the selection of FISC
Unix platforms for the data and apglisaten
“Server” role. The mulliprocessing sperating
system, discretionary access controls, error
correction leatures and fiexikle ard
expandakie [/O subsystems of these systerns
provide the necessary features o acl as data
and applicatior; servers.

A siraightiorward partiticning of applicatior:
clien/server roles is possible with the Xil
Window Systern wh.ich is the basic building
block of aimost all windowing systems tor
workstation clase ard higher compulers. Ir. this
partitioring the desklop sys'em would marage
the dispiay, keyboard ar.d meuse imieratticns of
the user with the server syslem providing 2 the
data and procedural sugppor: for ine
application. The necessary deskicp sysiam
scfiwars for this arrangemert s avaiabie from
many vendors ior very reasonakis costs,

Alternative partitioning of client and server
responsitililies is possible. With the use of
commercial application development products
such as "Smart Elements ", user intertace
modules can be built that are abile ta run more
of the actual data manipulation operation on
the deskicp system with the server then
primarily providing database suppoert,

" irom Neuron Data Inc.. no endorsement
implied, this is just vne exampile of many.
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Tha choice of partitioning the application
raspensibilitias is up to the application
developer. In our case we want to aveid wriling
custom comrnunications code to partition our
applications so we have chosen to select
appreoaches that are supporiable by systems
such as the X11 Window Syslemn or client/server
development tocls such as “Smart Elements”.
Both of these approaches allew deskiop access
to applications with security and data integrity
maintained by flexible and powarlul Unix sarver

sysiame.

The Mine Field

SIMS presents certain difficulties [or
coordination it involves individuals from DOE
and four laboratories spread across the USA's
four time zones. In addiion to the diverse DOE
participation user requirements, coristrain's,
priorities and system features must be
cormnmunicated to multiple users from various
cultures up t nine time zores away in Vienng,
Austria. A considerable amount of sffort has
gore into trying to clarify our comrmunicatior:s to
avoid and clear-up misunderstardings.

In addition the goal of the preject “provide
support to ongoing ard future IAEA information
management needs, as ideriified by the DOE
makes it clear that there are in fact two
zustomers, both the IAEA in the role cf
and-user, and the DOE as "director” and
tunding source. Each or these cusiomers
expects to be inlormed regulariy as to grejec:
milestcnes and status. Difficulties ccaur whnien
there are differences of opinion betweer, the
many irdividuals or organizations involved i
SIMSE development and deployment.

Conclusion

Projects coordinated by DOE National
Laberatories car: overestimate the capabilities

* SIMS mussicn statement: “Provide
coordinated support within a standardized
architecture on a prioritized basis to the
ongeing and [uture IAEA inlormation
management needs, as identitied by the DOE.
Our purpose is to support enhanced
safeguards by providing systems to increase
the eflectivenest of IAEA analysis, inepection,
and training.”

ol technciogy and attain that revered phrase
“leading adge”. To keep SIMS ontrack we have
triad tz make o sane evaluation of reeds along
with = survay ol exisling tachnolegical sciutions
and theraby remain slightly back from the
"bleeding edge .

The SIMS Technology and Systems Group tries
lo provide a relatively honest evaluation of
applicable hardware and software systems in
an attempt 1c deliver usable solutions 1o some
of the IAEA's immadiate inlormation
managemeni needs. In pursun of this goal wa
have become more attuned to the neads of the
IAEA end users and made chaices that conflict
with some of our developed kiases. These
seamingly tachrical dacisions wara not driven
as much by the tecknical capakilities of data
processing systeams, but rather a considered
evaluation of the application ard expected
deploymeant environmant.
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