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Abstract cquipmcnt. The ATMS has potential applications in
the areas of arms control, disarmament and

The Authenticated Tracking and Monitoring System nonproliferation treaty verification, and military asset
(ATMS) has been designed to address tile nccd for control, as well as International Atomic Energy
global monitoring of the status and location of Agency (IAEA) and Euratom safeguards monitoring
proliferation-sensitive items. Conceived to utilize the activities. The concept focuses on a monitoring
proposed Global Verification and l.,ocation System technology for PSls. However, the system's potential
(GVLS) satellite link, ATMS could use lhc existing applications are numerous and broad in scope, and
International Maritime Satellite commercial con_tmurli- could bc applied to other types of monitoring activities
cation system until GVLS is operational. The ATMS as weil. The global concept of the ATMS is shown in
concept uses sensor packs to monitor items and l:iguresland2.
environmental conditions, collects a variety <i1cvet_t

l:or ATMS to function globally, a world-wide satellitedata dlrough a sensor processing unit, and transmits
the data to a satellite, which then sends data to ground communication system is a prerequisite. The satellite
stations. Authentication and cncryptiotl algorithms link chosen for NI'MS is called the Global Verification

and l.ocation System (GVLS) which is.currently unclerwill be used to secure lhc data. A typical ATMS
consideration lk_r full scale development at Sandiaapplication wt:qld be to track and nl()llitor lhc .qtletv National Laboratories, and would be available in the

and security of a number of items in lr;tt_.,;it :tlot_g :t
late 1990s. The time frame for the GVLS deploymentscheduled shipping route. This paper als_ discusses a
is driven by the availabili!y of die multi-missionpossible proof-of-concept sys__,'._tlcmt)nstralit)tl.
(;VI,S, which in turn is dependent upon the launch

1. Introduction schedules of lhc Global Positioning System (GPS)
lql_..k IIR. satellites that are required to implement the

Global monitoring of the movement a'_d cotltlitiot_ of (, z ,,r\ 1.,_ system. In the meantime, however, there exist
Proliferation-Sensitive Items (PSIs)pose. a signilicatlt lhc ncccss;try elements, components, communication
challenge. A highly effective itllorm:tta u_ s)'stc_l is links, and sensor systems, which, if properly integrated
needed for nonproliferation and [lucie;tr xVCal'_t_ll v,'ilh lhc existing commercial International Maritime
dismantlement monitoring acti\,ilics. 'lh_. Aulhct_- S:ttcliitc (INMARSAT) communication system, could
ticated Tracking and Monitoring S)'SICII11 (A'I'NIS) li:ts pr_witle a r_rc_of-of-conccpt demonstration of a near-
been conceived to address the challctlgc, and ,,,'cu_ltl term capability lk_r monitoring PSls either during
monitor, in a secure aral aulhct_tic;_lcd fashi¢_, tl_c shipment, al deployed sites, or in storage. The proof-
status and position of prolifcralion-sct_;itivc ilc_ls ¢_l-c_nccpt demonstration could then be followed by an
while in transit anywhere in the world. 'lhc rcsttlti_g it_tcrim, fully operalion;d ATMS based upon the
tracking, timing, and .,.;laltlSit_lorm:flit_t_c(u]ltl Illt:l_Ix: IN,klAI,_SAT satellite communication system. This
processed and utilized to ensure compli:mcc with, l¢_r it_lcrim system could be utilized during die long-term
example, w_rious treaties. Sclcctctl itc=_s t_ Ix:., tlc\'cl()l'_mcnl of lhc GVI_,S ATMS system, which will
monitored could include 'l'rcaty l,imitcd ltc_ns ('1'1.I.,,) pr_widc expanded and enhanced ATMS capabilities.
such as nuclear wcilpOll svSlClllS, l<c-C_lry Vcl_iclcs
(RVs), weapon delivery imd laut_ch svstcm._, cl_cmic;tl lhc purlx)sc of this p:tpcr is twofold: first, lo describe
and biological agents, Spcci;_l Nuclc:tr lklitcri:ll lhc prl_poscd near-term INMARSAT ATMS (which
(SNM), and related nuclear wcapi_ns I_l;tl_t_l;tclt,'-i_,, .-.\ will functiim nearly idcnticid to the proposed GVLS

)_i"Nl,gi il,"i,tdcpcndently monitor the status and
lt_cation of PSIs, and second, lo discuss a possible

1 This project is sponsored by the Department of pr_fl'-ol'-cot_ccpt system dcmonstration in August
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2. ATMS Concept Overview transceiver by utilizing signals from the currently
existing GPS consiellation. (The GPS receiver and the

Figure 3 depicts a bk_k diagram of tile ATMS INMARSAT transmitter are common to the

concept, and includes its major subsystem elements, transceiver and share a common antetma.) The

These elements include the on-board sensor packs position and sensor status infonnation is encrypted
(which provide the capability to monitor the selected before transmission to the INMARSAT satellite, l:rom

items), a sensor processing unit (SF'U), a satellite the satellite, this secure data is then transferred to one

transmitter/GPS receiver combination (transceiver) for of several available gateway ground station pr¢_essing
cozmnunication with the INMARSAT satellites (and facilities located in the continental United States or

GPS satellites, as will be discussed later), and the several European cities, where the tracking and status
ground station • "processing systems required to monitor infonnation would be relayed in a secure form to

the information provided by the sensors, another ground station Ibr subsequent decryption and

In the ATMS concept, the selected item's status and additional monitoring and display purposes.

current global location ,are periodically transferred to A typical application of the ATMS could be to track
au "on-board" INMARSAT transceiver and antenna and monitor the safety and security of a number of

combination for transmission to an appropriately selected items in transit along a scheduled shipping

located INMARSAT satellite in the field of view route. ATMS potential applications could include

above. The status or' the selected items will be tracking and status monitoring of selected items during

monitored by a suite of sensors that could include: sea vessel surface shipmenL% vehicui,'tr and rail ground

contaitunent sensors (such as active fiber-optic seals); shipments, and aircraft shipments. (See Figure 1.)
environmental and sat'ely sensors (such as smoke and The status and position of high-value military _L_SetS

fire detectors); and intrusion detection sensors (such as (e.g., mobile launch systems) could also be monitored
microwave and infra-red detectors). The global and tracked in a real-time mode. Filgures 4 and 5 show

position of the shipment, deployment site, or storage ex,-unples of secure rail cfu" and sea vessel shipments,

btmkcr is locally detcrmined within the INMARSAT respectively.
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3. ATMS Subsystem Descriptions are utilized to monitor the physical presence and
movement of at| individual in the area of the selected

Sensor Systems items, or any attempt to obtfdn entry into the area
The ATMS consists of a number t)f battery l_)wcrcd contait|ing the items. Exa|nples of intrusion de.',ection
sensor packs that report (via a hardwircd or wireless sensors include: microwave detectors, infrared
data link) significant sensor activations, known ZL'.; detectors, balanced magnetic switches, and wire grid
"events", to the nearby sensor processing unit (SPU). detectors. In addition, the sensor pack packs can
In addition to event reporting, each sensor is required monitor a variety of other sensor types by simply

ti _-to send periodic messages that indicate the suite-{ 1 incoq'_orating different sensor heads.

health" (SOl-I) of each sensor, and thus provides Sensor activations indicate that a significant anomalyassurance that ali sensors ,are on-line and have not
or event has occurred. If a sensor is activated, the

been tampered with. The SPU processes and
packetizes ali incoming sensorpack messages and then sensor pack immediately transmits a burst of
sends this information to the INMARSAT transceiver authenticated messages to the SPU, where that event

message is time-tagged and checked for authenticity.
for subsequent satellite transmission. When a This is referred to as a Sensor Event. Once the SPU
significant sensor event occurs, the appropriate
message will be transferred to the transceiver for receives a message indicating that a sensor event has
immediate transmission to the atx)ve INMARSAT occurred from an authentic, on-line sensor pack, it

satellite. Normal status messages, used for tracking packetizes this information, re-authenticates the newly
purposes, will be transmitted only at prescribed and created packet, and then pa.,_sesit on to the transceiverlk)r immediate satellite transmission.
periodic report-in intervals (e.g., every 10 minutes).

Iu addition to monitoring a selectable _nsor input,
The sensors available for monitoring the stalus of

each sensor pack contains a detector that is designed to
weapons and components ir_clude etwironmental/safety

detect and report attempts to t;unper with, or covertlysensors, containment sensors, and inlrusion detection
breach, the sensor p;:ck enclosure. This is referred to

sensors. A number of sensor sysrtems are currently
as a "l'aml)er Event.

under development as a joint effort by Sandia;
Inovonics, Inc. of Boulder, Colorado; and Centrol, Inc. As an additional security feature, each sensor pack is
of Portland, Oregon. This development activity, called required to periodically transmit local authenticated
the Authenticated Item Monitoring System (AIMS), (l) S(.)II messages to t_;e SPU. This feature provides
is being pursued under the DOE program to support assurance tlmt ali sensor pack packs are operational,
international safeguards, particularly technology to _ttltl have not been tampered with. (SOIl message
enhance the safegu:uds provided by the IAEA. intervals arc uscr-selcctablc.) If SOH messages are not
Elements of AIMS will soon undergo field evaluatio|| received l'rt_m :m on-line sensor pack, the local time
by the Euratom Safeguards l)ircctorate. Current and date of the last transmissio|a received, along with
wireless sensor packs are" fiber-optic seal, motion the tumabcr of missing S()II messages, is processed
sensor, duress pendant, glass-bre_k detector, smoke within the SI'U, at_d then tra_sferred to the
detector, and passive infra-red detector, transceiver. This type of incident is referred to as a

Environmental and s_d'cty sensors will be used to detect Missing SOIl Event. The last event type involves the

and report conditions surrotmding the selected items authetltic:ltion process. Any sensor pack mes_lge
that vary outside acceptable limits (e.g., te|nperature received by the SPU that fails the authentication
trip points). Examples of etwironmental sensors process is also ti|ne-ta2-'gcd atltl pre,tossed as a Failed
include: smoke detectors, te|ni}erature deleclors, Authetdication Event

humidity detectors, llamc detectors, r:ttli_ttion lt_ summary, the ;tcti','atiot_ of sensor it_puts, sensor
detectors, and chemical dctcctc_rs. Contain|nct|t p,lck t;tmpcrit_g, missing S()II messages, or |nessages
sensors are utilized to monitor lhc physical thai arc t|ot properly at_thet|lic,ttctl, comprise events
emplacement of sclectctl items at_d thereby verify th;tt that will I_ time-tagged by the SI_tJ and immediately
they have not been moved or tatt|f_crcd with. As f|_| tr:msfcrrcd to the tr;msccivcr l¢_rsatellite transmission

ex,'unple, active fiber-optic seals could be routed _u_dsubscqt|ct|l groutld static_n reception and display.
through weapon turnbuckle tie-downs in such a way
that it is extrcmely difficult to move or remove the Sensor Processing Unit (SPU)
selected item without breaching the fiber optic loop, The sensor proccssitlg trait (SPtl) is reslxmsible for

thereby causing an event, l:xamf_les of cotltailnnent proccssit|g :til it|c_|ning sct|s¢_r messages, packetizing
sensors include: motion set|sors, active Iiber-optic and cncrypti_|g the messages, at_d then sending the

inl'_rm:ttion to lhc lr:msccivcr for satelliteseals, ai_d load cells/links. Imrusit_t| dclectitm sens_rs



transmission. The transceiver provides tile appended Io the overall "in-the-clear" message packet
information up-link to tile satellite on a normal report- and transmitted to the Sl'tj.
in (RI) basis (a prescribcd interval, e.g., every 10 Once received and held in the Sk:_Lrs memory, the
minutes), unless an event has occurred, which is
transmitted itmnediately, processing soflv,'ar¢, u";ng the same data and tile stone

authentication key (unique Ik_r each sensor pack),
The SPU is ,also used in conjunction with a standard performs the identical authentication algorithm to
personal computer (PC) eor initially progr_unming determine if the received authentication U_gis correct.
each sensor pack and maintaining the receiver group If so, the message will be deemed authentic, can be
data base. The group data base includes the pertinent further processed and, if necessary, tra:_.sferred to the
parmneters as to the current configuration of sensor transceiver for satellite transmission.

packs within the group, and is automatitudlv updated INMAF:ISATTransceiver and Antenna
when and if changes are made. These parmneters
include: the number and type of sensor packs in its Combination
group; the individual sensor pack identification The INMARSAT tr;msceiver provides two importaw,
numbers along with their SOI I message intervals; and functions in the ATMS. First, utilizing the overhead

GPS satellite constellation, the tr,'msceivcr contains an
each unique authentication keyword for ali sensor
packs within the group, internal GPS receiver that periodically calculates its

current latitude and longitude (lat-long) position
For unattended monitoring applications, the SPU ,rod inlbrmation, accurate to within approximately 50
transceiver will be secured and provided with the meters (300 feet)worldwide. Second, the transceiver

necessary tamper-indicating measures, just as the and antenna combination provide the necessary
sensor packs ,are. The cables and asscx:ialed communication link from tile SPU to tile selected

connections from the SPU to the transceiver do nc,t INMARSAT satellite. The secure (e.g., encrypted)
require physical tmnper protection since the message data transmitted from tile transceiver include the

packets transferred over this link ,are iu an encrypted packctized sensor status along with the lat-long
form. Severing this cable would result in the toUd loss position informaticm. The INMARSAT system was
of ali incoming ground station transmissions, chosen over other competing satellite communication
including tile periodic;,,lly expected status RI messages systems due to its continuous world-wide coverage and
used for tracking. Loss of these anticipated status availability.
messages is significant and would be noted during
ground station processing as either a system System Power
compromise or toted loss of tile ATMS operational The SPU, INMARSAT transceivcr artd antenna
capability, combination have the ability to be powered by

uuiversal AC power (with a wide r;mgc of volulges and
Authentication Overview frequencies Ik)r world-wide operation), by appropriate
The definition of authentication from tile IAEA reads battery power systems, or by a combit_ation of sohtr-
as follows: "Autilentication is the process of assuring generated electricity with a batter, back-up provision.
that genuine ini'onnation is obtained for safeguards The sensor packs have intenlal battery Ix_wer for up to
purposes using equipment for which tile Inspectorate two years of tmattendcd operation.
(e.g., the IAEA) lacks sufficient control or

INMARSAT Satellite Constellation and
knowledge." For tile ATMS, _uthenticalion provides a
method of "_ " " ,.determining, with a very high degree of Coverage
confidence, that an SPU-received message was intlccd The INMARSAT constcllatioti consists of .lk_ur
sent from tile proper sensor pack within tile assigned satellites thai are either opcralitm;d or pl_mned and
group. For applications where tamper resistance is provide the ncccxs_try worldwide commutficalion
important, data authentication is required, coverage. Basic;tlly, the satellite constellation provides

a contlui! to rcl:ly the itlcoming messages from tile
During sensor pack progr_unming, the SPIJ generates a grotmd-based transceiver to the appropriate end user
48-byte unique random authctltication key that is to lx_ ground stations Ik_rfurther processing and display.
shared with thai sensor pack, and only that sensor

pack. Before a sensor pack transmits a message to the Ground Stations and Communication
SPU (either an SOIl or au event), the keyword, along Links
with tile sensor pack's identification ntmlbcr, current The end-user ground st:ttion collects and processes the

and past sensor status, and various mcssagc counters, inconfiug satellite messages :rod displ:iys the current
are used in a special algorithm (.') lt) generale an sensor status along with pr()vitlitlg a graphical display
auilaentication lag. This atlthcnlicalion tag is then of the past and present position of the shipmct_t (in a

I



tracing manner) on an appropriate map-type display, envisioned that the inspector interface with fl_e ground
l-:igure 6 illustrates the tracking and status monitoring station monitoring equipment will be interactive, user
capability of a currently available, off-the-shelf, PC- friendly, and will have the capability to be fi,lly
based display system. This real example shows the automalic and unattended. In the u,mttended mode, an
tracking of a vehicle from Alhuquerqt,e, NM to alert signal to the operator or inspector will be
Raleigh, NC, USA. (The name Ellis represents the generated only if the ATMS detects that the system or
operator of fl_esoftware.) sensor status has changed, or if the shipment transit

path has deviated by a preset distance from the
Shipment tracking resolution is dcpende,lt upon the declared routing. Furthermore, an inspector could use
periodic report-in interval and the computational the station to observe the actual tracking of selected
accuracy of file GPS receiver. The selection of the item(s) during transit in a near-real-time mode (e.g. on
report-in interval is dependent on the application and the order of a few minutes delay). The display would
file tracking requirements, and is anticipated to be
between 5 minutes ar,d 1 hour. Assumi,lg a 5-minute depict the past and present positions of the shipmcnt
report-in interval and a trans-shipment vel(.v,.:ityof 50 platform on an appropriate map-type display along

with displaying the current ATMS sensor suite s'atus.
-km/h, shipments could be tracked (between report-in The display will also depict the desired route and
intervals) to will)in a certainty of 4.2 kilometers, which
should prove quite adequate for most tracking timing information (e.g., where the shipment or
purposes. However, during report-in (RI) refresh movements should be at ,'my particular point in time),
periods, fl_e absolute position is recalculated and overlayed wifl_ the actu;d route taken along with its

current position. The inspector will also be provided
updated via the GPS receiver, with an mlticipated the capability to query the system at any time to
accuracy of approximately 50 meters, acquire the current system and sensor status.
When the GVLS ATMS is fully developed, ii is
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l"igure 6. A T31S Tracking attd Monitoring Facility



4. INMARSAT ATMS 5. Summary
Demonstration System Wh, .fully developed and deployed, the Authenticated

The essential elements of the proposed INMARSAT Tracking and Monitoring System (ATMS) will provide
ATMS system should be available for demonstration in a world-wide capability to track and monitor virtually

a=,v type of sclectcd high-v,'due item. The systemAugust 1993. A demonstration will be conducted of a
monitored storage bunker at a site in thc Albuquerque described within this document incorporates sensors,
area, a monitored transportaincr suitable for tracking, electronics, and tamper-resistant technologies,
and an "end-user" ground station display at Sandia, the including authenticated messages and robust tamper-
State Department, or DOE Headquarters. indicating enclosures. The system is mobile, battery

powered, and will survive environmental conditions
1) Monitor mock-up weapons and component commensurate with its anticipated usage throughout
containers in a secure weapons bunker at Sandia the world. The applications described here are

somewhat limited in scope to trackiug and monitoringFor the storage bunker, a number of mock-up weapon
components would be monitored in a static and proliferation-sensitive items. However, the ATMS has
unattended mode. Sensors that will be utilized in this a very broad spectrum of potenti',d future applications.
demonstration include containment sensors in the form A proof-of-concept demonstration of the ATMS's

of movement or motion detectors along with active potential is tentatively scheduled to occur in August1993.
fiber optic seals used to seal mock weapon component

containers. An appropriate suite of environ- References
mental/safety sensors and intrusion detecting sensors
will also bedemonstrated. 1. J.L. Schoeneman, M.J. Baumann, L.J. Fox,

C.D. Jenkins, A.W. Perlinski, "Universal Au-
2) Monitor mock-up weapon containers in a thenticated Item Monitoring System - Second

transportainer Generation Equipment," Proceedings of the
For this element of the demonstration, a shipment of 32nd INMM Annual Meeting, Orlando Florida,
mock weapon components will be monitored and 1992.
tracked at a global level from Albuquerque to any 2. L.J. Fox, J. Davis, C.D. Jenkins, J.L. Schoe-
desired location covered by the footprint of the neman, "Authentication Algorithm fort he Uni-
iNMARSAT satellite which communicates with the vcrsal Authenticated Item Monitoring System
Southbury, CN ground station. The exact travel route (AIMS)," Proceedings of the 32nd INMM
will be identified at a later time. Ann,al Meeting, Orlando Florida, 1992.






