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ABSTRACT

The government community is broadly address-
ing the insider threat. The first section of this paper
defines protection approaches and the latter sections
present various applicable technology devclopments.
The bulk of the paper discusses technology develop-
ments applied to 1) personnel and material tracking
and inventory, 2) classified document protection, and
3) protecting security systems. The personnel and
material tracking system uses a PC based-host to 1)
collect information from proximity tags and material
movement sensors, 2) apply rules to this input to as-
sure that the ongoing activity meets the site select-
able rules and, 3) forward the results to either an
automated inventory system or an alarm system.
The document protection system uses a PC network
to efficiently and securely control classified material
which is stored on write-once-read-mostly optical
media. The protection of sensor to multiplexer com-
munications in a security system is emphasized in
the discussion of protecting security systems.

INTRODUCTION

Most industries provide some form of protection
against insider malevolence. This is particularly true
in the high value and/or sensitive industries involved
with commodities such as precious metals, gems and
nuclear materials. This paper is motivated by, and
based upon, experience in insider protection in the
nuclear industry.

The insider is an adversary with knowledge of
facility operations and authorized access to such op-

This work was supported by the U. S. Department of
energy under Contract DE-AC0476DP00789.

erations. An insider threat is formidable because
many of the conventional forms of protection, such
as barriers ancl access control, are routinely and nec-
essarily bypassed by such individuals in the perform-
ance of their job responsibilities. There is evidence
that suggests the need for increased protection
against the insider threat. Societal conditions that
increase white collar crime are also seem to be more
prevalent today.

PROTECTION APPROACHES

Since the threat can be anyone in the facility,
and most areas within the facility require a subset of
employees to have access, a single protection ap-
proach is usually not adequate. The approaches gen-
erally applied have been administrative or procedural
in nature. These include operational procedures,
clearances, and special personnel security assurance
programs. These approaches are the fundamental
foundation of an insider protection program and
should be continued. The goals of a protection
system are to minimize the likelihood that an errant
insider is employed, detect malevolent insider
activity, prevent such activity, and mitigate the
consequences of a successful attempt.  These
administrative and procedural approaches contribute
to the minimization and detection goals.

Technological approaches can also be applied to
detect, prevent and mitigate. This paper is directed
at such technological approaches, but is based on the
assumption that the current administrative and pro-
cedural approaches remain in place unless the tech-
nology can be shown to reduce the need for tham.

Our evaluations to date have led us to conclude
that significant enhancements to insider protection
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can occur through the monitoring and/or control of
critical elements in the operation of concern. These
critical elements to be monitored/controlled include
information, people, material, system components
and system status. The following sections define the
rationale and approaches in each of these areas.

MONITOR AND CONTROL INFORMATION

Classified Document Control System - Current
classified document management systems require a
tremendous amount of space and extensive man-
power to account for, inventory, and protect the
documents against insider threats. Comprehensive
analysis of current control and accountability proce-
dures reveal that the main problem is the actual
handling of the paper itself.  The Classified
Cocument Control System (CDOCS) -eliminates
paper by scanning and storing images of pages on a
personal computer using "write once read mostly”
(WORM) high density optical media. By saving
images on the computer not only are manpower and
space requirements reduced, but the chance of
compromise is diminished. As an added benefit, the
information is now more readily available to the
authorized user.

The CDOCS system consists of a personal com-
puter, displays, an optical drive, a high speed scan-
ner, and a laser printer. It uses a two-display system:
a VGA display for the menus and data, and a high-
resolution dual-page 19" display for the actual
scanned image. The dual-page display allows the op-
tion of rotating images into landscape mode (i.e., for
viewgraphs). The image storage medium has a large
capacity and assures that no one can alter the docu-
ment. A single WORM disk can store 25,000 pages
per side at 200 dpi. A user can transfer information
into the system by using a high-speed scanner capa-
ble of handling approximately forty pages per min-
ute. A laser printer provides hard copy output, and
special circuitry scales the document image and
prints the {mage at 300 dpi resolution. Experience
has shown that the printed output is visually indis-
cernible from the original.

CDOCS uses many levels of checks to enhance
security. The different security levels include a
password system for log in, an operating system shell
that restricts access to the operating system, multi-
ple-level checking for data access, and a complete
audit trail of all actions on classified documents and
images. The user interface consists of a data window

with pull-down menus and appropriate data entry
forms. A special key or mouse allows users to access
the menu. A user can retrieve the scanned image by
storing a programmable number of key words on the
form, the user may search for the document on any
single keyword or multiple keywords. In addition,
the user may also assign a document control number,
a file location, a type, and/or a status to any docu-
ment, and then use any of the above criteria to search
for a document image. The system provides exten-
sive auditing or logging of events reports to man-
agement personnel. The manager may display the
desired reports of transactions on the screen or pro-
vide a printout.

Although most of the paper is scanned and
stored in the system, there will still be some paper
left to manage. Human nature is to want a piece of
paper to carry around or use as a reference when
writing another document. The system also allows
management of these paper documents through data
records similar to those kept for scanned images.

Protected FAX - Recent technical innovations
have made the transmittal of large amounts of in-
formation, a relatively simple process. Many of the
systems and devices used to transmit this
information from inside a security area are largely
unprotected against misuse by insiders who have
access to classified information. One such device is
the facsimile (FAX) machine. A dishonest
individuai could potentially transmit a classified
document anywhere in the world with little chance
of being detected. Ideally, a FAX machine should:
1) be able to identify classified material, 2) prevent
the attempted transmission, 3) identify the
perpetrator(s), and 4) record the incriminating
information. The limited scope of this task did not
allow us to perform all these functions, but we
developed a prototype to deter and detect the
perpetrators. If the information that is transmitted
on a FAX machine is classified, and if that
information is correlated with the sender, an insider
will not attempt to transmit classified information
because the risk of detection (and its consequences)
is too high. In this system, all of the essential
information concerning a FAX transmission was
recorded in real time, but was not analyzed until
later. Thus, the system did not actually prevent
insiders from transmitting classified information, but
simply made it obvious that they had broken security
regulations so that further action could be taken.



The prototype sysiem utilized modified paper,
an unmodified FAX machine and an analysis com-
puter. The modified paper contained a fine mesh of
black and white dots over which the document was
printed.  This mesh increased the run-length
compression scheme a FAX machine uses such that
the length of an optical image file becomes much
longer, typically over 100,000 bytes. Using this
approach, the analysis computer simply monitored
FAX transmissions for the presence of unusually
long files.

The analysis computer hardware and software
was also developed. The hardware consists of an
IBM-PC with two FAX boards and a laserjet printer.
The FAX boards were capable of receiving incoming
FAX transmissions and storing them on the hard
disk in the computer. We developed software to
analyze incoming FAX transmissions for long file
lengths which indicate the presence of classified in-
formation. The software was developed in the
Windows operating environment. The software
logged all transmissions that exceeded a certain file
length and generated an alarm report for each occur-
rence. The alarm report contained a hard copy of the
suspect transmission.

MONITOR AND CONTROL PEOPLE

General Access Control - The primary reason
for existing access control systems is to restrict pres-
ence in designated areas to authorized individuals.
Therefore, when a facility uses access control, it is
protecting against the insider if only to a minimal
extent. The primary issue relates to the degree of ac-
countability, monitorability, and compartmentation
provided by the entry control system. In the vast
majority of current situations, large numbers of peo-
ple are admitted into large areas with little opportu-
nity or capability to establish localized accounting or
monitoring. The thrust of the development effort de-
scribed below is to technologically enforce and moni-
tor personnel presence and movements within spe-
cific sensitive areas such as nuclear material process-
ing and storage.

Personnel Tracking System - The personnel
tracking subsystem consists of a set of battery-pow-
ered, electrostatic proximity tags worn by the users, a
number of exciter/receiver antenna pairs, an antenna
reader for each exciter/receiver antenna pair, and a
Tag Control Unit (TCU). Indala Corporation of San
Jose, California, developed and manufactured the

tags, antennas and antenna readers. We designed
and developed the TCU.

There are two types of antenna pairs: long-range
and short-range. Long-range antennas reliably detect
up to six tags simultaneously when they are within
approximately eight to ten feet of the exciter an-
tenna. Authorized personnel install the long-range
exciter/receiver antenna pairs in strategic locations
throughout the facility. As users move about the
facility, the antennas detect the tags that they are
wearing and report the users' locations (via the an-
tenna readers and TCU) to the Personnel and
Material Tracking (PAMTRAK) System host. The
PAMTRAK host uses this information to report
unauthorized access to restricted areas and to enforce
facility rules (such as the two-person rule). Short-
range antennas provide limited read range of six
inches, and PAMTRAK only requires that they
detect one tag at a time. PAMTRAK uses the short-
range antennas with the entry control subsystem to
assign tags to users when they enter the facility.

The TCU is an IBM-compatible PC. The TCU
can be a stand-alone system or a subsystem of the
PAMTRAK system. The TCU gathers data and re-
cords events within a facility. The TCU stores this
data in files on the controller's hard disk and down-
loads the data for review or for permanent storage.
Each TCU can handle one to thirty antenna pairs.
Access to the TCU's control menus and base operat-
ing system is protected by built-in security.

MONITOR _AND CONTROL MATERIAL
MOVEMENT

General Overview of Material Control
Systems - Material control, as used in this paper, is
defined as the means by which the loss of material is
prevented or detected in order to maintain account-
ability. This is usually accomplished by monitoring
access to, use of, and transfer of material in order to
determine the physical status and location of all ma-
terial in the inventory. Currently, most facilities use
administratively controlled access, paperwork to
document material activity, and human-conducted
inventories. Technological approaches are being
developed to accomplish these functions and thus 1)
reduce insider exposure to material, 2) obtain real
time indication of material activity and 3) rapidly
detect anomolous conditions. Several other
organizations are involved in developing approaches
to this need, but this paper only discusses Sandia's




developments. A shelf monitoring system was de-
veloped in the early 1980's and has been imple-
mented and is operational at Westinghouse Hanford.
The system described below is currently in the beta-
testing phase.

Material Monitoring Svstem - The material
monitoring subsystem consists of a number of wire-
less, battery-powered WATCH (Wireless Alarm
Transmission of Container Handling), at least one
WATCH receiver, and a WATCH Controller Unit
(WCU). Inovonics Corporation in Boulder,
Colorado, manufactures the WATCHSs and receivers.
We designed and developed the WCU.

The WATCH units are small electronic devices
that transmit status messages via radio frequency
(RF) to the WATCH receivers. The devices detect
and report movement, tampers, and low batteries.
Each device contains a switch that generates a
tamper when it is opened. It also periodically sends
state-of-health (SOH) messages so PAMTRAK can
detect attempts to shield or destroy it.

There are two types of WATCH devices. The
first type senses and reports motion. This type
contains adjustable mercury switches that detect
small movements of the device. The second type
reports the closure of a balanced magnetic switch
(BMS). Users place motion devices on parts or
material to report unauthorized attempts to move the
material. They attach BMS devices to doors to
report unauthorized attempts to enter rooms.

The WCU is an IBM-compatible PC. The WCU
can be a stand-alone system or a subsystem of the
PAMTRAK system. The WCU gathers data and re-
cords events within a facility. The WCU stores this
data in files on the controller's hard disk and down-
loads the data for review or for permanent storage.
Each WCU can handle one to 256 WATCHs.
Access to the WCU's control menus and base operat-
ing system is protected by built-in security.

Integrated Personnel and Material Tracking
(PAMTRAK) System - PAMTRAK consists of a

host, an entry control subsystem, and the personnel
tracking and material monitoring systems discussed
above. A facility can configure PAMTRAK to use
any combination or any number of material monitor-
ing, personnel tracking, or entry control subsystems
with the PAMTRAK host subsystem.

The Entry Control Subsystem consists of one or
more Positive Identity Verifiers (PIVs). PIV is the
general term for a device that uses some physical
characteristic to identify a person. PAMTRAK uses
a hand geometry unit, however there are units avail-
able that measure different physical characteristics.
Each PIV communicates with the PAMTRAK host
via a serial communications link. It reports success-
ful and unsuccessful identification attempts as well
as tampers to the PAMTRAK host. A PIV can also
control physical barriers such as doors or turnstiles.

The PAMTRAK host subsystem consists of a
host computer, system terminal, a number of barcode
readers, a serial printer for reporting alarms, and a
laser printer for printing barcodes and reports. The
PAMTRAK host receives authorized access and
movement information from the users (via the sys-
tem terminal and barcode readers) and from the
other subsystems. It uses this information to main-
tain an internal vepresentation of the state of the fa-
cility and compares the state with the rules specified
for the facility. Any time the state of the facility
violates the ruivs, PAMTRAK reports an alarm.
When PAMTRAK reports an alarm it displays it on
the monitor, prints it, logs it, sounds a horn, and if
appropriate, sends it to another system.

HARDEN COMPONENTS/TAMPER PROTECT
SYSTEM

General - We conducted an analysis to ascertain
the elements of a security system which could be
compromised by an insider. Some of the results are
applicable to other computer-based data collection
systems. The vulnerability category groups identi-
fied are:

1. Change device settings, adjustments,
calibration, and internal components.

2. Change device alignment, detection cover-
age, shiei.Jing of passive devices.

3. Substitute for an element or deactivate it
with a local switch.

4. Disable a device physically, electrically, or
via other means.

5. Disable tamper-indicating devices.

6. Neglect to check container contents or com-
promise container seals.

7. Allow unauthorized personnel or material
through a portal.

8. Falsely report or ignore alarm condition.

9. Disable backup systems.



10. Provide false credentials or unauthorized
access by the computerized access control
system.

11. Alter alarm processing or data
transmission.

Seven of the eleven groups listed above could
conceivably fit under the heading of alarm detec-
tion/communications system (1-5, 9, 11). This
major component of the physical security system
includes the device/sensor, control panelis,
communications lines, and the central processing
unit (CPU). The remaining four vulnerability groups
(6-8, 10) concern specific areas within the physical
security system.

Security System ELS - The alarm communica-
tions system can be thought of as consisting of five
major areas: alarm transmission, alarm displays and
stations, alarm processing and software, line super-
vision and miscellaneous other components (e.g.
enclosure protection, backup power). Each of these
areas has some deficiencies with respect to the in-
sider tampering threat. This paper focuses on the
components of alarm transmission and line supervi-
sion.

The alarm communications system has been
compared to a linked chain where the system is no
stronger than its weakest link. One of the weak-
nesses against the relatively unsophisticated adver-
sary occurs in the area between the sensor and the
multiplexer (MUX). The development of the
enhanced line security (ELS) system is intended to
provide additional protection for this critical link.

The ELS system will be a part of the alarm
communications system. It consists of modules
which interface with the sensors and MUXs and a
key transfer device (KTD) for providing initial key-
ing information to the modules. The module at the
sensor transmits data to the receiving module located
at the MUX. The modules can be used as individual
transmitting/receiving pairs, or several transmitting
modules could communicate with one receiving
module at the MUX. The sensor data is digitized
and encrypted by the transmitting module and sent to
the receiving module where it is converted to analog
data. This puts it back in the form commonly seen
by existing systems. Both alarm and tamper data
can be transmitted. The ELS system will be
transparent to the existing alarm communication
system.

¢

SUMMARY AND CONCLUSION

The insider threat is difficult to protect against
due to its pervasive nature. The administrative and
procedure protection approaches cimmonly used are
directed at minimizing the likelihood of an errant
insider and serve as a good foundation for a compre-
hensive insider protection scheme. Technological
approaches are available to detect, prevent and miti-
gate malevolent activities. Systems have been devel-
oped to monitor and control information, material,
people, components and systems. The combination
of administrative, procedural, and technological
elements can result in an effective protection ap-
proach which significantly reduces the risk from
many potential insider threats.
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