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Abstract classified documents. Private and proprietary documents
also increase the magnitude of this challenge.

Current classified document management The Department of Energy has sponsored a pro-
systems require a tremendous amount of space and gram for the investigation and development of better ways
extensive manpower to account for, inventory, and protect to protect classified information. One of the main prob-
the documents. Comprehensive analysis of current lems with managing; and protecting the paper is the
control and accountability procedures reveal the main existence of the paper itself. To lessen this problem,
problem is the actual handling of the paper itself. The Sandia developed a Classified Document Control System
purpose of the Networked Microsoft Windows 3.1 based (CDOCS) to better manage and account for classified and
Classified Document Control System (CDOCS) is to critical information. Images of the pages of documents
eliminate the paper by scanning and storing images of are stored within the computer itself. (Figure 1) In
pages on a personal computer using "write once read addition to handling classified, the system can also be
mostly" (WORM) high density optical media. By saving used as a regulardocument control system.
images on the computer, not The CDOCS is

oniycanmanpowerandspace I_I _ --_., based on a

requirementsbe reduced,but PC/AT type
the chanceof compromise is _ system. The

diminished. As an added _,,.,.... basic design re-
benefit, the information is mgm_i_i _,.,,,,_m quirements were

now morereadilyavailable to I_/ _ _,_ ___ _m to provide for

the authorized user and is better protection
provided to the user at the of classified
user's PC. The network ...:._ documents and to

target for CDOCS is ii_ make data readily

Microsoft Windows for i_/ W available through

Workgroups. Thus, the fast data retrieval.
system is also readily In addition, the
applicable to unclassified system had to
documentimaging uses. store many thou-

Figure 1:The CDOCS Concept sands of
Introduction - The Problem document images

in compact form
The management of paper in both industry and and be easy to use. The CDOCS system consists of a high

governmentrequires an enormous amount of personnel, speed personalcomputer,a high resolution display, a dual
time, and money. Besides the normally large amounts of optical drive tower, a high speed scanner, and a laser
unclassified documents, our government agencies must printer. (Figure2)
account for, inventory, archive, and destroy millions of
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CDOCS Hardware document recorddata. In the first option we used a two
display system: a VGA display, for the menus and data,

Scannin_ and a high resolution dual page monochrome 19" display
The first requirement,for such a system, is to get for the actual scanned image. The dual page display was

the information into the system. The CDOCS systemuses chosen over a portrait display to allow the option of
a high-speed scanning process to accomplish this task. rotating images into landscape mode (i.e., for
This scanning process employs a scanner capable of viewgraphs). The second option, which we are now

employing, was to use a single high resolution, high speed

color display. This allows the user to see both the data

and the image in separatewindows on the screen at the
_ same time. Feedbackhas shown thatthis is the preferred

method, to have the data on the display at the same time
as the image.

Printin_
_i_:_..... The system must guarantee replacement of the

__ paper since usually the user is going to give up ready
access to the original piece of paper. A laser printer

provides ali hard copy outputand special circuitry scales

the document image and prints the image at 300 dpi
resolution. Experience has shown that the printed output
is visually indiscernible from the original.

Figure 2: CDOCS Station

CDOCS Software
handling roughly 40 to 60 pages per minute. The scanner

range of resolutions is from 200 dots per inch (dpi) to 400 Security
dpi. This allows the user to determine the density and The CDOCS system employs many levels of
sharpness of the image. At 200 dpi we can optimize the checks to offer enhanced security. The different security
storage of the image, while at 400 dpi we optimize the levels include a password system for lo0n, a comparison
image resoluttionbut the requiredstorage is greater. We of classification levels, access level checking for data
decided to st_m at a resolution of 200 dpi since we found access, a complete audit trail of ali actions on classified
no visibly discernibledifferencebetween 200 dpi and 400 documents and images, and a Trusted Interfaceforopera-
dpion eitherthe display or printedoutput, tion on the network.

The first level of security is a login/password
Storaee requirement.The passwordis stored inside the data base

The image storage medium needed as large a encrypted in Data Encryption Standard (DES) format.
capacity as possible for a sensible price. In addition, the The key used to encrypt the password is the password
storage medium chosen had to assure that no one could itself. This implies that to decrypt the password would
alter the document. To meet both of these requirements require the original password.
we selected an optical Write Once Read Many (WORM) The next level employed is the use of multiple
drive made by Literal Corporation. The 5W' WORM levels of checking before granting access to the informa-
platter has a capacity of 1.2 gigabytes, which is 1200 tion. The first level checked is the security level. The
million bytes or characters of information. This equates user must have a security level equal to or greater than the
to approximately 50,000 pages of storage at 200dpi security clearance level of the information. For example,
scanned resohition. Not onlyisthe optical drive capable the system manager must have entered a user
of immense storage but the access _ is at least classification of Confidential or greater to allow the access
equivalent to or even greater than that of a typical PC to Confidential information. The second checking level is

magnetic hard disk. to verify there are no access restrictions. A document may
have a single access type or multiple access types (e.g.,

Disnlar SUCI or CNWDI). The user must have the same access
There were several options used during the

developmentand implementation of CDOCS for display typeor types to retrieveinformation. The third level to beadded is need-to-knowchecking. A documentmay have
of the actual scanned images, the menus, and the certain need-to-know or program codes. A user must



match in at least one of the need-to-knows to gain access number of key words on the form. The user may search
to the document, for the document on any single keyword or multiple key-

Another area of securit), is the audit trail. The words. In addition, the operator may assign a document
system maintains a complete audit trail of ali classified control number, a file location, a type, document date,
paper documents checked into or out of the system, ali and(or) a status to any document. The operator may then
classified images viewed, view requests denied and the use an)' of the above criteria to search for a document
reason for denial, and ali changes to record information image. For example, one search combination could be ali
on classified documents. In addition, once a user has ACTIVE images that have the type assignment of
scamled a document into the system the classification MEMO. The user would see a list, on screen, of ali
level of that document may not change. This is because of documents that meet the search criteria. The user then
the requirement that the system compartmentalize the could choose from that list and the system would display
different classifications on different optical disks, the document record and image.

The most recent security software added to
CDOCS is the network Trusted Interface. The idea of the Reportinl_Capabilities
Trusted Interface is to prevent the normal network user The CDOCS system provides extensive auditing
from accessing an)' CDOCS files, except through the or logging of events to management personnel. The man-
CDOCS program itself. This consists of preventing the ager may display the desired reports of transactions on the
user from running multiple programs on the workstation screen, to a text file, or provide a printout.
while the CDOCS program is running. Any attempt to
bypass this terminates the CDOCS program and locks the
user from the server information. Paper Manaeement

Even with most of the paper scanned and stored
The Windows Interface in the CDOCSsystem there will still be some paperleft to

The user interface consists of a data window with manage. Human nature is to want that piece of paperto
pull-down menus and appropriatedata entry forms (See carry around or use as a referencewhen writing another
Figure 3). The Graphical User Interface (GUI) selected document. The CDOCS system also provides for the
for this was MicrosoftWindows 3.1. A special key o_"the management of these paper documents, through data
mouse allows users to access the menu. Using the TAB recordssimilarto those keptforscanned images.
key or REVTABkey allows the users to traverse the forms In addition to the managementof the paper left
used in the system for data entry and entry of search over, CDOCS allows for changes in the images when
criteria. The user types the data into appropriate fields there are changes in the pages of a document. The system
andaccepts the data by hitting the ENTER key. allows for deletion of a page, replacementof a page, and

_. ___,,.,,_._,._.___........ ._. the insertion of a page in the document. There is also a
"" _"'" '' _"" _' feature that allows for the appending of pages to the endI':':i:_:!:i:!:!:_ __ _i:i:i:!:i:!:!:!:i i:_:i:i:!:_:i:!:i:_:i:i:i:_!_:!:!:!:!:!:!:!:!:_:i:iOi_.$__:i:i:i:i_:i:i:!::_:i:-L.::i:i_:-:_:_:_:i:i:i:!:i:?,

_:i_:!! _::?i:i:::ifhi:i::!:!:i:i:;::!:i:i:i:i
_:_:_::,_:_:_:_:_:_:_:_:_:_:_:_:_:_:_:::_:_:_:_:_:_:_:_:_:_:_:_:_,_:_:_:_:of a doc_anent. In addition, the system allows for
_i ii:i:iiiiii:i:i:i:i:ii_:i:i:!:iiiiii:_:_:_:!:;i:i:iiiii:ii!:!:i:i:!i:?

__:_i_:_!_i_:_i_i_i_i_ scanning of double sided documents by turning over the_i: ..........::::::::::::::::::::::::::::::::::::::::::::::::::::::i:!:!:i

......_:_:::::_............_:_......._:::_:_......_:_:_: paper in _e scanner when one side is finished.: :::::::;:::::::::::::::::::::::::: :::::::::::::::::::::::::::::::::::::::::::::
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_ __ __ _ _ _ ¢moc_ The Future
===========================================================================

_i__!3i!!i!iiiii!_iiiii!i!ii:!ii!
ii_i_ ._..!iii!iiiiiiiiiiii:ii!ii!iiiiiii!ili!iiiiiii!iii!:i:
:i:_:____:i:i:i
_:__s:s_s_s_s_s*s:_:_:s_:_:_s_ We have a considerable amount of work to do to
i:i:i;i:i::::i:i:i:i:i:i:i:__iii:i:i:i:i:._i:i:i_i:i:i:i:_:_:_ get CDO('S to a more viable product. Two of the main
_:;_s_s_s_s_s_s_;_s_s_s_s_;_:_s_;_*_ features needed at this time are Optical CharacterRecog-
:!:i:i:!:_:i_!:::!:!:!:i:!:i:i:!:_:!:!:_:_:!:i:i:i:i:i:i:i:i:i:!:i:i:i:i:i:i:!:i:!:!:i:i:i:!iiiiI__i__: nition (OCR) and Full Text Retrieval. The OeR and full======================================================================================

_e.._:_.i._.._._!__:_i_ text indexing would take piace as a background process
.........•-i_iiiiiiiiiiiii::iii!iiiii!iiiii!iii!!i!iii!ili::i::iiii!iiiiiiiiiiiiii::iiI __ we,_,m_.x
___:::_;_s_ and there would be no intervention required by user.

the

.....................::_::_!_::_::_::i::i::_:¢:_::_::_i_::_i_:;:ii_i_!_i::iiii[ When the user would desire to search for something,
.:1

he/she would merely ask for any text, phrase, etc. and the
Figure 3: The CDOCS Screen system would show relative documents. Another

important feature needed is Markups of the image. This
Retrieval would entail the concept of "yellowstickups" on an image,

The scanned image may be retrieved in several the insertion of margin text, boxes around items, lines,
ways. The user has an option of storing a programmable and el,*_ctronicwhite out or black out. These markups

could _,Iso be controlled by access level, thus giving a



much finer grade of information control.
Users have also expressed a need for a more

secure operating system. We have chosen Microsoft
Windows NT for this system since it is approved for C2
level of security by NSA. Another feature needed for the
systemis work flow control. This would allow documents
to be forwarded to individual users on the network for
comments or review. One final item of development
would be a hierarchical network scheme for storing ali
documents on a jukebox system. Only working docu-
ments would be stored on the local net, but ali information
would be available for download from the archival net-
work.

System Advantages

The most obvious advantage of CDOCS is the
reduction of paper, thus decreasing the storage require-
ments and the paper management costs. Once the system
has scanned this paper, and the paper is either destroyed
or archived, there is no longer a reason to perform any
type of inventory or accountability on an)_3aingother than
the optical disk itself. The reductions in the cost of
managing the old paper could be tremendous.

The second advantage is the added security.
Since the system separates the data by classification, the
most critical data could be more secure. In addition, with
the login requirements, the operating system limitations,
and the various levels of checking, access to the actual
information is more difficult. Finally, the audit trails
should deter any insider from trying to access unauthor-
ized or unrequired information.

One disadvantage may be that if a disk is lost,
stolen, or destroyed a large amount of data would be lost.
Therefore, we have developed the capability to perform
periodic backups for the maintenance of duplicate data.

DISCLAIMER

This report was prepared as an account of work sponsored by an agency of the United States
Government. Neither the United States Government nor any agency thereof, nor any of their

employees, makes any warranty, express or implied, or assumes any legal liability or responsi-
bility for the accuracy, completeness, or usefulness of any information, apparatus, product, or
process disclosed, or represents that its use would not infringe privately owned rights. Refer-
ence herein to any specific commercial product, process, or service by trade name, trademark,
manufacturer, or otherwise does not necessarily constitute or imply its endorsement, recom-
mendation, or favoring by the United States Government or any agency thereof. The views

and ,.,)pinions of authors expressed herein do not necessarily state or reflect those of the
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