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PHYSICAL PROTECTION DESIGN APPROACH
FOR THE COMPLEX 21/RECONFIGURATION FACILITIES*
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Sandia NationalLaboratories LosAlamosNationalLaboratory
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ABSTRACT
0NCR)designactivities.Thispaperwilldiscuss

SandiaNationalLaboratoriesandLosAlamos the physicalprotectionapproachinthe designof
NationalLaboratoryhavebeendesignatedas the thesefacilities.
technicalleadfor Security,Safeguardsand
Computer/InformationSecuritysystemsfor alithe A main issueisthe potentialvulnerabilityof
DOE Complex21/WeaponsComplex WCRfacilitiesto S&Sthreats. If notadequately
Reconfiguration0NCR)facilities.The physical protectedthey may besubjectto unauthorized
protectionsystemsinthesefacilitieswillbe intrusions,facilitydamageor sabotageandthe
requiredto meetthe mostcurrentDOEordersand theftordiversionof nuclearmaterials.Asa result
incorporatethe latestphysicalprotection of theseIncidents,the publichealthand safety
technologies,provenstate-of-the-artsystemsand may be directlyor indirectlyendangeredby
strategies.The plannedapproachrequiresthat exposureto radiationortoxicchemicals,costly
securityassistanceandInformationbe providedto shutdownsmay occurand normalfunctions
thedesigners(e.g. the Complex21 Architect& interrupt,_l.Pastexperiencehasshownthat S&S
Engineerand theWeaponsComplexLead measuresImplementedduringearlydesignstages
Laboratories)as earlyas possibleandthroughout andintegratedintothefacilityoperationsare more
alidesignphases. The outcomeshouldavoidthe effective,more economicaland lessIntrusiveon
costlyretrofitsto existingfacilitiesthat have operations.
occurredinthe past andresultineffectiveand
comprehens.h-sprotectionagainstcurrentand Theproblemsare (1) the IncreasedS&S
projectedthreatswith minimalImpacton threatsanticipatedinthe21st Century,(2)
operations,safetyandcosts. Thispaperwill uncertaintiesabout howbestto protectWCR
discussthe physicalprotectionconsiderations facilities,and (3) deterrenceof potentialthreats.
beingpromotedfor the Integrateddesigneffortfor Complex21 facilitiesinmostcaseswillbe unique
the Complex21/Reconfigurationfacilities,suchas and mustmeetthe highestS&S standards.
the tritium,uranium/lithium,plutoniumprocessing Protectionagainstmalevolentactsmustbe
and storage,highexplosiveand assemblyand Integratedwith facilityoperations,safetyandother
disassemblyfacilities, activitiessuchas material,controland

accountabilityand computer/informationsecurity.
INTRODUCTION Fromthe supportgivento Complex21 newand

ImprovedS&S concepts,approachesand
SandiaNationalLaboratoriesand LosAlamos technologieswillbe developedwhichwillbe

NationalLaboratoryhavebeentaskedbythe applicableto otherfacilities.
Departmentof Energy,Officeof Weapons
Complex Reconfiguration,to providesafeguard OBJECTIVES
and security(S&S)assistanceinsupportof
Complex21/Weapons ComplexReconflguration Theobjectivesof the WCRS&Steam areto

provideS&S supportand assistanceinparallel
withtheprimarydesignactivities,provide
guidanceon protectionsystemsand strategies

* ThisworksupportedbyTheDepartmentof andminimizethe riskagainstpossiblethreats.
Energy,Officeof DefensePrograms. Theresultsof thiseffort willbe a costeffective

..Jon-n
M iO ! F..l'tm mOT,NorT,JSOOCUMr.,X,SUNUm,



protectionsystemwhichminimizesoperational Understandfacilitymission,operationsand
impactsandprovidesfor (1) a comprehensiveand processes
effectiveprotectionprogramagainstthe defined Identifyadmin/technicalconstraints
designbasisthreat,(2) eliminationof potel:tial Identifyenvironmentalconstraints
threatsto publichealthand safety,and (3) Identifybudgetaryconstraints- DevelopbasicS&S physicallayout
eliminationof potentialloseof productionor - Developbasicprotectionstrategiesand
functions, concepts

- DevelopS&S systemdesigncriteriaand
APPROACH requirements

- PrepareInitialsystemdesigndescriptions
The S&S approachIncludes(1) ensuringthat andcostestimates

S&S requirementsare metbytheWCR facilities Conducttechnologysurvey/development
andworkingwith appropriateorganizationsto Conductpreliminaryvulnerability
rer_olveany problems,(2) identifyingand resolving assessment(VA)
S&S Issues,(3) ensuringthatthe mostappropriate Developvulnerabilitycountermeasures.

S&Stechnologiesand methodologiesare Systemenaineerinq& designincludethe
adopted, (4)workingwiththe architectand following: -
engineerand leadlabsduringali phasesof the - Developsystemoperationalrequirements
design,and (5) helpingto developthe technical - Developdraft functionalspecifications
data,evaluationsof alternativesand design - Outlinehardware/softwarerequirements
reviewsforthe WCR facilities. - Developpreliminarytest/acceptance

criteria
SAFEGUARDS & SECURITY DESIGN - IdentifyS&S impacton facilitydesignand
PROCESS layout

Identifylong-leadpurchaseitems

The S&S supportfor Complex21 willbe EvaluateapplicableS&Ssystemsor
providedduringali phasesof thedesign. Foreach prototypes- ConductVAon preliminarydesign
of the projectdesignphasesthereare

complimentaryS&S designphases. Systemacauisiti0n& inteqrati0nincludethe
following:

DesiqnPhases - Developfinaldetaileddesignpackage
Prolect S&S Finaldrawings

System/componentspecifications
ConceptualDesign RequirementsAnalysis Construction/installationdetails

& SystemsDefinition Costestimates,schedules
Developfinaltesting/acceptance

PreliminaryDesign SystemsEngineering specifications
(TitleI) & Design - ConductVAon detaildesign

DetailedDesign SystemAcquisition ImplementationIncludesthe following:
(TitleII) & Integration - ProvideS&S constructionand installation

support
Constructionand Implementation - Conductoperationalacceptancetesting
Test& Setup - Performpreliminarytestingof S&S systems

- Provideinputto S&S documentation
Operations Operations - Finalsystemengineeringtests

- Conduct performancetesting
Requirementsanalysis& systemdefinition Develop/reviewfacility'sproceduresand

includethe following: plans
- Definethe threat Developand trainS&S personnelin
- identify/reviewS&S requiremen*,s& systems

standards - ConductVAonfinal facilitydesign
Identifyassetsto be protected

- Determineprogrammatic/ES&Himpacts Operationsincludesthe following:
- Analyzesite & operatingenvironment - Integratepeople,proceduresandsystems



Conducttrainingandevaluations.
DESIGN CRITERIA

The aboveactivitiesarenot meantto be ali
inclusivebut ratherto givean indicationof the _eneral Requirements:
type of actionsneededduringeachdesignphase. A numberofrequirements,both impliedand
OtherpersonnelinvolvedinS&Sdesignactivities specificallystated inthedesigncriteriaguidance,
haveusedsimilarconcepts[1-7]. governComplex21 S&S designactivities.Some

PHYSICAL PROTECTION DESIGN of thesehavebeenmentionedpreviouslyand
Includesuchthingsas meetingexistingDOE

APPROACH requirements,followingthe basicprinciplesofa

The physicalprotectiondesignapproach goodprotectivesystem,systemsand components
beingusedIn supportof Complex21 design beingreliableandmaintainableand finallymaking
activitiesisa systematicapproachwhich surethatweaknessesidentifiedinotherexistingDOE facilitiesor inthecurrentdesignplansare
considersthe threeprimaryfunctionsofa physical
protectionsystem:detection,delayand response, corrected. Obviously,the securitysystemmustbe
Detectionis simplythe discoveryof an adversary affordable.Thelife cyclecostsmustbe
action. Delayisthe slowingdown of the consideredandthe technologyand manpowertrade-offsconsideredinthe design. The security
adversary'sprogresstowardsthetarget.
ResponseIsthe protectiveforceactionsto prevent systemmustalsobecompatibleandfunctionally
adversarysuccess.Eachof thesefunctionsmust integratedwithothersystemssuchas safetyand
be performedina periodof timethat islessthan environmentalareas.Securitysystemswillsupport
the timerequiredforan adversaryto completehis ALARA(aslowas reasonablyassurable)criteria.

task. Froma designstandpointit is generally Thereare otherrequirementswhich havebeen
betterif detectionisas far fromthe targetas
possibleandsignificantdelaysnearerto the identifiedwhichare morespecific,suchas:
target. Majordelaymeasuresor barrierslocated Use provenstate-of-the-artS&S systems
too far froma targetare generallyverycostly.The andcomponents.Thisincludesprotectivemeasureswhichhavebeenvalidatedat
physicalprotectionfunctionsconsistof many otherfacilitiesorin R&Dprograms.
differentcomponents,suchas entry control,
Intrusiondetection,barriersandprotectiveforces. Flexibilityinthedesignwillallowforfuture
Later inthispaperspecificdesignfeaturesfor technologyadvances.
some of thesecomponentswill bediscussed. - S&S systemsand componentswillbestandardizedthroughoutComplex21

Thephysicalprotectiondesignapproach facilities.
combinesthe f,'nctionsof a physicalprotection - Everyeffortwillbe madeto reducethe cost

" ofS&S personneloperationsby using
systemwithtiJecurrentsystemordesign(e.g. technologyor othermeasures.
threat,sitecharacteristics)and conductstrade-off
analysisof theS&S effectivenessversussuch - Compartmentalizationwithinthe facilitywill
thingsas cost,safety,environmentaland be usedto minimizethe numberof
operationalImpact. The resultisa finaldesign personnelrequiringaccessto criticalareas.
whichis costeffective,on scheduleandmeetsthe Thiswillincludeseparationofworkareas
conceptsof a good physicalprotectionsystem, lt andlevelsof access.
is characterizedby protection-in-depth(which - Where possibleS&S measuresand
meanshavingseveralprotectivemeasuresin functionsshallbeautomated inorderto
sequence),balancedprotection(whichis minimizeoperationalcosts,accesstonuclearmaterialsandexposureof people
attemptingto havedetectionanddelay nearly
equalon aliadversarypaths),gradedsafeguards to hazardousenvironments.
(whichisprovidingthe levelof protection - Automationandrobotic(A&R)systemswill
appropriateforthe assetbeingprotected)and beusedwherepossibleand S&Swillbe
finallyreliability(whichincludesprotectionagainst IntegratedintotheA&Rdesign.
singlepointfailure,minimalconsequencesof - Everyeffortwillbe madeto reduceInventoryrequirementsfor nuclear
componentfailuresandlowmaintenance materials.
requirements).



N_Jciearmaterialswill bekeptonthe boundarythe requirementsfor entry
processlinesor areaswhenthe facilityis increase.
not inoperationandnotbe requiredto be - Personalidentityverificationshallbeused
placed invaults. On-lineS&S measureswill for areasrequiringa highlevelof
be utilizedintheseareasto assurecontrol protection.
and protectionof the nuclearmaterial. Real-timepersonnelandmaterialcontrol

and trackingshallbe usedwherethereisa

Protective Component Requirements: hightheftorsabotageconcern.
Listedbeloware someofthe necessary - Entrancesto and exitsfromnuclear

criteriaforcomponentsof a physicalprotection materialstorageandprocessingareasshall
system. Othercriteriaandrequirementscan be be minimizedconsistentwithsafety
found ina numberof differentDOEordersand concerns.
directives.

Inthe area of _ thefollowingcriteriawill be
Intheareasof detection6ndassessmentthe met:

followingcriteriamustbe met: Use of activeand passivedelay measures
- Sensorsmusteffectivelyoperateinali willbeused to reduce protectiveforce

weatherand lightconditions, requirements.
- Sensorsmusteffectivelyoperateandbe - Considerationwillbe givento hardened

maintainableduringalioperationalstatesor constructionfor highsecurityareas(e.g.
environmentsto includehighradiation undergroundor overburden).
fields. S&S systemsandcomponentsmust
beeasyto install,maintainandoperate. In thearea of protectiveforcesthefollowing

- Highlevelof protectionshallrequirea criteriawillbe met:
combinationof complementarysensors Guardtowerson securityareasperimeters
and multipledetectionlayers, willnot be usedunlessabsolutely
Operationalcontrolelementswhichmonitor necessary.
sensitiveorvitalequipmentwillbe utilized. Multiplecommunicationsmeanswilllink
Thesesystemswillbe integratedwith safety securitylocationswithinthe facility.
and healthphysicsoperations.

CONCLUSION
Inthearea ofalarmcommunicationsand

display(AC&D)the followingcriteriamustbe met: Inorderto haveeffectiveandcomprehensive
- Communicationspathswill beredundant protectionagainstcurrentand projectthreatswith

andindependentlyroutedto avoidsingle minimalimpacton operations,costandschedule
pointfailure. S&Sconcernsmustbeaddressedat alistagesof
Alialarmlinesandenclosuresfor security the designprocessandthe S&Ssystemsand
equipmentand othersensitiveand/or vital componentsmustbe fullyinter;ratedwithother
equipmentwillbe tamper protected, facilityoperationsand requirements.These
Automatedalarmanalysiswillbe included objectiveswillbe metduringtheComplex21
as part of the AC&Dsystem, designprocess. Althoughmanyof the physical

- Humanfactorsconsiderationsof S&S protectiondesignapproachesbeingusedin
systemsand componentswillbe supportof Complex21 activitiescome from
consideredduringthedesign, previousdesignexperiencesandcurrent

- integrationof safetyand securityactivities protectionconcepts,thereare somenewand
(e.g.joint-usecomponentstatussensors, improvedS&Sapproachesandtechnologies
secureenclosures,commoninformation whichwillbeapplicableto otherfacilities.
processinganddata links)willbedone.
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This report was preparedas an account of work sponsored by an agency of the United States
Government. Neither the United States Government nor any agency thereof, nor any of their
employees, makes any warranty, express or implied, or assumesany legal liability or responsi-
bility for the accuracy, completeness, or usefulness of any information, apparatus, product, or
process disclosed, or represents that its use would not infringe privately owned rights. Refer-
ence herein to any specific commercial product, process, or service by trade name, trademark,
manufacturer, or otherwise does not necessarily constitute or imply its endorsement, recom-
mendation, or favoring by the United States Government or any agency thereof. The views
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