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,qBSTRAI_r both programstogcther,vulnerability analyses
achievebothbreadthanddepth.

To analyze thc vulnerabilityof nuclear materials to
theftor sabotage,Depertmemof Energyfacilities E_rRQDUETION
have been using, since 1989. a comlmter program
called ASSESS, Analytic System and Software for To analyze the vulnerabilityof nuclear nmterialsto
Evaluation of Safeguardsand Security. During the fl_t or sabotage, Department of Energy facilities
past year Sandia National Laboratorieshas begun lttavebeen using, since 1989, a oomputer progmn
using an additional progran_ SEES, Security _:all_ ASSESS. ASSESS was jointly developed by
Exercise Evaluation Simulation. enhancing the _a National laboratories and Lawrence
pictureof vulnerabilitybeyond what either program LivermoreNational Laboratory.lt mns,on a _tml
achieves alone. ASSESS analyzes ali possible paths Computeras a MicrosoftWindowssm applk=ttion.
of attack on a target and, assuming that an attack
occurs, ranksthem by the probabilitythat a response During the past year Sandia National Laboratories
force of adequate size can intemup¢the attackbefore has begun using an additional progrmn, SEES,
theft or sabotag¢ is accomplish_ A Neutralization enhancing the picture of vulnerabilitybeyond what
module pits, collectively, a securityforcc against the either programachieves alone. SEES was developed
interrupted adversmy force in a fire fight and by the Conflict Simulation LaboratoWof Lawrence
calculates the probability that the adversaries are Livermore National Laboratory.lt runs on a VAX
defeated. SEES examines a single scenarioand computerin the VMS operatingsystmn.
simulates in detail the interactions among ali
combatants. Its output includes shots fired between TARGET AND THREAT
shomer and target, and the hits and kills. Wlgreu
ASSESS gives breadth of analysis, expressed Analysis begins with a facility map showing the
statistically and performedrelatively quickly, SEES targetto be pmtecte(t Figure 1 shows a hypothetical
adds depth of detail, modeling tactical behavior, facility devised for ASSESS training classes. The
ASSESS finds scenarios that exploit the greatest target is in a vault in the Chemical Recovery
weaknesses of a facility. SEES explores thcsc Building.
scenariosto demoustmtein detailhow varioustactics
to nullify the attack might work out. Without Terrorim are a threat that might use violen_ in
ASSESS to find the facility weaknesses, it is difficult their attack We assume their objectiveis rhea from
to focus SEES objectively on scenarios worth the vault. We furtherassume that their attack will
analyzing. Without SEES to simulate the details of minimize their probability of detection until such
responsevs. adversasyinteraction, it is not pom'ble time that they can have possession of their target
to test tactical assumptions and hypotheses. Using beforea responseforce could interruptthem.

This work was supportedby the U.S. _nt of _._gEnergy underContractDE-AC0476DP00789.
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Figure 1. HypoOmicalFacility

squares a_e protection elements that the adversa_

A_SESS must defeat before crossing an area. The advenaxy
marts his attack at the top of thediagram, and

ASSESS analyzes ali possible paths of attack on a pursuesa downwardpath to the target.
targetand,assumingthatanattackoccurs,ranks
them by the probability that a response force of In this example, the attack penetrates into the
adequatesizc can interruptthe attackbefore theft or Protected Area through a vchiclc portal (VEIl).
sabotageisaccomplished. A Neutralizationmodule Adversaries cross the Protected Area and enter the
pits, collectively, a security form against the Material Access Area (MAA) of the Chemical
interrupted adversmy force in a fire fight and _ry Building by way of a wall, or mufaceq
calculates the p_i_ity that the adversaries are (SUR). Inside the building, the adversariesproceed
dcfeatetL to the Vault after defeating the vault door (DOg).

Theystealfromthe contents of the vault.
ASSESStakesa descriptionof a layeredsystemof
physicalprotection,findsali thepathsthrough_ Figure3showsammmmtyportionoftabulated
layers to a single theft or sabotagetarget,and ranks resultsof the path analysis. In the illustratedcase,
them accordingto the degreeof vulnerability theresponseis almostimmediate,requiringonly10
associated with each path. The analysis can be seconds fromfirstdetectionof theattack (Response
performed for several degrees of threat The ForceTime). The probabilitythat this responsecan
descriptionof oneofthemostvulnerable paths is an intermt_the attackbeforethe adversariescan gel
attackscenario, their handson their targetis only moderate,0.5. if it

is importantto prevent the adversariesfromgetting
Pisum 2 shows the most vulnerablepath to the target handson theirtarget,forexample to prevent
in the hypothetical facility under specific conditions, sabotage,improvementsto the physical securkyof
The path is highlighted in black.The representation thehypotheticalsite arenecessmy.
of the facility is called an Advet_T Sequence
Diagram (ASD). The longrectanglesare areas that Independently, the likelihood of neutralizing the
adversariesmust cross to reachthe target.The aUackersif they am interruptedcan be investigated.



Figure 2. Most Vulnerable Path, Shown on ASD

This scenario can be analyzed with the The usefulness of ASSESS/Neutralization is its
Neutralization module to obtain an estimate of the ability to quickly point out which scenarios are
probability that the attackers can be defeated by a weakest with respect to likely success of the
security response force in a fire fight. The neutralizing security force. When this is known, a
statistically expressed result is backed up by tool is needed to simulate the scenarios in detail,
capability to quickly produce graphs of the variation discover the tactical weaknesses, and try possible
of the result as a function of one variable. The remedies.
variablesinclude numberof combatantson one side,

average exposure to incoming fire, weaponry, SEES
accuracy of fire, and others.

SEES examines a single scenario and simulates in
Mos!Vulner,blePath detail the interactions among ali combatants. Among
P,FI"- ResponueF.rczTime|1:1 II s©eonds other data, its output includes acquisition of target,

shots fired between shooter and target, and the hits
Pill-Interruption Probablll_. O.SO£1 and kills. The time when each action occurs is

reported. The simulation is displayed on a video
Figure3. Results screen. Iconsrepresentingcombatants moveon a two

dimensional map. A line between two combatant

Figure 4 shows how probabilityof neutralization icons indicatesthat a shot is 5red.
dependsupon the size of the security force.

The facility layout shown in Figure 1 becomes the
To calculate these results quickly, the model is kept field of action for a SEES engagement after the
simple. Each side has the average of the combatant analyst turns it into a Terrain File. The description
characteristics defined for each combatant, of the most vulnerable path provided by ASSESS
C,asamlties are generated by applying a rate of should somewhat restrict the movement of adversary
attrition based on the average characteristics for a combatants in SEES. Penetration of the Chemical
side of the fire fight. There is no way to explicitly Recovery Building should be through the wall into
model continual movement of combatants, or which the Material Access Area.As shown in Figure 5, Uxis
individuals target whom. Much desirable detail is is possible on only two sides of the building. The
sacrificed to achieve a quickly calculated statistical doors should not be used ff the simulation is to
estimate of the overall outcome of the fire fight, follow the ASSESS most vulnerable path scenario.
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Figure 4. Variation of Probability of Neutralization with Security ForceSize

l_ausc of tbe detail presented, winning an getting printouts of thc results, and analyzing them
engagement can dependon more complex criteria in also require significant amounts of time. Ability to
SEES than in ASSESS/lqastralization- A win in select worthwhile scenarios for study saves weeks of
ASSESS means that ot_ side is reduced to zero wasted effort.
combatams (or some mher specific number). SEES
does not declare the winner of an engagement. In A$$E$_ AND sgg$ ARg COMPLgMENTARY
SEES,wincntmiam judgedbytheana sothey
can be any logical combination of actions thatcan be Whereas ASSESS gives breadth of analysis,
observedon the screen and readfrom a printout.For expressed statistically and performed relatively
example, a particular combatant reaching a quickly, SEES addsdepthof detail, modeling tactical
particular location, perhaps _r_ing • stolen item, behavior. ASSESS finds scenarios that exploit the
can be a win criterion. The win could be contingent greatest weaknesses of a facility. SEES explores
upon another particularcombatant remaining alive these scenarios to demonstratein dctail bow various

. to perform a critical operation l_ore • dmdline, tactics to nullify the a_ck might work out Without
Scenarios can rcflect realistic dcpes_ncics that arc ASSESS to find the facility wcakn_s_ it is ciifficult
beyond the scope of the simpler to focus SEES objectively on scetmfios worth
ASSESS/Neutralizationmodel, analyzing. Without SEES to simulate tl_ details of

rm_nsc vs. adversaryinteraction, it is not possible
The cost of this almndanceof output informationis a to test tactical assumptions and hypotheses. Using
correspondinglyvoluminous input, both programs together, vulnerability analyscs

_:l_.ve bothbrexlth anddepth.

Dc_g a scenario for SI_..Sto simulate requires•
invemuent of time. Running the simulation,
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Figure 5 Most Vulncrabl©Path
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Figure 6 sumnmiz_ the majorcomplementarycharacteristicsof ASSESS and SEES.
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Statisticalanalysis S,_ by shot$imtdation
Quickcal,culation ....... Time requiredto disclose detail

Figure6. Smmlmry

DISCLAIMER

This report was prepared as an account of work sponsored by an agency of the United States
Government. Neither the United States Government norany agency thereof, nor any of their
employees, makes any warranty, express or implied, or assumes any legal liability or responsi-
bility for the accuracy, completeness, or usefulness of any information, apparatus, product,_.-
process disclosed, or represents that its use would not infringe privately owned rights. Refer-
ence herein to any specific commercial product, process,or service by trade name, trademark,
manufacturer, or otherwise does not necessarily constitute or imply its endorsement, recom-
mendation, or favoring by the United States Governmentor any agency thereof. The views
and opinions of authors expressed herein do not necessarily state or reflect those of the
United States Governmentor any agency thereof,






