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ABSTRACT the camerasand viewing/storingthe video data. These
two componentsare connected viaa high speed digital

In the verification technologyarena, there is a communication link. The acquisition unit is housed
pressingneed forsurveillanceandmonitoring within a tamper-resistant,environmentallyrugged
equipment that producesauthentic, verifiablerecords containerand is controlledvia the review station (see
of observedactivities. Sucha recordprovidesthe FIGURE !). Ali commandsand video datatraversing
inspectingpartywith confidencethatobserved the communicationlink in either directionare
activities occurredas recorded,withoutundetected authenticatedbefore transmissionand validatedat the
tamperingor spoofmghaving takenpiace. The secure receivingend. Any commandor video data
authenticated video equipment (SAVE) system transmissionthatfails to validate causes a system
providesan authenticatedseries of video images of an alarm,which is a notification to the userthat the
observedactivity. Beingself-contained and portable, system'ssecuritymay havebeen compromised.
it can be installed as a stand-alonesurveillancesystem Furthermore,a numberof tampersensors,contained
or used in conjunctionwith existing monitoring withinthe tamper-resistanthomingof the acquisition.
equipment in a non-invasivemanner. Securityis unit, arecontinually monitoredforactivation. The
providedby a tamper-proofcameraenclosure review stationwill be alerteduponany tamper
containing a private,electronic authenticationkey. detectionor authenticationfailure.
Video data is transferredacrossa communicationlink The SAVEsystemis based on microprocessor-
consisting of a coaxial cable, fiber-optic linkor other controlledcircuitryand is designed to take video
similar media. A video review station, located "snapshots"manually orautomaticallyat user-selected
remotely from the camera, receives, validates, displays intervals, from either of two systemcameras. The
and stores the incomingdata. Video data is validated snapshotsare digitized,compressed,and authenticated
within the review station using a public key,a copyof beforebeing transmittedover thecommunicationlink
whichis held by authorizedparties. This scheme to the remote station forvalidation, review and
allows theholderofthe publickey to verifythe storage. Video compressionallows thedigitfd images
authenticity of the recordedvideo data butprecludes to be transferredover the link more quickly. Digital
undetectablemodificationof the datageneratedby the technology is used, as opposedto analog, so thatstate-
tamper-protectedprivate authentication key. of-the-artcompression, authentication, and

transmissiontechnologiescouldbe incorporated.
INTRODUCTION The review station,which serves as the operator

console, incorporatesa user friendly,mouse driven
The secureauthenticatedvideo equipment interface forcontroland review of the video data. The

(SAVE) system is a stand-alonemonitoringsystemfor user can select froma numberof optionsand
authenticatedvideo surveillance. In additionto configurationparameters,in orderto tailor the system
displayingauthenticated video images of monitored to the application at hand. Video data can be reviewed
activities as they occur, thesystem has the ability to automaticallyat timed intervals, orcamerascan be
store the observed images for lateranalysisand commandedto take "snap_ots" accordingto manual
review. Consequently,the system maybe manned and instructionsissued by theuser.
manuallycommandedby a user or set upin an
automaticsurveillancemode, allowing video data to be SYSTEMCONFIGURATION
stored ondisk forlater review.

The system is composedoftwo primary The SAVE systemwas designed to be as
components:a remotelymountedvideo acquisitionand modular as possible. Modularityrefers to the
transmissionunit, and a review station for controlling incorporationof a numberof independent,stand-alone
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subsystems thatwork togetherto performa common leadtimes, companybankruptcies,etc. However, the
goal; namely,authenticatedvideomonitoring. The risksare oftenworththe benefits, as the SAVEsystem
SAVE system is verymodular,so it is easily adaptable illustrates.
and configurableto a numberof differentapplications.
Furthermore,design, manufacture,testingand repair HARDWARECONFIGURATION
costs havebeen reduceddueto the system's
modularity. The ability to upgradethe system(or Both the remoteacquisitionunit andthe review
portionsof the system)is anotherbenefit of stationare basedon the STDBusmicroprocessorbus
modularity. Infact, the core modulesof theSAVE architecture.Thisbus is an industrystandard,non-
system, includingthe computerprocessors, proprietary(open) intercmmecfionscheme for
authenticationmodule, tamperdetectionsystem and microprocessorsand as,_zciatedperipherals. There
communicationsystem are commonto the were manyadvantagesto using the STDBUS
authenticated in-plantprocessormonitor(AIPM) architecturein the SAVEsystem. Forexample,many
projectas well as to SAVE(see theAlPM paper, vendorsoffer circuitboardsconformingto the STDBus
elsewhere in these proceedings). The AIPMsystem specification,which providedthe SAVEdesign
uses a "front-end"suited to monitoringsensors,while engineerswith a multitudeof CO",S choices for
the SAVEsystem's "front-end"is suitable for video hardware.Furthermore,the STDBUShas beenused in
surveillance. By using *..besame set ofcore modules industryandthe militaryformanyyears, addinga
for both SAVE and AIPM, the developmentcosts of degreeofpmven reliability to the project. Also, it is a
both systems havebeen reduced, verysimpleand robustspecification, therebyaddingto

In addition to modularity,another designgoal of the reliabilityand makingtroubleshootingand repaira
the systemhas been to incoq_rate readilyavailable, muchq_siertask. Most importantly,the STDBus
commercialoff-the-shelf (COTS) componentsand specificationis basedon the philosophyof modularity,
subsystemswhenever possible. Thishas resultedin allowing any numberof different boards,frommany
less time being spent on customcircuitdesign and differentmanufacturers,to be placed into a single
fabricationsince these havebeenhandledby the system, with a greatdegreeof confidencethatthe
componentvendors. Furthermore,the modular design componentswill workharmoniouslyandreliablywith
approachis well suited to theCOTS construction one another. Thereare downsides to the STDBus
technique, since different subsystemscan be Ixovided architecture,includingincreasedpower consumption
by different vendors, therebycreatinga "customized" oversimilar customdesigns, large boardsize, large
overall system at a lowercost thana fullcustom numbersof interconnects(via the backplane), and
system.Drawbacksto theCOTSapproachincludethe increasedsystemweighL
lackof optimumcomponents,limitedavailability, long
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FUNCTIONALSUBSYSTEMS dedicatedto the operationof the remoteacquisition
system, is permanentlyembedded into the system

The SAVEsystem containsa numberof ROM, withoutthe overheadandsecurityrisks of an
functionalsubsystems, together whichyield a fully operatingsystem.
functionalvideo system. The remotevideo acquisition The centralprocessingunit of the review station
componentand the review stationcomponentare very is also a ZiatechSTDBus card, basedon the Intel
similar in configuration. Both contain the following 80486 CPU. The review stationrequiresmore
subsystems: processingpower thanthe remote systemdue to the
• CentralProcessingunit graphi_ interface,mouse, keyboard,and harddisk
• Digitizing framegrabber/displaysubsystem, requirementsof this unit. The review stationruns
• Video compression/decompressionsubsystem. MSDOS, which is an industrystandardoperating
s Data authentication/validationsubsystem, systemfor microcomputersand manyPCs. Normally,
• Communicationssubsystem, the additionofan operatingsystemsuch as MSDOS
• Tamperdetection/key managementsubsystem, couldcompromisethe securityof the system.
Inaddition,the remote acquisition unitcontainsa pair However,it is assumedthe review station will be

of compactvideo camerasfor videosurveillanceand a placedwithintheconfmes of an appropriatelysecured
power rnanagementsystem with batterybackupforuse facility.
duringpowerfailures (see FIGURE2). The review The digitizing frame grabber/display
station :i_orporates a video displaymonitor,keyboard subsystemis basedon an STDBuscardmanufactured
andmo'asefor use as the user interface(see FIGURE byImagenation,Inc.,of Vancouver,WA. This card,
3). Each ofthe subsystems will be explained in called the Cortex-Iframegrabber, is both a video
furtherdetail in the following paragraphs, digitizerand videodisplaycard. In the remote

The central processing units ofboth the review acquisitionsystem, the cardactsa video digitizer,
stationand remoteacquisition unitare basedon capableof user-selectableresolutionsof 256x256
STDBuscircuitboardsmanufacturedby Ziatech,Inc., pixels or 512x512 pixels, both with 8 bit (256 level)
of San LuisObispo, CA. The remote acquisitionunit grayscale quantization. Cardinputs and outputs
containsan 80286 Based CPU cardwith on-board conformto industrystandard1LS-170(NTSC) video
RAM, ROM, timers, anda real-timeclock. The signals. In the review station, the framegrabberis
operatingsoftware is embedded into the systemROM used to display the received video images on the
(knownas firmware),whichpreventsunintended displayconsole. The framegrabbercardhas a special
modificationand increases overall systemreliability "sleepmode"thatreduces power consumptionwhile
and security. There is no user interactiondirectly with not active. This mode is particularly useful in the
the acquisition unit, and consequently,no "operating remoteacquisitionunit, which relies on batterybackup
system" is required. Instead, the _ting program, power in the event of a power failure.
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The video compression/decompression the DSAI algorithm, with future implementations
subsystem is based on a customSTDBus card utilizing the new DSS authenticationstandard. These
designed at SandiaNational Laboratories. A custom algorithmsarcbasedon a public/privatekey
cardis requiredsince no off-the-shelf-hardwareis methodology. Specifically,the video information
currentlyavailable to meet the requirementsof the acquiredby the remotesystemis digitized, compressed
system. The purposeof the cardis to reduce and thenauthenticatedusing the aigori_m, which is
(compress) the amountof video data beingsent over driven bya private,protectedkey. Thekey'svalue is
the communicationlink, therebyloweringits knownonly by theauthorizeduser responsiblefor
transmissiontime. The remoteacquisitionsystem's fieldingthesystem. Thiskey, containedwithin a
cardis dedicated to compression,while thecardin the special RAMchip on the DSPboard, is protectedbya
review stationis dedicated to decompression, numberof physicalandsoftwaretamperdetection

The compression/decompressionscheme is schemes. Attemptsto penetratethe systemto obtain
based on the specificationset forthby the CCITT/ISO the key value will result in the erasureorphysical
Joint PhotographicExpertsGroup(JPEG)[1]. The destructionof the key RAMchip, before the contents
JPEGalgorithmis "lossy,"meaningthat as the canbe determined.
compressionratio of the source image increases, the Oncereceived at the review station, the video
quality of the resultantdecompressedimagedecreases, data is validatedusing a publickey. Thiskey is
Thus, there is a tradeoffbetween the compression mathematicallyrelatedto the privatekey suchthat the
factorof the original image and the quality of the incomingdata can be verifiedas having been
resultantdecompressedimage. The user of the SAVE generatedby the privatekey. However, the algorithm
system can adjust the compression (image quality) to is such that the publickey cannot be used to generate
suit the application. Increasing the compression authenticateddata, norcan it be used to derive the
means a greaterthroughputof images acrossthe privatekey. In thisway, any inspecting partyprivyto
communicationlink to the review station. High the publickey can validate the video data being
quality (low compression) imagingtypicallyresults in reviewed, providinga measure of confidence that the
a transfer timeof about 10seconds from the remote data was not corrupted,either intentionally or
unit to the review station. Using high compression accidentally,at it traveledacrossthe communication
sacrifices in_,ge quality somewhat, but results in upto link. This confidence is providedby the fact that
a tenfold increase in transferspeed. As with the frame owning the publickey allows the validationbutnot the
grabberboard, the compression/decompressionbeard undetectablemodification of the data, and that the
has a special power-saving "sleep"mode. private key, containedwithin the acquisitionunit, is

The data authentication/validation subsystem protectedby a numberof physical and software
is based on a softwarealgorithmrunon an STDBus- barriers. Note that data is sent in the clear, that is, not
based digital signal processing (DSP) card. This encrypted. Consequently, it is readableby anyone.
board,based on the MotorolaDSP56000 CPU chip, is However,possession ofthe public key is necessary to
manufacturedby Ziatech, Inc. The authentication validate the data, therebyensuringit originatedat the
algorithm is permanently embeddedwithin the ROM expectedsourceand arrivedwithout tampering.
on this card. This algorithm is an implementation of
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The communications subsystem is responsible adversaryfrominsertinganunauthorizedreview
for the transmissionof the digitaldata between the stationinto thedata line and issuingillicit commands
remoteacquisition unitand the review station, to the acquisition unit.
Currently,an industrystandardRS-232 port is used for A battery-backeduninterruptiblepower supply
this communication,runningat a baud rateof 38400. system is also containedwithin the tamperprotected
The port resides on theCPU cardof both theremote boundaryof the remote unit. This is to ensurean
acquisition unit and the review station. Associated adversarydoes not try to spoof the systemby cycling
softwareis responsiblefor the flow of databetween oralteringthe supplypower. Presently,the systemis
these ports, as well as for faultdetectionand poweredusing domesticUS supply current(115 VAC,
tolerance. The ports are connectedusing a fiber optic 60 Hz.).
(FO) cable for low loss, with the appropriateRS232-
to-FOmodems present at both ends. In the future, a SYSTEMSOFTWARE
dedicated, high speedboardmaybe used for this
function, This would greatlyincrease the throughput The remoteacquisition unit is based on a
of the system and would off load the communications customized,embedded applicationprogrmn,and as
overhead,allowing the system to respondmorequickly such, does notcontain an operatingsystem. This
to external commands and tamperevents, minimizes the possibilityof undetectedtampering,

The purposeof the tamper subsystem is to while reducingthe possibilityof systemfailuredue to
monitorand detectany attemptto compromisethe bulky and non-robustoperatingsystem code. The
system or secret authtmticationkey. The security review station, whichis withinthe confinesof a
philosophy is ali encon_passing,and as such, considers friendlyinstallation,runsa specialapplication
potential attacksat the source of the data, the video programrunningunder the MicrosoftDisk Operating
equipment and the data link. To help deterattacksat System(MSIX)S). Ineverycase, the operating
the data source, twosurveillance cameras,of different progran_lhave beenspecificallydesigned to meet
focal lengths and fields of view, are installedwithin stringentstandardsforfault tolerance,robustness,
the secure acquisitionunitenclosure, Video images correctness,efficiencyand security. Thesoftwarehas
are randomlytaken fromone cameraand then the beenwrittenin accordancewith the applicable
other. Since a potentialadversarydoesnot know elements of severalstandards,includingthe ]NFOSEC
which camera is currentlytaking video, it is difficultto EngineeringStandardsandPracticesManmfl, Security
"spooff the camerasusing a false fore droporother Guidel_r_esforCOMSECSoftware DevelopmenLand
falsified data scenario. SecurityRequirements forCryvtom'avhicModules[2,

The video equipment that mustbe tamper 3, 4].
protectedconsists of the remoteacquisitionunit and
the associated communicationlink. These items are APPLICATIONS
directlyaccessible to theadversary,and as such,
require securitymeasures. The video review station, Applicationsforthe SAVE systemabound. Its
on the other hand, is generally located within a portablesize and non-invasivenatureallow great
friendly(non-adversarial)environment, and versatility. The SAVE system may providesufficient
consequently, requiresno tamperprotection(see verifiablemonitoringwhen used by itself, or it can be
FIGURE4). The remote acquisitionunit is protected usedwith other monitoringequipmentto providean
against attackby layersof physical tamper sensors, additional monitoringtool. Since it is a non-invasive
These include a penetrationdetectoraround the inside stand-aloneunit, it can provideadditionalsecurity to a
peripheryof the containment vessel, as well as a previously h-!stalledsystem, without fearof
numberof internalsensors forlight, radiation, motion, invalidat_._.gthe integrityof the originalsystem.
temperature, and power supply variations. The object Possible applications are as follows:
ofthe protectionis not to prevent tampering,but . Processmonitoring(chemical weapons (eW)
instead, to detectany tampering that mayoccur and to destru,ction facility).
destroythe privateauthenticationkey, thereby s Long-termstagingprior to processing (CW,
eliminating anypossibility of authenticateddata being SNM, etc.).
transmittedfrom the unit. • Warhead dismantlement(documentcritical

Once the data has exited the secureconfines ot tasks).
the tamper-protectedacquisition unit, the data * SNM storagemonitoring(recorda robotic
becomes vulnerable to data tampering. This is the inventory).
reasonthatauthenticationof the data is performed. • Tamperdocumentation(coincidentwith other
This prevents the adversaryfromsubstitutingfalse sensors),
data into the communication link or modifying the data • Pre-inspectionmonitoring(challenge inspection).
movingacross the link. Both the commands to the , Host-operatedcontrolled access (challenge
remote acquisition unit, as well as video data bat:kto inspection).
the review station,are authenticated. This prevents an , Portal/perimetermonitoring (declared critical

sites).
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Thetechnologyis fully exportableand is easily _adaptableto differentline voltage power. Inmany
situations,pre-existingbuildingcablingcan be usedas
thephysical transmissionmedia, eliminatingthe need
for special wiringrequirements. Furthermore,data
authenticationensures the integrityof video
information,even when communicationlines are not
physically protected fromtampering.

CURRENTSTATUS

Currently,a bench-topSAVEsystemis
available for testing anddemonstrations. This system

is fully functional but lacks _,e final tamper-detecting _ jenclosure forthe remoteacquisitionunit. This
enclosure is slated forcompletionby the end of FY FIGURE4. SAVE REVIEWSTATION
1993. Several technical hurdlesmust be overcome

before the tamperenclosure design is complete. First, SUMMARY
moredevelopment timemust be devoted to the
outermosttamperprotectionlayer before it is fully The Secure Authenticated Video System
viable. Second, EMI/RHemissions from the (SAVE) providesautomaticdocumentationof
enclosuremust be more thoroughlyanalyzedto ensure z.:tivitiesoccurringwithinan areavisuallymonitored
that they fall within the NIST securityguidelines, and by the system,while reliablydetectingtamperingwith
modificationsmustbe made if out of tolerance, the system itself. The documentationprovidedby
Finally, cooling (aircirculation)issues within the SAVE is of sufficient integrity to providethe user with
secure enclosure still remain to be workedout. None confidencethat the monitoredactivity actually
of these hurdles are felt to be insurmountable, occurredasrecorded. The system is portable,

Meanwhile, as the enclosuredevelopmenteffort exportable,and simpleto set up anduse. It is suitable
continues, refinements and improvementsare being forstand-alonemonitoring,butbeing non-invasive,
made to the system software. A MicrosoftWindows canbe used to supplementpreviously installed
user interface is being designed,which will monitoringequipment without interfering. The system
significantly increase the user-friendlinessof the is adaptableto a varietyof monitoring, verification and
system. This interfacewill be capableof displayinga securityapplications,or wherever authenticated
number of simultaneous video frames to the console, imagingis required.
along with the controlmenus. Also, improvementsare
being made to the communicationlink in termsof REFERENCES
throughput(speed) andthere is an ongoing effortto
increase the robustness, reliability, speed, and security [1] "ISO CommitteeDraRDocument, ISO/IECCD
of the system software. 10918-1," ISO/CC1TI"Technical Committee.

Finally, a vulnerabilityanalysis will be [2] "INFOSECSoftwareEngineeringStandardsand
performed on the system, and operationaltests and PracticesManual,"NSA DS-80, December1,
demonstrations will be conductedin the field• It is 1988.
expected that the SAVE systemwill be fielded forbeta [3] "SecurityGuidelines for COMSECSoftware
testing in FY 1994. Development,"Revision3.0, January27, 1988.

[4] "SecurityRequirements for Cryptographic
Modules,"Federal Information Processing
StandardsPublication 140-1, National Institute of
Standardsand Technology, Washington, DC.
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