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Executive Summary

The International Atomic Energy Agency is undertaking a program for strengthening its safeguards

system based on the recognition that safeguards must give assurance not only of the non-diversion of
declared material or that declared facilities are not being misused, but also of the absence of any

undeclared nuclear activities in States which have signed comprehensive safeguards agreements with

the Agency.

The IAEA has determined that the detection of undeclared nuclear activities and the creation of

confidence in the continuing peaceful use of declared material and facilities is largely dependent on

more information being made available to the Agency and on the capability of the Agency to make

more effective use of this additional information, as well as existing information.

The IAEA expects to obtain through expanded reporting and its own collection measures a much

greater volume of information than it is currently required to manage. Furthermore, the information

being obtained is fundamentally different in several respects from that it has experience dealing with

under conventional safeguards. The vastly increased amount of data that the Agency must deal with

and its essentially qualitative nature and other characteristics demand new and innovative information

management systems and techniques by the Agency in order for it to make effective use of the

information in meeting its expanded safeguards mission.

It is essential that development efforts by the U.S. Support Program addressing IAEA information

management needs be guided by a set of "umbrella" guidelines and/or specifications including a defini-

tion of user needs (the purpose of this document), human-computer interface guidelines, and system

requirements specifications. Human-computer interface guidelines will help ensure a standard "look

and feel" for Safeguards Information Management Systems (SIMS) products. System requirements

specifications will ensure that SIMS products will be compatible with each other and with existing
IAEA systems.

Some of the more important factors to consider in SIMS development include the following:

Organizational Issues; Division of Responsibilities. The Agency has not yet determined how

responsibilities for systematic analysis will be assigned within the Department of Safeguards. This

determination will impact system design objectives for SIMS products.

Security. Security of the information must be maintained and access should be restricted to

designated staff on a need-to-know basis. SIMS design must make provision for IAEA security
concerns.

User Limitations. Information management systems provided through SIMS should be designed

with consistent, user-frlendly interfaces. On-line help should be provided as an option for less-
experienced users.

°_.
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Support. It is essential that any hardware or software systems provided by SIMS be backed up by

ongoing post-delivery support and maintenance until such time as handoff to IAEA support organiza-
tions is feasible. This support must include training for both system users and system support staff,

where required. In addition, systems must be delivered with adequate documentation. This support
commitment should be included in SIMS cost estimates.

Compatibility with Existing Systems. Compatibility with the current IAEA computer environment

is highly desirable. Development of a System Requirements specification by the Technology and Sys-

terns Group would assist in the design of future SIMS products.

In the view of the SIMS User Requirements Group, priorities for SIMS support to the IAEA are as
follows:

• enhance INSIST, with the priority being upgrade of the INSIST user interface, and assis-

tance to the IAEA in expediting data entry;

• develop interim capabilities to support environmental monitoring field trials under Program

93+2, Task 3, including delivery in FY 1994 of a 93+2 workstation with adequate

capabilities for environmental monitoring data storage and retrieval;

• assist the 93 + 2, Task 5 team in expediting data entry and in furthering defining systematic

analysis information management needs and move to address these needs through rapid

prototyping;

• develop prototype in-field support information management tools, coordinating this effort

with Agency efforts on the In-Field Support System (IFSS) and the Brief-Case Inspection

System (BIS); and

• support SEE information management needs, especially those dealing with developing a
basis for expanded SIR conclusions.

Additional details are provided below. Requirements by major task area are summarized in
Table ES-I.
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Table ESq. Requirements Summary

Task Area Capability Required Impact Urgency

Action Team Activities Enter high volume of data of various types (streamline High Immediate

translation of date into electronic form)

Store/retrieve data according to its geographic location High Immediate
- inventories

- design information/drawings
- seals information

- inspection results

- images/graphics
- video/stills

- sites and facilities

- layouts of piping

- equipment photos

Store/retrieve text, including open-source information

- provide flexible retrieval tools High immediate
- associate text with locations/facilities Medium 1/2-1 yr.

- provide context-sensitive search Medium > 1 yr.

Store/retrieve data on nuclear activities High Immediate

- suppliers, i.e., countries, firms, intermediaries

- Iraqi nuclear programmatic activities
- accounting data

- export/import reports

- Iraqi reports and declarations

- information from UNSCOM and 3rd parties

Store/retrieve data related to environmental monitoring/ High Immediate

sample taking (see Environmental Monitoring task ares)

Import data from INSIST to PC/MS-DOS High Immediate

Computer-assisted analysis of data

- export/import reports Medium > 1 yr.

- view data from different frames of ref. High Immediate

- modelling of process flows, pathways Medium > 1 yr.
- analyze environme_ltai monitoring data (see Environmen- Medium > 1 yr.

tai Monitoring task area)

- correlation analysis between different data cat. Medium 1/2-1 yr.

- perform change detection on images Medium > 1 yr.

- provide technical ref. tools/databases Medium > 1 yr.

Lightweight, small volume, portable PC (see field support Medium 1/2-1 yr.
for conventional safeguards)

Environmental Monitoring Store/retrieve data related to sample taking High Immediate

- sample type
- location

- coordinates

- measurement points

- date/time of sample taking
- sample data

- where sample is being analyzed

- status of analysis

- results of analysis

Access/store/retrieve supplemental data for sample High Immediate
analysis

- meteorological data
- land contours



Table ES.1. (contd)

Task Area Capability Required Impact Urgency

Environmental Monitoring (contd) - maps

Geo-reference data High Immediate

Compute distance between two given points (i.e., a sample Medium 1/2-1 yr.

point and a reference point)
Provide flexible tools for standard mathematical and Medium 1/2-1 yr.

statistical analymes
Track strategically located samples over time High 1/2-1 yr.

Provide physical transport modeling tools High 1/2-1 yr.

Model operations of different facility types Medium > 1 yr.

Decision support to guide sample analysis Medium > 1 yr.

Suggest locations for environmentel monitoring Medium > I yr.

Help develop sampling plans Medium > 1 yr.
Provide data presentation/visualizationtools (standard Medium 1/2-1 yr.

types of graphs and charts, plus map overlays)

Provide in-field support for sample taking and logging Medium > 1 yr.

- previous sample locations

- sample type

- location (e.g., near what site, city .... )
- coordinates

- measurement points

- date/time of sample taking

Provide in-field visualization tools Low > 1 yr.
Provide the ability to exchange data between Agency Medium 1/2-1 yr.

computers (workstation or desktop computer) and iaptops
to take to the field

Provide the ability to input data from field instruments to a Medium > 1 yr.
laptop computer, e.g.:

- portable analysis instruments

- bar code readers (lower urgency)
- weather instruments

- GPS receivers

Systematic Analysis Store/retrieve text, including open-source information

- provide flexible retrieval tools High Immedii_te

- provide context-sensitive search Medium > 1 yr.

- associate text with locations/facilities Medium 1/2-1 yr.
Store/retrieve other data High Immediate
- suppliers, i.e., countries, firms, intermediaries

- States' nuclear programmatic activities
- accounting data

- export/import reports

- States' reports and declarations

Store/retrieve data related to environmental monitoring/ Medium 1/2-1 yr.

sample taking (see Environmental Monitoring task area)

Store/retrieve data according to its location (geographic or Medium 1/2-1 yr.

relative location within site, facility, or building)
- inventories

- design informatio_drswings
- seals information

- inspection results

- images/graphicssuchas maps
- video/stills
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Table ES.I. (contd)

Task Ares Capability Required Impact Urgency

Systematic Analysis (contd) - sites and facilities

- layouts of piping

- equipment photos

Computar-assisted analysis of data

- export/import reports Medium > 1 yr.

- view data from different frames of ref. High Immediate

- analyze environmental monitoring data (see Environ- Medium > 1 yr.

mental Monitoring task am)

- modelling of process flows, pathways Medium > 1 yr.

- correlation analysis between different data cat. Medium 1/2-I yr.

- perform change detection on images Medium > 1 yr.

- provide technical ref. tools/databases Medium > 1 yr.

Training Move training materials to multimedia environment Low > 1 yr.

- hypertext

- run-time video
- interactive audio

- CD-ROM

- Video disk

Training for new systems must addre_ users and those Medium 1/'2-I yr.

providing support/maintenance

User-friendly interface High i/'2-1 yr.

Conventional Safeguards Store/retrieve new safeguards infornmtion (or improve Medium > 1 yr.

methods for certain types of current safeguards

information)

- expanded declarations

- facility design information (includes maps and plans)

- location and type of surveillance equipment

- facility specific provisions of the safeguards agreement

- location and identities of tags and seals

Improve examination and verification of design Medium 1/'2-1 yr
information (electronic storage and retrieval)

Upgrade ISiS Low > 1 yr.

Accept systematic analysis results as input to SIR High 1/2-1 yr.

Specialized modeling and analysis tools for SEE Medium > 1 yr.

Summarize and check consistency of data at multiple Medium 1/2-1 yr.

levels (MBA, facility, country, region)

Security (read-only db access, password control) High ongoing

Conventional Safeguards Field Lightweight, small volume, portable PC Medium > I yr.

Support (CSFS)

Store/retrieve (coordinated with BIS and IFSS) Medium 1/2-I yr. (partial)
- inventory information

- design information/drawings > 1 yr. (rest of items)
- seals information

- record inspection results

- images/graphics such as maps, pictures of POCs
- video/stills of hot areas

- facility information

- safeguards criteria
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Table ES.1. (contd)

Task Area Capability Required Impact Urgency

CSFS (contd) - diagrams of material flow process w/components and

technical parameters
- layouts of piping

- equipment photos

- containment/surveillance equipment lists with service
dates

Tailor information to site visited Medium > l yr.
Tools to optimize utilization of manpower and time Low > _ yr.

Decision support for inspection procedure Medium > 1 yr.

- sampling plans

- which parts of facility to visit

Model/review containment and surveillance measures Low > 1 yr.

Model material flow Medium > 1 yr.

Model diversion scenarios Medium > I yr.
Show history of equipment layouts Medium > 1 yr.

,°.
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Enhance INSIST Capabilities

The Action Team's requirements are immediate, not a year or more down the road as with some

aspects of the Safeguards Department's Systematic Analysis. The high volume of data already exceeds

the ability of Action Team analysts to efficiently manage. Furthermore, the recent turnover of per-
sonnel carries the potential for loss of "corporate memory." Newer team members are concerned that

vital information could be sitting in some obscure file drawer without their knowing it; they see great

benefit in having reliable, automated access to information. But data cannot be retrieved electronically

until it exists in electronic form, and data entry also represents a near-term priority problem for the
Action Team.

In the near-term, most of the Action Team's requirements for data manipulation, modeling, and

analysis are not as urgent as the requirement simply for entering, storing, searching, and retrieving

information. Furthermore, the more ambitious of the modeling and analysis goals still require more

R&D to identify what methods and algorithms are effective and appropriate. To the extent that near-

term efforts are possible under SIMS, priority probably should be given to assisting the IAEA in:

• scanning hardcopy data into electronic form

• the ability to filter and categorize documents

• adding a text retrieval capability to INSIST

• adding a gazetteer capability to INSIST

• developing and integrating new databases

• modifying the INSIST user interface to better meet user needs and abilities

• developing a capability to take information to the field on notebook computers

• networking Action Team desktop PCs with each other and with the INSIST workstation

Provide for Near-Term Environmental Monitoring Information Management Needs

The Task 3 team is already engaged in field trials, so there is a time-urgent need for information

management support for analysis of field trial data. Two timescales must be supported: (1) the short-

term needs generated from field trials, and (2) the long-term information management support needed

for any environmental monitoring actually implemented as part of enhanced safeguards. The user

group for the short-term is the 93 + 2, Task 3 Team. The primary user groups for the long-term needs

will be inspectors collecting information in the field and inspectors or analysts analyzing the results of
the samples.
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Priority in FY 94 should be given to supporting the 93+ 2, Task 3 information management
requirements by providing a suitable workstation with adequate data storage and retrieval capabilities
for environmental monitoring data.

In addition, the IAEA has requested, and the U.S. should support, arrangements for IAEA
personnel to visit the U.S. and meet with users of gee-referenced computer systems in order to gain a
better appreciation for capabilities and needs.

Further Explore Opportunities for Supporting Systematic Analysis Information
Management Needs

For the near-term, the primary concern of the 93+2, Task 5 team seems to be dealing with the
daunting volume of data available to it. SIMS efforts in support of Task 5 should include:

• guidance on how to analyze open source information;

• assistance in determining how to streamline the categorizationof documents;

• computer-assistedmeans of evaluating the contents of documents;and

• a means of automatingthe annotation of documents to preserve human efforts at document
analysis.

Certain analytically complex modeling and analysis tools desired for systematic analysis do not yet
exist, and the necessary methodologies and algorithms are yet to be developed and tested. An ongoing
program of research on analytical methodologies for systematic analysis appears necessary (an illustra-
tion of the systematic analysis process is provided in Figure ES-1). This effort should be coordinated
with efforts supporting the Action Team, as needs are, in many respects, similar. In the meantime,
DOE/AN s_ould seek to discourage the Agency from installing additional INSIST-like platforms in
operations divisions, since the requirement for such capability is unclear. Rather, PC-based tools
designed to support well-defined analysis tasks appear a more cost-effective early technology enhance-
ment path.

Develop Prototype In-Field Information Management Tools

The Safeguards Department is currently pursuing efforts to enhance in-field information manage-
ment capabilities with its In-Field Support System (IFSS) and the Briefcase Inspection System (BIS)
(see Section 4.5.2.3). Both of these initiatives support accountancy-related inspection activities and
deal with largely quantitative data. SIMS should seek to support and/or complement these initiatives.

The Action Team desires computing resources for their inspections in Iraq, where they would be used
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1
after daily inspection activities for entering data, assessing preliminary results, and planning the next

day's activities. In-field IM support for 93+2, Task 3 is desirable, but not time-urgent.

Support SEE IM Needs

The Safeguards Implementation Report (SIR) will be expected to comment on the possibility of

undeclared activities. The results of Systematic Analysis will be needed by SEE for such an expanded

SIR. SEE also may require specialized modeling and evaluation tools unique to the expanded SIR that

are not specifically required for systematic analysis alone. In the future, the SIR will need to contain

conclusions regarding the possibility of undeclared activities. The evaluation necessary to draw such

conclusions is not seen as quantifiable and developing a procedure to reach such a conclusion for the

SIR is of great concern. This is a time-urgent need, but it is not clear how SIMS should proceed to

support it. Furthermore, this is an area that POTAS has been considering for initiation of an SP-I and

Member State support. Therefore, DOE/AN should coordinate any proposed SIMS initiatives with
ISPO.
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1.0 Introduction

1.1 Purpose

The purpose of this document is to describe the needs of the InternationalAtomic Energy Agency
(IAEA) for enhancedsafeguardsinformationmanagementcapabilitiesfrom the standpointof the proj-
ected end user, i.e., the personor personsexpected to actuallyemploy these capabilities in the conduct
of their job or task.

1.2 Background

The Safeguards InformationManagementSystems (SIMS) initiative is a programof the Department
of Energy's (DOE) Office of Arms Control andNonproliferationbeing unde,_.ake,lby Los Alamos,
LawrenceLivermore,Pacific Northwest, and Sandia NationalLaboratorieswith the aim of supporting
the InternationalAtomic EnergyAgency's (IAEA) efforts to strengthensafeguards, in part through the
enhancementof safeguardsinformationmanagementcapabilities,t) The DOE hopes to provide the
IAEA with improved capabilitiesto store, retrieve, integrate,correlateand analyze data from existing
andnew sourcesof information,including publiclyavailable information(i.e., open source informa-
tion), informationavailablethroughnew safeguards reportingschemes, such as that on importsand
exports, design information, and environmentalmonitoringdata. The first step in the DOE's effort is
to identify and define IAEA user requirements. This effort involves a systematicprocessto identify the
informationmanagementsneeds of the IAEA projectedend user, as well as characteristics of the end
user and attributesof the currentenvironment.

1.3 Approach

User requirementsfor the SIMS initiativeare beingdeveloped in an iterative manner through close
interaction with the IAEA. The materialpresented in this documentwas prepared by the SIMSUst_r
RequirementsGroupon the basis of structuredinterviewsconductedat the IAEA during 10-14 January
1994 and 9-13 May 1994, review of materialsobtainedbefore and after the interviews, and the subject-
matterexpertise of group members. Follow-upcontacts (visits/communications)will be madeover the
life of the SIMS initiativeto furtherclarify and define emerging IAEA safeguards informationmanage-
mentneeds.

(a) Information management is used here to connotate the use of computer systems (hardwareand
software) and related systems and proceduresto assist in the storage, retrieval, processing,
analysis, presentation/visualization,and communicationof data/information.
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2.0 International Atomic Energy Agency

0
The International Atomic Energy Agency was established in 1957 under the aegis of the United

Nations to promote the peaceful use of atomic energy. Although the SIMS initiative and, in turn, this
document, focus on the safeguards aspect of the IAEA's Statute, it is important to recognize the wider
purpose of the IAEA and the relationship of various IAEA systems and activities in areas such as
nuclear power and safety, to the Agency's safeguards systcm and to its safeguards information manage-
ment needs It is beyond the scope of this document to provide an in-depth description and evaluation
of the IAEA safeguards system; rather, the purpose of this section is to provide a context for assessing
the safeguards information maJ_agementneeds described in Sections 4-8. Where appropriate, ref-
erences are provided in footnotes for readers that may desire additional details.

2.1 Safeguards Mission and Charter

Article III.A.5 of the IAEA Statute authorizes the Agency to "establish and administer safeguards
designed to ensure that special fissionable mid other materials, services, equipment, facilities, and

information made available by the Agency or at its request or under its supervision or control are not
used in such a way as to further any military purpose...".(')

2.1.1 Treaty on the Non-Proliferation of Nuclear Weapons

The cornerstone of the Agency's safeguards system is the Treaty on the Non-Proliferation of
Nuclear Weapons (known as the NPT), which came into being in 1968. The Treaty requires that non-
nuclear weapon States party to it must accept safeguards on all source or special fissionable material in
all their peaceful nuclear activities. INFCIRC/153 is the model for safeguards agreements between the

IAEA and Member States party to the NPT. c_) There continue to be agreements in place with the
Agency under an earlier system referred to as INFCIRC/66/Rev.2. (°)

(a) Statute of the IAEA.

Co) INFCIRC/153 (Corrected): The Structure and Content of Agreements Between the Agency and
States Required in Connection with the Treaty on the Non-Proliferation of Nuclear Weapons, June
1972.

(c) INFClRC/66/Rev.2: The Agency's Safeguards System (1965, as provisionally extended in 1966
and 1968).
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2.1.2 Political Objectives of Safeguards

The IAEA has stated that "Safeguards are essentially a technical means of verifying the fulfillment

of political obligations undertaken by States in concluding international agreements relating to the
peaceful uses of atomic energy". It goes on to say that, "The main political objectives of safeguards
are:

To assure the international community that States are complying with their non-proliferation
and other 'peaceful use' undertakings;

To deter (a) the diversion of safeguarded nuclear materials to the production of nuclear explo-
sives or for other military purpo,_es and Co)the misuse of safeguarded facilities with the aim of
producing unsafeguarded nuclear material."c')

Note that States undertake NPT obligations and safeguards agreements voluntarily and that doing
so entails a considerable relaxing on their part of their sovereign rights. The issue of sovereignty is
always a consideration in the actual implementation of safeguards by the Agency. Furthermore, when

States become party to the NPT, they incur certain obligations pursuant to the safeguarding of nuclear

materials that result in the safeguards system being a cooperative system between States (and within
States, facility operators) and the Agency (see the discussion on State Systems of Accounting and
Control in Section 2.2.1).

2.1.3 Technical Objective of Safeguards

The Department of Safeguards is the technical arm of the IAEA primarily responsible for achieving
the political objectives of safeguards. Over the years, the Department developed the technical means
for addressing its safeguards responsibilities. The technical objective of safeguards under
INFCIRC/153 is "the timely detection of diversion of significant quantities of nuclear material from
peaceful nuclear activities to the manufacture of nuclear weapons or other nuclear explosive devices or

for purposes unknown and deterrence of such diversion by risk of early detection." This objective was

further clarified through the establishment of precise definitions for "significant quantities," and
"timeliness.'Cb)

2.2 Safeguards Implementation

Under the NPT, non-nuclear weapon States renounce the acquisition of nuclear weapons and thus,
the declarations of such States with regard to their peaceful nuclear activities are meant to be compre-
hensive, i.e., they are not to have undeclared or clandestine nuclear activities. Thus, safeguards

(a) IAEA Safeguards: An Introduction, IAEA/SG/INF/3, 1981.
(b) See IAEA Glossary, IAEA/SG/INF/1 (Rev.1), 1987.
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agreementsbetween such States and the IAEA are termed"Comprehensive Safeguards Agreements."
It is the Agency's purpose under such agreements to verify States' declarations. Until very recently,
the Agency's practice in making its verification was to establish the truth of statements regardingthe
amounts, presence anduse of nuclear material or other items subject to safeguards as recordedby the
facility operatorsand as reportedby the States to the Agency for declared material and facilities.
Nuclei, material accountancy (complementedby containment and surveillance) has been the bedrock of
the IA£A's verification practice. The purpose of nuclear materials accounting is to establish the quan-
tities of nuclear material present within defined areas--termed "materialbalance areas"--and the
changes in these quantities that take place within defined periods of time.

2.2.1 The State's System of Accounting for and Control of Nuclear Materials (SSAC)

Safeguards agreementsconcludedpursuantto the NPT requirethe State to establish a national sys-
tem of accountingfor and control of nuclear materials, termed an SSAC. The Agency has published
guidelines for the establishmentand operationof an SSAC.¢') Nuclearmaterials accountancyand
verificationare based on reports submittedby the SSAC as well as records maintained at the facility by
the facility operator. The Agency has a well-establishedsystem for managing States' accountancydata
(see Section 3). In additionto accountingreportslisting, amongother things, nuclearmaterial inven-
tories, receipts and shipments, the Agency examines other informationprovidedby the State, including
facility design information, documents amplifying and clarifying reports,and advanced notification of
internationaltransfers.

2.2.2 Safeguards Inspections

In orderto verify a State's declarations and the correctness of information submitted by the State,
the IAEA performson-site inspections, termed "routine inspections," of a State's declared nuclear
facilities. Inspectorscheck to see that operatingand accountingrecords maintained at the facility are
consistent with the reportssubmitted to the Agency. Inspectorsalso make independentmeasurements
of and inventorynuclear material, verify design information,check, affix and remove seals, collect
surveillance records(video tapes), service/calibrateequipment, obtainsamples, and performother
inspection duties. An importantconcept in the IAEA's verification efforts is "material unaccounted

for," or "MUF." This is the difference between the book stock maintainedby the facility operatorand
the actual physical stock verified by the inspector. A significant urtresolvedMUF (and MUF may be
attributedto measurementuncertainties)leads to the possibility of a diversion.

Inspection requirementsare specified in the 1991-1995 Safeguards Criteriadeveloped by the
Departmentof Safeguards. Routine inspectionshave become quiteproceduralizedallowing the use of
software tools to aid in the recording of inspection results (see Section 3).

(a) IAEA Safeguards: Guidelines for States' Systems of Accounting for and Controlof Nuclear
Materials, IAEA/SG/INF/2.
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The Agency also performstwo other types of inspections: "ad hoc inspections," generally made
immediately after the conclusion of the safeguards agreement but before inspection details have been
fully negotiated (although thele are other reasons for performing ad hoc inspections); and "special
inspections," made in additionto routine inspections when unusual circumstancesoccur and/or verif-
ication activities produce the appearance of an inconsistency that cannot be resolved through other
means. A .hough the IAEA Boardof Governors recently reaffirmedthe Agency's right to make special
inspections, they are in practice, very rare (presumably,because of their pejorative connotation).

2.3 Measures to Strengthen Safeguards

The discovery of Iraq's clandestinenuclear weapon development programwas a watershed in the
historyof IAEA safeguards andhas resultedin the Agency undertakingan ambitious program for
strengtheningits safeguards system. The basis for this strengtheningprogram is the recognitionthat
safeguards must give assurancenot only of the non-diversionof declared materialor that declared facil-

i

it_esare not being misused, butalso of the absenceof any undeclared nuclearactivities in Stateswhich
have signedcomprehensive safeguards agreementswith the Agency. At the same time, budgetarycon-
straints(the Agency is under a "zero-real-growth_ budget policy) requirethat the Agency undertake
measuresto streamlinesafeguards andimprovethe system's overall cost-effectiveness.

2.3.1 Information on States' Nuclear Activities

The IAEA has determined that the detection of undeclarednuclearactivities and the creation of

confidence in the continuingpeaceful use of declared materialand facilities is largely dependenton
more informationbeing madeavailableto the Agency and on the capabilityof the Agency to make
more effective use of this additionalinformation, as well as existing information. Measuresto obtain
additionalinformationinclude:

• early provision anduse of design information

• voluntary reportingby MemberStates (over and above thatrequiredin their safeguards agree-
ments)of exports, imports and production of nuclearmaterial

• voluntary reporting by MemberStates of exports and importsof certain equipment and non-
nuclear material

• collection by the Agency of information from "open sources" (e.g., the public press) about
States' nuclearactivities

• the provision by Member States of "intelligence" informationobtained from satellites and other
means
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2.3,2 IAEA Program 93+2

In April 1993, the Standing Advisory Group on Safeguards Implementation (SAGSI) recommended
to the IAEA Director General (DG) certain measures for strengthening and improving the cost-effec-

tiveness of safeguards. _'_The DG, in turn, reported to the IAEA Board of Governors and they
requested that the IAEA Secretariat develop concrete proposals for the assessment, development and
testing of measures proposed by SAGS1. This is being done by the Secretariat under a program
referred to internally as "Program 93+2." Details on this program are contained in Annex 3.
Program 93 +2 consists of the following tasks:

Task 1: Cost analysis of present safeguards implementation

Task 2: Assessment of potential cost-saving measures

Task 3: Environmental monitoring techniques for safeguards applications

Task 4: Increase cooperation with SSACs and other measures for improving the cost-effective-
ness of safeguards

Task 5: Improved _alysis of information on States' nuclear activities

Task 6: Enhanced safeguards training

Task 7: Proposal for strengthening and improving the efficiency of the safeguards system

2.4 Objectives of Enhanced Information Management

The IAEA expects to obtain through expanded reporting and its own collection measures a much

greater volume of information than it is currently required to manage. Furthermore, the information
being obtained is fundamentally different in several respects from that it has experience dealing with
under conventional safeguards. First, the new information is much more qualitative in nature than con-

ventional safeguards data, which, as has been stated, consists primarily of accountancy
data--something represented quantitatively. Second, the new information is, in many respects,
inherently less reliable than conventional safeguards data. It comes from a variety of sources, its
accuracy is often questionable (especially when the source is the press), it is not necessarily provided in
a prescribed format, and it is open to manipulation by those who generate the data in the first place.

Third, the data is open-ended, rather than tied to some basic and well-defined safeguards concept (e.g.,
"material balance area").

(a) Report to the Director General on the 36th Series of SAGSI Meetings (SAR-15), April 1993.
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The vastly increased amount of data that the Agency must deal with and its essentially qualitative
nature and other characteristics demand new and innovative information management systems and tech-
niques by the Agency in order for it to make effective use of the information in meeting its expanded
safeguards mission. The objective of Task 5 of Program 93+ 2 is "to ensure a coherent and compre-
hensive approach to the acquisition, management and analysis of information available to the
Secretariat regarding a State's nuclear activities. "_')

2.5 Organization of IAEA Safeguards

The Department of Safeguards is one of six principal departments of the IAEA. It forms the tech-
nical arm of the IAEA's safeguards program. Assistance in the drafting and negotiating of safeguards
agreements and in safeguards policy matters is provided by the Department of Administration. In
addition, an Iraq "Action Team" was formed in the Director General's Office (DGO) to implement
United Nations Security Council resolutions regarding Iraq's violation of the NPT and its safeguards
agreement with the IAEA. The IAEA Director General receives advice on safeguards matters from the
Standing Advisory Group on Safeguards Implementation (SAGSI), an ad hoe group made up of repre-
sentatives from some 14 to 16 Member States.

2.5.1 Safeguards Department

The Department of Safeguards consists of approximately280 professional and 200 general staff, of
which 200 are trained inspectors. It has an annual budget of about $65 million, plus extra-budgetary
resources of approximately a third again as much. In this respect, it constitutes by far the Agency's
largest budgetary program. The Department is organized into six divisions, three of which are Opera-
tions Divisions (see Figure 2.1). These divisions are responsible for performing safeguards inspec-
tions, as well as other safeguards verification activities. There are two Regional Offices--Tokyo and
Toronto--attached to Operations. Analytical assistance is provided to the Department by the Safe-
guards Analytical Laboratory (SAL) at Seibersdorf, and by a Network of Analytical Laboratories
(NWAL) that perform analysis of samples collected by inspectors.

The three support divisions include the Division of Information Treatment (SGIT), which is respon-
sible for the development and support of departmental information management capabilities and the
computer processing of a variety of safeguards information including the accounting data furnished by
Member Sates, inspection data, and to a lesser extent, design information. In addition, there are two

sections that report directly to the Deputy Director General for Safeguards (DDG-SG). They are the
Section for Programme and Resources (SPR) and the Section for Effectiveness Evaluation (SEE). The
former is responsible for financial and administrative matters, including personnel and budget. The

(a) Briefing Notes for Missions: Strengthening the Effectiveness and Improving the Efficiency of the
Safeguards System: Additional Details on the Report by the Director General on the Secretariat's
Programme for Assessment, Development and Testing of SAGSI's Recommendations on the
Implementation of Safeguards, 15 November 1993. [see Annex 3.]
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Figure 2.1. Organization of the Department of Safeguards

latter is responsible for preparation of the annual Safeguards Implementation Report (SIR), which is the

Agency's primary report to its Member States on the results of its safeguards verification activities.

2.5.2 Information Analysis Responsibilities

The responsibility for analyzing information available to the Agency on States' nuclear activities
and drawing conclusions about the possible existence of undeclared activities is a matter not yet com-

pletely decided by the Agency. At one time, the former DDG-SG determined that "Country Officers"

assigned in each Operations Division would have the primary responsibility to "have at all times an up-
to-date knowledge about safeguards- and other proliferation-relevant situations, and nuclear and
nuclear-related activities, that are directly relevant to the implementation of safeguards, for each

designated State."t')

The Country Officer was to: (a) prepare and maintain the "country file;" (b) inform line manage-

ment about activities which might be inconsistent with the State's safeguards and non-proliferation

undertakings, and other problems related to safeguards implementation; and (c) prepare contributions

to the divisional Country Status Reports and to prepare specific reports, as requested (see Annex 4 for
additional details). Although it was envisioned that support divisions (Information Treatment, and the

Division of Concepts and Planning) would assist Country Officers in this undertaking, it was

(a) DDG-SG Interoffice Memo, 1993-02-05.
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subsequently decided that the concept required further consideration before being fully implemented.

The primary objection to the concept was that Country Officer responsibilities were to be assigned to

safeguards illspectors and these inspectors were expected to retain their inspection responsibilities as
well. This was considered to be an unrealistic workload.

At this stage of their deliberations, the Secretariat appears to be exploring several alternatives for

dealing with the analysis of information on States' nucle_x activities. These alternatives include the

Country Officer concept, the idea of an "analyst group" in each operations division whose sole respon-

sibility would be akin to that envisioned for Country Officers, and the idea of an analyst group in SGIT

and/or the Systems Studies Section of Concepts and Planning. It seems likely that whatever decision is

ultimately made, the process of acquiring, evaluating and analyzing information on States' nuclear
activities, drawing conclusions, submitting reports, incorporating findings in the SIR, and so on, will

be a distributed process and will require a high degree of collaboration among various groups in the

organization.

2.5.3 Systematic Analysis versus Enhanced Analysis

The Department of Safeguards is not the only organizational entity within the IAEA analyzing
information about States' nuclear activities. In fact, the raison d'etre of the IAEA is to deal with

States' nuclear activities. Therefore, it has been important for the Agency to consider how it might
make more effective use--for safeguards/non-proliferation purposes--of information available through

various channels and departments of the Agency. One area in which the Agency has felt the need to
make a distinction and establish a policy for dealing with such information is the provision by a State to
the Agency of "intelligence" information (also referred to as "third-party" information) about other
States nuclear activities. Analysis of this information is referred to as "enhanced _lysis." Such
information is provided directly to the DG and is analyzed by a selected and limited group of individ-

uals in the DGO. This information is not distributed in its original form outside the DGO. Analysis of
all other information by the Department of Safeguards is referred to as "systematic analysis."

• 2.6 User Population
al

The permanent professional staff of the Department of Safeguards consists primarily of scientists

and engineers. Because the policy of the Agency is to recruit as widely as possible among its some 112

Member States, the 3taft come from a very diverse cultural and technical background, ranging from

developed nations like the United States, to third-world countries. The Agency does its business in
English and requires its staff to have a working knowledge of English. Nevertheless, the _taff vary
widely in their English language skills.

In addition to its policy on recruiting, the Agency has a policy on retention. It offers new staff

three-year contracts, then, given satisfactory performance, offers an extension of up to two years.

Beyond this, the Agency is very selective in offering extensions; its policy is to limit staff to five years.
Thus turnover at the Agency is comparatively high.
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The Agency also employs temporary staff provided through Member State Support Programs

(MSSPs). These individuals come primarily from the developed nations (USA, UK, Japan, Canada,

France, etc.) and their computer skills are generally relatively good. Their assignments to the Agency

generally last two to three years.

Although computer literacy in the department has improved steadily over the last three to five

years, it is, on average, still quite modest. The Head of Safeguards Training considers this fact to be a

major consideration in the introduction of new computer systems in the department. He stated that the
recent introduction of IBM-compatible computers and a local area network CLAN) has run into serious

problems because users are not adequately equipped in terms of qualifications or training to use the
systems.

2.7 Operational Environment

The IAEA is headquartered in the Vienna International Center (VIC) in Vienna, Austria. VIC

offices are typical of any modem office complex. There would appear to be no special environmental

considerations necessary to the installation of computer systems at the VIC (details on the IAEA com-

puting infrastructure are provided in Section 3). On the other hand, IAEA inspections are performed

all over the world in a wide variety of environments and under very different circumstances. Comput-

ing resources are required in the field and must be designed to meet field conditions (e.g., portability,

ruggedness). Furthermore, data communications are necessary between IAEA Headquarters, Regional

Offices, and the field. Depending upon the nature of the data being transmitted, there may be special
considerations for the design of both hardware and software.

2.8 Issues and Constraints

1AEA budget. As stated previously, the IAEA operates under a zero-real-growth budget policy.
Thus, the costs associated with the acquisition and/or introduction of new systems and equipment are a

key consideration for the Agency. Although initial procurements for SIMS are likely to be funded by

the USA, follow-on procurement, and maintenance and support costs will likely be borne by the

Agency. Thus SIMS must have as a key design objective the development and deployment of systems
that minimize Agency support costs.

Staff computer sla'lls. A large portion of the cost associated with the introduction of new computing

systems is often attributed to user training. As stated previously, the typical user for SIMS products is

likely to have only modest computer skills. Thus, unless SIMS products axe designed specifically to

minimize learning time and maximize ease of use, the introduction of SIMS products in the Agency
may well pose an unacceptable training burden to the Safeguards Department.

Security. The information that the Agency deals with can range from unclassified to "safeguards
confidential." Information provided to the Director General's Office concerning possible proliferation

2.9



activities of States may bear a higher classification. Even open source information, when taken

together, may be considered sensitive by the Agency. Therefore, it is essential that SIMS developers

consider the security concerns of the Agency for any given application and for processing information
in general.
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3.0 IAEA Information Management Systems

3.1 Safeguards Information Management Systems

It is importantto recognizethat the InternationalAtomic Energy Agency has an extensive comput-
ing infrastructure, consisting of mainframecomputers, workstations, and desktop computers connected
through local area networks (LANs). The Departmentof Safeguardshas, for the last several years,
been upgrading its computing environment and informationmanagement capabilities. Systems being
developed under the SIMS initiative must be compatible with the Agency's computing environment.

3.1.1 The Safeguards Local Area Network

The entire Safeguards Departmentis connectedvia the SafeguardsLocal Area Network (Fig-
ure 3.1). This LAN connects the availableIBM, DEC and dataand word processing systems as a
distributedand unifiedinformationprocessing environmentfor Safeguardsusers and as the common
platformfor the integrationof Safeguards technical applicationsand office automationthroughoutthe
department. As of October, 1993 there were more than 330 LAN workstationsprovidingcomputing
resources and services to more than 400 safeguards users. The LAN was originally envisioned as a
means of upgrading office automation and providing electronic mail capabilities. The LAN provides
access to the safeguardsIBM mainframe, SQL servers and a MieroVaxll. There is one way access to
the IAEA shared mainframe via a 3270/SNA gateway. This allows users of the Safeguards LAN to
access data on the IAEA LAN, but prevents access into the Safeguards LAN. Each division in the
Safeguards Departmenthas its own servers. The servers are Compaq SystemPro 486's running the
Banyan Vines Network Operating System (NOS), with the exception of four SQL database servers,
which run OS/2. The intention is to move to WindowsNTin the near future. Most members of the

Safeguards Departmentare now connected to the Safeguards LAN through Gateway 2000 PC's, with
applications running under Windows.

3.1.2 Safeguards Information Systems/Databases

IAEA Safeguards Information System (ISIS). ISIS is the repository for safeguards nuclear materials
accounting data. The database resides on an IBM 9000 mainframe and is managed using the ADABAS
database management system (DBMS). Structured query is performed using the NATURAL query
language. ISIS has been on-line since 1972. It currently contains about 12 million records. The data-

base grows about 10% annually. All its data is encoded numerical data which comes in on magnetic
tapes. The chief activity is transit matching. Approximately 17,000 international shipments a years
are processed. About 25% of these axe matched by machine. In addition, there are approximately
120,000 domestic shipments each year. About 75% of these are matched by machine. Transactions
not matched by machine are matched manually. The data come from State Systems of Accounting &
Control (SSACs). Inquiries by users (typically, inspectors) are made through SGIT data clerks.
According to the Section Head for Data Operations in SGIT, Joseph Nardi, there are about 5000 dif-
ferent stand-alone "applications" used by inspectors to process this data. In addition there are about
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750 formal applications, developed by Nardi's section, that inspector use. When tapes arereceived,
standard quality control routines are applied. Safeguards clerks examine the data and assign codes.

Nardi stated that ISIS works well; it has low maintenance requirements and very low error rates.
When there are errors, the IAEA communicates with the State to resolve them. The data conforms to

IAEA format specifications. Another view was expressed by the SGIT Data Development Section
Head, Duncan Gardiner, who felt that the accounting system needs to migrate to something more
modern. He stated that it contains 700 programs written in PL/1, and requires high maintenance,

which he said required 3 full-time equivalent (FTE) staff. He went on to say that currently there are
about 600 quality control checks done on the mainframe, and these should be rewritten into a rule base.

He felt that there was a need to develop a long-term software development strategic plan.

Support Program Reporting and Information Communications System (SPRICS). SPRICS main-
tains data on Member State Support Programs and tasks. It was originally developed for the Wang, but

there is an effort underway to transfer the system to the Gateway PC environment. Unlike most
department-wide systems, SPRICS is managed by SGDE, not SGIT. Member States can query
SPRICS remotely.

Safeguards Management Information System (SMIS). The SMIS is a management information and
decision support system for administrative and management purposes being developed by the Section

for Program and Resources (SPR) assisted by SGIT. It was developed using "Lightship," accesses
various safeguards databases, and displays information with a graphical user interface. SMIS can be
accessed via the Safeguards LAN from the Gateway desktop PCs.

Computerized Inspection Report (CIR). The CIR is a computer-based inspection reporting system

that allows inspectors to input their inspection results directly to the computer database for later evalua-

tion by SEE.

Safeguards Implementation Report (SIR) Evaluation Program. The SIR is an annual IAEA report

describing the degree of inspection goal attainment accomplished by IAEA verification activities and

the conclusions of the IAEA with regard to potential diversion of nuclear material. This report is

produced annually, in the spring and covers the previous calendar year. SEE has an SIR Evaluation

Program, written in PL1, that evaluates the CIR and accounting reports from Member States to deter-

mine the degree of inspection goal attainment. Safeguards goal attainment is evaluated at both facility

and state level. In addition, SEE reviews working notes produced by inspectors. Up to now, the

majority of data evaluated by SEE, i.e., material accountancy data, could be dealt with relatively
objectively.

In-Field Support System (IFSS). IFSS consists of a laptop, PC-compatible computer loaded with

Agency-developed software designed to assist IAEA safeguards inspectors in the field. The software

was developed with Clipper and dBase. Facility operators are asked to provide data on diskettes for

use in IFSS. IFSS was designed to be adaptable to a variety of inspection environments through the

development of modular software. The software modules support: facility configuration, new
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inspection initialization, records examination, comparison of records with reports, verification of

material, and utilities. Apparently, IFSS shortcomings prevent its generally effective use. Additional

details are provided in Section 4.5.2.3.

Safeguards Effectiveness Evaluation System (SEES). The Safeguards Effectiveness Evaluation Sec-
tion (SEE) has developed, with the assistance of SGIT, a computer system called the "Safeguards

Effectiveness Evaluation System (SEES)" to assist with the section's management of the data generated

under the expanded reporting and systematic analysis approach being implemented by the Agency.
SEES acquires data from ISIS through a structured query language (SQL) and displays the information
in a graphical user interface (GUI) produced through the use of "Object View" software. SEES also
allows the acquisition of other databases, such as the Nuclear Energy and Facility Information System
(NEFIS), which itself acquires data from a variety of Agency databases, including the Power Reactor
information System (PRIS), the Research Reactor Database (RRDB), the Energy and Economic
Database (EEDB), and others (six in all). NEFIS was developed and is maintained by the Agency
Computer Services Department. SEES is essentially a way to view a variety of data in various tabular

formats. It provides no analysis capability and has limited visualization provisions. The SEE Section
Head seeks to add analysis capabilities to SEES and has suggested the use of an expert system.

SGCP Country Information System (SCIS). The SCIS database, developed in the Systems Studies

Section of the Division of Concepts and Planning (SGCP), incorporates a country file structure
approved by Safeguards management. SCIS is implemented in "Micro-ISIS", a UNESCO-developed

database development package, on a MS-DOS stand-alone desktop computer (Gateway 2000). SCIS
was implemented in April 1993 and updated in June 1993. It is designed to manage open source
information, i.e., text drawn from various open sources such as newspapers and journals. The system
provides a text based, flexible menu driven search routine that enables the user to locate material of

interest. It is key word driven and does not provide context sensitive text processing. Full text of orig-
inal source reports is not retained but the sources of information are indicated. This system has been
installed in the three Operations Divisions (SGOA, SGOB, and SGOC), on the DDG's terminal, and in

the Director General's Office. Data are acquired for this system from the Emerging Nuclear Suppliers
Database (ENSDOB), Carnegie Nuclear Nonproliferation Database (daily updates); IAEA daily news
service; Monterey Database (quarterly updates); FBIS; and PressReview (daily updates). It does not
contain any IAEA safeguards information. This system does not provide analysis capabilities, and
improved capabilities for text processing are needed. In addition, the Department requires a means for
evaluating the reliability and significance of open source material. This is discussed further in
Section 4.3 and illustrated in Figure 4.1. The SCIS Users Guide is contained in Annex 5.

Briefcase Inspection System (IllS). This system is being developed by R. Muller (SGIT) and

R. Arlt (SGDE) on a PC to run under Microsoft Windows using dBASE. It is intended to be a collec-

tion of DOS and Windows tools, some commercial and some developed in house that will run on a

laptop. Maps, photos of safeguards officers, images of hot spots, design information, drawings of
facilitates, facility relevant information, what kind of verification to do, visa forms etc. are intended to

be loaded into the system. Text and image storage and retrieval capabilities are to be included.
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Furthermore,the planis to have datadownloadedto BIS before an inspection. Finally, BIS is to
includetools thatcan readdatadirectlyfrom materialmeasurementdevices.

3.1.3 International Nuclear Safeguards Inspection Support Tool

Althoughnot strictlya Departmentof Safeguardssystem, the InternationalNuclear Safeguards
InspectionSupportTool (INSIST)supportssafeguards functionsspecific to IAEA monitoring and
inspectionof Iraqinuclear activities. INSIST provides access to world-wide maps, satellite and aerial
imagery,photographs,video and textall in a gee-referencedframework. The INSIST workstation
consists of a Sun Sparcstationintegratedwith a variety of peripheraldevices for informationinputand
output, includinga videodisc playerandrecorder,a VCR, a large-screen monitorfor displayingmaps
andimagery, both a flatbedandslide scanner, laser and cclor printers, and a single frame video
camera that allows direct inputto the system (see Figure 3.2).

• Sun workstation

• Flatbed scanner to digitize photographs, diagrams, etc.
• Video disc player for access to worldwide maps and charts

• Laser disc recorder for storage and retrieval of custom imagery
• Videocassette recorder for indexing inspection videos ....

• Color postscript printer to output text and graphics
• Portable computer for on-site inspection support

Figure 3.2. InternationalNuclear Safeguards InspectionSupportTool
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3.2 IAEA Information Systems

3.2.1 IAEA LAN

The IAEA LAN serves the needs of other departmentswithin the Agency. Users of the Safeguards
LAN may access dataon the IAEA LAN via a 3270/SNA gateway; users of the IAEA LAN do not
have access to the SafeguardsLAN.

3.2.2 IAEA Information Management Systems/Databases

Nuclear Data Information System (NDIS). This database contains numericalnuclearphysics data
describingthe interactionsof radiationswith matter. Ithas been operationalsince 1992 and is con-
tinuouslyupdated.

Energy and Economic Data Bank (EEDB). This database contains energy andeconomic statistics
on countries. The datadates back to 1950 andis used to generate stares and trend reports.lthas been
operationalsince 1980 andis updatedannually. It resides on the IAEA mainframeusing the ADABAS
databasemanagement system.

International Nuclear Event Scale (INES). This databasestores textual Event RatingForms Within
24 hours the INESevent ratingfrom is sent from the INES nationalofficer via the INES coordinatorto
all other INES nationalofficers. The databasehas been operationsince 1991 and resides on a PC. It
employs dBASE IIIand Clipperfor databasemanagement.

Nuclear Fuel Cycle Information System (NFCIS). This contains an international directory of
civilian nuclear fuel cycle facilities. It includes data on uranium mining, ore processing, recovery of
uranium from phosphoric acid, uranium refining conversion and enrichment, fuel fabrication, and reac-
tor spent fuel storage and reprocessing, heavy water production and production of nuclear grade
zirconium and zircalloy tubing fabrication facilities. This system has been on-line since 1987 and con-
tains over 500 records on worldwide nuclear fuel cycles. The information was obtained from the
literature and through input from IAEA member states.

Power Reactor Information System (PRIS). This system contains operating information from
nuclear power plants. The data is supplied voluntarily by member states. There are records from
about 5400 reactor years of operating experience representing a coverage of over 90% of world operat-
ing experience. Outage data are recorded with codes from the main caused of outages and the main
plant systems affected in equipment failure. This system has been operational since 1980 on the IAEA
mainframe using the ADABAS database management system.

Research Reactors Database (RRDB). This database contains data related to research reactors. It

holds design and operating data on 583 reactors in 69 countries. For each of these reactors (opera-
tional, shutdown, under construction, and planned) the IAEA maintains on the RRDB a record with
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generaland specific information. It has been operationalsince 1983 and is updatedannually. It resides
on the IAEA mainframeand employs the ADABAS databasemanagement system.

WasteManagementDataBase(WMDB). Thisdatabaseholdsdataonnationalradioactivemanage-
mentprograms,activities,plans,inventories,policiesandregulation.Dataisprovidedbyeach
MemberState.

Nuclear Energy and Facilities Information System fNEFIS). This system provides centralized,
query-onlyaccess to data on six different databases. This Windows-basedsystem provides an easy-to-
use interfaceto databasesdeveloped independentlyfor query purposes. Accessible databasesare
EEDB, INES, NFCIS, PRIS, RRDB, and WMDB. NEFIS is hosted on mainframes and PC's.
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4.0 User Requirements

The descriptionof user requirementsin this section reflects the focus of the SIMS initiative, which
is the support,throughenhancedinformationmanagementcapabilities, of IAEA efforts to strengthen
safeguards. The section covers the IraqActionTeam; the Program93+2 teams dealing with environ-
mentalmonitoring,systematicanalysis, and training;and finally, certainaspects of conventional safe-
guards. Eachof these areas include: (1) a brief descriptionof the targetpopulation, (2) informationto
be managed, (4) functionalrequirements,and (5) issues andconstraints. Functionalrequirements
covers: data acquisition,storageandretrieval; anddatamanipulation,modeling and analysis.
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4.1 Iraq Action Team

Mission. The lraq Action Team was established in 1991 to carry out the IAEA's responsibilities

under UN Security Council Resolution 687, enacted at the end of the Persian Gulf War. Among its
other provisions, UNSC Resolution 687 called for the IAEA to inspect, render harmless, and monitor
indefinitely all Iraqi capabilities of potential nuclear weapons significance. The Resolution forbids Iraq
to possess nuclear weapons or "weapons-usable nuclear material" (e.g., highly enriched uranium or

separated plutonium). It also forbids any supporting facilities, equipment, or research for producing
nuclear weapons or weapons-usable nuclear material. The Resolution has similar provisions addressing
chemical weapons, biological weapons, and ballistic missiles, but the IAEA has no direct involvement

in their implementation.

Two subsequent Security Council Resolutions, 707 and 715, also affected the Action Team's mis-
sion. Resolution 707, passed because of ongoing Iraqi efforts to withhold key details of its past nuclear
program, called on Iraq to make a full, final, and complete disclosure of that program. It fbrbids
nearly all nuclear activities in Iraq, even many peaceful nuclear applications, until such time as the

Security Council is satisfied with Iraq's compliance. Resolution 715 gave Security Council approval to
the IAEA's plan for ongoing monitoring and verification of Iraq's nuclear activities.

Organization and Personnel. The Action Team is organizationally separate from the Department

of Safeguards. It reports to the Director General, who (on matters concerning Resolutions 687, 707,

and 715) reports directly to the UN Security Council. This is in contrast to most other Agency activ-
ities, including safeguards, in which the Director General reports to the IAEA Board of Governors.

The Action Team coordinates its activities with the UN Special Commission (UNSCOM) in
New York. UNSCOM was established by Resolution 687 to oversee the implementation of the Resolu-

tion's weapons-of-mass-destruction provisions. It has sole responsibility for chemical, biological, and

missile inspections, but for nuclear inspections the IAEA has the lead, with UNSCOM providing

logistical and other support.

The Action Team now has about nine full-time staff: the Action Team Leader, Deputy Leaders for
operations, assessment, and information treatment, two clerical staff, and three data entry personnel.

In addition, several experienced inspectors and other senior professionals are borrowed on a part-time

basis from the Safeguards Department, from other IAEA elements, and from member states. Com-

pared with the IAEA overall safeguards inspectorate, the Action Team's full-time and part-time person-

nel are exceptionally well qualified and experienced. However, their expertise with computers is
varied (see paragraph 4.1.3).

Tasks and Activities. The Action Team's job in Iraq has many parallels to the activities envisioned

in other States under proposed safeguards strengthening measures. As a consequence, many of the

information management needs of the Action Team are similar to those that will be required for
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enhancedsafeguards. At the same time, some aspects of the Action Team's job are unique andrequire
special informationmanagement support. Similarities and differences are listed in Tables 4. la and
4. lb, below.

4.1.1 Information to be Managed

In carrying out its tasks, the Action Team needs to trackinformationabout Iraq's nuclear and
potentially nuclear-relatedactivities, facilities, exports andimports, declarations,inspectionresults,
environmentalmonitoringresults, and otherinformationbearing on the Agency's monitoringandverif-
ication activities in Iraq. The following paragraphsdescribethe data contentin more detail and then
discuss the functionalrequirementsfor managing and manipulatingthat data.

In a recent working draft, dated25 November 1993, the Action Team enumeratedthe data types
thatshouldbe handled by their information systems. The Action Team's pictureof its needs may
evolve somewhat,but the list shown in Table 4.2--based directlyon the November 1993 draft--is a
fairlycomprehensivesummary.

During our May visit to the IAEA, the Action Teamexpressed a time-urgentneed for a computer
tool to help them manage Iraqideclaration data. Iraqis requiredto declare all nuclearand nuclear-
related activities, includingnuclearmaterial, non-nuclearmaterial, isotopes, equipment,sites, facil-
ities, and buildings.

Table 4.1a. Action Team Similarities

i,ii,.

Action Team information management needs that are similar to those required for a strengthened safeguards system:

s The Action Team receives and evaluates expanded declarations that go far beyond what is required under
normal safeguards.

s The Action Team receives and evaluates information from many sources, and tracks Iraqi activities on a
country-wide basis. In doing so the Team must:

- evaluate the reliability of informa_on from open sources and third parties;

- build, maintain, and access relevant databases; and

- look for indications of undeclared sites, undeclared facilities and equipment, undeclared materials, and
undeclared activities.

• When indications warrant, the Action Team must plan how to further investigate suspicions and
inconsistencies. It makes inquiries of member states, it asks questions of lraq, and, in consultation with
UNSCOM, it plans and conducts suspect site visits.

• The Action Team's rights of access and inquiry greatly exceed those of ordinary safeguards.

• The Action Team has made extensive use of environmental sampling for detection and monitoring.
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Table 4.lb. Action Team Differences

Unique aspects of the Action Team's job requiring special consideration in system design:

® The Action Team is organizationally compact, suggest that its information management and analysis
activities will be somewhat more centralized than may be the case for the Safeguards Deparanent's.

• The Action Team interacts with UNSCOM. Where possible, compatibility between UNSCOM and Action
Team information management systems would be advantageous.

• The sheer volume and detail of information generated by the lraq inspections is a staggering challenge to
mantge.

• The scope of the Action Team's charger is uniquely broad. In addition to monitoring nuclear sites, the
Team inspects and monitors a wide range of military-industrial numufacturmg establishments and other
non-nuclear facilities that potentially could be misused to support future nuclear weapons work.

• As a part of ongoing monitoring and verification, the Ac_on Team will be required to establish
import/export controls and accountancy for a wide range of nuclear and dual-use commodities.

• In the course of planning and conducting so many inspections of previously unknown sites, the Action
Team has acquired a large body of non-text information, such as photographs and site diagrams, which
must be sorted, stored, and retrieved as needed.

• While the Safeguards Department still is studying how best to implement systematic analysis of states'
nuclear activities, the Action Team already is performing such analysis with respect to lraq. The Action
Team's information management requirements are immediate.

• In addition to desktop PC's, the Action Team has available the U.S. DOE-supplied International Safe-
guards Inspection Support Tool (INSIST). INSIST is a Sun SparcStation-based multimedia workstation
with geo-referencing capabilities. Near-term su'ategies for meeting the Action Team's information
management requirements will be strongly influenced by the presence of INSIST.

4.1.2 Functional Requirements

Functional requirements are reviewed for two major classes of activities: data acquisition, storage,
and retrieval; and data manipulation, modeling, and analysis.

4.1.2.1 Data Acquisition, Storage, and Retrieval

The Action Team needs to enter, store, search, and retrieve a very high volume of data of several

types. During our May 1994 visit, members of the Action Team stressed the need for some way of
reducing the burden on the team of sifting through the vast amounts of open source information to

determine what is relevant and should be entered in a database. They asked about methods for auto-
mating data acquisition directly from the original source (e.g., a journal article).
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Table4.2.ActionTeamDatatoBeManaged

* Sites and facilities. Includes the names, locahon, characteristics, specifications, and current status of every site,
facility, or location reported and identified in the course of implementing Security Council resolutions 687, 707,
and 715.

• Inventories. List of inventories of all nuclear material, non-nuclear material, and nuclear and other

equipment reported or identified. Includes information about the characteristics, specifications, location, and
current status of items on the inventory.

• Inspection reports. Past and current reports on inspection act/vities. This includes daily field reports,
technical reports, and summary report.

• Supplierinformation.Countries,firms,and intermediarieswhichsuppliedtmaerialsand equipmenttoIraq.

Includesdescriptionsoftheitemssupplied.

• Iraqiprogrammaticactivities.Listofcurrentnuclearand nuclear-relatedactivitiesand theirspecifications.

• Monitoringand verificationresults.ResultsofIAEA monitoringand verificationactivities,including

sampling,environmentalmonitoring,measurements,etc.

• Accounting information on nuclear and specified non-nuclear material data in Iraq.

• Exportimport reports from lraq and member states, as required by the long-term monitoring plan.

• Iraqi reports and declarations concerning their nuclear and nuclear-related activities and relevant programs.

• Maps, diagrams, photographs, and other non-text data. Mapsets, site diagrams, charts, process diagrams,
satellite and aerial imagery, ground photography of sites and their internals, video photography, and other
graphical data relevant to Iraq.

• Open-source information on Iraq's nuclear and nuclear-related activities, facilities, materials, and equipment.

• Information from member-states, including intelligence information, i ,formation from customs and export-
licensing authorities, etc.

• Information from UNSCOM teams. Information on Iraqi military and industrial activities, sites, equipment,
and material obtained in the course of monitoring and verification activities conducted by other U N teams
that might be relevant to nuclear and nuclear-related activities in Iraq.

• Other relevant information collected by inspectors in the course of their monitoring and inspection activities.
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Some information with which the Action Team must deal should be stored according to its geo-

graphic location, so that the data can be associated with a specific, location, site, building, or room.

For these location-referenced data, items should be displayed on site or building diagrams and on maps

of various scale. This would include the Iraq declarations data referred to in paragraph 4.1.1, above.

It also is necessary to search and retrieve data based on parameters other than location. Text retrieval

tools, incorporating keywords, indexed free-text searches, Boolean expressions, etc., could accomplish

much of this function. The data sets resulting from such searches should be displayed on the analyst's
monitor screen with forward and backward scanning capabilities. If possible, search terms should be

highlighted in the retrieved text, and there should be a capability to annotate and store some or all of

the retrieved text in separate working files. The ability to build, maintain, and manipulate relational
databases also is desired.

Action Team information management systems should provide the capability to print out selected

sets of stored or retrieved data in pre-defined and customized formats, including color printouts of
maps, photographs, and cther color graphics.

For both geo-referenced and textual data, users want the capability to navigate or browse through

the system in a hierarchical, "drill down" fashion, with general information leading to more detailed

information. With geo-referenced data, for example, users should be able to zoom in on selected

regions of a map and to move from maps to site diagrams to building layouts where available.

Analysts should be able to retrieve and display documents, photographs, and other data linked to spec-

ific locations. The Action Team has a strong preference for an easy-to-use, user-friendly, graphical

interface; an oR-repeated theme heard during our interviews with IAEA personnel. To the extent

possible, they would like to have relatively "seamless" access to all data types from their individual
offices and through a common interface.

The Action Team desires the ability to import data from the INSIST Sun workstation into common

MS-DOS PC applications (e.g., WordPerfect, Excel, etc.) used in the Team's offices. During our

May visit, the Action Team expressed the desire to use the INSIST Sun Sparc workstation in a client-

server environment involving an Action Teanl LAN (not connected to the Safeguards LAN) and PC
desktop systems running Microsoft Windows.

Because, the Action Team does so much of its work in the field, users want the capability to down-

load selected data to notebook computers to use and manipulate in Iraq, including that acquired from

Iraqi declarations. During our May visit to the Agency, the Action Team clarified this requirement by
stating that they did not anticipate using computers during their actual in-field inspection activities, but
rather in a "mobile office," or at their hotel room.

The Action Team's requirements are immediate, not a year or more down the road as with some

aspects of the Safeguards Department's Systematic Analysis. The high volume of data already exceeds

the ability of Action Team analysts to efficiently manage. Furthermore, the recent turnover of per-
sonnel carries the potential for loss of "corporate" memory. Newer team members are concerned that
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vital informationcould be sitting in some obscure file drawerwithouttheir knowing it; they see great
benefit in havingreliable, automatedaccess to information.

Butdatacannotbe retrieved electronically until it exists in electronicform, anddataentry also
representsa near-termpriorityproblemfor the Action Team. A huge backlogof informationexists
only in hardcopyform. (One side-effect of this backlog is that INSIST is not yet used very much by
Action Team analysts, because the data they requirefor most problems is probablynot yet in the sys-
tem.) Even with careful selection andprioritization,a substantialamountof text and graphical
informationwill needto be scanned in. And even when this backlog is worked off satisfactorily,there
will be an ongoing requirementto scan new hardcopy information. Examples include writtencom-
municationsfrom Iraq(andthese sometimes will requiretranslationfrom Arabic), writtencommunica-
tions from memberstates, inspectionphotographs,and many other types. Table 4.3 summarizes near-
term Action Team needs.

4.1.2.2 Data Manipulation, Modeling, and Analysis

The Action Team has expressed an interestin data manipulation,modeling, and analysis tools to
assist in the interpretationand assessmentof information. At the presenttime, however, ideas about
such tools are still fairly general. The Action Team has requestedguidance from the U.S.on how to
analyze open source information. Table 4.4 describes some of the capabilitiesthathave been
suggested.

In thenear-term, most of the Action Team's requirementsfor data manipulation, modeling, and
analysis are not as urgent as the requirementssimply for entering, storing, searching, and retrieving
information. Furthermore,the more ambitiousof the modeling and analysis goals still requiremore
R&D to identifywhat methodsand algorithms are effective and appropriate. Several Action Team

Table 4.3. Near-Term Action Team Needs

® Scanning hardcopy data into elecu'onic form

• The ability to filter and categorize documents

• Adding a text retrieval capability to INSIST

• Adding a gazetteer capabilitytoINSIST

• Developing and integrating new databases

• Modifying the INSIST user interface to better meet user needs and abilities

• Developing a capability to take information to the field on notebook computers

• Networking Action Team desktop PCs with each other and with the INSIST workstation
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Table 4.4. Suggested Data Manipulation,Modeling and Analysis Capabilities

, ',"

• Analysis of export/import information, including the identification of inconsistencies and trends

This is one of the few "definite_. required" Action Team capabilities in the manipulation/modeling/anal, sis
area. Under the Security-Council-approved long-term monitoring plan, Iraq and other states are required to

report Iraqi import and export transactions involving a wide variety of nuclear and non-nuclear equipment and
materials. The IAEA has to establish a reporting and tracking system to manage that information and identify
inconsistencies.

• Computer-assisted analysis of open source information, including the capability to preserve and retrieve the
results of human efforts at analysis for future review/evaluation

• Comparison of two different images of the same area (satellite images, aerial photographs, or ground photo-
graphs) for purposes of change detection

This could range from simple side-by-side display to more powerful methods such as image warping followed by
digital subtraction.

• Automated change detection with other sorts of data, such as inventories, declarations, etc.

• Viewing data from many different frames of reference (e.g., by site, by date, by personnel, by organizational
grouping, by facility type, by sample type, and so forth)

• Technical reference tools, ranging from on-line technical tutorials to tools that would identify the potential
nuclear-relatedapplications associated with particularcommodities or keywords

• Modeling tools, such as process flow models or pathway models

• Analyzing correlations between different data categories

Just what those correlations might be remains to be clarified. Ultimately, such tools might be able to identify
trends and inconsistencies or even suggest inferences drawn from multiple data sources that an analyst might
not otherwise recognize.

• Analyzing environmental data

It is like_, that whatever tools are developed for Programme 93+ 2/Task 3 also will be applicable to Action
Team needs.

membersexpressed the view that for now and perhaps for the indefinitefuture, they can best perform
such analytically complex tasks "in their heads" or by hand.

To the extent that near-termefforts are possible underSIMS, priorityprobablyshould be given to:

* a system for analysis of export/importinformation

• the capabilityto view datafrom multiple frames of reference
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• environmental data analysis tools (also driven by Programme 93 +2 needs)

• data manipulation or technical reference tools that can be clearly described, proof-tested,
and implemented now, without the need for significant additional R&D.

4.1.3 Issues and Constraints

The following issues and constraints should be considered in SIMS development efforts.

Security. Most Action Team information is confidential in nature. Some of the data is confidential

between Iraq and the IAEA/UN; some of the data is provided in confidence by member states (includ-

ing information from intelligence sources); and some of the data reveals proprietary or proliferation-

sensitive technology. In all these eases, the security of the information must be maintained. Access
should be restricted to designated staff on a need-to-know basis.

User Limitations. Not all Action Team users will have had much experience with computers,

especially with complex systems. Information management systems provided by SIMS should be

mutually compatible and should include a user-friendly interface. A "point-and-click" approach,

preferably with the look and feel of Microsoft Windows (already in wide use at the IAEA) is desirable.
On-line help should be available.

Support. Unlike the Safeguards Department, the Action Team has no specific in-house support

structure to help maintain and troubleshoot its computer systems. It is essential that any hardware or
software systems provided by SIMS be backed up by ongoing post-delivery support and maintenance,

and this commitment should be included in cost estimates. Based on discussions during our May 1994
visit to the Agency, support should include training for Action Team staff charged with database

administration and other computer systems support activities.

Compatibility with Existing Systems. Compatibility with the current IAEA computer environment
(discussed in Section 3) is highly desirable. For example, it would be very advantageous if data on the

Action Team's INSIST workstation could be accessed remotely by users working on MS-DOS PCs in
nearby offices, probably via a dedicated Action Team LAN. Access to other in-house and outside
databases also would be useful.

Need for Development of Analytical Methodologies. Certain analytically complex modeling and
analysis tools in the Action Team's "wish list" do not yet exist, and SIMS cannot provide them until

such time as the necessary methodologies and algorithms are developed and proven. (The same can be

said for methods to be used in systematic analysis by the Safeguards Department; see Section 4.3.2).

This suggests the need for an ongoing program of research in analytical methodologies, though not nec-

essarily under the umbrella of SIMS, together with efforts to monitor relevant R&D performed for
non-IAEA users that might also be applicable to IAEA needs.
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Enhanced Analysis by. the Director General's Office. Enhanced analysis deals with the use of

intelligence information, which normally will not come in electronic form and may require additional
security measures. Organizational elements involved include the Director General, Special Assistant to
the DG, External Affairs, and Legal, in coordination with senior members of the Safeguards Depart-
ment. Aside from the use of third-party information and the consideration of additional factors, the
nature of the enhanced analysis task is fairly similar to systematic analysis. In performing enhanced
analysis, the DG's office likely would benefit greatly from access to information management systems
used for systematic analysis.
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4.2 Program 93+ 2 Team/Task 3: Environmental Monitoring

Task 3 under 93+ 2 assesses the use of environmental monitoring techniques for the detection of
undeclared nuclear activities at both declared and undeclared sites. The purpose of the environmental
monitoring would be to detect: enrichment, by any process, of uranium in the isotope 235U; reactor
operations for the production of plutonium and uranium-233; and reprocessing of spent reactor fuel to
recover plutonium and uranium 233.

Sampleanalysis would presumablybe aimed at detecting or measuringisotopic levels of uranium,
plutonium,and their decay products. Sampling would be done at "short range" duringinspections
(special, ad hoc, and routine)to check for the presence of (or enhance the assurance of the absenceof)
undeclarednuclearactivity at a site, and may be done at "long range" to enhance the assuranceof the
absenceof nuclear activityon a country-widebasis. Environmentalmonitoringtechniquesand analysis
methodswere addressedby a special consultantsgroupthatmet at the IAEA in the Springof 1993.
The consultant'sgroupreport provides additionaldetails that may be useful in determininginformation
managementneeds for environmental monitoring. This report is containedat Annex 6.

The Task 3 team is already engaged in field trials, so there is a time-urgentneed for information
managementsupportto analysis from the trials (but any subsequentwidespreadimplementationalso
needs to be supported). Needs or desires for analytical tools or visualizationstools were stated in fairly
generic terms, in part becausethe Agency is still formulating its approachto environmentalmonitoring
dataanalysis. It should be noted that the IraqAction Teamis also doing environmental monitoring;
perhapsthere is something to learnfrom their experience. Like the Action Team, membersof the
93+2/Task 3 team requestedU.S. guidance how computersmight be used to assist in the analysis of
environmentalmonitoringdata, particularlywith regard to geographicinformationsystem (GIS)
capabilities.

Two timescales must be supported: (1) the shDrt-termR&D needs generated from field trials, and
(2) the long-term information managementsupport needed to support any environmental monitoring
actually implemented as part of enhanced safeguards. The User Group for the short-term is the 93 +2
Task 3 Team. The primaryuser groups for the long-term needs will be inspectors collecting informa-
tion in the field and inspectors or analysts evaluating the results of the sample analysis.

4.2.1 Information to be Managed

The primary information to be tracked is structured informationon samples. Samples will be of
water, sediment, and biota. Samples may be taken "near to" or "far from" a site and therefore the
users of an information management system need flexibility in how they reference and view the data.
For each sample, data to be tracked includes:

* sample type, location (e.g., near what facility), coordinates (latitude and longitude), meas-
urement points, and date and time of sample taking
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• sample data

® where sample is being analyzed

• status of laboratoryanalysis

• results of analysis (there is a preference for results in the form of isotopic ratios rather than
concentrations)

Comparedto some of the other user groups, IAEA staff concernedwith environmental monitoring
were much more specific about their informationneeds. However, the SIMS steering committee needs
to considercarefully which needs to address under SIMS and when to address them. in particular, the
longer term needs for support of widespread implementationof environmental monitoring are apt to
remain ill-defined until the Task 3 team has evaluated the results of field trials and various options, and
MemberStates have agreedto accept specific environmental monitoring measures. In addition, some
needs may be better met through other support programs; implementations or tools that require
specialized knowledge, such as some of the physical transport codes, may fall in this category.

A question that may be worthexploring is what the requirementis for knowing the latitude and
longitudefor an item versus distances. Whatare the accuracyrequirementsfor both location Oat, long)
and distance (possibly expressed as errordistanceover distancebetween points)? Under what circum-
stances are each used?

In addition to the sample information,some supplemental information is needed in order to
perform analyses or modeling. The additional information includes: meteorological data (need to be
able to take it into account during analysis); land contours; and maps.

4.2.2 Functional Requirements

Functional requirements are reviewed for data acquisition, storage, and retrieval; and for data
manipulation, modeling, and analysis. This includes a discussion of data presentation and visualiza-
tion. Because there was a strong interest in field support, functional requirements for this class of
activities are also discussed.

4.2.2.1 Data Acquisition, Storage and Retrieval

There is a need to store environmental monitoring data for future retrieval (particularly analysis
results, past samplingpoints, and basic informationabout past samples). Although the basis for
retrievalwas not explicitly defined duringconversations with IAEA representatives, some intelligent
guesses can be madebased on the fields defined above for sample tracking. Storing data for future
retrievalis clearly a key requirementand there are bothshort-term and long-termneeds in this area.
For the short-term, the Task 3 Team will need to be able to retrieve informationabout its field trials;
since trials are alreadyunder way, this is a time-urgent need. In the long-term, inspectors or analysts
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will want to be able to pull up historical recordsof samples takenandtheir results.However, since the
natureof the recordswill presumablybe definedas the Task 3 Teamperforms its assessment, the long-
term needs are less well-defined.

Data should be gee-referenced. The desire here is to be able to retrieve informationbasedon its
geographic location. Gee-referencing is very importantfor the environmentaldata in partbecause of
the types of modelingand analysis that the IAEA will wantto perform on this data. This is a time-
urgentneed for the 93+ 2 Task Team. The SIMS initiativeis currentlyaddressingthis need by
providingthe IAEA an INSiST-like workstation.

4.2.2.2 Data Manipulation, Modeling and Analysis

Data manipulation,modeling and analysis addressed: computingthe distance from a given ref-
erence point; mathematicalandstatisticaldataanalysis; trackingsamples taken over time at a strategic
point; physical transportmodelingtools; modeling operationsof differentfacility types; use of decision
trees to streamline/guideenvironmentaldataanalysis; suggesting locations for environmentalmoni-
toring; andhelping in the developmentof samplingplans. These areas are addressedin the following
paragraphs.

Compute distance from a reference point. Computethe distance from a given referencepoint, such
as a facility or a hypothetical source, to a given samplepoint and reportto the user. This information
could be used evaluate the significance of the samplingresults based on analyses involving transport
modeling. It is probablypossible to compute this information by hand, but, if feasible, it is important
to provide this capabilityto the 93+ 2 Task 3 Team in orderfor them to analyze the results of their
field trials.

Standard mathematical and statistical analyses. Mathematicaland statisticaldataanalysis (with
respect to geography, time, isotope, etc.). The need here is for flexible tools that allow the userto

performstandardmathematicaland statistical analyses. The 93 + 2 Task 3 Team is still defining its
approachto environmentalmonitoringand therefore cannotdefine explicitly what analyses it would
like to perform. Again the need is probablytimeurgent for the Task 3 Team so that they can analyze
their field trial results.

Track strategically-located samples over time. Tracksamples taken over time at a strategicpoint.
The need here supportstrendanalysis by allowing the userto look at what happens at a single location
over time. The Task 3 Team may evaluate this kind of analysis and may therefore have a time urgent
need for such a capability. Once an environmentalmonitoringregime is adopted, this capabilitywill
be importantbecause trendanalysis is a good way to discernemerging patterns.

Physical transport modeling tools. The desires here fall into two categories: 1) codes for things
like neutron transport modeling, and 2) tools to model how effluents would be dispersed in the physical
environment surrounding a facility. Again, these tools are useful for interpreting the results of
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environmental sampling and analysis. The need may be time urgent for flexible modeling tools that
can help the Task 3 Team interpret their data. One possible option for SIMS is to provide the platform
for such tools rather than the tools themselves.

Model operations of different facility types. Develop models of the operations at different types of

facilities to determine what effluents might be expected. This need again helps with the interpretation
of sampling data. The time urgency and importance to the safeguards mission need to be clarified.

Decision tree to streamline/guide environmental data analysis. The desire here is for a decision

support tool that can help an inspector make the best use of his resources and data. The tool could sug-
gest when to stop analyzing a sample or could suggest what analyses to try based on results of other
analyses, past history, etc. This is of value because it can help optimize the use of resources, but this
capability does not seem to be critical to performing environmental monitoring. This seems to be a
longer term need.

Suggest locations for environmental monitoring. The desire here is for a decision support tool that

can help inspectors choose locations for environmental monitoring. This is important in that it can help
optimize use of resources and ensure that meaningful samples are taken. This is a longer-term need.

Help develop swnpling plans. The desire here is for a tool to help inspectors develop a detailed
sampling plan for the site including where, when, how, and in what order. This tool is more

implementation-oriented than the tool for selecting environmental monitoring locations. This is also a
longer-term need.

Effective data presentation and visualization are necessary to enable users to employ analytical

tools effectively. The desire here is for flexible tools that allow the user to display or visualize
information in a variety of ways, through the use of charts, graphs, and overlays (e.g., trend lines on
map displays). For maximum efficiency, software tools should be integrated, combining spreadsheet,
statistics, graphing and presentation.

l

This capability is important to allow users to interpret their information and is probably a time
urgent need for the Task 3 Team. We were told that David Hayes at Savannah River has a suite of

tools to support environmental monitoring information management support that Erwin Kuhn is
interested in. Those members of the development team addressing environmental monitoring informa-

tion management needs should follow up to assess how best to make use of these tools. Furthermore,
it was suggested that the U.S. arrange to bring IAEA personnel to the U.S. to meet with users of soft-

ware tools similar to those envisioned by the Agency for use in environmental monitoring. This will
help the Agency further define/clarify their requirements.

4.2.2.3 Information Management in the Field

Discussions on information management needs also touched on field support. There was a mod-

erate desire for field support, particularly to support sample taking and logging. For example, it may
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be importantto take samplesat thesame location as on a previous occasion. A fieldable information
managementsystem that has informationaboutprevioussamples could help the user locate the right
location on a map or using GPS. Once a sampleis taken, it is importantto log key information; this
could be done directlyinto a portablePC. Decision supporttools, particularlyfor developing sampling
plansmay also be very useful.

There was some concernexpressed abouthow to addressqualitycontrol for dataentry. One solu-
tion suggested by an IAEA staff memberwas a field system that couldtake inputsfrom bar code
readers,weather instruments,GPS, etc.

The need for visualizationtools in the field is rather limited. Such tools would be most useful for
sample analysis results, which will probablynot be availableuntil after the inspectionteam returnsto
Vienna.

Although a fieldable informationmanagementsystem for environmentalmonitoring would
undoubtedlybe welcomed at the IAEA, the need for it did not appearto be as time urgentas other
needsdiscussed above.

4.2.2.4 Data Communications

Data communicationneeds includebeing able to download informationfrom an Agency work-
station or desktopcomputerto a laptopcomputerfor use in the field, beingable to upload information
from a laptopto Agency computers,andbeing able to directly enterdata from field instrumentsin a
laptopcomputer.

4.2.3 Issues and Constraints

Many of the issues and constraints covered for the Action Team apply to the 93 + 2/Task 3 team as
well, including provisions for security in system design, the need for SIMS developers to provide tech-
nical and systems support to the IAEA during system installation and start-up activities, and compatibil-
ity with existing systems. The following additional issues and constraints should be considered in
SIMS development efforts.

Information Security. What is the need for data security on communications? Is there a need to
protect information in field-portable systems? Are field test data sharable or safeguards confidential?

Environmental Monitoring Approach. One major issue is that the approach to environmental moni-
toring (EM) is still undefined. The approach is likely to remain undefined until the technical evaluation
by the Task 3 Team is complete and a regime that is acceptable to the Member States has been defined.
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Customization of Tools. Some tools, particularlyin the visualizationor GIS arenas, may require a
fair amountof knowledge to modify or customize for particulardatasets. What is the best way to sup-
portthese needs? The utility of some softwaretools may be easier to evaluate if there are some data
againstwhich to test them.

User Limitations. Like the Action Team, users of the environmentalmonitoring workstationwill

likely start with very limited experience and/or skills in using computer-assisted analysis. This dictates
a carefully thought-out approach to interfacedesign. SIMS systems should have an intuitive interface,
and software tools should be designed to aid analysis paths, but not force analysts into a particular way
of interpreting their data.

INSIST as a platform for EM Information Management. The people interviewed were interested in
building on INSIST; the geo-referencing made it an appropriate platform. Questions for the future:

• How much data will the system be requiredto store.'?

• What are timeliness requirements?

• How many users will there be?

• Wherewill users be located?
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4.3 Program 93+ 2/Tasks 5: Improved Analysis of Information on States'
Nuclear Activities

As discussed earlier in Sections 2.3.1 and 2.5.3, systematic analysis by the Department of Safe-

guards will expand the sources of information used and the scope of the activities evaluated in the

Agency's collection and analysis of information about states' nuclear activities. The objective is to

maintain comprehensive knowledge of nuclear and nuclear-related activities, and safeguards and non-

proliferation situations in each state. Through such comprehensive knowledge, systematic analysis is

intended to contribute to early detection of activities that appear inconsistent with a state's non-prolif-
eration and safeguards obligations, and to contribute to safeguards planning.

4.3.1 Information to be Managed

Under Task 4 of Program 93+2, which deals with increased cooperation with SSACs and other

measures for improving the cost-effectiveness of safeguards, the Safeguards Department is studying a

variety of additional measures for strengthening safeguards. To the extent that such measures prove

feasible and acceptable, and eventually are adopted, they will add information management demands

that are closely linked to those of systematic analysis. They will add new sources of information and

will create new requirements for comprehensive information and analysis. Examples of measures
under study include:

• expanded declarations;

• more timely declarations, including early provision of design information;

• expanded access to locations, especially within and adjacent to declared sites;

• expanded inspection activities at sites;

• managed access to undeclared locations; and

• unpredictability of verification.

The division of organizational responsibilities for systematic analysis is a subject that is still under

discussion at the IAEA. See Section 2.5.2 and 2.5.3 for details. It appears likely that the overall proc-
ess will be a distributed one, involving collaboration among various groups.

4.3.1.I Systematic Analysis Tasks

Many of the information management needs for systematic analysis and Program 93 + 2 Task 4
measures are similar to those required by the Iraq Action Team, so readers of this section of the doc-

ument may also wish to consult Section 4.1, which discusses the Action Team. Systematic analysis
tasks include:
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• Gathering, screening, evaluating, and reviewing on a continuous basis all available
information on nuclear and nuclear-related activities in each state. Information sources

include a variety of open and safeguards sources. The credibility and independence of
sources must be evaluated.

• Filing evaluated information, together with appropriate annotations regarding credibility or
known errors, for later retrieval.

• Continuously developing and maintaining a comprehensive picture of each state's nuclear

and nuclear-related activities. Users should be able to f'md and select pertinent stored data,

and ask how the new information squares with other facts and suppositions.

• Identifying possible inconsistencies with a state's safeguards and nonproliferation
undertakings.

• Identifying new facilities and other information bearing on safeguards planning and
development.

• Evaluating and assessing identified possible inconsistencies, including developing plans for
clarifying or further investigating them.

• As warranted, documenting and reporting inconsistencies to the Director General's Office
for further resolution.

4.3.1.2 The Systematic Analysis Process

An illustration of the systematic analysis process as we currently understand it from our two visits

to the IAEA, is shown in Figure 4.1. This figure will be referred to periodically as we cover informa-
tion to be managed and functional requirements for 93 + 2/Task 5. The State's expanded declaration is

shown as the starting point for systematic analysis. The analyst may be testing the hypothesis that the
State's declaration is false, or looking for evidence of inconsistencies in the State's declaration and the

information acquired from other sources. This is a "longitudinal" task, i.e., it is a task that takes place

over an extended period of time to which the analyst comes back periodically with new or expanded

data. This is illustrated by the "feedback loop" shown in bold on the right side of the diagram.

The longitudinal nature of the task is important because it points to the need for some method to

capture the analyst's interim results so that they may be retrieved and brought to bear upon future

analyses. This should be done in a way that fits the analyst's results to his/her thought process, e.g., to

the hypothesis being tested and/or the case being developed. This is an area in which computer assis-
tance could be very helpful.

The State's expanded declaration (now being termed a "broader declaration" by the Agency) is

intended to make a State's nuclear fuel cycle and associated activities as "transparent" as possible.
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This declaration may include, in addition to all nuclear material, a description and the location of all

nuclear-related processes, production, R&D, and training. It becomes obvious that the Agency's intent

then is to cross check the State's declaration with the information it gathers through it's independent

verification activities (e.g., routine inspections on site), through the "reporting scheme" recently

endorsed by the IAEA Board of Governors, through the review of other IAEA information, and

through the analysis of open source information. Such cross checking is another area well-suited to
automation.

4.3.1.3 Safeguards and Open Information to be Managed

The SGCP Country Information System (SCIS) is currently used to support systematic analysis (see

Section 3.1.2 and Annex 5). Copies of SCIS have been made available to the three operations division

directors and to the DG's office. SCIS represents a preliminary step toward the sort of information

management tools that will be required in using open-source information in building and evaluating

country profiles as part of systematic analysis.

In its present form, SCIS generally does not include the full text of underlying source reports.

Rather, open-source reports are manually pre-processed and correlated, after which summarized, key-

worded listings are entered into appropriate parts of the database. Hardcopy reports of database
contents by country are being made available in the form of "country files" in 3-ring binders. But the

power of SCIS is the fairly easy-to-use search capability. One can do Boolean searches via country,

data category, data subcategory, "attribute", keywords, or free text. r:or each search parameter a

menu of choices appears, and entering the first letter of a desired menu choice lets the user jump ahead
to the relevant section of a long menu.

From the perspective of the IAEA, the information to be tracked might be divided into two cat-
egories, "safeguards information" and "open information." Table 4.5 lists the information to be
managed in these categories.

From the perspective of subject matter and data types, information might be characterized in a

manner analogous to that used in the discussion of the Iraq Action Team (Section 4.1):

* Declarations concerning states' nuclear and nuclear-related activities and relevant pro-

grams. Under proposed measures, such declaration might, for example, be expanded to

cover all nuclear-related activities, even if they are only at an R&D scale and even if they
do not use reportable quantities of nuclear material.

• Sites andfacilin'es, including the names, location, characteristics, specifications, and cur-

rent status of every site, facility, or location reported and identified in the course of
implementing safeguards in a state.

• Design informaaon for declared facilities.

4.22



Table 4.5. Safeguards and Open Information to Be Managed

,',,,I _ , , ' ,',, '"?' , ,_ ','_ ' : ,',?, " _ ',IJ .......... _I," ' ,_ :r _ _ ....... ,, I,', "V'

Safeguard_v information to be managed includes:

• declarations and other information provided by a state under safeguards agreements

• information developed in the course of implementing proposed safeguards-strengthening measures (examples;
expanded schemes for reporting of export/hnport information, environmental monitoring data, etc.)

• information collected during inspections

• inspectors' observations

Open information to be managed includes:

• safeguards-relevant information from outside the safeguards system

• IAEA documents

• IAEA databases (such as nuclear power, nuclear safety or technical assistance databases)

• non-I/LEA databases (such as MIlS or Carnegie databases)

* open publications, including technical publications and nontechnical journals and news media
, i : i i,,,,i, m , i ',"-";',i , ,,, ,,, , , , , i f ' i i ,, ,,,,,,, , ,

• Inventories of all nuclear material, non-nuclear material, and nuclear and other equipment

reported or identified. Includes information about the characteristics, specifications,

location, and current status of items on the inventory.

• Inspection reports, past and current, on inspection activities.

• Monitoring and verification results of IAEA monitoring and verification activities,

including sampling, environmental monitoring, measurements, etc.

• Accounting information on nuclear and specified non-nuclear material

• Exportimport reports from the host state and other member states, to the extent that

proposed reporting schemes are endorsed and adhered to by member states.

• Maps, diagrams, photographs, and other non-text data, including mapsets, site diagrams,

charts, process diagrams, satellite and aerial imagery, ground photography of sites and
their internals, video photography, and other graphical data relevant to nuclear and nuclear-
related activities in a state.

• Open-source information on states' nuclear and nuclear-related activities, facilities,
materials, and equipment.
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• Information from Member-States [for enhanced analysis, but not for systematic analysis],
including intelligence information, information from customs and export-licensing

authorities, and other third-party sources.

• Other relevant information collected by inspectors in the course of their activities.

Another perspective on the data to be managed is the "Country Profile" format described in the
IAEA's draft description of Country Officer responsibilities (see Annex 4).

4.3.2 Functional Requirements

Functional requirements are reviewed for two major classes of activities: data acquisition, storage,

and retrieval; and data manipulation, modeling, and analysis.

4.3.2.1 Data Gathering, Screening, Evaluation, and Storage

All available information on nuclear and nuclear-related activities in each state must be gathered,

screened, evaluated, and reviewed on a continuous basis. For open source information in particular,
the credibility and independence of sources must be evaluated, and the information annotated

accordingly. Both text and non-text data need to be stored for later retrieval and use.

The acquisition of open source information and its transformation into electronic form and evalua-

tion for relevance and reliability is of particular concern to the IAEA. An illustration of this screening
and evaluation process is shown in Figure 4.2.

4.3.2.2 Data Retrieval

Data of several types must be sought and retrieved. Some text and graphical information will need

to be scanned in, including a present hardcopy backlog and an ongoing flow of new hardcopy

information. Some data should be stored according to its geographic location, so that the data can be

associated with a specific, location, site, building, or room. For these location-referenced data, items

should be displayed on site or building diagrams and on maps of various scale.

It also is necessary to search and retrieve data based on parameters other than location. Text

retrieval tools, incorporating keywords, indexed free-text searches, Boolean expressions, etc., could

accomplish much of this function. The data sets resulting from such searches should be displayed on

the analyst's monitor with forward and backward scanning capabilities. If possible, search terms

should be highlighted in the retrieved text, and there should be a capability to annotate and store some

or all of the retrieved text in separate working files. The ability to build, maintain, and manipulate
relational databases is also desired. One should be able to print out selected sets of stored or retrieved

data in pre-defined and customized formats, including color printouts of maps, photographs, and other
color graphics.
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For both geo-referenced and textual data, users want the capability to navigateor browse through
the system in a hierarchical,"drill down" fashion, with general informationleading to more detailed
information;a user-friendlyinterfaceis a must. With geo-referenceddata, for example, users should
be able to zoom in on selected regions of a mapand to move from mapsto site diagramsto building
layouts whereavailable. Analysts should be able to retrieve and displaydocuments, photographs, and
other data linked to specific locations. To the extent possible, users would like relatively "seamless"
access to all data types from their individualoffices and througha common interface.

Inspectorshave expressed interestin a capabilityto downloadselecteddata to notebookcomputers
to use and manipulatein _thefield. Some steps in this directionare alreadyunderconsideration.

4.3.2.3 Data Manipulation, Modeling, and Analysis

As new data is gathered and evaluated, analysts seek to continuouslydevelop and maintaina com-
prehensivepictureof each state's nuclearand nuclear-relatedactivities, asking themselves how the new
informationsquares with other facts and suppositions. In some cases, they will be looking for possible
inconsistencieswith a state's safeguardsand nonproliferationundertakings--inconsistenciesthat could
signal the existence of undeclared activities or other violations. In other cases, they will be looking to
clarify or refine suspicions that alreadyhave been developed as a resultof previously detected inconsis-
tencies. Some users in the SafeguardsDepartmenthave expressed an interest in datamanipulation,
modeling, andanalysis tools to assist in the interpretationand assessment of information. Capabilities
suggested are described in Table 4.6.

Some of the more ambitiousideas for modelingand analysis tools would still requiremore research
and developmentwork in orderto identifyappropriatemethods and algorithms. For the near term,
some of the more complex analytical tasksprobablyare best handled by trained, humananalysts. Still,
there are opportunitiesto provide computerassistance in the analysis of a state's nuclearactivities.

For example, as shown in Figure 4. l, a "technical framework"databasemight be developed that
analysts could refer to when assessing an hypothesis aboutthe relevance of informationobtained from
any of the myriadof sources availableto the Agency. This technical framework, or set of "technical
reference tools," might includeproliferationindicators, models of various fuel cycles, or even fuel
cycle simulations, alternativescenarios for peaceful and non-peacefuluses of nuclear materials, and
templatesof core technologies for weaponizationprograms. Data might, for example, be drawn from
the Nuclear SuppliersTriggerList and Dual-Use List (see INFClRC/254). The framework could also

be used to help guide analysts build a case aboutan hypothesized diversion path or proliferation
method. The idea of "case building" could be used to help data fusion over the extended period of
time duringwhich an analyst will typically be monitoringa state's nuclear activities/") Not all users
will have had muchexperience withcomputers, especially with complex systems. Informationman-

agementsystems provided by SIMS should be mutuallycompatibleand should include a user-friendly

(a) See for example, the report "Collaborative Human-Machine Nuclear Non-Proliferation Analysis,"
prepared for the DOE by the Pacific Northwest Laboratory (PNL-8922, October 1993).
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Table 4.6. Information Management Capabilities for Systematic Analysis

• View data from many. different frames of reference (e.g., by site, by date, by personnel, by organizational group-
ing, by facility type, by sample type, mad so forth).

• Technical reference tools, ranging from on-line technical tutorials to tools that would identify the potential
nuclear-related applications associated with particular commodities or keywords.

• Modeling tools, such as process flow models or pathway models.

• Analyze correlations between different data categories. Just what those correlations might be remains to be
clarified. Ultimately, such tools might be able to identify trends and inconsistencies or even suggest
inferences drawn from multiple data sources that an analyst might not otherwise recognize.

• Design information verification tools.

• Inspection planning tools.

• Compare two different images of the same area (satellite images, aerial photographs, ground photographs, or
video frames) for purposes of change detection. This could range from simple side-by-side display to more
powerful methods such as image warping followed by digital subtraction.

• Automated change detection with other sorts of data, such as inventories, declarations, etc.

• Analysis of exportimport information, including transit matching and identification of inconsistencies and
trends.

interface. SIMS user interfaces should have a similar "look and feel." A "point-and-click" approach,

preferably with the look and feel of Microsoft Windows (already in wide use at the IAEA) is desirable.
On-line help should be available.

4.3.2.4 Support

The Safeguards Department has some in-house capability to help maintain and troubleshoot com-
puter systems. However, it is likely that some SIMS products will be sufficiently complex and
specialized that the IAWA will not at first be in a position to support users on their own. It is essential

that any hardware or software systems provided by SIMS be backed up by ongoing post-delivery sup-
port and maintenance until such time as handoff to IAEA support organizations is feasible. This sup-
port commitment should be included in SIMS cost estimates.

4.3.2.5 Compatibility with Existing Systems

Compatibility with the current IAEA computer environment (discussed in Section 3) is highly
desirable. For example, it would be very advantageous if data on SIMS Sun-based workstations could

be accessed remotely by users working on MS-DOS PCs in separate offices, probably via the Safe-
guards LAN, which also would provide access to other in-house and outside databases.
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4.3.2.6 Need for Development of Systematic Analysis Methodologies

As discussed in Section 4.1 in the Action Team context, certain analytically complex modeling and

analysis tools desired for systematic analysis do not yet exist, and the necessary methodologies and

algorithms are yet to be developed and tested. An ongoing research program of research on analytical

methodologies for systematic analysis appears necessary, though not necessarily under the umbrella of

SIMS. Relevant R&D also may be underway in the U.S. and for non-IAEA applications.
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4.4 Program 93+2/Task 6: Training

Task 6 of Program 93 + 2 deals with the development of training programs to ensure that staff of

the Department of Safeguards are prepared to implement the various measures being developed to
strengthen the safeguards system. Safeguards training is the responsibility of the Safeguards Training
Section (DTR) assigned to the Director of Development and Technical Support (SGDE). The team

leader of Task 6 of Program 93 +2 is the Section Head of DTR.

The TrainingSection has only 5 full-time professionalstaff (plus 3 cost-flee experts). Instructors
are drawn from Operations and Support Divisions on as needed basis. DTR will be responsible for
developing the training necessary to support implementation of the various measures for strengthening
safeguards. Some of the more important training areas being examined by DTR include:

s training operations staff and others to perform "systematic analysis"

• training inspectors to examine and verify design information

• training inspectors to enhance their "knowledge acquisition skills"

4.4.1 Information to be Managed

The training section manages information dealing with administrative training matters, such as

student and curricular data. In addition, they prepare and present training materials using various
training delivery systems, including computers.

4.4.2 Functional Requirements

4.4.2.1 Data Acquisition, Storage and Retrieval

DTR was interested in hypertext, run-time video and interactive audio. The impression at the
Agency was that CD-ROM and video disk are too expensive. There is currently a multi-lab effort

underway to look at training for the Agency and there is an SP-1 out to support these needs. Improv-

ing training clearly can have a positive impact on the safeguards mission.
i

4.4.2.2 Data Manipulation, Modeling and Analysis

The Safeguards Training Section Head (SH-DTR) is very interested in the use of multi-media for
training purposes and wants to use computer-based training to deliver more training courses. He feels
the benefits are more uniform training, less demand for instructors (which must be drawn from other

divisions, especially Operations), less boring for instructors (who may have to give the same course
multiple times), and less demanding on staff resources (because they don't have to pull in large

numbers of inspectors all at once),
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4.4.3 Issues and Constraints

Naturally,DTR isconcernedaboutthetrainingimplicationsoftheintroductionofnew information
managementsystemsintheDepartmentofSafeguards.Among DTR concerns,thefollowingappear
mostimportant:

Computer Literacy. The recent introductionof Gatewaycomputersin the department caused
"seriousproblems." The staff aren't using networkfunctions providedthroughthe recently installed
LAN and are not using the Help Line availableto them. An expert has been broughtin to provideone-
on-one trainingsupportfor users and this is provingto be the most successful approachto the problem
of getting staff comfortable with their computers.

Computer Support. SH-DTR considered computer supportin the departmentto be inadequate. He
stressed the importanceof training in the introductionof new computer systems andstated that training
must addressboth the end user andthe people that will support/maintainthe systems. Further,SH-
DTR stressed the importanceof developing "user friendly" systems to reduce the trainingburdenon
the Agency.

Country Officer Training. SH-DTR was asked to arrangetraining for "Country Officers," but
hasn't done so because organizationalissues haven't yet been resolved [there is disagreementwithin the
departmentabout the role andresponsibilityof COs and even whether there will be COs]. SH-DTR
stated that a trainingcourse was given on the use of open source informationand the SGCP Country
InformationSystem (SCIS) that Tolchenkov had developed in SGCP/PSS (see below), but SH-DTR
consideredthe course inadequate.
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4.5 Conventional Safeguards

The keystone to conventional safeguards is nuclear material accounting and control. Over the
years, a rather elaborate system for material accountancy has evolved; detailed descriptions of this sys-
tem are available in several other documents, and basic concepts in IAEA nuclear material accounting
are presented in Annex 2. Rather than try to duplicate such descriptions here, the authors will focus on
the information management needs under conventional safeguards, particularly those needs that are
relevant to SIMS.

In the realm of Conventional Safeguards, three major information user groups were addressed: the

Data Processing Services Section, the Inspectorate, and the Safeguards Effectiveness Evaluation Sec-
tion (SEE). A general job/task description for each user group is provided below.

Data Processing Services. The Data Processing Services Section in SGIT is responsible for storage
and processing of all accounting information. Accounting information from Member States comes in
three forms: (1) ICR - Inventory Change Report (reports changes in material or movement of mate-

rial); (2) MBR - Material Balance Report (consolidated summary of accounting information for a mate-
rial balance area); and (3) PIL - Physical Inventory Listing (results of a physical inventory taking).

The tasks performed by the Data Processing Services Section include receiving accounting informa-
tion from Member States, performing quality checks on the incoming information (i.e., to determine if

the fields are filled in correctly), performing consistency checks on the information, and supplying
reports or summaries to the Safeguards Operations Divisions and to SEE. Information from inspec-
tions is also stored by the Data Processing Services Section.

lnspectorate. The Inspectorate is organized within the three Divisions of Operations.Each Divi-

sion has a Procedures Section that is responsible for planning the inspections, and three operations sec-
tions that carry out the inspections. Inspectors compare the processed accounting information to

information gathered on inspections. Inconsistencies in the accounting data can be used to trigger
inspections or the inspections themselves may turn up inconsistencies that need to be further checked

out. In addition to independently verifying the quantities and locations of nuclear materials, inspectors
may engage in other activities including checking the operation and calibration of their instruments,

gathering information on possible causes of inconsistencies, etc. (see Section 2.2.2). Inspectors record
their information in the Computerized Inspection Report as well as Inspection Working Papers (IWPs).

Safeguards Effectiveness Evaluation Section (SEE). SEE is responsible for producing the Safe-
guards Implementation Report (SIR), the annual IAEA report describing the degree to which inspection

goals have been attained by the Agency and the conclusion of the Agency regarding any possible diver-
sion of nuclear material. Input for the SIR includes accounting data from ISIS and information on the
results of inspections, which is documented in the Computerized Inspection Report (CIR). As noted in

Section 3.2.1, SEE has developed the SIR Evaluation Program to evaluate the CIR with respect to the

1991-95 Safeguards Criteria and determine the degree of inspection goal attainment. Inspection goal
attainment is evaluated at both the facility and state levels.
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4.5.1 Information to be Managed

A complete list of informationto be trackedcan be found in the model Code 10 andfacility attach-
ments. A representativelist is shown below:

• Nuclear Material Inventories

• Inventory Changes (including transactionswith other facilities or MBAs)

• Material Balances

• Facility design information(includingmaps andplans)

• Location of MBAs and KMPs

• Location and type of surveillance equipment

• Facility specific provisions of the safeguardsagreement

• Inspection results (Checklists, analysis results, samplingplan)

• Locationsandidentity of tags andseals used

• Safeguardscriteria

4.5.2 Functional Requirements

Functional requirementsare reviewed for data acquisition, storage, andretrieval and for data
manipulation,modeling, and analysis. This includesa discussionof datapresentation andvisualiza-
tion. Because there was a strong interestin field supportfor inspections, functionalrequirementsfor
this class of activities axe also discussed.

4.5.2.1 Data Storage and Retrieval

Generally, ISIS supportsstorage and retrieval of data pertainingto conventional safeguards.
However, there are a few needs of potential interestto the SIMSproject:

• Improve the examination and verification of design information. There were several com-
ments to the effect that not much was done with design information. Some sort of mech-
anism that allowed for electronic storage and retrieval of the design informationcouldbe

quite useful. This couldbe importantfor the safeguards mission because partsof a facility
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might become inaccessible once the facility comes on line. Checking the accuracy of

information provided to the Agency is hard without a good mechanism for dealing with the

information. The time urgency did not seem to be particularly great.

• ISLS. The safeguards database is aging and may need to be upgraded. There were mixed

comments on the need to upgrade the safeguards database. The current system is adequate

and therefore any effort in this area would not have much impact on the safeguards

mission. This does not seem to be a time urgent need.

• Field use. One suggestion was that inspectors might want to selectively download
information (to a laptop). This will presumably require good information selection tools

and format compatibility between the two systems.

4.5.2.2 Data Manipulation, Modeling and Analysis

For declared facilities and materials, there is already an elaborate, complex, but well-defined

procedure to evaluate whether safeguards goals have been achieved. For this, SEE relies on the

IAEA's Computerized Inspection Reports as well as accounting reports from Member States (ICRs,

MBRs, etc.). Safeguards goal achievement is evaluated both at facility level and the State level. To

the extent that proposed ideas about expanded declarations are accepted and implemented, SEE may

need to take into consideration a large body of newly available information about declared facilities.

As regards undeclared activities, there are changes underway in how safeguards effectiveness eval-

uation will be performed. The Safeguards Implementation Report (SIR) will now be expected to com-

ment on the possibility of undeclared activities. The results of systematic analysis will be needed by
SEE for such an expanded SIR. SEE also may require specialized modeling and evaluation tools

unique to the expanded SIR that are not specifically required for systematic analysis alone. Other areas
that SIMS may be able to impact include:

• Design information: Checking of the design information may be easier if design drawings

can be easily manipulated or updated. This could have a significant impact on the safe-

guards mission and is probably of an intermediate time urgency.

• Transit matching: There are currently some computer programs to assist with transit

matching. It is possible that these could be improved on and so reduce the human

resources required to complete this activity. However, the information processing depart-

ments are understandably reluctant to turn ambiguous judgments over to a computer

program; the potential repercussions in the international community are simply too great.

• Viewing data at a country level: There may be some need to permit summarizing data or

consistency checking at a conceptual level higher than an MBA or facility.
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Data presentation and visualization are important factors in the utility of analysis activities and

tools. Currently, some inspectors want data listed in a particular format to better match the inspected

facilities records. This need is currently being met. Few other specific needs were identified in this

area. One potential area is with presentation or visualization of facility design information. Comments

relating to this area can be found below in the section on information management in the field.

4.5.2.3 Information Management in the Field

One of the surprises of the user requirements trip was the strong interest in field support for inspec-

tions. The Safeguards Department is currently pursuing initiatives in this area with its In-Field Support

System 0FSS) and the Briefcase Inspection System (BIS) (see Section 3). Both of these initiatives sup-

port accountancy-related inspection activities and deal with largely quantitative data.

In addition to accountancy-related verification, there was some discussion of using in-field support

for other activities such as site familiarization, design information verification, and providing more

detailed information about the ptocesses and equipment at the facility. There was even the suggestion

that a sufficiently powerful field system could assist inspectors in resolving anomalies in the field. As

ever, field systems will need to be lightweight and compact. Some of the current resistance to field

systems from inspectors is due to weight and volume.

Information to be managed is somewhat similar to that listed above for conventional safeguards,
and includes:

• inventory information

• design information/drawings

• seals information

record inspection results

• images/graphics such as maps from the airport to the facility, pictures of POCs

• video/stills of hot areas

• facility information

• safeguards criteria

• diagrams of the material flow process w/components and technical parameters

• Layouts of piping and how it had changed
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• photos of equipment (particularly tied to diagram of facility or process)

• Containment and surveillance equipment lists with servicing dates

Storage and retrieval requirements for field support systems were not discussed in detail. One

interesting point however, was the need to tailor the information in the field to the site being visited.
One of the problems cited with the IFSS is that it is too generic.

A variety of modeling, analysis, and data presentation/visualization ideas were discussed; they are
described in Table 4.7.

Data communications needs were not discussed explicitly. Desires for communication between the

field and IAEA headquarters should be explored in more detail.

The impact on Safeguards Missions/Objectives, time urgency, and the interrelationship of these to
other needs/initiatives need to be clarified for the needs identified above for in-field information man-

agement support. Note that some of the ideas listed above may work equally well or better in Vienna.

Table 4.7. Data Modeling, Analysis, and Presentation Capabilities for

Information Management in the Field

,,,, , , ,

• Inspection planning - the desires here were for tools to help optimize the utilization of manpower and time.
Performing inspections uses a lot of manpower and therefore optimization tools could have a positive impact on the
safeguards mission. It would be useful to find out what is already being done in this area.

• Inspection procedure - the desire here was for tools to aid the inspector in selecting how to inspect a facility.
For conventional safeguards, this appeared to refer mostly to developing sampling plans for checking inventory
and materials, in the future, it could also cover things like helping identify which parts of a facility to visit and
how to cover those areas in a reasonable length of time.

• Modelreview containment and surveillance - the concept here is that if there is a failure on the part of a contain-
ment or surveillance system, the inspector could have a three, xlimensional model available that allowed him to

assess the impact of the failure and to evaluate possible diversion scenarios.

• Model materialflow

• Model diversion scenarios

• Show the history of the layout of equipment. With such information, inspectors could look for changes and
possibly detect undeclared activity.

• Diagrams of the materialflow process with components and technical parameters could be useful for helping the
inspector understand what he is seeing at a facility.
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4.5.3 Issues and Constraints

Several issues were raised during the user needs assessment of conventional safeguards at the
IAEA. These issues are described below.

SIR Conclusions. In the future,the SIR will need to contain conclusions regarding the possibility
of undeclared activities. The evaluation necessary to draw such conclusions is not seen as quantifiable
and developing a procedure to reach such a conclusion for the SIR is of great concern.

Security. Security issues will need to be considered carefully for the SIMS project. Generally
users are provided read-only database access and password control is used to regulate access to sensi-
tive information.

Text and Image StorageRetrieval. Text and image storage and retrieval is being explored this year

for the LAN. SGIT is considering Quick Index, Zylndex and Zylmage, and Keyfile.

Documentation. Past deliveries of software from the national laboratories have apparently caused

some problems because not enough documentation was provided. SGIT winds up supporting any

delivered software by default (they are who the users call when there are problems). As a result, the

Information Treatment Section Heads were interested in as much documentation as possible including a

copy of SIMS systems designs in "System Architect" or a copy of the CASE tool utilized by the SIMS
team.

Sensitivity of Photos. Detailed information on a site could be extremely sensitive. In particular,
photos might not be able to leave site.

System development resources. The Department's resources for systems/software development are

limited and interest was expressed in U.S. support of Agency development efforts, especially in the

area of field support systems, where a collaborative development effort was suggested. SIMS develop-

ment work in the area of field-use systems needs to be coordinated with BIS and IFSS development.
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5.0 Summary and Conclusions

The International Atomic EnergyAgency is undertaking a program for strengthening its safeguards

system based on the recognition that safeguards must give assurance not only of the non-diversion of
declared material or that declared facilities are not being misused, but also of the absence of any
undeclared nuclear activities in States which have signed comprehensive safeguards agreements with
the Agency. At the same time, budgetary constraints require that the Agency undertake measures to
streamline safeguards and improve the system's overall cost-effectiveness.

The IAEA has determined that the detection of undeclared nuclear activities and the creation of

confidence in the continuing peaceful use of declared material and facilities is largely dependent on

more information being made available to the Agency and on the capability of the Agency to make

more effective use of this additional information, as well as existing information.

The IAEA expects to obtain through expanded reporting and its own collection measures a much

greater volume of information than it is currently required to manage. Furthermore, the information

being obtained is fundamentally different in several respects from that it has experience dealing with

under conventional safeguards. The vastly increased amount of data that the Agency must deal with

and its essentially qualitative nature and other characteristics demand new and innovative information

management systems and techniques in order for the Agency to make effective use of the information

in meeting its expanded safeguards mission.

5.1 User Needs

IAEA information management user needs are summarized in the paragraphs below and listed by
task area in Annex 1.

5.1.1 Iraq Action Team

The Action Team needs to track information about Iraq's nuclear and potentially nuclear-related

activities, facilities, exports and imports, declarations, inspection results, environmental monitoring

results, and other information bearing on the Agency's monitoring and verification activities in Iraq.

The Action Team needs to enter, store, search, and retrieve a very high volume of data of several

types. Some of this information should be stored according to its geographic location, so that the data

can be associated with a specific location, site, building, or room. For these location-referenced data,

items should be displayed on site or building diagrams and on maps of various scale.

It also is necessary to search and retrieve data based on parameters other than location. Text

retrieval tools, incorporating keywords, indexed free-text searches, Boolean expressions, etc., could

accomplish much of this function. The data sets resulting from such searches should be displayed on
the analyst's monitor with forward and backward scanning capabilities. If possible, search terms
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should be highlighted in the retrieved text, and there should be a capability to annotate and store some

or all of the retrieved text in separate working files. The ability to build, maintain, and manipulate
relational databases also is desired.

Action Team information management systems should provide the capability to print out selected

sets of stored or retrieved data in pre-defined and customized formats, including color printouts of

maps, photographs, and other color graphics.

For both geo-referenced and textual data, users want the capability to navigate or browse through

the system in a hierarchical, "drill down" fashion, with general information leading to more detailed

information. With geo-referenced data, for example, users should be able to zoom in on selected

regions of a map and to move from maps to site diagrams to building layouts where available.

Analysts should be able to retrieve and display documents, photographs, and other data linked to

specific locations.

The Action Team has a strong preference for an easy-to-use, user-friendly, graphical interface. To

the extent possible, they would like to have relatively "seamless" access to all data types from their

individual offices and through a common interface.

The Action Team desires the ability to import data from the INSIST Sun workstation into common

MS-DOS PC applications (e.g., WordPerfect, Excel, etc.) used in the Team's offices. Furthermore,

because, the Action Team does so much of its work in the field, users want the capability to download

selected data to notebook computers to use and manipulate in Iraq.

5.1.2 Program 93+ 2/Task 3: Environmental Monitoring

The longer term needs for support of widespread implementation of environmental monitoring are
apt to remain ill-defined until both the Task 3 team has evaluated the results of field trials and various

options, and Member States have agreed to accept specific environmental monitoring measures. In

addition, some needs may be better met through other support programs; implementations or tools that

require specialized knowledge, such as some of the physical transport codes, may fall in this category.

The primary information to be tracked is structured information on samples. Samples will be of water,
sediment, and biota.

For the short-term, the Task 3 Team will need to be able to retrieve information about its field

trials; since trials are already under way, this is a time-urgent need. In the long-term, inspectors or

analysts will want to be able to pull up historical records of samples taken and their results. However,

since the nature of the records will presumably be defined as the Task 3 Team performs its assessment,
these needs are less time-urgent.

Data should be geo-referenced. The desire here is to be able to retrieve information based on its

geographic location. Geo-referencing is very important for the environmental data in part because of
the types of modeling and analysis that the IAEA will want to perform on this data. This is a
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time-urgent need for the 93+2 Task Team. The IAEA has requested that the U.S. arrange for IAEA
personnel to visit the U.S. to meet with users of geo-referenced systems dealing with environmental
data in order to gain a better appreciation for capabilities and needs.

No requirementswere explicitly stated for retrieval tools. It was clear, however, that any such
tools should be easy to use because the end-users may not have much experience with computers.
Effective data presentation and visualization are necessary to enable users to employ analytical tools
effectively. The desire here is for flexible tools that allow the user to display or visualize information
in a variety of ways.

5.1.3 Program 93+2/Task 5: Systematic Analysis

The objective of systematic analysisis to maintaincomprehensiveknowledge of nuclearand
nuclear-relatedactivities, and safeguardsand non-proliferationsituationsin each state. Through such
comprehensiveknowledge, systematicanalysis is intendedto contributeto early detectionof activities
that appear inconsistentwith a state's non-proliferationandsafeguards obligations, and to contributeto
safeguardsplanning. It appearslikely that the overall systematic analysisprocess will be a distributed
one, involving collaborationamongvariousgroups.

As new data is gathered and evaluated, analysts seek to continuously develop and maintain a com-
prehensivepictureof each state's nuclear andnuclear-relatedactivities, asking themselves how the new
informationsquares with other facts and suppositions. In some cases, they will be looking for possible
inconsistencieswith a state's safeguardsand nonproliferationundertakings,inconsistenciesthatcould
signal the existence of undeclared activities or other violations. In other cases, they will be looking to
clarify or refine suspicions that already have been developed as a resultof previously detected inconsis-
tencies. Users in the Safeguards Departmenthave expressed an interestin data manipulation,model-
ing, and analysis tools to assist in the interpretationand assessmentof information.

5.1.4 Conventional Safeguards

To the extent that proposed ideas about expanded declarations are accepted and implemented, the
Safeguards Effectiveness Evaluation Section (SEE) may need to take into consideration a large body of
newly available information about declared facilities. As regards undeclared activities, there are
changes underway in how safeguards effectiveness evaluation will be performed. The SIR will be
expected to comment on the possibility of undeclared activities. The results of systematic analysis will
be needed by SEE for such an expanded SIR. SEE also may require specialized modeling and evalua-
tion tools unique to the expanded SIR that are not specifically required for systematic analysis alone.
Other areas that SIMS may be able to impact include: design information examination/verification,
transit matching, and viewing information at the State level, rather than facility level.
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5.2 Priorities for SIMS Development Efforts

The priorities described below are based upon the authors' perception of impact on the Agency's

safeguards mission and time urgency. The highest priorities are listed first.

5.2.1 Enhance INSIST Capabilities

The Action Team's requirements are immediate, not a year or more down the road as with some

aspects of the Safeguards Department's Systematic Analysis. The high volume of data already exceeds

the ability of Action Team analysts to efficiently manage. Furthermore, the recent turnover of

personnel carries the potential for loss of "corporate" memory. Newer Team members are concerned

that vital information could be sitting in some obscure f'fle drawer without their knowing it; they see
great benefit in having reliable, automated access to information. But data cannot be retrieved elec-

tronically until it exists in electronic form, and data entry also represents a near-term priority problem
for the Action Team. In the near-term, SIMS Action Team support efforts should include:

• assistance in scanning hardcopy data into electronic form;

• providing the ability to filter and categorize documents;

• adding a text retrieval capability to INSIST;

• adding a gazetteer capability to INSIST;

• developing and integrating new databases;

• modifying the INSIST user interface to better meet user needs and abilities;

• developing a capability to take information to the field on notebook computers; and

• networking Action Team desktop PCs with each other and with the INSIST workstation.

In the near-term, most of Action Team's requirements for data manipulation, modeling, and

analysis are not as urgent as the requirements simply for entering, storing, searching, and retrieving

information. Furthermore, the more ambitious of the modeling and analysis goals still require more

R&D to identify what methods and algorithms are effective and appropriate. To the extent that further

near-term efforts are possible under SIMS, priority probably should be given to (1) a system for

analysis of export/import information, (2) the capability to view data from multiple frames of refer-
ence, (3) environmental data analysis tools (also driven by Program 93 + 2 needs) and (4) such data

manipulation or technical reference tools that can be clearly described, proof-tested, and implemented
now, without the need for significant additional R&D.
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5.2.2 Provide for Near-Term Environmental Monitoring Information Management
Needs

The 93+ 2, Task 3 team is alreadyengaged in field trials, so there is a time-urgent need for
informationmanagementsupport for analysis of data from the trials. Two time.scalesmust be sup-
ported: (1) the short-term needs generatedfrom field trials, and (2) the long-terminformationmanage-
mentsupportneeded for any environmentalmonitoringactually implementedas partof enhanced
safeguards. The user groupfor the short-termis the 93+ 2 Task 3 Team. The primaryuser groups for
the long-termneeds will be inspectorscollecting informationin the field and inspectors or analysts
analyzing the resultsof the samples. Priorityin FY 94 shouldbe given to supportingthe 93 + 2/Task 3
team informationmanagementrequirementsby providinga suitable workstationwith adequatedata
storageandretrievalcapabilitiesfor environmentalmonitoringdata.

5.2.3 Further Explore Opportunities for Supporting Systematic Analysis Information
Management Needs

For the near-term, the primaryconcern of the 93 +2, Task 5 team seems to be dealing with the
daunting volume of data available to it. SIMS efforts in support of Task 5 should include:

• guidance on how to analyzeopen source information;

• assistance in determining how to streamlinethe categorizationof documents;

• computer-assistedmeans of evaluatingthe contents of documents; and

• a means of automatingthe annotation of documents to preserve humanefforts at document
analysis.

Certainanalytically complex modelingand analysis tools desired for systematic analysisdo not yet
exist, and the necessary methodologies and algorithms are yet to be developed and tested. An ongoing
programof researchon analytical methodologies for systematic analysis appearsnecessary. This effort
should be coordinatedwith efforts supporting the Action Team, as needs are, in many respects, similar.
In the meantime, DOE/AN should seek to discouragethe Agency from installing additionalINSIST-
like platforms in operationsdivisions, since the requirementfor such capability is unclear. Rather, PC-
based tools designed to supportwell-defined analysis tasks appear a more cost-effective early technol-
ogy enhancement path.

5.2.4 Develop Prototype In-Field Information Management Tools

The Safeguards Department is currently enhancing its in-field information management capabilities
with its In-Field Support System and the Briefcase Inspection System. Both of these initiatives support
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accountancy-related inspection activities and deal with largely quantitative data. SIMS should seek to

support and/or complement these initiatives. In-field IM support for the Action Team and 93 + 2,

Task 3 is desirable, but not time-urgent.

5.2.5 Support SEE IM Needs

The Safeguards Implementation Report (SIR) will be expected to comment on the possibility of
undeclared activities. The results of Systematic Analysis will be needed by SEE for such an expanded
SIR. SEE also may require specialized modeling and evaluation tools unique to the expanded SIR that
are not specifically required for systematic analysis alone. In the future, the SIR will need to contain
conclusions regarding the possibility of undeclared activities. The evaluation necessary to draw such
conclusions is not seen as quantifiable and developing a procedure to reach such a conclusion for the
SIR is of great concern. This is a time-urgent need, but it is not clear how SIMS should proceed to
support it. Furthermore, this is an area that POTAS has been considering for initiation of an SP-I and

Member State support. Therefore, DOE/AN should coordinate any proposed SIMS initiatives with
ISPO.

5.3 Important Considerations

Organizan'onal Issues; Division of Responsibilities. The Agency has not yet determined how
responsibilities for systematic analysis will be assigned with the Department of Safeguards. This deter-
mination will impact system design objectives for SIMS products.

Security. Security of the information must be maintained, and access should be restricted to

designated staff on a need-to-know basis. SIMS design must make provision for IAEA security
concerns.

User Limitations_ Information management systems provided through SIMS should be designed

with consistent, user-friendly interfaces. On-line help should be provided as an option for less-exper-
ienced users. The SIMS Technology and Systems Group should develop a Human-Computer Interface
(HCI) specification towards this end.

Support. It is essential that any hardware or software systems provided by SIMS be backed up by
adequate documentation, ongoing post-delivery support and maintenance until such time as handoff to

IAEA support organizations is feasible. This support should include training IAEA staff for system
support/database administration.

I

Compatibility with Existing Systems. Compatibility with the current IAEA computer environment

is highly desirable. Development of a System Requirements specification by the Technology and Sys-
tems Group would assist in the design of future SIMS products.
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REQUIREMENTS SUMMARY

Za,_X.A,r.ga_ Capability Required _ U.rgr,a_
Action Team Activities Enter high volume of data of various types High Immediate

(streamline translation of data into electronic form)

Action Team Activities Store/retreive data according to its geographic location High Immediate
inventories

design information/drawings
seals information

inspection results
images/graphics
video/stills

- sites and facilities

- layouts of piping
- equipment photos

Action Team Activities Store/retrieve text, including open-source information

- provide flexible retrival tools High Immediate
- associate text with locations/facilities Medium !/2- l yr.
- provide context-sensitive search Medium > I yr.

Action Team Activities Store/retrieve data on nuclear activities High Immediate
- suppliers,i.e., countries, firms, intermediaries
- Iraqi nuclear progammatic activities

- accounting data
export/import reports
Iraqi reports and declarations
information from UNSCOM and 3rd parties

Action Team Activities Store/retrieve data related to environmental High Immediate
monitoring/sample taking

(see Environmental Monitoring task area)
Action Team Activities Import data from INSIST to PC/MS-DOS High Immediate
Action Team Activities Computer-assisted analysis of data

export/import reports Medium >l yr.
view data from different frames of ref. High Immediate

modelling of process flows, pathways Medium >l yr.
analyze environmental monitoring data Medium >! yr.
(see Environmental Monitoring task area)
correlation analysis between different datacat. Medium I/2-1 yr.

pertorm change detection on images Medium > l yr.
provide technical ref. tools/databases Medium >l yr.

Action Team Field Support Lightweight, small volume, portable PC Medium l/2-1 yr.
(see field support for conventional safeguards)



Task Area Capability Required hnpact Urgenc) _
Environmental Monitoring Store/retrieve data related to sample taking High Immediate

sample type
location
coordinates

measurement points
- date/time of sample taking
- sample data
- where sample is being analyzed
- status of analysis
- results of analysis

Environmental Monitoring Access/store/retrieve supplemental data for High Immediate
sample analysis
- meteorological data
- land contours

- maps

Environmental Monitoring Geo-reference data High Immediate
Environmental Monitoring Compute distance between two given points Medium I/2-1 yr.

(i.e., a sample point and a reference point)
Environmental Monitoring Provide flexible tools for standard mathematical Medium !/2- i yr.

and statistical analyses
Environmental Monitoring Track strategically located samples over time High 1/2-1 yr.

Environmental Monitoring Provide physical transport modeling tools High 1/2-! yr.
Environmental Monitoring Model operations of different facility types Medium > I yr.
Environmental Monitoring Decisina support to guide sample analysis Medium > 1 yr.

Environmental Monitoring Suggest locations for environmental monitoring Medium > 1 yr.
Environmental Monitoring Help develop sampling plans Medium > Ivr.
Environmental Monitoring Provide data presentation/visualization tools Medium 1/2-1 yr.

(standard types of graphs and charts, plus map overlays)
Environmental Monitoring Provide in-field support for sample taking and logging Medium > l yr.

- previous sample locations
- sample type
- location (e.g., near what site, city .... )
- coordinates

- measurement points
- date/time of sample taking

Environmental Monitoring Provide in-field visualization tools Low > I yr.
Environmental Monitoring Provide the ability to exchange data between Agency Medium !/2-1 yr.

computers ('workstation or desktop computer) and
laptops to take to the field

Environmental Monitoring Provide the ability to input data from field Medium > l yr.
instruments to a iaptop computer, e.g.:
- portable analysis instruments

bar code readers (lower urgency)
- weather instruments
- GPS receivers



Task Area Capability Required _
Systematic Analysis Store/retrieve text, including open-source information

- p_ovide flexible retrival tools High Immediate
- p_ovidecontext-sensitive search Medium > lyr.
- associate text with locations/facilities Medium 1/2- ! yr.

Systematic Analysis Store/retrieve other data High Immediate
- suppliers,i.e., countries, firms, intermediaries

States' nuclear progammatic activities
accounting data
export/import reports
States' reports and declarations

Systematic Analysis Store/retrieve data related to environmental Medium 1/2-1 yr.
monitoring/sample taking
(see Environmental Monitoring task area)

Systematic Analysis Store/retreive data according to its location Medium 1/2-1 yr.
(geographic or relative location within site,
facility, or building)
- inventories

- design information/drawings
- seals information

- inspection results
- images/graphics such as maps
- video/stills
- sites and facilities

- layouts of piping
- equipment photos

Systematic Analysis Computer-assisted analysis of data

export/import ,'eports Medium > Iyr.
- view data from different frames of ref. High Immediate

analyze environmental monito,-,ng data Medium > l yr.
(see Environmental Monitoring task area)

modelling of process flows, pathways Medium > l yr.
correlation analysis between different data cat. Medium 1/2- i yr.
perform change detection on images Medium >! yr.
provide technical ref. tools/databases Medium >1 yr.

Training Move training materials to multimedia environment Low >1 yr.
hypertext
run-time video

- interactive audio
- CD-ROM
- Video disk

Training Training for new systems must address users Medium 1/2-1 yr.
and those providing support/maintenance

Training User-friendly interface High 1/2- ! yr.



Task Arena.. Capability Required Impact Urgency
Conventional Safeguards Store/retrieve new safeguards intbrmation Medium > lyr.

(or improve methods for certain types of current
safeguards information)
- expanded declarations
- facility design information (includes maps and plans)
- location and type of surveillance equipment
- facility specific provisions of the safeguards agreement
- location and identities of tags and seals

Conventional Safeguards Improve examination and verification of design Medium 1/2-1 yr
information (electronic storage and retrieval) or >I

Conventional Safeguards Upgrade ISIS Low > 1 yr.
Conventional Safeguards Accept systematic analysis results as input to SIR High 1/2-1 yr.
Conventional Safeguards Specialized modeling and analysis tools for SEE Medium > 1 yr.
Conventional Safeguards Summarize and check consistency of data at Medium 1/2-1 yr.

multiple levels (MBA, facility, country, region)

Conventional Safeguards Security (read-only db access, password control) High ongoing

Conventional Safeguards Lightweight, small volume, portable PC Medium > 1 yr.
Field Support (CSFS)

CSFS Store/retrieve (coordinated with BIS and IFSS) Medium 1/2-1yr.
- inventory information (partial)
- design information/drawings > I yr. (rest
- seals information of items)
- record inspection results
- images/graphics such as maps, pictures of POCs
- video/stills of hot areas

- facility information
safeguards criteria

diagrams of material flow process w/components
and technical parameters
layouts of piping
equipment photos
containment/surveillance equipment lists with service dates

CSFS Tailor information to site visited Medium > 1 yr.
CSFS Tools to optimize utilization of manpower and time Low > l yr.

CSFS Decision support for inspection procedure Medium > 1 yr.
- sampling plans
- which parts of facility to visit

CSFS Model/review containment and surveillance measures Low > I yr.
CSFS Model material flow Medium > 1.yr.
CSFS Model diversion scenarios Medium > 1 yr.
CSFS Show history of equipment layouts Medium > 1 yr.
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BASIC CONCEPTS OF IAEA NUCLEAR MATERIAL ACCOUNTING

Overview

Nuclear material accounting within the framework of IAEA
safeguards begins with the associated activities which are
undertaken by or on behalf of facility operators in response to
requirements set by the State System for the Accounting for and

control of nuclear material. Safeguards agreements based on
INFCIRC/153 provide for reporting to the IAEA nuclear material
accounting information concerning inventory changes, physical
inventories and material balances. Based on this information,
the keeping and evaluating of the nuclear material accounts at

the IAEA is one of the methods providing the basis for the
identification of situations which may indicate a loss or
diversion of nuclear material.

Session Objectives

After the session, the participants will be able to:

- Define IAEA nuclear material accounting,

- Explain the legal basis for nuclear material accounting
reports,

- Identify the activities associated with nuclear material
accounting,

- Explain the basic components of IAEA nuclear material
accounting,

- Recognize the basic facility MBA and KMP structures,

- Determine the reporting requirements based on the facility
MBA and KMP structure,

- Identify the types of nuclear material accounting reports,

- Apply the concept of the material balance period
evaluation.
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BASIC CONCEPTS OF IAEA

NUCLEAR MATERIAL ACCOUNTING

OUTLINE

i. INTRODUCTION

i.i Definition

1.2 Legal Basis

2. ACCOUNTING CONCEPTS

3. ACCOUNTING DATA

3.1 Types of Data

3.2 Application of Reports

4. PROCESSING OF NPT DATA

4.1 The IAEA Safeguards Information System

4.2 Flow of Accounting Data
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I. INTRODUCTION

This paper describes nuclear material accounting from the

standpoint of IAEA Safeguards and how this accounting is applied

by the IAEA. The basic concepts of nuclear material accounting
are defined, and how these apply to NPT accounting is presented.

The supporting documents to be used as references include

"The Structure and Content of Agreements Between the Agency and
States Required in Connection with the Treaty on the
Non-Proliferation of Nuclear Weapons", INFCIRC/153, June 1972;

the model Subsidiary Arrangements; the model Facility
Attachments; the IAEA Safeguards Glossary, and the Guidelines
for States Systems for Accountability and Control of nuclear
material (SSAC).

i.i Definition

Nuclear material accounting is defined as "the activities
carried out to establish the quantities of nuclear material

present within defined environments and the changes in those
quantities taking place within defined periods of times."

Nuclear material accountancy within the framework of IAEA
safeguards begins with the associated activities which are

undertaken by or on behalf of facility operators in response to
requirements set by the State system for the accounting for and

control of nuclear material (SSAC), arising from obligations
defined in agreements between the IAEA and the State. The

activities and the corresponding accounting information

generated are verified through independent IAEA inspections
which can be described as follows:

- Independently verifying nuclear material quantities and
locations, using inspection methods such as examination of

accounting records and comparison with accounting reports,

- Item counting and identification,

- Independent measurements,

- Verifying the operation and calibration of instruments and

other measurement and control equipment,

- Verifying information on possible causes of material

unaccounted for (MUF), shipper/receiver differences and
uncertainties in the book inventory,

- Carrying out other activities as provided for in the
safeguards agreement.
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Activities involved in nuclear material accounting occur at

various stages:

- Dividing nuclear material operations into material balance
areas (MBAs),

- Maintaining records describing the quantities of nuclear
material held within each MBA,

- Measuring and recording all transactions involving the
transfer of nuclear material (international or domestic)

from one MBA to another or other changes in the amount of
nuclear material present such as nuclear production,
nuclear loss, measured discards, transfers to waste,

- Periodically determining the quantities of nuclear material
present within each MBA through the taking of physical

inventories,

- Closing the material balance for the time period between

two successive physical inventory takings and computing the
MUF for the period,

- Providing for a measurement control programme to determine
the accuracy of measurements and calibrations and the

correctness of recorded source and batch data,

- Testing the computed MUF against its limits of error for
indication of undetected loss,

- Analysing the accounting data to determine the cause and

magnitude of mistakes in recording, unmeasured losses,

accidental losses and unmeasured inventory (e.g. holdup),

- Preparing and submitting accounting reports to the IAEA,

- Ensuring that the a_zcounting procedures and arrangements
are correctly followed,

Once the accounting information arrives at the Agency, the

Data Processing Services Section in the Division of Safeguards

Information Treatment is responsible for storing and processing
the data. The Inspectorate Divisions and the Section for

Effectiveness Evaluation are responsible for the verification
and analysis of the data.

NPT accounting records received by the IAEA are used in the

evaluation of nuclear material accounts in a given area for a

certain duration of time. For this given area, a beginning
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measurement is made. After a length of time, an ending
measurement is made. Based on these measurements and a record

of the material entering, leaving, transformed or consumed in
the area, the amount of material remaining in the area can be
calculated.

1.2 Leqa! Basis

The legal basis for the collection of this data is through
the ratification of the Treaty on the Non-Proliferation of
Nuclear Weapons (NPT), which was opened for signature in 1968
and entered into force in 1970.

Under the terms of the Treaty, States are required to
negotiate a safeguards agreement with the IAEA. The guidelines
for such agreements are established in Agency document

INFCIRC/153. After a safeguards agreement based on INFCIRC/153
agreed, Subsidiary Arrangements are prepared which define
procedures for implementing the requirements specified in the
Safeguards Agreement. The Subsidiary Arrangements are divided
into i0 parts, of which the last document is referred to as Code

i0. Code i0 defines the format and data elements to be reported
to the Agency, along with the codes to facilitate the processing
of the data in an information system.

Whereas the Safeguards Agreement and Subsidiary Arrangements
apply to an entire State, the Facility Attachment is used to
define certain site-specific details. There is a set of model

Facility Attachments, one for each type facility such as light
water reactors, conversion plants, etc.

Figure 1 shows the structure of the legal basis for NPT
nuclear material accounting.

2. ACCOUNTING CONCEPTS

In order to account for amounts of material in a given area,
certain definitions need to be made. These definitions form the

environment under which NPT accounting is implemented. An

understanding of the following concepts is necessary with
respect to NPT nuclear material accounting.

Facility

A reactor, critical facility, conversion plant, fabrication

plant, reprocessing plant, isotope separation plant, separate
storage installation or any location where more than one
effective kilogram of material is used.
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Material Balance Area (MBAI

An area in or outside a facility such that the quantity of
material transferred into and out of the area can be determined

and that the physical inventory of material within the area can
be determined.

i

Key Measurement Point (KMP)

A location within an MBA where nuclear material appears in
such a form that it can be measured to determine material flow

or inventory. Generally, flow KMP codes are represented with
numbers and inventory KMP codes are represented with letters.

Material Balance Period

The material balance period (MBP) is the period of time

between two consecutive inventory takings. An MBP is the unit
of time during which the nuclear material balance is established
for an MBA.

Book Inventory

Within an MBA, the book inventory is the algebraic sum of
the most recent physical inventory and all inventory changes
since the most previous inventory taking. Material flows into
and out of the MBA via a KMP. As this flow takes place and as

inventories of material in the MBA are made, records are kept
of these events. Based on these records, book inventories can

be calculated and inspections carried out to verify the records
reported.

The book inventory as of a given date can be represented by
the expression:

book inventory = previous physical inventory
+ increases

- decreases.

Physical Inventory

The physical inventory is the sum of all the measured or

derived estimates of batch quantities of nuclear material

present at a given time within a material balance area, obtained
in accordance with specified procedures.

The concept of nuclear materials accountancy is contained

in the material balance equation, or simply the MUF equation
This equation compares the quantities of nuclear material which

should be present as reflected in accounting records (book
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inventory) with those quantities which are ....present, as
determined by actual physical inventory taking. The difference,
the material unaccounted for (MUF), is not in itself an
indication that diversion has occurred, but does constitute an

estimate of the quantity which miqht have been available for
diversion. The statement "might have been" is emphasized,

, because other factors can also lead to the observation of a
non-zero material unaccounted for.

The notation for the difference between book inventory and
physical inventory (MUF) is:

MUF = PB + X - Y - 2E

where,

PB = beginning physical inventory for the material
balance period.

X = sum of increases to inventory (receipts, nuclear
production, de-exemption, etc.).

Y = sum of decreases from inventory (shipments, nuclear

loss due to radioactive decay or burn-up,
exemptions, measured discard, accidental loss,
etc.).

PE = ending physical inventory for the period.

Batch

A portion of nuclear material handled as a unit for

accounting purposes at a KMP and for which the composition and
quantity are defined by a single set of specifications or

measurements. Examples of a batch include one fuel assembly,
one UF 6 cylinder etc.

Facility MBA Structures

Two basic principles that may be used to define the MBA
structure of a facility are the use of a single MBA or the use

of multiple MBAs. The MBA structure for a facility is specified
in the associated facility Attachment. Figures 2 and 3 show the

basic diagram and flow of material for a typical facility
containing a single MBA and a for a facility containing more
than one MBA, respectively. It should be emphasized that these

structures are basic and that the actual MBA structure for a 1
facility is specified in the facility attachment.
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The single MBA structure, shown for a light water reactor

(LWR), has the advantage of reducing the number of Inventory
Change Reports (ICRs) required to report the flow of material
within the facility. Additional ICRs are required in a multiple
MBA structure since movement of material is reported upon the
transfer of nuclear material into or out of an MBA.

Depending on the type of facility, a single or multiple MBA
structure will be used. It should be remembered that this is

a very basic presentation, and that in some cases the MBA and
KMP structure is more complex.

3. ACCOUNTING DATA

3.1 Types o_ Data

Nuclear material accounting information is provided to the

Agency by means of the following reports:

o PIL - Physical Inventory Listing
o ICR - Inventory Change Report
o MBR - Material Balance Report

The PIL is a listing of all batches of material separately
and specifies material description or identification and batch

data for each batch. This detailed listing of material in an

MBA is prepared based on a Physical Inventory Taking (PIT). The
PIL is attached to an MBR.

An ICR is a report of changes in the inventory of nuclear
material. If a batch has been transferred from one MBA to
another, an ICR is required to report this event. In addition

to material transfer, any change in inventory must be reported
as required in the facility attachment and includes, for
example, plutonium production upon discharge of fuel from a
power reactor.

The MBR is a summary of the associated PIL and all ICR

data reported since the previous PIL. It is a report of the
total amounts of material within an MBA rather than of

individual items or batches. The MBR shows the total inventory
of the different types of nuclear material, the total ICR

activity since the previous PIL, any inventory adjustments, such
as roundings, and MUF.

In addition to the accounting reports mentioned above,
Concise Notes are provided which are explanatory texts, records

or information that are supplied to the Agency detailing facts
about a facility or giving additional information to explain
details about accounting data that has been reported.
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There is also a promptness aspect involved with reporting
to the IAEA. A PIL should be submitted with each MBR, and they
should be dispatched to the Agency within 30 days after an

inventory is taken. Inventory changes must be dispatched to the
Agency within 30 days after the end of the month in which the

change takes place. Information on the timing of these reports

is specified in the appropriate Agreement or Subsidiary
Arrangements.

Additional reporting requirements may be established in the
associated Facility Attachment.

3.2 Application of Reports

The consistency of reporting with respect to nuclear
material accountancy is established by evaluating the material
balance period (MBP). The material balance period is a fixed

time interval where the Member State completes a physical
inventory taking (PIT) at the beginning of a period and
completes another PIT at the end of the period. In the time

period between these two PITs, ICRs are submitted which report
changes to the inventory during this time. The Member States
are obliged to report a PIL and an MBR for each PIT. An MBR is

not required with the initial reporting of an inventory..

By applying the information reported in the PILs, ICRs and
MBRs, a determination can be made as to whether the material

balance period is "open" or "closed". This is an indication of
the accountancy status of an MBA.

A "closed" material balance period is one where the

information in the MBR agrees with what the State has reported
in the corresponding PIL and ICR data.

The following conditions for each type of material
constitute a "closed" MBP:

- The physical ending (PE) of the previous period equals the
physical beginning (PB) of the current period.

- The sum of each material for each element code in the PIL

equals the corresponding MBR physical ending for the PIT.

- The sum of the ICR activity for each element and inventory
change equals that summarized in the MBR.

- When shipper-receiver differences (DI) are reported, the

book adjusted (BA) = book ending (BE) minus

shipper-receiver difference (DI). I
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- Book adjusted (BA) minus physical ending (PE) = material
unaccounted for (MF).

When any one of the above conditions are not met, the MBP
is considered to be "open".

When a material balance period is open, action must be
taken to determine the reasons for the open condition and to

resolve the problem. In most cases, the lack of reporting
rounding adjustments or errors in reporting are the cause for
an open MBP.

Figure 4 shows the application of PIL, ICR and MBR data in
the evaluation of a material balance period (MBP). This example

is for a light water reactor. The reports correspond to the
events occuring from the PIT at time (t) to the PIT at time

(t + i). The LWR single MBA structure for a facility is used
in this example.

Table 1 contains a very simplified summary of activities
for the material balance period shown in figure 4. The amounts

indicate the principle of how PIL, ICR and MBR data are related.

The beginning inventory shows i000 grams of fuel (enriched

uranium) in the core (KMP B), 900 grams of fuel in the cooling
pond (KMP C) and I0 grams of plutonium contained in the 900
grams of discharged fuel (both in batch 2). The MBR shows the

beginning inventory summary for the facility. Inventory figures
from the previous MBR are not shown in this example.

The changes that occur during the time period include the
receipt of I000 grams of fresh fuel, shown in the flow KMP i.

In addition, the reactor is refuelled with the newly received
fuel, and the Facility Attachment in this case calls for a

report of nuclear production and loss at the time of discharge.

Thus, i00 grams of nuclear loss (burn-up) and i0 grams of
plutonium production are reported in KMP 2. The i00 grams of
burn-up and i0 grams of plutonium production are shown under the
same batch (i).

The ending inventory indicates the current status of the

material in the facility. Note that batch 3, the fresh fuel,
is now shown in the core (KMP B) having already passed through

a storage KMP. The ending MBR reflects the corresponding
beginning inventory plus those changes occurring during the
period. In the event material had been shipped from the
facility, this would have been reflected in an ICR, in the
ending MBR and would not be included in the ending PIL for the
period.
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4. PROCESSING OF NPT DATA

4.1 The IAEA Safequards Information System

ISIS is the acronym for the !AEA Safeguards !nformation
System. This computerized data information system is the
collection point for NPT accounting data. The files and the
software in the system are used to maintain this data for the

benefit of the users. The main users are the Inspectorate
Division and the Division of Safeguards Information Treatment.
In addition, all other Divisions in the Department are users of
ISIS. The Member States also receive information from ISIS.

4.2 Flow of Accounting Data

Figure 5 shows an overview of the path that the data

follows. This data is received either in hard copy (on paper
forms) or in machine readable form (e.g. magnetic media). Most

of the data is receifed at the Agency on magnetic media. The
difference in the pro_essing of these forms of input is that the

hard copy must first pass through a data entry step to place the
information in a machine readable form.

Once the information is available in a machine readable

form, the input step places the data into the data base and

makes the data available for processing. A quality control
computer program is then executed in order to check the data for
completeness and accuracy. Examples of these checks are to

verify if the MBA code supplied is a valid code or to be sure
that a weight field is reported as numeric.

The analysis-edit phase is a manual effort by Agency staff
to examine the output from ISiS and to resolve any problems.

This may involve the correction of a data entry mistake or may
involve contacting the Inspectorate Divisions or a Member State.

In any case, all changes made to the data are effected through
the edit cycle where new records showing the correct data are
provided. In some cases, the Member State is notified of a

problem, and the Member State provides the necessary correction
to the Agency. In the event that a c_.ange in report_J data is

noted by a State, the State is obligated to provide updated

information to the Agency. The Agency information system
maintains an audit trail of all corrections made in the data
base files.

Output applications are computer programs that access the

information stored in ISiS and provide either a printed report
or information on magnetic media. An example of the information

provided to the Member States is a computer printout of the

semi-annual statement of book inventories. This is produced as

of the end of June and as of the end of Decembe_ every year on
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a recurring basis, and the Agency is required to produce these

within 90 days after the end of each period. This printout
contains a book inventory of the material in each MBA for each
country.

The output information that is provided to the Agency is

varied and is distributed at several levels to users, including
the Safeguards Information Treatment Division, the Inspectorate
Divisions and the Section for Effectiveness Evaluation. Some

of this information is also used in the Agency Annual Report and
in the Safeguards Implementation Report.



TABLE 1
SUMMARY OF MBP ACTIVITY

BEGINNING INVENTORY

Material Batch KMP Weight

PIL(t) UE 1 B i000 g
UE 2 C 900 g
PU 2 C I0 g

MBR (t) UE 1900 g Endingphysicatinventory (PE)

PU i0 g Ending physical inventory (PE)

CHANGES TO INVENTORY

ICR UE 3 1 I000 g Receipt domestic(RD)

UE 1 2 i00 g Nuclearloss(NL)(burn-up)
PU 1 2 i0 g Nuclear production(NP)

ENDING INVENTORY

PIL(t+I) UE 1 C 900 g
UE 2 C 900 g

UE 3 B i000 g

PU 1 C I0 g
PU 2 C i0 g

MBR(t+I) UE 1900 g Beginninginventory(PB)
PU I0 g Beginning inventory (P8)

UE 1000 g Receipt (RD)

UE 10 0 g Nuclear Loss (LN)

PU 10 g Nuclear Production (NP)

UE 2800 g Adjusted endlngbookinventory (BA)

PU 20 g Adjusted endlng book inventory (8A)

UE 28 O0 g Ending physical inventory (PE)
PU 20 g Ending physicat inventory (PE)
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STRENGTHENING THE EFFECTIVENESS AND LMPROVING

THE EFFICIENCY OF THE SAFEGUARDS SYSTEM:

Report by the Director General

on. the Se¢retariat's programme for assessment, development and testing of

SAGSI's recommendations 0nthe implementation of safeguards

Introduction

1. The process of change in the safeguards system has been underway for some time.

Statements made at the 1990 NPT Review Conference and the Director General's statement

during the February 1991 Board of Governors' meeting spoke of the need for more effective

and "cost-efficient" safeguards and identified specific issues which needed to be addressed.

During late 1991 and early 1992 the Board made decisions regarding the early provision and

use of design information and a voluntary reporting scheme on imports and exports of

nuclear material and exports of specified equipment and non-nuclear material. Throughout

1992 the Secretariat carried out technical studies to identify specific areas of safeguards

application which might be improved and to identify mechanisms for implementing the Board

decisions.

2. In April 1993, the Standing Advisory Group on Safeguards Implementation (SAGSI),

acting on a request by the Director General and with the support of the Safeguards

Department, reported its recommendations for improving the cost-effectiveness of safeguards

to the Director General. The Director General reported to the Board on SAGSI's

recommendations in June 1993. The Board requested the Director General to submit to the

Board in December 1993 concrete proposals for the assessment, development and testing of

measures proposed by SAGSI.

93-06591
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Programme of development and testing

3. The Secretariat has initiated a programme to further assess, develop, and test SAGSI's

recommendations and other related measures for improving the cost effectiveness of

safeguards. The programme provides a basis for the evaluation of SAGSI's

recommendations, including their technical, legal, financial and other implications, and

ultimately the development of a st-engthened and more efficient safeguards system. The

legal implications of any proposed measures for strengthening safeguards must await the

outcome of the technical and economic evaluations of the various aspects of those measures.

Naturally, any strengthening measures that go beyond the scope of the safeguards agreements

could only be implemented with agreement of the States concerned. The Secretariat is

actively seeking the participation of Member States in the further development of the

proposals and in carrying out field trials. Several Member States have already volunteered

to assist the Secretariat. Additionally, specific areas have been identified for fu_-ther

clarification by SAGSI and they are currently engaged in that task. The programme i_

designed such that the Secretariat should be in a position to make proposals for a

strengthened and more efficient safeguards system by early 1995.

4. In order to focus the Secretariat's efforts and make optimum use of available

resources, a project has been established to carry out the programme. The project has been
divided into seven task areas:

Task 1: Cost analysis of present safeguards implementation

Task 2: Increased co-operation with State Systems of Accounting and Control

Task 3: Environmental monitoring techniques for safeguards application

Task 4: Other measures for improving the cost-effectiveness of safeguards
Task 5: Improved analysis of information on States' nuclear activities

Task 6: Enhanced safeguards training

Task 7: Proposal for strengthening and improving the efficiency of the
safeguards system

A short summary of each task is given below.



GOV/2698
page 3

TASK 1: Cost analysis of present safeguards implementation

5. Task 1 assesses the costs of safeguards implementation as a function of the

magnitudes of the various technical safeguards parameters (e.g., timeliness, probabilities of

detection, significant quantities). The SAGSI report suggests that if some of the

strengthening measures are proven effective, then trade-offs could ultimately be possible

between those measures and certain elements of the current safeguards system. For example,
SAGSI put forward the proposition that if certain combinations of strengthening measures

prove to be effective in providing assurance about the absence of undeclared reprocessing

activities, then the implementation of these measures could obviate the need for interim

inspections for timeliness purposes, currently required by the safeguards system, at spent fuel
storage locations.

6. An important feature in evaluating the merits of any possible trade-off is relative

costs. Accordingly, the financial aspects of the strengthening measures will be assessed

under other appropriate tasks, as well as their inherent technical merits. However, the

specific costs associated with current values of safeguards implementation parameters (e.g.,

timeliness, probabilities of detection, significant quantities) and the cost sensitivity to changes

in the value of those parameters are not sufficiently well known. This cost analysis, drawing
upon accumulated experience, is the primary objective of Task 1. Work to date indicates

that the cost of implementing safeguards is driven more by the number and kinds of

inspections (e.g., interim vs. PIV's) than the activities carried out in any particular
inspection.

7. Task 1 also includes the continuing reviews of issues related to strengthening
safeguards, such as the starting point of safeguards, safeguards at locations with less than I

SQ of nuclear material, the Secretariat's verification of design information provided on new,

existing, and closed down facilities and exemptions, terminations and suspensions.

TASK 2: Increased co-operation with State Systems of Accounting and Control

8. Task 2 examines the possibilities for increased co-operation with State Systems of

Accounting and Control within the current safeguards system. The Secretariat will identify
the conditions under which increased co-operation with SSACs could be implemented and

define areas where increased co-operation with SSACs may improve cost effectiveness while

maintaining the need for the Secretariat to reach its own independent conclusion. One
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element of the conditions for increased cooperation will be the effectiveness of the SSAC.

The Secretariat has developed a questionnaire for obtaining from SSACs information relevant

to effectiveness. Potential areas for increased cooperation already identified on the basis of

experience with national and regional systems could include:

(i) greater involvement of the SSAC as foreseen within the existing terms of

safeguards agreements, in pre-irtspeetion arrangements and other preparatory

activities, such as the provision of material declarations in an automated form

and standardized format to increase the efficiency of Agency inspections;

(ii) shared activities and equipment that could incorporate such things as joint

research and/or development projects and training programmes, shared

laboratory and other measurement equipment, commonly developed and

implemented safeguards approaches, sampling plans, calibration and

measurement procedures, expanded use of containment and surveillance

measures, common evaluation of measurement data and the performance of

measurement systems and joint efforts to identify and solve problems; and

(iii) the taking into account by the Secretariat, under defined conditions, of results

of SSAC inspection activities with the intent of reducing the extent of

Secretariat inspections while maintaining effectiveness and the need for the

Secretariat to reach its own independent conclusions.

Task 2 will define the extent of increased cooperation that is possible as a function of the

SSAC's effectiveness. Any proposals for significant savings which involve a level of SSAC

involvement beyond current safeguards implementation practice will be clearly identified.

The proposals must be examined in the context of the strengthening measures to be tested in

,, Task 4. Field trials involving increased cooperation with SSAC's will be incorporated in

Task 4 as appropriate. Factors relevant to differentiating between national and regional

systems as regards the possibilities for increased cooperation will be examined.

TASK 3: Environmental monitoring techniques for safeguards applications

9. Task 3 evaluates the use of environmental monitoring techniques to enhance the

Secretariat's ability to detect undeclared nuclear activities. The further development,

assessment and use of environmental monitoring as a strengthening measure was one of
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SAGSI's principal recommendations. The programme will involve several field trials and
focus on:

(i) evaluating the practicality, effectiveness and cost of the use of environmental

monitoring under a variety of conditions;

(ii) establishing and documenting environmental signatures associated with

enrichment, reactor, and reprocessing operations at both long and short range;

(iii) establishing and documenting sampling and analytical procedures and quality
control requirements; and

(iv) establishing a "clean room" sample handling a_d screening capability at

Seibersdorf, extending the existing network of analytical laboratories to

include the capabilities for the analysis of environmental samples and
establishing requirements for quality control.

Development work in all these areas is well underway. Advice from consultants (a

Consultants Meeting was held on this subject in Vienna, in late March 1993), and experience

gained by the Secretariat through environmental sample collections made in several countries,

clearly show the value of environmental monitoring where the application is short range
(e.g., to provide additional assurance regarding the absence of undeclared activities at a

specific site). While the Agency has gained some experience in the use of these techniques

for monitoring a country or a region, the effectiveness and cost of their routine use by the
Secretariat t;or such "wide-area" monitoring has yet to be evaluated. The field trials that

address this application will be, in effect, calibration exercises where the intent is to define

the maximum distances, as a function of sample medium, meteorology, etc., at which
signatures of various nuclear operations can be detected.

10. A number of offers of assistance from Member States in the area of environmental

monitoring have been received. The sampling for an environmental monitoring field trial

around five nuclear facilities in Sweden took place in mid-September. Water sediment and

biota samples were collected at 35 locations. This trial will be complete and the results

documented by the end of January 1994. Sampling of the Danube River near the Paks power

station and in the vicinity of Budapest was carried out under the auspices of the Hungarian
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support programme. Video recordings of the sampling operation were made for training

purposes. This trial should also be completed by the end of January 1994. Discussions with

the Australian, Canadian, Czech, Japanese, United Kingdom, and United States authorities
on assistance with the environmental monitoring programme have commenced. Informal

discussions with several other interested Member States have also taken place. It is

important that facilities of the size and type necessary to fully evaluate these techniques be
included in the field trials.

11. It has been determined that it will be necessary to expand the analytical capability

available to the Agency in order to facilitate the use of environmental monitoring. This

capability will include a "clean-room" facility for environmental sample handling, screening

and distribution. Work on the design and siting of this facility has started through an extra-

budgetary contribution. An expansion of the existing network of analytical laboratories, to

include the capability for routine analysis of environmental samples will also be required and

has begun.

TASK 4: Other measures for improving the cost-effectiveness of safeguards

12. Task 4 assesses measures, other than environmental monitoring, intended to

strengthen safeguards by providing an increased assurance of the absence of undeclared

activities; their contribution to improving cost-effectiveness will also be assessed. The

assessment will include the technical and financial implications of the measures. Task 4 will

involve several field trials, conducted independently of the routine implementation of

safeguards, that will examine a range of measures including:

(i) expanded and more timely declarations (including 'real-time' declaration of

nuclear material movements) by States on their nuclear activities;

(ii) extended access and inspection activities at declared facilities as necessary to

verify the declarations in (i);

(iii) access to locations outside declared facilities; and

(iv) unpredictability of verification.

Task 4 will develop these and the other ideas addressed by SAGSI to a level where the

technical, legal and financial implications can be evaluated in order to identify combinations

of the new measures which represent trade offs, beyond those arising from environmental

monitoring alone, to some elements of the existing safeguards approach for declared
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facilities. The evaluation of the proposals will include a comparison with the requirements

of the existing safeguards criteria, and a cost-benefit analysis.

13. Items i, ii and iii, and iv, refer, respectively, to SAGSI consideration regarding

transparency, openness and unpredictability. The Secretariat is using these terms in the

following way. Transparency is a structural element that speaks to the completeness of a

State's declaration regarding its overall nuclear programme. This declaration could include

all nuclear materials (including ore concentrates), all nuclear related production and

processing (including design information beyond that currently provided), training and R&D

activities and their locations, regardless of where they are carried out, and a specification

regarding the manufacture and export of certain equipment and non-nuclear materials. The

information provided will need to be updated periodically with timely reports regarding the

production and movement of nuclear materials. Openness refers to the rights of access

granted to the Secretariat necessary to verify or confirm the expanded declaration.

Unpredictability refers to the extent of advance notice regarding inspection timing, location

and range of activities to be carried out. The relationship between unpredictability and

Secretariat safeguards conclusions will be assessed. The idea of unpredictability and some

elements that could be incorporated in a larger role for the SSAC are not independent and
will have to be examined carefully.

14. Tasks 2, 3, 5 (information analysis) and 6 (training) all have elements that directly

support the Task 4 field trials. Environmental sampling may be included in Task 4 as pan
of the verification of a specific activity or activities reported in the expanded declaration.

15. Discussions on field trials of strengthening measures have commenced with Swedish,

Canadian and Australian authorities. Field trials in these States will provide a beginning, but

additional invitations from Member States are needed to fully evaluate the various measures.

It is expected that the major work involved in Task 4, including the necessary field trials,

will be well underway by the end of 1994. All field trials associated with the programme

will be conducted independently of the routine implementation of safeguards. In addition,
SAGSI's alternative methods of safeguarding declared material will be examined in the

context of the strengthening measures for the detection of undeclared activities.
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TASK 5: Improved analysis of information on States' nuclear activities

16. Task 5 focuses on the analysis of information available to the Secretariat about State's

nuclear activities. The objective of the task is to ensure a coherent and comprehensive

approach to the acquisition, management and analysis of information from open sources.

safeguards inspection data, the reporting scheme on imports and exports of nuclear material

and exports of specified equipment and non-nuclear material, and the expar,ded declarations

referred to in Task 4. This should ensure that Secretariat resources are used effectively to
identify at an early stage any instance in which the available information about a State's

nuclear activities appears to be inconsistent with its declaration to the Secretariat. In this

respect, the Secretariat has already established an internal working group to evaluate, on a

trial basis, the information, together with the supporting computer data base tools needed

to manage the large quantity of data. The areas to be considered within the task include:

(i) the identification of information and of potential information sources;

(ii) the development of criteria and procedures for evaluating the information for

confirming a State's declaration or for providing indications of inconsistencies;

(iii) the identification and development of computer hardware and software to

assist in carrying out the analysis:

(iv) the determination of the necessary information flow, and organizational
responsibilities within the Agency; and

(v) the resources required to acquire and maintain the system.

17. Work has also started, with the considerable co-operation of Member States' support

programmes, on a hardware and software system that provides a geographically-referenced

data storage and retrieval system for inspection planning purposes. This system will be

particularly useful in dealing with the wide range of information expected to be made

available to the Secretariat under Task 4. In addition, work has commenced on establishing
tele-communication links with SSACs.
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TASK 6: Enhanced Safeguards Training

18. Task 6 of the programme is concerned with the identification, development, and

implementation of training programmes required to ensure that the staff of the Secretariat

have the necessary skills to carry out the new measures to strengthen and improve the cost

effectiveness of safeguards and, in general, to deal with expanded safeguards requirements.

Completion of the task will ensure that a training base has been established should decisions

be made in the future to proceed with routine implementation of some or all of the measures

being tested. Training requirements, in addition to the Department's on-going training

programme, so far identified include:

(i) the training of SSAC staff on IAEA safeguards;

(ii) the training of IAEA staff who will participate in field trials;

(iii) the training of IAEA staff in design verification; and

(iv) the training of IAEA staff assigned responsibility for systematically analyzing
information on States' nuclear activities.

19. A preliminary training needs analysis has been carried out by the Secretariat, and

Member States' support programmes have been asked for assistance in developing and
conducting training programmes. Positive offers of assistance have been received.

Additional support programme assistance will be sought for the development and provision

of specific training modules and/or courses, as well as in the provision of training materials,

equipment and, as circumstances dictate, facilities in which to conduct training. Additional

methods of further improving inspector skills through enhanced training are being explored

with Member State support programmes, including training in skills that will generally raise

the Department's ability to deal with the issue of undeclared activities, the use of computer-

based training, and multi-media techniques of information presentation.
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TASK 7: Proposal for strengthening and improving the efficiency of the safeguards

system

20. The integration of the results of Tasks 1 to 6 into proposals for more effective and

efficient safeguards will be the final part of the programme and will be dealt with in Task

7. The proposals will be assessed for effectiveness, cost and the possible trade-offs among

the strengthening measures and certain elements of the current system. The relative merits

of the proposals will be fully explored and presented. Task 7 will also incorporate a

description of any legal implications of the proposals. Furthermore, new administrative and

legal measures will be addressed aimed at facilitating safeguards implementation regarding

such issues as designation of inspectors and visa requirements. From this analysis the

Secretariat will be in a position to make a detailed proposal to the Board on a strengthened

and streamlined system which will cover both the safeguarding of declared material and
facilities and the detection of undeclared activities.

Requested Action by the Board

21. The Board is requested to take note of the on-going work in connection with the

programme to develop and test measures for the strengthening the effectiveness and

improving the cost-efficiency of Agency safeguards. The results of the programme will be
reported to the Board periodically.
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Briefing Notes for Missions

15 November 1993

S_ngtt_ning the Effectivenessandhnpmving the Efficiency
of the SafeguantsSystem:

AdditionalDetails on the Report by the Director Generalon
the Secrelariat'sProgrammefor Assessment,

Develoismm andTestingof SAGSrs Recommendationson the
Implementationof Safeguards

_lion

1. Missions have already received GOV/2698,the Report by the Director General on the
Secretariat'sprogramme for the assessment,developmentand testing of SAGSI's
recommendationson the implementationof safeguards. These irt_brmal briefing
notes provide additional detail concerningthe programme of activities aimed at
developing concreteproposals to put to the IAEA Board of Governors on measures for
strenw,.heningthe effectivenessand improvingthe efficiency of the safeguards system
and report pro_ess so far.

2. The Secretariathas sou_t to provide as much useful detail as is possible at this time.
However. it should be recognized that the programmewill evolve as ideas are
developed and tested, so that man)' details will change. It should also be emphasized
that this is a co-operativeprogrammewith Member States. a co-operation that will
also affect many aspects of the prom-amme.

Programmeof development,assessmentandtesting

3. The prom'arnmetbr the development,assessment and testing of strenmhenin_ and
efficiency measures, referred to internallyas "Prom'amme_,._-_. is being managed by
a project team established _ithin the Secretariat. Assistance from Member States is
being used as appropriate. The prom'amme is divided into the following seven tasks:

Task 1' Cost analysisof present safeguards implementation

Task 2: Increasedco-operationwith State Systems of Accounting and Control

Task 3: Environmentalmonitoringtechniques for safeguards applications

Task 4: Other measures for improvingthe cost-effectivenessof safeguards
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Task 5: Improvedanalysis of informationon States' nuclear activities

Task 6: Enhanced safeguardstraining

Task 7: Proposal for strengtheningand irnpmving the efficiency of the
safeguards system

Prom-amine93+2 is separate and distinct from the Department of Safeguard's ongoing
research and development(R&D) Ping'amine. However, a close connection between
the two efforts will be maintained so that any new technical developments coming
from the R&D Programme will be factored into the cost-effectivenessassessments
carried out within "programme 93+2".

4. Technical. financial, legal and other implicationsof the measures ,,',ill be assessed.
The successful completionof the prom'ammewill depend to a large extent on the
v,illin_ess of Member States to assist the Secretariat. particularly in carrying out field
trials. Task 7 will intem'atethe results of the other tasks in such a way that proposals
for approaches to a coherent, comprehensivesafeguards system, dealing with both
declared and undeclaredactivities, are generated. The relative merits of the
approaches will be assessed, resulting in an initial proposal to be put to the Board
by early 1995.

. ,v

TASK 1" Cost analysis of presentsafeguardsimplementation

5. Task 1 develops an assessment of the cost sensitivity of various aspects of safeguards
implementationand examines additional topics affecting saf%mmrdseffectiveness and
safem.mrdsresource allocation. It is expected to be completed by mid-1994.

6. The task is to assess the cost of safemmrdsimplementation as a function of the
mamaitudesof the various technical safemmrdsparameters,e.g.. timeliness, detection
probabilities and simaificantquantities. SAGSI's April 1993report suggests that if
some of the strenphening measures are proven effective, trade-offs could ultimately be
possible bev.veenthose measures and certainelements of the current safeguards
system. For example. SAGSI put fom'ard the proposition that if certain combinations
of strengthening measures prove to be effective in providing assurance about the
absence of undeclaredreprocessingactivities, the implementationof these measures
could obviate the need for interiminspections for timeliness purposes, currently
required by the safeguards svstern, at spent fuel storage locations.

7. ,An important feature in evaluating the merits of any possible trade-off is relative costs.
Accordingly.the financial aspects of the strengtheningmeasures and their inherent
technical merits will be assessedunder other appropriate tasks. However, the costs
associated vdth current values of safeguards implementationparameters and the cost
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sensitMt3' to changes in the values of those parametersare not presently sufficiently
understood.

8. Thus, a cost analysis is the primary objective of Task 1. The analvsis will dmv,
upon accumulatede:qx'rience for the developmentof estimates of inspection effort.
travel costs and total costs for different values (between4 and 16 kg) of the simaificant
quantity (SQ) of plutonium, for different definitions of liEU (a range from 10-500_0).
for different values of the timeliness goals (e.g. 3,6 and 12 months) for irradiated
direct-use material (spent fuel) and for unirradiatedindirect-usematerial (natural and
low enriched uranium) and for detection probabilitiesboth lower and higher than
current values. Work to date indicates that the cost of implementing safeguards is
driven more by the number and kind of imtx_ions (e.g., interim versus physical
inventor3'verification (PIV)) than the scope of activities carried out in any particular
inspection.

9. Task 1 also includes continuingreviews of current .practicesin several areas related to
strengthened safeguards. These include the starting point of safeguards: safemmrdsat
locations with less than 1 SQ of nuclear material; verification of design information
provided on new, existing and closed-do_ri facilities; and exemptions, terminations
and suspensions. Specifically:

(a) the costs, the levi implications and the contribution to the Agency's capability
to detect undeclarednuclear activities, of changing the starting point of
safeguards to an earlier point in the uranium purification process vdll be
assessed.

(b) ProcMuresfor strengtheningsafe_retardsat locationscontaining plutonium or
HEU in quantitiesless than 1 SQ were assessed, were found to involve only
quite small cost increasesand. during 1993.were adopted and incorporated in
the 1991-1995SafemaardsCriteria.

(c) In keeping v,ith the Board's decision on the earlyprovision and use of Desi_
Information. proceduresfor verifi'ing that a facilit)' is operating,as indicated by
its design information throughout its life time, and that a closed-down (but still
functional) facility is not operating, will be developed. Estimates of the
inspection effort, equipment and travel costs and total costs for implementing
these procedures will be developed.

(d) Concernhas been expressed about the possible use of exemption, termination
and suspension to concealactMties of proliferation relevance. Reviews of
Agency practice on exemption, termination and suspension_,_illbe completed.
proposals for any necessar2,'revisions prepared and their cost implications
assessed.
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TASK 2: Increasedco-operation with State Systems of Accounting and Con_!

10. Task 2 examines the possibilities for increased co-operation with State Systems of
Accounting and Control (SSAC). The Secretariat will determine the conditions under
which increased co-operation wi_ an SSAC could take place, develop criteria for
assessing the effectiveness of an SSAC and identify potential areas _aere increased
co-operation with SSACs may improve cost effectiveness. The main conclusions of
Task 2 are extxx:ted to be available by the third quarter of 1994.

11. An important role for the SSAC is clearly established in INFCIRC/153, Paragraph 7
which requires that "... the Agency, in its verification, shall take due account of the
technical effectiveness of the State's system." This concept is reinforced in Paragraph
81 of INFCIRC/153. which states that, subject to the preceding paragraphs 78-80."...
the criteria used for determining the actual number, intensit,_', duration, timing and
mode of routine inspections of an,,, facility shall include ... (b) the effectiveness of the
State's system...". An essential element, therefore, in proceeding with this task. is the
development of criteria for evaluating the effectiveness of any given SSAC.

12. The Secretariat has developed a list of factors, based on its e_ence x_fth national
and regional systems and consistent with SAGSI's recommendations, that should be
considered in the development of the effectiveness criteria for SSACs:
(a) existence of a fully established SSAC:
(b) independence of the SSAC from nuclear operators:
(c) e_ence of the SSAC:
(d) size and resources of the SSAC in relation to the size of the nuclear indust_:
(e) capability of the SSAC to perform inspections and maintain continuous or

intermittent presence of its inspectors;
(f) documentation of SSAC criteria and inspection procedures:
(g) compatibility of documented SSAC criteria and inspection procedures with

Agency' criteria:
(h) availabilit3, of SSAC documentation to the Agency: and
(i) capability of the SSAC to perform safemaardsrelated activities, including those

required by Agency criteria, e.g.:
- NDA and DA measurements:

- safemmrds related research and development: and
- training.

The Secretariat has developed a draft questionnaire for collecting this information from
SSACs. Work to develop criteria is also underway to provide for consistency in
utilizing the collected information for assessing the effectiveness of a SSAC.

13. The extent of increased cooperation and the resulting savings which could accrue
depend not only on the effectiveness of the SSAC but also on certain conditions with
respect to Agency ri_ts and obligations. The Agency must be enabled to retain all
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rights regarding the conduct of activities necessary to fulfill its obligations, to set
safeguards inspection goal criteria and to draw independentconclusions. These
include the fights to verify,material independentlyand to authenticate data as
necessar3,,to satisfy,itself that the SSAC meets the necessar3'qualit3' assurance
standards, and to have access to all relevant informationand data maintained by thet

$SAC. Guidelineswill be developed to indicate the extent of co-operationpossible
vdth the SSAC according to each facility type.

14. Areas for increased co_peraion to be assessedwill include:
(a) greater involvementof the SSAC within the existing terms of safeguards

agreements to improvethe efficiency of Agency.inspections, including:
- preparation for inspections,
- more efficient procedures (e.g., electronic) for making available facili_'

records and information,
- improved performanceof facility measurementsystems, and
- field support of Agency inspections;

(b) commonly agreed safeguards approaches;

(c) common inspectionplanning and procedures, including:
- provision to the IAEA of full advance information and comprehensive

reports on all SSAC inspectiorm,
- use of common sampling plans and random selection of items for

verification, an-d
- one-job-one-personarrangementsfor verification and audit activities.

supplementedby qualit},control measures;

(d) increased common use of instruments,methods and techniques with a_eed
authentication procextures (the systems would include tamper-resistant and
tamper-indicatingdevices, unattended mode of measurement,monitoring and
containment and surveillanceequipment):

(e) common evaluationof containment and surveillance records and of the results
of other inspection activities, v_le satisfyingthe respective obli_tions of the
IAEA and the SSAC;

(f) joint research and developmenton safeguards equipment and techniques and
computer technology for data acquisitionand transmission;

(g) co-ordinatedprocurement of safeguards equipment;

(h) common training promammes for safeguards inspectors:



-6-

(i) use of shared laboratoriesmid other facilities for destructiveand non-
destructiveanalyses;

(j) use of common measurementresults and exchange of analytical results with
joint evaluationto identify and resolve problems; and

(k) increased use of regional offices;

15. Task 2 will define the possible extent of increased cooperation,based on the areas
listed above, as a function of the SSAC's effectiveness. Any proposals for simaificant
savin_ which involve a level of SSAC involvement beyond current Agency
implementationrequirementsor practice will be clearly identified. Field trials
involving increased cooperationwith SSAC's will be incorporated in Task 4 as
appropriate. Factors relevant to differentiatingbetween regional and State systems as
regards the possibilities for increased cooperationwill be examined.

TASK 3: Environmentalmonitoringtechniquesfor safeguantsapplications

16. Task 3 assesses the effectiveness,costs, practicalit}'and other aspects of Agency use
of environmentalmonitoring techniques to detect undeclarednuclear activities at
declared and undeclaredsites. The further development, assessment and use of
environmental monitoring as a strengdaeningmeasure was one of SAGSI's principal
recommendations. The assessment of environmentalmonitoring is closely related to
the assessment of other strengtheningmeasuresbeing carriedout in Task 4. However.
the managementcomplexit3associated v_iththe organizationof field trials, sample
collection and analysis and the evaluationof the resultingdata dictated that the
assessmentof environmentalmonitoringbe dealt with as a separatetask. The results
of Tasks 3 and 4 will be fully integratedin definingoptions for more effective and
efficient safemaards. It is expectedthat the effectivenessand cost evaluation lbr at
least five field trials, togetherv_iththe workon the legal aspects (to be carriedout
underTask 7). will be completedin 1994.

17. The use of environmentalmonitoringv,ill be examinedtbr three t3'pesof applications:

(a) use for short-range(a fev, kilometres)monitoringduringinspectionsand visits
investi_ting sites of possible undeclarednuclearactivities as one means of
assessing the initial indicationsor suspicionsof nuclearactivities:

(b) use for short-rangemonitoringduringad hoc and routineinspectionsfor the
purposeof enhancingassurance of the absence of undeclarednuclearactivities
at or in the vicimt) of safemaardednuclear activities: and

(c) use for long-range monitoring, in the absence of any indication of undeclared
nuclear activities, for the purpose of enhancing ass_ance of the absence of

0
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such activities on a country-widebasis.

18. The effectivenessof environmentalmonitoring techniques in each of these applications
will be assessed, particularly in terms of their capabilities for detecting:

(a) enrichment,by any process, of m'mium in the isotopeZ__U;

(b) reactor operations for the production of plutonium and uranium-233;and

(c) reprocessingof spent reactor fuel to recover plutonium and uranium-233

19. Task 3 includes the following efforts:

(a) evaluating the practicality,effectivenessand costs of Agency use of
environmentalmonitoring under a variety of conditions;

(b) establishing and documentingenvironmentalsignatures associated with uranium
enrichment, reactor and reprocessingoperations at both long and short ranges:

(c) establishing and documentingsampling, analytical and data evaluation
proceduresand quality control requirements;and

(d) establishk,_ga "clean room" sample handling screening and distribution
capabilit',,,at Seibersdorf,extending the existing network of analx_ical
laborator/_ to include capabilities for the analysis of environmental samples
and establishing requirements for quality control.

20. The primary mechanism for assessing the applicability of environmental monitoring to
safemmrdswill be the conduct of field trials durim, which environmentalsamples will

be collect_ at var3,mgranges from a variety of tb._)esof declared nuclear lhcilities.
The facili_ types of hi_est importancefor the field trials are enrichment facilities
(LEU. lIEU or both): small scale reprocessingand. possibly, large scale hot cell
operations: and low power reactors, possibly graphite moderated with uranium metal
fuel. The testing will need to include other fuel cycle facilities, such as power
reactors and fabricationplants, to determinethe ability of environmental monitoring
techniques to distinguish among the various,typesof nuclear operations. The field
trials will include, inter alia. calibrationexercises to define the maximum distances, as
a function of facilit3't3pe and size. sample t3pe and medium, meteorology, hydrolo_'.
etc.. at which selected signaturesof the variousnuclearoperationscan be detected.
The assessmentwill also involve a literaturesurveyand consultations with Member
State experts in the fields of productionof materials for nuclear weapons and
environmental sampling and analysis.

21. Work in all these areas is well undem'av. Advice from consultantsat a meeting
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convened by the Agency in March 1993, and experience gained by the Secretariat
through environmental sample collections made in several countries, clearly show the
value of environmental monitoring where the application is short range, i.e.. at a
specific site. E_ence in using the techniques for wide area monitoring of a count
or re,on is limited: thus the effectiveness and costs of routine Secretariat use of the
techniques for this pro'pose have yet to be determined. Based on current information.
wide area monitoring for reprocessing and reactor operation appears to be feasible but
may' not be in the case of enrichment.

22. A number of offers of assistance from Member States in the area of environmental

monitoring, including field trials, have been received. Specific activities have included
the following"

(a) Samples of sea water, sediment and biota were collected between 14 and 24
September 1993 at 29 sampling points in the vicinity of three power reactors, a
50-MW research reactor and an LEU fuel fabrication facility in Sweden.
Sample analy,ses are beingcarriedout in Sweden. the United States and IAEA
laboratories. Sample collection and analysis and Secretariat participation in the
planning, conduct and evaluation of the trial are being funded by Sweden and
the United States. The trial will be completed and the results documented by
the end of January 1994.

(b) Samples of water, sediment and biota were collected in October 1993 alone the
Danube River near the Paks power reactor station and near research facilities in
the viciniu' of Budapest under the auspices of the Hun carian support
prom-amme. Sample analyses will take place in Hunzar3, the United States and
IAEA laboratories. This trial should also be completed by the end of January.

(c) Discussions have commenced with Australian. Canadian. Czech. Japanese.
United Kingdom and United States authorities re.warding assistance lbr the
environmental monitoring prom'amme. Informal discussions with several other
interested Member States have also taken place. It is important that facilities
of the size and t).pe necessar} to evaluate fully the techniques be included in
the field trials. Member States are particularly' requested to offer to host field
trials at enrichment and reprocessing facilities.

(d) It will be necessary to expand the sample handling and analytical capabili_'
available to the Agency in order to facilitate the use of environmental

monitoring. This will include a "clean-room" facility for handling, screening
and distributing environmental samples. Work on _e techrtical requirements,
desi_ and siting of this facility has been started through experts provided by
Member States. The construction costs of the facility will be bome by extra-
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budgetarycontributions. Expansionhas begun of the existing network of
anal)¢icallaboratoriesto includecapabilities for routine analysis of the various
types of environmentalsamples. Laboratoriesin several Member States. and
the IAEA Marine Environment laboratoryat Monaco, are being evaluated for
inclusion in the network. Protocols governing the certification of laboratories.
the distribution of samples, qualityassurancemeasures and the reporting of
results are being developed.

TASK4: Othermeasmesfor im_ving thecost-effectivenessof safeguants

23. Task 4 assesses measures,other than environmentalmonitoring intended to strengthen
safeguards by providingan increasedassuranceof the absence of undeclared activities.
The assessment will include the technical and financial implications, as well as the
overall cost-effectivenessof various combinationsof measures. Task 4 will involve
several field trials, conducted independentlyof the routine implementation of
saf%mlards,which will examine a range of measures including:

(a) expandedand more timely declarations(including 'teal-time'declarations of
nuclear material movements)by States of their nuclear activities;

(b) extended access and inspection activities at declared facilities as necessary for
verification of the declarationsin (a);

(c) access to locations outside declared facilities;and
(d) unpredictability,of verification.

24. Increasedtransparency throu_ expandeddeclarationswould result in greater depth of
knowledgeof the fuel cycle, its dynamics and its constituent facilities and provide the
oppormnit3to ascertain that the operation of facilities and the flow of nuclear material
therein are consistentvdth the declared design objectivesand performance of the fuel
cycle as a ,_ole. The fundamentalcomponent of transparencywould be a declaration
by the State of the current status of its nuclear fuel cycle and associated nuclear
activities and the provision of timely notifications of an).'planned changes in the
number, purpose or mode of operation of the facilities comprising the fuel cycle.
planned transfers of nuclear material and equipment,anticipated changes in the manner
of usage of nuclear material and anyother changes in its nuclear programme. The
declaration could also include training and R&D activities, their locations and a
specification rewardingthe manufatureand export of certain equipment and non-
nuclear materials.

25. It is foreseen that the scope of the declarationand subsequent notifications would
extend beyond the traditional cortfmementof nuclear material specifics and would be
sufficiently comprehensiveto enable the Agency to assess the mutual consistency of
informationreceived in respect of the entire nuclear programme. The declaration
would be in addition to informationprovided under current Subsidiary Arrangements
and would include a description of the scope and purpose of the national fuel cycle
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(e.g. number and types of facilities, power generation targets, percentage of national
power consumption, indigenousnuclearresources and status of exploitation) and for
each facility.,using power reactors as an example, its name. location. _'pe, status of
design information (e.g.. valid/under revision (with details)/inpreparation), operational
status (e.g., operational/designphase/under construction/defunct)and its operational
programme. The latter would cover:
(a) shutdown periods,
(b) open core periods,
(c) core loadings,
(d) flesh fuel receipts (suppliers, amountsand dates),
(e) spent fuel shipments (destinations,amounts and dates),
(f) receipts of spent fiJelshipping containers (supplier, capacitb.'and dates).
(g) shipments of spent fuel shipping containers (supplier, capacir,.'and dates).
(h) planned dates of SSAC interim instx_ions,and
(i) planned date of the SSAC PIV.

26. Extended access at declared facilities is interpretedto mean extended access both to
locations and to information. Extended access to locations would mean access to any

place within a declared facilit3'as necessar3'to verif), the correctness and assess the
completenessof the expanded declaration. Extended access to information could mean
access to am' information in SSAC or operator files relevant to the ex_panded
declaration.

27. Extended access to locations outside declaredfacilities would include access to
locationsthrou_ v_fiichnuclear material may transit together vdth an,,' other locations
relevant to the verification of the correctnessand assessment of the completeness of
the expanded declaration. Procedures for managing access to sensitive locations would
be developed, possibly dravdng upon relevant provisions of the Chemical Weapons
Convention.

28. Under the concept of unpredictabilit}.'of verification, the Agency would have freedom
to var3' inspections in terms of both the timing and scope. The assurance that would
be gained from var3'ingthe scope and depth of inspection actMties would need to be
determined throu_ stud)' and practical experience. The assurance that would be
gained through unpredictabilit3'intiming of inspections is. at least in some aspects,
measurable,particularly if the conditions for randomisationand statistical inference are
included. Studies into the cost-effectivenessof unpredictabiliD'for verifications and
its implications for safeguards conclusions, will be included in the task.

29. Traditionally. operatingand accountingrecords have been subject to audit during
scheduled inspectionsat which time there arewell established records. This practice
with well established records could not be followed if advantage is to be taken of
unpredictabilit3'.Greater effort will be required from both the SSAC and the operator
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to provide the Agency with access to "mailboxprotected" data which will record
current or imminentplant operations. These data could be literally mail-box hard copy.
but the implementationof computer data transfer would clearly be highly
advantageous.

30. Task 4 will develop these and other ideas addressed by SAGSI and test them through
a series of field trials. Some of the ideas for increased co-operationwith SSACs
developed in Task 2 will be incorporatedinto the Task 4 field trials as appropriate.
Discussions on field trials have commencedwith Swedish, Canadian and Atmmlian
authorities. Field trials in these States will provide a begirming, but additional
invitationsfrom States are needed to evaluate fully the various measures. It is
expected that the major work involved in Task 4, including the necessary field trials.
will be well underway by mid - 1994. All field trials associated with the progmrmae
will be conducted independentlyof the routine implementation of safeguards. In
addition. SAGSrs alternativeways of safeguardingdeclared material will be examined
in the context of the strengtheningmeasures for the detection of undeclared activities.

TASK5: Ing_ved analysis of infonmfion on States'nuclearactivities

31. Task 5 focuses on the analvsis of informationavailable to the Secretariat about States'
nuclear activities. The objective of the task is to ensure a coherent and comprehensive
approach to the acquisition,management and analysis of information available to the
Secretariat regarding a State's nuclear activities. This includes, but is not limited to,
information from open sources.e.g., publicly available information, safemmrdsdata.
the reportingscheme on imports and exq_rts of nuclear material and exTx3rtsof
specified equipmentand non-nuclearmaterial, other informationprovided by States
and the expanded declarationby the State referred to in Task 4. The purpose is to
ensure that Secretariatresources are used effectively and efficiently to identify at an
early stage any instance in v,_ich the available informationabout a State's nuclear
activities appears inconsistentwith its declaration to the Agency.

32. The main areas of work x_ithinthe task are to:

(a) Identifi,'and assess tbpes of information,and their potential sources, for
relevance in determining the consistencyof the State's declaration. This will
take into account criticalpaths and check lists, to be developed, that would be
involved in the acquisitionof weapons usable nuclear material and the
associated developmentand procurementactivities.

(b) Develop criteria and procezluresfor analyzingand evaluating the information
for confirming the State's declarationor for providing indicationsof
inconsistencies. The form and content of required output reports will also be
established.
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(c) Identif3'and develop the computer hardware and soft, are needed for
processing and analyzing the information. This will include systems vdth
capabilities for information filtering, for dealing with informationuncertainties
and inferencesand for combining analytical results from disparatesources.

(d) Determine the necessary information flows and organizational responsibilities
within the Secretariat. This will include organizationalneeds for information
and timeliness and content requirements.

i

(e) Determine the resources required to acquire and maintain the information
system. This includes determiningthe expertise necessar3' for the various
analyses and for interpretingthe diverse information in the s.vstem. For
example, the need has already been identified for expertise in the analysis of
open source information, i.e., in selecting, categorizing and assessing the
informationfor indicators of inconsistencieswith a State's declaration.

33. This work has started, and the Secretariathas already established an internal working
group to evaluate, on a trial basis, available informationtogether ,_ith the supporting
computer data base tools for managing a large quantity of data. A data base of public
informationfrom the media has been started. Some assessments have been made of
the potential contributionof parts of this data base to providing indicationsof
undeclared nuclear activities. The Secretariat has bemanreceiving some information
on the nuclear imports and exports referred to in paragraph 31 above.

34. Work has also started, with the considerablesupport and co-operationof Member
States. on a computer system that provides a geom'aphically-referencedinformation
storage and retrieval system for inspectionplanning. This system, the International
SafemaardsInspection Support Tool. has also been acquired for assessing its use as
one of the platforms for informationanalysis. An early application will be for the
field tests of environmental monitorin,2for storin,2,reference information on geo_aphy.
hvdrolom.and e.'dstingenvironmental'rnonitoringdata, for planning and preparations
for sampling operations and for assistance in evaluatingfield test data. The system
will also be examined for its possible uses under Task 4 and should be particularly
useful in dealing with the xsiderange of information expected to be made available to
the Secretariat for the field trials under that task.

35. The expanded declarationsby States on their nuclear activities are expected to include
considerably more informationthan is now received from States and to involve more
frequent and timely updates of information. Improvedcommunication means for the
flow of informationfrom States to the Secretariatwill. therefore, be needed, and work
has commencedon establishing telecommunicationlinks with SSACs.

TASK6: EnhancedSafeguatflsTraining
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36. Task 6 is concernedwith identification,developmentand implementationof the
training pmgrarmnes requiredto ensure that the staff of the Departmentof Safeguards
have the necessaryskills to can3' out the variousmeasuresand activities being
developed under Tasks I - 5 and, in general, to deal with e.'q3andedsafeguards
requirements.

37. A prelimina,,3'training needs analysishas been carriedout by the Secretariat,and
Member States' supportprogrammeshave been asked for assistance in developing and
conducting trainingprogrammes. Positive offers of assistancehave been received.
Additional support programme assistance will be sought for the developmentand
provision of specific training modules and/or cota'ses,as well as in the provision of
training materials,equipment and, as circ_ces dictate, facilities in which to
conduct training. Additional methodsof _er knproving inspector skills throu_
enhanced trainingare being e_lored with Member State support programmes.
including training in skills that will generally raise the Department'sabilit).'to deal
with the issue of undeclaredactivities, the use of computer-basedtraining, and multi-
media techniques of informationpresentation.

38. Training requirementsalready identified include:

(a) training on continuingdesign informationverification:
(b) training of SSAC personnelon IAEA safeguards;
(c) training in environmentalmonitoring;
(d) training for testing of other elements of alternativesafemJardsapproaches: and
(e) training on analysis of information on States' nuclearactivities.

39. Training on continuing design informationverificationvdll include developing the
skills for design informationverification (DIX0throughout the life time of a facility.
The generic principles of DIV for safeguards purposeswill first be developed. The
next level of DIV will address facility specific problems. An intet_'alpart of DIN'
exercises will be to increase the observationalskill of IAEA inspectors. A special
emphasis xdll be given to the DIV of temporarily shut dox_aaand permanentlyclosed
dox',_facilities, in accordancev,ith the policy to be developed under Iask 1.

40. Some experiencehas been accumulatedrecently through the organization of the
training course "Safeguardsat ReprocessingFacilities" and a series of DIN workshops
at a plutonium recoveryplant in Dounreay and THORP in Sellafield. Early in 1994 a
training course from the regular SafeguardsTraining Programme"Placementof nev,
facilities under IAEA safeguards"in Russia will be used as a basis of development
and application of new procedures for DIV.

41. The next step in progan_ne implementationwill be the developmentof an in-house
training module describing the basic concept and procedures of DIV planning.
performance and anah'sis of the results. This module will include generic skills
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required for DW. At the same time field exercises for different types of facilities.
primarily those of a complicatednature, are planned. Priority is to be given to the
exercises on closed down facilities. Implementationof the above progarrmae requires
appropriate facilities for DIV exercisesto be identifiedthrough the Member States
Support Progmrunes.

42. Training of SSAC personnel on IAEA safeguards can be considered as a basis for
fia'therimproved c&operation between SSACs andthe IAF.A. Better knowledge of
IAEA safeguards will allow SSAC personnel to be prepared for closer co-operation
with the IAEA and make IAEA safeguards more transparent for Member States. The
prom-aminemay includeNDA and DA measurements,planning of inspections.
advanced provision of desi_ information, application of containment/sur,,eillance
measures. Safeguards Criteria and organizationof physical inventor3.'verifications. It
is planned to develop the progamme within the next six months and. d_ding on
the availability of funds, to implement it beginning in October-November 1994.

43. Training in environmentalmonitoring will include:

(a) training on em'ironmentalsampling for the IAEA staff _ho will participate in
field trials: and

(b) performance-basedtraining for specific environmentalmeasurement techniques
selected by the IAEA _5th emphasison sampling planning procedures, quality
control, etc.

The training vdll be implemented in m'o phases. The fast phase, v,hich has bemm. is
training of the IAEA staff for field trials. The second phase, training of IAEA
inspectors for re_iar use of enx'ironmentalmonitoring, will be implemented only after
the approval of environmentaltechniques selected by the Agency. The training
material vdli be documentedand training manuals prepared. Manuals will consist of
training modules relating to different t2,.qx'sof environmental sampling. "Hands-on"
exercises ,,','illbe prepared wheneverpossible. All sampling technique procedures will
be videotaped. Video recordin_ of the environmental sampling operations in the field
trial in HunTar3'have already been made. The first formal training of staff for field
trials is scheduled for January 1994.B

44. Training for testing of other elements of alternativesafeguardsapproaches is needed to
enable the 1AEAinspectorsto perform the necessar3'new activities in field trials under
Task 4. These activities may include expanded access for verification, unpredictability
of inspections,etc. An importantcomponent of such training will be to increase
inspectors' ability to recomaizetechnical indicationsof possible undeclared nuclear-
related activities and analyse informationreceived in the course of test inspections.
A list of skills x_ich might be required by IAEA inspectors for these tests is being
prepared.



-15-

45. Training on analysis of information on States' nuclear activities covers the acquisition.
management and analysis of information available to the Agency on States' nuclear
activities. The fwst training course "Initial Country. Officers Training" was organized in
May-June 1993. The objective of this training was to familiarize countr3 officers with
their responsibilities and the scope of the activities to be performed for analysis of
nuclear-related information from open sources. The training on the use of computer
based information systems will be arranged later.

TASK 7: Proposal for strengtheningand improving the efficiency of the saf_
system

46. The integration of the results of Tasks ! to 6 into comprehensive safeguards
approaches, dealing with both declared and undeclared activities, will be the final part
of the programme and will be dealt with in Task 7, The various approaches will _"
assessed for their effectiveness and cost. The rationale, benefits and impact on overall
effectiveness of an)' trade-offs among the strengthening measures and certain elements
of the current system will be fully described. The relative merits of the approaches
will be full3' explored and presented. Task 7 will also incorporate a description of
le_! and other implications of the approaches. From this analysis the Secretariat will
be in a position, by earl3' 1995. to make an initial proposal to the Board on a
strengthened and streamlined system which will cover both the sali:guarding of
declared material and facilities and the detection of undeclared activities.

doc20.nt
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SAGSI-Recommen dation
"More effective and efficient safeguards"

Director General

Board of Governors (June 1993)
"...assess in more detail technical, financial

and legal aspects of SAGSI's proposals..."

PROGRAMME 93 + 2
(Initial objectives)

Integrated programme plan that establishes:

_ schedules

_ priorities and resources
_ identifies gaps
_ provides basis for reporting progress

Director General
_ report to Board of Governors (Dec. 1993)

T
PROGRAMME 93 + 2

(93 + 2 =, 1995)

=:¢.Field trials (define, carry out. evaluate)
=, Training needs, security measures
=, DEFINE OPTIONS



PROGRAMME 93+2

TASK 2
TASK I IncreasedCooperation with

Cost Analysis of Present State Systems of Accounting
Safeguards Implementation and Control

/
TASK 3 TASK 7: |NTEGRATION TASK 4

Environmental Monitoring _ 'R()I_()SAL I:()R MORE EFFECTIVE & _ Other Measures for Improving

Techniques tier Safeguards I_FFICIENT SAFEGUARDS the Cost-Effectiveness of
Safeguards

/
TASK 5 TASK 6

Analysis of lnlbrmation Trainingon Stales" Nuclear Aclivities

IIII
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TASK 1

"Assessment of Cost Sensitivity of

Safeguards Implementation Parameters and
Additional Topics Affecting

Resource Allocation in Safeguards Activities"



TASKI WORKPLAN
INCLUDES

• Cost sensitivity of implementing safeguards to alternative
values of basic implementation parameters

• Review policy on exemption/termination and suspension of
safeguards - papers to the Board on exemption, termination
and suspension (June '94)

• Change in the starting points of safeguards- legal opinions
and proposals

• Procedures for continuing design verification
(including closed-down facilities)

• Technical reassessment of safeguards implementation
parameters
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TASK 2 WORKPLAN
INCLUDES

• The development of criteria for assessing the
effectiveness of an SSAC

• The identification of areas for increased cooperation
with SSAC's per the assessed effectiveness

• The differentiation between state and regional systems

• The assessment of savings that could accrue through
increased cooperation



TASK 3

"... to assess the effectiveness and costs of environmental

_nonitoring for safeguards to detect undeclared
activities at declared sites and undeclared activities

at sites not declared"



TASK 3 WORKPLAN
INCLUDES

• The identification and documentation of environmental

signatures for uranium processing, enrichment, reactor
and reprocessing operations

• The extension of the Network of Analytical
Laboratories for the analysis of environmental samples
including appropriate sample distribution and QA
protocols

• The establishment of a clean room capability for the
handling, screening and distribution of environmental
samples

• The development and documentation of sampling, data
storage and analysis procedures

• The conduct of demonstration field trials including
quantification of cost factors



TASK 4

"... the introduction of new measures to enhance the

Agency's confidence in the absence of undeclared
nuclear activities is a most important aspect of the
strengthening of Agency safeguards and would be a
precondition for some of the other measures addressed
by SAGSI for the purpose of improvements in the cost-
effectiveness of safeguards. The goals of this task are:

(l) The field testing of measures other than
environmental monitoring for gaining assurance
regarding the absence of undeclared activities and to
assess their contribution to cost-effectiveness

(2) Examine in the context of strengthening measures
the ideas expressed in SAR-15, Appendix llI, on a
different way of conducting safeguards on declared
material

I
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TASK 5

t

"... to ensure a coherent and comprehensive approach
across the Department of Safeguards to the acquisition,

management and analysis of information such that
Agency resources are effectively used to provide input
to the inspection planning process and to provide early

indication of findings inconsistent with a State's
• _declaration '

1
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TASK 6

"...to identify, develop and implement training
programmes necessary to carry out the work of Tasks

1-5 and establish the basis for the broader training
effort that will be necessary as various new measures

become part of routine safeguards"



TASK 6 WORKPLAN
INCLUDES

• Training on design information verification activities

• Training of SSAC personnel on IAEA safeguards

• Environmental monitoring training programme

• Training for testing alternative safeguards approaches

• Training on analysis of information on States' nuclear
activities

III



TASK7

"... to provide overall management of Programme 93+2, to
integrate the results of Task 1-6 options for a more effective
and efficient safeguards system and to asses the relative merits
of those options including the legal and other implications"
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THE SECRETARIAT'S DEVELOPMENT PROGRAM]_,iE

FOR A STRENGTHENED AND MORE

COST-EFFECTIVE SAFEGUARDS SYSTEM

A progress report by the Director General

FOREWORD

The process of strengthening and otherwise improving the safeguards system has been
underway for some time. Statements made at the 1990 NPT Review Conference and the

Director General's statement during the February 1991 Board of Governors' meeting spoke
of the need for more effective and "cost-efficient" safeguards and identified specific issues
which needed to be addressed. During 1991 the Board considered, and in 1992 confirmed

the fight of the Agency to use the right of special inspection as provided for in
comprehensive safeguards agreements. In I992 the Board made decisions regarding the early
provision and use of design information. Throughout 1992 the Secretariat carried out
technical studies to identify specific areas of safeguards application which might be improved

and to identify mechanisms for implementing the Board decisions. In February 1993 the
Board endorsed a reporting scheme on imports and exports of nuclear material and exports
of specified equipment and non-nuclear material.

This process of improving the safeguards system is a continuing one. This document
reports on progress to date in the major effort in the process, the Secretariat's programme
("Programme 93 +2") for assessment, development and testing of SAGSI's recommendations

on improving the implementation of safeguards. This report is part of the continuing
dialogue between the Secretariat and Member States which is essential for the successful
completion of the programme.

94-01759
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INTRODUCTION

1. In April 1993, the Standing Advisory Group on Safeguards Implementation (SAGSI),
acting on a request by the Director General and with the support of the Safeguards
Department, reported its recommendations for improving the cost-effectiveness of safeguards
to the Director General. The Director General reported to the Board on SAGSI's
recommendations in June 1993 (GOV/2657). The Board requested the Director General to

submit to the Board in December 1993 concrete proposals for the assessment, development
and testing of the measures proposed by SAGSI.

2. At the meetings of the Board in December 1993, the Deputy Director General for
Safeguards introduced document GOV/2698 describing the Secretariat's development
programme for a strengthened and more cost-effective safeguards system. The programme

(called "Programme 93 +2") provides for the evaluation of the technical, legal and financial

implications of SAGSI's recommendations. It was emphasized that any strengthening
measures that go beyond the scope of safeguards agreements can only be implemented with

the agreement of the States concerned. The Chairman of the Board, in summing up the
Board's December 1993 discussion of the proposed programme, said that "the Board had
reiterated its support for strengthening of the Agency's safeguards system and for the
Secretariat's efforts and initiatives aimed at increasing the effectiveness and improving the
efficiency of that system", and that, "the Board had welcomed the Secretariat's intention to

submit regular progress reports to it and provide regular opportunities for it to express its
views". Further progress in the programme was reported to the Board in February 1994
(GOV/INF/729).

3. The ideas and proposals being considered in "Programme 93+2" are broad in scope
and diverse in nature. They cover all of the four areas considered by SAGSI for improving
the cost-effectiveness of safeguards. They deal with both declared and undeclared nuclear

activities. They include possible new measures for strengthening safeguards; further
efficiencies in how current safeguards activities are carried out; alternative procedures and

techniques that may be more efficient or effective in carrying out safeguards; and possibilities
for replacing some current safeguards procedures by alternative procedures which maintain
the effectiveness of safeguards but which can be implemented with less effort and lower cost.

The further recommendations of SAGSI at its November 1993 and March 1994 (see
GOV/INF/739) meetings are being taken into account.
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4. The criterion for inclusion of a measure in "Programme 93+2" was that it be

identified as having potential for one or more of the following:

(i) reducing the cost of implementing safeguards while maintaining or improving
their effectiveness;

(ii) increasing the capabilities of the Agency to detect undeclared nuclear
activities;

(iii) increasing the effectiveness and/or efficiency of safeguards through greater
cooperation with State Systems of Accounting and Control (SSACs);

(iv) improving the effectiveness and/or efficiency of the acquisition, processing

and analysis of safeguards relevant information; and

(v) improving the capabilities of inspectors, other Agency safeguards staff and
SSAC staff to carry out new measures as required for field testing the
measures or for their subsequent implementation as may be decided at some
future point.

Effectiveness is a measure of the extent to which Agency safeguards are able to achieve the
safeguards objectives. Efficiency is a measure of the productivity of Agency safeguards,
i.e., how well the available resources (staff, equipment, money) are used to fulfill the
Agency's part in the implementation of safeguards.

5. The Secretariat's reports (GOV/2698 and GOV/INF/729) to the Board in December

1993 and February 1994 described the work of the Programme as organized into six task
areas with a seventh task for overall management and integration of the results. These are:

Task 1: Cost analysis of present safeguards implementation
Task 2: Assessment of potential cost saving measures

Task 3: Environmental monitoring techniques for safeguards application
Task 4: Increased co-operation with State Systems of Accounting and Control

- (SSAC) and other measures for improving the cost-effectiveness of
safeguards

Task 5: Improved analysis of information on States' nuclear activities

Task 6: Enhanced safeguards training

Task 7: Proposal for strengthening and improving the efficiency of the
safeguards system
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The core "Programme 93+2" team is comprised of a programme manager, six task officers

and representatives from the Legal and External Relations Divisions. The work is being

accomplished through a series of internal working groups, drawing from expertise throughout

the Secretariat, and extensive support from Member States (Member State Support

Programme tasks and technical assistance in connection with field trials).

6. Past reports to the Board have emphasized the importance of Member State

participation in testing measures being investigated under the programme. To date. 17

Member States (Argentina, Australia, Canada, Czech Republic, Finland, France, German.v,

Hungary, Indonesia, Japan, Netherlands, Russia, South Africa, South Korea. Sweden. the

United Kingdom, and the United States) have offered their assistance in the conduct of

environmental monitoring field trials and related technical areas and in field trials of other

strengthening and more cost-effective measures involving alternative safeguards procedures

and increased cooperation with SSACs. Additional offers, particularly relating to the

application of environmental monitoring techniques in the vicinity of reprocessi_g operations
and to the broader field trials, would be welcomed.

7. At this stage there is an advantage in discussing the various proposals side hv side in

one document, showing the work done in each of them. It allows ovcrxiex_ and an

assessment of possible trade-offs and synergies. Nevertheless, in the past few ,,'ears,

measures for the strengthening of safeguards have been advanced to the Board as and when

they were ready. To the extent that measures now contemplated arc not organically linked

with others, there is no reason why they should have to await presentation to the Board until

a whole package becomes ready. As before, thev may be advanced when they are adequately

explored and developed. When they require conamitments by gox'crnmcnt_, ._t_ing beyond

existing safeguards agreements, they clearly must be sub.icct to the :_grecnacnt of the States

concerned. Not all proposals, however, arc of this k_nd. For inst:_I_cc, tlac creation of

additional regional safeouards otllces would not require nat_dillc:lttc_n of safe,-uard.,,
agreements.

8. The timing and content of field trials are decisive for devel(_pJng the specificity of

many of the proposals. These trials are resource intensive both for the Secretariat and lot

the Member States participating in the trials. Scarcity of Secretariat staff is one factor in

scheduling the trials. Whenever possible, Support Division personnel arc used. However,

some field trial activities are much more efficiently and effectively carried out by experienced

inspectors knowledgeable about the facilities involved. The scheduling of ficid trials that

makes effective use of experienced staff is complicated by the requirement that "Programme

93+2" development activities not interfere with routine implementation of safeguards.
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9. Although the presentation in this status report will follow the seven tasks in which the

work has been divided, it is also possible to view new proposals together with measures

already adopted in clusters that relate to main areas of reform.

A. One major area concerns measures to strengthen the Agency's access to

information, which could contribute to making safeguards more effective.

Measures already taken in this area are:

a) early provision of design information,

b) greater use of data that are available publicly, in-house or othe_'ise.
and

c) the reporting scheme on export and import of nuclear material, non-

nuclear material and specified equipment.

The major additional elements contemplated for this area are:

d) broader information on States' nuclear activities, resulting in greater

nuclear transparency and

e) environmental monitoring.

B. Another major area of measures relates to access to s.ite_sand the effectiveness

of the access. Measures already taken in this area are:

a) the Board's expressed positions regarding special inspections, both in
general terms and in a concrete case and

b) voluntary offers by some governments to accept Agency visits "any
time, any place"
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Development of this very important area may comprise proposals regarding:

c) routine access to nuclear-related sites beyond "strategic points".

d) "managed access" to sensitive sites under a scheme of "any time. an),
place", and

e) expanded right to prompt access on short notice or no notice.

C. A third area of measures might be termed administrative streamlining and
rationalization. Measures already taken are inter alia:

a) the expanded regional use of the two safeguards offices in Toronto and
Tokyo,

b) the partnership agreement with Euratom,

c) the proposal for simplified designation procedures for inspectors and

d) the computerised log sheets.

Further measures in this area might be:

e) reduction in the inspection frequency to LWRs,

f) greater use of unattended, remote readout equipment in lieu of some
inspections,

g) additional regional safeguards offices to save travel costs and facilitate

short notice/no notice safeguards.

h) multiple-entry visas for inspectors, reducing red tape and
administrative burden,

i) expanded capability for inspectors to freely communicate with
headquarters,
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j) retraining of inspectors, and

k) joint use by SSACs and the Agency of equipment and laboratories.

10. The aim of "Programme 93+2" is to develop proposals for a strengthened and cost-

effective safeguards system, together with an accompanying evaluation of the technical, legal
and financial implications, for presentation to the Board of Governors. The progress
summaries for each of the tasks are given below, including an assessment of the progress

expected by the end of 1994.

Progress Report on "Programme 93 +2" Tasks

TASK I: Cost analysis of present safeguards implementation

11. The primary objective of Task 1 is the assessment of costs of implementing safeguards
as a function of the magnitude of the various technical safeguards parameters (e.g.,
timeliness, significant quantities, probabilities of detection). The specific implementation

costs associated with current values of these parameters and the cost sensitivity to changes
in the values are not sufficiently well known. A reasonable range in the value of each
parameter has been defined for this cost assessment. The SAGSI report suggests that if some

of the strengthening measures are proven effective, then trade-offs could ultimately be
possible between those measures and certain elements of the current safeguards system. An
important factor in evaluating the merits of any possible trade-offs is relative costs. The
financial aspects, as well as the inherent technical merits, of the strengthening measures are
being addressed under other tasks.

12. The budgeting and cost management system associated with the implementation of
safeguards is based on expenditure items. Thus, experience based estimates of the cost to

carry out a particular kind of inspection (e.g., physical inventory verification or interim

inspection) at a specific facility or the cost to implement safeguards for a year at a specific
facility are available. However, even for these cases, assumptions are needed for dealing
with the distribution of indirect costs, the amortization of equipment costs, etc. From the

standpoint of cost sensitivity, when a change in the magnitude of a technical implementation
parameter (e.g. timeliness) results in more or fewer interim inspections, the estimation of the
increase or decrease in associated costs is straightforward. When changes in the technical

implementation parameters (e.g., significant quantity or probability of detection) result in
changes in the level of specific activities integral to an inspection as a whole, the associated

changes in cost are difficult to estimate because the costs of a number of unit activities (e.g.,
an NDA measurement) are facility specific. For example, the costs to carry out a physical
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inventory verification (PIV) at two bulk handling facilities with similar inventories may be

very different because of the time available. In one case, five inspectors are able to carry

out the work distributed over four days where in the other case, ten inspectors are necessary

because only two clays are made available by the operator. To the extent possible this kind

of implicit cost sharing between the Secretariat and the operator will be accounted for in the

cost sensitivity analyses.

13. The basic cost data set being constructed for Task 1 includes facility specific figures
for:

• travel and subsistence costs;

• costs for the destructive analyses (DA) of safeguards samples

(transport and analysis);

• costs (time) for the various kinds of non-destructive analvsis (NDA)

including equipment procurement and maintenance costs:

• average strata-by-strata material inventories (interim and PIV) and the

costs (time) to establish the population of items, select the items for

verification and perform the verification measurements:

• average cost per surveillance unit by type - Minolta, I_IIVS, MUX,

etc. (procurement, installation, servicing, review)"

• average costs for seals check, replacement and verification:

• average costs (time) for records audit and review- and

• costs (time) related to any design information verification.

14. These cost figures relate primarily to activities carried out in the field, and the data

collection work is nearly complete. These are the activities most directly affected by any

changes in the assigned values of the technical implementation parameters. However, these

figures do not include the costs of the myriad of activities such as the analysis and reporting

of inspection data and conclusions, follow-up on discrepant results, maintenance of inspection

records and other data bases, quality assurance, training, development of improved equipment

and safeguards approaches and the negotiation of subsidiary arrangements that directly or

indirectly support the implementation of safeguards. The sensitivity analysis identifies and
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quantifies those costs that are affected by a change in the values of the technical

implementation parameters.

15. Other work included in Task 1 is well underway. Papers have been prepared on

termination, exemption and substitution of safeguards on nuclear material. The policy for
the termination of safeguards on nuclear material in waste has been discussed within the
Secretariat and is nearing completion. The remaining papers are under consideration by the
Secretariat. The costs of any activities deriving from these papers will be assessed. An
evaluation of a change in the starting of safeguards to an earlier point in the uranium

purification process has been carried out. A concept paper has been prepared bv the
Secretariat, and a legal opinion on the issue is being prepared. At the Board Meeting in
February 1992, a decision was made on the early provision of de._ign information and the
continuity of this knowledge through the lifetime of the plant to its shutdown condition.
Procedures are being prepared for reviewing and verifying the declared design information

throughout the facility life cycle. Criteria for accepting final decommissioning are also being
developed. The costs of introducing these measures will be assessed.

16. Task 1 will be completed by the end of 1994.

Task 2: Assessment of potential cost saving measures

17. Task 2 has as its objective the identification and evaluation of a number of technical
and administrative measures that have the potential to reduce costs associated with the current
implementation of safeguards. The development work associated with these measures is

being performed either within the Secretariat or through Member State Support Programmes.
This task was added to "Programme 93+2" following the December 1093 Board of

Governors Meeting (see GOV/INF/729). This gives greater visibility to these efforts and

increases the synergy with related development work within the "Programme 93+2"
framework.

18. Major cost sectors associated with the implementation of safeguards, and thus the
areas targeted for potential cost savings, are staff costs (60%), equipment (13%) and travel
(13%). As the number of facilities and the quantities of nuclear material under IAEA
safeguards continue to increase, reduction in trained staff is not realistic. However, staff

utilization efficiencies may be improved and travel costs reduced through use of modern
technology, through economies in safeguards operational modes, by enlarging existing or
establishing new field offices and through efficient use of office automation equipment. Cost
savings in the equipment sector may be achieved through greater standardization and the

sharing of equipment and analytical services costs with the operator.
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19. The measures so far identified for their potential to improve utilization of staff and

reduction in travel and equipment costs are described below. The work breakdown structure

is provided for sub-task 2.1 to indicate the level and direction of the evaluation. A similar

structure is in place for the other sub-tasks.

Sub-task 2.1 Use of equipment capable of functioning in an unattended mode.

To meet increased inspection needs with increasingly limited resources, use

of enhanced technology such as assay and monitoring equipment capable of operation

in an unattended mode offers the possibility of reducing the physical presence of

inspectors in the facilities. Existing cases include Bundle Counters, Core Discharge
Monitors, video surveillance, CONSULHA (containment and surveillance for La

Hague), NDA measurements at MOX fuel fabrication facilities, etc. Other cases

where similar measures can be applied are being identified. Some examples are the

verification of inter-bay transfers of spent fuel in OLR's, transfers of spent fuel to

canisters for dry storage, transfers of spent fuel between reactors and reprocessing

plants and spent fuel storages and shipments of finished fuel from fuel fabrication

plants to reactors, tank monitoring and sampling at reprocessing plants.

The work breakdown structure includes the following elements:

(a) Identify all situations where NDA measurements are required to verify

inventory/inventory flow, inventory ct_anges or tile unreported

production of high enriched uranium that are potential candidates for

the use of equipment functioning in an unattended mode.

(b) Estimate the inspection effort currently used to fulfill the relevant

Safeguards Criteria requirements (PDl's/vear).

(c) Identify NDA systems or combinations of NDA and C/S systems that

could be installed to do the verification activity in an unattended mode.

i

(d) Evaluate for each such system:

i) technical feasibility including authentication requirements,

it) safeguards effectiveness,
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iii) the costs for equipment, its installation, maintenance and how
the costs are amortized, and

iv) resources needed for data review and analysis at site and at
headquarters (equipment and effort).

(e) List all assumptions and difficulties (technical, financial and legal) in
realizing the unattended system.

(f) Estimate the time schedule for implementation of such systems.

(g) Estimate annual savings in inspection effort and inspection travel and
determine the cumulative net costs.

(h) Reporting of the results and recommendations.

Sub-task 2.2 Mail-in of data collected through equipment functioning in an
unattended mode

The Agency, in 1992-93, successfully conducted field tests for mail-in by the

SSAC of the surveillance video tapes (STR-297). The broad application and
associated cost implications are being evaluated.

Sub-task 2.3 Remote interrogation of NDA and C/S equipment

The present safeguards criteria requires periodic verification of inventories of,
inter alia, spent fuel at reactor installations or at away from reactor installations. In
the majority of cases the nuclear material is kept under C/S measures. Routine

inspections are made to service the cameras or replace/verify seals. With the
development of enhanced technologies, remote interrogation or transmission of C/S

data to headquarters or a field office for review and analysis offers savings in
inspection effort. Other examples include the Bundle Counters and Core Discharge
Monitors at Candu Stations and NDA (with C/S) measures operating in an unattended
mode.

Sub-task 2.4 Use of commercially available (standard) equipment

The current practice of relying on equipment with unique or specialized
configuration requires the maintenance of more than 100 types of instruments. This
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entails extensive and costly support services. Use of standard off-the-shelf equipment
in modular form may permit rapid assembly of the equipment needed to meet the ever
changing demands and at a lower cost (with assurance of sufficient support for
maintenance/upgrading). The cost saving potential of a program designed to

consolidate and optimize the use of instrument development and support resources
with an emphasis on commercially available equipment is being evaluated.

Sub-task 2.5 Sharing equipment and installation costs with the operator

There are increasing instances where the State System of Accounting and
Control (SSAC) and the nuclear plant operator have an interest - beyond the mutual
interest in the assurance regarding the non-diversion of nuclear material - in

Secretariat owned and installed equipment (e,g., for resolving facility accountancy

problems or for plant operation reasons). The objective of this sub-task is to identify'
the specific instances (existing and planned) where the Secretariat and operator/State
have agreed on the joint use of safeguards equipment and to do a cost-benefit analysis
of a programme where the equipment, installation and maintenance costs are shared.

Sub-task 2.6 Sharing State's chemical analytical services

The high throughput of existing and future bulk handling facilities requires that
the Secretariat increase its capability to carry out highly accurate chemical analvsis

(DA) at the Safeguards Analytical Laboratories at Seibersdorf. The possible savings
in the analytical costs and the costs for the shipment of the samples, if the operator
owned and run analytical services can be attthenticated and therct_ used, will bc
evaluated.

Sub-task 2,7 Expanded application of certain current safeguarding schemes

The Agency has experience in the application of safeguards schemes such as

the zone approach, dual C/S and NRTA (near-real-time accountancy) to increase the
effectiveness of safeguards and to optimize Secretariat resources, and substantial

savings in inspection effort have resulted, while fulfilling the requirements of the
safeguards criteria. The cost saving potential of a broader application of these
schemes, given certain technical problems are solved, is being evaluated.
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Sub-task 2.8 Enlargement of the Regional Offices and the establishment of new
offices

The safeguards operations in States/Regions far away from Vienna and with
large inspection effort requirements imply heavy travel costs. The Agency has

established a Regional Office at Tokyo and at Toronto in order to make inspections
in Japan and Canada more cost effective. In addition, the regional offices offer better
possibilities for performing inspections at short notice. The increasing inspection
work in South America, CIS and the Far East due to new safeguards agreements and
additional facilities/nuclear material under safeguards will result in substantial

financial commitments on the part of the Secretariat. Cost benefit analyses regarding
the expansion of existing Regional Offices and the establishment of new field/regional
offices will be performed.

In addition to sub-task 2.8, a number of other administrative measures will be reviewed

where changes have the potential to reduce the costs of safeguards implementation.

Examples include streamlining of procedures for States' radiation protection requirements for
inspectors in the field where the State accepts the Agency's radiation protection and
monitoring system, the incorporation of Chemical Weapons Convention provisions such as

the right to use Agency means of communication in the field, multiple entry visas and
universal designations in the safeguards system and the expanded use of electronic data
processing (at Headquarters and in the field) and local area networks.

20. Task 2 is scheduled to be complete by the end of 1994.

Task 3: Environmental monitoring techniques for safeguards application

21. Task 3 evaluates the use of environmental monitoring techniques to enhance the

Secretariat's ability to detect undeclared nuclear activities. The further development,
assessment and use of environmental monitoring as a strengthening measure was one of
SAGSI's principal recommendations. The task, which will involve a number of field trials,
is focused on:

(i) evaluating the practicality, effectiveness and cost of the use of environmental
monitoring under a range of conditions;

(ii) establishing and documenting environmental signatures associated with a

variety of nuclear activities (with an emphasis on uranium enrichment, reactor

and reprocessing operations) at both long and short range;
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(iii) establishing and documenting sample collection and analytical procedures and

quality control requirements; and

(iv) establishing a "clean room" sample handling and screening capability at

Seibersdorf (see paragraph 29), extending the existing network of analytical

laboratories to include the capabilities for the analysis of environmental

samples and establishing certification requirements for laboratories added to
the network.

Substantive progress has been made in all areas.

22. Any production or manufacturing process loses some small fraction of the process

materials to the immediate environment. The extent of the losses depends on a wide variety

of things including the nature of the process, the material, the controI measures to limit

losses and the migration of losses beyond the immediate environment. Control measures

depend primarily on the value of the material and the risk losses represent to human health

and the environment. The processing of nuclear materials is no exception, and even though

great care is taken to limit losses, they inevitably occur and migrate beyond the immediate

environment where the loss took place. Further, nuclear materials have specific physical

properties (e.g., radioactivity) that make it possible to detect and characterize losses that may

be present in the environment in only very small quantities. This capability together with

the possibility that specific signatures can be unambiguously correlated with specific nuclear

processes is why environmental monitoring is seen as having promise with respect to the

detection of undeclared activities. The goal of the environmental monitoring field trials is

to demonstrate and, where possible, calibrate the utilization of these methods for safeguards
application.

23. Following the December 1993 Board of Governors Meeting a number of additional

Member States responded to the Secretariat's request for help with offers to host field trials

and provide other related technical assistance. Consultations with the Member States

identified potential sites and in late February 1994, a detailed planning exercise was carried

out to schedule the sample planning and collections. The field trials and their schedules are
as follows:
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Country Facility Types Schedule

Sweden reactors 13-27 Sept. 1993

Hungary reactors 27-29 Oct. 1993
U.S.A. enrichment 22-25 March 1994

Japan reprocessing 11-15 April 1994

South Africa enrichment 11-19 April 1994

Argentina enrichment 6-13 May 1994

Indonesia research center 17-20 May 1994

South Korea research center 23-27 May 1994

Russian Federation reprocessing 20-25 June 1994

24. Additional environmental samples will be collected in connection with the broader

field trials in Australia, Canada, Finland and Sweden being planned under Task 4. Decisions

have not yet been made regarding the location and schedule for field trials in the Czech

Republic, Germany and The Netherlands. The sample analysis capacity of the expanded

network of laboratories in combination with reporting requirements of "Programme 93+2"

dictated that the sample collections be organized and carried out as quickly as possible. The

number of samples collected in each field trial varies considerably depending on the sample

medium being examined and the type of facility. The overall sample volume is high. For

example, in the South African field trial nearly 600 samples (smears, vegetation, soil and

water) were collected at 57 sampling points.

25. The emphasis in the scheduled field trials is on short range monitoring in that all

planned sample collections are in the vicinity of nuclear facilities. The sample collection

plans are being constructed in a manner to provide information on the distances away from
facilities that various signatures can still be detected. This will allow some inferences

regarding the long range detection problem, however, currently planned field trials do not

include the evaluation of long range monitoring through the collection of high volume air

samples or the sampling for gaseous effluents.

26. Some results from the field trial in Sweden carried out in mid September 1993 were

reported (IAEA-SM-333/69) on during the March 1994 Safeguards Symposium in Vienna.

Water, sediment and biota samples were collected in coastal waters in the vicinity of five

nuclear facilities. A total of 30 locations were selected for sampling. The sampling locations

were chosen to extend from the outfall of each facility to 20-30 kilometers in each direction

along the coast. Results from the trial show that nuclear operations in coastal areas can be

detected in water and sediment samples up to 20 kilometers from the facility depending on
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local transport and mixing conditions. Nuclear reactor operations can be detected by the

presence of activation products. A minute quantity of plutonium (- 1015 grams/liter)

isolated from a high volume water sample taken near a research facility showed high burn-up

isotopics consistent with spent fuel characterization studies being conducted there. Sediment

samples, taken in the same area, show the presence of lower burn-up Pu which represent an

integrated history of the activities at this facility. Sediments from other locations showed

only fallout plutonium and were clearly distinct from those collected in the vicinity of the

facility. Preliminary results from the Hungarian field trial show the presence of Cs-isotope

signature in sediments taken at and downstream (40 kilometers) of the reactor site. No such

signature was observed upstream from the site.

27. Technical assistance being provided by Member States in support of the evaluation

of the applicability of environmental monitoring to safeguards includes the analysis of

environmental samples, the use of advanced analytical methods and sample collection

technologies, training in sample collection techniques and detailed literature reviews.

28. The United States has nominated five laboratories for inclusion in the expanded
network of laboratories to assist the Secretariat in the measurement of environmental

samples. Specialized laboratories in other Member States (e.g., France, Russian Federation,

UK, and in the European Union) have also been used for the analysis of environmental

samples. A sample distribution and reporting protocol that protects the identity of the

samples is in place. Member States hosting environmental monitoring field trials under

Task 3 have been invited to participate in the analysis of parallel samples. Laboratories in

these Member States will be considered for inclusion in the Secretariat's expanded network.

An Agency procedure has been developed for auditing the quality assurance programmes of

candidate laboratories before accepting their participation in the expanded network.

29. The clean laboratory for safeguards is being handled as a separate Agency project by
a Management Overview Committee and a Task Force with established terms of reference.

The Agency has solicited and received a quotation for the planning and design of the clean

laboratory from the Austrian Research Centre in Seibersdorf. A cost-free expert from a

Member State has been recruited to assist in the design and installation of the clean

laboratory and in the transfer of sample handling and measurement techniques.
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30. The results from the currently scheduled field trials should provide a basis for at least

an initial evaluation of the applicability of environmental monitoring to safeguards. The field

trials have been scheduled such that the evaluation, together with the identification of any

open questions, will be complete by the end of 1994. Cost information necessary to support

a cost-benefit analysis will also be available. The clean laboratory is expected to be in

operation before the end of 1995.

Task 4: Increased co-operation with State Systems for Accounting and Control

(SSAC) and olher measures for improving the cost-effectiveness of

safeguards

31. Task 4 has three objectives:

(i) to assess measures other than environmental monitoring to strengthen

safeguards by providing an increased assurance of the absence of undeclared

nuclear activities in a State;

(ii) to assess how, and under what conditions, increased co-operation with SSACs

could be achieved and what savings could result: and

(iii) to assess the possibilities for cost savings in traditional safeguards activities

resulting from the strengthening of the safeguards system.

These three objectives reflect the merger of the original tasks 2 and 4 as reported in

GOV/INF/729. Progress is reported below for each of the three objectives.

Strengthening measures

32. The strengthening measures being assessed in Task 4 are based primarily on increased

transparency which involves two complementary features - increased physical access

/openness) and increased access to information (broader declaration). Current requirements

regarding a State's declaration to the Secretariat are limited to nuclear material (from the

starting point of safeguards), associated processes (to the extent the process related

information is needed to safeguard the nuclear material), and nuclear facilities and design

information (for facilities containing or expected to contain declared nuclear material) within

a State's territory or under its control. Board of Governors decisions regarding the early

provision of design information and the voluntary reporting scheme have strengthened the

declaration process. The broader declaration being considered in this task, in combination

with certain verification activities, is intended to make a State's nuclear fuel cycle and
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associated activities as "transparent" as possible. Current thinking regarding the contents of
this broader or expanded declaration is that it should include, in addition to all nuclear

material, a description and the location of all nuclear related processes, production, research
and development and training. A model expanded declaration has been developed as a
programme working paper and is being used by the Secretariat in preparatory, consultations
with Member States hosting field trials. Suggestions on the further development of an
expanded declaration have been received by the Secretariat from three Member States.

33. Inspector access has been a key issue since the beginning of safeguards. Access for
routine inspections, under a comprehensive safeguards agreement, is limited to specific points

(called "strategic points") deemed necessary for the Secretariat to meet its safeguards
obligations. Wider access will be tested in the course of the field trials, defined in terms of:

(i) access at any time and without advance notice, and

(ii) "managed" access for the purpose of protecting sensitive information.

This will include access based on specific information or the need to implement a technical
measure (e.g., environmental monitoring). The level of access may vary from one field trial
to the next. However, a number of access related elements have been identified which

provide the Secretariat with a consistent position in the preparatory consultations with

Member States. The access requirements do not involve, literally, "any time, any place",
without notice, but they do involve very broad access both within and outside facilities
containing nuclear material subject to safeguards and other locations identified in the
expanded declaration - and at short or no notice. "No notice" is taken to mean no advance

notification regarding the timing, activities or location of an inspection. The access

arrangements are intended to permit the Agency to be able to gain the necessary access and
carry out the necessary activities while recognizing the State's right to protect non-relevant
sensitive information.

34. Access is absolutely key. Even without a high quality expanded declaration, wider

access would still represent an improvement over the current system with respect to increased

assurance regarding the absence of undeclared activities. "Transparency" is an acquired state
achieved through a high level of cooperation between the Member State and the Secretariat

involving access - access to information and physical access. The field trials in Australia,
Canada, Finland and Sweden are being defined and carried out in this spirit. Field trials in

three of the four States are under way. The role of the SSAC in facilitating the strengthening
measures and the costs of implementing them are being assessed as part of the programme.
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Increased ¢o-0peration with SSACs

35. Co-operation between a State System of Accountancy for and Control of nuclear

material (SSAC) and the Secretariat is a necessary condition for achieving effectiveness of

safeguards implementation. In most cases the SSAC's role in such co-operation has involved

the provision of information required under the safeguards agreement with regard to

inventories of nuclear material and their changes, the securing of access to facilities and to

nuclear material and the establishment of an accountancy system at facility and State levels.

The approach under Task 4 is to evaluate the possible degree of increased co-operation.

commensurate with SSACs resources and capabilities and with the Secretariat's need to

maintain effectiveness and draw its own independent conclusions. The experience gained in

developing the New Partnership Approach with Euratom has been used in developing the

approach under Task 4. Some technical elements from the New Partnership Approach are
to be tested in the field trials in Sweden.

36. The first step was to devise a questionnaire, to be completed by SSACs. to establish

the technical and manpower resources, operational capability, legal powers, information

holdings and administrative structure of the SSAC. The questionnaire has been completed
and sent out to a few SSACs on a trial basis and some revisions made on the basis of

comments received.

37. The next step was to devise a model pattern of increased co-operation by listing all

of the candidate activities, largely, but not entirely, related to inspections, which a SSAC

could perform, either by itself or jointly with the Agency, in order to increase the efficiency

of Agency verification activities, and hence reduce the Agency's costs, or to reduce the

extent of Agency activities. The critical requirement against which all of the candidate SSAC

activities are tested is that safeguards effectiveness and the Agency's ability to draw

independent conclusions are maintained. A subdivision into three levels of cooperation, as

identified by SAGSI, is being used. These levels include forms of cooperation for which no
decision has been taken.

enabling activities

- greater involvement of the SSAC as foreseen within the existing terms of safeguards

agreements, in pre-inspection arrangements and other preparatory activities, such as
the provision of material declarations in an automated form and standardized format

to increase the efficiency of Agency inspections;
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joint or shared i_ctivities

- shared activities and equipment that could incorporate such things as

(i) joint research and/or development projects and training programmes,

(ii) shared laboratory and other measurement equipment,

(iii) commonly developed and implemented safeguards approaches, sampling plans,

calibration and measurement procedures,

(iv) expanded use of containment and surveillance measures,

(v) common evaluation of the performance of measurement systems (using data

identified by the Secretariat), and

(.vi) joint efforts to identify and solve problems; and

SSAC inspection activities

- the taking into account by the Secretariat, under specified conditions, of results of

SSAC inspection activities with the intent of reducing the extent of Secretariat

inspections while maintaining effectiveness and the need for the Secretariat to reach

its own independent conclusions.

Co-operation arrangements, and the conditions needed to ensure the Agency's effectiveness
and independence, are being tested in field trials with the States mentioned above.

38. Based on the revised questionnaire, the structure, capabilities and resources of the

SSACs for all non-nuclear weapon States having a comprehensive safeguards agreement and

a significant nuclear fuel cycle will be evaluated..Each SSAC will be fitted into the model

described above, according to its capabilities, and an estimate made of the cost savings that

would arise if the increased cooperation were implemented. Finally, the issue of regional

systems (RSACs) is being addressed. The features which might be characteristic of a

regional system, along with some initial criteria, are being examined.
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Cost-savings in tra.d.itional safeguards activities

39. An increased assurance in the absence of undeclared activities, advances in technology

and new approaches could lead to the possibility of reducing the present costs of safeguards

aimed at detecting the diversion of declared nuclear material. Task 4 will assess the

effectiveness of the strengthening measures in increasing the assurance of the absence of

undeclared activities. In the context of this increased assurance, elements of the present

safeguards system, e.g., timeliness inspection activities for irradiated fuel, will be assessed

to see if they can be done differently (possibly with the aid, also, of advanced technology),

or less often, or not at all. The cost savings and impact on effectiveness of such approaches
can then be assessed.

40. Wherever possible, approaches will be designed to be equally applicable in all States

with comprehensive safeguards agreements, i.e., to generic facility types or broad categories

of nuclear material, but it should be noted that the effort required to produce the same level

of assurance of the absence of the undeclared nuclear activities, particular with respect to

using environmental monitoring techniques, may vary among States depending, for example,

on the extent of their nuclear activities. It is planned to test approaches at light water

reactors, on-load reactors, fuel fabrication plants, irradiated fuel storage facilities and
research reactors in field trials in the States mentioned above.

41. By the end of 1994. all of the elements described above will have been tested under

field trial conditions. This should provide sufficient data to give an initial indication of the

costs and effectiveness of strengthening measures and of the cost savings, and any impact on

effectiveness, achievable through increased co-operation with SSAC or through new

approaches. It is likely that further trials continuing well into 1995 will be required to refine
the approaches tested.

Task 5: Improved analysis of information on States' nuclear activities

42. Task 5 focuses on the analysis of information available to the Agency about a State's

nuclear activities. The objective of the task is to ensure the development and establishment

of a coherent and comprehensive approach to the acquisition, management and analysis of

information from open sources, safeguards inspection data (including results from

environmental monitoring), the reporting scheme on imports and exports of nuclear material

and exports of specified equipment and non-nuclear material, design information and the

expanded declarations referred to in Task 4. A highly disciplined and phased approach is

being taken to ensure that the resulting information system will use Secretariat resources
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effectively to identify at an early stage any instance in which the available information about

a State's nuclear activities appears to be inconsistent with its declaration to the Secretariat.

43. Work underway in this task is focused on three areas:

(i) development of a diversion critical path structure,

(ii) the identification and evaluation of potential information sources, and

(iii) the identification and development of computer hardware and software for

information management and analysis.

Diversion critical path

44. With expert assistance from Member States, a diversion critical path is being

developed as a means to structure both the information and analysis requirements. A highly

simplified representation of the diversion critical path is depicted below:
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The objective is to define all known pathways for the production of weapons usable material
and subsequent weaponization. For example, the conversion block would include all known

processes for the conversion of ore concentrates to the chemical forms required for feed to
the various enrichment processes, for the fabrication of reactor fuels and the production of
metal and all intermediate conversion steps. Each process is identified as a node in the

pathway and any combination of nodes that could result in weapons usable material is a
viable pan of a critical path. Each node, in addition to the process description, is
characterized by any special equipment, infrastructure and non-nuclear material requirements
and the potential environmental signatures (e.g., from the detailed literature reviews carried
out under Task 3). The weaponization block will be largely comprised of equipment and
material signatures. The process identification and descriptors for this block will be limited
to such things as the production of tritium, enriched lithium and alpha-emitting radionuclides.

45. The diversion critical path will provide a structure for the analysis of environmental

monitoring results, import-export data, design information, etc. and give a basis for the
evolution of the model expanded declaration (Task 4) in terms of process details and

associated equipment. The critical path structure also provides a template for the expanded
declaration to guide the inspection process. It will take into account the possibilities for
shortening any of the paths to weaponization at each of the fuel-cycle steps through external
procurement and assistance. The activities declared by a State as constituting their nuclear

related research and development programme will be placed in this same critical path
structure.

Potential informatign sources

46. This task element has thus far identified, evaluated and attempted to utilize
information from Secretariat data bases and from certain open sources. A computerized

system for storage and retrieval of safeguards-relevant information derived from open sources
¢e.g., public media, scientific publications) has been established and periodically updated.
The system incorporates safeguards-relevant information from existing Secretariat databases

on power (PRIS) and research reactors (RRDB) and nuclear fuel cycle facilities (NFCIS).

It also contains a broad spectrum of information on State's nuclear regulations, energy
requirements, production and resources, nuclear and nuclear-related programmes, States'
international cooperation, companies, firms and organizations working in nuclear field. The

system also includes openly published information on exports and imports of nuclear

material, technologies, facilities, equipment, including dual use items, that complement the
corresponding information provided to the Agency by the State officially (e.g., the reporting
scheme and the expanded declaration). The transfer of information to the relevant users in

the Department of Safeguards is already being improved. The analysis of collected
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information is being used for further assessment of the expanded declarations provided by

the States participating in field trials of measures to strengthen the safeguards system.

47. A number of other open information sources have been identified and are being

evaluated. Examples include the International Nuclear Information Systems (INIS) - this is

a Secretariat data base containing approximately 1.5 million documents covering a broad

spectrum of nuclear related subjects, and the information published as part of the Emerging

Nuclear Suppliers Project (ENSP). Assessment of the potential contribution of the various

types and sources of information is part of Task 5. Information from exporting States on

actions on export license applications (e.g., denials) for dual-use commodities has been

identified as a potentially valuable addition to the information provided under the reporting
scheme.

I.dcntification and development of computer hardware/software capabilities

48. The work in this area has been to identify commercially available software necessary

to meet the information management and analysis needs being identified in Tasks 3, 4 and

other parts of Task 5. Examples include a geo-referenced data management system for the

environmental monitoring data and parts of the expanded declaration and text processing

capability for the open source data base. The intent is to maintain a high level of flexibility
through a modular structure such as that depicted below.
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The work in this task element, as in others in Task 5, is being heavily supported by Member
State Support Programmes.

49. The work on the diversion critical path and the procedures for evaluation of open
source information are expected to be complete by the end of 1994. Organizational elements

and work on computerization, together with estimates of the resources necessary to fully
implement the system, will continue well past that time.

Task 6: Enhanced safeguards training

50. Task 6 of the programme is concerned with the identification, development and
implementation of training programmes required to ensure that the staff of the Secretariat

have the necessary skills to carry out the new measures to strengthen and improve the cost
effectiveness of safeguards and, in general, with training to deal with expanded safeguards
requirements. Completion of the task will ensure that a training base has been established
should decisions be made in the future to proceed with routine implementation of some or
all of the measures being tested.

51. Training, either as elements added to existing training courses or as new training
courses, dealing with design information review, increased co-operation with SSACs, and

environmental monitoring has been incorporated in the Secretariat's overall training
programme. Training on measures to strengthen safeguards and on the analysis of
information on State's nuclear activities is being planned.

52. Training on design information review, with an emphasis on reprocessing and
enrichment facilities, for operating, shut down and permanently closed facilities has been
prepared and incorporated in training courses ("Safeguards at Reprocessing Facilities" and

"Placement of New Facilities under IAEA Safeguards"). Special exercises and workshops
on design information review are being held at Member States' facilities. Several Member

States (Belgium, Germany, the USA) have been requested to identify some permanently
closed down facilities to be available for the IAEA training exercise on design information
review activities. Positive response has been received from Belgium, and a technical visit
is planned for June 1994.

53. In addition to traditional IAEA training courses for State systems organized at

different levels, a new training course, "IAEA safeguards for SSAC personnel", is being
developed which will emphasize different aspects of the IAEA activities in the field of

international safeguards directly related to co-operation with State Systems. The new course

will be given for the first time in October 1994 at Headquarters, Vienna. The part of the
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completed questionnaires on SSACs, prepared within Task 4, that deals with training
activities or training needs of State systems is being analyzed to identify other opportunities
for co-operative or joint training programmes. As an example of increased co-operation
between EURATOM and the IAEA, a joint training programme based on the New
Partnership Approach is now being developed. The training programme will be implemented
by both organizations on an annual basis.

54. The environmental monitoring field trial carried out in the vicinity of an enrichment

facility in the U.S. during March 1994 was organized as a joint sample collection and
training exercise. Eleven Secretariat staff were trained in effective sample collection
planning, sample media and sample collection and handling techniques. Emphasis was placed
on methods to avoid cross-contamination. Procedures that incorporate the elements of this
training exercise have been developed and are being utilized in the on-going field trials. The

staffing of the field trials is being organized in a way to expand the base of trained personnel
(i.e., on-the-job training). The Secretariat, with the help of two Member State Support

Programmes, is developing a more formal and extensive training course to support
environmental monitoring.

55. Other training being planned in support of "Programme 93+2" must necessarily await
developments elsewhere in the Programme. A training exercise that generally supports the
strengthening measures of Task 4 through a broadening of inspector observational skills is

being developed through a Member State Support Programme. Other, more specific training
needs will be identified in the course of the Task 4 field trials. A similar situation exists

with respect to the information analysis task. Training on a multi-media geo-referenced

information storage and retrieval system is underway, and training on other commercially
available software has been requested. The training necessary to implement the systematic
analysis of information on State's nuclear activities has yet to be identified.

56. In addition to the training described above, the work of Task 4 and 5 will be far

enough along by the end of 1994 that the training elements necessary to implement the
proposed measures can be identified. The costs associated with training support for the
proposed measures will be assessed.

Task 7: Proposal for strengthening and improving the efficiency of the safeguards
system

57. The integration of the results of Tasks 1 to 6 into proposals for more effective and
efficient safeguards will be the final part of the programme and will be dealt with in Task 7.

The proposals will be assessed for effectiveness, cost and the possible trade-offs among the
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strengthening measures and certain element_ of the current system. The relative merits of
the proposals will be fully explored and presented. Task 7 will also incorporate a description
of any legal implications of the proposals. Furthermore, new administrative and legal
measures will be addressed aimed at facilitating safeguards implementation regarding such
issues as designation of inspectors and visa requirements. From this analysis the Secretariat
will be in a position to make a detailed proposal to the Board on a strengthened and more
cost-effective system which will cover both the safeguarding of declared material and
facilities and the detection of undeclared activities.

58. An element of each of the tasks is the assessment of the legal issues associated with
the measures under consideration. This analysis

(i) addresses the scope of the IAEA's existing authority within the terms of

current safeguards agreements to carry out the measures considered by the
various task groups,

(ii) identifies the extent to which additional authority is necessary to permit the
IAEA to implement such measures, and

(iii) describes, where necessary, legal arrangements or instruments for securing the
Agency's right to do so.

59. It is possible even at this stage to identify a number of basic issues related to the

Agency's right of access to various categories of locations, the purposes or activities for
which such access may be requested and the role of the Board of Governors and of individual

Member States party to safeguards agreements in effectuating the various proposals. Apart
from ascertaining the Agency's right to carry out activities as they are developed in the
course of "Programme 93+2", and proposing mechanisms for securing, where necessary,
additional legal authority, it is anticipated that other corollary legal issues might arise, for

example, in the context of contractual matters, administration (e.g., travel arrangements,
regional offices), health and safety, and liability. These issues will also be addressed.

-- i III I --
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Country Officer Responsibilities

1. General

A Country Officer and Alternate for each State is nominated by the Director of the
Division of Operations, and both have the same level of responsibilities. In implementing
her/his activities the Country Officer follows Departmental and Divisional instructions and
guidelines. The functions and responsibilities assigned to the Country Officers are additional
to the current safeguards activities, and they will not replace any functions and
responsibilities currently assigned to sections/units in the Divisions of Operations.

The basic responsibilities of the Country Officers are to have at all times an up-to-date
knowledge about safeguards- and other proliferation-relevant situations, and nuclear and
nuclear-related activities, that are directly relevant to the implementation of safeguards, for
each designated State. Such information may give an early indication of nuclear and nuclear-
related activities in the State which may be inconsistent with the State's safeguards and non-
proliferation undertakings. The Country Officer should be conversant with the current and
anticipated safeguards implementation in the designated Stat_ as well as nuclear and nuclear-
related activities using all available data sources including those required to perform an
enhanced analysis.

2. Country Officer Responsibilities

The Country Officer has the following responsibilities:

a. Prepare and maintain the country f-tie.
b. Inform line management about activities which might be inconsistent with the

State's safeguards and non-proliferation undertakings, and other problems
related .to safeguards implementation.

c. Prepare contributions to the divisional Country Status Reports and to prepare
specific reports, as requested.

The following activities are conducted by the Country Officer to fulfill these
responsibilities"

- Monitor, review, analyze, document and follow-up, as n_sary, information
available from non-safeguards sources on safeguards, on other non-

proliferation-related matters, and on nuclear activities; and, where appropriate,
compare this information with that available through routine safeguards
implementation activities.

- Compile and analyze information which might indicate possible inconsistencies

O with the State's safeguards undertakings and safeguards-related problemsidentified through safeguards implementation activities, including:

- material accountancy,
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- transit matching,
- timeliness of reporting,
- nuclear material exempted, terminated, suspended or substituted in the

course of safeguards implementation,
- inspection goal attainment,
- other information obtained by inspectors in the field,

or through other additional or special reporting arrangements with thc Agency.

- Maintain records concerning anticipated facilities, locations, materials and
other items which may be subject to safeguards.

- Document information on the SSAC and assess its functionality and
effectiveness.

/
" 3. Reporting Procedures

To serve as the basis for up-to-date status summary the Country Officer will prepare
a comprehensive country status report in January each year, coveting the previous year. The
format of the comprehensive report, which is to be developed, will include the following
elements:

- findings, if any, in respect cf possible inconsistencies with the State's
safeguards or non-proliferation undertakings;

- nuclear and nuclear-related activities in the State with special emphasis on
activities related to the acquisition or construction of new facilities, and/or
development of new elements of the nuclear fuel cycle;

- acquisition of sensitive nuclear and non-nuclear materials; or nuclear
technologies and equipment;

- matters related to anticipated facilities, locations, materials and ottfer items
which may be under safeguards;

( - developments in respect of safeguards and proliferation-relevant situations.

The report will be completed by the Country Officer, reviewed by the Section Head
and submitted to the Head of Procedures and Support Section. The latter will ensure its

accuracy, completeness and consistency and use it as part of a divisional Country Status
Report on all relevant States to be provided to the Director of the Division of Operation for
subsequent submission to the DDG-SG.

The comprehensive report will be routinely up-dated through the year and will be available
at short notice for the Director.

In cases where inconsistencies and problems related to a State's safeguards or non-
proliferation undertakings have been identified, a report by the Country Officer through the
Section Head to the Director of the Division of Operations, with a copy to the Section Head
of the Procedures and Support Section, shall be made without delay.

The reports are to be classified as "Safeguards Confidential".
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4. Support of the Activities of Country Officers

It is envisaged that the Support Divisions, SEE, SPR and file Procedures and Support
Sections in Operations will assist Country Officers and Alternates in handling and analyzing
the information on safeguards and non-proliferation undertakings and the nuclear and nuclear-
related activities of each State. In particular, the support will be provided in the following
task.s:

- Collection, review, preliminarily analysis, and documentation of the
information from open publications and documents on safeguards and non-
proliferation issues and nuclear and nuclear-related activities in States on a
continuous basis and preparation of such information for entry into computer
data bases (SGCP, SGIT).

- Preparation of initial sets of information on nuclear and nuclear-related

( activities in States based on open publications and documents for Country
Officers' analytical purposes (SGCP).

- Provision of specific sets of safeguards data and information on nuclear and
nuclear-relatezt activities in States for Use by Country Officers in their
analytical aclivities, as required (SGIT, SGCP, SEE, SGDE).

- Establishment and enhancement of data processing environments (e.g., local
and wide area networks, information computer systems and data bases), and
data entry, storage, retrieval and organization to facilitate analysis (SGIT in
cooperation with SGOs, SGCP, SEE).

- Conduct, as required, of enhanced analyses of nuclear and nuclear-related
activities of States (SGCP, SEE, SGIT, SGDE).

, - Forecast of nuclear material and facilities expected to be under safeguards,
(' and estimation of plutonium and highly enriched uranium production at

facilities (SGCP).

- Training and support of Country Officers in information handling, including
the operation of relevant computer information systems and the use of
specialized methods of analysis (SGDE, SGCP, SGIT).

5. Structure and Content of a Country File

For the purposes of analysis of nuclear and nuclear-related activities in each State,
the following scope of information is recommended for use by Country Officers and
Alternates for documentation, review and, if necessary, investigation.

O In order to standardize the structure of information assembled for each country and

to facilitate subsequent input of this information into computer data bases it is recommended
that all information selected for documentation will be grouped on a country basis into data
categories (subjects), as specified in the Table. The Table also shows the particular set of
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information associated with each data category. Pending availability of a country file
computer system it is recommended to create and keep a hard-copy file for each data
category.

The open information listed in the Table (data categories l-I l) in respect of nuclear
and nuclear-related activities in a State are mainly collected, reviewed and preliminarily
analyzed by the Support Divisions (SGCP, SGIT).

Information listed in data category 12, as a rule, is safeguards confidential and already
part of ISIS and will be reflected in the Country Officer's file, as needed for analytical
purposes. Specific information will be provided by SGIT at the request of the Country
Officers. Information on SSAC (data category 13) will be collected by inspectors and/or was
reported by the State. Information referred in data category 14 is compiled by the Country
Officers as the result of their analytical activities.

The structure and content of the country file will be revised on the basis of experience
gained.

The Annex contains recommended sources of information and data.

(i
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TABLE

Structure and Content of a Country File

Content
Data Category/Data Sub-Category _---="-_

1. Nuclear regulations) safeguards and Nuclear law; nuclear policies; nuclear regulations; nuclear export control; management of nuclear material, facilities; licensing; safeguards

organization of nuclear activities and non-proliferation policies and status; authorities, responsibilities, organization and structure of nuclear activities; responsible bodies
l.l Nuclear law, policies, regulations and and organizations. [

organization
1.2 Nuclear export control Ind licensing

!.3 Safeguards and non-proliferation

2. Energy requirements, production ,nd Energy production, requirements and resources;nuclear energy production: prospectsof nuclear energy production: uranium and thorium
resources resources.
2.1 Energy requirements production
2.2 Nuclear resources

3. Nuclear and nuclear-related programmes Nuclear power and R&D programmes and activities (e.g. on nuclear fuel cycle, nuclear technologies); nuclear-related R&.D programmes
3.1 .Nuclear power programme and activities (e.g. nuclear physics; fusion; experiments with deuterium, tritium andother sensitive materials; isotopeproduction).
3.2 Nuclear R&D programme
3.3 Nuclear-relatedR&D programmes

4. New nuclear technologies and elements of Summary on the development and acquisition of new nuclear technologiesand introduction of new elements of nuclear fuel cycle (with i_!

nuclear fuel cycle . special emphasis on events related to future safeguards implementation and on the sensitive elements).

5. Facillt!es Nuclear facilities in operation, under constructionor planned, including ore/concentrateproduction sites, R&D nuclear centers and
5.1 Nuclear facilities laboratories. Facilities and installations producingnon-nuclearmaterials and equipmentwhich could be used in nuclear facilities and for

5.2 Nuclear R&D centers, laboratories nuclear weapons development and manufacturing (e.g., heavy water, graphite, deuterium, tritium, lithium; equipmentas listed
5.3 Nuclear-related facilities GOV/2589; dual-use materials and equipment, e.g. listed in INFCIRCI2541Rcv.I/Part 2). Nuclear-related facilities, installations and s_tes

(e.g. accelerators, fusion installations).
6. Exports ,*nd hnpor_ Exports and imports of nuclear and non-nuclear material, nuclear and nuel_r-related technology, equipment, services,with special

6.1 Exports and imports of nuclear emphasis to those which arc suitable for the development and manufacture of nuclear weapons,
materials t

6.2 Exports and imports of specified
equipment and non-nuclear material _ i

t

7. Nuclear and technical cnpabilltles Availability of materials, facilities, equipment, enrichment and reprocessing capabilities, financial resources, high-tech and qualified ,
'7.1 Nuclear capabilities personnel which could be involved in the implementation of nuclear weaponsprogrammes, i
7.2 Technology, human and financial

resources
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Structure and Content of a Country File

-- Content
Data Category/Data Sub-Category

8. International cooperation international cooperationin nuclear andnuclear-relatedareas (e.g., cooperationagreements; nuclearand nuclear-relatedtrade;R&D
8.1 Cooperationagreements in nuclear cooperation; technical assistance from States, IAEA and other internationalorganizations; tradeand cooperationpartners).

and nuclc.ar-relatedareas

8.2 Nuclear tradepartners
8.3 Technicalassls_nce

9. Companiesand firms Specificcompanies,firmsandenterprisesproducingorparticipatingintheproductionofnucleartechnology,nuclearorothersensitive
9.1 Nuclear-relatedfin'ns materialsandequipment,with emphasisto thosewhicharc suitableforthedevelopmentandmanufacturingof componentsof nuclear
9.2 High-tcchfirms weapons;high-techrelatedto controlandautomatedsystems,includingcomputerequipment.

lO. Media Reports on trafficking in Media Reports on trafficking in nuclearand non-nuclearsensitive materials and equipment, includingthose suitable for the development
nuclear, non-nuclearmaterialsand andmanufacturingof nuclearweaponsanditscomponents.Consequentfollow-upactionsandconclusionsonreportedevents.
specifiedequipment
I0. I Nuclearmaterial trafficking
10.2 Nuclear-relatedtrafficking

lI. Accidentsand incidents Accidentsandincidentsatnuclearfacilitieswhichmightresultinlossordiversionofnuclearandothersensitivematerialandequipment.

12. Safeguardsinformationanddah'_ Portionsofsafeguardsinformationanddata whicharerequiredfortheconductoftheanalysisofsafeguardsandnon.proliferation
(safeguardsconfidential) situations,nuclearandnuclear-relatedactivitiesin a State,withidentificationof materialtype, facilitytype, facilityname,location.
12.I Accountingdata

12.2 Verification information Information is available in the Departmentin the course of safeguardsimplementationand other safeguards-relatedarrangements. Some
12.3 Anomaliesand discrepancies informationanddatamightbc requiredfor analyticalpurposesandcouldbe requestedby theCountryOfficersfromSGIT, asneeded.
t2.4 Inspector'sobservations
12.5 Materialandequipmenttransfers Suchinformationmay coverthe scopeasoutlined below :
12.6 Exemptions,terminations,nd

substitutions Nuclear andnon-nuclearmaterialaccountinginformationanddatareportedunderthe SafeguardsAgreements.DesignInformationof the
facilitiesandother locationssubjectto safeguards.Informationon nuclear,non-nuclearmaterialandequipmentreportedby Statesunder
additionalor specialarrangementswith the Agency(e.g., imports/exportsof nuclear materialreportedby NuclearWeaponsStates
(INFCIRC/207), early submissionof DesignInformation, universalreporting). Inspectiondataandinformationincludingresultsof desig."t
informationverificationand facility recordsexamination. Inspector'sobservationsof nuclearandnuclear-relatedactivitieswhichmightbe
associatedwith the existenceof possibleundeclaredor clandestineactivities. Anomaliesanddiscrepancies.Statusof confirmationof
transferrednuclearmaterial. Timelinessof reportingon nuclearmaterialandequipment.Nuclearmaterialexempted,terminatedor
substitutedin the courseof the safeguardsimplementation.Nuclearmaterialpresentat the facility/locationwhichmaynotbe consis:en'
withtheoperationmodo anddesignofthisfaciliiyllocation.

SSAC organization,structureandoperation;SSACauthorities responsiblebodies. Informationon cooperationwith SSAC,andthe level' =_.__..2_
13. SSAC

of SSAC effectivenessand functlona[independence.
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Content
Data Category/Dat.a Sub-Category

14. Analysis results (safeguards Basic findings and results of the enhanced analysis :
confidential)
14.1 Possible inconsistencies and non- - Analysis of findings, in respect of possible inconsistencies with the Sate's safeguards and non-proliferatlon undertakings

compliances . Analysis of nuclear and nuclear-related activities in a State;
14.2 Possible undeclared Analysis of acquisition of sensitive nuclear technologies, equipment,and nuclear and non-nuclear materials; construction of new

activities/facilities/materials facilities and development of new elements of lhe nuclear fuel cycle.

14.3 Analysis conclusions Analysis of matters related to anticipated facilities, locations, materials and other items which may be under safeguards; safcgua:_s
and non.proliferation situation.
Identification of possible undeclared activitieslfacilltieslmaterials.

III
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ANNEX
.I

Information Sources

I. Information obtained in the course of Safeguards implementation

1.1 Accounting and operating reports, Design Information and other information provided by the
States under the Safeguards Agreements.

1.2 Inspection information obtained by the Agency in the course of Safeguards implementation (e.g.
inspectors reports and working papers, examination of ac.counting and operating records,
inspector's observations, debriefing notes and other information)_

1.3 Reports provided by the States under special arrangements with the Agency (e.g.,
INFCIRC/207, universal reporting, early submission of the Design Information).

1.4 Information provided by the Agency to the States in the course of the Safeguards implementation
(e.g., notifications to the States on book inventories, transit matching, timeliness of reporting;
90a and 90b statements).

1.5 Reports on inspector's observations on possible undeclared or clandestine nuclear activities at
: the inspected or other facilities/locations.

2. Information from open sources and documents

2.1 Information provided by the State to the Agency on its nuclear programme.
2.2 Information available in other Agency Departments, including computer data bases (e.g., INIS,

NEFIS, DARE, Technical Cooperation, NFCIS, PRIS, RRDB).
2.3 Publications in the press (e.g., extractions from the press in the IAEA Daily Press Review_

including information stored in SG Non-Inspection Information System (SNIIS) Data Bases.
2.4 Periodical reports published by a State's Nuclear Authorities.
2.5 Reports and proceedings published by research centers, laboratories, installations.
2.6 Proceedings of conferences, symposia.
2.7 Scientific and technical books, journals.

2.8 Board of Governors and General Conference documents, including those on Technical
Cooperation and nuclear activities in States.

2.9 Documents and publications of international organizations, governmental and non-government
organizations, companies and firms.

2.10 Travel reports of IAEA staff.
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Prepared by:
SGCP and Documentation Group SGIT-IDD

Three levels of users for the SGCP Country Information System have been defined:
the "normal user" who needs to search and retrieve data from the data base, the

"superuser" who can perform data entry and data editing functions, and the system
administrator who is responsible for maintaining the system, i.e., making changes
to the system itself.

This manual is intended for the "normal user" of SCIS: the Staff in the IAEA

Safeguards Operations Divisions who need to retrieve information from the SCIS
data base. It provides a concise overview of the system and the data base and
describes in detail how to use the data retrieval and printing functions.

The SCIS: SGCP Country Information System, Superuser Guide describes the
functions performed by "superusers", and the SCIS." SGCP Country Information
System, System Manual describes elements relevant to system maintenance.

In order to improve this guide, comments by users are welcome! Please use the
"User's Comments" form included at the end of this manual.

This system was developed in SGCP.
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1 System Description

1.1 Purpose

The Departmentof Safeguardsneedsto haveeasyaccessto comprehensiveinformation
on nuclearandnuclear-relatedactivities,safeguards,and non-proliferationconcernsof States
in orderto beableto implementthesystematicanalysisof informationonnuclearandnuclear-
relatedactivitiesineachState.TheSafeguardsSectionfor SystemStudies(SGCP-PSS)hasbeen
collectingandanalyzinginformationonnuclearrelatedactivitiesinStatesfor many years.This
informationhastraditionally beenstoredin hardcopyformat

The SGCPCountryInformationSystem(SCIS) wasestablishedto facilitatetheactivities
of PSS in collecting, storing, and processinginformationon nuclear and nucl_r-related
activitiesinstates.Thesystemmaybeusedto supporttheactivitiesof theCountryOfficers and
to facilitatetheeffectiveanalysisof the availabledata.

The Data basesof the systemcontaininformationfor eachStateon its nuclearand
nuclear-relatedactivities,in particular:

- NuclearLegislation/Non._proliferation/SG
- Nuclearenergy:Production/resources
- Program:Nuclear/Nuclearrelated
- Development:new NFC elements/technologies
- Facilities:NFC
- Facilities:Nuclear related
- E/h Nuclearmaterial

- E/I: Specified equipment/material
- E/I: D_use equipment/material
- E/I: Nuclear_related equipment/material
- Capabilities: Nuclear/Technical
- Cooperation: International
- Firms/Organizations

Trafficking
Accidents/Incidents: Nuclear facilities

- Weaponization

The information contained in the data base is extracted from open publications,
documentation, and other open information available to the Agency.

1.2 System Overview

The SGCP Country Information System is implemented using Mini-micro CDS/ISIS I.
• CDS/ISIS is a menu-driven generalized Information Storage and Retrieval system designed

specifically for the computerized management of structured non-numerical data. This system has
been modified to present a user-friendly interface for the specific functions required of the
system. You do not need to be familiar with the CDS/ISIS system to be able to understand this

i Mini-micro CDS/ISIS was developed in UNESCO, Division of Software Development and
Applications, Office of Information Programmes and Services
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manual or to use SCIS.

The system is implementedvia a setof menusand"pick lists" whichsupport data entry,
dataediting, data retrieval, displaying, copying, andprinting (in various sort orders) thedata.

General principles for operating the systemare described in the Section, "Operating the
System", page7.

How to retrieve andview the datais describedin Chapter 3, page! 1.

How to print and copy retrieved data is described in Chapter 4, page 19.

Data Entry and Editing functions are described in the manual SCIS: SGCP Counto,
Information System, Superuser Guide which describes the functions performed by "superusers".

Information relevant to maintaining and tailoring the system are described in the SCIS:
SGCP Country Information System, System Manual.

1.3 Security and data access

The data in the SCIS data base is collected from open sources, the data is not confidential
data. However, to provide controlled access to the data base, a system of passwords has been
introduced. When you start the system, the system first prompts you to specify the access level
(search, update, or admin) which you are authorized to use; the system then prompts you for
your own password; see "Starting the System", section 2.4, page 7.

1.4 The Data Base

All the data of the SCIS system is stored in one "file" or logical data base: SCIS. When
starting the system, the data base is allocated by the system and you can only access this one
data base. Although various data formats exist according to the category of data, they are
completely transparent to users. The format of the various data base records is self-defined and
the system automatically uses the correct format (for retrieval, display, printing).

SGCP is responsible for maintaining the data in the data base.

The data stored in the system is indexed by country and according to a set of "main
categories" and "subcategories". Each data category is associated with particular group of
"attributes" and "keywords". These terms are all available online in the system and can be
selected to define the retrieval criteria as described in chapter 3, page 11.

1.4.1 Main Categories

Main Categories are terms related to main elements of States' Nuclear and nuclear-related

activities (see the list on page 3and also Appendix 1, page 1).

1.4.2 Sub-Categories

Sub-category items are a further refinement of main category cx_ncepts (see Appendix 1,
page 1).
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1.4.3 Attributes

Attributes are terms which identify the general substance of information related to main
data categories and sub-categories. For each data category there is a set of pre-defined attributes
(see Appendix 3, page 1).

1.4.4 Keywords

Keywords are lower level attributes; they identify the content of the particular record
more precisely (see Appendix 4, page 1).
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2 Getting Started

2.1 Installing the System

You need the following minimum configuration to be able to install/use the system:

IBM PC or compatible
640 K RAM

30 Mb disk space

To install the system, please contact Mr. Pouchkarev, ext. 2295.

This is still a test system; it will be installed on your own PC in directory SCIS on any
hard disk drive; this documentation will assume that drive c: has been used.

2.2 User Support

If you need help or encounter a problem using the system, please contact Mr.
Pouchkarev, ext. 2295.

2.3 Operating the System

The SGCP Country Information System is menu driven. Menu selection is done by
moving the cursor, by using the up and down arrow keys, to highlight the desired option and
pressing [Enter].

In general, when you press [Esc], the system will cancel the current operation and return
you to the prewous screen.

To assist you in specifying search criteria, the system displays lists relevant to the criteria
you have selected, e.g., when you select Country on the Search menu, the system opens a box
containing a list of countries, if you select Data Main Category, the box will contain a list of
main categories. These lists may vary according to values you have selected for other criteria;
for example, once you have selected a Data Main Category, the list displayed when you
subsequently select a Sub-category will include only those sub-categories relevant to the main
category.

The system, on many screens, will list the various options available to you. These options
include, for example, pressing {Enter] to select or de-select an item, pressing IEscJ to exit the
screen, or a list of function keys and their description.

2.4 Starting the System

Follow the steps below to start the system:

1. go to the DOS prompt on your computer; when you start your PC, you will
generally be at the DOS prompt in drive c: (C: > );

2. type "scis";
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3. the system prompts you to "Enter access code ..."; type "srch" and press [Enter]
(note that the characters are not displayed as you type them);

4. the Micro CDS/ISIS title screen appears; press any key to start the system;

5. the SCIS Data Base Sign On screen appears, figure 2. l;

+ ......................... COUNTRY FILE COMPUTER SYSTEH ......................... +

+.............................. Data Bas'eSign On............................... +

. .......................... SELECTIONOF DATABASE............................
I
+ ............................. DEFINED DATA BASES ..............................

_ SCIS - Data Base of SGCP Country Information System

_ xxxxx - possibteother data bases

. ...............................................................................

I
.@...............................................................................

PressENTERto setect, ESC- cancer

Figure 2-1: Country File Computer system, Data Base Sign On

6. the cursor is blinking on the SCIS data base; since all data you will need has been
stored in the SCIS data base; press [Enter] to select the SCIS data base (other data
bases may be made available in the future);

7. the system now prompts you to "Enter data search password:";

Note: you will have been given your own password when your system was
installed!

type this password now and press [Enter] (again, the characters are not displayed
as you type them);

8. the system opens the Country File Computer System main menu, figure 2-2;

+ ......................... COUNTRY FILE COMPUTER SYSTEN ......................... +

. .............................................................................. .

,4............................................................................... .

S E A R C H/VIEW

PRINT RECORDS

EXIT

4............................................................................... .

Figure 2-2: Country File Computer System, main menu

10. you are now ready to work with the system: use the up or down arrow keys to
select one of the three options available; turn to the chapter in this manual where



SCIS: SGCP Country Information System User Guide Page: 9

the options are described in detail: the search/view option is described in Chapter
3, page l l; the print records option is described in Chapter 4, page 19.

2.5 Exiting the system

To exit the system, press lEscl repeatedly until the Country File Computer System main
menu, figure 2-2, appears; select the option exit and press [Enter]; press [Esc] when the Data

Base Sign On screen, figure 2-1, is displayed; the system returns you to the DOS prompt.
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3 Data Retrieval

When you have selected the search/view option from the SCIS main menu, figure 2-2,
the system displays the Country File computer System Search screen, figure 3-1.

+ ......................... COUNTRY FILE CO_PUTER SYSTEM......................... +
+ .................................... Search .................................... +

,.

SEARCH/VIEW

COUNTRY :

DATA RAIN CATEGORY :

SUB-CATEGORY :

Attributes :

Keywords :

Text (free search) :

Figure 3-1: Country File computer System, Search screen

3.1 Viewing Records

The system has automatically placed the cursor on the search/view option. If you press

[Enter] at this point - without having specified any search criteria - you can view all records in
the data base. If you have retrieved a subset of all records (described in Section "Entering
Search Criteria", page 12), the system will display only those records selected as a result of the

last retrieval which you have executed. The system displays the first record which has been
entered into the data base, or the first record of the set you have retrieved, figure 3-2, in its
default format.

+SCIS ............................. 1 of 27 ...... page 1 20 tines ...... +
Rec. No. 00001

Count ry: Argent ina

Data Category: Facilities: NFC

Data Sub_Category: Facilities: Power reactors
Faci tity name: CAREM-15

Faci[ity type: LIaR type.
Capacity: 25 MWe

Local ion: Unc| ear

Material used: LEU with less than 5X enrichment

Suppl ier : Argent ina

Start-up: Under construction (?), construction of one

prototype unit should have been started inArgentina
in 1991

Safeguards: No IAEA SG

Reference/Date: Nucleonics Week, 91-04-11; Nucleonics Week,
90-10-25.

4-...............................................................................

Esc - quit, /PgUp -prev. page, /PgDn - next page, F2 - Format, F3 - GOTO

Figure 3-2: SCIS data base viewer

On the top line, the system indicates the name of the data base you are using, the number
of the displayed record and the total number of records '_ the data base; it also indicates the
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number of lines and pages of the current record.

To navigate within the displayed records, use the following keys:

[Esc] exit the viewer and return to the Search screen, figure 3-I,

[PgUpl scroll to the previous record or to the previous page of the current
record,

If] scroll to the previous record,
[PgDn] scroll to the next record or to the next page of the current record,
[$] scroll to the next record,
IF2] use a different format,

|F3] enter the sequential record number of the record you wish to view, for
example, you can enter the number of the last record to go to the
record which has been most recently added to the data base.

3.2 Entering Search Criteria

You can select records by any of the criteria, or combination of criteria, available on the
Search screen, figure 3-1" Country, Data Main Category, Sub-category, Attributes, or

Keynote. When you use a combination of retrieval criteria, they are logically connected by
the boolean operator "AND". The details are given where relevant.

In addition to these pre-defined search criteria, you can also perform a Text search where

you scan fields which contain descriptive information ('Text" field) for a specified text string;
this option is described in Section 3.3, "Free Text Search', page 17.

3.2.1 Search by Country, Region, or Organization

You can make a pre-selection of records according to countries, regions, or organizations

in which you are interested. Move the cursor to Country by using the up or down arrow keys
and press [Enter]. The system opens a window containing a list of countries, regions, and
organizations, figure 3-3.

+ ......................... COUNTRY FILE COMPUTER SYSTEM ......................... +

+ .................................... Search .................................... +

SEARCH/V I EW +...... COUNTRY............................

Afghanistan
Africa

COUNTRY : Albania

Algeria
Andorra

DATA MAIN CATEGO! Angola

Antigua and Bar_a

Arab League
SUB-CATEGORY : Arab Wortd

Argent i na
Armenia

Attributes : ASEAN

Asia

Atomic Energy Forum
, Keywords : Austratia

Austria

Azerbai jan
Text (free search Bahamas

Bahrain

. ........................................ .

Press FIO when done, ENTER - setect/desetect, ESC - quit

Figure 3-3: list of countries, regions, organizations
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Move the cursor to the country, region, or organization for which you wish to retrieve
records from the data base. You can do this either with the up and down arrow keys, by using
IPgDnl or IPgUp].

Since the list is quite long, a short-cut to scroll directly to a specific item is available:
simply start typing the country, region, or organization name on the keyboard. When you have
typed the first letter of the name, e.g., "G", the system immediately scrolls to the first item in
the list starting with "G". Note that the system also displays what you ar_ typing in the bottom
ILae of the box. If you type a further letter, e.g., "E", the system scrolls to the first item
starting with "GE", etc. You can use the back space character to remove what you have typed;
the system will reposition the list appropriately.

To actually select the country, region, or organization, press [Enter]. The system
indicates that the list item is selected by inserting an asterisk, "*", in front of the name. To de-
select an item, cursor to the selected item and again press [Enter], the asterisk disappears.

You can select one or more countries, regions, or organizations as your search criteria.
When you are finished, press [FI0]; the system returns you to the Search menu, listing the
countries you have selected.

When you have used a combination of criteria to select records, they are connected by
the following boolean logical operator AND.

To change your country, region, or organization selection once you have returned to the
Search menu, simply select Country once more; repeat the selection, your new selection criteria
will replace what you have selected previously.

If you request the Search/View option at this point, all the records containing information
on the combination of countries, regions, and organizations you have selected will be displayed.

3.2.2 Search by Subject

You can use the search by subject option after you have selected one or more countries,
or independently of a country selection. If you have not selected any country, all records in the
data base will be searched for the subject category you have specified; if you have selected one
or more countries, only that subset of records in the data base will be searched: the operator
connecting the country and subject selection criteria is the logical "AND".

The option to search the data base by subject consists of two parts; you must first select
a Data Main Category, then you can optionally select a Sub-category.

When you select Data Main Category, the system opens the data main category window
from which you can select the category on which you wish to search, figure 3-4.
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+ ......................... COUNTRY FILE COMPUTER SYSTEM......................... +
+ .................................... Search .................................... +

.............................. NAIN DATA CATEGORY ..............................

Nuclear Legistation/Non..prot i feration/SG
Nuclear energy: Production/resources
Program: Nuclear/Nuclear related
Development; new NFC elt,_mts/technotogies
Facilities: NFC

Facilities: Nuclear related
Eli: Nuclear material

Eli : Specified equipment/material
E/I : D use equipment/material
E/I : Nuclear related equipment/material
Capabi t i t i esT. Nuc t e&,'/Techni ca t
Cooperation: International
Fi rm_/Organi zat ions
Trafficking
;.,ccidents/lncidents: Nuclear facilities

4. ...............................................................................

Press ENTER to select, ESC - cancel

Figure 3-4: Main Data Category

Use the up and down arrow keys to cursor to the category you wish to select as your
retrieval criteria and press [Enter] to select it. You only have one choice for this s,_.iection
criteria; when you press [Enter] the system selects your choice and automatically returns ye,J,
to the main Search menu. To enter a different main category, simply again select Data Main
Category and select a new category.

If you do not select a sub-category and request a search/view at this point, records will

be retrieved from the data base as though all sub-categories of the main category had been
selected.

When you select Sub-category from the Search main menu, the system opens the sub-
category window listing all sub-categories relatin_ to the main category you have specified,
figure 3-5. You can not select a sub-category without first having selected a main category.
Note that in this case, the main category seler.ted was "Facilities: NFC".

+ ......................... COUNTRY FILE COMPUTER SYSTEM ......................... +
+ .................................... Search .................................... +

SEARCH/V I El,/

COUNTRY :

DATA MAIN CATEGORY : Facitities: NFC

...................... - .......... SUB-CATEGORY ................................ +
Facilities: Conversion
Facilities: Enrichment
Facilities: Fuel fabrication

Facilities: Heavy water

Facilities: Ore processing
Facilities: Power reactors

Facilities: Reprocessing
Facilities: Research reactors
FaciLities: Storages

FaciLities: Waste processing
FaciLities: Nuclear Rgg) centres/Laboratories
FaciLities: Other locations

. .............................................................................. .

Press ENTER to select, ESC - cancel

Figure 3-5: Sub-Category

Again you can select only one sub-category to further qualify your search criteria; and
again the system automatically returns you to the Search main menu when you select an item.
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Select search/view to look at all records in the data base for the sub-category (or, if you have
selected combination of countries, all records for the countries and sub-category).

If you should select a different main category at this point, the system automatically
blanks out the sub-category which you have selected.

If you wish to perform a more general search, e.g., facility type, programme type, etc.,
it is recommended that you perform the search by data main category and data sub-category.

3.2.3 Attributes Search Criteria

You may use the attributes search criteria either by itself, or in combination with any
other search criteria. Attributes provide possibilities for searching for more general information,
for example, facility type: "Facilities enrichment", "Facilities power reactors", etc.; facility
status: "SG_no" , "SG__yes", "Facility planned" , etc. It is recommended to search with attributes
when you would like to have information of a general nature (classes of information).

When you select attributes from the Search main menu, the system opens the attributes
window listing the attributes search criteria, figure 3-6. The attributes relate to sub-categories
but provide more possibilities for search.

+ ......................... COUNTRY FILE COMPUTER SYSTEM......................... +
+ .................................... Search .................................... +

+Attributes ............................ +
FACILITIES
FACILITIES NILITARY
FACILITIES NFC

FACILITIES NUCLEAR
FACILITIES NUCLEAR-RELATED
FACILITIES PO_/ER REACTORS
FACILITIES R&D NUCLEAR
FAC[ L [ T I ES STORAGES

FACI L ] T I ES CONSTRUCT ] ON
FACILITIES OPERATING
FACILITIES PLANNED
LEGI SLAT ] ON
SG'NO
SG-YES

TRAFFICKING

TRAFFICKING NUCLEAR MATERIAL

4, .......................... . ............

Press ENTER to setect, FIO - when clone, ESC - cancel

Figure 3-6: Attributes list

You can select any number of attributes from the list: cursor to the one you desire and
press [Enter]; they will be logically connected by "AND".

As for the Country selection option, a short-cut to scroll directly to a specific item is also
available to perform the attributes selection: simply start typing the name of the attribute you
wish to select. As soon as you have typed the first letter of the name, e.g., "F", the system
immediately scrolls to the first item in the list starting with "F". Note that the system also
displays what you are typing in the bottom line of the box. If you type a further letter, the
system scrolls to the first item starting with the first two letters you have typed, etc. You can
use the back space character to remove what you have typed; the system will reposition the list
appropriately.
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The systemopensa furtherwindowto therightof theattributeswindowindicatingwhich
attributessearchcriteriayou haveselected,figure3-7.

+......................... COUNTRY FILE CO_4PUTER SYSTEM......................... +
+ .................................... Search .................................... ,,

+Attributes ............................ ++selected: ............................ +
FACILITIES FACILITIES MILITARY
FACILITIES MILITARY FACILITIES OPERATING
FACILITIES NFC
FACILITIES NUCLEAR

FACI L I TIES NUCLEAR-RELATED
FACILITIES POWER REACTORS
FACILITIES R&D NUCLEAR
FACILITIES STORAGES
FACILITIES CONSTRUCTIONm

FACILITIES OPERATING
FACILITIES PLANNEDm

LEGISLATION
SG-NO
SG-YES
TRAFFICKING

TRAFFICKING NUCLEAR MATERIAL

.............. ..............
Figure 3-7: selected attributes

The attributeswhichyou haveselectedwill be connectedby a logicalAND when you
executethesearch(only recordswill beretrievedwhichmeetall criteriaspecified).When you
press[FI0] the systemreturnsyou to the Searchmainmenu,insertingyour selectedattributes.
Then press[Enter]to retrieveselectedrecords.

3.2.4 Keywords Search Criteria

Specifying keyword search criteria functions similarly as specifying attribute search
criteria. Note that you can search by keyword alone, or in combination with other criteria.

Search by keywords provides you with the possibility to retrieve information on a
particular subject, for example, you can search on facilities such as BWR type power reactors,
laser enrichment facilities, exports/imports of tritium, etc.

When you select keywords from the Search main menu, the system opens the keywords
window listing all keywords on which you can search, figure 3-8.

+ ......................... COUNTRY FILE COMPUTER SYSTEM ......................... +
+ .................................... Search .................................... +

+Keywords ...............................
FAC

FAC NFC

FAC NFC COH
FAC NFC COH ALLOYS

FAC NFC COM OXIDES
FAC NFC CON PU

FAC_NFC COM PU METAL
FAC NFC CON PU OXIDES

FAC_NFC COM U
FAC NFC CON U MOX
FAC NFC CON U OXIDES

FAC NFC COM U UF4/UF6
+L- - "-- - -- ..............................

Press ENTER to select, F10 - when done, ESC - cancel

Figure 3-8: keyword list
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Note that in the figure above, the initial letter "F" was entered at the keyboard, causing
the system to position the keyword list at the first keyword starting with "F'. You can also use
the up and down arrow keys to scroll within the page of the list and the [PgDn] key to scroll
to the next page. At the end of the list, using the down arrow key or [PgDn] will wrap back
to the beginning of the list. To select a keyword, cursor to the desired keyword and press
[Enter]; you can repeat this process for as many keywords as you require, however, keep in
mind that, when you execute the search, the keywords you have selected are coupled by a
logical AND, i.e., records will be retrieved only if they are indexed under all the keywords you
have specified, and, of course, if the search criteria has a meaning.

The keywords you select are displayed in the Selected window which the system opens
to the right of the keyword list window. When the list is complete, press [FI0] to return to the
Search main menu. If you re-select the keyword option, the new keyword list will replace your
current list.

3.3 Free Text Search

In addition to any combination of search criteria (Country, Data Main Category, Sub-
category, Attributes, Keywords), you can search for a specific text string. Although you can
also use the free text search facility without specifying additional search criteria, it is not
recommended that you do so. The system will read all records in the data base and this may
take exceedingly long.

A text field has been defined for all records in the data base which contains relevant

information in free text form. When you request a free text search, the system automatically
scans the contents of this text field for the occurrence of the string you have entered on the
screen.

Enter the desired search criteria as described in the sections above, then cursor to the
Text {free search) option on the Search menu and press [Enter]. The system enters the edit
mode and positions the cursor where you can enter your search text, Figure 3-9.

+ ......................... COUNTRY FILE COMPUTER SYSTEM......................... +
+ .................................... Search .................................... +

SEARCH/VIEt#

COUNTRY : Argentina

DATA MAIN CATEGORY :

SUB-CATEGORY :

Attributes :

Keywords :

Text (free search) : |

EDIT: Replace

Figure 3-9: entering free text search criteria

You are now ready to type the text string which the systemshouldusefor searching.

Attention! It isimportantto type exactl_thecharactersthat shouldbeusedto scanthe
databasetext fields. This meansthatyou mustbe awareof the significance
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of using blanks (u) in your search string. If, for example, you wish to search
for the word "accident", enter the string uaccidentu (the word "accident"
preceded and followed by a blank); in this case, the system will select only
those records containing the word "accident'. If you entered the string
uaccident (without a trailing blank), the system would retrieve also records
which contain, for example, the string "accidental', "accident/incident',
etc.You can, of course also include a group of words to be used in
searching, for example, unuclearuaccidentu.

When you have entered the text string as you require it, press [Enter]. The system places
the cursor on the Search/View option of the Search menu. When you again press [Enter] the
search is executed and you may view the retrieved records. Note that the text string which you
have used as your free text search criteria appears highlighted wherever it occurs in the
retrieved records (although the system only performs the search on the data base "text" field).
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4 Printing Functions

The printing function allows you to make, not only a paper copy, but also a disk file copy
of records. You can print or copy all records in the data base, or indicate a range of records
in the data base; or, you can print or copy the records retrieved as a result of the last
search/view that you have executed.

You also have the option to sort the records by country or subject, or to print the records

in a concise format. To use the print records function, you must select the Country File
computer System main menu, figure 2-2, which is displayed when you start the system. If you
are currently in the search/view function, press [Esc] to return to the main menu. When you
select the print records function, the system opens the print function print selection menu,
figure 4-1.

+ ......................... COUNTRY FILE COMPUTER SYSTEM......................... +
+.................................... Print ..................................... +

.............................. PRINTOUT SELECTION ............................. +

_ eyptu Standard printout of records (NO sort)
_ eyptc Standard printout of records (sorted by Country)

_ eypts Standard printout of records (sorted by Subject)
_ eypcu Concise printout of records (NO sort)
_ eypcc Concise printout of records (sorted by Country)

_ eypcs Concise printout of records (sorted by Subject)

Figure 4-1: SGCP Country/nformation System, Printout Selection Menu

Select any of the options in the list. In each case, the system will present you with a
further screen where you must specify precisely what you wish to print or copy, figure 4-2.

+ ....................... COUNTRY FILE COMPUTER SYSTEM ......................... +
. .............................................................................. 4*

PRINT

RECORDS FROM LAST SEARCH RESULT (Y/N) : Y

orand

LIMITED TO RECORDS OF RANGE: fro_ : 1 to : 999999

PRINTOUT DIRECTED: to printer (Y/N): Y or to fire :

PRINTOUT SORTED (if any sorted setected) (Y/N) : Y

Enter the parameters as needed and then press X/ENTER to run print - wait ptease

ENTER - next fietd I TAB - previous fietd I PgDo_n - print menu

EDIT: Reptace Last page

Figure 4-2: Print options definition screen
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You mustfirst fill in the informationon thisscreen.To movefrom onefield to the next,
press[Enter], to moveto the previousfield, press[TabJ.

The informationyou mustprovideis the following:

records from the last searchresult (Y/N) enter"N" in thisfield if you wishto printor
copy all or a range of records from the
entire data base; enter "Y" (the system
inserts this parameter by default) if you wish
to print or copy the records selected as a
result of the last search/view you have
executed;

limited to records of range: from : to: __ enter the logical record number from which
and to which the printing/copying should be
limited; note that the system has inserted 1
and 999999 as the range of records; in
general, if you are printing/copying retrieved
records, you will want to process all of them
- you do not need to change these values;

printout directed: to printer (Y/N): Y or to file :

the system enters "Y" to default directing
the printout to your local printer on LPTI;
if you wish to make a copy of the specified
records, enter any file name in the field
provided; the system will create a DOS text
file with the name you enter (you can use a
file extension if you desire, e.g., TEST or
TEST.TXT) and place it into the \WORK
sub-directory of your SCIS directory (e.g.,
c:\scis\work\test, d :\scis\work\test.txt, etc.)
from which you may subsequently retrieve it
for further processing;

printout sorted (it' any sorted selected) (Y/N) :

When all fields contain the values you require, press [PgDn] to display the menu bar,
figure 4-3. Note, the system automatically displays this menu bar when you have entered the
last field.

I Execute I M - Modify data I C - Cancer I X - Execute I

Figure 4-3: print menu bar

You can, at this point, return to the top of thescreenif you wish to changeoneof the
valuesyou haveenteredby typing "M"

If you type "C", thesystemwill abort the wholeprint/copyoperationand return you to
the Country InformationsystemMain Menu.

To initiatetheprint/copyrequestwhichyou havejust formulated,either press [Enter] or
type "X". The systeminforms you, at the bottomof the screen,how many recordsare to be
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printed and gives you a further chanceto abort the operation with [Esc] if you so desire, figure
4-4.

I " Execute I M - Nodify data I C - Cancer I X - Execute { x

11 record(s) found - press ENTER to continue, ESC to cancer

Figure 4-4: print prompt

To then ._r.tuallyexecute the function, again press [Enter]. If you have selected to print
your records, the system will start printing the selected records.

Note: make sure that your printer is turned on and online; if this is not the case, the SCIS

will abend, and you must restart the whole system and first repeat any retrieval you
may have done to re-execute the printing/copying operation.

If you requested to direct the printout to a file, the system proceeds with the copying.

In both cases, when finished, the system returns you to the SCIS main menu (figure 2-2).

Note that if you just press [Enter] repeatedly, an unsorted printout of the last set of
records which you have retrieved will be performed.

4.1 Standard printout, no Sort

The printouts will be in the format of the original record, as it is located in the data base.

All fields, as they appear on your screen when you view them, are included in the printout.

4.2 Standard printout, sorted by Country

As above, except that the records in the printout will be sorted alphabetically by country
name. Records in the data base may be indexed under more than one country. These records
will be included in the printout under each country under which they are indexed.

4.3 Standard printout, sorted by Subject

As in 4.1 above, except that the records in the printout will be sorted by subject. If there
are several subjects under which the record is indexed, it will be printed under each subject.

4.4 Concise printout, no Sort

Not all fields of the selected records are printed. The format used for this printout reduces

the information printed to several predefined fields of the record only. These fields are: country,
main category, sub-category, facility name, facility type, items involved in export/imports,

exporting/importing countries. The records are printed in the order they have been entered into
the data base.

4.5 Concise printout, sorted by Country

As in 4.4 above, except that the records are sor_ alphabetically by country name, and,



Page: 22 SCIS: SGCP Country Information System User Guide

!Si;X:i%_:i!!S!.{.i:i:Z;!:iSi:i:_:!:_:!:i:!:i.;:!:i._:iii:i.;.i:i:..i3:_i.:&;.i:i.!.i.!:.:i?{:!i:: ?i: i.;.:'.'; vi.};i.i.X-!i ; :.iOi::i::.iS_:Z:!!i:..;YI!. ,:.;:!8../;::i ;:.:_ .. :

as in the standard printout described in 4.2 above, they are included in the printout under each
country under which they are indexed.

4.6 Concise printout, sorted by Subject

As in 4.4 above, except that the records are sorted by subject, and, as in the standard
printout described in 4.3 above, they are included in the printout under each subject under
which they are indexed.
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5 Appendix 1: Description of Data Categories
All data at,: grouped into data categories, as specified below. Each dta category is

associated with pre-defined attributes (specified) and keywords, which will be used for indexing

and search purposes. Complete sets of attributes and keywords are specified in the course of

the creation of the data bases (see also Appendix 2, page 2).

Status as of 92- ! 0-29

,, , " , , , ,, , """ L L '-- Z:: '"" '" ' ' '"

Table:

Structure and Content of a the SGCP Country Information System
I I I i Ill IRll J I II II L I llil I

!

Data Category/Data Sub-Category Content of Information (open sources of information for ]

IData Categories 1-11)
/ i III i i ii I I L I Ill I I I

1. Nuclear regulations, non- - Nuclear law; nuclear policies; nuclear regulations;
proliferation/SG, and organization of nuclear export control; management of nuclear material,
nuclear activities facilities;

- Licensing of nuclear, dual-use and specified materials and
1.1 Nuclear law, policies, regulations equipment;

and organization - Regulation coverage of nuclear activities
1.2 Nuclear export control and (j_acefui/military);

licensing - Level of independence of military nuclear activities from
1.3 Safeguards and non-proliferation State nuclear authorities:

Authorities, responsibilities, organization and structure of
nuclear activities; responsible bodies and organizations,
personalities;

Interaction between civil nuclear authorities and military
entities;

Policy in r_mct of the transparency of nuclear activities;

- Safeguards and non-proliferation policies and status;

Cooperation with IAEA, support of steps on
strengthening of non-proliferation; attitude to nuclear
weaponization.

2. Energy requirements, production and Energy production, requirements and re._urces, nuclear

resources energy production, prospects of nuclear energy
production;

2.1 Energy requirements production Balance between conventional and nuclear energy
2.2 Nuclear resources production and resources;

2.3 Nuclear-related resources Uranium and thorium resources and its exploration;

Resources of accumulated and separated plutonium and
HEU;

Resources of sensitive and dual-use non-nuclear material

(deuterium, tritium, lithium(-6), hafnium, heavy water,

zarconlum, beryllium, graphite, hard alloys, etc.) - see
Trigger List of INFCIRC/254/Rev. 1/Part 2.
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Table:

Structure and Content of a the SGCP Country Information System
I I II Illl I I II I 'l'l'l I II II II II / I I Ill I " I I

Data Category/Data Sub-Category Content of Information (open sources of information for

Data Categories 1-11)
i II I i L i II I[ I I I IIIII I I I I I II

3. Nuclear and nuclear-related - Nuclear power and R&D programmes and activities
programmes on:

fuel conversion, fabrication, enrichment, power reactors,
3.1 Nuclear power programme reprocessing, spent fuel storage and treatment, waste

3.2 Nuclear R&D programme processing, introduction of new elements of nuclear fuel
3.3 Nuclear-related R&D programmes cycle and technologies.

and activities - Nuclear-related and R&D programmes and activities
on"

nuclear physics; fusion; experiments with deuterium,
tritium and other se.nsitive materials; isotope production;

- Programmes and activities on the production of dual-
use materials:

lithium, beryllium, deuterium, tritium, hafnium, heavy

water, hard alloys, zirconium, graphite, explosive
chemicals, ceramics, fibre optics, etc.;

- Programmes and activities on the production of dual-
use equipment:
neutron generators, compressors, forgings, furnaces, leak

detectors, presses, pumps, robots, mass-spectrometers,
vacuum systems, coating and welding machines, etc.
(For further details see Trigger Lists of
INFCIRC/254/Rev. 1/Parts l&=2)

4. New nuclear technologies and - Summary on the development and acquisition of:

elements of nuclear fuel cycle new nuclear technologies and introduction of new

elements of nuclear fuel cycle (with special emphasis on

events related to future safeguards implementation and
nuclear weapons sensitive elements and technologies).

5. Facilities - Nuclear facilities in operation, under construction,

planned, standby or deferred:

5.1 Nuclear facilities fuel conversion, fabrication, enrichment, power and
5.2 Nuclear R&D centers, laboratories research reactors, reprocessing, spent fuel storages,

5.3 Nuclear-related facilities radwaste storages, ore/concentrate production sites, R&D
nuclear centers, laboratories and universities.

- Nuclear-related facilities and instaUations producing:
non-nuclear materials and equipment which could be used

in nuclear facilities and for nuclear weapons development

and manufacturing (e.g., heavy water, graphite,
deuterium, tritium, lithium; equipment as listed in
INFCIRC/254/Rev. l/part 2; dual-use materials and

equipment, e.g. listed in INFCIRCI2541Rev. IIPart 2).
- Nuclear-related facilities, installatioR_ and sites:

accelerators, fusioa and plasma installations, etc.
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Table:

Structure and Content of a the SGCP Country Information System
- IJ_[= I II_l !l " ] " I J I I I I II I I IIIllll I ] II II L II l ill I I1_ I II III Ill I II ! I I I 1

Data Category/Data Sub-Category Content of Information (open sources of information for

Data Categories 1-11)
I II II IIlI: I IIIlI IIII II III I I II I I I III I III ...... I III I II I II I

6. Exports and imports - Exports and imports of:
- nuclear material, technologies, facilities, equipment;

6.1 Exportsand importsof nuclear - specifiedanddual-usematerials, facilities, machinery,
materials technologies, equipment, services, with special

6.2 Exports and imports of specified emphasis to those which are suitable for the
and dual-use equipment/materials development and manufacture of nuclear weapons, in

particular, as specified in INFCIRC/2S4/REV. l/Parts
1 and2,

nuclear-related equipment and facilities which might
be used in nuclear programmes: e.g. accelerators,
fusion and plasma installations and their parts, lasers,
destructive and non-destructive laboratory equipment,
computers, electronics, robots, power supply, etc.

7. Nudcar and technical capabilities - Availability of materials, facilities, equipment, know-how
to conduct nuclear activities such as uranium enrichment

7.1 Nuclear capabilities and chemical re.processing;
7.2 Technology, human and financial - Capabilities in production of HEU and in Pu separation;

resources Availabilities of uranium resources or acquired uranium
ore or concentrates; capabilities in production materials
and equipment (specified/dual-use as specified above and
in INFCIRCI2541Rev. l/Parts 1 and 2);
Financial resources, high-tech and qualified personnel
which could be involved in the implementation of nuclear
weapons programmes.

8. International cooperation lnternation',fl cooperation in nuclear and nudear-
related areas:

8.1 Cooperation agreements in nuclear cooperation agreements; nuclear and nuclear-related
and nuclear-related areas trade; R&D cooperation; technical assistance from States,

8.2 Nuclear trade partners IAEA and other international organizations; trade and
8.3 Technical assistance cooperation partners.

Substance and scope of cooperation with special
emphasis on ar_s relevant to:
uranium ennchment, spent fuel reprocessing, reactors
capable to produce plutonium;
nuclear material (especially Pu, MOX and HEU);
Specified and dual-use materials and equipment.

- Denied attempts to cooperate in the area of sensitive
nuclear and nuclear-related technology.



Page: 4 SCIS: SGCP Country Information System User Guide

i:i:::i_':_:!:ii::i_:_:!:i:i_:.!:i::i:i.!:i.i:i.i:!.i:i:i:i_i:!_i:i::i.i::i:i:_i_ii:_'ii :i:..::.i:!:._:i:::iii:.:i.i:i_',:i:i.i.i;i:i:i:i:i:i.i:i::i;:i :.i:,:i::.i::::_::!:i.i:i:i:::!:::i:i..:i:i.i:i'!:i:i:i:i:i:i i'ii?_!._i:i!i:i i _:i'i:Z:i:i_:':i:!:i:ii::i:ii;:i:i:i'!:::i:?:::i.i:i'!ii::i:!:.:::i:iil ::,i:;:i::;i::-:::::. ,::i .... .

Table:

Structure and Content of a the SGCP Country Information System

Data Category/Data Sub-Category Content of Information (open sources of information for

Data Categories 1-11 )
ii ii

9. Companies, firms, organizations Specific companies, finns and enterprises producing or
participating in the prod;:etion of nuclear technology,

9. I Nuclear-related firms nuclear or other sensitive materials and equipment, with
9.2 High-tech firms emphasis to those which are suitable for the development

and manufacturing of components of nuclear weapons;

high-tech related to control and automated systems,
including computer equipment. Companies and firms
producing or supplying facilities, equipment and

materials, in particular, those specified in INFCIRC
254/Rev. 1/Parts 1 and 2.

10. Media Reports on trafficking in Media Reports on trafficking in nuclear and non-

nuclear, non-nuclear materials and nuclear sensitive materials and equipment, including

specified equipment those suitable for the development and manufacturing
of nuclear weapons and its components.

10.1 Nuclear material trafficking - Illegal supply of nuclear, sensitive and dual-use non-

10.2 Nuclear-related trafficking nuclear materials and equipment, in particular, those
specified in INFCIRC/254/Rev. l/Parts 1 and 2.

- Consequent follow-up actions and conclusions on
reported events.

11. Accidents and incidents Accidents and incidents at nuclear facilities which

might result in loss or diversion of nuclear and other

sensitive material and equipment.
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6 Appendix 2: Structure and Content of the
SCIS data base

Field Name Contents
t I II I

10 Country Country name

20 Main Data Category Main data category of information

25 Data Sub-Category Sub-category of information

30 Reference/Date Reference date and date of publication
,L

40 Title Title of publication

50 Attributes Attributes selected for the record

60 Keywords Keywords selected for the record

70 Text substance of the record, i.e., summary of the article
from the press, communication, facility operation,
description of activities at the site, etc
- it is this field on which the free text search operates

90 Facility Type

100 Facility Name

105 Operator/Owner Operator or owner of the facility

110 Location location of the facility
..........

120 Capacity capacity of the facility; throughput, ,

130 Material used materials used at the facility

135 Process processes used at the facility

140 Inventory inventory of nuclear material at the facility
,,

150 Supplier supplier of the facility

160 Start-up facility start-up
,,

170 Close-down facility close-down

180 Fuel/Mat.Source source of the nuclear material and fuel of the facility

200 Safeguards Safeguards applied at the facility
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270 Importing Country name of cointries importing items....

280 Exporting country name of countries exporting items

290 Items of items imported or exported

import/export
,,,

300 Date of event date of import or export
!

310 Agreement Name Cooperation agreement name

330 Firm Name Name of the firm involved in the import or export
.....

400 Rec_No Number of the record (MFN: Master File Number),,,

999 worksheet number name of the format used for displaying the record
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7 Appendix 3: Attributes



LIST OF ATTRIBUTES FOR SCIS DATA BASE

No. Number Attribute (Item of Information)
of Rec.

1 249 A CAPABILITIES

2 242 A CAPABILITIES NUCLEAR

3 15 A CAPABILITIES NUCLEAR WEAPONS

4 229 A CAPABILITIES SUMMARY

5 15 A CAPABILITIES TECHNICAL

6 1099 A COOPERATION AGREEMENTS

7 1655 A COOPERATION INTERNATIONAL

8 585 A COOPERATION NUCLEAR

9 410 A COOPERATION TECHNICAL ASSISTANCE

i0 2 A DEVELOPMENT NEW NFC/TECHNOLOGY

ii 1750 A E/I

12 72 A E/I D USE

13 1427 A E/I EQUIPMENT

14 5 A E/I EQUIPMENT CONVERSION

15 224 A E/I EQUIPMENT D USE

16 172 A E/I EQUIPMENT ENRICHMENT
17 1 A E/I EQUIPMENT FABRICATION

18 65 A E/I EQUIPMENT FUEL FABRICATION

19 15 A E/I EQUIPMENT HEAVY WATER

20 26 A E/I EQUIPMENT MILITARY

21 159 A E/I EQUIPMENT NUCLEAR RELATED

22 25 A E/I EQUIPMENT ORE PROCESSING

23 873 A E/I EQUIPMENT REACTORS

24 57 A E/I EQUIPMENT REPROCESSING

25 i131 A E/I EQUIPMENT SPECIFIED

26 14 A E/I EQUIPMENT STORAGES

27 439 A E/I MATERIAL

28 69 A E/I MATERIAL D USE
29 352 A E/I MATERIAL NUCLEAR

30 19 A E/I MATERIAL NUCLEAR RELATED

31 36 A E/I MATERIAL SPECIFIED
32 2836 A FACILITIES

33 58 A FACILITIES CONVERSION

34 56 A FACILITIES ENRICHMENT

35 3 A FACILITIES EQUIPMENT NUCLEAR

36 94 A FACILITIES FABRICATION

37 26 A FACILITIES HEAVY WATER

38 29 A FACILITIES LABSCALE

39 155 A FACILITIES MILITARY

40 1264 A FACILITIES NFC

41 1278 A FACILITIES NUCLEAR

42 807 A FACILITIES NUCLEAR RELATED

43 241 A FACILITIES ORE PROCESSING
44 23 A FACILITIES PILOT

45 753 A FACILITIES POWER REACTORS

46 102 A FACILITIES R&D NUCLEAR

47 70 A FACILITIES REPROCESSING

48 592 A FACILITIES RESEARCH REACTORS

49 71 A FACILITIES STORAGES

50 50 A FACILITIES SUMMARY

51 2 A FACILITIES WASTE PROCESSING
52 166 A FACILITIES CONSTRUCTION

53 92 A FACILITIES -DEFERRED

54 1978 A FACILITIES --OPERATING

55 103 A FACILITIES -PLANNED

56 486 A FACILITIES --SHUT DOWN
57 185 A FIRMS

58 63 A FIRMS NUCLEAR



59 112 A FIRMS NUCLEAR RELATED
m

60 463 A LEGISLATION

61 2 A LEGISLATION ACTIVITIES

62 17 A LEGISLATION EXPORTS/LICENSING
63 476 A NON PROLIFERATION

64 294 A NON--PROLIFERATION/SG
65 381 A ORGANIZATIONS

66 90 A ORGANIZATIONS NUCLEAR

67 299 A ORGANIZATIONS NUCLEAR RELATEDQ

68 428 A PROGRAM

69 312 A PROGRAM NUCLEAR ENERGY

70 8 A PROGRAM NUCLEAR MILITARY

71 I0 A PROGRAM NUCLEAR RELATED
w

72 79 A PROGRAM R&D NUCLEAR

73 417 A PROGRAM SUMMARY

74 118 A RESOURCES NUCLEAR ENERGY

75 62 A RESOURCES NUCLEAR MATERIAL

76 37 A RESOURCES NUCLEAR MILITARY

77 18 A RESOURCES PU SUMMARY

78 4 A RESOURCES U SUMMARY

79 1494 A SG NO

80 516 A SG YES

81 109 A TRAFFICKING

82 58 A TRAFFICKING D USEm

83 1 A TRAFFICKING EQUIPMENT

84 18 A TRAFFICKING EQUIPMENT D USE

85 14 A TRAFFICKING EQUIPMENT SPECIFIED
86 14 A TRAFFICKING MATERIAL

87 50 A TRAFFICKING MATERIAL D USE

88 74 A TRAFFICKING MATERIAL NUCLEAR

89 53 A WEAPONIZATION

90 53 A WEAPONIZATION NUCLEAR
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8 Appendix 4: Keywords



LIST OF KEYWORDS FOR SCIS DATA BASE

m_

No. Number Keywords (Items of Information)
of Rec.

352 251 K CAPAB

353 119 K CAPAB NFC

354 12 K CAPAB NFC CONVERSION

355 24 K CAPAB NFC ENRICHMENT

356 29 K CAPAB NFC FACILITIES

357 22 K CAPAB NFC FUEL FABRICATION

358 21 K CAPAB NFC HEU PRODUCTION

359 i0 K CAPAB NFC HW PRODUCTION

360 29 K CAPAB NFC POWER REACTORS

361 19 K CAPAB NFC PU PRODUCTION

362 20 K CAPAB NFC REPROCESSING

363 1 K CAPAB NFC WEAPONS

364 15 K CAPAB NUC

365 2 K CAPAB NUC WEAPONS

366 27 K CAPAB TECH

367 1 K CAPAB TECH EQUIPMENT
368 9 K CAPAB TECH EXPERTS

369 4 K CAPAB TECH MILITARY

370 18 K CAPAB TECH NUCLEAR WEAPONS

371 1 K CAPAB TECH RESOURCES

372 2 K CAPAB TECH TECHNOLOGY

373 2 K CAPAB TECH TRITIUM

374 2 K CAPAB TECH TRITIUM PRODUCTION

375 1647 K COOP

376 1087 K COOP AGREEM

377 1105 K COOP AGREEM NUCLEAR
378 584 K COOP NUC

379 415 K COOP NUC ASSISTANCE

380 9 K COOP NUC EXPERTS

381 406 K COOP NUC IAEA

382 402 K COOP-NUC INTERNATIONAL

383 7 K COOP--NUC MILITARY
384 42 K COOP NUC NFC

385 20 K COOP NUC R&D

386 36 K COOP--NUC RESEARCH

387 311 K COOP NUC SERV

388 30 K COOP--NUC SERV ENR

389 17 K COOP NUC SERV FABR

390 49 K COOP--NUC SERV-REPR

391 44 K COOP--NUC TECHNOLOGY
392 73 K COOP NUC TRAINING

393 ii K COOP NUC WEAPONS
394 2 K DEVEL NEW NFC

395 2 K DEVEL-NEW NFC ELEMENTS

396 2 K DEVEL NEW NFC POWER REACTORS

397 1416 K E/I EQUIP

398 6 K E/I EQUIP CONV

399 1 K E/I EQUIP--CONV FACILITIES

400 5 K E/I EQUIPZCONV TECHNOLOGY
401 227 K E/I EQUIP D USE

402 1 K E/I EQUIP D USE ANALYSERS

403 1 K E/I EQUIP--D--USE BALANCING

404 3 K E/I EQUIP--D--USE CALUTRONS

405 6 K E/I EQUIP D USE CAPACITORS

406 1 K E/I EQUIP--D--USE COATING

407 32 K E/I EQUIP--D--USE COMPUTERS



408 6 K E/I EQUIP D USE CONTROL SYSTEMS
409 12 K E/I EQUIP D USE DELIVERY SYSTEMSm --

410 2 K E/I EQUIP D USE DETECTORSw --

411 14 K E/I EQUIP D USE ELECTROMAGNETS
412 ii K E/I EQUIP D USE ELECTRONICS
413 2 K E/I EQUIP--D-USE EXPLOSIVES

414 6 K E/I EQUIP_D_USE FORMING
415 22 K E/I EQUIP_D_USE FURNACES
416 1 K E/I EQUIP D USE GENERATORS

417 2 K E/I EQUIP_D_USE HIGH_TECH
418 2 K E/I EQUIP_D_USE INITIATORS
419 18 K E/I EQUIP D USE INSTALLATIONS
420 7 K E/I _QU!P D USE INSTRUMENTS

421 6 K E/I EQUIP_D_USE KRYTRONS
422 2 K E/I EQUIP_D_USE LASERS
423 11 K E/I EQUIP_D_USE LATHES
424 73 K E/I EQUIP D USE MACHINERY

425 3 K E/I EQUIP_D_USE MELTING
426 3 K E/I EQUIP_D_USE MILITARY
427 1 K E/I EQUIP_D_USE MIXERS
428 1 K E/I EQUIP D USE MOTORS

429 i0 K E/I EQUIP_D_USE OSCILLOSCOPES
430 16 K E/I EQUIP D USE PHOTOw --

431 1 K E/I EQUIP D USE PLASMA SYSTEMS
432 18 K E/I EQUIP D USE POWER SUPPLY

433 4 K E/I EQUIP_D_USE PRESSES
434 12 K E/I EQUIP D USE PUMPS
435 2 K E/I EQUIP D USE ROBOTS
436 1 K E/I EQUIP D USE SEPARATORS

437 9 K E/I EQUIP_D_USE SPECTROMETERS
43_ 26 K Eli EQUIP_D_USETECHNOLOGY
439 2 K E/I EQUIP D USE TESTING
440 22 K E/I EQUIP D USE TOOLS
441 7 K E/I EQUIP--D--USE TRIGGERSw

442 11 K E/I EQUIP D USE TRITIUM
443 i K E/I EQUIP D USE TRITIUM HANDLING
444 1 K E/I EQUIP D USE VACUUM
445 4 K E/I EQUIP--D-USE VACUUM SYSTEMS
446 2 K E/I EQUIP D USE VIDEO SYSTEMS
447 21 K E/I EQUIP D USE WEAPONS
448 8 K E/I EQUIP D USE WEAPONS COMPONENTS
449 1 K E/I EQUIP--D--USE WEAPONS TECHNOLOGY

450 1 K E/I EQUIP D USE WEAPONS TRIGGERS
451 5 K E/I EQUIP--D-USE WELDING
452 2 K E/I EQUIP D USE X RAY SYSTEMS
453 181 K E/I EQUIP--ENR --
454 3 K E/I EQUIP--ENR AUTOCLAVES
455 13 K E/I EQUIP--ENR BAFFLES
4_6 4 K E/I EQUIP--ENR BEARINGS
457 1 K E/I EQUIP--ENR BELLOWS
458 13 K E/I EQUIP--ENR CALUTRONS
459 102 K E/I EQUIP--ENR CENTRIFUGES
460 26 K E/I EQUIP-ENR COMPONENTS
461 2 K E/I EQUIP--ENR DIFFUSION

462 13 K E/I EQUIP--ENR E/M UNITS
463 17 K E/I EQUIP-ENR ENDCAPS
464 1 K E/I EQUIP-ENR FACILITIES
465 14 K E/I EQUIP--ENR FREQUENCY CHANGERS
466 3 K E/I EQUIP--ENR LASER
467 1 K E/I EQUIP--ENR LASER UNITS

468 2 K E/I EQUIP-ENR MACHINERY
469 24 K E/I EQUIP--ENR MAGNETS



470 ii K E/I EQUIP ENR NOZZLE UNITS

471 6 K E/I EQUIP_ENR PUMPS
472 6 K E/I EQUIP_ENR ROTATING COMPO
473 2 K E/I EQUIP ENR ROTOR TUBES

474 2 K E/I EQUIP ENR ROTORS
475 2 K E/I EQUIP ENR STATIC COMPONE
476 142 K E/I EQUIP ENR TECHNOLOGY
477 5 K E/I EQUIP ENR VACUUM SYSTEMS

478 21 K E/I EQUIP ENR VALVES
479 i0 K E/I EQUIP ENR VORTEX UNITS
480 68 K E/I EQUIP FABR
481 1 K E/I EQUIP FABR COMPONENTS
482 2 K E/I EQUIP FABR FACILITIES
483 62 K E/I EQUIP FABR TECHNOLOGY
484 15 K E/I EQUIP HW
485 I0 K E/I EQUIP HW COMPONENTS
486 2 K E/I EQUIP HW PLANTS
487 3 K E/I EQUIP HW TECHNOLOGY
488 182 K E/I EQUIP NUC REL
489 30 K E/I EQUIP NUC REL ELECTRONICS
490 1 K E/I EQUIP NUC REL FOR R&D
491 1 K E/I EQUIP-NUC-REL ISOT.
492 2 K E/I EQUIP NUC REL ISOT. FACILITIES
493 1 K E/I EQUIP--NUC-REL ISOT. HANDLING

494 8 K E/I EQUIP-NUC-REL RADWASTE
495 83 K E/I EQUIP-NUC-REL RADWASTE FACILITIES

496 26 K Eli EQUIP_ORE
497 1 K E/I EQUIP_ORE CONCENTRATE FACILITIES
498 1 K E/I EQUIP ORE FACILITIES

499 22 K E/I EQUIP_ORE MILLING
500 24 K E/I EQUIP_ORE MINING
501 1 K E/I EQUIP ORE PROCESSING
502 1 K E/I EQUIP ORE PURIFICATION

503 1 K E/I EQUIPZORE U308
504 1 K S/I EQUIP ORE U308 FACILITIES

505 878 K E/I EQUIP REACT
506 108 K E/I EQUIP REACT ADVANCED
507 1 K E/I EQUIP-REACT ASSEMBLIES
508 3 K E/I EQUIP REACT CHARGING
509 14 K E/I EQUIP--REACT CLADDING
510 17 K E/I EQUIP REACT COMPONENTS
511 1 K E/I EQUIP--REACT CORE
512 10 K E/I EQUIP--REACT FBR

513 68 K E/I EQUIP--REACT HWR
514 263 K E/I EQUIP--REACT LWR
515 837 K E/I EQUIP--REACT POWER
516 7 K E/I EQUIP--REACT PUMPS
517 58 K E/I EQUIP--REACT RESEARCH
518 16 K E/I EQUIP--REACT RODS CONTROL
519 21 K E/I EQUIP--REACT SIMULATORS
520 391 K E/I EQUIP--REACT TECHNOLOGY
521 6 K E/I EQUIP--REACT TUBES
522 167 K E/I EQUIP-REACT TURBINES
523 13 K E/I EQUIP--REACT VESSELS
524 4 K E/I EQUIP--REACT ZR TUBES

525 57 K E/I EQUIP-REPR
526 4 K E/I EQUIP-REPR COMPONENTS
527 16 K E/I EQUIP-REPR HOT CELLS
528 1 K E/I EQUIP--REPR STORAGE VESSELS
529 40 K E/I EQUIP-REPR TECHNOLOGY
530 13 K E/I EQUIP--STOR
531 11 K E/I EQUIP--STOR SPENT FUEL



532 3 K E/I EQUIP STOR TECHNOLOGY
533 385 K E/I MATER-
534 63 K E/I MATER D USE
535 1 K E/I MATER D USE ALLOYSm

536 2 K E/I MATER D USE ALUMINIUMm

537 ii K E/I MATER D USE BERYLLIUM
538 2 K E/I MATER-D--USE BORON
539 i K E/I MATER D USE CHEMICALS
540 1 K E/I MATER D USE CRUCIBLES
541 I K E/I MATER D USE DEUTERIUM
542 7 K E/I MATER D USE FIBROUSm

543 3 K E/I MATER D USE FILAMENTARY
544 2 K E/I MATER D USE HAFNIUM
545 2 K E/I MATER-D--USE ISOTOPES
546 i K E/I MATER D USE LITHIUM
547 22 K E/I MATER D USE MARAGING STEELw m

548 2 K E/I MATER D USE NICKEL
549 1 K E/I MATER-D--USE RADIOACTIVE
550 i K E/I MATER D USE RED MERCURY
551 1 K E/I MATER D USE SPENT FUEL
552 14 K E/I MATER D USE TRITIUM
553 1 K E/I MATER-D--USE TUNGSTEN
554 1 K E/I MATER D USE WEAPONS
555 ii K E/I MATER D USE ZIRCONIUM
556 363 K E/I MATER NUC
557 1 K E/I MATER-NUC CONCENTRATE
558 37 K E/I MATER NUC FUEL

559 22 K E/I MATER NUC PU
560 53 K E/I MATER NUC SPENT FUEL
561 7 K E/I MATER-NUC TH
562 233 K E/I MATER-NUC U
563 44 K E/I MATER NUC U CONCENTRATE
564 7 K E/I MATER-NUC U DU
565 39 K E/I MATER-NUC U HEU
566 92 K E/I MATER NUC U LEU
567 7 K E/I MATER-NUC U MOX !
568 50 K E/I MATER-NUC U NU
569 5 K E/I MATER-NUC U ORE
570 5 K E/I MATER-NUC U OXIDES
571 1 K E/I MATER-NUC U PU
572 49 K E/I MATER-NUC U U308

573 13 K E/I MATER-NUC U UF4/UF6
574 4 K E/I MATER NUC U WEAPONS

575 7 K E/I MATER-NUC WASTE
576 19 K E/I MATER-NUC REL
577 1 K E/I MATER-NUC--REL ISOT.
578 1 K E/I MATER-NUC-REL ISOT. RADIACTIVE
579 1 K E/I MATER-NUC-REL ISOT. RARE EARTH

580 17 K E/I MATER-NUC-REL RADWASTE -
581 40 K E/I MATER-SPEC

582 16 K E/I MATER-SPEC GRAPHITE
583 28 K E/I MATER-SPEC HEAVY WATER
584 1 K E/I MATER-SPEC ZIRCONIUM

585 70 K E/I _IRAQ-SUMMARY
586 68 K EXP. ARGENTINA
587 18 K EXP. AUSTRALIA
588 2 K EXP. AUSTRIA
589 35 K EXP. BELGIUM
590 39 K EXP. BRAZIL

591 2 K EXP. BULGARIA
592 117 K EXP. CANADA
593 1 K EXP. CHILE



594 55 K EXP. CHINA
595 18 K EXP. CZECHOSLOVAKIA
596 1 K EXP. DENMARK
597 1 K EXP. EGYPT
598 3 K EXP. EUROPE
599 13 K EXP. FINLAND
600 250 K EXP. FRANCE
601 2 K EXP. GDR
602 475 K EXP. GERMANY
603 2 K EXP. HONG KONG
604 6 K EXP. HUNGARY
605 2 K EXP. IAEA
606 8 K EXP. INDIA
607 26 K EXP. IRAQ
608 1 K EXP. ISRAEL
609 32 K EXP. ITALY
610 iii K EXP. JAPAN
611 3 K EXP. KAZAKHSTAN
612 3 K EXP. KOREA/NORTH
613 13 K EXP. KOREA/SOUTH
614 1 K EXP. LIECHTENSTEIN
615 1 K EXP. LITHUANIA
616 1 K EXP. LUXEMBOURG
617 2 K EXP. MOZAMBIQUE
618 3 K EXP. NAMIBIA
619 5 K EXP. NETHERLANDS
620 3 K EXP. NIGER
621 17 K EXP. NORWAY
622 ii K EXP. PAKISTAN
623 1 K EXP. PERU
624 1 K EXP. PHILIPPINES
625 2 K EXP. POLAND
626 3 K EXP. PORTUGAL
627 3 K EXP. ROMANIA
628 24 K EXP. RUSSIA
629 1 K EXP. SEYCHELLES
630 7 K EXP. SOUTH AFRICA
631 28 K EXP. SPAIN
632 65 K EXP. SWEDEN
633 45 K EXP. SWITZERLAND
634 i0 K EXP. TAIHAN
635 4 K EXP. TURKEY
636 109 K EXP. UK
637 1 K EXP. UKRAINE
638 1 K EXP. UNITED ARAB EMIRATES
639 6 K EXP. UNKNOWN STATE

640 2 K EXP. URENCO
641 526 K EXP. USA
642 58 K EXP. USSR
643 1 K EXP. UZBEKISTAN
644 6 K EXP. YUGOSLAVIA

645 3 K FAC_EQUIP_NUC
646 2 K FAC_EQUIP_NUC ENRICHMENT
647 2 K FAC_EQUIP NUC SPECIFIED
648 1 K FAC_EQUIP_NUC WEAPONS
649 1251 K FAC NFC
650 1 K FAC NFC MILITARY
651 58 K FAC NFC CONV
652 1 K FAC NFC CONV OXIDES
653 41 K FAC NFC CONV U

654 7 K FAC NFC CONV U METAL
655 7 K FAC NFC CONV U U308



656 27 K FAC NFC CONY U UF4/UF6
657 19 K FAC-NFC-CONV U UO2/UO3J

658 56 K FAC NFC ENR
659 24 K FAC NFC ENR CENTRIFUGE
660 3 K FAC NFC ENR CHEMICAL

m

661 14 K FAC NFC ENR DIFFUSION
662 2 K FAC NFC ENR ELECTROMAGNETIC
663 6 K FAC NFC ENR LASER8

664 12 K FAC NFC ENR MILITARY
665 2 K FAC NFC ENR NOZZLE
666 2 K FAC NFC ENR VORTEX
667 i K FAC NFC ENR WEAPONS
668 100 K FAC NFC FABR

669 1 K FAC NFC FABR ALLOYS i
670 1 K FAC NFC FABR MILITARY
671 4 K FAC NFC FABR OXIDES
672 6 K FAC NFC FABR PU

e

673 2 K FAC NFC FABR PU OXIDES
674 83 K FAC NFC FABR U
675 1 K FAC NFC FABR U ALLOYS
676 1 K FAC NFC FABR U HEU
677 30 K FAC NFC FABR U LEU
678 9 K FAC NFC FABR U MOX
679 18 K FAC NFC FABR U NU

m

680 10 K FAC NFC FABR U OXIDES
681 25 K FAC NFC HW
682 1 K FAC NFC HW ELECTROLYZE

683 2 K FAC NFC HW MILITARY
684 242 K FAC NFC OREo

685 9 K FAC NFC ORE CONVERSION
J m

686 2 K FAC NFC ORE FERTILIZERSw

687 184 K FAC NFC ORE MILLS
688 62 K FAC NFC ORE MINES
689 24 K FAC NFC ORE PHOSPHATES
690 29 K FAC NFC ORE PROCESSING
691 1 K FAC NFC ORE TH
692 208 K FAC NFC ORE U
693 3 K FAC NFC ORE U U308
694 755 K FAC NFC POWER
695 15 K FAC NFC POWER AGR
696 139 K FAC NFC POWER BWR
697 41 K FAC NFC POWER CANDU
698 24 K FAC NFC POWER FBR
699 48 K FAC NFC POWER GCR

700 6 K FAC NFC POWER HTGR
701 3 K FAC NFC POWER HWGCR
702 12 K FAC NFC POWER HWR
703 46 K FAC NFC POWER LWGR
704 72 K FAC NFC POWER LWR

705 13 K FAC--NFC--POWER MAGNOX
706 33 K FAC NFC POWER MILITARY
707 I K FAC NFC POWER OMR
708 64 K FAC NFC POWER PHWR
709 34 K FAC--NFC--POWER PU PRODUCTION
710 382 K FAC NFC POWER PWR
711 18 K FAC NFC POWER RBMK
712 1 K FAC NFC POWER SUBMARINES
713 1 K FAC NFC POWER T PRODUCTION
714 71 K FAC NFC REPR

715 1 K FAC NFC REPR AGR
716 5 K FAC NFC REPR FBR
717 3 K FAC NFC REPR GCR



718 1 K FAC NFC REPR HOT CELLS
719 8 K FAC NFC REPR HWR
720 5 K FAC-NFC-REPR LABORATORIES
721 19 K FAC NFC REPR LWR
722 2 K FAC-NFC-REPR MAGNOX
723 2 K FAC-NFC-REPR METAL
724 16 K FAC-NFC"REPR MILITARY
725 7 K FAC-NFC-REPR MOX
726 2 K FAC NFC REPR MTR
727 30 K FAC-NFC-REPR OXIDES
728 20 K FAC--NFC-REPR REACTORS
729 15 K FAC-NFC-REPR SPENT FUEL
730 1 K FAC NFC REPR TH
731 6 K FAC-NFC-REPR WEAPONS
732 71 K FAC NFC STOR
733 50 K FAC NFC STOR AFR
734 3 K FAC NFC STOR ARS
735 18 K FAC--NFC-STOR DRY
736 3 K FAC-NFC-STOR FRESH FUEL
737 6 K FAC-NFC-STOR MATERIAL
738 2 K FAC-NFC-STOR MILITARY
739 1 K FAC-NFC--STOR PLUTONIUM
740 1 K FAC-NFC-STOR REPOSITORY
741 53 K FAC-NFC-STOR SPENT FUELw m

742 6 K FAC NFC STOR U
743 5 K FAC-NFC-STOR WASTE
744 1 K FAC NFC WASTE

745 2 K FAC--NFC-WASTE LLW
746 809 K FAC NUC REL
747 25 K FAC--NUC--REL ACCELERATORS
748 1 K FAC-NUC-REL BE PRODUCTIONm

749 223 K FAC NUC REL CHEMISTRY
750 1 K FAC NUC REL COMPRESSORS
751 12 K FAC-NUC-REL COMPUTERS
752 39 K FAC NUC REL COMPUTING
753 ii K FAC NUC REL CONSULTING

754 7 K FAC NUC REL DEUTERIUM
755 18 K FAC-NUC-REL D USE

756 18 K FAC NUC REL D USE EQUIPMENT
757 24 K FAC NUC REL D USE MATERIAL
758 168 K FAC NUC REL ELECTRONICS
759 395 K FAC NUC REL ENERGY
760 132 K FAC NUC REL ENGINEERING
761 46 K FAC NUC REL FUSION
762 i K FAC NUC REL HAFNIUM
763 33 K FAC NUC REL ISOTOPES
764 67 K FAC NUC REL LASER
765 6 K FAC NUC REL LITHIUM
766 109 K FAC NUC REL MATERIAL
767 98 K FAC NUC REL MEDICAL
768 19 K FAC NUC REL METALLURGY

w

769 18 K FAC NUC REL MILITARY
770 9 K FAC NUC REL MINERALS

771 15 K FAC NUC REL MINING
772 5 K FAC NUC REL ORE
773 170 K FAC NUC REL PHYSICS
774 63 K FAC NUC REL PLASMA
775 753 K FAC NUC REL R&D
776 689 K FAC NUC REL R&D CENTRES

777 21 K FAC NUC REL RADWASTE
778 743 K FAC NUC REL RESEARCH

779 28 K FAC NUC REL RESOURCES



780 29 K FAC NUC REL SPACE

781 2 K FAC-NUC-REL SPECIAL STEEL
J

782 12 K FAC NUC REL TRAINING

783 ii K FAC-NUC--REL TRITIUM

784 171 K FAC-NUC-REL UNIVERSITIES

785 2 K FAC-NUC-REL WASTE

786 1 K FAC-NUC-REL WEAPONS

787 ii K FAC-NUC-REL ZR PRODUCTION

788 16 K FAC-NUC-REL ZR TUBING

789 98 K FAC R&D

790 99 K FAC R&D CENTRES

791 2 K FAC R&D CONVERSION

792 ii K FAC R&D ENRICHMENT

793 15 K FAC-R&D FABRICATION

794 6 K FAC R&D MILITARY

795 47 K FAC R&D NFC

796 88 K FAC R&D NUCLEAR

797 19 K FAC-R&D NUCLEAR TECHNOLOGY

798 1 K FAC-R&D ORE PROCESSING

799 54 K FAC R&D REACTORS

800 9 K FAC R&D REPROCESSING

801 1 K FAC R&D STORAGES

802 i0 K FAC R&D TECHNOLOGY

803 ii K FAC R&D WASTE

804 592 K FAC R REACT

805 26 K FAC R REACT ARGONAUT

806 54 K FAC R REACT ASSEMBLIES

807 54 K FAC R REACT CRITICAL

808 32 K FAC R REACT FAST

809 5 K FAC R REACT GAS

810 22 K FAC R REACT GRAPHITE

811 41 K FAC R REACT HEAVY WATER

812 66 K FAC R REACT HOMOGENEOUS
813 ii K FAC R REACT IRT

814 2 K FAC R REACT ISOTOPE PRODUCTION

815 15 K FAC R REACT LIGHT WATER

816 2.6 K FAC R REACT MILITARY

817 140 K FAC R REACT POOL

818 2 K FAC R REACT PULSE

819 9 K FAC R REACT SLOWPOKE

820 2 K FAC R REACT SUPPLY

821 72 K FAC R REACT TANK

822 29 K FAC R REACT TEST

823 61 K FAC R REACT TRIGA

824 2 K FIRMS D USE TECHNOLOGY

825 70 K FIRMS IRAQI SUPPLY
826 17 K FIRMS NFC

827 1 K FIRMS NFC CONV

828 2 K FIRMS NFC CONV PLANTS

829 2 K FIRMS NFC ENR

830 1 K FIRMS NFC ENR CENTRIFUGES

831 1 K FIRMS NFC ENR LASER
m

832 3 K FIRMS NFC ENR PLANTS
833 5 K FIRMS NFC EXPORT

834 3 K FIRMS NFC FUEL FABRICATION

835 1 K FIRMS NFC MATERIAL

836 2 K FIRMS NFC MINES

837 1 K FIRMS NFC ORE

838 6 K FIRMS NFC POWER REACTORS

839 2 K FIRMS NFC REACTOR EQUIPMENT
840 1 K FIRMS NFC REACTOR INTERNALS

841 1 K FIRMS NFC REACTOR TURBINES



I
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842 4 K FIRMS NFC SUPPLY

843 5 K FIP,MS NFC TECHNOLOGY

844 119 K FIRMS NUC REL

845 8 K FIRMS NUC REL CHEMISTRY
w

846 1 K FIRMS NUC REL COMPRESSORS

847 1 K FIRMS NUC REL COMPUTERS

848 1 K FIRMS NUC }tEL CONSTRUCTIONw

849 2 K FIRMS NUC REL CONSULTING

850 1 K FIRMS NUC REL CONTROL SYSTEMS

851 6 K FIRMS NUC-REL ELECTRONICS

852 92 K FIRMS NUC REL ENERGY

853 8 K FIRMS NUC REL ENGINEERING

854 1 _[ _IRMS NUC REL EQUIPMENT
855 1 K FIRMS NUC REL ISOTOPES

856 6 K FIRMS NUC REL MATERIAL

857 5 K FIRMS NUC REL R&D

858 14 K FIRMS NUC REL RESEARCH

859 4 K FIRMS NUC-REL RESOURCES

860 ii K FIRMS NUC REL SUPPLY

861 1 K FIRMS NUC REL WASTE HANDLING
o

862 12 K FIRMS SUPPLY

863 12 K FIRMS SUPPLY IRAQ
864 12 K FIRMS TRADE

865 4 K IMP, ALBANIA

866 17 K IMP. ALGERIA

867 51 K IMP, ARGENTINA

868 Ii K IMP. AUSTRALIA

869 4 K IMP. AUSTRIA

870 2 K IMP, BANGLADESH

871 49 K IMP. BELGIUM

872 1 K IMP, BOLIVIA

873 i00 K IMP, BRAZIL

874 6 K IMP, BULGARIA
875 24 K IMP, CANADA

876 1 K IMP, CHILE

877 92 K IMP. CHINA

878 1 K IMP. CUBA

879 34 K IMP. CZECHOSLOVAKIA

880 1 K IMP. ECUADOR

881 12 K IMP, EGYPT

882 1 K IMP, EURATOM

883 1 K IMP. EUROPE

884 36 K IMP. FINLAND

885 121 K IMP. FRANCE

886 12 K IMP. GDR

887 187 K IMP. GERMANY f
888 4 K IMP. HONG KONG

889 41 K IMP. HUNGARY

890 43 K IMP. INDIA

891 16 K IMP. INDONESIA

892 74 K IMP. IRAN

893 258 K IMP. IRAQ
894 20 K IMP. ISRAEL

895 21 K IMP. ITALY

896 145 K IMP. JAPAN

897 2 K IMP. KAZAKHSTAN

898 17 K IMP. KOREA/NORTH
899 135 K IMP. KOREA/SOUTH
900 14 K IMP. LIBYA

901 3 K IMP. LIECHTENSTEIN

902 7 K IMP. LITHUANIA

903 II K IMP. MEXICO



i0

904 6 K IMP. MOROCCO

905 1 K IMP. NAMIBIA

906 14 K IMP. NETHERLANDS

907 1 K IMP. NIGERIA

908 1 K IMP. NORWAY
909 75 K IMP. PAKISTAN

910 i0 K IMP. PERU

911 12 K IMP. PHILIPPINES

912 1 K IMP. POLAND

913 16 K IMP. ROMANIA

914 18 K IMP. RUSSIA

915 4 K IMP. SAUDI ARABIA

916 1 K IMP. SEYCHELLES

917 1 K IMP. SINGAPORE

918 31 K IMP. SOUTH AFRICA

919 63 K IMP. SPAIN

920 1 K IMP. SUDAN

921 35 K IMP. SWEDEN

922 54 K IMP. SWITZERLAND

923 ii K IMP. SYRIA

924 79 K IMP. TAIWAN

925 3 K IMP. THAILAND

926 19 K IMP. TURKEY

927 91 K IMP. UK

928 5 K IMP. UKRAINE

929 1 K IMP. UNITED ARAB EMIRATES

930 3 K IMP. UNKNOWN STATE

931 1 K IMP. URUGUAY

932 243 K IMP. USA

933 73 K IMP. USSR

934 13 K IMP. YUGOSLAVIA

935 2 K IMP. ZAIRE

936 3 K LEGISLATION AUTHORITIES

937 17 K LEGISLATION EXPORTS

938 1 K LEGISLATION LAW

939 1 K LEGISLATION LICENSING

940 1 K LEGISLATION NUCLEAR

941 13 K LEGISLATION NUCLEAR TRADE
942 3 K LEGISLATION ORGANIZATION

943 1 K LEGISLATION POLICIES

944 56 K MATERIAL

945 i0 K MATERIAL BERYLLIUM

946 7 K MATERIAL DEUTERIUM

947 306 K MATERIAL GRAPHITE

948 163 K MATERIAL HW

949 9 K MATERIAL LEU

950 4 K MATERIAL LITHIUM

951 113 K MATERIAL PU

952 2 K MATERIAL PU METAL

953 6 K MATERIAL PU OXIDES

954 6 K MATERIAL PU PUO2

955 7 K MATERIAL PU WEAPONS

956 6 K MATERIAL SPENT FUEL

957 I0 K MATERIAL TH

958 1 K MATFRIAL TH ORE

959 ii K MATERIAL TRITIUM

960 1495 K MATERIAL U

961 1 K MATERIAL U ALLOYS
962 2 K MATERIAL U DU

963 269 K MATERIAL U HEU

964 818 K MATERIAL U LEU

965 22 K MATERIAL U METAL



ii

966 45 K MATERIAL U MOX

967 236 K MATERIAL U NU
968 35 K MATERIAL U ORE

969 148 K MATERIAL U OXIDES

970 12 K MATERIAL U OXIDES MOX

971 1 K MATERIAL U OXIDES NU

972 13 K MATERIAL U U308

973 7 K MATERIAL U UCL4

974 3 K MATERIAL U UF4

975 20 K MATERIAL U UF6

976 80 K MATERIAL U UO2

977 3 K MATERIAL U UO3

978 2 K MATERIAL U UO4

979 2 K MATERIAL U WEAPONS

980 26 K MATERIAL ZIRCONIUM

981 476 K NON PROL

982 1 K NON PROL DISARMAMENT

983 64 K NON--PROL POLICIES

984 300 K NON PROL SG

985 280 K NON PROL SG AGR

986 224 K NON PROL SG AGR IAEA
987 129 K NON--PROL SG AGR--NPT

988 36 K NON PROL SG AGR PA

989 48 K NON PROL SG AGR STA

990 19 K NON PROL SG AGR TLC

991 35 K NON PROL SG AGR US

992 1 K NON PROL SG CLAND.

993 1 K NON--PROL SG CLAND. ACTIVITIES

994 1 K NON--PROL SG CLAND. FACILITIES

995 1 K NON--PROL SG CLAND. MATERIAL

996 2 K NON PROL SG DIVER.

997 2 K NON-PROL SG DIVER. EQUIPMENT

998 1 K NON--PROL SG DIVER. TECHNOLOGY
D

999 2 K NON PROL SG IAEA

i000 1 K NON PROL SG INCONSISTENCIES

I001 5 K NON PROL SG NEGOTIATIONS

1002 1 K NON PROL SG NON COMPLIANCE
1003 48 K NON PROL SG POLICIES

1004 1 K NON PROL SG UNDEC.

1005 1 K NON PROL SG UNDEC. ACTIVITIES
1006 1 K NON PROL SG UNDEC. FACILITIES

1007 1 K NON PROL SG UNDEC. MATERIAL

1008 i0 K NON PROL SG UNDERTAKINGS

1009 174 K NON PROL TREATIES

I010 175 K NON PROL TREATIES ARMS CONTROL

I011 117 K NON-PROL TREATIES BW CONVENTION

1012 175 K NON--PROL TREATIES DISARMAMENT

1013 55 K NON PROL TREATIES ENMOD CONVION

1014 129 K NON PROL TREATIES GENEVA PROTOCOL

1015 32 K NON PROL TREATIES INHUMANE WEAPONS

1016 154 K NON PROL TREATIES NPT

1017 93 K NON PROL TREATIES OUTER SPACE

1018 175 K NON PROL TREATIES PTBT

1019 187 K NON PROL TREATIES RAROTONGA

1020 84 K NON PROL TREATIES SEABED

1021 120 K NON PROL TREATIES TEST BAN

1022 203 K NON PROL TREATIES TLATELOLCO

1023 174 K NON PROL TREATIES WEAPONS

1024 365 K ORGANIZ

1025 1 K ORGANIZATIONS NUCLEAR RELATED

1026 95 K ORGANIZ NUC

1027 i0 K ORGANIZ NUC CONSULTING
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1028 52 K ORGANIZ NUC COORDINATION

1029 2 K ORGANIZ NUC ENGINEERING
u

1030 52 K ORGANIZ NUC GOVERNMENT

1031 1 K ORGANIZ NUC INTERNATIONAL
m

1032 70 K ORGANIZ NUC MANAGEMENT

1033 15 K ORGANIZ NUC RELATED

1034 54 K ORGANIZ NUC RESEARCH

1035 49 K ORGANIZ NUC TECHNOLOGY

1036 273 K ORGANIZ NUC REL0

1037 35 K ORGANIZ NUC REL CONSULTINGw

1038 70 K ORGANIZ NUC REL COORDINATION

1039 102 K ORGANIZ NUC REL ENERGY
o

1040 i0 K ORGANIZ NUC REL ENGINEERING

1041 33 K ORGANIZ NUC REL GOVERNMENT
m

1042 2 K ORGANIZ NUC REL INTERNATIONAL

1043 70 K ORGANIZ NUC REL MANAGEMENT

1044 1 K ORGANIZ NUC REL MATERIAL
1045 1 K ORGANIZ NUC REL MILITARY

1046 2 K ORGANIZ NUC REL MINING

1047 2 K ORGANIZ NUC REL PHYSICS
m

1048 194 K ORGANIZ NUC REL RESEARCH

1049 16 K ORGANIZ NUC REL RESOURCES

1050 5 K ORGANIZ NUC REL TECHNOLOGY

1051 47 K ORGANIZ NUC REL UNIVERSITIES

1052 297 K PROGRAM NFC

1053 14 K PROGRAM NFC CONVERSION

1054 28 K PROGRAM NFC ENRICHMENT

1055 37 K PROGRAM NFC FUEL FABRICATION

1056 9 K PROGRAM NFC HEAVY WATER

1057 3 K PROGRAM NFC LWR MOX
m

1058 7 K PROGRAM NFC MILITARY

1059 3 K PROGRAM NFC ORE PROCESSING

1060 6 K PROGRAM NFC POLICY

1061 153 K PROGRAM NFC POWER REACTORS

1062 3 K PROGRAM NFC REACTORS

1063 42 K PROGRAM NFC REPROCESSING

1064 41 K PROGRAM NFC RESEARCH REACTORS

1065 78 K PROGRAM NFC WASTE PROCESSING

1066 5 K PROGRAM NFC WEAPONS

1067 21 K PROGRAM NUC REL

1068 7 K PROGRAM NUC--REL FUSION
1069 3 K PROGRAM NUC--REL ISOTOPES

1070 3 K PROGRAM NUC-REL MILITARY

1071 3 K PROGRAM NUC-REL SUBMARINES

1072 9 K PROGRAM NUC-REL WEAPONS

1073 64 K PROGRAM R&D--

1074 1 K PROGRAM R&D CONVERSION
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, Introduction

The IAEA is examining technical methods to support a possible broadened
safeguards regime. In particular, there is n_cent emphasis on enhancing the
Agency's ability to detect undeclared nuclear activities which should have been
declared under the terms of a comprehensive safeguards a[yeemcnt.
Approaches arc considered which involve assurance that there arc no llIldt,P,JlU:_
spent fuel reproccssing and/or enrichment activities in a State covered by a
comprehensive safeguards agreement.

The IAEA convened a Consultants Groupmeeting,held between 30 March and
2 April, 1993. The Agency was interested in collecting information relevant to
the followingtopics:

(a) the most sensitive and selective analytical methods for measunng the
chemical, elemental or isotopic signatures associated with the undeclared
production of high-enriched uranium (lIEU) or plutonium;

(b) theappropriatesamplingmethodsandqualityassurancerequi.mmentsfor
a programme of environmentalmonitoringaimed at the detectionand
characterisationoftheabovesignatures,includingtheeffectofconcealment
methods;

(c) the most appropriate methods which are available for handling and
evaluating data resulting from such measurements; and

(d) theavailabilityofexpertiseintheIAEA'sMember Stateswhichcouldbe
utilisedin the areasof training,provisionof analyticalservicesor the
developmentofenhancedanalyticalcapabilitieswithintheIAEA itself.

A total of 28 outside participants/observers attended the Consultants' Meeting;
approximately the same number of secretariat staff participated in the working
groups and/or the plenary meetings. The participants are listed in Annex 6.1.
The Scientific Secretary of the Meeting was Nix. R. Hooper, the Chairman was
Mr. G. Andrew from the UK.

In the course of the Consultants' Meeting 24 documents, as listed in Annex 6.2,
were distributed (prepared papers or copies of transparencies). These were the
basis for the technical presentations.

Following the general presentations, working groups were formed and asked to
concentrate onthethreetopics:

• detection of undeclared Pu production;
• detection of undeclared lIEU production; and
• development of IAEA in-house capabilities.



ParticipantsinthethreeworkinggroupsarelistedinAnnex 6.3.The following
'Term,_ofReference"wereprovidedbythesecretariat:

(a) What aretheenvironmentalsignaturesusociatodwiththedetectablesteps
inthe

• productionofPu;
• productionofHEU?

(b) V/hatsamplingand correspondinganalyticalmethodsareavailablefor
detectingandcharacterising(quantifying)thesesignanu'es?

!

(c) What arethelimitationsof thesesamplingand analyticaltechniques.
includingtheeffectof concealmentmeasures?What arethetrainingand
equipmentre,quirements?

(d) Whatarethedatahandlingandevaluationtechniquesavailable:

(e) How cantheIAEA make bestuseofthecapabilitiesintheMember States
and withintheIAEA toimproveitsenvironmentalsamplingand analytical
capabilities:



:. Overall Conclusions

2.1 Forbothrcprocessinganduraniumenrichmenta rangeof signaturesexist that in
principlewouldallowthedetectionof undeclaredactivity. For uranium
enrichment,theprimarysignaturewouldbe the detectionof disturbedisotopic
ratios. For thedetectionof reprocessingandnuclearfacilities a wide rangeof
signatures have been identified.

2.2 It is unlikely that detection of such signatures will aJwaysprovide unambiguous
identification of undecla,w,dactivity. It would, however, focus the anention of
the IAEA on particular sites or counu'ies and trigger further investigations.

2.3 In the context of the IAEA programme and likely resources, the most cost
effective, wide area monitoring approach would be based on the collection of
water samples and their analysis in the laboratory.

2.4 Fora samplingprogrammecloseto,orwithinafacility,thereisaver),high
probabilityofbeingabletoconfirmtheexistenceofundeclarednuclearactivity.
Theprobabilityofdetectionmay beatleastanorderofmagnitudelowerfora
longerrangeenvironmentalsamplingprogramme.

2.s Theprobabilityofsuccessofalong-rangemonitoringprogrammewouldbe
improvedifsupplementaryinformation(e.g.suppliedbyMember States)is
taken into account.

2.6 Itisrealisedthatsignificantenvironmentalmonitoringexperience,availablein
Member States,remainsunpublished.Ifaccesstothisinformationisgivento
theIAEA itwouldhelptheIAEA inselectinganddemonstrating(testing)the
mostsuitabletechniques.

2"7 Qualityassurancewillbeanessentialcomponentofanenvironmental
monitonngprogramme.Thiswillinclude:training,selectedlaboratories,
standardisedanddocumentedsampling,analysis,datamanagement,model
verificationandassessmentprocedures.

2.s The useofastructuredenvironmentalsamplingprogrammeaspartofroutine
safeguardsinspectionactivitieshasthepotennaltoprovideacosteffectiveand
valuablesourceofinformationontheactivitiesbeingundertaken,declaredor
otherwise,atnuclearfacilities.

2.9 AlthoughtheIAEA'sanalyticalfacilitiesinAustriaandatMonacoprovidea
valuableexistingresource,theydonotincludetheextensivecapabilitiesthat
wouldbeneededforthetypeofenvironmentalanalysisrequiredforsafeguards
applications.



Overall Recommendations

3.1 A rangeofdetailedrecommendationsfordevelopingtheIAEA's environmental
monitoringcapabilitieshavebeenidentified.Specificareaswhere furtherwork
isrecommended include:

• a criticalreviewofmethodsforsamplingand analysis;
• a review of currently available, relevant environmental data;

• development of a database including relevant environmental
background data and isotopic compositions indicative of uranium
and plutonium production;

• development of recommendations concerning the implementation
of short-and long-range environmental sampling techniques;

• the definition of training and QA programmes;
• a review of the availability of suitable reference material and where

necessary to develop new ones; and

• the definition of protocols for data management, mathematical
modelling and statistical analysis of environmental measurement
data.

3.2 The IAEA should supplement their own analytical resources with certain
specialised equipment and facilities. These include:

• an inductively coupled plasma mass specu'ometer,
• a clean-room facility; and

• screening instrumentation for the selection of sampling and
analysis sites.

Use should be made of the comprehensive range of analytical capabilities
available in Member States.

3.3 The IAEA should institutionalise the use of environmental monitoring as pan of
special inspections and consider its application in routine safeguards activities,
as outlined below.

3.4 Consideration should be given to the implementation of a multi-national trial for

short- and long-range monitoring on (a voluntary basis) as part of Member
States' support programme, to gain experience and build confidence in the use
of such techniques.



,. Suggested Next Steps

In consideringhow bestto furtherintegrateenvironmentalmonitoring
Icchniques into routine safeguards acriv/rles and spe,ci_ inspe,crions, the IAEA
should consider five "reference cases".

4.1 Case One: Special Inspections: Ad Hoc Monitoring.

In this case, it is assumed that the IAEA has some n_ason to susrw.ctpossible
undeclared nuclear activities at a particular site (which could be co-located with
a declared site). The IAEA has recently gained extensive experience with this
type of inspection scenario in Iraq and other countries. Therefore, next steps
should focus on operational details needed to institutionalise that experience,
including protocols for sampling and analysis, training and equipment
requirements, development of quality assurance/quality control programs and
data handling and evaluation procedures. The IAEA should draw on cost-free
expens and Member State support programs, as ne_ed, to provide assistance in
these areas.

4.2 Case Two: Undeclared Activities at Declared Sites: Routine Monitoring.

This case addresses the situation in which a declared facility is contained within
a larger site that is not subject to routine inspection. It is assumed that the IAEA
has no reason to suspect undeclared activities within that larger site. As pan of
its initiative to strengthen/streamline safeguards, the IAEA may wish to use
environmental monitoring/sampling close to or within sites to obtain added
assurance of the absence of undeclared activities. The IAEA's experience in
dealing with this type of scenario is rather limited. Therefore, further
conceptual studies are needed to:

1. analyse the cost/benefit trade-offs involved in trying to implement
monitoring sampling techniques as an additional safeguards measure; and
2. determine how such a monitoring/sampling program might be
implemented in practice.

4.3 Case Three: Water Sampling as a Wide Area Routine Monitoring
Technique.

The IAEA has gained some experience with this type of technique in h-aq. In
the context of ongoing SAGSI efforts tostrengthen/streamline safeguards by
gaining increased confidence in the absence of undeclared reprocessing
activities, the IAEA should assess the costs and benefits of implementing a
water sampling program as a wide area monitoring technique in other states. It
is suggested that the IAEA should also consider implementing a trial program in



onestate,wherecommercialnuclearfuelfacilitiesexist,possiblyaspartofits
R&D SupportProgramme.

44 Case Four: Air Sampling as a Wide Area Routine Monitoring Technique

The IAEA has essentially no experience with this type of sampling program.
Moreover, the costs associated with this type of program arc likely to be fairly
high, in comparison to water sampling, and there arc a host of complex issues to
be addressed. The IAEA should investigate suitable opportunities, including
existing national systems, for wide area sampling on a limited basis. For the
longer term, more extensive applications of air sampling as an area monitor
could be evaluated when experience from such a trial is available. Air sampling
may be especially important for wide range sampling of arid environments.

4.5 Case Five: Water, Soil, Biota, Vegetation and Air Samplin_onitoring
Anywhere in a State as a Wide Area Routine Monitoring Technique.

Sucha sampling/monitoringregimewouldallowa fullrangeofenvironmental
samples(water,soilair,etc.)tobetaken'anywhere'ina state,possiblyaspartof
a strengthenedinspectionprogramme. The resourcerequi.n:mentsfor
widespreadapplicationofthistypeofcomprehensivemonitoringregimewould
beverysubstantial.Experienceoftheother,moremodest,approacheswouldbe
necessarybeforeconsideringfurther.A cost/benefitanalysiswouldnccdtobe
undertakenandlegalquestions,forexampleovertheremovalofsamplesfrom
commercialpremises,wouldalsonccdtoberesolved.



WORKING GROUP REPORTS

5.1 WORKING GROUP 1 - DETECTION OF UNDECLARED
HEU PRODUCTION

lIEU processescan be identifiedthroughtheuse of routineenvironmental
monitoring.Regardlessofthechemicalformintheenvironment,thed_tection
of altered isotopic ratios in uranium is an unambiguous indicator that
enrichment activities have occurred. A comprehensive sampling plan is
essential to the success of environmental monitoring as applied to safeguards
activities.

s.1.1 INTRODUCTION

Threecaseswere definedwhich requiredifferentapproachesto detection
throughenvironmentalmonitoring.These are forundeclaredenrichment
activitiesin:

• a declaredfacility,
• anundeclaredfacilityataknown site,and
• anundeclaredfacilityatanunknownsite.

Severaltechnologieshavebeenusedforproductionofhighlyenricheduranium.
A firstsafeguardspriorityshouldbc detectionof HEU productionby the
technologieswithprovencapability,ofproducingHEU inquantitiessufficient
fortheassemb]yofnuclearweapons.Thesetechnologiesare:

• gaseousdiffusion;
• gascentrifuge;
• vortex tube and,

• electromagnetic isotope separation

Uranium mining operations could be carried out for production of power reactor
fuel and declarations of uraniummining activities are not requ_ed for full scope
safeguards states. Therefore detection of mining operations by environmental
monitoring is not a safeguards objective. Detection of conversion of uranium
oxide to UF6 is of interest as it indicates preparation for uranium enrichment
activities. Other separation technologies may use different feed materials and
different signatures must be identified for each separation technology to be
identified.

Thegroupdecidedto identifytheprocessstepsinvolvedinuraniumenrichment,
. thenlistthepossiblesignaturesfromeachstep.The groupdidnotspendtime

onuraniumminingormillingoperations.



5._.2 REFERENCE FACILITY

The IAEA considershighenricheduraniumasdirect-usenuclearmaterial.20%
enrichmentistakenasthefltmsholdvalue.Theamountofsuchmaterialneeded

toproducea nuclearexplosiveisassumedtobc25kg-thisamountisdefined
as a significant quantity.

For thepurposeof thediscussionsby theconsultants,itisassumed.,thata
referenceuraniumenrichmentfacilitydestinedto producehigh enriched
uranium,bc a facilitylargeenoughtojustproduce25 kg of 90% enriched
uraniumperyear.

Two situationsaretobedistinguished:

I. afacilityusingnaturaluraniumasafeed,and

2. a facilityusingrecycleduraniumasafeed.

The tablebelowshowstherelativematerialflowsassociatedwithsucha model

facility,operatingata capacityof6000 SWU/y witha tailsenrichmentof

0.25%.The calculationisbasedonidealcascadebehaviourandcanthusonly
yieldestimates.

TABLE $.1.I

Reference Facility' throughput for natural and recycled
uranium feed

Mg/h Case 1 Case 2

Feed 5615.1 4223.3

Product 28.8 35.3

Tails ,, 5586.2 4188.0

This facility is relatively small in terms of throughput and any material, once in
place, could be easily stored on site. When following enrichment mutes based

on UF6, commercially used feed and tails cylinders contain around 12 t of UF6.
Product cylinders would, in the case of 90% enrichment, have to be specially
designed to guard against the risk of criticality.

Because of the high enrichment to be achieved, gaseous diffusion plants may
not easily lend themselves to the scenario considered here, as substantial
accumulations of 90% enriched uranium could cause criticality problems.

Due to the small amounts of material to be handled at the reference facility,
containment of material during normal operation may be possible. HEPA-type
filters with high DFs and precautions regarding the facility location (such as

8
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locating the facility underground) may impede the detection of such facilities
even if measurements were made at close range.

• 5.1.3 KEY SIGNATURES

Uranium with isotopic abundances different from that of natural uranium is the
primary signature for lIEU production acdv/ties. In any separation technology
some enricheduraniumwillbe inevitablybe releasedw theenvironment.
Environmentalsamplestakenatornearanenrichmentfacilitycancontainsome
oftheenrichedmaterialalteringtheuraniumisotopicabundance.Analysisof
samplesofvegetation,waterand soilforuraniumisotopiccontentusinga
sensitiveanalyticaltechnique,suchasthermalionisationmass spectromeryis
recommendedastheprimarytechniqueforthedetectionofHEU production.

The samplingtechniquesand equipmentarerelativelysimpleand require
minimum resourcesfrom the IAEA. Analysisof the samplesrequires
sophisticatedanalyticalequipment,cleanlaboratories,skilledtechniciansand
developmentof standardsamplingand qualitycontrolprograms,and is
thereforerelativelyexpensivetoimplementon a largescale.The IAEA could
possiblyusemember stateresourcestosupplementtheIAEA resourcesfor
sampleanalysistoreducethecostofthesefunctionstotheAgency.Greater
detailonsamplingtechniquesisincludedlaterinthisreport.

5._.4 SECONDARY SIGNATURES

Table5.1.2liststhesecondarysignaturesforprocessesusingU'F6gas.

Intheconversionstep,onecouldlookforuranylfluoride,buttheisotopicratio
would notchangefrom uraniumore(i.e.,no fractionation).However,an
analyticalmethodthatyieldedoxidationstatesofatomicuraniumandfluoride,
suchasESCA (electronspectrometryforchemicalanalysis),couldbeusedto

identifytheuranylcompound.Itissuggestedthattheenvironmentalmonitoring
approachesusedintheKerr-MageeaccidentinOklahoma.U.S.A.bcreviewed.

Isotopicanalysisofuraniumisthebestchanceofdetectinguraniumenrichment.
The sensitivityofthemethodissufficienttodetecttheoperationifsamplescan
betakenincloseproximitytothefacility.

The groupidentifieda ncccltotesttheU isotopicsamplingand analysis
techniquesata pilotfacility.Inparticular,itwouldbchelpfultoknow how far
awaythesignaturecanbcidentified.

A uniquesecondarysignaturefor gas centrifugeplantscould be the
electromagneticnoisefrequencygeneratedwhen thecentrifugesareoperating.
Thissignaturecan shouldbe exploredas a possibleon sitetechniquefor
detectionofundeclaredactivitiesatdeclaredsites.



Other processes that do not use UF6 gas may emit other unique signatures.
These processes include atomic vapour laser isotope separation or other laser •
isotopic processes, andelectromagnetic isotope separation.

TABLE 5.1.2

SIGNATURES FROM ENRICHMENT PROCESSES USING UF_ GAS

Process Signature Sample Matrix Measurement
Techniquei,

Conversion UO2F2 Air, vegetation, soil ESCA

I-IF Air, capture gas in IC, SIE
impinger

F" Biota, water IC, SIE

UraniumConc. Vegetation,water TIMS

Enrichment UraniumIsotope Vegetation,water,soil, TIMS -
Ratios sediments,swipes
UO2F2 Swipes,vegetation ESCA

ESCA - Electron Spectrometry for Chemical Analysis
IC- I_onChromatography
SIE - Selective Ion Electrode

TIMS - Thermal Ionisation Mass Spectrometry

5.1.5 ENVIRONMENTAL SAMPLING PLAN

Prior to the dispatch of inspectors to the site of a suspected uranium enrichment
facility, a comprehensive environmental sampling plan should be developed on
the basis of a careful analysis of the expected types of facility operations, the
key environmental signatures, and the expected effects of the local
environmental characteristics on the dispersion and deposition of discharges.
This plan should not only address the expected signatures, but also the types and
locations of samples to be collected, and the most appropriate sample collection
techniques.

A carefulanalysisof thelocalenvironmentalcharacteristicssuch as the

climatology,topography,surfacewaterdrainageareas,andextentofvegetation
coverageisrequiredtodevelopaneffectivesamplinglocationplanthatwill
havethehighestchancefordetectingthebuildupofemissionswithinparticular
geographicalareas.ThisprocesswillinvolvethecollectionofexistingWMO
climatologicaldataoverthesurroundingregion,theacquisitionoftopographic
maps,descriptionsof thegeologyand theextentand typesof vegetation
coverage.Analysisof the climatologicaldatain conjunctionwith the

I0



topographic maps will help to derive the major wind flow patterns over the area
that will determine the most likely locations for collecting emissions in soil and
vegetation samples. /nspe_tion of the terrain maps will reveal the pertinent

• surface water drainage areas for defining the most suitable water and sediment
sampling locations.

s._.6 TYPES OF SAMPLES

The major wanspon mechanisms for uranium, on site and in the immediate
proximity, will be:

• air transport and deposition of particulate matter, and
• surfacewaterta'anspon.

Depositionsurfacesthatshouldbcconsideredforsamplingofair-transported
particles,andcorrespondingsamplingtechniques,aregivenintable5.1.3:

TABLE $.1.3

mun I lUll nl

Deposition Surface ,, Sample Type/Method

Interiorsurfaceswhereparticles Wipesample
accumulate

i i

Pineneedles,grasses,hairyleaves Vegetationorfaecalmatter,

,,, _-rabsample

Groundsurface Surfacesoilorroadsurface

sample.

Solubleand suspendeduraniummay bc transportedoffsiteby processwaste
waterstreams,naturalsurfacedrainage,andsurfacestreams.Sampletypesthat
shouldbccollectedinclude:

• bottomsediment;
• suspendedsediment,and
• water.

5.].'_ COLLECTION TECHNIQUES

Surfacewatersamples:Uraniumtransponedbywastewaterandrunoffcanbc
presentasdissolvedion,colloidal,suspendedsilt,orbottomsediment.Stream

andsurfacewatersamplingforuraniumanditsvariousisotopesshouldconsider
allofthesephases.
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Dissolved uranium can be collected as a grab sample from a surface water body.
A pre-cleaned, and acid treated, linear poly-ethylene bottle should be used to
collectandstorethesample.The watershouldbefilteredbeforecollectionto
removesuspendedsediment,asitmay actasa sinkforthedissolveduranium.
Conversely,thesedimentcanbeleftinanddigestedinthelaboratorywiththe
restof thewatersample. Dependingon the sensitivityof theanalytical
technique,itmay be necessarytoconcenwatethedissolveduraniumfroma
largevolumeofwater.Thismay beaccomplishedby pumpingortransferring
thewaterthrougha resinbed or exchangecolumn containinga selective
adsorbentforuranium.Pilotstudieswillneedtobeperformedbeforegoingto
thefieldtodeterminethety_ ofsorbentandvolumethroughput.

Suspendedsiltsand claysmay containabsorbedand precipitateduranium.
Thesesuspendedparticlescanbecollectedinsedimentnaps,whichmay beleft
unattendedinthestreamforperiodsofdays.Also,largevolumesofwater(the
volumewilldependonthesedimentloading)canbepumpe_ throughfiltersto
collectsuspendedwaterina shonerrimeframe. Siltsizeparticlescan be
effectivelycollectedonpaperorglassfibrefilters.However,a higherrelative
concentrationof uraniumwilllikelybe found._ clayand colloidalsized
particles.A micrometeror sub-micrometerfilter,eitherglassfibreor

membrane,canbeusedtocollectfinersediments.Claysarenominally2 timor

less,andcolloidswillrequirefilterporesizesdown to0.02}.tin.

Bottomsedimentsandoxidecoatingsonstreamrocksandgravelsserveassinks
foruraniumand otherheavymetals.Thesecan be collectedusinga drag
samplerorclam-shellsamplers.The bulkoftheuraniumwillbcpresentonthe
finersediments,so rocksand largeobjectscan be discarded.Ifno fine

sedimentsareavailable,thentheoxidecoatingsonrocksmay besampled.

5.1.s WIPES AND VEGETATION SAMPLES

Wipe media, which should be certified fr_e of nuclear material, are best
employed within the confines of facility buildings. Wipes of work areas,
process withdrawal points, ledges, or any location where an accumulation of
dust is likely or evident have the best chance of containing effluent
characteristic of facility operations. Wipes of outside surfaces are far less likely
to be of use. Many other media are preferable in that they are better
"concentrators" of facility discharges.

Vegetationcollectedintheimmediateenv'h'onsofa suspectfacilitycanyield
usefulinformation.Appropriatetypesofvegetationwouldincludepineneedles,
grasses,andleaves,particularlyhairyleaves,takingcaretoavoidtheinclusion

ofany soilwiththevegetationsample.,Individualvegetationsamples,aswith
anysamples,shouldbeisolatedimmediatelyandcollectedbydoublebagging.

Itisofutmostimportancetomaintainsampleintegrityinthecollectionof
samples.Greatcaremustbctakentoinsurethatsamplesarenotcontaminated
bythecollector,thesamplemedia,thesamplecontainer(andshippingprocess),
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the inital processing laboratory, or at any point along the sample custody chin
from collection until the sample is promcw,d within a clean analytical process
sm_am.

Some measures that will greatly reduce the likelihood of contamination include:

I. avoidance of the use of collectors who work in or have re,cenfly visited other
nuclear facilities;

2. acquisition and use of a single source of certified nuclear free wipe sampling
media;

3. immediate double-bagging of collected samples (as each is collected);

4. proper documentation of sample collection locations;

5. packaging and shipment procedures that avoid initial, intermediate, or final
destinations at nuclear related facilities;

6. initial processing (splitting) of samples (one at a time) at a certified clean
room (class 1O0or better) using properclean room techniques, and

7. implementation of standard reference procedures for the collection and
handling of samples.

5.1.9 FAECAL MATERIAL

Herbivores,whichgraze,arenaturalaccumulatorsofgrassand surfacesoils.
Sincethegutuptakeof uraniumisnothigh,most materialislikely,tobe
excreted.Suchfaecescouldcontainmaterialthathad beenpreviouslyaerially
depositedovera wide areaand thecollectionof thesemight givesome
indicationsofanenrichmentfacility.

The collectionoffaecesshouldbedirectlyintocleanplasticbags.No elaborate
storageprotocolisnecessary,otherthanensuringthattheplasticbagremains
sealed.Materialthatisdepositedontonon-vegetatedlandsurfacesmay bc
collectedforanalysis.A majorareaofsuchlandsurfacesconsistsofexposed
soil,whichwillhaveanaturaluraniumcontent.Depositedmaterialislikelyto
migrateintothesoil(intheabsenceofanthropogenicactivities)atrelauvely
slowratesand itisexpedienttomaximisetheareafrom whicha sampleis
collected,whilstminimisinghedepthtowhichthesampleistaken,withinthe
limitsofpracticality.Sincedepositedmaterialwillaccumulateon thesurface,

thesamplingofsub-surfacesoilforbackgrounduraniumispossiblebutcare
mustbetakentoavoidcross-contaminationwiththesurfacesoil.Soilcanbe
collectedusingtraditionalsoilcoringtubes.

13



5.1.10 SOIL SAMPLING

The natural uranium that is found in soils is likely to be associated with a range
of particle sizes. The possibility of soil sieving should be considered., since
deposited material is likely to be associated with small and intermediately sized
particles ('less than 50 micrometers, or silt- and clay-sized panicles). Such
sieving could result in a significant reduction in ._u-nple volume, whilst
maintaining the amount of sampled deposition.

Road dust has been found to contain quite high levels of various radionuclides
that have been deposited from the atmosphere. Pan of the reason for this is that
road dust includes a significant fraction that is soil from the very uppermost
surface layer. Such dust can also include material originating from passing
vehicles and there is the possibility of a spread of contamination from an
enrichment facility (although the probability of this is unlikely to be great and
will diminish significantly with increasing distance from a site). The collection
of road dust is a relatively straightforward task and this can be achieved for
quite large areas, without difficulty, by brushing into a sample container. The
possibility remains for sample concentration by sieving, as in the case of soil
sampling.

Inthecaseofbothsoilandroaddustsampling,noelaboratestorageprotocolis
necessaryand samplescan storedinplasticbags. However,plasticgloves
shouldbeworn and soilsamples,from depthsbetweenabout5 and 15 cm

shouldbetakenbeforesurfacesamples.Plasticglovesshouldbc changedat
everysamplinglocation.

5.1.11 ANALYTICAL TECHNIQUES

Accuratemeasurementsoftheisotopicabundancesof234U,235U, and 238U

necessary.These measurementsare typicallyperformedusingthermal
ionisationmass specn'omeo'ywith pulse-countingcapabiliuesthatpermit
analysisofnanogram-sizesamples.Any changein-'2_Uor:'35Uabundanceis

_cquivocai evidence that man-altered:!uranium is present. The ratio of 2NU to
U can provide some information about the type of enrichment technology

used. The presence of 236U would indicate the presence of uranium that had
beenexposedto a neutronflux.Separationofuraniumfromotherelements

beforeanalysisisnecessaryforhighsensitivityandprecision.Otheranalytical

techniqueswillberequiredforanalysisofsecondarysignaturessuchasUO2F2.
Descriptionsandapplicationsoftheseanalyticaltechniquesareincludedinthe
laboratoryworkinggrouprepon.
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s.2.12 CONCLUSIONS

I. Isotopicallyaltereduraniumistheprimarysig'natur¢forthedetectionofa
• highlyenricheduraniumproductionfacility.Uraniumconcentration,uranium

compounds,and othercompoundsand materialsassociatedwiththespecific
technology, or associated processes used arc important secondary signatures.

2. A comprehensive envimnmentaJ sampling plan, taking into account existing
geographical, meteorological, and hydrolo_cal data, should be developed. The
planshouldincludeata minimum standardsamplingprocedures,analytical
procedures,trainingprocedures,andaqualityassuranceplan.

3. Environmental samples collected in the immediate vicinity of the facility
have a high probability of' detecting lIEU production activities and related
activities. The highest probability of detection will be samples within the
facility;witha highchanceofsuccessusingsamplesofvegetation,soils,and
waterandsediments,withincloseproximity;and lowersuccessratesinwater
andsedimentsamplescollectedatd/stance.

4. Implementingsamplecollectiontechniqueswillrequireonlya minimum of
Agency'resources,oncea planisinplace.However,sampleprocessingand
analysiswillrequiregreatereffortandconsiderableresourcesforsuccess.

5._.13 RECOMMENDATIONS

1. The Agency,shouldconsidercollectionof environmentalsampleswithin
and around appropriate facilities during routine inspections to enhance
safeguards capability for detection of HEU production.

2. A workinggroupcomposedofMember Statesshouldbeconvenedbythe
Agency toevaluatethecapabilitiesofenvironmentalsamplingandanalysisasa
safeguardstoolfordetectionof undeclaredlIEU productionactivities.The
workinggroupcould:

• reviewthedatacurrentlyavailablefrommember stateenricheduranium
processingfacilities;

• determineneedsforadditionaldata;

• helpco-ordinatetakingandanalysingsamplesforadditionalsignaturesand
dataifrcquin_d;and

• providethe IAEA with n_commendationsfor actionsconcerning
implementationof environmentalsamplingtechniquesfor detectionof
undeclaredenricheduraniumprocessingactivities.
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s.5 WORKING GROUP 2- DETECTION OF
UNDECLARED PLUTONIUM PRODUCTION

The PlutoniumWorkingGroupconsideredthetypeofsignature,thecollection
of samples, the analytical technology, and the necessary quality assurance
neededforthedetectionof undeclate_Pu productionthroughenvironmental
monitoring. The group initiated its deliberations by defining a starting point as
the"reactor",continuingon to reprocessing,aftervariousfuelcoolingtimes,
and finally to an end Pu product created through conversion of the dissolved Pu
to a material ready for weapon manufacture.

S.2.1 UNDECLARED REACTOR OPERATIONS

Detectionofan undeclaredreactorby environmentalsamplingispossibleby
sampling short-livedatmosphericradioactivegases and transported
radionuclidesinsurfacewater(streams,rivers,lakes,oceans).Effectivenessof
detectiontechniquesdecreasewithdistancefromthereactor.On-siteandshort-

rangesamplingof short-livedfissiongasesiskey to thedetectionof an
undeclaredreactor,however,thereactormustbeoperating.Aqueouseffluents
containingtraceactivationand fissionproductsarealsoexcellentsourcesfor
effectiveon-siteand short-rangedetection.Aqueouseffluentsalsohavethe
advantageoflongrangedetectionbecauseoftheirtraceableand colurnnated

transport.Furthermorethereactordoesnothaveto beoperatingand many
effluentsignatureswillremainin thestreamsezLimentsforseveralyears
graduallymigratingdownstreamwheretheyconcentrateindepositedsediments
andaquaticbiota.

Tables5.2.1to5.2.3outlineavarietyofsignaturesandtheassociatr..dsampling
and detection technologies, their degree of effectiveness and cost.

Reactor fuel for the production of plutonium and target manufacture for the
production of tritium involves the use of material and machinery common to
other manufacturing industries with the exception of uranium and possibly
enriched lithium. Aqueous waste from such operations which may find its way
to surface water systems and is the primary source for short and long range
detection.

The costs involved with aqueous sampling are most reasonable and primarily
involve laboratory-based analysis. The extent of the analyses desired determine
the individual sample costs ($100 - $500 US per analysis). However, capital
equipment can be relatively expensive depending upon the degree of sensitivity
and selectivity required ($100,000 - $300,000 US). One very useful on-site tool
which combines a number of methods of analysis is the mobile laboratory which
has been demonstrated by Member States to be very effective (cost $750,000 -
$1,500.000 US).
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Table $.2,1
Detection or an Undeclared Reactor.

..... Signatures Sampling Anal)tic, el Effect. Cost ......
techniques techniques iveness

......... NO Counter' Measures ....

on Site ns.o.S., mobile racom h,g" h,g"
_H, J4C

•volatUeisotopes " aiq. scint
AO short.lived ACT, FP ,, nobleIlls'y,4:lel
Iong.liv_ ACT, IT' sample _ _-spec rood rood
AQ U, Pu isotopics sample coll.: chem., GC, high mod
Thermal s_g. * wipes lab. mud.

• effluents
• protectclothes

l0 km short.lived _ssson gues s mobile lab rachomen-y high rood
SH, J4C , T"SpeC
volabla isotopes • "_l-]liq scint
AQ short.lived ACT, FP • noble gas 7-det
AQ long-lived ACT, FP

AQ U, Pu isotopics sample coll. lab. anal. high rood
Thermal sig. • sucam water

....... • .....air filters

1.0_g "_l'l samplecoll. labanal. high mod

Range AQ shon.[ivedACT. FP • water
AQ long-lived ACT, FP

- AQ U,Pu isotopics

Thermal sig.

CounterMeasures

On Site sh0n.lJvc,dfissiongasesi' mobilelab rad)ome_' rood hlgh
_H, J4C

° _'HpccAQ long-livedACT, F'P " hq.scint
AQ U,Pu isotopics * noblegasy-clef

Thermalsig. samplescrtcn

samplecoll.,wipes
effluents

]0 _ "_H,l_C protectclothes_H sampler lab. ana]. mod rood
AQ long-livedACT, FP samplecoil:
AQ U,Pu isotopics • water
Thermal. * air filters

L,ong ' AQ long.hvedACT, FP samplecoil: labanal. rood. rood.

Range AQ U,Pu isotopics • water
Thermal

]-Reactoroperating
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Table $2.2

Reactor signatures

Reactor Type G Magnox HW BWR PWR CANDU
(LWC) (LWC)

Releases toair during normal rcactoroperation.

4XAr x X x x x x
,,

88K.r x x x x x x,J ,

85mKr x x x x x x

_Kr x x x x x x
133Xe x x x x x x

135Xe x x x x x x

14C X X x x x x

3H (HTO) x x X X x X

Releases to air due to fuel failure

132I X X X x x x

]_3I X X X x x x
]31I X X X x x x
129I x x x x x x

_Kr x x x x x x
.,,.

l°3Ru x x x x x x

IO6Ru x x x x x x
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Table 5.2.2 Continued

Reactor type G Magnox HW BWR PWR CANDU
• _WC) (LWC)

Releases tOwater

3I-I x x X x x X

Short-lived (<30 days) activation products

24Na x
56Mn x
64Cu x

,

76As x

51Cr x x x x
_Ge x

,, , ,.............

56_e x

32]3 X

239Np x x

Long-lived Activation Products (>30 days)

6°Co x x x x x
, ,m

_Co x x x x

_Co x
'65Zn x x

54Mn x x x x

46SC X

63Ni x
SSFe x
56Fe x ,,,
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Table $.2.2 Continued

Reactor type G Magnox HW BWR PWR CANDU

(LWC) ¢LWC)

Fuel Rod Storage/Failure

]MCs x x x x x xn .

13_Cs x x x x x x

137Cs x x x x x x

]32I x x x x x x

1331 x x x x x x

13]I x x x x x x

129I X X X X X X

I°3Ru x x x x x x

106Ru x x x x x x

95Zr x x x x x x

95Nb x x x x x x

141Ce x x x x x x

l_Ce x x x x x x

14°Ba x x x x x x

14°La x x x x x x

123°Np x x x x x x
238U x x x x x x

2_U x x x x x x

235U x x x x x x

236U x x x x x x

239pu x x x x x x

24°Pu x x x x x x

241pu x x x x x x

"'2'42pu x x x x x x

238pu x x x x x x

"_He X
,,,,,

CO, X X x

D_O X X

Thermal x x x x x x
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Table 5.2.3
SamplingTechniques

i

I,

On.site Mobile lab.
High Vol. Air:
• Filter;,
• Charcoal(Iodineisotopes);

• _ Liq. Scim.;
• Noblegases-compression/counting°

Sample screening:
• a-counting;
• 7-specn'ometry;
• PortableGC.

SampleCollection:
• wipes;
• effluents;

- filters;
- waters (withpreconcentration);

• protective clothing.

ShortRange (I0km) MobileLab.
HighVol.Air:
• Filter,

• Charcoal(Iodineisotopes);
• 3H Liq. Scint.;

' • Noble gases- compression/counting.

Sample Collection:
• High Vol. Air:

- Filter;
- Charcoal (Iodine isotopes);
- Vegetation;
- Soil;
- Sn-eamwater:

Above site
Below site

- Tritium, grab samples

Meteorology

Long Range Sample Collection:
• S_am water

Meteorologyii

21



5.2.2 UNDECLARED REPROCESSING OF IRRADIATED FUEL

Recovery of Pu from irradiatedfuel will, potentially, give rise to environmental
signatures,from boththeradioactiveand non-radioactiveoperations.Itis
assumed at this stage that environmental signatures will primarily arise from
gaseous discharges, rather than from a aqueous discharges. It is thought that for
small scale weapons manufacture liquid wastes will be stored and not
discharged. However, if liquid wastes are discharged, the fission and activation
products, as well as the actinides may find their way into the aqueous
discharges.

Recovery of Pu from irradiatedfuel involves three main stages:

• fueldismantlinganddissolution;
• separationandpurification,and
• conversion(fromnitratetometal).

Fuel dismantling and aqueous dissolution is likely to result in the release of
133Xeand SSK.r(unless cryogenic methods are employed), volatile rad/onuclides

129/131 14 3 I03/I06
such as I, C, H and Ru and possibly particulates derived from
fuel solutions.

Dissolution of metal fuels will result in releases over a period of a few hours.
With simple off-gas systems (condenser and scrubber only) the total inventory
of12_311,laC,133Xe andSSK.rwillbe r_leased,alongwitha smallfraction
(<I0"4)ofthe3H and z°3/l°6Ru(seeTable5.2.4).The 3H releasefactionis

uncertainatpresent.StorageoffuelforI-2yearspriortoreproccssingwould
effectivelyremove1311and'33Xe.

More elaborateoff-gassystems,employingnitricacidr_combination,caustic
scrubbingand HEPA filtrationwillfurtherreducethereleaseof

radionuclidesby 2-3ordersofmagnitude.Modestscaledissolutions(50kg)
usinganelaborateoff-gastreatmentsystem,may resuhindetectablereleasesof
129/1311,14C, 133Xe, 85Kr, 3H and I°3/106Ru (see Table 5.2.4).

The releaseof non-volatilefissionproductsand actinides,in theform of

aerosols,may occurtoa verymuch smallerextent.For a simpleoff-gas
treatmentsystemreleasesarelikelytobe intheregionof 10"s-10m. More
elaborateoff-gastreatmentsystemswillreducethereleaseof aerosolsto

e_ectively,,.,zero.ImP0nantnon-volatileradionuclidesinclude95Zr,9SNb,L.._/_._I 239/240/241
C.e, Cs and Pu (see Table 5.2.5). Storage of fuel for 2 years

prior to reprocessing would reduce potential release fractions for 93Nb, 93Zr by a
factor of approximately 190.
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Table $.2.4
Estimated Release Fractions from the

, Dissolution of Irradiated Fuel

i i ,i

Radio- Release fraction Estimated releL_ from a Estimatt.d release from

nuclide from a simple _) kg dissolution of a _) kg dissolution of

off-gas sysmem lO00MWd/t fuel using a lO00Mq'd/t fuel using a

conden._r/scrubber on'- more elaborate off.as
gas system. (l_q) _tem. (Bq)

1291 1 1.35 x 106 1.35 x 103

,,

131l l 4.45x 1013 4.45x 1010

14C I 7.20x 106 7.20x 103

SSK-r 1 6.00x 1011 6.00x ]011

133Xe ] 1.05 x 1014 1.05 x ]014

lo_ 2.55_]o_ 2.5__]o2
,J

103/106Ru 10 -4 1.55 x 109 1.55 x 106

°-
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Table $.2.S
Estimated Release of Non.Volatile Radionuclides

as Fuel Solution Droplets

IIIll I [ [[I [ [

Nuclide Estimated release (Bq) of non-volatile
radionuclides from a 50 kg dissolution of

1000MWd/t fuel assuming a release fraction
of 10"1°

9SZr 9500

95Nb 9500

99Tc 0.085 (1.3 x 10"l°g)
134Cs 60

135Cs 0.006

137Cs/Ba 600

1_Ce/Pr 6000

23Spu 0.04

239pu 9.0

24°pu 2.9

241pu 104 --

242pu 1.51 x 10_

241Am 0.12

11°mAs 0.72

5.2.3 SEPARATION AND PURIFICATION OF PU
i

l_hemical processes are likely to generate considerable quantifies of
paniculate material which would require removal by HEPA filtration, etc.
Releases of 1°3/1°6Ru and 129/131Iare likely to be very much lower than for
aqueous dissolution systems. Significant quantifies of 14C and 3H may be
released. There are good prospects for the application of cryogenic trapping of
the active noble gases. Small quantities of irradiated fuel will, potentially, be
released as fine aerosols. Precipitation processes are unlikely to result in clear
environmental signatures as the feed materials consist mainly of commonly
occurring inorganic materials.

With solvent extraction, although there is the potential for the release of
radionuclides, the main releases are likely to arise from the handling and
preparation of inactive feed materials. Important classes of extractants include:

secondary and tertiary amines with carbon chains of length Cs-C1.., organo-
phosphorus compounds, specifically phosphates and phosphonates _'_th carbon

24



chainstypicallyof lengthC4-C6,ketones(hexoneetc.)andsomeethers('Butex
and Trigly).Imponantdiluentsinclude:aromatichydrocarbonssuchasdi-
ethylbenzcnc(lowerflashpointaromatichydrocarbonsmightIx:tolerated),

• chlorinatedand brominatedhydrocarbonsand longchainnlkanes(dodecane,
odourlesskeroseneetc.).

52.4 CONVERSION OF PLUTONIUM NITRATE TO METAL

Conversion processes involving a pre..cipimfionstep may udlise.. .]-_02: HI,
I"L2C204.Theseprocessesrequire dynamic,dehydrationandca_cmauonpriorto
hightemperaturefluorinationwithl-IF.These_sscs willinevitablygiverise
tosignaturesfromparticulatereleases.DirectfluorinationwithI-IFwillalso
rcsuhin environmentalsignaturesfrom the hightemperaturedehydration
operationpriortocalciumreduction.The calciumhexaplutonatc(IV)process
doesnotrequirehightemperaturecalcinationordehydration,andmay therefore
n_suhina considerablyreducedenvironmentalsignatun:.Calciumreductionof

PuF_orPuF4toPumetalwillbecarriedoutina closedbomb and willprovide
mimmal releasesofPutotheenvironment.

5.2.5 SIGNATURES ARISING FROM REPROCESSING

Reprocessingoperationsarelikelytogiveclearenvironmentalsignatureswhich
should,inprinciple,bc easilydistinguishablefromreactoroperationand Pu

recoveryforfuelpurposes.The releaseof 85K,r/133Xeand 1291/13]ldunng
n_actoroperationwillbe distinctlydifferentfrom thatoccurringduring
reprocessing.The _7/cxratiowillalsobcverydifferent.Operationstoproduce
PufornuclearfuelandPuforweaponspurposeswillgivemarkedlydifferentPu
isotopicsignatures(fromtheconversionprocess).

The reprocessingtermisprocess-dependentand willthereforeencompassa
widerangeofactiveand inactivecomponents.The environmentalsignatures
willdependon thereleasefraction,plumetransportanddispersionand,inthe
caseoforganicmaterials,theirreactivityintheenvironment.

Environmentalsignaturesmay consistoftheradioactiveand non-radioa_:tivc
specieslistedbelow:

Radioactive:

• gaseousandvolatileproducts:SSK.r,133Xe,3H,14C,103/106gu;

• fuelderivedparticulates:95Zr,95Nb, 134/333/137Cs ' 14"4C..c,99Tc;

• 2 yearscoolingwilleffectivelyremove133Xeand1311bydecay,and

• conversionderivedparticulates:characteristicPuisotopic,24_Amand99Tc.
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Non-Radioactive:

• NOx from aqueous dissolution;

• secondary/tertiary amines with C chains Cs - Cs2;

• organo-phosphorus compounds (phosphates, phosphonatcs) with C chains
C4 - C6;

• diluents, such as CI aikanes, aromatic hydrocarbons,2
brominatect/chlorinatedhydrocarbons;

• reducingagentssuchassulphonate,hydroxylamine,and

• HI:,H202,(C204)2",12fromconversion.

5.2.6 ATMOSPHERIC TRANSPORT

The fateofatmosphericeffluentemissionsfrom a facilityisgovernedby a
combinationof physicaland chemicalpropertiesassociatedwiththecurrent
atmosphericconditionsaswellaswiththeemittedmaterial.The controlling
atmosphericpropertiesareassociatedwith:

I. theadvectiveprocesseswhichdeterminetherateofdownwindtransport
fromtheemissionpoint,and

2. thediffusiveprocessesduetoatmosphericturbulence,whichgovernsthe
rateofdilutionduringthedownwindtransportprocess.

The controllingphysicaland chemicalpropertiesof theemittedpanicleor
gaseousmaterialthatgoverntheireventualdistributionintheenvironment

includethe paniclesizedistributionand the chemicalstabilityin the
atmosphere.Thesepropertiesdeterminetherateof removalof thematerial

from theatmospheredue togravitationalsettlingofparticles,dry and wet
deposition,photo-dissociationdue to exposureto sunlight,hydrolysis,or
chemicalreactionswithotheratmosphericconstituents.Inordertopredictthe
relativeimportanceof theseprocessesindefiningthespatialand temporal
evolutionoftheemittedmaterialintheenvironmentfora givensituation,itis
necessaryto resortto the use of atmosphericdispersionmodellingin
conjunctionwithenvironmentalmeasurements.

5.2n SAMPLE COLLECTION

The transferof radionuclidesthroughenvironmentalpathwaysisstrongly
dependenton the natureof the radionuclideand the typeof discharge
(atmosphericoraquatic)and willdeterminethestrategyadoptedforsampling
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andanalysis.Atmosphericdischargescanbecategorisedaseitherparticulateor
gaseous,whilstaquaticdischargescanbroadlybe consideredeithersolubleor
insoluble,

5.2.8 WATER SAMPLING

A numberofparameterswillinfluencethepropertiesofthesampleand will
influencethesamplingandanalysismethodsused,theseshould,ifpossible,be
recorded:

• temperature;
• pH;
• salinity;
• dissolvedoxygenconcentration;
* suspendedparticleconcentrationandparticlesizedistribution;
• localtidal/hydrologicalconditionsand
• humicacidconcentration.

If the sampling is performed in river estuaries, sharp changes in the above
parameters can occur and precipitation of colloidal material can take place.
Sampling surface waters should involve collection of the water, particulate
materials as well as biota.

Water samples,forthedeterminationof metallicradionuclides,shouldbe

filteredthrough0.45_tmfilters(thenatureofthefiltermaterialdependingon

theanalyte),acidifiedwithHCI orHNO 30.2M andstoredatca.4"C butnot
frozen.Watersamplescanbe preconcentratedbeforeanalysisusingcation-
exchangeresins.The sampleshouldbeirradiatedwithUV lightinthepresence
of an oxidisingagentsuchas H202 in orderto destroyorgano-mctallic
complexeswhichmay bepresentinsolution.PTFE (teflon)containersshould
beusedafteranappropriatecleaningprocedure.

For volatileanalyzessuchas tritium,iodineand organics,glassor metal
containersshouldbeused.Watersamplescollectedfortritiumdetermination,

shouldbe storedinwellscaledcontainerssinceexchangewithatmospheric
tritiatedwatervapourcanreadilyoccur.Again,glassormetalcontainersshould
beused.

Caesium species can be extracted directly from sea water, using organic
adsorbents. For fresh waters, fibrous sorbents have been used in order to
concentrate radiocaesium from large volumes of water.

Biota should also be sampled since they are bioaccumulating species for
radioisotopes, as shown in Table 5.2.6, where the concentration factors for

different elements in three different organisms are reponed. For example, Sr is
more concentrated in fresh water organisms than sea water, a different trend is
shown for Cs and I. Suitable bioaccumulators include: seaweed (for 1291),filter
feeders (for actinides) and algae and molluscs (for 9°Sr_°C.a).
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Table 5,2.6
Concentrationfactors for selectedelements

in three typesoraquaticorganisms,

-- i i _ ,......... illil i i

Seawater Fr_shwator''
, ,,,,,,,

Element Seawee,d layette. Fish Seaweed layette. Fish
brates ...... brates,ill , , , ,,11,, , ,,

N_ 0.95 o.19 o.c_7 _oo _
M_ 0.77 0.7"7 0.77 , 1oo loo .so
I, z9__03 _.9__0'z?__0' _04 i0s _0s
S 0.44 0.44 .......1.7 I00 I00 750

K 26. 6.6 11 6"/0 830 103, ,,, ,,,,,

Ca 5. 13 0.5 130 330 40,,,, i , ,,J,,,

_C:r 2 x 103 2 x 103 400 ...... 40 20 40

Mn, 2 x 104 , 104,,, 600 104 4 x 104 100..........

Fe 5 x 104 2 x 104 3x 103 103 3.2x 103 100

,,, Co , 103 103 100 200 200 20

Ni 250 250 100 50 100 100

Cu ....]03 ].7x 103 670 ]03 103 200,i ,,, ,,,,,,

Zn 103 105 2 x 103 103 104 103

As 1.7x 103 , 330 330 1.7x 103 330 330

Sr 13 6.2 0.5 500 100 5

Y 5 x 103 103 .....25 5 x 103 103 25

,....Zr 2 x 103 20 200 103 6.7 3.3

Nb 103 10(2 3 x 104.... 800 100 3 x 104
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Table 5.2.6 Continued

i i ii i i i Jl ii iii iii

,Seawater Freshwater
• Element ....Scawee,d lnvene- Fish Seaweed ......lnvgne- Fish

bratcs bvates
i Li,tll i ,lll,i r i llll Jl i ill

M 0 ............... 1 0 ........... I 0 ! 0 10 3 eli' 1 0 1 0

RU 2 x,103 2x 103 10 200 .. 300 10....

^E 2oo. . 3,3xto3 3.3x t_ .... _x_ "no 2.3_ _

Cd _03 ......_.s,I: 3,1o3 !o3 2, I_ _
s, loo...... 1o3 3,,1c: !o2 _oo 3oo
1 4 x 103 50 !0 40 5 15

cs 20 20.... :30 S,o _oo...... 4oo,
Ba 500 100 10 500 200 ,4_, l, ,,

_ 5,,_o3 303 2s sxic:....Io3 :5
Ce 5 x 103 103 25 5 x 103 103 25,,, i ,, , i, i ,i

Ta i, i _O' i .... !._Xt: 3 X _0 4 S O0 I I 6"70 t 3 X !1,04

V'I..... 301 ii30 .... 30 iii].21,.XI03 .......!01 1 1.2x 103

Au 33 33 33 33 ......50 , 33

H_ 103 3.3x 104 1.7x 103 103 105 103, l ,,,, ,,,,, _ , i

_03 _03 ,3o0 200 , _ 3_,

P'6 2x103 2x 104 2x 103 j 2x103 2x104 50J

Ra ,, 10 I00 5 x 103 2.5x 103 250 , 50

Th 2 x ]03 104 1.5x 103 500 30

U 67 10 10 103 100 lO

PU 350 I00 3.5 350 I00 3.5,,,
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5.2.9 ATMOSPHERIC SAMPLING.

NoblegasessuchSSKrand133Xeareunreactiveandmostsamplingprocedures
arebasedon thecollectionofair-samplesinthefieldusingcompressorsor
adsorptiononactivatedcharcoalormolecularsieves.

Radio-iodinemay bepresentintheairbothinthevapourphaseaswellasin
particulateform.Air-borneparticulatesmay becollectedusingstaticwetordry
depositioncollectorsor high-volumeair-filtersemployingglassfibreor
polystyrene filters or cellulose ester membranes. Similar techniques can be used I
for the collection of the semi-volatile fission products Cs and Ru. Radio-iodine
vapour is usually trappedon activated charcoal or molecular sieves.

Tritiated water vapour and hydrogen gas are the most common forms of tritium
in the air, other forms of tritium which are naturally occurring being mtiated
methane and ethane. Collection of n'itiated water vapom"from the air is
commonly performed in the vicinity of nuclear reactors and nuclear fuel
reprocessing plants. Collection from air can be by: dilution, desiccation,
condensation or freezing.

5.2.10 ANALYTICAL TECHNIQUES

The analytical methods will divide into those applicable to the measurement of
the radionuclides, inorganic substances and organic signatures. For the shorter
lived nuclides counting methods will be most appropriate ct- and y-
spectrometries, 13-scintillation and proportional counting. The radiochemical
separation required and spectral resolution will depend on the individual isotope
and method details cannot be presented in this overview. As half-life increases
(approximately above 100 years) techniques such as mass spectrometry or
neutron activation analysis begin to have better limits of detection than the
radiometric methods. This greater sensitivity may not be of use if high
background levels are present and mass spectrometry may complement
radiometric methods for isotope ratio measurements. For example, the
239pu/24°pu ratio is best determined by mass spectrometry whereas the
238pu/239"24°Pu ratio is best determined by a a-spectrometry. Thermal
ionisation mass spectrometry can be used for actinide isotope ratio
measurements and quantitation by isotope dilution. Care must be taken to avoid
isobaric interference and reference should be made to the literature for
individual methods (see especially the resin based technique for U and Pu).

ICPMS can provide a more rapid quantitative determination than TIMS but does

not provide the same precision for isotope ratio measurements (although
multiple collector sector instruments are now becoming commercially
available). The technique is applicable to a number of long-lived radionuclides,

239 240 23'7 129e.g. 235U,23SU, Pu, Pu, Np, 99"I'c(high levels of I).
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AcceleratorMassSpecn'omen7 isavailableina numberoflaboratoriesworld-
wideandisusedroutinely(andatn:lativclylowcost)for14C/12Cand1291/227I
isotoperatiomeasurementsandisprobablythemostsuitablemethodforthese

. two measurements,due to thehigh_nsitivityof the w.chniqueflimitof
detection- 106 atoms)and the f'me,dom of the method from isobaric
interferences.Resonanceionisationmass spectromen'yprovidesh-,.edornfor
isobaricinterferencesbutisnotrecommende_atthisstageasthew.,chniqueis
notfullymatureandinwidespn_adroutineuse.

Neutronactivationanalysisisofuseina numberofimportantdeterminations,

particularly1291andWTc.

The useofmorethanonetechniqueforananalysis,suchasNAA andAMS for
1291ora-spextrometryandTIMS forPu isotoperatiomeasurements,willalso
bcofvalueinconf'trmmgtheaccuracyofameasurement.

Fluorinehas been identifiedas a signaturefrom a number of processes,
pani.;,_larlyenrichmentand can be measuredby NAA or perhapsion
chromatography.

Organicsignaturescan be identifiedand measured by a varietyof
chromatograph),basedmethods.Probablyof greatestvaluewillbc GCMS.

Usinga massspectrometerastheGC detectorallows,sclectivit5_ with great
flexibilityandhighsensitivity.Otherdetectorscanbcbothspecificandmore
sensitivethanmass specn'omen'ybutaremore limitedintheirapplication.
Derivitisationmay berequiredtorendercertaincompoundslesspolarforgas
chromatograph),,e.g., dibutylphosphoricacid, alternauvelyliquid
chromatograph>,orsupercriticalfluidchromatographycouldbcconsidered.

A varietyofdevicesareusefulfordetectingorganic,inthefield.Voladlescan
bcdeterminedby "sniffer"device,basedonphoto-ionisationdetectors,electron

capturedetectorsofflameionisationdetectors,thesedevicesareinexpensive
butr_lativelynon-selective.Greaterselectivity,isofferedbytheionmobility
spectrometerwhichwillbeparticularlyusefulforthedetectionofTBP. GCMS
providesexcellentselectivityandsensitivityinthefieldandcanbcusedwitha

therrn_desorptionprobetomeasurelow volatilityorganicsignaturesinsoilor
sedimentsamples.

The techniquesdivideintothosewhichcanbcusedinthefieldandthosewhich

shouldbelaboratory-based.The methodshavebeencategoriscclinthisway in
Table5.2.'].Recommendedmethodshavebeenunderlined.
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Table 5.2.7
Recommended Field- and Laboratory-Based Analytical Techniques

i

Field-basedmethods Laboratory-basedMethods

Radionuclides:

• "Short" ti/2 PortableNa.I.Ge detectors Radiochemistrv with:
(< I00 yrs) (also vehicle-ba_c_ _,y_ems_ _, a/y-srx'.,ctrometry

• scintillation.
r_rot)ortiona]andGM-
manm

• "Long" ti/2
(>100 yrs) TIMS. AMS. ICPMS. NAA

Inorganic Portable XRF XR.F
materials Ion Chromatography

Organics Ion Mobility Spectrometer Hieh Resolution OC-MS
Infrared Spectroscopy

GCMS:

•Purge and trap GC with:
.Thermal desorption • ECD

• NPD
Atmospheric pressure • FPD
ionisation mass
spectrometry LC-MS

Long-path-lengthir

spectroscopy

It is recommended that use be made of facilities in Member States for
measurement involving major pieces of equipment, e.g., AMS, TIMS: low
background y-spectrometry , NAA, ICPMS. In this way the Agency can access
the experience of (accredited) member state laboratories and sample can be sent
to more than one facility for cross-checking/QA purposes.

There are clear cost-benefit advantages from the use of field-based instruments
in order to select samples for subsequent laboratory based measurement. For
certain measurement, e.g., direct y-spectrometry; sample bulking can be of
value. That is, a set of samples is bulked together and monitored and only if
positive signal is detected are the samples individually analysed.

It is recommended that in short term, the Agency acquire the less sophisticated
instrument for use in the field (if not already used) especially hand-held and
vehicle-based y-spectrometry system, sniffer devices (IMS for volatile organic
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thermaldesorption-GCMSforlessvolatilesubstances).The Agency should
complementitsown laboratory-basedfacilitiesby using member state
laboratoriesforcz,_,y-spectrometry,TIMS, AMS, ICPMS, NAA mad high

• resolutionGC-MS. A laboratoryaccreditationschemeshouldbedevelopedto
ensttmquality.

Methodsforlong-rangemonitoringerebasedon riverwatersamplingfor
variousradionuclidcsandairmonitoringforSSKr,l_Iandparticulates.River
watersamplingislikelytobethesimpler,lessexpensiveoptionand shouldbe
consideredbeforedevelopingarraysofairsamplingstationswhichwillrequire
aworld-widenetworkand,ifitism beused,shouldbealonger-termgoal.

The methodsdiscussedabovedo notfullyaddresstheproblemofveryshort

livedsignatures(tlr2 lessthana few days).TheSesignatureswillbestbc
determinedinthefieldveryclosetothesite.Hand-heldy-spectrometerwillbe
ofvaluebutitmay alsobeusefultohavemobilelaboratoryforradio-chemical
separationsand highresolutiony-spectrometeror _-countingmethods.Itis
thoughtthattransientsignaturesfromdissolutionsuchas133Xeand SSKrare

unlikelytobeusefulatcloserangeasoperationsarelikelytohaveceasedbefore
aninspectioncantakeplace.

5.2.11 QUALITY ASSURANCE AND TRAINING

It is essential to develop a quality assurance (QA) programme that covers
sample collection, sample handling, methods for on-site and laboratory
analysis, data handling and record keeping. The QA programme should address
the variety of different scenarios likely to be encountered. Appropriate
calibration and analytical standards and a variety of r_ference materials will be

•needed. To keep costs down, one should carefully design a QA programme that
recognises that for some signatures high precision data are not required. If, for
example, one analyses for a typical short-lived radionuclide which does not exist

in nature, background measurements are unnecessary, however low the r_portcd
concentration. In other cases where one looks for faint anomalies in certain
isotope ratios, the QA programme should demand a knowledge of background
values and their variability,; this would be much more expensive.

The protocols should include "blank" samples as well as "background" samples.
In the case that an attempt is made to find an undeclar_ facility adjacent to a
declared one, the analyst should try to take "background" samples from a plant
somewhere else, which is similar to that part of the installation which is being
examined.When attemptingtofindanundeclarednuclearfacilityatadeclared
site,theoptimumbackgroundsampleswouldbe fromsimilarfacilitieswhich
areapanofthedeclaredinstallation.

Laboratoryanalysesshouldbeverifiedusing"roundrobin"sampleanalysisand
exchangesof databetweenlaboratories.The IAEA, withthe supportof
Member Statesshouldcompilea databaseof environmentalbackground
measurementsfortherangeofsignaturesofinterest.Maintenanceofthisdata
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will probably require at least one person/year but it would be a considerably
greater effort to initially build this data base from historical data.
One further factor which should be addressed by a QA programme is staff
motivation. This can be maintained by encouraging peer knowledge and
interest and ensuring that the personnel associated with the sampling programme
are allowed some research efforts of their own, utilising the dam collected. The
costs for such a QA programme cannot be estimated until the scale of the
environmental monitoring programme is defined.

5.2.12 CONCLUSIONS

1. Environmental monitoring is viable for the detection of undeclared
nuclearfacilities.

2. At longdistancesfromthesource,riverwatersamplingandanalysisfor
soluble,particulateandcolloidalmaterialsislikelytobethemostcost-effective
monitoringmethod.Thereisa goodchancethata reprocessingfacilitywould
be detected.An undeclaredreactorwillbe detectedonlyinthe(quitelikely)
eventofanaccidentalleakagetotheenvironment.

3. Reactors,reprocessingand enrichmentplantshave quitedifferent
signatures.

4. Certainsignaturesfrom facilitieswhichformpan of a coven nuclear
weaponsprogrammewilldifferfromthesignaturesfromcommercialnuclear
activities.

5. The chancesof findingan undeclarednuclearfacilityis high if
supplementaryinformationisprovidedbyMember States.

6. IAEA needsaccesstoa broadrangeof analyticaltechniquesforthe
detectionofradionuclides,isotopes,inorganicandorganicsignatures.

7. IAEA shoulddevelopan appliedresearchprogrammeinsupportofits
environmentalmonitoringactivities.

8. Itwouldbeworthwhiletocollectenvironmentalsamplesduringroutine
safeguardssitevisits•

9. The reprocessingsourcetermisprocess-dependentand willtherefore
encompassa widerangeofactiveandinactivecomponents.The environmental
signatureswilldependonreleasefraction,plumetransportanddispersion,and
inthecaseoforganicmaterialstheirreactivityintheenvironment.

10. The fueldismantlinganddissolutionstagewillbeprimarilydetectableby
continuoussamplingmethodsor by utilisingenvironmentalaccumulation
mechanisms.
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1I. Long-rangeandmedium rangeanalyticaltechniquesshouldconcentrate
on SSKr,133Xe,129'1311,14C,_-I and radioactive particle deposition.

12. The analyticaltechniquesusedatshortrangeshouldlookfortheabove
• nuclideswiththeexceptionof SSK.r,133Xeand shouldalsolookfornon-

radioactivematerials.

5.2.13 RECOMMENDATIONS

I. The IAEA shouldgainfieldexperienceinriverwatermonitoringforthe
detectionofsmallnuclearfacilitiesatlongdistancesandshouldincludeinthis
programmethecollectionofsomeairsamplesformethodevaluationpurposes.

2. A forensicapproachtosamplingandanalysisshouldbcemployedatnear
fieldlocations,usingportableequipmentand/oramobilelaboratory.

3. The IAEA shouldassembleand maintaindatabaseof environmental

backgroundmeasurements.

4. Use shouldbc made ofMember States'existinganalyticalcapabilities.
The limitedIAEA fundsshouldprimarilybe:usedtopurchasemobile/portable
equipment.

5. IAEA shoulddefinea Researchand Developmentprogramme on
applicationsofenvironmentalmonitoringforsafeguards.

6. The IAEA shouldconducta second workshop to allow greater
considerationoftheimplementationofenvironmentalmonitoringprogrammes
forspecificscenarios.

7. A workinggroupofscientists,fromMember States,shouldbecstablishccl
to advisethe IAEA on the "direction"of the evolvingenvironmental
programme.Itwillbcimportanttokeepabreastofdevelopmentsinthenuclear
fieldlikelytoinfluenceenvironmentalsignaturesaswellasdevelopmentsin
techniquesforenvironmentalmonitoring.
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5.3 WORKING GROUP 3- ANALYTICAL METHODS

5.3.1 INTRODUCTION

Discussions within this working group focused on four main areas:

I. samplingstrategiesandsampletypes(0..I0km foron-sitecollections,10-
1000km forcountrywidecollections);

2. analyticalmethodsforradiochemical,inorganic,andorganicsignature
compounds;

3. qualityassuranceandtraining;and

4. dataevaluation(includingstatisticalandgraphicalmethods).

Thisgrouptooka broadapproachtotheissueofenvironmentalsamplingand
analysiswhichmay needtobe furtherfocusedwithinputsfromadditional
workinggroups.Thisgroupdiscussedboththeareasofdetectionofundeclared

enrichmentandreprocessingfacilities.Key environmentalsampletypeshave
beenidentifiedaswellassignaturespecificanalyticaltechniquesthatwould
allowformaximum informationgain.Techniquesavailablewithinthepresent
IAEA facilitieshavebeenidentifiedaswellasthoseareaswhereexpertise,
availablewithinMember States,wouldbenecessary.

5.3.2 RECOMMENDATIONS

I. The IAEA shouldcontinueto apply environmentalor non-routine
samplingmethodsforadhoc(orspecial)inspections.

2. The IAEA shouldproposeenvironmentalsamplingmethodsasa partof
routinesafeguardinspections.As an initialstep,thevoluntaryacceptanceof
thesemethodsbytheStateauthoritieswouldbcseenasa "confidencebuilding"
measure.

3. The IAEA should try to ensure that environmental sampling and analysis
be based on multiple methods and signatures to increase confidence. The use of
multiple signatures and methods would reduce false-positives or interferences
from counter measures.

4. The IAEA should establish and co-ordinate a quality assurance program
for laboratories involved in environmental analyses for safeguards.

5. To ensure efficiency of operation, reduce sample handling and potential
contamination, screen collected samples, maintain sample integrity, and
establish a quality assurance program, the IAEA should consider having a
centralised location for certain analyses. This could be accomplished by
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upgrading existing capabilities and obtaining new equipment at the Agency's
laboratories at Seibersdorf concomitant with necessary and available resources.
The following are in orderof priority:

• a new clean room facility;

• a new inductively coupled plasma mass spectrometer,

• an upgrade of low-level counting facilities;

• a thermal ionisation mass spectrometer, and

• a scanning electron microscope with energy dispersive spectroscopy.

('Note: In addition, other IAEA laboratories may need to be upgraded to
support this increased environmental sampling and analysis program.)

5.3.3 SAMPLING STRATEGIES AND SAMPLE TYPES

I. An environmental sampling program on a wide-area (the order of I0-I00
krn) basis should include the following sample types:

• water and sediment sampling from natural water bodies, for example:
water samples from rivers using high volume samplers, possibly with resin
bed trapping of actinides (as used in the Iraqi programme); sediment
core samples would provide historical information;

• air paniculate sampling, perhaps using moving filter belts or activated
charcoal media for trapping 1291;

• biological accumulators such as herbivore thyroids (1291),aquatic mussels,
lichen, and tree cores (3H, 14C),and

• noble gases (I,h', Xe), molecular hydrogen, and gaseous carbon
compounds.

2. The IA.EA should consider collection of the following sample types, on-
site:

• smear samples;
• surface or process waters;
• vegetation;

• soilsampleoverlargesurfacearea,toadepthofapproximatelyIcm,as
closetosuspectedsourceaspossible;

• airpaniculatesamples,inc}udingcontinuouscollectionmethodsin
declaredfacilities.
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3. In any environmentalsamplingregime,itisconsideredessentialto
establish_ or _ levelsagainstwhich any changecan be
detected.Thisinvolves,butisnotlimitedto,takingup-s_arnor up-wind
samplesor samplesof soil,sediment,etc.atdepthscorrespondingtotime
periodsbeforesignificantnuclearactivitiestookplace.

4. The IA_A shouldconsideron-sirescreeningmethods,suchasportable
gamma-specn'ometry,XRF, photo-ionisationdetectors,GCFID, sensitivefilms,
orion-selectiveelectrodesprimarilyasameansofselectingsamplingpoints.

5. The IAEA shouldcontactMember StateSupportProgramsforassistance
in thedevelopment,testing,and evaluationof on-sit_screeningtechniques.
Emphasisshouldbeoncommerciallyavailableequipment..

6. The IAEA shouldconvenemeetingsofexpertsonenvironmentalsampling
methodsto draftsamplingprotocolsand detailedproceduresfor use by
safeguardsinspectors.

7. The IAEA shouldkeep abreastof the "Open SkiesConvention"to

investigatea possibleuseofairborneeffluentdetectionmethods,including
gaseousand aerosol(includingparticulates)samplecollectionsas wellas
gamma spectrometrysurveys.

5.3.4 ANALYTICAL METHODS

Suggested analytical methods related to sample type, sampling area, and target
effluent(s) are listed in Table 5.3.1 together with the current availability of the
technique in an IAEA laboratory. The effluents chosen r_present a Rrst attempt
at establishing key species to be analysed. They are not an exhaustive list, and
additional measurement techniques may have to be included as well as updating
existing facilities. Sample types are essentially generic, and details will be
subject to country area and local conditions.
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Table $.3.1

Suggested Analytical Methods.
, .,. III

' Sample Wide area Measurement Target Current
Type on-site Method Effluent Laboratory

Capabilities
i I

Noble Wide area + Cryogenic _sga" MSL
Gases on-site Chromatn>g.+ 133Xe IAEA-HYD

GasProp.
Counting

oPC) ,,
HT, HTO Wide area + _rle + MS _ MSL
in air on-site El_ctrol. _FI IAEA-_

concert .

GPC
;4C in air Wide are + Accelerator 14C MSL

on-site Mass Spec.
fMS)
smallsamp.
GPC J'C IAEA-HYD

large samp.
1291in air Wide area + AMS 1291 MSL

on-site
Neutron 1291 IAEA-PCI
Activation

Analysis

_AA)
Particulates Wide area + Alpha, Beta Actinides IAEA-
inair on-site Gamma FP's SAL*

other radio- IAEA-PCI*
nuclides. IAEA-

IVtEL"
Fission Fissile (IAEA-PCI)
Tracks Isotopes of

U, Pu
iii II I

SAL = Safeguards Analytical Laboratory
PCI = Physics, Chemistry, Instrumentation Laboratory
MEL = Marine Environmental Laboratory (Monaco)
HY'D-'-Hydrology Laboratory
AGR = Agrochemicals Laboratory
MSL = Member State Laboratory only
( ) = Not routinely applied
* = Upgrading needed to reach optimum detection limits.
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Table 5.3.1 Continued

Sample Wide area Measurement .... Target Current
Type On-site Method Effluent Laboratory

CapabilitiesII IIIII I i i

Particulates Wide area + Thermal U, Pu IAEA-
in air on-site Ionisation Isotopes SAL*

Mass Spec.
frrMs) ........
El. Sl_ctr. UO.,F., MSL
for Chem.
Analysis
(ESCA)
Scan.El. Actinides MSL
Microscopy Other
withX-Ray Elements
Fluoresc. Morphol.
(SEM-XRF) ,,,,..,

Ion Actinides MSL
Microprobe OtherErs
MassSpcc. .

Water Wide area = Inductively Acfinides MSL
(grab) on-site Coupled Other Ers

Plasma -

Mass Spec.
(ICPMS)
3He + MS 3H MSL.......

Electrol. 3H IAEA-HYD
Concentr. +
GPC

TIMS U, Pu IAEA-
lsotopics SAL*

AMs "" 14C MSL
129I

Water Wide area + Alpha, Beta Actinides IAEA-
(Ion on-site Gamma FFs SAL*
Exchange IAEA-PCI*
Filter) IAEA-MEL

TIMS U, Pu IAEA-

lsotopics SAL*
ICPMS U, Pu IAEA-MEL

Isotopics
Other
Elements

ii ii

* = Upgrading needed to reach optimum detection limits.
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Table $,3.1 Continued

,, II I iiiiI _ I

S"_trnpl'e Wide area Measurement Target Current
• Type On-site Efflucm Laboratory

Cap,abi!it_esII I -- i, illI IIII

S_ents On-site Alpha, Beta Actim_s IAEA-
Gamma FP/s SAL*

IAEA-PCI*
IAEA-
MEL*

-- ,,

AMS l(C MSL

- MS U,ed V, A-
!sotopics SAL*

ICPMS Actinidcs IAEA-M]EL
Other
Elements

Biological wide'area + 3He .+MS 3H MSL,,,,,, ,m,

Aeeumu- AM$ 14C MSL
lators/
Collectors 1291

TIMS U, Pu IAEA-
Isotopes SAL*.... .......

Alpha,Beta Actinides' IAEA-
Gamma FP's SAI.*

o

IAEA-PCI*
IAEA-
MEL*

Smear On-site sameasparticulatesinair ....
Samples NAA U + Cl,F IAEA-PCI

XPS _SCA) U, Cl, F " MSL
.Compounds

Ion U, Pu MS]..
Microprobe Isotopics

Other Ers
,,,,, , --

GCMS Organics MSL
IAEA-AGR

-- it i i i I

• --Upgradingneededtoreachoptimumdetectionlimits.
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' The main conclusions from the discussions are presented below:

Tritium measurement by mass spectrumelry is a key analytical technique
required for small sample sizes (e.g., vegetation, water grab samples). This
capability will need to be supplied by Member States.

Acceleratormass spectrometryhas been identifiedas an importanthigh
sensitivitytechniquefor1291and 14C,key indicatorsofreprocessing.IAEA
laboratoriescan processthesamples,and Member Statescan supplythe
analyticalcapability.NAA may behelpfulincertaincircumstances(e.g.1291).

Upgradesofequipmentforlow-levelcounting(alpha,beta,gamma) willbe
.requiredforparticipatingIAEA laboratories.

Inductively-coupledplasmamassspectrometa'ywillbe animportantanalytical
technique,particularlyinwatersamplingprograms,sinceitprovidesa rapid
methodforanalysisofawiderangeofnuclidesathighsensitivity.Thismethod
can beautomatedtoprOvidea more cost-effectiveapproachforhighvolume
screeningofliquidsamplesthanthecurrentIAEA TIMS capabilitywhichis
bestappliedforthemeasurementofuraniumandplutoniumisotoperatios.

For analysisof specificcompounds,(i.e.,UO2F2) techniquessuchasESCA
(XPS)and/orionmicroprobewillneedtobcemployed.Thesecapabilitiesexist
inMember Statelaboratoriesand we wouldnotrecommendthatIAEA tryto
acquirethesetechniques.SEM withenergydispersiveX-raydetectionwouldbc
thesuggestedmethodtoscreenparticulatescollectedonairfilters,waterfilters,
and/orsmearsamples.

!

Forpotentialsignatureorganics,(TBP,etc.),othermethodsavailableinIAEA

laboratoriescan bc utilised.These would includeGC-MS, fororganics.
Additionally,for major anions,(fluoride,chloride,nitrite,nitrate)ion
chromatographyissuggested.

5.3.5 QUALITY ASSURANCE

The IAEA should establish and co-ordinate a quality assurance program for
laboratories involved in environmental analyses for safeguards. The goal of the
quality assurance programme should be to attain reliable accuracy and precision
in chemical analyses at trace and ultra.trace levels by designing and controlling
the total analytical measurement process. Quality assurance has to be
considered at all levels in the measurement process.

Planning:

The IAEA should develop a list of inspectors who have been trained in the
following areas:
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• nuclear activities andpracuccs (exix:rfise presently exists at I,_EA);

• • environmental analysis (sampling, analysis, etc.);

• sampling, including sampling techniques and choice of sampling location;

* the use of field screening equipment to select optimum sample collection
sites;

• detailed recordkeeping;

• design of sampling stratcgT,and

• design of analytical procedures.

The IAEA hasexpertiseinsamplingandanalysingwaters,sediments,and sea
biota.Member Stateswillneedtoprovideexpertiseinhigh-volumewater
sampling,atmosphericsampling,samplingfornoblegases,soilsampling,smear
sampling,etc.Itisimportantthatins'pectorsbc trainedintheselectionof
samplingsites,assamplesmay becollectedatthediscretionoftheinspector.
Samplingstrategymust be worked out dependingon the environmental
parameters.The strategywillbe differentforsitespecificvs.wide area
samplingand must bc optimisedaccordingto specificparameterssuchas
geography,targeteffluents,andthepotentialundeclaredactivity.A knowledge
ofanalyticaltechniquesshoulda21owtheinspectortoselectnon-destructiveand
destructiveanalyticalmethods,whereappropriate.Where possible,replicate
analysesshouldbeperformed,preferablyusingmultiplemethodsasagreement
betweentwodifferentmethodsincreasestheconfidenceintheresult.

ReferenceMaterials/Standards(gases,alloys,nuclides,organics,etc.).The
IAEA, workingwithMember Stateswhereneeded,shouldobtainorprocure
existingreferencematerialsforpertinentanalyses,anddevelopspecialreference
materialsandcontrolsamplesasappropriate(e.g.,biologicalmaterials).

The IAEA shouldconsiderthelong-termstorageofarchivesamples,including
biota,forfuturemeasurementstobuildup a recordandasa qualityassurance
measure.Properstorageandtreatmentofsampleswillneedtobeconsidered.

A listoflaboratoriesshouldbe compiledfromtheIAEA and Member States

capableofperforminganalyseson selectedsamplesand performround-robin
measurementexercisesestablishprecisionand accuracyof participating
laboratories

Sampling

The integrity of samples must be ensttre,d from collection to analysis.
•" Standardisedcontainers,specifictosampletype(e.g.,precleanedcontainersand

samplingkits)shouldbc used togetherwith standardisedpreservation
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techniquesforsampletransport.The samplingpositionshouldberecorded
usinga globalpositioningsatellitesystemandinformaovesampled_scriptiolls
and otherrelevantinformationshouldbe recordedandmade availabletothe

analyticalchemist.Chainofcustodyandtamper-evidentsealsshouldbeutilised
toensuresampleauthenticity.Samplescouldalsobe bar-codedforentryinto
automatedlaboratorydatamanagement systemfor sample trackingand
accountability.Insome instancesitmay benecessarytocollectand analyse
duplicatesamples. Also,representativesamplesshouldbe takenforthe
measurementof baseline/backgroundlevels.

The IAEA shoulddesignandbuilda cleanroom toensureintegrityofsample
splitting,storage,handlingandanalysis.Sub-portionsof samplesshouldbe
archivedand/orspecimenbanked.

Analysis

The IAEA shouldrecommendstandardoperatingprocedures(SOP's)foreach
analyticalmethodtobeutilised.Participatinglaboratoriesshouldoperateunder
Good LaboratoryPractice(GLP) and havea documentedqualityassurance
programme.Qualitycontrolshouldinvolveinternalinstrumentcalibrationsand

theassessmentof methodsusingblanks,referencematerialsand replicate
analyses.The useofmultiplemethodsforidentificationandquantificationis
recommendedasitwillincreaseconfidenceinanalyticalresults.

5.3.6 DATA EVALUATION

1. Measurement laboratories should provide analytical results with associated
confidence limits and detection limits.

2. Well-characterised control standards should be used to evaluate the
performance of the different laboratories and techniques.

3. The IAEA shoulc_apply modern computerised relational data base tools
(such as Paradox, Ingress) for the evaluation of large, multi-dimensional data
sets.

4. Accepted parametric and non-parametric statistical tests should be applied
to the data. Other useful tools such as pattern recognition (cluster analysis,
principal component analysis, discriminant analysis) and expert systems should
be evaluated.

5. The IAEA should study the methodology for producing country-wide
environmental sampling plans based on geographical, meteorological, or
hydrological information.
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6. The IAEA shouldconsidertheapplicationofmappingi_hniquesbased
on mathematicalmodelsforplanningthe samplingso'ategiesand forthe
evaluationofenvironmentalmeasurementdata.

B
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