
Centimeter
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 mm

1 2 3 4 5

Inches II[li!LO '_1111_,_IIII1_
,'.'IIIII_

i.. u.

• , I,,__ _.

IIIIINIIII1_11111'=-__6





WHC-SA-1956-FP

• Smart Card Multiple Function
Badge
R..A. Nelson

DatePublished
June 1993

ToBe Presentedat
IndustrySymposiumon
SecurityTechnology
VirginiaBeach,Virginia
June21-24,1993

Prepared for the U.S. Department of Energy
Office of Environmental Restoration and
Waste Management

" _ WestinghouseP.O. Box 1970
HanfordCompanyRichland, Washington 99352

• HanfordOperations and Engineering Contractor for the
U.S. Department of Energy under Contract DE-AC06-87RL10930

Copyright License Byacceptanceofthis article,the publisherand/or recipientacknowledgesthe U.S. Government'srightto
retaina nonexclusive,royalty-freelicenseinandto anycopyrightcoveringthispaper.

° ,: _J'_. . ,+,_ .._" _0_ ii _', ,. i_,/l_. " : it." • '_ *- "P' '

Approved for Public Release ,.



_HC-SA-1956-FP

Smart Card Rult|p|e Functton Badge

R.A. Nel son

ABSTRACT

Smart cards are credit card-sized computers with integrated data

storage, an operating system to manage the data, and built-in security

features that protect the data. They are used to distribute information to

, remote sites, providing the same or greater reliability, data integrity, and

information security than a network system. However, smart cards may provide

greater functionaTity at a lower cost than network systems.

The U.S. Department of Energy Hanford Site is developing the smart card

to be used as a muTtiple function identification badge that will service

various data management requirements on the Site. This paper discusses smart

card technoTogy and the proposed Hanford Site applications.
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LIST OFTERMS

APDU application protocol data unit
CAD card-acceptor device
EEPROM electrically erasable programmableread-only memory
EPROM electrically programmableread-only memory

. IC integrated circuit
ISO International Organization for Standardization
PIN personal identification number
RAN randomaccessmemory

' ROll read-only memory
SPOM se1f-programmable one-cht p microcomputer
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1.0 INTRODUCTION

Machinereadablecomputercardscarryinformationthat is availablefor
computertransactions.Computersequippedwithcardreaderscan reador
transferthis informationfromthe carddirectlyintotheirsystemmemory,
wherethey processthe information.Commontechniquesused to carry
informationon computercardsare optical,magnetic,or integratedcircuit
(lC). FigureI showsthe relationshipof computercardtechnologies.

Computer
. Cards

I
J I l

Optical Magnetic Integrated
Storage Cards Circuit
Cards Cards

! I

Ill ! _1 I
|

Bar Laser Surface i Embedded Inter- Memory Micro-

Code WORM MagneticI Magnetic active processor

Figure 1. ComputerCard Topology.

Smart cards are IC cards with the distinction that the IC card is a
fully functioning microprocessor.

2.0 SF,ARTCARDS

A smartcard is really three components:a plastic card, a
microprocessor, and a signal/communication interface. The plastic card is a
convenient packagefor the microprocessor andprovides a place to print text
and graphics. Smart car_s are generally produced in credit card format, but
have also been packagedin plastic keys, dog tags, and other forms.

The microprocessor ts the functional componenttn smart cards. It is a
' self-programmable one-chtp microcomputer (SPOM)that incorporates the central

processing unit, mmory, communicationport, and control logic on a single
chip. The IC engineers optimize the microprocessor for security,

, communication,andthe physicaldemandsof the smartcardenvironment.

The microprocessorstoresprogramsand data in read-onlymemory(ROM),
randomaccessmemory(RAM),electricallyprogrammableread-onlymemory
(EPROM),and electricallyerasableprogrammableread-onlymemory(EEPROM).
The manufacturerprogramsthe operatingsystemintoROM duringmicroprocessor
manufacturing.The RAM providesstoragefor temporarydata,microprocessor
stateconditions,and input/outputbuffers. Write-onceEPROMmemoryprovides
programmable,permanentinformationstoragefor serialnumbersand otherfixed
information.The EEPROMis nonvolatileread/writememoryand comparesto a

I
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computer disk drive. It is the storage location for data an_ application
program files with commoncapacities of 2,000 to 8,000 bytes'.

The physical demandsplaced on smart cards through their use limits the
practical size of the microprocessor. The microprocessor Bust resist damage
caused by card banding, and tt must fit into the standard credit card
thickness. These two physical constraints limit microprocessor size to a
25-mm2 (0.04-1n z) area and a O.076-mm (O.030-in.) thickness. The size
determines the number of transistors in the microprocessor and, consequently,

, the memory size and microprocessor'scapabilities.

Data compressiontechniquesmay be used to increasethe effectiveEEPROM
, storagein the smart card. Data compressiontechniquesremove redundantand

nonessentialdata, maximizingthe capacityof the memory. Decompression
restoresthe informationto its originalcontent. The size reductionor
savingsdependson the informationtype (e.g., photographand text) and the
compressiontechniqueused.

The smart card is not a self-containedcomputer,it requires power and
timing signals from an externalsource to communicatewith other computersand
devices. The signal interfaceprovides a mechanismfor the microprocessorto
communicatewith externaldevices and a way for power and timing signalsto
reach the microprocessor. The signal interface,either a set of metal pads on
the card surfaceor subsurfaceplates, determineshow the smart card
interfacesto other systems.

3.0 SRART-CARD-TO-SYSTERINTERFACE

Card-acceptor devices (CADs) provide the physical interface between the
smart card and other devices. The CADholds the smart card in place and
includes a set of leads that correspond to the interface pads on the smart
card. The CADprovides power and timing signals plus a lead for serial
communication between the smart card and other devices.

The most widely used smart cards have metal surface pads and are called
"contact smart cards." The CAD physically couples with the smart card
contacts and passes signals through conductance. Standards published by the
International Organization for Standardization (ISO) define the physical
location, name, and functions of the individual contacts as power (V©c,
ground, and V_), clock, input/output, and reset. The CADsdesigned for ISO
contact smart cards use leads that couple with the smart card contacts in
standard positions, meaning they can couple with ISO cards from different

• manufacturers.

Smart cards with subsurfaceleads are called "contactlesssmart cards."
• These cards receive power throughinductivecoils and exchange signalsthrough

capacitiveplates. The term contactlessdoes not mean a proximity-typesmart
card, the effectiverange is only about 2 mm (0.08 in.). Immaturityof ISO
standardsfor contactlesscards make them a less attractivealternativefor
multiple functionapplications.

ISmartcards with 16,000to 128,000bytes have been developed,they but
are not standardproducts.

2
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While standardsdefine contactarrangement,smart cards from different
manufacturersare not necessarilyinterchangeable. This is due to the
differencein the manufacturers'electricalsignalsand softwareprotocol
requirements. The solutionto incompatibilityis a CAD with a processor
module. This processormodule detectsthe smart card manufacturerand
provides informationthat allows the terminalcontrollerto determinethe
correctcommunicationprotocol. A CAD processormodule provides a system
interfaceto smart cards from differentmanufacturersand also may support
multiple technologies(e.g.,magneticstripe and bar code).

" The terminal controller(connectedto a CAD) uses a softwareprotocol as
a data interfacebetween itselfand smart cards. This protocolis the
applicationprotocoldata unit (APDU)and is implementedin softwarethat

• executes in the terminalcontroller. The APDU translatesservicerequests
from applicationprogramsrunning in the terminal controllerinto commands for
the smart card. These commands are formattedwith a message code and a data
field and used to pass commandrequests and data betweenthe terminal
controllerand smart card. The smart card servicesor refuseseach command by
returninga response (i.e.,return value, error code) and acting appropriately
dependingon the current smart card securitystatus.

4.0 INFORJ_TIONANDPHYSICALSECURITY

Computercard transactionsgenerallyrequirea card, a remote reader,
and a centralizedhost computer. The role of the centralizedhost computer is
to verify the authenticityof the card and controland record the transaction.
The capabilitiesof smart cards allow them to authenticatethemselvesand
record the transaction,effectivelyeliminatingthe need for a centralized
host computer and online network. Authenticationand transactionrecording
are handledat the remote site by the smart card and transactionterminal.

Large amounts of informationstored in a portablepackage requires a
securitydesign that preventsdata compromiseand counterfeitcards. This is
achievedby using logicaland physicalprotectionmeasures and card
authenticationto maintain informationsecurity.

4.1 LOGICALSECURITYFEATURES

The logicalarchitecture,which includesthe operatingsystem and file
access control,manages accessto informationstored in the microprocessor.

. The logicalarchitectureprotects informationusing the followingtechniques.

• Data is not writtenor read directly by a reader;rather it is
, written or retrievedusing commandrequestsfrom a host system,

with the microprocessorcontrollingaccess to the data.

• Data file access authorizations(e.g.,read and write) are
protectedwith password-typedata access control.

• Algorithmsprovingdata encryptionare availablefor information
communicatedbetweenthe card and terminalcontroller.
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• The operating system protects internal security information in
hidden data areas.

• The personal identification numbers(PINs) and cryptographic keys
never leave the card, so that they cannot be captured and
analyzed.

• Cards "lock up" after successive invalid PIN entries.

, Authority access matrices determine whether an instruction
executed in onememoryarea can access data stored in another
area.

l

4.2 PHYSICALSECURITY

The physical design of the smart card helps prevent information
compromiseby providing tamper detection and tamper resistance. Techniques
that maybe manufactured into the smart card microprocessor are as follows.

• Memory,CPU,and logic are Integrated onto a single TCwith no
external bus that can be monitored.

• Tamperdetection devices disable the microprocessor whencard
tampering is detected.

• Isolated circuits and supply-current scrambling prevent current
load monitoring that could be used to determine numberof bits set
in a RONor EEPROHbyte.

• Tamperprotection by card layering, microprocessor _mbeddtng,
protective coatings, and epoxytechnologies prevent compromise
through layer and IC removal.

• Encodedaddress information and small transistor size in ROH
prevents information from being read by a microscope.

• Leadsused for lC testing are fuse connected, then blownbefore
the cards are issued.

• The smart cards and Irs are manufactured in secure facilities
where the chip wafers are accountedfor, tested, and assigned a
unique serial number.
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4.3 CARDAUTHENTICATION

Smartcardauthenticationis the cornerstoneof smartcard system
security.Cardauthenticationprovesthata smartcard is validand belongs
to the system. The samefunctionis performedin traditionalcardsystem
usinga physicalconnectionfroma centralcomputerto remoteterminalsin
networksystems. Smartcardsystemsuse smartcards'processingcapabilities
for authentication.Ignoringauthenticationof eitherthe terminalor the
card,evenwhen the datais protectedby a PIN,severelycompromisesthe
system'sintegrity.

Smartcardand terminalauthenticationareaccomplishedusing
cryptographictechniqueswith secretkeysstoredin both the card and

, terminal. Througha seriesof interactionsbetweenthe smartcard and
terminalbothare ableto verifyauthenticityof the other,withoutsharing
secretinformation(i.e.,passwords).

This approachrequiresthat the terminalgeneratea randomnumber,
encryptthe numberwith a secretkey,thensendlt to the smartcard. The
smartcarddecryptsthe numberwith itssecretkey and returnsthe numberto
the terminal.The premiseof the proofis thatonlya cardwith the proper
secretkey can returntheoriginalrandomnumber. The terminalcomparesthe
returnednumberagainstthe originalnumberto verifythe card. The reverse
of the processaccomplishesterminalauthentication.

Counterfeitersand emulatorbuildersdo not knowthe secretkeyand
cannotgeneratea validsignaturefor thecard. Secretinformationis not
exchangedbetweenthe cardand terminal,so lt is not possibleto recordor
capturethe information.The secretkey is 64 bitslong,so lt is extremely
difficultto guessthe secretinformation.Thesefeatureshelpensurethe
effectivenessof smartcard authenticationand systemintegrity.

4.4 SECURITYLEVEL

Determining the security of smart cards requires a basic understanding
of smart cards, their goals, methods,capabilities and limitations.
Independent testing has shownthat smart cards protect against an adversary
with boundedtime and resources andno knowledgeof secret codes (practical
security). They are not invincible; an adversary with unlimited time and
manpoweror knowledgeof secret codes can extract information and counterfeit
cards. However, smart cards provide a sophisticated security device with
information security and anticounterfelt protection that is not available in

• other card technologies.

5.0 CARDLIFE ANDCOSTS

The ISO identificationcard standardsspecifycard protection
requirementsfromstaticelectricity,bending,ultravioletlight,andother
hazardsencounteredin normaluse. Cardsthatmeet the ISOstandardsare
generally immuneto all but the most severe abuse.

Field-related experience showsthat ISO cards have lasted five years in
a laboratory environment and have survived over three years in normal use.

5
_
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These results are in line with independenttesting that was performed to
determine smart card durability.

Smart card costs are dependenton quantity, memorysize, built-in
security, and complexfunction features. Costs for 10,000 cards with 2,000
bytes of EEPROMand cryptographic modulerange from $5 to $12 each, depending
mostly on the butlt-in security features.

6.0 CARDPERSONALIZATION

Smart card personalizatton assigns the smart card to a person and places
• it into the system. During personalization, the authentication code, PINs,

andencryption keys are written to the secret data area. Then application
data and personal information are written to the application area. A printer
mayprint graphics onto the card, including name, identifying number, and
photograph. Proper personalization of all cards is required before the card
can be used in the system. This provides the assura,lce that cards used
successfully in the systemare authorized.

7.0 SP,ARTCARDAPPLICATIONS

Smartcardshavebeenusedas medicalrecord,dosimetry,cryptography,
and accesscontrolcardsinwhichthe usercarriesa secure,distributed
databaseof information.Smartcardsprovideinformationat the pointof the
transactionand can be updatedand actionsrecordedwithoutdirect
communicationto a centraldatabase.The cardcarriesall information
necessaryfor transactions,so thereis no requirementfor enrollmentand
authorizationinformationto be distributedto remotelocations.

7.1 SECURITYAPPLICATIONS

A smartcardstoresinformation,includingcryptographickeys,PINs,and
biometrics,whichare availablefor holderidentificationand card
authentication.With the additionof photographsandgraphicsto the faceof
the card,smartcardsare appropriateforuse as "smartbadges."

The smartbadgeas a securitydeviceprovidesautomatedaccesscontrol
. and audit trail recording at remote sites, without door-by-door enrollment or

a full-time network. The smart badgeprovides the information necessary for
the remote terminal to grant or deny access.

w

Remoteterminals grant access basedon two criteria, authenticated badge
and positive identity verification (biometrtc) of the holder. Concernover
lost or stolen badgesis diminished because it is nearly impossible to fake
the holder's identity. The physical security features of smart cards makeit
extremely difficult to counterfeit cards. Self-invalidating badgesand
"blacklists" control the authorized user's list. Badgescan be programmedto
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disable themselves on a given date or under certain conditions. Blacklists 2
are stored at the remote terminals and used to stop the use of certain badges.
Once disabled, a badge cannot be authenticated until enabled by a system
administrator.

r •e.@•

B

II
i m

Employee

"
Figure 2. Multiple Application Badge.

7.2 MULTIPURPOSEAPPLICATIONS

• The smart badge providesthe most cost benefitswhen used as a multiple
applicationdevice. The smarL badge is a data carrier for medical, training,
health,safety,and payroll information, lt is an active componentin a data

, managementsystem that may prove personnelqualificationsor update itself to
providerunningtotals of cost or exposureinformation, lt will improve
databasemanagement,data distribution,and informationtimelinessat a cost
advantageover centralized,highly integrateddatabasemanagementsystems.
The cost effectivenessresults in the savingsincurredby replacinga physical
networkwith the smart card. Each person using the system carriescurrent

ZA blacklistis a list of badge numbersheld by people whose access
rights have been revokedbut whose badges have not been recovered.

7
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information on their person. This information is used at remote terminals for
transactions.

There are manyother applications that a smart card systemcan service.
These include electronic signature for a documentauthentication in a
paperless office, time distribution reporting for automatedpayroll, coinless
systemsfor vending machines, and bus passesfor site bus services.

The smar_ badgecan provide multtple technologies (e.g., magnetic
stripe, bar code, optical storage) so that a single badgecan meet different

" needsor can be phasedintoexistingsystems.The smartbadgemeetsstrict
securityrequirementsandalsoprovidesa platformfor carryinginformation
thatis usefulfor nonsecurityapplications.

e.O CONCLUSION

Manysecurity and systems professionals perceive smart cards as enhanced
magneticstripecardsthatcan storelargeamountsof datawith a high level
of informationsecurity.Smartcardsaremorethan an enhancedmagnetic
stripecard. They act as activecomponentsin datamanagementsystemsin a
creditcardformat. Thesefeaturesenablesmartcardsto solveapplication
requirementswithdistributedprocessing,whichwouldbe expensiveand
complicatedusinga cardnetworksystem. Realizingthe full potentialof
smartcardswill bringunique,cost-effectivesecurityand information
managementsolutionsin the future.

8
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