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Abstract architect and engineering firmand the Lead
SandiaNational Laboratorieswas a memberof Laboratoriesfor the various functionswithin the

the WeaponsComplexReconfiguration(WCR) program. Thissupportwas providedin parallel with
Safeguardsand Security(S&S) team providing the primarydesign activities.
assistance to the Departmentof Energy's(DOE)

Inearly 1994, therewas a majorreorganizationOfficeof WeaponsComplexReconfiguration. New
and improvedS&S concepts,approachesand of reconfigurationactivitiesand two organizations
technologieswere neededto supportboth new and were formed. The DOE Office of Reconfignration's
upgradedfacilities. Physical protectiontechnologies primaryareasof concernare tritiumproductionand
used in these facilities were to useprovenstate-of- relatedactivities and the DOE Office of Nuclear
the-art systems in suchareas as image processing, MaterialsDisposition is concerned with disposition
alarmcommunications anddisplay,entrycontrol, options forexcess plutoniumand highly enriched
contrabanddetection,intrusiondetectionand video uranium. A numberof differentdisposition options
assessment,access delay, automationand robotics, are being consideredand includea geologic
andvarious insiderprotectionsystems. Factors repository,reactors,acceleratorsandimmobilization.
consideredin the selection of these technologies Safeguardsandsecuritysupport is to be provided for
were protectionagainst the design basis threat, both of these efforts.
reducing S&S life-cyclecosts, automationof S&S
functionsto minimize operationalcosts, access to Objectives
critical assets and exposureof people to hazardous The support given to the WCRprogram
environments,increasingthe amountof delay to an involvedS&S assistancein parallelwith the primary
outsideradversaryand having reliableand design activities. Supportwas given to the DOE, the
maintainable systems, architectand engineer and theLead Laboratories for

the respectiveWCR areas (e.g. storage,processing,
This paperwill discussthe S&S issues, assembly/disassembly).The effortinvolved both

requirements,technology opportunitiesand needs, high and low-levelapproach. At the high level,
Physical protectiontechnologies andsystems guidanceon protectionsystemsand strategieswas
consideredin the design effort of the Weapons provided,S&S issues andconcerns identified, and
ComplexReconfigurationfacilities will be reviewed, technologicalopportunitiesidentified. At the low

level, S&S requirementsand criteriawere developed
Background and facility operationsanddesigns were evaluated.

The Departmentof Energy'sOffice of Weapons
ComplexReconfiguration(WCR)was formedin In lastyear'sINMMannual meeting, the
early 1992 to establish a nuclear weapons physicalprotectionapproachand requirementswere
manufacturingcapability that was consistentwith discussedfor the WCRdesign effort [1]. The
nationalsecurityrequirementsfor the 21stcentury objectivesof this paperare to discuss the S&S
(Complex 21). Sandia NationalLaboratories,along issues, technologyopportunitiesand needs, and
with Los Alamos National Laboratories,became physical securitytechnologies and systems
involved withthis programin the Springof 1992. A consideredin such areasas image processing,
safeguardsand security (S&S) team was formed intrusiondetectionand assessment, access control,

= which providedS&S assistance to DOE, the contrabanddetection,alcoaram,,__municationsand
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display, access delay, insider threat, automationand was providedto the designers to help developthe
roboticsand materialmonitoringand tracking. The most effective protectivesystem. Physical
efforts in supportof the WCRfacilities identified protectionrequirementsfor WCR facilities included:
S&S needsand opportunitiesbut morework is (1) reducingS&S life-cycle costs, (2) wherefeasible
neededto identify specific S&S approachesand automatingS&S functionsto minimize operational
technologies, costs, access to critical assets and exposureof people

to hazardousenvironments,(3) using state-of-the-art

Issues s&s systemsand componentsand standardizing
their use throughoutthe complex, (4) using on-line

Thereare many S&S issues which were S&S measuresso thatSNM does not have to be

consideredduring the supportto the WCRfacility removedfrom the process line at the end of the work
design activities. Listed below are some of them: day, (5) compartmentalizingthe facility to control
- Every effortwas madeto reducethe costs forS&S. accessto SNM andpersonnelmovementwithin the
In particular,life-cycle costs were facility, (6) developapproachesto extend the
consideredwhen evaluating particularS&S options, physical inventoryfrequencyforSNM, (7)
Because S&S personnel representsuch a large increasingthe amountof delayto outsideradversary
percentageof the typicaloperatingS&S costs for attack,(8) having reliableandmaintainableS&S
facilities, ways to reduce the S&S personnel systems, (9) integrating S&S with other facility
requirementsby using technologywere given serious

operationsand (10) supportingas-low-as-reasonably-
consideration, achievable(ALARA)criteria.
- Risks to both outsiderand insideradversarythreats
were minimized consistent with the cost/benefits.
Preliminaryvulnerabilityassessmentswere Technology opportunities and needs
performedto identify facility weaknessesand to Manyopportunitiesand needswere identified
analyzepossible design alternatives, forS&S technologyareas. State-of-the-artproven
- Automationand robotics (A&R)was to be used S&S systems andcomponentswere to be considered
quite extensively in manyof the WCR for thevarious WCRfacilities. Basic approaches,
facilities. Although the use of A&Rprovided conceptsand types of S&S systemsandcomponents
definite advantages such as reducing personnel were identifiedfor some facilities but specific
access to nuclear materials and to hazardous technologies, to includemanufacturers,were not

environments, manynew S&S issues which had not identified. Automationandrobotic (A&R) syster_ts
previouslybeen fully addressedneeded to be wereto be used to meet specific S&S applications
considered, and facility processingand operationalrequirements.
- The S&S functionsof physical protection, Throughthe use of A&R systemspersonnel access to
material control and accountability,nuclear nuclearmaterials and hazardousenvironmentscan
measurementsand informationsecuritywere to be be reduced. Real payoffscan be realized ff the
integratedalong with other non-S&S intervalsbetween SNM inventories can be extended.
activities such as safety, environmental monitoring Personnelaccess to SNM andalso radiation
and emergencypreparedness, exposurecan be reducedwhich means fewer
- In addition to meeting domesticS&S personnelwouldbe requiredto performthese
requirements,some facility designs neededto also functions. A numberof differenttechnologies have
consider the possibilityof third party/international beendevelopedwhich providereal-timecontinuous
inspections. These inspections might possiblybe monitoring and remote inventoryof SNM. These
requiredas partof bilateralor InternationalAtomic measuresalong withother S&Ssystemscan enhance
EnergyAssociation (IAEA) agreements, the assurancethat SNM is adequatelyprotected.
- Finally, there are considerableefforts within DOE
to extend the inventory requirementsfor special The operationalcosts of S&S personnel
nuclearmaterial (SNM). Considerationwas givento representa verysignificantpercentageof most
using technologies and approacheswhich supported facilities'S&S budget. Every attemptwas madeto
this effort, reduce the S&Spersonnel requirements,particularly

forprotectiveforces involved in access control,

Requirements securitychecks of facility locations and responseactivities. Forfacilities with nuclear materialwhich
In additionto the requirements identified in the

was consideredvery attractiveto adversarytheft,
differentDOE ordersand otherregulations, criteria



undergroundor bermedconstructionwas considered, such as pre-alarmvideo assessment werebeing
Such facilities with "enhanceddelaycharacteristics" considered. Fiberoptic sensorswere being evaluated
provideopportunitiesfornew S&S approaches and for possible use in both externaland internal
technologies. For example, traditionallyaround applications.
certainsecurityareasan isolation zone containing
intrusiondetectionand assessment systemsis Access controland contrabanddetection
constructed. These systemsprovidea veryhigh level Considerationwas given to a numberof existing
of detectionprobabilitybutarequite expensive to systems, especiallysystemswhich integratea
install andoperate. If a facility has significant numberof operations. A numberof biometric
passive delay in itsdesign it may be feasible to devices werebeing considered,with hand geometry
utilize otherS&S measures the technologycurrentlyselected by DOE as the
which providean acceptablelevel of protectionbut standarddevice. The DOE standardbadge was to be
at a lowercost. Finally, every effortwas made to used with possibleenhancements such as the use of
integratephysical securitywith other S&S activities smart cardtechnology and proximitybadges for
(e.g. material controlandaccountability, nuclear certainapplications. A lot of effort has been
measurements,computer/informationsecurity)as expended in the area of both vaporandbulk
well as non-S&S activities such as safety, explosives detection. This areais a critical
environmentalmonitoring,health physics, technology foradequatecontrabanddetection and
emergencypreparedness. Part of this integration must not only detect explosivesentering a facility on
effort includes a commandand controlsystem which personnelor vehicles but also in packagesand mail.
helpsbring togetherall of the various pieces of
information(e.g. from S&S,ES&H, emergency Alarmcommunicationsanddisplay
preparedness)for the facility operator. S&S analysis A major effort in alarm communicationsand
tools were used to perform vulnerabilityassessments display was to makeexisting systemsmorerobust
and to evaluate design alternatives. Opportunities and intelligent with respect to data processingand
exist to expand these tools as part of S&S design, analysis. The concept of havingan integrated
evaluationand training, commandandcontrol (C2) system for a facility was

being developed. This C2 systemwould integratea

S&S Technologies number of differentfunctions to include intrusion
Image processing detection andassessment; nuclearmaterial control

A numberof differentimage processing and accountability;critical equipmentmonitoring;
technologies were being considered. They include environmental,health physics and safety areas and
integrationof image processingwith other intrusion also emergencyresponseoperations. Wireless
detectionsystems, video motion detectionand object communications (e.g. using radio frequency
recognition. Ways of"looking beyond"the transmission)was being consideredfor A&Rand in

areas wherethe costs to installing newperimeterwere being consideredand included a
numberof rangeimaging technologiessuch as laser communicationslines would be too costly.
andsynthetic apertureradar. In additionto ground-
basedwarning systems,airborneearly warning Access delay

Increaseddelaycan result in reducedlife-cyclesystems were considered, hnage processingwas
S&S costs andan enhancementin security.also an integralpart of other S&S measures such as

alarm assessmentand surveillance,biometrics(e.g. Considerationwas being given to undergroundor
facial andiris recognition),contrabanddetection and bermed constructionfor some WCR facilities. This
access control, would provideenhanced delay featuresfor the

protectionfromcertainadversaryattack scenarios.

Intrusiondetectionand assessment Although this typeof construction is not a
Alternatives to a perimeterintrusiondetection technology area,it can have a significant impacton

a facility's protectionstrategyand systems. Inandassessment system were being consideredas part
of an integratedtotal system. The useof digital particular,alternativesto traditionalperimeter
signal processingof alarmdata was being looked at intrusion, detectionand assessment systems were
as a way to reduce nuisancealarmsandenhance being considered. Anotherareawhich deserves

attention, particularlyfor facilities which needprotectionagainst tampering. Waysto more
completelyevaluate events which occurveryquickly temporarystoragecapability,is modularvaults.

These vaultscan be constructed in a variety of
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configurations and be tailoredto meet the needs of Automationand robotics
the particularfacility. Therewere two basic areaswhere automation

and robotics(A&R)were to beused in a facility.
Insiderthreat The firstincluded A&Rsystemsfor specific security

A numberof differenttechnologies were being and nuclearmaterialaccountabilitypurposes.
consideredto help mitigate the insiderthreat. They Considerationwas given to using A&Rtechnologies
include integratedpersonnel and material tracking toperformsuchfunctionsas sensortesting, remote
systems, such as PAMI'RAK(Personnel and assessment,inventories and also as partof a
Material TrackingSystem) or AIMS (authenticated responseforce to a securityor ES&Hevent. These
item monitoring system), which includesentry systemswould reducepersonnel involvement,reduce
control, personnel trackingand materialmonitoring, operatingcosts andminimize personnelradiation
Use of these systems would have manybenefits to exposure.In additionto mobilesystems,
include enforcementof two-personcontrol, permanentlymounteddevices which can give an
compartmentalization,radiationexposure externalstimuli forvolumetricsensortesting were
monitoring and personnelaccountabilityduring being considered. Manyof the WCRfacilities
emergencysituations. Although not necessarily plannedto use considerable A&Rin supportof their
design impacting, a numberof informationsecurity operations. Many of these operationsinvolved
systemswere being consideredto includepaperless specialnuclearmaterialand/orclassified operations.
systems forclassified information. Tamper The S&Sramificationsof these activities neededto
protection,including such areasas seals, enclosures becarefullyanalyzedto includesuch areas as
and line supervision,were to be incorporatedinto the softwarecontrol, datacommunications,computer
security system, systemarchitectureand the use of on-line S&S

measures.

Figure 1. AIMS
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Material monitoring and item tracking Summary
The purposeof material monitoringand item The S&S supportgiven to the Weapons

trackingis to provide increased assurancethat ComplexRe,configurationdesign efforthelped
nuclearmaterialsareaccountedforand adequately ensurethat S&S issues and concernswere identified

protected.The combinationof various measurescan early in the design, helpedidentifymeasureswhich
result in an extension of the SNM inventory wouldresult in savings in life-cycle S&S costs and
interval. A numberof differenttechnologies have identifiedtechnologicalapproacheswhich reduced
been developto providereal-time,continuous risks to adversaryactionand reducedS&S personnel
monitoring. The attributesmeasured varydepending requirements. Technologyopportunitiesandneeds
upon their purpose.They cotfldhelp confirm were identifiedfor WCRfacilities, integration of
material presence, enhancesecurityand providea physical security systemswith other S&S and non-
state-of-healthindication of materials being stored. S&S measureshelpedprovidea moreeffective and

less costly commandand controlsystemfor the
facilities. Muchof the S&S efforts in support of the
WCR design effortwere veryhigh level and
considerable opportunitiesexist for furtherworkin
developing specific S&S measures.
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