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INTRODUCTION

The commitmentby WestinghouseSavannah RiverCompany(WSRC) to
bringsafety analysisand riskmanagementcodes intocompliancewith national
and sitewidesoftware qualityassurance requirementsnecessitateda
systematic,structuredapproach. Asa partof thiseffort, WSRC, incooperation
with the WestinghouseHanfordCompany, has developedand implementeda
certificationprocess for the developmentand controlof computersoftware. The
processfollowedcomplieswiththe basic requirementsoutlinedin References 1
and 2, and the sitewidequalityassurance manual3. Safetyanalysisand risk
managementcomputer codes pertinentto reactor analyseswere selected for
inclusioninthe certificationprocess. As a firststep, documentedplanswere
developedfor implementingverificationand validationof the cod_s, and
establishingconfigurationcontrol. User qualificationguidelineswere
determined. The planswere followedwithan extensiveassessmentof the
codes with respectto certificationstatus. Detailed schedulesand work plans
were thusdeterminedfor completingcertificationof the codesconsidered.

Although the software certification process discussed is specific to the
application described, it is sufficiently general to provide useful in.,:,ightsand
guidance for certification of other software.

CODE CERTIFICATION

Since mostof the computercodes consideredare existingsoftware,the
processof certificationmustbe tailoredto meet each particularsituation. For
these codes, certificationis the act of determining,verifying,validating,and
attesting in writing to the qu_.lificationof software used in important applications.
Assurance is provided that the software has been properly reviewed and
documented for verification and validation, configuration control has been
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established, and user qualifications have been determined. Certified software
would thus be in compliance with sitewide applicable software quality
assurance requirements.

The software certification process as applied to the safety analysis and
risk management codes consists of writlng a specific verification and validation
plan, a configuration control plan, and user qualifications. Subsequent to the
plans, applicable liter_,ture is reviewed to establish the verification and
validation and cor_figurationcontrol status for each code. Compliance with the
various action items noted in the plans is documented. Resource commitment
plan schedules are drawn up for each individual code to complete certification
in accordance with software quality assurance requirements. Since the plans
and the assessment call for extensive resource commitment, careful review and
signoff by appropriate management levels had to be performed.

THE PLANS

Verification and Validation Plan

The purposeof the verificationand validation(V&V) plandocumentis to
establishthe key elementsof the V&V activity,to identifythe necessary
documentation,andto suggest reviewprocesses. Verificationincludesthe
processthat establishescorrectnessof theory,propercoding,and interactionof
code modulesto processinformationas required. Validationis the processthat
establisheshow wella computercode meetsspecified requirementssuchas
reproducingexperimentaldata obtainedfromspecific measurementsor from
controlledexperimentsin operatingfacilities,from normaloperationsor from
benchmarkingactivities. Benchmarkingrefersto the processof evaluatingthe
performanceof one computercode relativeto anothercode or relativeto an
exact solution. Since the codes consideredwere mostlyexistingcode_, the
V&V plan stressesverificationandvalidationby demonstratingsuccessful
applicationof the code to predictmeasurements,benchmarkanalyses,
conceptual solutions,and code-to-code comparisons. Such an approach is
consistentwithindustryaccepted practicesand guidance providedby national
standards. For newcodes, the V&V followsthe establishedsoftwarequality
assurance (SQA) proceduresdeveloped.

The plan contains the following important sections: compliance to SQA
requirements, code descriptions, and an action matnx. The SQA requirements
section discusses how the plan meets department and site requirements.

The brief code descriptions cover the theory, methods of solution, types
of problems solved, input information, and historic development of the code.

An action matrix for the V&V plan is then developed (Figur,e1). The
rnatrix identifies the different types of information that needs to be gathered for
each code to establish documented code verification and validation. The matrix
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lists and defines the activities that are required for V&V and also serves as a
useful tracking tool for monitoring the completion of these activities.

The matrix includes the names of the various codes and a series of
action items. The action items are divided into groups. The BASICS group
covers common requirements for each code. The topics in the THEORY group
pertain to confirmation of code verification. Items included under
EXPERIMENTS AND BENCHMARKS focus on the validation effort. Finally, the
CONCLUSIONS categon/establishes the completion of the tasks identified in
the verification and validation action matrix (V&VAM).

The boxes shown on the form are filled in as items are completed. Not ali
the boxes are relevant for each computer code. For example, the Probabilistic
Risk Assessment (PRA) codes will not have experimentally validated results.

For ali codes, there are two ways for a box to be completed and checked
off: A box can be either completed by performing the tasks identified for each
box or by establishing that this specific box is not relevant for the particular
code. In either case, this information is to be included in the documentation for
t,_e particular action matrix box.

Detailed instructions and guidance are provided to establish sign-off of
each of the boxes. An example is provided below.

User Manuals in Piace

Is adequate documentation in place for a person to use the code?

Adequate userdocumentationshouldexistso that a person with
technical familiarityand a backgroundinthe appropriatefield would be
able to gain sufficientknowledgeof the computercode's input
parametersto executecalculationson a controlledcode version. A
knowledgeof the specificcomputeroperatingsystemis assumed.

Configuration Control Plan

The purposeof the configurationcontrolplanis to identifythe actionsthat
need to be taken to producea certified versionof the code and maintainit for
the qualified and approvedcsers. Configurationcontrol,as defined in the plan
document, allowsto manag_and controlcomputersoftware by providing
certified code versionsto the qualifiedusers. Configurationcontrolprevents
unauthorizedchangesor use of the software codingand establishesa method
of handlingdiscrepancies,includingcorrectionof errors, lt also governs
retentionof supportingdocumentationsuchas certificationrecords,user
documentation,installationinstructions,benchmarktesting results,and V&V
records.
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The plan contains an action matrix providing steps to be taken and
required documentation to achieve configuration control. Furthermore, the plan
includes a checklist of procedures needed to operate and maintain a code
under configuration control. The specialized procedures would address topics
such as transferring a code into code control, operating under code control,
archiving responsibilities, backup disaster control, error identification and
correction procedures, and periodic code testing with test problems.

The action matrix for achieving configuration control is shown in Figure 2.
The matrix identifies the different types of activities that need to be completed.
The matrix serves as a useful tracking tool for monitoring the completion of
tasks. In the matrix, the names of the various codes are listed, as well as a
series of action items required under configuration control. The activities are
g,ouped by topics. The first group covers activities in the user community. The
topics in the second group pertain to activities in the computer administration
organization and user community. The last category deals with the completion
process for configuration control.

Not ali the boxes are relevant for each computer code. For example,
special shell scripts may be required for only a few codes while others may use
a standard script. Consequently, each box may be completed and checked off
by performing the special tasks identified for each box, referencing why a
general situation is applicable for the particular code, or by explaining why the
box is not applicable to the specific code. In every case, this information is to be
included in the documentation for the particular box. Each item in the action
matrix is discussed in detail. As an example

Code Proprietors

Has a code proprietorbeen identifiedfor a specificcode?

A technically knowledgeablepersonmustbe assignedto each computer
code. This individualwouldbe a memberof the usercommunity. The
code proprietorwouldbe &n experiencedindMdual familiarwith the
specificcomputercode. The personmustbe able to perform the
functions explainedunderthe proprietorresponsibilities,as well as meet
the qualificationsin the userqualificationsections. The proprietormust
be intimatelyfamiliarwith softwarequality, _ntrol requirementsand
procedures. Considerationsshouldbe given for identifyinga backup
proprietorto ensurecontinuityof code-related expertise.

When the "CodeProprietors"box is checked off a_ completed,supporting
documentationrelated to the code proprietor,as defined above, mustbe
available.



i

i
i

Q

User Qualification
d

The third part of the certification plan consists of establishing user
qualifications. A user of a particular computer code will fall into one of three
broad categories: the novice or apprentice user, the experienced or cognizant
user, or the expert or proprietor for the code. Personnel are designated by
management to these levels based on the individual's qualifications and
training.

The apprentice user is a person who is in training to use the code and
would work under the tutelage of a cognizant user or proprietor. He or she is
trained in software quality assurance. This individual generally is in the process
of learning to understand the purpose of the calculations, how to follow the input
logic and select certain variables, and understand ali or specific results from the
output.

The apprentice user may have a significant understanding of the physical
processes being evaluated by the code. He or she may perform independent
noncritical analyses, but code input and output must be checked by a more
experienced cognizant user. The apprentice user does not perform critical
parameter analyses. _,

The cognizant user is a person with experience in executing the
computer code. As such, the person understands the purpose of the code and
is familiar with the code's input requirements and output. The cognizant user is
aware of the quality assurance requirements and procedures used for
documenting computer calculations required for critical applications, and is
qualified to perform such applications.

The cognizant user is sufficiently familiar with the code input and output
to perform independent analyses, but may not possess sufficient understanding
of the software coding to make changes to the code. He or she must be familiar
enough with the code to identify when it is not functioning properly. In the case
of an error, the cognizant user notifies the code proprietor or custodian of a
possible error condition and requests the proprietor to make any necessary
changes.

The code proprietor has an in-depth understanding of the software's
coding structure and how the code performs. The code proprietor understands
the models used, the logical flow of data through the code, and the numerical
methods used by the code, both with respect to theory and range of
applicability. The code proprietor is sufficiently familiar with the code to make
coding changes, verify the programming, and validate the code with test
problems. The code proprietor is aware of the quality assurance requirements
for verification, validation, and configuration control. The code proprietor
maintains a notebook in which code evolution is tracked. Changes to the code
and the impact of these changes are recorded. Validation calculations
following alterations to the code are performed by the code proprietor. Test
results and validation records are appropriately maintained.
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In addition, the code proprietor is considered to be a cognizant user.
There is only one code proprietor and a code proprietor backup individual
assigned for each computer code.

ASSESSMENT REPORT

The assessmentreportcreates a baselinefor the certificationeffort fora
specificcomputercode. In particular,it establishesapplicabilityand depthof
existingtechnicaldocumentationin the area of code verificationand validation,
andconfigurationcontrol. The resultsof the assessmentreportserveas an
outline for the additionaleffortrequiredto bring each code into full compliance
with software qualityassurance requirements.

As partof the assessmentactivity,the statusof each code is derivedfrom
two sources. First,each code proprietorprovideshis or her estimationof the
code statusand accessibility,and qualityof variousdocumentationpertainingto
the certificationefforts. Second, an extensivereview of the Savannah River
Site and offsitetechnicaldocumentationapplicableto the certificationof each
computercode is performed. The documentationreview servesto supplement
any documentationnot identifiedin the first step. To implementthis review,
librarysearches are made, keyingonthe computercodes of interest. Relevant
documentsare reviewedand a recordof the documentreview is assembled. A
review form, structuredaccordingto the subsemionsinthe verificationand
validationplanaction matrix,is used. The form is completedfor eachdocument

_ reviewed and an assessment is made to determine howwell a document
satisfies a particular action matrix requirement. The compiled information is
then entered into a database (dBASE III Plus).

The information compiled in the database is used to assess how well the
action matrix items are met. Multiple shadings indicate the ,,;tatusof
compliance. A blacked-out box indicates that the information on hand is
sufficient for closeout. Shadings of grey indicate partial completion. For each
code, descriptive information is provided as to what additional work is needed.

The technical information database developed as part of the assessment
activity repre:;ents a unique resource for code certification. For a specific code,
the database can be queried as to how many documents address any given
topic in the verification and validation action matrix. Documents containing test
problems can be readily identified, reports suitable for training packages can be
selected, and summary status reports on how well existing documentation
supports the verification and validation effort can be created..

CONCLUSIONS

A systematicapproach has been developed to bring safety analysis and
probabilistic risk assessment codes under configuration control. The approach
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consists of developing and using documented plans for code verification and
validation, and code configuration control, and establishing guidelines for user
qualification. The plans and guidelines contain detailed instructions for what is
essential to achieve certification of existing codes. As part of the certification
effort, an assessment of the present status of the codes and the pertinent code
documentation is made to establish a baseline for completing code certification.

Although the process described applies to safety and risk management
codes at the Savannah River Site, the material provided is general enough to
be applied to other situations that involve the challenges of certifying existing
computer codes.
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Code Number

1 23 45678

Software DevelopmentPlan IIDIDE]I D (j(4
User Manuals in Place mmmammR_I .-,_,
ConfigurationControlPlan mmmmmmmi _,
Code Portability I'1 Dl_l [] _1II k-_1_

AppropriateTheory I _= m_m_ I
Theory Documented I_II_ImI >,
Coding Consistency ! R_I I[]l_l I

0
Theory Verified Conceptually i !_ I I I_ I L_ I
Theory Verified by Experiments I []1 I1_11_ I
Theory Documentation Adsquate I R_lll I_11_ I

, ,

Tests in Experimental Facilities I_I_D_ (4
Tests in Operating Facilities II_l_l_
Data from Operating Facilities I_lnk_k_k_ [] o
Test Data Documented I_IB__ ._
Appropriate Data Quality I_I_B_ _ o"
Validation Performed I_IB__
Validation DocumentationAdequate I []II_k_k_ _

(4

Benchmark Requirements Identified Ii_il_Ir'l_ I .-_
Similar Code Comparison I[]1_ I_1"3_ I_
Exact Solution Comparison Ii_l_l_D[] I_ t_
Industry Benchmark Comparison I !_1_ I_ I"IR_ 1_ J::l
Comparisons Documented Ii_ll_l_r'l_ k_ o
Benchmark DocumentationAdequate I i_il[]r"lk_ 1_ ¢=

tc)

RequirementsVerification Review I_nl__
Verification Completed I II_I_B k_ .9(4

Standard Set of Test Problems _] R_l_l_k'_l_ [] "G
Validation/Benchmarking Review I _ I__ [] o
Validation/Benchmarking Completed I R_I_I_]_ k_ u

KEY
r==] Actions to complete item have not been identified

Actions _,ocomplete item have been identified or are in progress

Actions on this item are completed

Figure 1. Verification and Validation Action Matrix
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Safety Analysis _ o o
Code Number

I ummmm mmmmmmmm mm
2 mDDND mmmmmmmm mm
3 NDDND DDDrIDDDD DD
4 mriDmD DDI_DI_IDDD I_D
5 mDDmD DmDDDDDD I_D
6 mmmDmD DDD_DD_D _F-l
7 mDDmrl DDD_IDDDD DD
8 mDDmD DmD_!IDDDD DD

PRA
Code Number

I mDDND DDD_DD_D l-lD
2 mDDmmD DI_DDDI_IDD CII_
3 mDDmD DI_DDDDDD DD
4 mDrlmD DI_DD_DDD DF-I
5 mDDmD DI_DDDDDI_ DD

KEY

D Actions to complete item have not been identified

[_ Actions to complete item hav,_-been identified or are in progress

1 Actions on this item have been completed

Figure 2. Configuration Control Action Matrix






