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ABSTRACT

, As a part of its Reactor Operations Improvement Program at the Savannah River
Site (SRS), Westinghouse Savannah River Company (WSRC), in cooperation wi'h the
Westinghouse Hanford Company, has developed and implemented quality assurance for

safety-related software for technical programs essential to the safety and reliability of
reactor operations. More specifically, the quality assurance process involved the
development and implementation of quality standards and attendant procedures based on
industry software quality standards.12 These procedures were then applied to computer
codes used in reactor safety and probabilistic risk assessment analyses.

This paper provides a review of the major aspects of the WSRC safety-related
software quality assurance. In particular, quality assurance procedures are described for
the different life cycle phases of the software that include the Requirements, Software
Design and Implementation, Testing and Installation, Operation and Maintenance, and
Retirement Phases. For each phase, specific provisions are made to categorize the range of
activities, the level of responsibilities, and the documentation needed to assure the control
of the software.

The software quality assurance procedures developed and implemented are
evolutionary in nature, and thus, prone to further refinements. These procedures,
nevertheless, represent an effective controlling tool for the development, production, and
operation of safety-related software applicable to reactor safety and probabilistic risk
assessment analyses.
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INTRODUCTION

As a part of its Reactor Operations Improvement Program at the
Savannah River Site (SRS), Westinghouse Savannah River Company (WSRC),
in cooperation with the Westinghouse Hanford Company, has developed and
provided quality assurance for safety-related software for technical programs
essential to the safety and reliability of reactor operations. More specifically,
quality assurance includes the use of quality standards and attendant
procedures developed for, and applied to, computer codes used in safety and
probabilistic risk assessment analyses.

The need for software quality assurance stems from the diversity in the
methods used in the production of software, enhanced by a rapidly changing
environment in which significant software engineering expenise is being
applied to a wider range of applications on a variety of computing systems. As
a result, strict quality assurance procedures and guidelines based on industry
software engineering standards!.2 were develcped to efficiently produce and
control high-quality software that performs as expected and retains a high
dagree of portability. '

Software quality assurance at WSRC is incorporating national standards
(References 1 and 2) into a quality assurance manual serving the entire Site.
Each department produces more specific procedures for their applications
based on the sitewide manual. The procedures discussed in this paper are
department specific and cover computer codes used for safety analyses and
probabilistic risk assessment.

This paper provides a review of the major aspects of the WSRC safety-
related software quality assurance. The importance of the software procedures



developed and their application to the different software life cycle phases is
outlined and discussed.

SOFTWARE QUALITY ASSURANCE PROCEDURE

General

The development and operation of a computer code is governed by
different phases. The software life cycles typically include a requirements
phase, a design and implementation phase, a test and installation phase, an
operation and maintenance phase, and a retirement phase. The number of
phases and the relative emphasis placed on each phase depends on the
nature and complexity of the software.

During the life cycle phases, the individuals or organization with the
primary responsibility for the phase activities may be different. In general,
during software development, the primary participants are the software Owner,
Designer, and Maintainer. After the code development and testing has been
completed, the primary responsibilities shift to the Code Proprietor and
Software Configuration Management System Custodian (SCMS). Software
Configuration Management for safety analysis and risk management is
provided by a separate organization. Therefore, procedures developed have to
be in concurrence with SCMS requirements.

The different life cycle phases and associated procedures and activities
are reviewed below. Key software documentation associated with each phase
is shown in Figure 1.

Software Requirements Phase

A Task Plan and a Software Development Plan (SDP) with a Software
Requirements Specification are developed by the Task Leader prior to
beginning software design. The SDP specifies the individuals and
organizations responsible for each iife cycle phase. The combination of the
SDP and the Task Plan are equivalent to the Software Quality Assurance (SQA)
Plan. During the requirements phase, the Owner/Task Leader determines the
impact level of the software.

Software Design and lmplemeh‘tation Phase

During this phase, the Software Requirement Specification is the
baseline that defines the desired software technical capabilities, and thus
serves as the foundation for designing the softiware. The design, in turn,
becomes the baseline for the implementation or coding of the software.



- | Software Development Plan (SDP) ‘
Requirements Phase —m  Software Requirements Specifications (SRSP)

Preliminary Software Test Plan

Task QA Plan
Design and Implementation Phase | ———p=d Software Design Report (SDR)
Preliminary User's Manual
Preliminary Programmer's Manual

l Software Test Plan

Testing and Installation Phase |- Acceptance Test Procedure (ATP)
Test Report
User's Manual

Programmer's Manual
Installation Package
Verification and Validation (V&V) Report

Operation and Maintenance Phase |———s{ Calculations and Technical Review Documents
Code Proprietor's Logbook

Error or Anomaly Reports and Documentation
Periodic Testing Documentation
NCR and CAR Documentation, as applicable

Retirement Phase 3 Software Retirement Request (SRR)
Retirement Documentation

Figuret. Software Life Cycle Phases and Assoclated Quallty Assurance
Documentation.



The Designer has the primary responsibility for the following activities:
- Preparing the software design and documenting ‘{he design.

- Ensuring that the design is consistent with, and satisfies, the
requirements identified in the Software Requirement Specification.

- Preparing User, Programrher, Software Test Plan, and Test
Procedure documentation, as required.

- Ensunng that design and implementation documents: are reviewed
by an independent reviewer.

The Owner reviews and approves the software design and
implementation documentation to ensure that the technical objectives of the
Software Requii.xment Specification have been met.

Similarly, the Maintainer reviews and approves the software deslgn omci R

ﬁ implementation documentation.

The Software Configuration Management System (SCMS) is the central
system for managing & and controlling computer software. The SCMS Custodian
is responsible for the operation of the SCMS, which includes control and
maintenance of all computer software.

One of the key documents produced during the Design and
Implementation phase is the Software Design Report (SDR), prepared by the
Designer. The SDR addresses the requirements identified in the Software
Requirement Specification and links the design to the requirement specification.
The SDR covers the following:

- Functional capabilities, mathematical models, and algorithms.
- The structure of the code including major models.

- inputs.

- Outputs.

- Interface definitions.

The Software Test Plan is developed by the Designer to address, as
applicable, the evaluation of software elements for:

- Compliance with the design requirements.

- Assessment of timing, sizing, and accuracy.

- Interfaces under normal and under error conditions.

- Assessment of software reliability and maintainability.
- Plan documentation of test tasks and results.
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Functional testing is performed during software development to eliminate
coding errors at the earliest opportunity and to demonstrate that the code is
operational. Functional tests of modules and integration tests are also \
performed. This phase produces some important documentation, such as the
preliminary User's Manual and Programmer's Manual.

Software Testing and Installation Phase

i

Dunng this phase the Owner

s Approves the Acceptance Test Procedures.
- Reviews and approves documentation and changes produced
: ‘during the testing phase.
- . Prepares a final Verification and Validation (V&V) Report
“+ summarizing all the V&V activities carried out, describing the
‘overall results, and presenting conclusions and
“recommendations concerning acceptance and utilization of the
program.

The Designer:

- Prepares detailed Acceptance Test Procedures (ATP).

- Executes the test cases in stages, as specified in the Final
Software Test Plan, and prepares a Test Report.

- Verifies the test results by reviewing the Test Report and outputs
to ensure that the testing has been conducted accurately and is
in accordance with the Test Plan.

The Maintainer:

- Approves the Software Test Plan and Acceptance Test
Procedures.

- Reviews and approves all corrections of V&V reports produced
during the testing phase, including the Test Report.

- Reviews, approves, and maintains an installation package,
mcludmg procedures for installation, verification of installation,
and a final installation phase V&V report.

An independent review, performed by individuals different from the
Designer, is performed to verify the test results by evaluating the Test Report
and the test outputs to ensure that the testing has been conducted in
accordance with the Test Plan, and that the Test Report is an accurate
description of the results obtained.




Error control during the Testing and Installation Phase (developmental
computations) is the responsibility of the Designer. The Designer generates a
detailed Acceptance Test Procedure (ATP) to implement the Test Plan.

The Designer is responsible for updating the User's Manual. Test
analysts refer to the User's Manual during the test program and report to the
Designer any deficiencies or discrepancies.

The testing is executed in three stages, as applicable:

- Integration Test Exeéution, which includes Integration testing
performed in accordance with the Acceptance Test Procedure.

- System Test Execution, which includes a system testing
performed in accordance with the Acceptance Test Procedure.

- Acceptance Test Execution, which includes an acceptance
testing performed in accordance with the Acceptance Test
Procedure under formal configuration control.

The Designer also generated an installation package consisting of
installation procedures, installation medium (e.g., magnetic tape) containing all
files necessary to install the program, selected test case data for use in verifying
installation, and expected output from the test case. Once verified, this package
may be used for backup. The installation package is reviewed and approved by
the Owner and Maintainer.

The Maintainer then installs the program by following the installation
procedure, and executes selected test cases with the installed program. The
output produced by these test cases is checked against the expected output
supplied by the installation package to ensure that the program is successfully
installed and that it will produce the same results as the program operating in
the development environment.

At the conclusion of the Test and Installation Phase, the Owner prepares
the Final V&V Report. This report summarizes the V&V activities, describes the
overall results, and presents conclusions and recommendations concerning
acceptance and utilization of the program.

Software Operation and Maintenance Phase
In this phase the code is exposed to the user environment. Generally an

individual is designated as the Proprietor for the code. He or she may be the
Designer or Maintainer from the preceding phases.

-6-



Key procedural items developed for, and applied to, the Operation and
Maintenance phase include:

- Use of the software within its validation range as documented in the
User's manual.

- Operation of the code by authorized users only. To this effect, the
Code Proprietor (or Owner) maintains and controls a list of
authorized users.

- Software and system changes, where procedures are used for
implementation of major software changes that alter the original
code requirements and design specifications. In this situation,
based on the determination of the Owner or Code Proprietor, the
preceding life cycle phases may have to be repeated.

In particular, if the changes are minor and do not represent alterations to
the software speciﬂcations the corrections are implemented under the software
configuration control plan. Testing is performed to determine whether the
changes adversely impacted the output. The testing process and results are
documented in the Code Proprietor's Logbook.

In other situations, changes to the operating environment, such as
upgrades in system software or hardware, may adversely impact the output of
software. In this case, the modifications in the operating environment must be
checked to ensure that the performance of subroutines dependent on compilers
and other system software features has not been adversely impacted. The
SRSP must be verified to ensure that the program has not been affected by
. word size, storage allocation, or other system dependent features and
requirements,

The Code Proprietor (or Owner) validates the code following changes
made to the code or the operating environment. The test problems are used to
test both code funtionality and validation range. If the sofiware is sensitive to
hardware performan-e and stability, such tests may be required on a periodic
basis, Test results are documented in the Code Proprietor's Logbook.

More generally, the Code Proprietor plays a key role for software
changes and control of such changes. Changes suggested by Users are
directed to the Code Proprietor and implemented, as needed, by him or her.
Configuration controlled source codes are made accessible only to the Code
Proprietor.



A key item during the Operation and Maintenance phase consists of Error
Control (Production Computations). Procedures exist for reporting
errors/deviations of software problems and taking appropriate corrective action.
Problems identified during the operations phase are promptly reported by the
Users to the Code Proprietor and by the Gode Proprietor to other Users.

Nonconformance Reports (NCRs) are filed for discrepancies between the
software ond its requirements specifications or for errors detected in the
software during the Operation and Maintenance phase. The NCR is written
either by the individual identifying the discrepancy or by the Code Proprietor.. A
copy of the NCR is provided to the Code Proprietor so that the software can be
removed from use pending resolution of the NCR. The Code Proprietor notifies
all authorized Users that an error has been discovered, the time period that the
code has been affected by the error, and the effect of the error on the

- functionality of the code.

A Corrective Action Report (CAR) is issued to identify the nature of the
discrepancy, the actions to be taken, the reviews to be performed, and the
closeout requirements. The Code Proprietor ensures that the necessary
changes to software are made and that supporting documentation, such as
user's manuals, programmer's manual, test plans, and installation instructions,
is updated, if necessary. The Code Proprietor is also responsible for ensuring
that appropriate testing and benchmarking is completed.

Upon completion of the code modification and testing, and following the
closeout of the CAR, the Code Proprietor notifies all the authorized Users that

the software is ready to be used.

The Users identify and rerun the appropriate problems that have been
affected by the error. By comparing the old and new computer outputs, the
Users can estimate the magnitude of the effect of the error. This information is
sent to each User's Manager and to the Code Proprietor for evaluation and

review of the correction process.

The Users notify any individuals or groups whose analysis results could
have been impacted by the error in the software. Any high-impact calculations
performed using results from the error-containing code are seviewed to
determine if these calculations should be recomputed and revisions issued to
any affected reports. The recalculations are made with the same level of Quality
Assurance as the original calculations, and the revised report will require the
same technical review and management approval as the original report.

Another key item during the Operation and Maintenance phase includes
Computer Output Control. Computer Output Control stipulates that:
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- All computer output must be uniquely identified (i.e., banner page)
with the computer program nams and revision, time "and date, run
number, and inputs. ‘

- ltisthe responsibillty of the User to assign a unique Run Number to
each final computer run used for high impact calculations, and to
record this number in his Engineering Notebook. The entry to the
Engineering Notebook includes a description of the numbered
computer run, including purpose, the reason for termination (run
completed, aborted, etc.), a listing of all outputs generated, and an
overall calcu|ationa| status (finished, rerun, etc.).

- The Software Development Plan for high-impact analyses must
specify the computer output controls. Differént options are available,
such as archiving paper output ar microfiche of the final computer
runs in a controlied permanent storage place, or preserving the input
files, configuration controlled operating system, and the code
version. In addition, depending on the type of calcu. ations, copies of
the output can be kept as records. .

Software Retirement Phase

When software is retired, a retrievable record of the software and its latest
configurations and associated libraries are documented, stored, and controlled.
All Users of the software are informed that the software has been retired and is
no longer available for unrestricted use.

A request for software retirement is made by the Code Proprietor who fills
out a Software Retirement Request (SRR). Upon completion of the SRR, the
Code Proprietor obtains the necessary approvals of the responsible Manager,
and any additional approvals required by the SCMS Custodian. The Proprietor
then forwards the request to the SCMS Custodian.

The SCMS Custodian signs and dates the SRR and forwards it to the
Code Proprietor, acknowledging that the software has been "retired" within the
SCMS.

The Code Proprietor is responsible for collecting the following
documentation and sending it to Records Managerent:

- Acopy, in a compatible format, of the software or data set to be
retired, and supporting benchmark and installation test files.



- Copies of applicable software documnnts, such as installation
instructions and tests, verification and validation reports, and
operating system specifications in use at the time.

CONCLUSION

As a part of its Reactor Operations Improvement Program at SRS, ‘
Westinghouse Savannah River Company, in cooperation with the Westinghouse
Hanford Company, has developed and provided quality assurance procedures for the
development and control of computer software. Such detailed procedures cover the
entire software life cycle including the Requirements. the Software Design and
Implementation, Testing and Installation, Operation and Maintenance, and Retirement
phases. The current procedures are evolutionary in nature, and thus prone to further
refinements. Nevertheless they represent an effective controlling tool for development,
production, and operation of safety-related software to be directly apphed to reactor
safety and probabilistic risk assessment analyses.
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