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Abstract

This report responds to the Department of Energy's request that Sandia
National Laboratories compare existing technologies against several

Q advanced technologies as they apply to DOE needs to monitor the movement
of material, weapons, or personnel for safety and security programs. We
describe several material control systems, discuss their technologies, suggest

• possible applications, discuss assets and limitations, and project costs for each
system.
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SUMMARY

1. Introduction

The Sandia National Laboratories' (Sandia) Insider Technology Department was tasked
by the Department of Energy (DOE) Office of Safeguards and Security (OSS) to develop and
demonstrate insider protection technology as it applies to the DOE community. As part of this
activity, we identified, characterized, and quantified the trade-offs associated with several

existing systems that a site could use for material monitoring. All of these systems provide real-
time information on stored nuclear materials and support decreasing the frequency of physical
inventories conducted by site personnel. Reducing the frequency of these physical inventories
can result in significant cost savings and a reduction of radiation exposure to personnel. This
report presents an overview of these systems and examines each system's assets, limitations,
possible applications, and projected costs.

2. System Categorization

The DOE has published guidance and criteria 1 for reducing the physical inventory
frequency for category I and II special nuclear material storage locations. A site can use
three categories of attributes to decrease inventory frequency and still provide assurance of
accountability for nuclear materials:

• Area/Environment Attributes that limit or inhibit access to the area and removal

of nuclear materials in the inventory;

• Location/Containment Attributes that increase detection of unauthorized access

to and/or movement in the storage area; and

• Continuously Monitored Item/Material Attributes that provide qualitative or
quantitative assurance that no changes have occurred in the material.

Site specific physical characteristics generally constitute the first category. The
technologies presented in the report are the second and third categories.

2.1 Systems Providing Location/Containment Attributes

2.1.1 AIMS. The Authenticated Item Monitoring System (AIMS) monitors
movement of specified items over time. The AIMS consists of a number of authenticated

sensor transmitters (ASTXs) and a receiver/processor unit (RPU) which consists of an RF
receiver, a personal computer and an embedded printer. The ASTXs are small, reusable

and battery powered. The ASTXs detect and report movement, tamper, and events to the
" RPU using authenticated RF messages to increase system security. The RPU can store up

to 50,000 events between data collection periods. The receivers report the status of the
ASTXs to a controller in the RPU that displays and records all alarm information.

l"Nuclear Material Physical Inventory Guidance and Criteria Document," DOE Office of Security Affairs,
July 1992.



2.1.2 EIVS. The Experimental Inventory Verification System (EIVS) is a Los
Alamos National Laboratory image-based system which provides timely information on the
state of nuclear materials in storage or process. Using video cameras the EIVS acquires
baseline image data throughout a monitored area. A host computer digitizes this data and
stores it. The system then gathers subsequent image data. Ilae host computer analyzes the •
subsequent data against the baseline data to detect visually observable changes that occur
within the monitored area. The host analyzes these detected events for safeguards

significnnce, archives them for review, and if necessary, triggers an alarm to inform site
personnel that an event has occurred.

2.1.3 FOIDS®. The Fiber Optic Intelligence and Detection System (FOIDS®) is
primarily designed as a perimeter protection system. The item monitoring system is an
adaptation of this system for monitoring stored material using fiber optic technology. This
system consists of l) a control computer that receives, processes, displays, and records all
data received from the fiber optic sensors, 2) the FOIDS® 3000 fiber optic control interface,
and 3) a number of fiber optic loops, used as sensors. The controller is a personal computer
using a proprietary operating system with full-color graphic displays that are customized for
each site. The system integrates CCTV, access control, and other types of intrusion
protection and identification systems. The fiber optic control interface, designed by Mason
& Hanger National is the processing and control point between the computer controller and
the fiber optic sensors. The fiber optic loops or sensors are single-mode fiber optic cables. A
cable can be 1) molded into a rubber pressure pad and a monitored item placed on top of it,
or 2) wrapped around the item to be monitored.

2.1.4 LGVSS. The Light Grid Vault Surveillance System (LGVSS) uses an x-y light
beam that. monitors nuclear material storage canisters. The concept was proposed by
Savannah River, and a mock storage vault was designed and constructed by Oak Ridge
National Laboratory. The vault has a below-floor level grid of vertical cylindrical storage
locations. The vault floor consists of a grid of metal tiles with aligned holes to allow for the
light beam grid. The canister baskets are suspended from the bottom of each metal tile such
that the system detects the placement and removal of a canister. The LGVSS consists of a
network of light sources, photo sensors, a digital input circuit board that accept,_ the TTL
output from the detector system, and an IBM-compatible PC as the system controller.

2.1.5 PAMTRAK System. The Personnel and Material Tracking (PAMTRAK)
System consists of a host computer and console, a number of bar-code readers, and three
subsystems: an entry control subsystem, a personnel tracking subsystem, and a material
monitoring subsystem. The host computer receives information from the users (via the
console and bar-code readers) and the various subsystems, and uses the information to
maintain an internal representation of the state of the facihty. It compares the state
against the rules specified for the facility and reports any violations of the rules on the
system console. PAMTRAK currently uses the Wireless Alarm Transmission of Container
Handling (WATCH) system for its material monitoring subsystem. Tile WATCH subsystem
monitors movement of controlled or stored materials. The WATCHs are small, serf-
contained, battery powered devices attached to the material. They detect and report
movement, tamper, and low battery alarms to receivers via radio frequency (RF). The
receivers report the status of the WATCHs to PAMTRAK or a stand-alone controller that
displays and records all alarm information. The WATCHs are basically the same as the
ASTXs in the AIMS.

2.1.6 PINPAL. The Physical Inventory Pallet (PINPAL) is a fork truck pallet
system used to inventory plutonium pit containers in a storage magazine. It is designed
specifically for use at the Pantex Plant. The pallet contains four bar-code laser scanners,
four CCD cameras, four VCRs, a video annotator, a supervisory computer and a video quad

i i,
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processor. An inventory is conducted by transporting the PINPAL into the magazine and
positioning the pallet so it can collect bar-code and video data for each stored item. PINPAL
provides inventory reports listing all items scanned, inventor errors and inventory
discrepancies.

2.1.7 TCATS. The Target Cueing and Tracking System (TCATS) is a multipurpose,
video image, item monitoring or personnel tracking system. The TCATS uses special image
processing algorithms to detect purposeful motion while minimizing detection of random
motion. The system generates an alarm when the established thresholds are exceeded.

2.1.8 System Comparisons

The table below provides a concise summary of some specific details of each system
discussed above. Some of the columns need additional definition:

Presence/Movement: The ability to detect movement of the item from a monitored
location.

ID" Indicates whether a unique identification _f the item is obtained.
Install. Reqmts." Sandia's judgment of the comparative difficulty in installing the

system.
Tamper: Whether the system has tamper protecting features.
Signal Authent." Whether the commmunications use some form of data

authentication.

Table 1. Comparison of Systems Providing Location/Containment Attributes

...... CO&I_''PER COST PER
SYSTEM DEVELOPER PRESENCE/ ID INSTALl.. RF TAMPER ITEM MONITORING SIGNAL SYSTEM

MOVEMENT REQMTS. MONITORED STATION AUTI-IENT. SECURITY

AIMS Sandia YEs YES LOW 9OOMHz YES $200 '" N/A YES NONE

EIVS LANL YES NO M_:DIUM NO NO N/A $2K YES PASSWORD

FOLDS® M&H YES NO HIGH NO YE'S $5K N/A NO 'PASSWORD

LOVSS ORNL/ '¢ES NO HIGH NO NO ? ? NO NONE
Bechtel

PAMTRAK Sandia YES YES MEDIUM 200MHz YES $300 --' N/A NO PASSWORD
400MHz
9OOMHz

TCATS Sandia YES NO MEDIUM NO NO N/A $1OK ° NO NONE

PINPAL Sandia NO YES LOW NO) NO N/A $115K NO 'NONE

2.2 Systems Providing Continuously Monitored Item/Material Attributes.

2.2.1 Metrox System. The Metrox Canister Monitoring System consists of a
canister sensor unit, canister sensor interface and control units, and a host computer.
Weight, ambient and canister temperatures, canister bulge and canister identification are

v monitored by the canister sensor unit. Each canister also has an ID unit attached to
uniquely identify it. The sensor interface and control unit monitor the individual sensors
located in the canister sensor unit. The host computer receives and processes all data from
the control units, displays this data, and provides real time visual alarm indications.



2.2.2CSS. The Westinghouse ContainerSafeguardsSystem (CSS) consistsof
communication nodes and sensor-basedmodules thatmonitorthe materialstoredina sealed

metal container.Thissystem obtainsweight,temperature,rise,jiggle,ID, and locationdata
foreach container.The modules attachand communicate viapower linetotransceivers.

However, when a module isdisconnectedfrom thepower line,itcommunicates viaRF to

portals. The system is intended for situations where materials are stored on shelves in •
relatively small containers.

L

2.2.3 GRADS. The Graded Radiation Detection System (GRADS) is a security

system designed by LANL to provide a multilayered means of monitoring SNM containers
stored in vaults. The first layer of safeguards is a pedestrian radiation portal monitor
installed at the entrance to the vault that detects radioactive material moving through the

portal. The second layer of safeguards consists of fLxed area monitors configured as an array
of neutron detectors installed on the ceiling, storage racks or shelving structure of a storage

vault. This monitoring method assumes that the neutron field in a vault produced by a

particular configuration of bulk plutonium remains constant as long as the configuration is
undisturbed. Changes in the neutron field 1) indicate whether plutonium has been added to,
removed from, or moved within the vault, 2) identify the plutonium location, and 3) measure

approximately how much plutonium is involved. The third layer of the system is an item
monitoring unit that measures mass of and gamma radiation from each container.

2.2.4 SAMMS. The Idaho Chemical Processing Plant uses the Security Alarm and

Material Monitoring System (SAMMS) to monitor stored SNM. The SAMMS consists of a
series of steel tubes welded into a matrix and set in concrete below the level of the storage

area floor. The floor contains circular openings above each steel tube. A steel cap or lid seals

each opening in the floor. Suspended from the bottom of each lid is a rack holding SNM
containers. When a rack is placed in the storage tube a load cell monitors the weight of the
rack and the containers. The SAMMS uses a data acquisition system to continuously
monitor the load cell output. Weight tolerance limits are software selectable. The SAMMS h_

generates an alarm when the data acquisition system detects that the weight of the rack
exceeds either the upper or lower limit.

2.2.5 VRIS. The Vault Remote Inventory System (VRIS) monitors weapons contained in

closed vaults of the Weapon Storage and Security System (WS3). The VRIS consists of a 1)
machine vision unit that verifies individual weapon serial numbers, 2) detector that monitors
and authenticates the collective radiation signature of weapons stored in the vault, 3) vault

computer that processes the data received from the vision unit and radiation detector to verify
the inventory, and 4) base control computer to conduct inventories of all vaults, store inventory
data, and produce weapons status reports.

m

2.2.6 VSIS. The Vault Safety and Inventory System (VSIS) has monitored

approximately 6900 nuclear storage canisters for several years at the Hanford Plutonium
Storage Facility. This system consists of canister monitor units (CMUs) that provide data to
a central computer over hard wires. The CMUs gather label identification, canister bulge,
canister temperature, canister presence, and ambient air temperature data. A minicomputer
functions as the control computer for the VSIS, allowing the operator to issue commands and

to print reports. It also receives inventory and alarm data for the CMUs from four
microcomputers hardwired to the CMUs.

4



2.2.7SystemComparisons.The tablebelowprovidesa concisesummary ofsome
specificdetailsofeachofthesystemsdiscussedabove.Additionaldefinitions,beyondthose
providedfortheprevioustable,follow:

DeltaTemp.: The differencebetweentheambientand canistertemperatures.

J Bulge: A safety related measurement to indicate an internal pressure
increase.

Table2. ComparisonofSystemsProvidingContinuouslyMonitoredItem/MaterialAttributes

COST
SYSTEM DEVELOPER 'WEIGHT PRESI_MCE_ ID DELTA RADIATION BULGE TAMPER ITEM SYSTEM

MOVEMENT _AP. MONITORED SECURITY
_X Metrox YES YES YES YES NO YES NO $1 K NONE

, .....
css WSTC YES YES NO" YES NO NO" NO" $700 NONE"

GRADS LANL " Y'ES YES NO NO YES NO YES ....? PASSWORD

SMMMS WlNCO YES"" YES NO NO NO NO NO ? NONE

VRIS Sandia NO YES YES NO YES ' NO YES $5K PASSWORD

VSlS Sandia NO YES YES YES NO YES YES _700 NONE

* Still under development, may change.
**Does not measure individual canister weight, measures total weight of rack and canisters.

3. Conclusion

Thereareseveraltechnologiesavailabletositestodecreasethefrequencyof,uclear
materialphysicalinventories.Thesehavebeendevelopedby bothcommercialand
governmentorganizations.Thereisa limitedamouat oftestingandactualexperienceon
thesesystemsingeneral.Potentialusersshouldcarefullyevaluatetheirspecific
applicationand comparetheirrequirementswiththevarioussystemcapabilitiesinorderto
obtaina costeffectivesolution.Inmany casespotentialusersmay needtodo additional
developmentoratleastsome modificationforthesystemthatbestmatchestheirneeds.
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New Technologies for Item Monitoring

J

1. INTRODUCTION

1.1 Background. The Sandia National Laboratories (Sandia) Insider Technology
Department has been tasked by the Department of Energy (DOE) Office of Safeguards and
Security (OSS) to respond to the insider threat as it apphes to the DOE community. One of the
activities within this larger task involves examining current hardware practices in order to
identify, characterize, and quantify the tradeoffs associated with using several advanced
technologies. These technologies provide real time information on stored nuclear materials.
The real time data in turn supports decreasing the frequency of inventorieu conducted by site
personnel.

1.2 Sco__qg_p_.This document examines current technologies as they apply to DOE needs.
We also examine each _echnology's assets, limitations, possible applications, and projected costs.

2. WATCH System

2.1 Description. Wireless Alarm Transmission of Container Hand)ing (WATCH) is a
system that monitors movement of controlled or stored materials. The WATCH sensors or
Scnsorfrransmitter (STX) units are cohlpact, serf contained, and battery powered. There are
currently three types of WATCH sensors in use:

• The Universal Transmitter is designed to be used with an external switch (i.e., a
pressure pad, pin switch, infrared or white-light beam, or with any external device
that supplies a switch open or switch closure).

• The Wide Gap or Balanced Magnetic Sensor (BMS) is used for monitoring doors.

• The Jiggle Switch Movement Sensor is attached to an item and detects and reports
movements.

The transmitter section of the jiggle switch sensor is modular and interchangeable with
other types of sensors currently being developed. The WATCH jiggle switch sensors detect and
report movement, tampering, and low battery conditions to the WATCH receivers via 900 MHz

, radi6 frequency (RF). All WATCH alarm transmissions are redundant and randomized for high
reliability. The RF receivers process the incoming signals and relay authentic signals to the
WATCH controller via an RS-232 cable. Each WATCH receiver is capable of handling 256
WATCH transmitters, and each system can use up to four receivers (see Figure 1). The
WATCH controller unit monitors each WATCH and receiver for its state-of-health (SOH).
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Figure 1. The WATCH System

The WATCH controller unit (WCU) is an IBM compatible PC. Sandia designed and

wrote the software using C programming language. The WCU can be used as a stand-alone
system that gathers data and records events inside a controlled area. This data is stored in files
on the controller's hard disk and may be downloaded for review or can be converted into
permanent records. Access to the WCU's control menus and base operating system is protected
by built-in security. The WCU is also designed to be used as a subsystem of the Personnel and
Material Tracking System (PAMTRAK) discussed later in this document.

2.2 Applications. The WATCH system is used to monitor sensitive nuclear materials, is
ideal in vaults where nuclear materials are stored, and can greatly reduce the need for physical

inventory by site personnel. This system also monitors the movement of weapons-related parts
and materials in a production facility during nonoperational hours, or when access to these

materials is prohibited. The WATCH BMS also monitors entry points in a controlled area.

2.3. Assets. There are many advantages of the WATCH system. This section discusses

the system's assets and the advantages of using the WATCH system as an inventory tool or as
an internal security system.

• The WATCH system operates on radio frequencies. This substantially reduces the
system installation costs. Each system uses from one to four receivers. The number
of receivers needed depends on the characteristics of the host facility. The receiver's

only installation requirements are one RS-232 communication cable and DC power.

• Only minimal installation modifications are required to existing facilities.

• In comparison with other security systems, this is a very low-cost system.

• The WATCH system used as an inventory tool greatly reduces the frequency of
mandatory physical inventory.

• When monitored by security personnel, the WATCH system is capable of providing
real time visual alarm indication in the form of highlighted text.



• Each WATCH sensor is supervised, and loss of signal for any reason is displayed as
an alarm.

• Each WATCH sensor is capable of monitoring its internal power supply and

, indicates low power.

• Each WATCH sensor is tamper-protected, and the WCU displays tamper attempts.
4

• Low installation requirements allow the WATCH system to be used in storage
facilities where nuclear materials are already housed.

2.4 Limitations. Limitations of the WATCH system are:

• The WATCH system only gathers data relative to material access. This system
generates real time alarms through the PAMTRAK system when monitored material
is accessed. This system does not provide alarms annunciation.

• RF signals from WATCH sensors may impact existing safety and security devices.

• Nine hundred MHz RF signals from WATCH sensors have a range of 600 feet and
_: readily penetrate standard concrete structures. Interception of RF signals is

possible if the monitored facility is located near a site perimeter.

• WATCH jiggle switch sensors are sensitive to external vibration and may generate
false alarms when installed in facilities where heavy equipment (i.e., robotic
stackers) is used.

• Although much has been done to minimize RF collision rates, a potential problem
still exists where several hundreds of items are monitored.

• The WATCH system may not be appropriate at sites that restrict or prohibit RF
transmissions due to safety concerns when explosives are stored or processed on-
site.

2.5 Projected Cost. Figure 2 shows the estimated system cost based on the number of
sensors needed.

140
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Figure 2. System Cost by Number of Sensors



2.6 Sup oliers:

• Sandia National Laboratories, Albuquerque, NM 87185-5800. Contact: Denise A.
Anspach (505) 844-8088, or Ivan G. Waddoups (505) 844-1649.

• Inovonics Corp., 2100 Central Ave., Boulder, CO 80301 (303) 939-9336. °

• Sentrol, Inc., 10831 S.W. Cascade Blvd., Portland, OR 97223 (503) 620-8540.

• Digiboard Inc., 6751 Oxford Street, St. Louis Park MN 55426 (612) 922-8055.
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3. Tag System

3.1 Description. The tag system (Figure 3) is not specifically an item monitoring
technology. It can enhance the ability to monitor sensitive materials when used with

' PAMTRAK.

The tag system is an electrostatic proximity sensor system designed to track personnel
or material in controlled-access facilities. The tag system consists of:

• An antenna that generates an electrostatic excitation field.

• A number of proximity tags that transmit a unique 27-bit code when in the presence
of the excitation field.

• A second antenna that contains a receiver and signal-conditioning circuitry.

• An antenna interface unit that controls the generation of the electrostatic field,
decodes analog signals from the receiver antenna, and outputs these signals to the
controller through an RS-232 link.

• A controller that receives, processes, displays, and records all signals received from
the receiver antennas.

i
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Figure 3. The Tag System
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The tags are compact, self-contained, and battery powered.. They transmit their unique
ID code only when in the presence of the excitation field from the tag exciter antenna. The
receiver antenna is used in tandem with the exciter antenna and receives the signals
transmitted by the tags and relays these signals to the antenna interface unit.

The Tag Interface Unit (TIU) supplies power for the exciter and receiver antennas. It
also contains circuitry that interrogates a tag transmission for accuracy and authenticity. It
then converts the signals to RS-232 and relays them to the controller. Each TIU controls up to
four receiver/exciter antenna pairs.

The Tag Controller Unit (TCU) is an IBM-compatible PC. Sandia designed and wrote
the TCU software using C programming language. The TCU is designed to be used as a stand-
alone system that gathers data and records events within a controlled area. This data is stored
in files on the controller's hard disk and may be downloaded for review or for permanent
records. Each TCU can handle from one to eight TIUs. Access to the TCU's control menus and
base operating system is protected by built-in security.

3.2 Applications. The tag system is designed to monitor personnel with access to
sensitive nuclear materials and is useful in nuclear materials storage vaults. The tag system
can also monitor personnel in and around weapons production facilities where it is used as a
safety device. A tag can be assigned to each individual whose location in a hazardous area can
then be pinpointed.

3.3 Assets. The tag system has many advantages. This section outlines the system's
assets and defines the advantages of using the tag system to monitor and record controlled-area
access by facility personnel.

• The tag system can be used as a safety tool. In the event of an emergency, the
number of personnel remaining in a facility can be determined by reviewing the
records of those entering or leaving a tag-monitored facility.

• The tag system, when monitored by security personnel, is capable of providing real
t_me, visual indication of tagged personnel entering or exiting a monitored facility as
well as any monitored point within the facility.

• Each tag is factory sealed to prevent tampering.

3.4 Limitations. This section identifies the limitations of the tag system.

• The current version of the tags has no mechanism for preventing personnel from
removing a tag once it has been assigned. Earlier versions had this capability and
new versions of tags with this capability are being considered.

• This system is not designed to annunciate real time alarms when personnel enter a
monitored facility except when used with PAMTRAK.

• Additional RF signals from the tags and the exciter antenna may impact existing
safety and security devices.
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3.5 Projected Cost. Figure 4 shows the estimated system cost based on the number of
monitor stations needed and a separate estimate on the cost of the tags.
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Figure 4. System Cost by Number of Monitoring Stations and Number of Tags

3.6 Suppliers

• Sandia National Laboratories, Albuquerque, NM 87185-5800. Contact: Denise A.
Anspach (505) 844-8088 or Ivan G. Waddoups, (505) 844-1649.

• Indala Corp., 711B Charcot Ave., San Jose, CA 95131 (408) 434-7010.

• Digiboard Inc., 6751 Oxford Street, St. Louis Park, MN 55426 (612) 922-8055.
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4. PAMTRAK System

4.1 Description. The Personnel and Material Tracking (PAMTRAK) System is designed
as a fully automated means to monitor movement of both material and personnel. Its primary
system consists of the host computer, a laser printer, an ink jet printer, a number of bar-code
readers, and the system terminal. PAMTRAK as a whole consists of the primary system and

, three subsystems: material monitoring, personnel tracking, and entry control. A facility can
configure PAMTRAK to use any combination or number of material monitoring, personnel
tracking, or entry control subsystems with the primary system.

The PAMTRAK host computer is an IBM compatible PC. The laser printer's main
function allows site personnel to produce bar-code labels. These labels are attached to all
storage containers and are used as identification numbers. These labels also provide a reliable
means of controlling the movement of material to and from the vault. The laser printer is used
to print reports and any needed log data. The ink jet printer provides a real time log of user-
selectable events within the monitored area and alarm information.

The bar-code readers scan bar-codes attached to an item before it is stored or moved.

Using the bar-code readers, site personnel monitor movement of materials from one area to
another.

The system terminal provides access to the PAMTRAK interactive database and
windows programs (see Figure 5). The terminal also displays user-selectable events (i.e.,
entries, exits, movement within the facility, and all alarms).

o oO O

_TA_ TAG --_ SYSTEM
TERMINAL

/V

PIV PRINTERS

O
O

O iv

RF/RX WCU READERS

Figure 5. PAMTRAK and Its Subsystems
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The PAMTRAK systemusestheWATCH systemasitsmaterialmonitoringsubsystem
and thetagsystemasitspersonnelmonitoringsubsystem.(SeeSections2 and 3 forfurther
descriptions.)

The PAMTRAK entry control subsystem, Positive Identification Verification (PIV)
allows entry into sensitive production or storage areas. When site personnel wish access to
monitored areas, a system administrator grants approval. Once access is granted, a template is
made of the individual's hand geometry, and a Personal Identification Number (PIN) is assigned
and stored in the PAMTRAK database. An individual who wishes to enter a controlled area
uses the PIV to scan his/her hand geometry and then inputs a PIN. The PIN is compared with
the stored data, and, if correct, entry is granted.

4.2 .Apohcations. The applications for PAMTRAK are unlimited. The PAMTRAK
primary system is designed as an interactive, monitoring and tracking system. When interfaced
with its subsystems, PAMTRAK provides a safety and security system unique in the DOE
community. This system is ideal in nuclear material storage vaults. The system monitors
stored nuclear materials for movement or tampering; it also monitors movement of weapons-
related parts and materials in a production facility during nonoperational hours, or when access
to these materials is prohibited. The system is also used to monitor personnel in and around
weapons production facilities, and as a safety device. A tag can be assigned to each individual
whose location in a hazardous area can then be pinpointed.

4.3 Assets. There are many advantages to the PAMTRAK system. This section outlines
the systems assets and the advantages of using the PAMTRAK system as an inventory tool or
internal security device.

A) The PAMTRAK system is very versatile. Its primary computer contains a
comprehensive set of rules that may be selectively applied to meet specific site requirements.
Examples of the rules that users can select are:

• The types of material allowed in each area

• The types of movement allowed for each material type

• The job designation assigned to each user

• The transactions each job designation is allowed to perform

• The users allowed to enter the facility

• How the facility is divided into areas

• The areas within the facility to which each user has access

• The transactions allowed in each area

• The areas in which at least two users must be present

• Those transactions that require two users to perform

• The amount of time allowed to complete certain transactions

• The events the PAMTRAK primary computer logs

16



B) The PAMTRAK primary computer receives and processes information from
its various subsystems about movement of users and material throughout the monitored facility.
If any movement, access, or attempted transaction violates the facility rules established by site
personnel, the PAMTRAK primary system annunciates an alarm. When annunciated, the

, alarm is displayed on the primary system terminal and logged. The primary computer also
sounds a horn and (where appropriate) relays the alarm to a site security system.

' C) PAMTRAK enables users to perform transactions using the system terminal
or bar-code readers. These readers are placed at convenient locations throughout the monitored
site. Some of the transactions that can be performed are:

• Add or delete material

• Ship or receive material

• Add or delete subsystem hardware such as PIVs, tags or WATCHs

• Assign to or remove WATCH from material

• Reset alarms

• Produce reports about the current state of the system

• Provide printout of system rules

• Archive the PAMTRAK primary computer database and log flies

• Modify facility rules

• Delegate a job to another user

• Add or delete user accounts

4.4 Limitations. This section outlines the limitations of the PAMTRAK system. When

used with its subsystems, PAMTRAK has demonstrated no individual limitations, except for its
inherent complexity.

• The PAMTRAK primary system uses RS-232 communication lmes to interface with
the majority of its subsystems; it limits the distance between PAMTRAK and its
subsystems to 100 feet. Conversion to 422/485 is possible with a moderate hardware
change; this conversion increases the range to as much as one mile.

• The system has the same limitations as described in the WATCH and Tag systems
, discussed above.

4.5 Projected Cost. The cost of the PAMTRAK system varies greatly, depending on the
, type and number of subsystems required. (See Section 2.5 for costs of the WATCH subsystem

and Section 3.5 for costs of the tag subsystem.) Figure 6 shows the projected cost of the
PAMTRAK system based on the number of bar-code readers and the number of entry control
subsystems.
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Figure 6. Project Costs of the PAMTRAK System

4.6 _.

• Sandia National Laboratories, Albuquerque, NM 87185-5800. Contact: Denise A.

Anspach (505) 844-8088, or Ivan G. Waddoups, (505) 844-1649.

• Inovonics Corp. 2100 Central AVE., Boulder, CO 80301 (303) 939-9336.

• Sentrol Inc., 10831 S.W. Cascade Blvd., Portland, OR 97223 (503) 620-8540.

• Indala Corp., 711B Charcot Ave., San Jose, CA 95131 (408) 434-7010.

• Recognition Systems, Inc., 1589 Provincetown Drive, San Jose, CA 95129 (408) 257-
2477.

• Mars Electronics Inc., Westchester, PA 19380 (800) 553-1121.

• Digiboard Inc., 6751 Oxford Street, St. Louis Park MN 55426 (612) 922-8055.
s
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5. VRIS

5.1 Description. The Vault Remote Inventory System (VRIS, see Figure 7) is designed to
monitor weapons contained in the closed vaults of the Weapon Storage and Security System

• (WS3). The VRIS consists of four basic components: 1) The machine vision unit, 2) the
radiation signature detector, 3) the vault computer, and 4) the base control computer.

Figure 7. The WS 3 Vault Remote Inventory System

The machine vision unit (see Figure 8) is used for weapon serial number verification and
consists of a video camera specially modified with an LED ring light. This light provides the
only light source in the weapons storage vault and enables the video camera to obtain a reliable
image of the weapon serial number. The serial number image is then converted (by image
processing and optical character recognition) to ASCII text for the control computer database.
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Figure 8. The Machine Vision Unit

The radiation signature detector is a gamma ray scintillation detector and is used to
monitor and authenticate the radiation signature of weapons stored in the vault.
Authentication is done by measuring the radiation signature of the stored weapons and
comparing it with the initial correct signature stored in the vault computer.

The vault computer also receives data from the video camera. Using image processing
and recognition software, the computer verifies the serial numbers of the weapons. The
inventories can be performed on command or at preprogrammed intervals. Data is also received
from the gamma ray scintillation detector. This data is processed and verified, then signal
correlation is done by degree of statistical equivalence to verify correct weapon inventory. The
base control computer commands the inventories of all vaults on the base. The inventory data
is stored on its database and the results are circulated in weapon status reports (WSRs) or on
electronic media.

5.2 Applications. This system is specifically designed for use in the WS3. The current
design can be adapted to other weapons storage facilities. Processed data from the control
computer can be transported by electronic media and loaded directly into the NUCWA or SWIM
databases.

5.3 Assets.. There are many advantages to the VRIS system. This section covers the

system's assets and defines the advantages of using the system as an inventory tool or as a
security device.

v

- The system design is compatible with existing WS 3 inventory systems.

• The required modifications to the WS 3 vaults for installation of this system are '
minimal.

• The system design does not require physical contact with or modification to weapons
stored in the vaults.
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• System cost is low.

• Our objective is to make tbe system compatible with future PAL (MET/SID) systems.

• The system is applicable to other similar weapons storage areas.

• The system enables fast, credible, and accurate weapons inventory.

' • System cameras provide their own light source and can accurately verify weapon
status without the need to open the vault, which could reduce manpower
requirements and minimize vault openings.

• Maintenance should be minimal and could be performed during routine vault
maintenance.

5.4 Limitation_s. This section outlines the limitations of the VRIS system.

• Camera alignment is critical for this system, and requires site personnel to receive
training on alignment requirements.

• Cameras must be aligned by hand each time a weapon is replaced or moved.

• Serial number engravings on stored weapons must be backfiUed with a dark paint or
ink. This provides the camera enough contrast to accurately read serial numbers.

5.5 Projected Cost. (See Figure 9)
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Figure 9. Cost and Installation
k

5.6 Supplier.

• Sandia National Laboratories, Albuquerque, NM 8'7185-5800. Contact: Carl

Schuster (505) 844-8"/59.
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6. VSIS

t

6.1 D._scription. The Vault Safety and Inventory System (VSIS) is designed to monitor
nuclear material storage canisters in Hanford site vaults (see Figure 10). This Westinghouse

" system, designed by Sandia National Laboratories, consists of:

• Approximately 6,900 Canister Monitor Units (CMUs)
• A prime 2350 minicomputer
• Four Motorola MC6809 microprocessors
• A hardwired communication network to the CMUs

The CMUs provide the system with canister data and consist of a receptacle, a label
reader, and four sensors. The CMUs gather five different types of data: label identification,
canister bulge, canister temperature, presence, and ambient air tem)erature (see Figure 11).

Vaults ]
CMUs

i
Microprocessors

:., ::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::: : :::::::::.,:.,.

Alarm

Controllers

b

Figure 10. The Vault Safety and Inventory System
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Figure 11. The CMUs Five Types of Data

Label identification data is gathered by the label reader located in the bottom of the
CMU. A label that contains a unique electronic signature is fixed to the bottom of each canister.

When the canister is in position on the CMU, the label is capacitively coupled to the label
reader. The computer then reads the signature at preprogrammed intervals.

Canister bulge data is gathered using a pressure switch positioned in the center of the
label reader. This switch detects canister deformation in the event of canister pressurization.

Canister temperature data is gathered using a thermistor also located in the center of
the label reader. This thermistor maintains a constant temperature reading on the canister; the

computer reads the temperature at preprogrammed intervals.

Canister presence is confirmed using a pressure switch located near the outer edge of
the label reader. This switch makes contact with the canister label when the canister is in

position; it then confirms that a canister is present.

Ambient temperature data is gathered using a thermistor located on the outside surface
of the CMU. This thermistor maintains a constant temperature reading of the ambient air

temperature. The computer also reads this temperature at preprogrammed intervals. This '
data is used to compare an authentic canister against the room temperature near the canister.

Figures 12 and 13 show the installation configuration.

The control computer and operator interface for the VSIS system (see Figure 10) is a
Prime 2350 minicomputer. This minicomputer is connected to the four MC6809 microprocessors

via a fiber-optic multiplexer. The prime 2350 allows the operator to issue commands, print
reports, and to receive CMU inventory data and alarm messages from the MC6809
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microprocessors. The VSIS system is also capable of transferring necessary data to the plant
central accountability system (i.e., to the Nuclear Materials Safeguards and Security [NMSS]
system). The VSIS and NMSS are on the same fiber-optic network and use a vendor-supplied
communications protocol called Prime Net. This network creates a backup capability for both

, computer systems and allows VSIS data viewing by authorized users from any point in the
overall network.

Figure 12. Partial Vault, Segment, with Stored Canisters

, The interface between the computer and the CMUs is a Motorola MC6809
microprocessor programmed to control the CMU sensors according to commands issued by the
computer. Since all sensor data is transmitted to the MC6809 microprocessors by wire, an
integrated circuit multiplexer is installed in each CMU enabling the system to concentrate the
data and to reduce the total number of wires required between the CMUs and the MC6809
microprocessors.
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6,2 _. The VSIS system currently monitors nuclear materials storage
canisters and is ideal for use in nuclear materials storage vaults. This system greatly reduces
the need for physical inventory by site personnel and can also be used as a safety device.

o

Figure 13. Vault Segment with Complete Set of Stored Canisters

6.3 Assets. There are many advantages to the VSIS system. This section describes the
systems assets and defines the advantages of using it as an inventory tool or as an internal
security and safety device.

• The VSIS system also can be used as an inventory tool and can greatly reduce the
frequency of mandatory physical inventory.

• The VSIS system enhances canister safety and monitors canister temperature.
Abnormally high temperature or bulge data may indicate safety concerns that must
be reported to MC&A and plant operations personnel.

• The VSIS system is designed to address the insider threat. Sensors contained in the
CMU ensure the presence of the canister and monitor its temperature. Any attempt
to remove the canister itself or remove the contents generates an alarm.
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• The VSIS system uses a communications protocol and fiber-optic network that allows
the system to be integrated with the existing plant central accountability system, i.e.,
with the NMSS.

, • The VSIS system verifies correct inventory daffy or on user demand. VSIS ensures
correct inventory by comparing the results with official NMSS inventory records.

" 6.4 Limitations. This section outlines the limitations of the VSIS system.

• The VSIS system requires extensive installation and may be impractical in locations
already contaiping nuclear material. The radiation exposure to site personnel during
required installation may be prohibitive.

• A recent survey of the maintenance records indicates that approximately 12
(.001747%) of the CMUs and 5 (.000728%) of the identification labels will fail each
year. While these numbers are low, it indicates that plant personnel may be required
to enter each vault 5.66 times per year.

• The VSIS system uses ambient room temperature as the basis for comparing and
monitoring canister temperature attributes. Fluctuation in the control of vault
temperatures causes faults in the computer logic. If the vault temperature changes
too fast, the VSIS system assumes the canisters are being tampered with and issues
multiple alarms.

6.5 Projected Cost. (See Figure 14)
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Figure 14. Number of Monitor Stations x 100

6.6 Suppliers

• Sandia National Laboratories, Albuquerque, NM 87185-5800. Contact: H. Duane

Arlowe (505) 844-3416 or Larry E. Predika (505) 844.5032.
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7. AIMS

I , 7.1 Description. The Authenticated Item Monitoring System (AIMS) (see Figure 15)
monitors the movement of a number of specified items over a period of time. These items
include storage canisters, doors, and overhead cranes. The system consists of a number ofb

ASTX packs or sensor units and a receiver/processor unit (RPU). The unit is composed of an RF
receiving module, an IBM compatible PC for data processing, and a small embedded printer.

Figure 15. A Tyl)ical AIMS Installation

Each ASTX pack is small, reusable, and battery powered. The l)acks are designed to be
placed on an item that has been selected for monitoring. The ASTX pack (letects and reports a
variety ()t' event occurrences to the secured anti tamper-l)rotecte(| receiver module. The module
is capable ()['storing up to 50,000 events |)etween data c()llection periods. The ASTX packs
contain sensors capable of reporting two (lifi'erent types of physical events. Movement of the
ASTX unit triggers a motion sensor embedded in the unit and produces the first type of incident
rei'erreti to as a "Motion Event." The second type o[' event, an "Entry Indicating Event," is

reportetl if any tamper attempt is made. These +_;TX packs utilize [.ha same circuitry as the
WATCH units discussed above.

Each ASTX pack reports an "Authenticated" event and periodic SOIl messages back to
• the receiver via 900 MHz RF. The receiver receives and stores both authenticated events and

SOtI messages from each ASTX pack in its group. A receiver group is defined as the receiver
, plus all programmed anti currently operational/LSTX packs assigned to it. The receiver has the

necessary database information which includes the identification numbers of each ASTX in its
group, and how often each shouhi report SOH messages. If SOH messages are not received
from an active ASTX pack, a missing SOH event is t'ecorded with the time and date of the last
transmission received, and the time and date of when (if) it begins to transmit again.
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The AIMS receiver module is used in two different configurations:

_Configuration ! is used in systems where a small number of ASTX units will be needed
and an unsorted printout of the event history is sufficient. A small embedded printer within the
receiver will be used for recording the event history. In this configuration a PC is not used.

Configuration '_2is used in systems where large numbers of ASTX units are needed and
an unsorted printout would be very lengthy and difficult to interpret. In this configuration, a
PC can be connected to the receiver. The PC-designed software gives the user the ability to

process, sort,, and view the event history in several different formats. The use of a PC also
allows event histories to be stored on floppy disks for further analysis anti archival purposes.

7.2 Applications. The AIMS system is used in monitoring sensitive nuclear materials
and would be ideal for use in nuclear materials storage vaults. It greatly reduces the need for

physical inventory by site personnel. This system can also monitor movement of weapons-
related parts and materials in a production facility during non-operational hours, or when
access to these materials is prohibited. AIMS also monitors entries into a controlled area.

Though it, cannot tell who entered, it will indicate that someone entered and when.

7.3 Assets_'. There are many advantages to the AIMS system. This section describes the

system's assets and defines the advantages of using the AIMS system as an inventory tool or as
an internal security device.

• The AIMS system operates on radio frequencies anti is, therefore, wireless; this
substantially reduces the cost of the system and its installation. Each system uses
one receiver module designed to be placed in the monitored facility.

• No modifications to existing facilities are required for installation of this system.

• This is a low-cost system when compared with other security systems.

• The AIMS system can be used as an inventory tool and can greatly reduce the
frequency of mandatory physical inventory.

• Each AIMS ASTX pack is supervised, and loss of signal for any reason is recorded as
an event.

• [_)w installation requirements may allow the AIMS system to be used in storage
facilities where nuclear materials are already present.

• The AIMS ASTX packs use authenticated RF messages' this increases system

security.

7.4 Limitations. This sec.tion outlines the limitations of the AIMS system.

• When used in Configuration 1, the AIMS system is a data-gathering tool to monitor
access to controlled materials; it does not, generate real time alarms when monitored
material is accessed. See Section 7. I.

,h

• This system does not provide audible alarms and has no alarm relay capabilities.

• Additional RF signals from the AIMS ASTX packs may influence existing safety and
security devices.

30



• Nine hundred MHz RF signals from the AIMS ASTX packs have a range of 600 feet
and readily penetrate standard concrete structures. Interception of RF signals is
possible if the monitored facility is located near a site perimeter.

• The AIMS ASTX packs are sensitive to external vibration and may generate false
" alarms when installed in facilities where robotic stackers are used.

• Although much has been done to minimize RF collision rates, the problem still
" exists. The AIMS ASTX packs use authenticated messages that increase the length

of each message and may increase the collision probability.

• Many sites restrict or prohibit RF transmissions due to safety concerns when
explosives are stored or processed on site; thus, the AIMS system may not be
appropriate at these sites.

7.5 Projected Cost. The cost figures indicated below are for RPUs with no tamper
protection. RPU tamper protection will increase the cost of the system by 6 K per 1000 ASTX
packs (see Figure 16).
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Figure lt,. Cost by Number of ASTX Packs

7.6 Suppliers.

• Sentrol, Inc., 10831 S.W. Cascade Blvd., Portland, OR 97223 (503) 620-8540.

• Sandia National Laboratories, Albuquerque, NM 87185-5800. Contact,: J.L.
Schoeneman (505) 844-2049.

" ' , 39-9336.• lnovonics (Jorp., 2100 Central Ave., Boulder, Colorado 80301 (303) 9' ' '
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8. EIVS

• 8.1 Description. The Experimental Inventory Verification System (EIVS) is an image-based
material control system designed to provide timely information about the state of nuclear materials in
storage or in process. Using cameras, the EIVS acquires basis imagery describing the area of

surveillance. These data are digitized and stored by the host computer; subsequent, image data are
acquired, compared, and analyzed using image processing and analysis methods designed to detect
changes or other events that occur in the monitored area. Detected events are analyzed to determine
their safeguards significance; stored for review and archive; and if necessary, trigger audible and visual
alarm mechanisms informing site personnel that an event has occurred. The events are also stored for
accountability records or for future analysis.

The EIVS is currently in alpha-test at two DOE sites. System hardware includes a Sun

Microsystems SPARC 10 host computer configured with up to 512 MB RAM, 1 gigabyte system disk, 2
gigabyte data capacity, and an automatic tape archival system. Image acquisition hardware captures
inputs from up to 18 detection cameras and 9 video cameras. The host computer is equipped with a C-2
security level operating system, includes mandatory or discretionary access controls for all system
functions, and is housed in tamper-resistant cabinetry.

EIVS software includes an x-window-based user interface with point and click selection of all

system functions. Features include camera configuration, live video monitoring, user/system logging and
reporting, disk control, system administration, alarm management, and interactive data review/image-
processing tools.

8.2 Applications. The EIVS monitors sensitive nuclear materials and is ideal for nuclear
materials storage vaults. This minimizes the need for physical inventory by site personnel. This system
could also monitor weapons-related parts and materials in a production facility during non-operational
hours or when access to these materials is prohibited.

8.'3 A____ssets.There are many advantages to the EIVS. This section describes these assets and
defines the advantages of using the EIVS as an inventory tool or as an internal security device.

V• The E1 S can be used as al, inventory tool; it can reduce the amount of radiation site

personnel are exposed to by providing verification data that would extend the physical
inventory period.

The EI JS provides increased protection against insider threats. Traditional nuclear material
monitoring _ystems rely on the absence of signal. These detection systems use bi-level switch
alarms only when the switch mechanisms are decoupled. If these and other similar
mechanisms are deactivated, the same absence of signal is seen as active, meaning there is
no indication of intrusion. Image-based and video-based systems with internal signal

verification produce a continuously positive sig_,al. EIVS provides an enhancement that
• many systems cannot.

• The EIVS provides defense in depth. When a monitored area is breached, most traditional
• insider protection systems do not have the ability to identify the person or persons

responsible. Image-based and video-based systems provide this information.

• EIVS provides visual and audio alarms.
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• Video signals are supervised; loss or degradation of signal produces an alarm.

• EIVS provides C-2 level computer security features and a tamper-resistant housing is
available.

8.4 Limitations. This section discusses the limitations of the EIVS. ,

• With current image processing software, the EIVS is sensitive to ambient light changes; a
sudden change in ambient light can trigger an alarm. °

8.5 Projected Cost. (See Figure 17)
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Figure 17. Number of Monitoring Stations

8,6 Supplier.

• Los Alamos National Laboratory, Los Alamos, NM 87545. Contact Cheryl Rodriguez.
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9. METROX SYSTEM

9.1 Description. The Metrox Canister Monitoring (METROX, see Figure 18) system provides
attribute and location data to monitor the current status of the canister inventory in a canister storage

facility. METROX consists of three basic components: the canister sensor unit, the canister sensor
interface and control unit, and a host computer.
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Figure 18. The METROX Canister Monitoring System

35

....... nll'll' ' ' ' '



The canister sensor unit (Figure 19) contains sensors to monitor the status of an individual canister.
Weight, ambient and canister temperatures, canister bulge, and canister ID are monitored. Individual
canisters are prepared by facility personnel by installing a one-touch identification device to the bottom
center of each canister.

Figure 19. C,anister Sensor Unit,

The canister sensor interface and control unit monitors the individual sensors h)cated in the
canister sensor unit,. ID serial inibrmation is transferred from the one-touch to the interface control

unit and is processed using a one-wire to three-wire converter. '['he serial information is then relaye(!
to the main PC controller. Weight data fi)r each canister is monitored by a load sensor and tr;_nsferre(!
to the interface control unit, where it, is processed by a 16-t)it analog-to-digital converter. The data is

then relayed to the main PC controller. Canister bulge, ambient temperature, anti canister
temperature are monitored by separate sensors, and the data is transferred to the interface control unit
and processed by a multiple channel analog-to-digital converter. This data is then relayed to the main
PC controller. The host computer receives and processes all data from the canister monitor units,

displays this data as requested by the operator, and provides real time visual alarm indications.

9.2 Applications. The METROX system is designed for use in monitoring nuclear materials

storage canisters and is ideal for use in vaults where this type of nuclear material is stored. 3'his
system greatly reduces the need for physical inventory by site personnel and (:an be used as a safety
device.
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9.3 Assets. There are many advantages to the METROX system. This section describes the
system's assets and defines the advantages of using the METROX system as an inventory tool or as an
internal security and safety device.

, The METROX system can be used as an inventory tool and would greatly reduce the
' frequency of mandatory physical inventory.

• The METROX system enhances c _nister safety and monitors canister temperature and

• bulge. Abnormally high temperature or bulge data may indicate safety concerns and are
reported to MC&A and plant operations personnel.

• The METROX system addresses insider threats, Sensors contained in the CSU ensure the

presence of the canister, monitor canister weight, and monitor canister temperature. Any
attempt to remove the canister itself or remove the contents from the canister generates an
alarm.

9,4 Limitations. The METROX system requires extensive installation and may not be practical
in locations already containing nuclear material. The radiation exposure to site personnel (luring
required installation may be prohibitive.

• The METROX system uses ambient room temperature as the basis for comparing and
monitoring canister l emperature attributes. Fluctuation in the control of vault

temperatures causes faults in the computer logic. If the vault temperature changes too fast,
the METROX system assumes that the canisters are being tampered with and issues
multiple alarms.

9.5 l)rojecled (]()st. (See Figure 20)
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Figure 20. Number of Monitoring Stations

I,

9.6 Suppliers.
Q

• MI_IR()X Inc., 7165 C_onstruc:tion (,curt, San [)ieg(), CA 9212l (619) 271-173l.

• Sancha'" National Lab()rat,()ries, Albutluer(lue, NM. 87185. (]()ntact Ivan Cj. Wa(lttoul)s, (505)
844-1649.
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10. TCATS

10.1 Description. The Target Cueing and Tracking System (TCATS) is designed as a

, multipurpose, video image, item monitoring or personnel tracking system. The system can be
configured for item monitoring and will generate an alarm when any movement within its field of view
occurs. The system tan also be configured for personnel tracking and can record the movement of

• personnel when they are in the field of view.

TCATS uses digital image processing software and hardware to detect and track moving targets
in images from standard RS-170 video sources. TCATS uses special image processing algorithms that
are most sensitive to a target that displays purposeful motion and that, is less sensitive to global image
changes or random motion. TCATS uses a multitarget tracking algorithm capable of tracking many
objects in any X-Y direction while retaining an identity for each object. The TCATS hardware is
optimized for these image processing algorithms.

TCATS consists of:

• a VME dual-height chassis and power supply
• a 68020/688881 CPU and memory board set,
• seven Max video image processing boards from Data Cube, Inc.
• either a disk drive or static RAM disk for file storage
• a number of cameras, a monitor, and an input terminal

The Max video boards include a:

• l)igimax. The Dig!max module is an RS-170 compatible video acquisition and display
module that digitizes the signal into 512 x 512 x 8 bit image frames.

• Three Framestores. The framestore module is a digital image storage board.

• A MaxSigma. The MaxSigma module is a large kernel, real time convolution board.

• Tw() MaxSPs. The MaxSP module is a general purpose signal processing board.

The ()utput of the TCA'FS development system is the annotated video image showing the
location on the image where the alarm occurred. It is also possible to send alarm signals from the
development system to other security equipment. In the present configuration, a prototype alarm box
was used to provide relay signals to the other equipment.

10.2 __I2plications. When the TCATS system is configured fi)r item monitoring, it is used in
monitoring sensitive nuclear materials and is ideal for nuclear materials storage vaults. This system
could also monitor weapons-related parts and materials in a production facility during non-operational
hours or when access to these materials is prohibited.

1.

Other potential applications include, but are not limited to: vehicle portal screening, roadway
traffic monitoring, industrial process monitoring, and monitoring any avenue of approach. As an

o intrusion detection system, TCATS is difficult fi)r an intruder to defeat, even if the intruder is aware of
its existence.

10.3 Assets. There are many advantages to the TCATS system. This section describes the

system's assets and defines the advantages of using the TCATS system as an inventory tool or internal
security device.
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• The TCATS system can be used as an inventory tool and (:an reduce radiation exposure to
site personnel by providing verification data to extend the physical inventory period.

• The TCATS system provides increased t)rotection against insider threats. Traditional
nuclear material monitoring systems rely on the absence of signal. These tyl)es of detection
systems use bi-level switches and alarm only when the switch mechanisms are decoupled. If
these and other similar mechanisms are (leactivated, the same absence of signal is seen as

though it were active; no intrusion is indicated, Image-based and video-base(I systems with
internal signal verification continuously produce, a positive signal. TCA'FS l)rovi(les an
enhancement that many systems cannot.

• The TCATS system provides defense in depth. When a monitored area is breached, most
traditional insider protection systems (!o not have the ability to identify the person or

persons responsible for the breach. Image-based and video-based systems provide lhat
information.

10.4 Limitations. This section outlines some limitations of the TCATS system.

• The TCATS system requires extensive installation and may l)e iml)rac[ical in It)cations that
already contain nuclear material. The radiation exposure to site personnel during re(iuired
installation may be prohibitive.

• The user inter|hoe is ('oml)lex and will require extensive [,raining ()t"l)ersonne].

• During testing of the development system, hardware problems required a high level of
maintenance, Although improvements are being made and testing has l)een limited, lhe

complexity of the system indicates |,hal maintenance requirements will l)e high.

• Development system test results also indicate that false alarm rates are high.

10.5 Projected Cost.

Sandia National Laboratories has never calculate(! lhe (;()st of a I)r()duc[ion TCATS unil. Some
unresolve(t reliability issues nee(! to be a(l(lresse(t. For a (letaile(I description of these issues, s(,e
"SANI)92-03,()6 Overview of [,he 'rarge[ Cueing and Tracking System (TCATS) Appen(lix B." In or(ler t()
resolve these issues and pr<)du('e a small lot ()f 'r(wrs units would retluire the t'olh_wing eslimale(!
costs:

• Layout/lhbrication costs for ne,w circ.uit boar(is $ :_3,()00
• lmbor for res()lving pr(>blem, assembly, and le,sti $1(_5,()00
• Enclosure and parts kit (per unit) $ 20,000
• Total cost for upgraded TCATS unit $218,000
• Cost for each additional upgraded unit, $ 20,000

It, has been estimated that the initial production unit version of TCATS would (:()st, less than
$10,000. This estimate is based on proposals submitted to Sandia from private industry during the

technology transfer process.
II,

10.6 Supplier.

• Sandia National Laboratories, Albuquerque, NM 87185. Contact: Everett E. Schnetzer,

(505) 844-8379.
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11. LGVSS

* 11.1 Description, The Light Grid Vault Surveillance System (LGVSS) is a system designed to
monitor nuclear material storage canisters. The concept of using the LGVSS was proposed by
Savannah River fi)r use in an oxide storage vault to be constructed at the Savannah River facility.

" Research anti development was completed and a mock storage vault constructed by ORNL under
funding from Bechtel. The LGVSS was installed and the mock vault was tested.

The original Savannah River concept was a vault, with a below-floor level grid of vertical
cylindrical storage h)cations with a capacity of two nuclear materials storage canisters per location. The
tloor of the vault would consist of a grid of metal tiles. The canister baskets would be suspended from
the bottom of each metal tile (see Figure 21). A magnetic grapple would be used to lift the metal tiles
for acc,ess to the stored canisters.

Figure 21. Tile, Basket,, anti Canisters Ready fi_r Insertion in Slab

The I,GVSS w()uht be located t)elow the metallic tile floor ()f the vault. There are passages

, between the canister storage positions through which the c(fllimated light beam l)asses (see Figure 22).
The l)assages in the front-to-rear (tirecti()n are ofi_et vertically from the passages in the side-to-side
<lirecli()n. As the l)askets containing the canisters are inserte(! ()r remove,d from the vertical storage

• location, they interrupt the light, t)eams.
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Figure 22. Vault l,ayout

The I,GVSS consists of a network of light sources, photo sensors, a digital input circuit board

used to ac:cel)t the '['TI, output t'rc_m1tle detector system, and an ll'_M-coml)atit)le PC used as the system
controller.

il.2 Applications. The I_(IVSS system is designed to monitor nuclear materials storage
canisters containing uranium oxide. The canisters would be placecl in a horizontal array within a
borated concrete slab. The slab could be placed on the Iloor of an existing vault, or built into the floor of

new vaults. This system could greatly reduce the need for physical inventory by site personnel.

l l.3 Assets. There are many advantages to the L(]\,'SS system, This section describes the

system's assets and defines the advantages of using the I_(_VSS system as an internal security device.

• Use of the L(]VSS canister monitoring system cloes not allow access to stored canisters by

site personnel. Automated or robert(: access to the canisters is monitored by coml)uter. This
level of security may support, the. reduction of physical inventories.

• The boratect slab Lhat will contain the material canisters reduces the level of radiation in the

surrouncting vault. This could reduce the racliation exposure to site personnel entering the
vault:.

It
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11.4 Limitations. This section outlines some limitations of the LGVSS system.

• The LGVSS system requires extensive installation and may |)e impractical in locations
already containing nuclear material. The radiation exposure to site personnel during

• required installation may be prohibitive.

• Access to stored canisters requires using an electric hoist/magnetic lift, or an automated
" grapple.

• The L(IVSS does not have the ability to verify the presence ot'stored canisters.

• The IX_,VSS is not designed to measure canister attributes such as ID or weight.

I 1.5 !'roiectcd C,osl. The L(WSS is still in the conceptual phase of its design. Although a small-
scale mock system has I)een construcie(| for testing and proof-ol'-(:oncept, no reliable estimate of the cost
is available

I l.(; Suppli(_rs.

• Oak Ridge National [ml)oralory, ()ak Ri(lge, Tennessee 37831. (_onta(;t: Mike II. Ehinger
(6 !5) 574-71:12.

• Bechtel National, Inc. (,ontact: l)i(:k Philil)pone (615) 220-2537.
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12. CSS

i 12.1Description.The WestinghouseContainerSafeguardsSystem(CSS)consistsof
communicationnodesand sensor-basedmodulesthatverifythematerialstoredina sealedmetal
container.To accomplishthisend,attributesofthecontaineraremeasured.Of theattributes

h

considered,thereareseveralthataremeaningfulwithoutbeingimpractical(i.e.,expensive,unwieldy,
short-lived,orunreliable).Accordingly,weight,temperature,rise,jiggle,and locationwereselectedas
theparameterstobe measured.

For an overall view of the Container Safeguards System see Figure 23. A group of sensor-based
modules attach and communicate via power line to transceivers; however, when the modules are
disconnected from the power line, they communicate via RF to the portals. Each portal and each
transceiver has an RS422 interface and cable. The portal is tied by *"ese to an ISBX-interface card
within the Vault Interrogation Unit, (VIU).

The existing system is intended for those occasions when materials are stored on shelves in
relatively small containers (i.e., in a can with a diameter 4.75 inches and weighs 4 kg). The CSU should
be attached directly to the material container with adhesive, double-sided tape. Thus, the CSU becomes
a part of the stored material until it is detached (i.e., when the stored material is removed for
processing, etc.). The CSU module contains a weight sensor, two disturbance sensors (jiggle), two
temperature sensors (the container temperature and its differential temperature from ambient),
interface for power line-carrier communications, and short-haul RF communications as a means to
communicate when disconnected from the power.

An analog timer reactivates (awakens) the module fi)r sensing and communications. That is,
most of the circuitry of the CSU is powered down to conserve power and to increase radiation tolerance.
During power-down times, the CSU continuously monitors disturbance (jiggle), and records these
events for the next interrogation. At the brief power-up intervals, the CSU monitors weight and
temperature. Before power down, the CSU communicates with the interrogation unit so that sensor
values can be transferred. In a(hlition, the CSU has a watchdog function that has a time out of twice
the power-cycling period. The watc.hdog accounts for the possibility of a latch-up condition that could
keep the circuitry powered continuously. (The watchdog's act of powering down eliminates any existing
latch-ul) conditions.)
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Figure 23. Surveillance Concept for Can Storage Vault

12.1.1 The CSU. The CSU is circular and approximately 4.25 inches in diameter (Figure 24). It

is less than 3 inches high and is constructed so that the CSU elevates the container about 2 inches above
the existing vault racks. The container itself is supported by a stainless bellows whose position indicates
the container's weight. In the prototype, a portion of the CSU must hang over the edge of the rack to
ease the connection of power. In addition to on-rack operation, the CSU must be constructed so that it
also operates on any flat horizontal surface.
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Figure 24. CSU on a Rack Within the Vault

12.1.2 The VIU. The VIU is an ISA-bus compatible computer. Slots within the coml)uter

chassis must t)e oCCUl)ied with one ()r more ISBX hoards. Each board can contain three interface cards
that are connected to it. Finally. each ISBX-interface card must have a ribbon cable that; provides a
connector at the rear of the computer. Therefl)re, each portal or transceiver must be tied to the

computer via a cable that attaches I(1 the computer. Alternatively, transceivers may reside within the
PC chassis

12.1.3 1SBX Interface (;ar(ls. UI) to three interface cards can reside on each ISBX board within

the c()mpute.r chassis The computer communicates with the interface cards as 1/O through the ISBX
board Each card has an lntel ISBX connect()r (l'art Number: 103109-001) that attaches to the ISBX

boar(l, two X/inx lx)gic ('eli Arrays ([A;/_s) that implement the communicati(ms protocol, and two RS-

+122compliant transceivers wit h a I()-pin connector t hat l)ermits t he ribbon c.al)le to be attached.

There are two different types of interface cards. While they are physically identical, the

programming of the X/inx [,CAs is quite different. One LCA design is for RF communications and
therefore receives demodu let ed data from the p(,'t al. The other LCA design for t he powerline carrier
must dem(_(lulate a I)I'SK signal as the ('SU does and acc.oun! for half-duplex operati()n. Both IA;A

designs transmit I)PSK data that is c(m_patihle with the ('SU receiver.

12.1.4 Transceivers. For l)owerline carrier application, lhe transceiver is a half-sized PC-bus

compatible hoard that will plug into an IBM-P(?. AT, or compatible computer. The transceiver serves as
a power supply and communications center for the CSUs. Those CSUs not attached to the powerline
must communicate through RF portals; however, they will do so only within approximately 5 feet,. A 9-

pin D-type connector ties the transceiver to the rear of the VIU chassis. An alternative 10-pin
connector is provided on the transceiver to attach it to an 1SBX-interface card within the same PC

, chassis. The use of the 10-pin connector avoids the need for an external 9-pin cable.

12.1.5 Portals. For RF application, the portal is an 1! inch x 15 inch x 5 inch box that can be

* mounted over a doorway. The box has only a standard 110-volt power cord and a 9-pin D-type
connector for communication with the ISBX-interface card within the VIU. Those CSUs not attached to

the powerline must communicate through the RF portals. Since the CSUs can only communicate
within approximately 5 feet, the portal must be capable of receiving beacons from a much greater
distance.
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12.2 Applications. The CSS was designed to monitor sensitive nuclear material storage
canisters. This system is ideal for use in vaults where nuclear material is stored. The CSS greatly
reduces the need for physical inventory by site personnel.

12.3 Assets. There are many advantages of the Container Safeguards System. This section ,
covers the system's assets and defines the advantages of using the CSS as an inventory tool or as an
internal security device.

• The CSS can be used as an inventory tool and would greatly reduce the frequency of
mandatory physical inventories.

• The CSS addresses the insider threat. Sensors contained in the CSU detect motion, a

change in weight., temperature, and location. Any attempt, to remove the canister itself or to
remove the contents from the canister will generate an alarm. In addition, CSU design is
modular so that additional sensors (such as a bulge or tamper detection) could be
accommodated.

• Lifetime cost is minimized since the units have been designed for a 50-year life with no
scheduled maintenance. Cost of unscheduled maintenance is reduced by a modular design
that allows quick replacement of the electronics.

• The CSUs have been designed fi)r radiation tolerance anti tested for a lifetime gamma-
radiation dose of l05 RAD.

• System communications are over a single pair of wires that also provide CSU with 12 volts.
This method assures reliable communications and freedom from interceptitm with minimum
wiring nee(is. Data integrity is assured because normal communications arm with individual
units. Wiring may ire made modular fi)r ease of installation

• In the event of power supply failure, lhe CSUs can operate fi)r several (lays from a self-
contained standt)y battery.

• The CSUs have the option of h)w-power R__'communications that have proven benign to
other electronic systems, including Nuclear Incident Monitors (NIMs).

12.4 Limitations. Limitations of the Container Safeguards System are:

• Currently, the CSS is a data-gathering tool for use in monitoring access to controlled
materials. No software has been written to generate real time alarms when monitored
material is accessed.

• Currently, the system software is not complete; therefore, the system provides neither
audible alarms nor alarm-relay capabilities.

• The CSUs have the option of a low-power, 900 MHz RF signals with a range as far as 200
feet. Interception of these RF transmissions is possible.

• Each CSU includes a disturbance sensor whose sensitivity is adjustable; however, false •
alarms may still be possible from external vibration.

• The CSU design does not currently read an identification from an individual can; rather, the
unit itself has a unique identification.
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12.5 Projected Cost. The following chart shows the estimated system hardware cost based on the
number of CSUs with all of its sensors. Less costly alternatives could be considered for the sensor that

measures weight using a radiation-tolerant Linear Variable Displacement Transformer (LVDT) and
stainless bellows.

10 50 100 150 Z]O 250 300 3B) 41004_0 500 600 RO 800 gJO1000

Figure 25. Estimated System Hardware Cost Based on Number of CSUs

12.6 Sup__pliers.

• Westinghouse Science and Technology Center, Pittsburgh PA 15235-5098. Contact Roger W.
Cox: (412) 256-2173.

• Westinghouse Savannah River Company, Aiken SC 29808. Contact Mary Rodriguez, MC&A
Manager: (803) 725-5028.

|
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13. SAMMS

' 13, 1Descri!)tion, '['he Security Alarm and Material Monitoring System (SAMMS) is
designed as a means of storing Special Nuclear Material (SNM) at the Idaho Chemical Processing
Plant (ICPP). The system consists el"a series of steel tubes welded into a matrix anti set, in concrete
below the level of the storage area floor. The storage area floor contains a number of circular
openings, one above each steel tul)e, A steel cap or lid seals each opening in the storage area floor.
Suspended from the bottom of each lid is a rack designed to hold a number of SNM containers.
When the rack is placed in the storage tul)e, a load cell monitors the weight, of the rack and the
containers (see 1 lgure 26), A PC-based data acquisition system is used to continuously monitor the
output el"the load (;ells. Weight, tolerance limits are assigned in software, and if the weight, of the
rack exceeds either the upper or lower limit,, an alarm is gener_lted, The ,_AMMS is connected to
the plant security alarm system via dry c,ontact rebws, _n(l to the plant, safeguards system via an
RS-232 communication link. When SAMM_ generates an alarm it,will close the appropriate relay
t() alert security forces, and will send pert,inent data to sal'eguar(! systems regarding weight
deviations being registered by the SAMMy_.
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13.2 Applications. The SAMMS is designed to monitor Special Nuclear Material storage
canisters at the ICPP. This system is applicable for use in vaults where nuclear material is stored
and limited storage space is available. The SAMMS greatly reduces the need for physical inventory

by site personnel.
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Figure 27. ICPP SNM Vault Showing Storage Area

13.3 Assets. There are many advantages of the Security Alarm and Material Monitoring

System This section covers the system's assets and defines the advantages of using the SAMMS as
an inventory tool or as an internal security device.

• The SAMMS can be used as an inventory tool and would greatly reduce the frequency of

mandatory physical inventories.

• The SAMMS addresses the insider threat. Sensors contained in the SAMMS detect any

change in weight. Any attempt to access the racks or remove the canisters themselves
or to remove the contents from the canister will generate an alarm.
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• System communications are over a single pair of wires. This method assures reliable
communications and freedom from interception with minimum wiring needs. Data
integrity is assured because normal communications are with individual units. Wiring
tnay be made modular for ease of installation.

G 13.4 Limitations. This section outlines some limitations of the SAMMS system.

• The SAMMS system requires new construction and extensive installation and may be
' impractical in h)cations already containing nuclear material. The radiation exposure to

site personnel during required installation may be prohibitive.

• Access to stored canisters requires using an electric hoist, magnetic lift;, or an automated
graPl) le.

• The SAMMS does n()! have the abilily to verify the presence of stored canisters.

• The SAMMS is not designe(I to measure, canister attril)ute, s such as ID, weight, or bulge.
The weight allribute SAMMS l)rovides apl)lies to the total weight of the rack and any
canisters stored in the rack

13.5 Projected Cosl. The SAMMS is a site specific syslem. Although a system has been
constructe(l and is in use, n() relial)le estimate of the cost is availal)le.

13.6 Supplier.

• Westinghouse Idaho Nuclear (%mpany, In(,., Sat_guards and Security, Idaho Falls, ID
S340:]. (]()nlac|: Ran(hm (',. Anderson.
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14. FOLDS@

14.1 _tion. The Fiber Optic Intelligence & Detection System (FOIl)S@) mo(lel 3000 is

primarily designed as a perimeter l)rotection system. '['he proposed item monitoring system is
' designed as a means of monitoring store(l material using t'it)er el)tic technology. This system

consists of:

• A control computer that receives, I)rocesses, (lisl)lays, anti records all data received from
the t'il)er el)tic sensors (see Figure 28),

• The F()II)S,_,' 3000 t'il)er ()l)tic c()nlrol inlert'ace (see Figure 28).

• A numt)er ()t"fil)er el)!!(', lo()ps, used as sensors.

'J !

Figure 28. I_'()II)S,._)(',omp(ments

• The F()! I)S_) nm(lel :it)()0 con!roller is an IBM c()ml)at ible ct)mputer using a l)rol)rietary
()l)eraling system with t'ull-c()l()r graphic tlisplays ct|s|(.|mize(t for each site. The system is
(lesigne(I for ease of use an(! tea(lily integrates with ('(VFV, a(:(:ess control anti other
lyl)eS ()t"inl rusi(m l)r()lecli()n and i(tentit'ieati(m systems. Command anti control ()t' the
t, n t ire system ix (u,n(lucl.(_(! from t he F()II)S@ console at a central monitoring point. The
l"()ll)S_, syslem also (iisplays lhe status ()t"the sensors, trunk lines anti l)ower sut)plies.
The operat()r is able it) (u)n(tu('_t a complete, continuiiy check o|' ea(:h sensor on (,ommantl
()r can tlire.c_, the FOII)S¢_) t()(,()ntluet au{()matic sell' (:hocks. Any non-standard condition
(ietecle(! I)y the system can be displayed on the screen and acc()mpanied by an audible
alarm. After the initial alarm, the ()perat()r ('an suppress the audible alarm t)ul the
visual alarm will remain untii the ('ause ()l' the alarm has been resolved. Thesysqem
will also slt)re all evenl signals received. The system will record all adjustments or

changes, all alarm c(m(lilit)ns t)y lime and (tale, and all him-standard (:end!titres detecled
(luring selt'-lest. This int'ormati(m is stored in the system's memory for later review ()r
retrieval.

• The FOII)S_) m()(lel :_0()() mierol)r(mess()r-t)ased t'il)er optic ctmtrol interlhce, designed l)y

Masml & l langer National, Inc. ix the processing anti c(mtrol point between the

, (',()ml)uler c(mlroller anti the t'ii)er optic sensors. Each fiber (_l)tic intert'a('.e ('tmtains all
the net,,essary har(lware for 8 complete fil)er t)l)lic sensor loops. The SUl)l)or! hardware
for the sensor lool)s consists of a pt)wer supply, a (class I) ('ontinuous wave laser, an

, t)l)tical splitter, a photo diode, anti a signal processor (see Figure 29). The laser is
connected to one port of the four pt)rt optical splitter and the photo diode is cermet'ted to
the second port on the same side. Each end ot'a single mode optical-fiber h)op is
connected to the two ports on the other side of the optical splitter, The light beam from
the laser is split into two sub signals which travel in opposite directions around the fiber
optic loop and are recombined in the optical splitter anti exit through the port being
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monitored by the pholo tliode. The level of amplitude interference that is achieved
becomes the baseline which is monitored for change. The level of interferenc.e can range
from construe.tire interference, where the original beam is restored, to destructive
interferenc.e, where the beam is h)st and a null condition is created, or to some c()ndition
between the two extremes Touching or moving the sensing h,op, (,r changes in the
surrounding air pressure will catlse the light sub signals to take a different route. *
through the core of the filmr optic cable and cause a change in lhe baseline amplitude
inlerfi_rence.

ID

• The fiber optic loops or sensors ar,_ single-mr,de fiber ,,plic cable. These sensors arv
on i irely [)assive in (,peral ion, (,mtiling at) (:h_.('.Irt,nit' signals which may l)e (lete('.Iell l)y
any intru(ler, an(l can be us(_(lin ('h,sel,r,)ximity I(, ra(lar t,r (,ther securily systems and
('.ommunicati(,ns e(luil)menl. Senst)rsare not affecte(l l)y electro-magn(,t it' inl erl'(w(,n,'e,
ra(li(, Iransmissit,ns ()r any ()thor oleclronic emanatit,ns. Those sonst)rsl)rt)thn'o n(,
_',live emissit)ns, will not inlrt)tluc.(_,hazards into ihe.area l)t,in_ mr,nill)red and ,'an I)(,
used sat'ely in exl)losive hanttling, l)et r()leum sl,)rage or ,)lho.r hazard,ms areas. Service
lit'e ()t"the senst,rs ext'(_.etl10 years and art; mainlonan(',_ t'r,_eunless i)hysi(,ally (iamagt:(I
Rel)air ot"damagetl (,r broken sensors is easily acct)ml)lisht,d with prt)imr etlUil)m(,nl anti
does not require rel)la('ement (,t"the damaged sensor. The t'iber ()l)tic ,*abh_is very
versatile anti can i)e used in many t',)rms. The cai)ic can t)e m<)hh_(!intt) a rul)l)er
pressure pa(l an(l a monilt,re(l item l)laced (,n I()I) of it. The cable can l)e used as is l)y

wral)l)ing it around the item to l,e mt)nit,)re(l. The (,.abh_.can l)e installed on (h)t)rs,
iml)e(l(le(l into (,.,)ncretefloors at ac(:esspoints an(l (,()mmt)nlyIravele(l areas, can he
inshllled into walls anti ceilings t()l)revent c,,ver! ent ran,'.(._i,)('()nl r()lletl areas.

!

I.ASER " 1 2Z2
,, OPIICAL

, !
i
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Figure 29. F()II)S_) Sensor (]omponents
!

14.2 Applications. This system is apt)lical)le t'or use in vaults where nu(,.lear material is
store(l. The FOIDS$) reduces the need t'or physical inventory I)y site l)ersonnel. The system can be
used fi)r item monitoring, intrusion detection, perimeter security and inventory.

14.3 Assets. There are many a(lvantages of the Fiber Optic Intelligence & Detection system.
This section covers the system's assets anti defines [.he advantages ot' using lhe F()[I)S(_) as an
inventory tool or as an internal security device.
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• The F()II)S_ _'can be used as an inventory tool and could r_;duci: the, l'requ_;ncy of
manda!ory physical illw;nlories.

,, The F()II)S_) syslem is an intrinsically safe monil(irinl_ syslem.
• No power sources in lhe slorage areas
• No ac.liw; emissionsil

• N_l lighling hazards
• Sa['o t'(ir use wilh radioaclivt; materials

t

• 'l'ho I"()II)S ' sysl_,nl is Calml)lo _d'llroviding real lime visual and audible ahlrm
in dica l ion

• The i,rilir(, F()ll)Si_ sy._lem is lanlpor pr(_d'.

• The l,'()ll)Sr svsl_qn rq,_It,.es nuisance alarms by usinlZ aulomalically conlrolh, d z_n_:
sensil ivily and alarm discrimina! ion l'i,a! u res I(_ adjusl for abnormal condii ions. This
_qlables lho s)'slem l_l dislinizuish bolwoen mosl (,nvironnlt,nlally caused alarms and
th_iso ('iiustql hv an ai'lual ini rusi(in.

• 'i'h(_ l,'()il)S_ ,_)'slenl tlSOSsl, ll'-(liat_n(isli(' s(iFlware Ill verify all ,_),slem and Sl!llslir
t'uil('l i()iis.

• The l"()ll)S_ ,_)',_llqn is (,alialllt , o['SUliliorlinl.¢ fiber (il)fi(' ._ens(ir._Ill disiances Ull Ill lit
iuilos wilh(lul lho no_,d t'_lr ii_hlil iiiniil Slll)l)(li'l hllrdwaro sU('tl (is amlllil'iors or relioalt,r._.

• 'l'h_, l"()ll)S_ ._)'slt,ln (qlllani't,s s_,curiiy by illlliwint; (Ill (llierliliir I()i.(int'irlil (in inirus,_n
liv furl bur a('c(,._._illlZl t_e s_qls_rs, lisll;nintz ill siitllllls omiinlil inlz from lhe sonsinl_ z_mes
viii lhe sin!_h,-milde l'ilit,r (ll)li(, cable.

• The l"()ll)S_ ._l,il_lirs havt, ii I(lill_ eXlie('lell servi(,e Iit'_ (10+ y_,ars)

14.,1 I_iln iiai ions. This s_,cli(in (lul lines some Iimilai ions ot'ihe l,'()ll)Sl_ ._yslein.

• The F()II)S_ s)'sleln ro(lUii't_s oxlen._ive inslallliliiin and ilia)' nill be llrli(;li('lil in
h)cal i(ins ali'(,a(ly ('(inlainint_ nuclear mlilerial. The ra(tiali(in eXli(isuro lii siie liers(innei
(lui'int_ re(luirell installaliiln may lie lir(ihibilive.

• 'l'he P()ll)S_l._ sysiem is hardware inlensiv(:, ih(; space required in (he se(:urily
nionilorinl4 slalion would lie consideratllo. For evory 8 ilems milnilore.d an inlert'ace tirlil
10 i/2 inches high by 17 inche,s wide and 14 inches deep would be requir_d.

(A),'I.14.5 _ecled ' s

l']si imalod ('.(i._lo[' Ibis syslem is al)lirlixilllaloly $,5,000.00 l)or ilem llloniliire(I. This cosl is
based on _ln inii ial liurl;haso ill' (he model 3000 syslom and o,notl_h e(lililile, lll for IIi sonsor,_. The

0 price, of the syslom will be conside.ratily I_;sswhen large quanlilies are. liurchased.

i ' i14.fi Su!)!ihi..r.

• Mason & llanlz, er Naliorlal, In(,.., 2227 l)rake AV(_,IItlO, Suile 2, l lunlsville, AI, 35805
(205) t'tB1-2728 (.;()nlii(:l: Eric I,. Wagner
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15. (.]RAI-)S

, 15. I Description. The C,raded ttadiation Detection System (GRADS) is a security system
designed it) provide a mull|layered means ()t' monitoring SNM containers stored in vaults,

• The first layer t)fsafeguards fi)r the stored SNM is installed at the entrance to the vault.
A pedestrian radiat it)n portal monitor insures that any removal t)["rattioactive material
generates an alarm.

• The see(rod layer el' safeguartls are, fixed area monitors, an array ()f neutron (letector,_
installed on the ('.oiling ot'a storage vault (set, Figure 30). The neutron defectors can
also I)e attached t()the storage racks ()r shelving st ructure (lel)en(ling on the

ctmfigurati(m ()l' th(_ vault. These (tetec, t()rs arm designed to (le,tect the m()vement ()f"
plutonium inside the storage vault. This method of monitoring I)lutonium has been
investigated I)y l,()s Alamt)s National l,al)orat()ry (I,AN1J and l)rovides (.t)ntinuous
surveilhm('e ()t' a typical large storage vault. This monitoring metht)(l assumes that the
noutr()n field in a vault i)rt)(luce(! by a particular (,()nf'iguralion ()f"hulk plutonium will
remain constant as long as the ('t)nfigtlration is undisturbed. Changes in the neutron
t'iehl are measured, using an al)i)rt)l)riate array ()t' neut rt)n (iete('tt)rs anti indicate
whether l)lutonium has i)etql added t()()r removed t'rc)m the vault, i(lentit_, the h)c.al i(m,
and measure apl)rt)ximately how mttt'h I)lut(,nlum is involvt_d.

Figure 30. Vault ('_eiling Mounted l)etector Array

,, The third layer of safeguartls, and the most elaborate, measures two unique attributes
for each item in the storage vault. The item monitoring unit.s developed by LAN1,
monitor both mass and gamma ray emissions (see Figure 3 l).
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This system, deveh)ped by I,;\NI,. requires eac.h conlainer to resl tm an il(,m m_)nil_)r,whn,h
senses ils mass an(t _amma ray emissi()ns an(! Iransmils lhe informali()n t()tile h()st ('oml,uli,r fi)r
analysis. The monitoring units use a shielde(! and c()llimale(I (;eider-Muller (ul)e t)lace(! heh)w the
t)arallel I)lales of the mass sensor to (h:te('t lhe gamma radiati()n. A pair ()t"parallel I)lalt's Sel)arale(I
by springs st:ryes as a mass sensor lo monilor lhe c()mbine(! mass o1"lhe r(mlainor arid ils c()nlenls.
The hos( c()ml)uler compares (lala Kalhere(! at intervals Io the l)revi()usly acquire(I dala. Any
significant devialion results in an alarm.

1 `w () I;).,.,A!)plicalions. The (' R:\I)S is (lesioned l() m(milor Sl)(,(:ial Nuclear Malerial sl()ra_e
canisters. This system is apl_licat>h' for use in vaults where nuclear material is stored. The (IRAII,'-;
_re.a! ly reduces the need for l)hysical inventory l)y site personnel.

• i J!5.3 Asse! s. There are. many advantages ot' Ihe (, rad(.( Radial i()n l)ei ecl ion ,_;vslem. Th is
seclion c(wers lhe . , 'svst(m s assels an(I (lefines lhe atlvanla_es of usin_ the (IR:\I)S as an invenl()rv
l()()l ()r as an inlernai securily (levi(,e.

• The (_R:\I)S system (:an I)e use(l as an invenlory t(,()l. The svsl_)m l)r()vides int'()rmali()n

()n (w() all ribules uni(lue to each (,()nlainer l)ein_ m()nil()re(l. This will re(luc(, the

fre(luency ()f"man(lat()ry l)hysical inven(()ries.

• 'l'h(, ('.,RAI)S svslem is ('.ai)al)le ()t'l)rovi(lin_ real time visual and _ludil)h, alarm
indi(:a(ion.

• The (',I_,AI)S svsl.em (,an l)r()vi(le (:onlinu()us surveillan(:e ()l'st()re(l nuclear mal_,rial and

generate tin alarm if"the c()nfiguralion ()r am()un! ()l"nuclear ma(erial (,han_(,s. It

• The (_RAI)S system enhances (he safe(y ()fs(()re(l (:anislers by m()nil()rin_ l)()(h lhe mass
of, an(l (he gamma ray emissi()ns fr()m each it(:m being moni(()re(l.

,t - _ .• The (,RAI)_. system l)rovides (lel'ense in (lel)(h.
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15.4 Limitations. This section outlines some limitations of the GRADS system.

•,D U)S• The _,_+u ,_ system requires extensive installation and may not be practical in locations

already containing nuclear material. The radiation exposure to site personnel (luring
, required installation may be prohibitive.

• The (IRADS neutron area monitoring sub-system is primarily designed to monitor
, stored l)lutonium. Because of the very low spontaneous fission rate of uranium this sub-

system ra(liation detection con(el)! would need to l)e modified to monitor uranium.

• The ,RAI S is n()t a quantitative m()_itoring system. It will detect changes in the mass
or radiation level, but will not provide absolute measurements.

15.5 Prt_jected Cost. The GI_AI)S system is still in the conceptual phase, although some
preliminary fabrication and testing has been done in the laboratory for proof-of-concept purposes.
There is n() accurate data ()n l)rojecte<t cost available.

15.(; Su!)plier.

• l,()s Alam()s National l:aboratt)ries. Nuclear Technoh)gy & Engineering Division,
A(twlncect Nuclear Tec,hnology, N-2, P.O. Box 1663, Mail Stop J-562, Los Alamos, NM
87545. Cc)ntact: Don A. (i',h)se (505) 667-,1839.
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16. PINPAL

, 16.1 Description. The Physical Inventory Pallet (PINPAL) is designed as an integrated
platform for the automated inventory of plutonium pit AL-R8 containers (see Figure 32). The
PINPAL consists of four bar-code laser scanners, .four CCD cameras, four super VHS VCR recorders,

* a video annotator, a supervisory computer, and a video quad processor.

The laser scanners collect bar-code data and transmit this data via RS-232 to the supervisory
computer through a buffered multiplexer. The camera video images are captured by the super VHS
VCR recorders. These video images are annotated with data sent by the supervisory computer to the
video annotator over RS-232 data link. The four video channels are passed on through a quad
multivision processor that allows all four channels to be viewed simultaneously or selected
individually. The PINPAL has two video monitors to allow viewing of all channels collectively or
separately. The user interface to the PINPAL is by text screen prompts on the supervisory computer
monitor with operator inputs via a hand held scanner or by keyboard entry.

Figure 32. Physical Inventory Pallet (PINPAL)
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The bar-code readers are Microscan MS-4280 long-range raster sweep visible light diode
laser scanners. The MS-4280s on the PINPAL have been configured to read three distinct bar-codes.

Two successful reads are required before the bar-code data is decoded and transmitted to the
supervisory computer.

The PINPAL cameras are environmentally sealed COHU 4810 monochrome CCD cameras
with an auto focus lens.

The video is recorded with Panasonic Super VHS model AG-7400 video cassette recorders.

Video annotation is accomplished by the HEI model 523A video data system. The quad multivision is
provided by the ROBOT MV45 video quad processor. The video monitors used on both the PINPAL
and the shielded lift truck cab are Sony FDM-402A watchcam black and white monitors.

The supervisory computer is a Prolog 486 DX with one megabyte of flash memory and a

single 3.5 inch floppy disk drive. RS-232 buffered multiplexing is accomplished using the Baytech
525H modified for DC operation (see Figure 33).

I]&RCODE _ ! 13ARCODE !
SCANNF..IR 1 ...... _- SCANNI_R 2

J C_JEIERA 1 I ....... -"-f- " _I cAI_ERA " I

i BARCODIZ _ ! EIARCOOIZ 1_;CANNII_R 3 ( ,_ _- SCANNER 4

(-

i' J -""" SUPERVISORY _ : ._ ._

. .... I--o- COMPUTER VCR 2
/

I._D HeLD! VCR1
I SCANNER !

__I_ vcR,
! - I_NPAt,

| MONITOR 1 OUAD I

...... t
.)

Figure 33. PINPAL System Level Diagram
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An inventory is performed by transporting the PINPAL with a radiation shielded lift truck
through the magazine's center aisle (see Figure 34). The PINPAL conducts the automated bar-code
data and video acquisition of the magazine's contents as it passes by each item stored in the vault.
The PINPAL annotates the video record (luring the inventory with time and date, camera ID,

magazine number, current bar-code data, and total item count. The lift truck operator is provided a
monitor with real time video feedback from the PINPAL to observe system operation as well as
assist in positioning of the PINPAL. The inventory is complete when PINPAL has passed by all
stored items, and is then removed |¥om the magazine. Upon completion of the inventory the
PINPAL supplies three forms of useful data.

• An Inventory Summary Statement is displayed on the PINPAL monitor to alert the
operator of any deviation from the pre-recorded magazine inventory.

• Inventory Data Files:
• Inventory Record file. This file contains a listing of all the items scanned during the

inventory.
• Inventory Error File. This file contains a listing of inventory errors which were

found, such as missing or additional items.
• Inventory Discrepancy File. This file contains a listing of discrepancies found

between scanned inventory data and magazine record data such as differences in
part numbers or serial numbers.

• Scanner Read Test File. This file contains a listing of all inventory data and how

many times the bar-code was scanned, decoded and transmitted to the PINPAL
supervisory computer.

• Magazine Video Record: This recorded video allows site personnel to conduct a visual
inspe('tion of the magazine contents outside the high radiation environment. During
this inspection site personnel can check the integrity of the AL-R8 drums and the TID
attached to each one, as well as PINPAL annotated information.
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16.2 Applications. The current version of PINPAL is site specific. The PINPAL was
designed to facilitate the inventory of AL-R8 drums at the Pantex plant in Amarillo, Texas. Due to
the increase in the number of weapons being dismantled and the high amounts of nuclear materials
being stored, an automated method of inventory was needed. The Physical Inventory Pallet
(PINPAL) in combination with the shielded lift,truck automates the inventory process and will
significantly reduce personnel exposure.

16.3 Ass¢ts. There are many advantages to the Physical Inventory Pallet (PINPAL). This
section covers the system's assets and defines the advantages of using the PINPAL as an inventory
tool.

• The PINPAL is a portable self-contained unit, it requires no modifications to the
magazine and requires no installation.

• The PINPAL enables site personnel to perform a complete inventory of magazine
contents from inside a shielded lift truck and will significantly reduce personnel
radiation exposure by an estimated 95%.

• The PINPAL produces files containing a complete list of all magazine contents in a
format that can be downloaded to the Pantex plant mainframe for use by the primary
material control and accountability systems.

16.4 Limitations.

• The PINPAL is a site specific system and could not be readily used at other locations.

• The PINPAL does not provide continuous monitoring.

16.5 Projected Cost.

The PINPAL commercial hardware costs are approximately $65,000.00 per unit. In-house
fabrication of the support equipment costs are api)roximately $50,000.00 per unit.. '['he total cos| per
unit, is approximately $115,000.00.

• Sandia National Laboratories., Albuquerque, NM 87123. Contact: W.D. Morse (505)
845-9696, or Ivan G. Waddoups, (505) 844-1649.
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17. COMPARISON OF TECHNOLOGICAL SYSTEMS

Tables 3, 4, 5 and 6 compare the attributes and the item monitoring techniques of the different systems.

Table 3

' ITEM MONITORING TECHNOLOGY COMPARISON
SYSTEM DEVELOPER WEIGHT PRESENCE ID AMBIENT CANISi r__: "' RADIATION BULGE INSTALLAI'iON RF i MOVEMENT TAMPER

TEMPERATURE TEMPERATURE REQUIREMENTS

....METROX Metrox Corporation YES YES " YES YES YES NO YEs HIGH NO YES NO

= VSIS san clia National NO YES YES YES YES NO YES HIGH NO YES YES
I =horatories ....

WATCH Sandia National NO YES YES NO NO NO NO Low 900MHz YES YES
STAND ALONE Laboratories

PAMTRAK Sandia National NO 'YES YES NO NO NO NO MEDIUM 2OOMHz YES YES
VVITH Laboratories 400MHz
SUBSYSTEMS ..... 900MHz

TAG Sandia National NO NO YES NO NO NO NO MEDIUM 200MHz NO NO "'
STAND ALONE Laboratories 400MHz

VRIS Sandia National NO YES YES NO .... NO YES NO HIGH "NO NO YES
Laboratories

EIVS ' Los Alarnos National NO YES .... NO NO NO NO NO MEDIUM NO YES NO

, L=boratories I
LGVSS Oak Ridge Labs. NO NO NO NO NO NO NO HIGH NO YES NO

Bechtel National Inc .......

TCATS Sandia National NO YES NO NO NO NO NO MEDIUM NO YES NO
Laboratories

'CSS Westinghouse YES YES *YES YES YES NO NC)* HIGH ....Optional YES =NO"
,,

AIMS Sandia National NO YES YES NO NO NO NO LOW 900MHz YES YES
Laboratories , ,, ,,,

SAMMS Westinghouse YES" ' YES NO NO "' NO NO NO HIGH NO YES NO

FOLDS® Mason & Hanger NO YES YES NO NO NO NO HIGH NO ' YES YES'
National. Inc.

GRADS Los Alamos National YES YES YES NO NO YES NO ....HIGH NO YES YES
Laboratories

PINPAL Sandia National NO NO YES NO NO NO NO LOW NO NO NO'
Laboratories

NOTE: See following page for explanation of Table 3.

* Still under development, may change.
**Does not measure individual canister weight, measures total weight of rack, more than one canister can be placed on rack.
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Description of Table 3.

These tables were provided as a means of quick reference and comparison of the different attributes of the systems discussed in this document. They
are not meant to be the onlv source of information. For the reader to gain a clear understanding of the capabilities of each system and to better
understand these tables, reading of the detailed section on each technology is essential.

In Column 3 the term "Weight" refers to: • Attribute measurement of the monitored item's weight.
• Does this system provide a weight measurement?

In Column 4 the term "Presence" refers to: • Attribute measurement of the monitored item's presence.
• Does this system confirm that a monitored item is present?

In Column 5 the term "ID" refers to: • Attribute measurement of the monitored item's ID number.
• Does this system assign and monitor an item's ID number?

In Column 6 the term "Ambient Temperature" refers to: • Attribute measurement of the ambient temperature of the area where the item is stored.
• Does this system measure the ambient temperature of the area where the item is stored?

In Column 7 the term "Canister Temperature" refers to: ° Attribute measurement of the monitored item's temperature.
• Does this system measure the temperature of the monitored item?

In Column 8 the term "Radiation" refers to: • Attribute measurement of the monitored item's radiation signature.
• Does this system provide the radiation signature of the monitored item?

In Column 9 the term "Bulge" refers to: • Attribute measurement of the monitored item's bulge.
• Does this system measure the bulge of the container bemg monitored?

In Column 10 the term "Installation Requirements" refers to: • What is the level of installation required for this system? Hardwired systems are
thought to require the highest amount of installation, and systems that use individual
sensors that communicate using RF require the least.

In Column 11 the term "RF" refers to: • Systems that use radio frequencies to transmit data from sensors to the item monitoring
control mterface.

In Column 12 the term "Movement" refers to: • Attribute measurement of the movement of a monitored item.
• Does the system detect the movement of the monitored item?

In Column 13 the term "Tamper" refers to: • Does the system monitor its own hardware for signs of tampering?
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Table 4

ITEM MONITORING TECHNOLOGY COMPARISON
SYSTEM COST PER ITEM COST PER SIGNAL ALARM ALARM SYSTEM EVENT i LOW INVENTORY

MONITORED MONITORING AUTHENTICATION TYPE RE.LAY SECURITY LOGGING BATTERY
STATION CAPABILITY INDICATION

METROX 1K N/A NO VISUAL NO" NONE YES N/A YES

VSIS $700 N/A NO AUDIBLE YES NONE YES N/A YES

WATCH $200 N/A NO VISUAL NO PASSWCRD YES YES YES
STAND ALONE

PAMTRAK $300 I',;/A NO VISUAL NO" PASSWORD YES YES YES
WITH AUDIBLE
SUBSYSTEMS

TAG N/A 2K NO VISUAL NO PASSWORD YES NO N/A
STAND ALONE ,,

VRIS 5K N/A NO VISUAL YES PASSWORD YES N/A YES

EIVS N/A 2K YES VISUAL YES PASSWORD NO" N/A NO
AUDIBLE .....

LGVSS ? N/A NO VISUAL NO NONE YES N/A NO

TCATS N/A 1OK" NO VISUAL YES NONE YES N/A NO
AUDIBLE

CSS $700 N/A NO VISUAL NO" NONE" NO" OPTIONAL YES

AIMS $200 NJA YES AUDIBLE YES Tamper Prot. YES YES YES
Enclosure

SAMMS ? ? NO VISUAL YES NONE YES N/A NO
AUDIBLE

FOLDS® 5K N/A NO VISUAL YES PASSWORD YES N/A YES
AUDIBLE

GRADS ? ? NO VISUAL YES PASSWORD YES N/A YES
AUDIBLE

PINPAL N/A 115K NO VISUAL NO NONE YES YES N/A
I

NOTE: See followmg page for explanation of Table 4.

*Still under development, may change.
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Description of Table 4.

These tables were provided as a means of quick reference and comparison of the different attributes of the systems discussed in this document.

They are not meant to be the only source of information. For the reader to gain a clear understanding of the capabilities of each system and to
better understand these tables, reading of the detailed section on each technology" is essential.

In Column 2 the term "Cost Per Item Monitored" refers to: The procurement cost per stored item, if the system monitors each
item individually.

In Column 3 the term "Cost Per Monitoring Station" refers to: The procurement cost of a system that monitors an area containing
more than one stored item, this is the cost per area.

In Column 4 the term "Signal Authentication" refers to: Does the system use encrypted or otherwise encoded communication
to confirm the accuracy and validity of data received from its
sensors?

In Column 5 the term ".alarm Type" refers to: The method used by the system to alert an operator or security
personnel that an alarm condition exists.

In Column 6 the term ":Marm Relay Capability" refers to: Does the system have a method of transfermg alarm data to an in-
house security and accountability system.

In Column 7 the term "System Security" refers to: Does the system have any type of security barriers to prevent access
to the computer software or operating system?

In Column 8 the term "Event Logging" refers to: Does the system have the ability to log events, such as alarms and
changes to the system parameters either on hard disk or printer?

In Column 9 the term "Low Battery Indication" refers to: Does the system have the ability to indicate low batteD" status on its
sensors? (This applies only to systems that use batteD" powered
sensors.)

In Column 10 the term "Inventory" refers to: Can the data gathered by this system be used to monitor and confirm
the mventory of the area being monitored? Does the system identify
each container such that an inventory report can be generated? Our

assumption is that is there is an ability to continuously individually
monitor each item and correlate that data with item data, then an

inventory is possible.
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Table 5

INVENTORY PERIODS FOR ALTERNATE MEASURES

System " No Access Storage 1 or 2 AccesslMo. >2 AccesslMo. Storage
Areas Storage Areas Areas

METROX 3 years 2 years 2 years ........

VSIS 2 years 1 year 1 year

WATCH STAND ALONE 2 years 1 year 1 year
PAMTRAK WITH 2 years 1 year 1 year
SUBSYSTEMS ,,,

TAG STAND ALONE 6 months 4 months NA ,,.,,,

vRIS 3 years 2 years . 2 years
EIVS 2 years 1 year 6 months* , ,
LGVSS 2 years 1 year 1 year ,,,,., ,.,

TCATS 2 years 1 year 6 months* ,,

"CSS '" 3 years 2,years 2 year
AIMS 2 years 1 year 1,,year

SAMMS 2 Years 1.5 years 1.5 years _
FOLDS® 2 years !, year 1 year
GRADS 3 years+ 2 years+ 2 years+
'PINPAL '" 2 months 2 months 2 months

NOTE: See following page for explanation of Table 5.

*N/A for storage areas accessed >5 times per month.
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Description of Table 5.

These tables were provided as a means of quick reference and comparison of the different attributes of the systems discussed m
this document. They are not meant to be the only source of information. For the reader to gain a clear understanding of the
capabilities of each system and to better _mder_tand these tables, reading of the detailed section on each technology is essential.

In Column 2 the term "No .access Storage =areas" refers to: A storage area (vault, igloo, magazine) that once material is
placed into, no access is permitted.

In Column 3 the term "l or 2 Access/Mo. Storage .areas" refers to: A storage area (vault, igloo, magazine) that is accessed for
any reason as many as two times per month.

In Column 4 the term "> 2 AccessfMo. Storage .areas" refers to: A storage area (vault, igloo, magazme) that is accessed for
any reason more than two times per month.

Note: The time periods between inventories stated in Table 5 were determmed usmg guidelines set by the Department Of Energy and are
based on the assumption that no other inventory extension credits are taken.

Sources:

DOE memorandum dated July 21, 1992. "Guidance and Criteria for Reducing Nuclear Material Physical Inventor)" requirements."

DOE memorandum dated May 24. 1993. "Automated Nuclear Material Physical Inventor)." Guidance and Criteria."
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Table 6

SYSTEM CONSIDERATIONS

System Cluttered Open Area Old Vault New Vault Maintenance Training
Area Requirements

METROX X X X HIGH** MEDIUM
VSIS X X X HIGH*** MEDIUM
WATCH X X X X LOW LOW
STAND
ALONE
PAMTRAK X X X X MEDIUM* HIGH
WITH
SUBSYSTEMS
TAG STAND X X LOW LOW
ALONE
VRIS X MEDIUM** MEDIUM
EIVS X X X LOW** MEDIUM
LGVSS X X LOW** LOW
TCATS X X X LOW** MEDIUM
CSS X X X MEDIUM** MEDIUM
AIMS X X X X LOW LOW
SAMMS X X X X LOW** LOW
FOLDS® X X X LOW MEDIUM
GRADS X X X MEDIUM** MEDIUM ,
PINPAL X X X MEDIUM MEDIUM

NOTE: See following page for explanation of Table 6.

* Dependent on type and number of subsystems.
** Opinion. subjective, based on complexity of system hardware. Under development, insufficient data for accurate conclusion.
*** Opinion, subjective, based on data gathered from operational system.
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Description of Table 6.

These tables were provided as a means of quick reference and comparison of the different attributes of the systems discussed in this

document. They are not meant to be the only source of information. For the reader to gain a clear understanding of the capabilities of
each system and to better understand these tables, reading of the detailed section on each technology is essential.

In Column 2 the term "Cluttered .area" refers to: • Vaults where a large number of items are stored.
• Vaults where items are not readily visible because of items

stored in front of them.

In Column 3 the term "Open Area" refers to: o Vaults where a small number of items are stored.
• Vaults where all stored items are easily visible.
• Vaults where all stored material is accessible by site

personnel without the necessity of moving other material.

In Column 4 the term "Old Vault" refers to: . Any vault where construction has been completed.
• Any vault where nuclear material is already stored.

In Column 5 the term "New Vault" refers to: • Any vault where construction has not been completed.
• Any vault that is still in the planning stages and construction

has not begun.
• Any vault where construction has been completed where

additional construction does not adversely affect plans for
use.

In Column 6 the term "Maintenance Requirements" refer to • In most cases the systems described are prototypes or still in
the development stages and insufficient data exists for
conclusive analysis. The ratings given are opinions based on
complexity of each system and study of many development
and commercial systems.

In Column 7 the term "Training" refers to: • The amount of training required for site personnel to operate
the system.

• Opinion based on the complexity of each system.
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