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FOREWORD

The Division of Electric Energy Systems (ESZS) of the United States
Department of Energy (DOE) has formulated a program for the research and
development of technologies and systems for the assessment, operation,
and control of electric power systems when subjected to electromagnetic
pulse (EMP). The DOE/EES EMP program plan is documented in a DOE report

entitled Program Plan for Research and Development of Technologies and
Systems for Electric_Power Systems Under the Infiuence of Nuclear

Electromagnetic Pulses, DOE/NBB-003, May 1983. The research documented
in this ORNL report was conducted under program plan elements El1 and E2.

The research documented in this report considers issues associated
with High-Altitude Electromagnetic Pulse (HEMP) 1interaction with
substation high-voltage primary circuits and 1low-voltage control
circuits. This work assesses HEMP-induced stresses, effects, and
mitigation techniques on substation control and protection circuits.
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ABSTRACT

A nuclear detonation in or above the earth's atmosphere produces
an intense electromagnetic pulse (EMP)., A large poition of the EMP
electromagnetic erergy is within the RF spectrum. The EMP produced by a
nuclear detonation is often referred to as nuclear EMP (NEMP). The
electromagnetic fields radiated by the blast vary greatly with weapon
characteristics, yield, and detonation height. A detonation at high
altitudes above 40 km produces an EMP called high-altitude EMP (HEMP).
HEMP is a steep-front short duration transient with a rise time on the
order of a few nanoseconds which decays to near zero in less than a
microsecond. A single high-altitude burst can subject much of the
continental United States to intense HEMP electric fields on the order
of tens of kilovolts per meter. The intense transient HEMP will induce
fast transients in high-voltage transmission lines and bus structures,
instrumentation cables, and control wires in power transmission and
distribution (T&D) substations. A system of traveling wave coupling
models for a 500 kV substation, including models for the high voltage
primary bus, components (circuit breakers, disconnect switches, power
transformers, and current and voltage instrument transformers), low
voltage control wiring circuits, and a number of conducted and radiated
interference coupling modes, had been developed earlier by EPR] under
project RP2674-1 to study substation interference effects caused by
switching transients, faults, and lightning., These EPRI models served
as the baseline for the present HEMP coupling investigations. The HEMP
effects on protective relays were assessed for a nominal HEMP
environment using several new field coupling models merged with the
switching transient data. It is found that a representative solid state
relay is unlikely to be damaged or to misoperate by the nominal HEMP
threat with a peak field strength of 50 kV/m. However, it is possible
for both DC control wires to flash over to ground simultaneously,
causing fuses to blow and placing the relay in an inoperative state.
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EXECUTIVE SUMMARY

Calculations of CHAP-fit HEMP coupling to relay circuits are made
using models validated against switching transient measurements in
transmission substations. The incident HEMP fields were compared with
the electromagnetic fields generated by disconnect switching transients.
The current and voltage transients induced by HEMP and switching
transients in relay control wiring in air-insulated substations were
also compared. The results show considerable overlap in terms of
amplitudes, bandwidths, and cther norms. Measured data and predictions
are used to assess interference levels at relay inputs. The predictions
are developed using traveling ane models for a substation with both
lTong connected transmission lines and relay control wiring. Transfer
functions for important raagiated and conducted coupling mechanisms are
determined and described. Coupling via parasitic (primary-to-secondary)
capacitance of a current transformer (CT), field to cable shield, cable
shield to wire transfer impedance, and inductive shield pigtail to wire
are considered. Effects of relay load impedance versus frequency on the
resulting interference current and voltage wave shapes are calculated
using measured impedances for a representative relay.

Short range HEMP is the very intense HEMP located in a region a
relatively short distance south of the burst point. It was found to
produce the maximum HEMP stress on substation equipment. Short range
HEMP is characterized as a steep front (5 ns risetime) electric field
transient with a peak amplitude of 50 kV/m, decaying in about 100 ns as
seen at the substation. Predicted coupling of short range HEMP to
shielded control wires produced maximum transient currents of 12.7 A and
voltages of 1.4 kV at the relay. These values are 1less than those
predicted for worst-case switching transients (currents of 24.3 A and
voltages of 4.9 kV at the relay). The large switching transient
responses are due mainly to the conducted coupling mechanism, which is
very effective at intermediate (switching transient) frequencies. For
other coupling mechanisms, most notably field coupling to cables and
cable shields, the HEMP-induced voltages were comparable to the

Xvi



switching transient responses, and the HEMP-induced curren’s were found
to be larger than those for switching transients. HEMP-like transients
injected into a transformer differential relay caused flashovers at
nominal voltages of 5 kV and higher, and an upset/failure
(susceptibility) occurred at 12.3 kV on the relay battery wiring.

When predicted HEMP stresses were compared to the measured relay
susceptibility, there was no vulnerability. Instead, the survivability
margin ftor <this relay ranged from 6 dB to 20 dB depending on the
calculated range of HEMP stresses. However, since no other relays were
tested for susceptibilities, no general statement regarding relay
vulnerability to HEMP can be drawn from these studies. When the
expected HEMP relay control wire stresses were compared with relay surge
withstand capability (SWC) test waveforms, no margin was found. This
suggests that mitigation could be required.

The susceptibility of relay battery (DC) circuit wiring is of
concern since these wires are commonly unshielded. Therefore, the
levels at which failures occur in other relays should be investigated
more thoroughly and compared to the expected HEMP stresses. Surge
protection packages, normally used on AC wires, were found to raise
flashover thresholds by more than a factor of 2 on DC circuits and thus
are effective in mitigating HEMP. The surge protection device is a
shunt 0.5 microfarad capacitor between each wire and ground.

xvii



1.0 INTRODUCTION

1.1 OBJECTIVE

The objective of this study is to compare substation switching
transients with HEMr induced transients, and to obtain an indication of the
HEMP vulnerability of control and protective relay circuits. This study
estimates the stresses and effects of a high-altitude electromagnetic pulse
(HEMP) on a representative high voltage transmission substation and its
protective relay circuits. HEMP stresses from direct field illumination at
relatively high-angle incidence on the substation, as well as from currents
driven into the substation from attached long transmission 1lines excited by
HEMP at grazing incidence angles, are calculated. Conducted and radiated
coupling from HEMP sources to relay control wiring are calculated as transient
current and voltage stresses at representative relay loads. These stresses
are compared with measured upset and failure levels for a representative relay
in order to estimate potential relay circuit vulnerability to HEMP.
Mitigation techniques and their effectiveness are assessed experimentally for
a representative relay protection package.

HEMP sources and effects are aiso related to measured and predicted
electromagnetic interference (EMI) caused by disconnect switching transients
in substations.

1.2 BACKGROUND

A HEMP is produced as a by-product of the decay of radiation from a
nuclear detonation as it interacts with the atmosphere. If a nuclear burst
occurred at high altitude above Kansas or Oklahoma, HEMP would be produced
across most of the continental United States. Since HEMP is a large amplitude
electromagnetic field transient with broad spectral content, it would interact
ncariy simultaneously with the entire U.S. electric power grid. Typically,
the unclassified HEMP electric fields are characterized by peak amplitudes of
50 kV/m occurring within several nanoseconds of the initial rise of the pulse
and falling to 1/e cf peak within a few hundred nanoseconds. In addition,
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very low frequency tailing amplitudes of only a few volts/m may persist for
several minutes. Therefore, significant spectral amplitudes exist from DC to
more than 100 MHz. There 1is concern theé. HEMP may produce potentially
disruptive EMI effects in the electric power grid. A particular focus of this
concern for the present study are HEMP-induced interference effects in power
transmission substations, especially in their protective relay and control
circuits. In project RP2674-1, the Electric Power Research Institute (EPRI)
has ongoing investigations to determine the effects caused by substation
switching transients on proteétive circuits [1]. Urnder the EPRI project, a
large measured database of conducted and radiated EMI sources and their
coupling into control wiring circuits has been developed. Models
characterizing the origin, propagation, and coupling of EMI within the
substation have also been developed and validated against the measured data in
EPRI RP2674-1. Using these data, comparisons between HEMP and swiiching
transient EMI can be made at several levels within substations: transient
currents induced directly on the high voltage primary bus, transient electric
and magnetic fields incident to ground, and resultant voltages and currents
coupled into control wiring at protective relays. Furthermore, the transfer
functions determined in project RP2674-1 provide a means for increasing the
reliability of estimates of HEMP coupling effects on control wire circuits.

1.3  APPROACH

The overall approach of this project was to use the methods and results
developed for substation switching transient EMI under EPRI RP2674-1,
extending them where necessary to include HEMP sources, coupling, and effects.

In RP2674-1, traveling-wave models were developed describing switching
transients in 115 kV through 500 kV substations [1]. These models
characterize switching transient EMI at three levels: as voltage and current
transients on the high voltage primary bus; as transient electric and magnetic
fields resulting from bus excitations; and as voltage and current transients
from these conducted and radiated excitations coupled in various ways to
control wiring as seen near relay eqdipment.



1.3.1 Model Substation

The substation is modeled as a single phase network of
compenents (circuit breakers, disconnect switches, transformers, capacitor
banks, reactors, instrument transformers) interconnected via traveling wave
transmission 1ine segments representing the primary bus (ringbus) and the
transmission 1lines entering and 1leaving the substation. At switching
transient and HEMP frequencies, all components are modeled as shunt
capacitances of appropriate values between the transmission 1ines or buswork
and ground.

1.3.2 Model Switching Transient Bus Currents

Switching trancient voltages and currents are calculated on the
substation bus model using METAP, a time domain traveling-wave code. The
transient bus currents become the excitation sources of electric and magnetic
fields inside the substation. These transients are calculated based on 2 PU
initial conditions across a typical air-break disconnect switch and represent
the highest amplitudes expected to occur in substations.

1.3.3 Determine Switching Transient Fields

The three-dimensional geometry of the substation transmission
1ine structure is modeled to properly sum the field components from each
individual radiating transmission 1line segment accounting for its relative
location and spatial orientation. Switching transient fields are calculated
at arbitrary Tlocations in the near-field region of the source (bus
excitations) using TRAFIC, a time domain code developed under RP2674-1.

1.3.4 Determine Substation Coupling

Several types of coupling modes to relay control wiring inside
the substation are modeled. The most important coupling pathways to control
wiring are through the instrument transformers. These current transformers
(CTs) and voltage (potential) transformers (PTs) directly connect the low-
voltage control wiring of the relay protection circuit to the high voltage
bus. Both conducted and radiated coupling to instrument transformer wiring
are important. Conducted current or voltage coupling occurs through the
parasitic capacitance between CT or PT primary (the bus) and its secondary (a
control wire). Radiated field coupling to CT or PT wires can also occur.
Where these control wiring circuits are shielded, the fields first couple



along the cable shield as distributed voltage sources. Since the control
wiring is also modeled as a traveling-wave transmission line structure, these
excitations drive currents along the cable shield. Two additional coupling
pathways from the cable shield to the wires inside are modeled. CT and PT
shields are typically grounded in pigtails at both ends. Pigtails provide a
most important mechanism for inductively coupling shield currents to internal
control wires. The important parameters for pigtail coupling are: the length
of the pigtail, that is, the distance over which the shield pigtail is
parallel to a wire; their separation distance; and the wire diameter. These
parameters can vary significantly from pigtail to pigtail within the
substation. Another shield-to-wire coupling mechanism is via the cable
transfer impedance, although its contribution to the total coupling will
normally te smaller than that from pigtail coupling in well designed cables.
Frequency domain models are developed for field-to-cable shield coupling,
shield pigtail-to-control wire coupling, and cable shield transfer impedance-
to-control wire coupling in shielded PT and CT control cables.

Field-to-wire coupling is also modeled for shielded and
unshielded DC control wires running between the circuit breaker trip coil, the
relay, and the substation batteries.

1.3.5 Substation Switching Transient Model Validation

The substation bus transient, field transient, coupling, and
control wire transient models were validated against measured data. Time
domain switching transient bus currents and principal component, ground-plane
electric and magnetic fields were validated by directly overlaying predictions
with measured waveforms in 115 kV and 500 kV substations. Transfer functions
for high-frequency conducted primary-to-secondary CT coupling and field-to-
shielded CT control wire coupling were measured in a 115 kV substation. These
transfer functions relate the primary bus current at the input of a CT primary
to the current on a relay wire inside a shielded CT cable as seen at the relay
rack where the equipment is located. The transfer impedance of a typical
shielded 12-wire CT cable bundle was measured in the laboratory. Models for
these transfer functions were then based on simple analytical fits to the
data.

1.3.6 Determine Relay Loads

The amount of coupled interference seen on control wires near
the relay depends upon the wire load impedances. Control wire loads were
modeled using both measured frequency dependent impedances and assumed
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constant impedances. Frequency dependent impedances were measured on all
inputs to a representative relay in the laboratory in differential and common
mode configurations. Due to budget constraints, measurements could only be
made on one relay. A solid state transformer differential relay was selected
as a compromise between electromechanical and microprocessor types. How
representative this relay's frequency dependent impedance characteristics are
of other types of relays is not known. The importance of these measurements,
however, are that they showed that load impedance can vary by several orders
of magnitude with frequency and that impedance versus frequency
characteristics vary significantly depending on the input selected, e.g., CT
versus DC inputs. A fixed load impedance of 150 ohms was also used. The 150
ohm value was selected because it matched the 1load to surge withstand
capability (SWC) test waveforms.

1.3.7 Global Validation of Substation Switching Transient Coupling to
Relays

From the preceding discussions, it is clear that field coupling
to control wires inside shielded cables involves several sequertial as well as
parallel coupling modes. Also, since conducted coupling modes are present
(e.3., CT primary-to-secondary wire), the total coupling on a wire is the sum
of contributions from all of these component coupling modes. Since control
wire current and voltage transients from switching operations were measured
near the relay interface, they include contributions from all effective
coupling pathways under actual load impedances, whether modeled or not, and
therefore globally bound the total coupling. This data can therefore be used
to ensure that collectively the coupling and load models are predicting the
correct total amount of coupling.

1.3.8 Describe HEMP Sources

Optimized HEMP sources are incorporated into the substation EMI
and coupling models as follows. In this study, HEMP sources are described by
the unclassified environments which have been developed as curve-fits to
results of the CHAP computer program [2], [3]. The location of the nominal
maximum value CHAP-fit electric field strength on the ground, including its
polarization and angular directions from a 400 km altitude burst over Kansas,
are determined. This field is then scaled to a maximum of 50 kV/m and defines
short range HEMP. The coupling of short range HEMP to the substation is
calculated using CASSANDRA, a frequency domain transmission line model. The
CASSANDRA model of the substation is rotated in azimuth until maximum short
range HEMP coupling is achieved. Three long transmission lines are connected
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- to a CASSANDRA model of a 500 kV substation. The ground location,
polarization, and incidence angles of the CHAP-fit electric field that drives
maximum currents into the substation from grazing-angle incidence on the long
transmission 1ines is found and is termed long range HEMP. The CASSANDRA
methodology is validated by comparison with calculations made by Bridges and
Shafai in [4] and [5].

1.3.9 Determine HEMP Substation Bus Currents and Fields

The currents driven onto the substation primary bus by the
short and long range HEMP fields couple conductiv~ly and re-radiatively to the
control wiring through the same coupling modes described earlier for switching
transients. However, the fields re-radiated from the long range HEMP-driven
primary bus currents were found to be 5 times 1less than the incident HEMP
fields. (Bus currents driven by short range HEMP were even smaller.) For this
- reason only the short and long range HEMP fields incident on the substation
are used to drive the field coupling models; re-radiated field coupling is
ignored.

Short and long range HEMP primary bus currents, voltages, and
incident fields are compared with the corresponding quantities produced by
switching transients. These comparisons are made using several different
norms such as risetime, peak amplitude, peak time derivative, peak integral,
and action integral.

1.3.10 Estimate HEMP Control Wiring Stresses

Using the same coupling and load models described earlier for
switching transients, HEMP-induced control wire currents and voltages are
predicted. These results are compared with those of switching transients.
Together, the control wire EMI produced by switching transients and HEMP
describe the current and voitage stresses on the relay equipment. Once the
relay susceptibilities are known, these EMI stresses will be compared with
them to determine if the relay equipment appears vulnerable.

1.3.11 Estimate Relay Susceptibilities

Relay susceptibilities are determined by injecting HEMP-like
impuises into the relay terminals and increasing the drive level until the
relay either upsets or fails. Susceptibilities are found only for a
representative relay. Since only a single relay could be tested, a solid



state transformer differential relay was chosen as representative in the
expectation that its susceptibilities might 1ie somewhere between those of
electromechanical and microprocessor type relays. This relay contained no
special transient circuit protection features. Since susceptibilities of
other relays could be quite different from the one tested, depending on their
inherent hardness or incorporated protection, the results of this study cannot
be generalized. This test simply gives a single, hopefully nominal, reference
point for the susceptibilities of a relay.

1.3.12 Estimate Relay Vulnerabilities

Measured relay susceptibilities are compared with switching
transient and (long and short range) HEMP stresses to estimate relay
vulnerabilities. Optimized drive levels for both switching transients and
HEMP are used. However, switching transient stresses are optimized for a 500
kV substation; they could be higher or lower in amplitude in substations of
higher or lower voltage. Estimates for other substation voltages can be made
using the scales provided in [1]. Both the HEMP and switching transient
control wire current and voltage stresses predicted near the relay inputs
depend on the numerous coupling modes and the parameter values modeled.
Variations in wire and cable sizes, use of shielded vs. unshielded cables,
lengths and orientations of cable shield pigtails, relay input Tload
impedances, etc. could be almost random when considering the large number of
control wires in a substation. As mentioned earlier, relay susceptibilities
in general could vary widely from those found in this study. For these
reasons a single precise estimate of vulnerability cannot be given for the
relay tested, much less one that is valid for all relays. A matrix of EMI
stresses resulting from coupling parameter excursions to bound uncertainties
in  the models can be developed and compared with the test relay
susceptibilities to show whether vulnerabilities are 1likely or not. The
highest relay susceptibility that results in upset or damage to the relay is
found and compared with the EMI stress parameter space to estimate
vuinerability margins and their sensitivity to the parameter values used.

1.3.13 Assess Mitigation

Tests and analysis to assess HEMP and switching transient
mitigation concepts and their effectiveness are performed. The effectiveness
of using a surge protection package, a shunt filter commonly used to protect
AC circuit wires, is investigated for protecting DC circuits.



1.4 ORGANIZATION

The research described above is presented in four parts. Section 2.0
describes the various models used and their validations in more detail, Relay
susceptibility tests, frequency dependent loads measurements, and mitigation
studies are described in Section 3.0.

Results are presented in Section 4.0. Here bus currents, voltages and
fields incident to ground produced by short and long range HEMP and switching
transients are compared. Current and voltage stresses produced in control
wiring near the relay equipment are compared for a range of coupling parameter
and relay load conditions. EMI stresses are compared with the measured relay
susceptibilities to estimate vulnerability margins. The effectiveness of a
transient EMI suppression technique is discussed. Section 5.0 emphasizes
certain limitations of this study. It draws a number of conclusiens
concerning the relative strengths and effects of HEMP and switching transients
in substations. It summarizes relay vulnerability margins based on this
study. Several recommendations for extending the analysis and improving some
of the estimates are discussed.



2.0 MODELS

In this section, the analytical models used to generate drives (bus
currents and radiated fields) and coupled responses to these drives (shield
currents and control circuit currents/voltages) are presented. The analyses
of switching transient (ST) and high-altitude nuclear electromagnetic pulse
(HEMP ) phenomena are different in some respects, but substantially similar in
others. In the case of ST, the transient currents on the ring bus produce
radiated fields; in the case of HEMP, the radiated fields produce transient
ring bus currents. However, once the radiated fields and bus currents are
calculated, the same models for coupling these drives to control circuits can
be used for both ST and HEMP. Overviews of the flow of analysis results
between models are shown in Figure 2.1 (for switching transients) and Figure
2.2 (for HEMP). For switching transients, bus currents and voltages are
calculated with METAP (the McGraw-Edison Transient Analysis Program); the bus
currents are used in TRAFIC (the Trensient Field Integration Code) to produca
radiated electric and magnetic fields. In the case of HEMP, the radiated
fields are created with MAKECHAP, based on Longmire's CHAP-fit HEMP model;
these fields are input to CASSANDRA (an admittance-based transmission-line
model) for computation of the resultant bus currents and voltages. Incident
ST and HEMP electric fields are used to drive induced currents and voltages on
both unshielded and shielded control cables with the UNSHLD-E (shallowly-
buried unshielded cable) and ZTNPIG-E (shallowly-buried shielded cable)
programs respectively. In addition, 1local magnetic fields produced by
currents flowing to ground via current transformer (CT) ground straps (due to
either ST or HEMP) are used for calculation of coupled currents/voltages on
unshielded and shielded control cables with the UNSHLD-H and ZTNPIG-H
programs. For shielded cables, load responses for both transfer-impedance
coupling and pigtail-termination coupling are calculated simultaneously in the
ZTNPIG-E and ZTNP1G-H programs. And finally, both ST and HEMP bus currents
are used. in the calculation of conducted coupling to control circuits via
devices physically connected to the high-voltage bus, such as current
transformers (CT's) and potential transformers (PT's); these calculations are
performed with the DIRCOUP (direct coupling) program.  These models are
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described more fully in the rest of this section, and model results are
compared to actual 500kV ST measurements at the end of this section.
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Figure 2.1. Flow Diagrams for Switching Transient Analysis Models
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2.1 SUBSTATION SWITCHING TRANWSIENT MODELS

2.1.1 METAP Pragram for ST Bus Currents/Voltages

The METAP program is a general-purpose network analysis model
having many special capabilities for electric power applications. Typically,
lossless single-phase transmission lines are used for the bus itself, while
devices such as bushings or internal breaker components are modeled with
capacitors, inductors, and resistors. A representative example of a METAP
network model is pictured in Figure 2.3, along with a brief description of the
solution methodology. Detailed diagrams of the METAP model and device
submodels for the 500 kV air-insulated substation analyzed in this study
appear in Figure 2.4. The use of METAP for analysis of ST phenomena is
discussed more fully in references [1,6].

SWITCH SWITCH

BUS BUS
BAR BREAKER BAR

[ I./.. Hom "“"’"‘DT:’

W ww

- DESCRIBE SWITCHYARD WITH NETWORK COMPOSED OF

T RESSTOR TRANSMISSION LINES, RESISTORS, INDUCTORS, CAPACITORS,
-y

T CAPACITOR AND/OR SPECIAL ELEMENTS (ARC MODELS, SYNCHRONOUS

£=————— TRANSMISSION LINE FOTORS, ETC.)

-/ Y Y \_INDUCTOR

A GROUND « USE KIRCHOFF'S LAWS, FOR GIVEN SET OF INITIAL CONDITIONS
LEGEND - TIME-DOMAIN SOLUTION FOR NETWORK TRANSIENTS, USING
COMBINATION POINT-JACOBI / NEWTON-RAPHSON ITERATION
METHOD
Figure 2.3. The METAP Network Analysis Program
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2.1.2 TRAFIC Program for Radiated Fields

The Transient Field Integration Code, called TRAFIC, was
developed under EPRI RP2674-1 for the calculation of radiated field
environments in substations., The basis of the TRAFIC model appears in
Figure 2.5; a current waveform I(t) is injected into one end of a transmission
line, which usually represents a section of high-voltage bus. The transient
bus current waveform is expressed as a sum of ramp-shaped basis functions; it
turns out that the radiated fields due to a single ramp can be calculated in
closed form in the time domain, for any length of transmission line, and for
field points both in the near zone and the far zone of the transmission line
itself. A simple superposition of the fields radiated by individual ramps
yields the total fields radiated by the given transient bus current waveform.
Ramp descriptions for arbitrary current waveforms can be developed by simply
calculating the differences in slopes of adjoining segments of the current
waveform; in general, radiation from currents along both directions of the
segment of bus must be calculated. TRAFIC permits calculation of field
radiation from dozens of sections of hus simultaneously; the bus sections can
have arbitrary lengths and orientat.. s, thus permitting detailed substation
representations. Reflected electric and magnetic fields are calculated
rapidly by a procedure known as recursive convolution, thus providing
estimates of both incident fields and total (incident + reflected) fields.
The use of TRAFIC for analysis of ST radiated fields is discussed more fully
in references [1,6].
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2.2 HEMP MODELS

A commonly used, unclassified description of the HEMP environment is the
well-known “Bell Laboratory EMP Waveform"; however, studies have shown that
the use of this waveform can lead to over-estimates of HEMP 1line and equipment
responses by more than an order of magnitude. This report makes use of
another unclassified HEMP environment which has been developed, and which is
based on curve-fits to results of the CHAP computer program [2,3]; the program
developed for this work is called MAKECHAP. A contour map of the peak CHAP-
fit electric field strengths over the CONUS for a 400-km altitude burst is
shown in Figure 2.6. The CHAP-fit fields have a nominal maximum value of 39
kV/m; in this study, these HEMP fields have been scaled up to a maximum of 50
kV/m. A three-dimensional representation of the peak HEMP fields is given in
Figure 2.7. N
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Figure 2.6. Peak-Field Contour Map for CHAP-fit Model of HEMP Radiated

Fields
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Figure 2.7. Peak-Field 3-D Represention for CHAP-fit Model of HEMP
Radiated Fields

Time-domain plots of the horizontally-polarized components of MAKECHAP
HEMP waveforms for two locations are presented in Figure 2.8; the thin curve
is the field at the 50 kV/m maximum-field location, which lies at a ground
range of about 500 km south of ground zero (hereinafter “"short range"). The
bold curve of Figure 2.8 is the field at a ground range of 1660 km, to the
west-northwest of ground zero (hereinafter "long range"). The long-range
field waveform has a lower peak, a longer rise-time, and a longer fall-time
than the short-range waveform. These short-range and long-range locations are
also indicated in Figure 2.6 for reference; the elcovation angles (measured
from the horizon) for the short¥range and long-range HEMP fields are 35.4° and
5.6° respectively., The O-component of the radiated electric field, which lies
at right angles to both the horizontal component and to the direction of
propagation, is primarily vertical (more so for shallow elevation angles than
for steep angles), and is thus referred to as the "vertical" component. The
corresponding vertical-field waveforms for short-range and 1long-range HEMP
electric fields are displayed in Figure 2.9. The vertical component for the
long-range field waveform (bold curve) has a much larger peak than does the
short-range field waveform (thin curve). The short-range location was chosen
because it represents the region containing peak field strengths; the long-
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range location was chosen because it 1is the region where the vertical
component of HEMP, at very shallow incidence angles, can produce very large
transients in long horizontal lines 1ying more or less along the direction of
propagation.
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Figure 2.8. Time Domain Waveforms for Horizontal Component of Short Range

(thin) and Long-Range (bold) HEMP Fields

18



CHAP-FIT VERTICAL-COMPONENT HEMP INCIDENT FIELDS
SHORT-RANGE HEMP(thin) ; LONG-RANGE HEMP(bold)
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Figure 2.9. Time Domain Waveforms for Vertical Component of Short Range

(thin) and Long-Range (bold) HEMP Fields

2.3  COUPLING MODELS

2.3.1 HEMP Coupling to a High-Voltage Ring Bus

HEMP field-induced current transients on electric power lines
or high-voltage substations are computed with the CASSANDRA program; this
program is an admittance-based transmission line model, and most of the
calculations are performed in the frequency domain. CASSANDRA permits
multiple-branch models of ring buses or other structures; the electric fields
parallel to each branch are integrated over the length of the branch, to yield
source currents at the nodes of the model. The admittance matrix for the
muiti-branch model, which depends on geometrical anc ~round parameters only,
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is 1nverted at each frequency of interest to develop node voltages for all
frequencies, These voltages can then be used to calculate transient shield
currents and or voltages anywhere along any branch. Branches can be above
ground, buried, or on the ground,

The detailed CASSANDRA transmission-1ine model for a 500 kV
ring bus appears in Figure 2.10, This ring bus is the CASSANDRA analog of the
METAP ring bus model of Figure 2.4, and was used for the HEMP coupling
analyses presented in this report. The HEMP orientation angle ¢ shown in this
figure was varied, and peak responses were calculated for the prediction
location indicated; the largest peaks were found for ¢ = 0° (long-range HEMP,
elevation = 5.6°) and for ¢ = 45° (short-range HEMP, elevation = 35.49),

A comparison of CASSANDRA results to more exact coupling
calculations, for the case of a Bell-lab HEMP waveform incident on a long line
5 meters above ground at an elevation angle of 10 degrees, is presented in
Figure 2.11 (see reference [4], Bridges/Shafai); CASSANDRA provides good
agreement with the more rigorous calculations for a wide variety of 1line
geometrias and incidence angles (see reference [5] for examples).
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Figure 2.10. The CASSANDRA Model for HEMP Coupling to a 500 kV Ring Bus
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Figure 2.11. Comparison of CASSANDRA Results to Bridges/Shafai for HEMP

Coupling to a Long Line with Height = 6 m, Elevation = 100,
Ground Conductivity = 0.01 mho/m, and Orientation = 0°

2.3.2 Conducted Coupling from a High-Voltage Ring Bus

The DIRCOUP model is used for predictions of conducted coupling
between high-voltage bus current transients and low-voltage circuit loads
(relays, for example) via the parasitic capacitance of bus-monitoring devices
such as current transformers or potential transformers. Current transformers
(CT's) are often connected to the ring bus next to circuit breaker

attachments. The circuit used for the DIRCOUP CT model is presented in Figure
2.12.
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Figure 2.12. Diagram for Calculation of Bus Current Coupling to Relay

Loads Via Parasitic CT Capacitance

In the figure, C; is the capacitance between the CT primary
and the CT Faraday shield ground casing, and C, is the capacitance between
the CT secondary and the Faraday shield.

The bushing current Igysy produces a voltage AV across the
bushing capacitance Cpysy given by :

IpusH

AV across CBUSH =—C~——--——-
S CpusH

where s=jw=j2nf, with f = the frequency in Hertz. The voltage AVg across the
ground-strap inductance Lggc 1s given by:

s Lgrc AV

$LorcCa /Gy | 1
1+SCZZIN Scl

AVyg across Lgpe=

[

+8 Lgre

Here, ZiN 1s the input impedance of the circuit looking into the transmission
line ( of Tength L ) to the load :

— where p, = Zsre-Zy o _ Ll
1-p.e 2L V' Zgpet+Zo" "2 Zpt+Zy’
Pyc

and Z( = Line Impedance , Z] = Load Impedance, and Zgpe = Skgpe + ??%;E .
© _‘L { :
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The transmission 1ine propagation constant y is given by :

Y =oc+s%, whereoc=%(—13—+GZO)=cab1e loss term, and

Zg
e 3“08%1 bl ti locit
Ve — = ———— = cab|e propagation veloc .
Je. AT propag y

The current and voltage at the load are given by :

e—vLX-pz)] v, = Av(g[_‘f_i;&fﬂ] .

7
L ZO

_ 271
where 2= 1-Pyp,e '

The values of primary and secondary capacitance that gave the
best comparisons to the extensive set of RP2674-1 measurements are indicated
in the figure. These values are based on the work of Greenwood [12], and
provide very reasonable predictions of load responses produced by conducted
coupling of switching transients. Conducted coupling predictions were
produced for several types of load impedance Zp, including both constant
impedance and measured frequency-dependent impedances. This coupling pathway
will be seen to quite significant, especially for intermediate-frequency
switching transient drives.

2.3.3 Electric Field Coupling to Cables

Models based on Vance's work in Coupling to Shielded Cables [7]
are used to calculate electric field-driven coupling to control cables. In
these models, the cables are considered to be shallowly buried, as is common
for control circuits running in troughs through high-voltage substations. The
geometry for electric field coupling to shielded cables appears in
Figure 2.13, and that for electric field coupling to unshielded cables appears
in Figure 2.14.
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Figure 2.13. Model for Calculation of Electric Field Coupling to Shielded
Cables
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Figure 2.14. Model for Calculation of Electric Field Coupling to

Unshielded Cables
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For a given incident electric field E;,.(®) (produced by either

HEMP or a switching transient), the net field parallel to the cable just below
the surface is given as

E, = BY . (1-R, )siny cosd = E;’nc/\/J—O—:— 2 cosd

or

E, = E! _(1+R)sing= E{‘M/L‘? 2 siny sind

| h
where E?nc is the vertical component of incident field, E;,. is the horizontal

component of incident field, R, and R, are the vertical and horizontal
reflection coefficients, y is the elevation angle, ¢ is the azimuth angle, ©
is the radian frequency, € 1is the earth permittiVity, o is ground
conductivity, and z is the direction of the cable axis. For the case of HEMP,
the incident electric fields are assumed to be uniform with respect to
position. For switching transient-induced fields, however, the incident
fields from a single segment of the high-voltage bus vary with position along
the ground; in addition, the fields from several nearby bus segments must be
superposed at a given position for an adequate representation of the total
electric field there.

In the case of shielded cables, the shield current at a point z
on the shallowly-buried cable is found from

I(zw)= [K]+P@]e™+ [K;+Q(z)]e"

where

sy 1 [
P = E d

ov0

seon 1 L_% |
Q@) ZZSJC EL0) dC

0 z

K}=pS[piPMe™-QOe™] /A"
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K5=pje [ ps Q0 -PL)]/A°

ps=Z?-Zé s_ Z3y-Zp
Y zs+zy "t 25+ 7

AS= e -pipie M

and where the cable shield runs from z=0 to z=L, has a characteristic
impedance Zf,. is terminated into Zsl at z=0 and Zsz at z=L. Using the

propagation constant y=+jwu(c +jwe) ,

ST T/ 3

0=y Y

where v, = 1.781, & = skin depth = 1/+/nfuc , = magnetic permeability =4nx10-7
H/m, and (a) is the cable radius. These calculations are performed in the
frequency domain for many frequencies (typically 400-500 on a logarithmic
scale from 1 kHz to 1 GHz), and a slope-difference Fourier integral transform
algorithm is used to generate time-domain results. The shield currents
produced by electric-field coupling are used to drive coupling to the cable
loads via the mechanisms of transfer-impedance and pigtail coupling; these
mechanisms are discussed later in thic section.

In the case of unshielded cables, the induced current and
voltage along wires in a bundle of length L are taken as:

1

%Nwme

[Ki+P°@]e™s* [K3+Q@le%s* 1

V4 y4 3/ .
0 0 Nwire

Iwre @®) =| [K]+P°@)]eVs?+ [Kj+Q'(2) ] e's?

Vwirg (& 0) =

where I(? ,‘Kz, P°, and (QS are defined as before, with

1
sCsre

_Zspc-Zo  _ZL-Z
P = Z et 2o P27 7, + 2, N9 Zsrc=8Lsrc+

The term involving the cube root of the number of wires has
often been used to estimate, fairly conservatively, the current division in a
bundle of Nwirg cables [13]. However, the cube root rule is only one of
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several simple scaling laws often used to estimate the division of bulk

current inside a cable bundle, depending on how conservative an estimate is
required. .However, the precise amount of current division among wires in a
cable bundle 1is, in fact, a highly complex problem for which no simple
solution may be expected to apply in all cases. Other scales sometimes used
are N-1, N-1/2, and a worst case estimate that assumes that the current on any
single wire equals the bulk cable current.

2.3.4  Local Magnetic Field Coupling to Cables

This model is an extension of the approach used by Greenwood
and Kotheimer [12] for calculation of ST coupling to secondary (low-voltage)
cables. The transient current flowing down from the high-voltage bus to
ground via a current transformer's bushing capacitance and ground strap
couples magnetically to secondary cables, whether shielded or unshielded. The
geometry for coupling of these local magnetic fields to shielded cables
appears in Figure 2.15, and that for unshielded cables in Figure 2.16.

Chusu| - — — L=73m— — — »
‘ .J— T @EXTERNAL CHAR. IMPEDANCE = 250 Q
1 Cgre == 500 pF - s I
I
| I — SHIELD
1; Zsp c ORND |

d CURRENT <z ¢
Z? Z, Vi

I

' Lsre o 4pH

i ! /’ m

! piam. |Lioop L =Koy

' =2a ﬁrluH LOOP = (ﬂln?

Figure 2.15. Model for Calculation of Magnetic Field Coupling to Shielded
Cables
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Figure 2.16. Model for Calculation of Magnetic Field Coupling to
Unshielded Cables

For shielded cables, the magnetic-field induced voltage across
the ground strap / secondary cable shield loop is given by :

Vo=sLrooplorap

The 1loop inductance is typically on the order of 1 - 2 puH.
The shield current produced by Vg is given by :

V() e—YSZ_pge—’YS(Z-ZL)
Isnipn (@) = —
Zy

_ASAS —ZYSZ
1 PPy @ , Where

ps=Z?~ZS s _23-2y
boziezy Tl Z5+7) |

The shield currents produced by magnetic-field coupling are
used to drive coupling to the cable loads via the mechanisms of transfer-

impedance and pigtail coupling; these mechanisms are discussed in subsections
2.3.5 and 2.3.6.
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For a bundle of NwirRg unshielded cables, the inductively-
coupled loop voltage produces wire currents and voltages are given by
[Reference 13 ]:

- S - \ "‘21,4
.\./,Q e YSZ~p2e Yy (2 ) |

iR (6 0) = S
WIRE S S .S . ~27¢ 3
Zy l-pipye 2752 vV Nwire

- S - - B
e YSZ_{_pze YS(Z 21) 1

S.S . -2%ez 3 o
L-pipye™“Ts "/NWIRE here

Vwirg @) =V,

s_Zske-Zo (s Z1-Zo T =5
PV Zwet 2y’ P27 7, 72, “srRc=SLsret

1 e ‘
C 5 and V=8 Ly goplarnn -
SLUSRC

2.3.5 Transfer Impedance Coupling to Shielded Cable Loads

Currents induced on the shields of shielded cables can couple
to the inner conductors of the cables, and thus to the cable loads. The
transfer-impedance model used for coupling of these shield currents to
shielded cable loads is based on Vance [7]. The general features of this
model are shown in Figure 2.17.

-« — —L=73m— — — p
INTERNAL CHAR. IMPEDANCE = 150 Q
—)  Zi=R+joM
IS
i SHIELD i I,
A CURRENT < 1z ¢ :
< s
iZI Z, Vi,
(4
Figure 2.17. Model for Calculation of Cable Shield Current Coupling to

Cable Loads Via Transfer Impedance
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The current at an arbitrary point z along the center conductor
of the shallowly-buried shielded cable is found from

IiGw= [Ki+Pl(@2)]eMz+ [Ki+Ql(2)]eM?
where

Pl2)= 5_1_7 J"zc TS 1 w)e 3% S Z(w) 1 dL

Z,Jo

Q') = 5 lzx JLC' VS L1 w)e Ik © Zyw) 1 dE

Ki=pi[plP'L)el- Q0 eil] /A’

Kb=pleil{pi Qo) - Piwy /A’

i i i ol
pi=Z’1'Zo i Z3-Zg
Vziazd zZh+ 2z}

2

, A= elil-pipje ML

and where the conductor runs from z=0 to z=L, has a characteristic impedance
Zlo. and is terminated into le at z=0 and le at z=L.. The propagation constant

is yi=jw}lfl. where g, is the permittivity of the cable insulation and c is the

o
speed of light. The wave number k is given by o The cable transfer

impedance Zr, typically obtained by measurement, 1is expressed with simple
resistive and inductive terms : Zr = R + jwM. For this study, the measured

transfer impedance of a typical relay cable is approximated as

Zp = 3.5x1073 _fn_l_ + ju)4.8x10-9g (reference [1]).

A special-case solution of the conductor current, for z=1L, is
given by:

IL=(1-pi)[ PYL) -pl Ql0) 1/4]
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For arbitrary position z, the voltage is

Vimo)= { [Ki+P'@]e = [Ky+ Q'@ 1e"? ) 2

At the position z=L, the voltage across the load impedance is given by

V= Zy1,

| Well-shielded cables have a very low transfer impedance. For
the most part, transfer-impedance coupling was not found to be the primary
driver for relay interference coupling via well-shielded control cables.

Results were generated for several types of load impedance ZE, including

constant 1impedance, and measured frequency-dependent impedances of real
relays.

2.3.6 Pigtail-Termination Inductive Coupling of Shield Currents to
Shielded Cable Loads

Even though transfer-impedance coupling might not adversely
affect a well-shielded control cable's load, coupling effects at the shield
terminations often do produce interference. The calculation of shield
termination coupling to cable loads via the mutual inductance of the shield
termination ("pigtail") and the load wires is based 1 an article by C. R.
Paul [8]; relevant model parameters are summarized in Figure 2.18.
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SHIELD
CURRENT

Figure 2.18 Model for Calculation of Cable Shield Current Coupling to
Relay Loads Via Pigtail Inductance

The induced current at the load, I, is given by

1,
1L=7E:7zjwh4kmmu

’

where Zg and Zj, are the source and load (relay) impedances respectively, w is
the radian frequency, IsyeLp 1S the shield current at the pigtail, and M is
the pigtail/relay wire mutual inductance. M 1s calculated with the formula

=t%?cosh4éalqmg, where s is the pigtail/wire separation, a is the wires'

common radius, and L,y is the length of the pigtail. This coupling mode
turns out to be significant for assessment of field-driven responses of
typical shielded control cables. Pigtail coupling predictions were generated
for several types of load impedance Zp, including both constant impedance and
measured frequency-dependent impedances.

2.4  MODEL VALIDATIONS

‘Comparisons of measured and predicted waveforms help to validate model
approaches and assumptions; these comparisons have been performed for
switching transients, but are difficult and impractical at best for HEMP
environments. A 500 kV air-insulated ring bus was used for an extensive
series of both measurements and predictions [1,6,9] for several ST phenomena.
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A METAP-produced bus current for a hand-operated disconnect-switch
closing is compared to the corresponding measurement in Figure 2.19.

REVISED VALLEY 508 kV AIS MODEL
1PU PREDICTION OF BUS CURRENT (L4/2, THIN) vs MEAS’ D(SC2.629, BOLD)
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Figure 2.19, METAP Prediction (thin) and Measurement (bold) of Transient
Bus Current Waveforms on a 500 kV Ring Bus

A TRAFIC calculation for an ST-generated vertical electric field fis
overlaid with a measured field in Figure 2.20; for the TRAFIC calculation, the
METAP prediction for the bus current of the previous figure was assumed. The
TRAFIC solution for an ST-generated horizonta: magnetic field is compared to
actual measurement in Figure 2.21.
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TRAFIC Prediction (thin) and Measurement (bold) of Horizontal
Radiated Magnetic Field on the Ground Beneath a 500 kV Ring
Bus
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A prediction for an ST-generated relay load response current is
compared to a measured load response in Figure 2.22. For the prediction, both
METAP bus currents and TRAFIC fields were used, and all shielded-cable
coupling modes (electric field, magnetic field, transfer-impedance, pigtail,
and conducted) were included. Prediction and measurement of a relay's voltage
response are compared in Figure 2.23. The voltage waveforms are characterized
by much higher ringing frequencies than are the current responses,

REVISED VALLEY 5@@ kU AIS MODELS ! CONDUCTED COUPLING TO CT LOAD
1PU PREDICTION OF LOAD CURRENT (THIN) vs MEASUREMENT (§C3.643, BOLD)
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Figure 2.22. Prediction (thin) and Measurement (bold) of ST-Induced Relay
Current at Terminal Rack of a 500 kV Ring Bus CT
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Figure 2.23. Prediction (thin) and Measurement (bold) of ST-Induced Relay
Voltage at Terminal Rack of a 500 kV Ring Bus CT

In terms of peak amplitudes and resonant frequencies, the comparisons
above are very encouraging. Predictions for the initial observables (bus
current and radiated fields) compare quite well to measurements, while those
for the final observables (relay current responses) compare less favorably.
This 1s most 1ikely due to the large number of assumptions (regarding cable
loads, lengths, insulation, orientation, etc.) required to g¢g> from the initial
models to the final models. Results produced with the models discussed above
are presented in section 4.0 of this report for both ST and HEMP coupling to a
500 kV substation.
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3.0  RELAY SUSCEPTIBILITY TESTS

Electromagnetic transients, particularly those produced by a nuclear
induced high altitude electromagnetic pulse (HEMP), may adversely affect relay
systems used for transmission substation protection, causing them to upset or
fail. The transients can couple onto the relay circuits by a combination of
any of the following: propagation through the reiay sensing element (current
transformer, potential transformer, etc.), direct free-field coupling onto the
relay control cables or other auxiliary cables, or re-radiated field coupling
from a nearby ring bus or transmission line. Regardless of the coupling
mechanism, a voltage transient will develop at the terminals of the relay,
either across terminal pairs or across the terminals and ground, depending on
the shielding scheme employed. In turn, these voltage transients may
interfere with control signals and may possibly lead to false relay trips or
other relay system misoperations.

Limited laboratory tests were performed to investigate the response of a
representative relay to a fast rise transient impulse. The objective of the
investigation was to determine voltage levels and locations at which arcing
occurs, and voltage threshnlds where relay upset or failure occurs. In
addition, measurements were performed to determine the impedance at the
terminals of the relay for use in the coupling models. Upset is defined here
as a false trigger of the relay. A relay system failure is any system
misoperation, including a failure of the relay to respond as appropriate.
Through consultations with a local utility company and relay manufacturers, a
General Electric type STD15C transformer differential relay was selected from

among the twelve relays in Table 3.1 which were made available to BDM for
testing.

The selection of this relay was based on the fact that the type STD15C
relay, containing solid-state components, represents a compromise between an
electromechanical relay, expected to be relatively immune to transient damage,
and a microprocessor based relay which can potentially be more susceptible to
transient impulses. A schematic diagram and photographs of the type STD15C
relay are shown in Figures 3.1 and 3.2. Results presented in this chapter are
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applicable only to the STD15C relay and should not be considered typical of
all relays. Additional testing of other relays need to be performed before
any generaiized statements can be made.

Table 3.1. Relays Available at BDM for Testing
(From DOE/ORNL)

tem Quantity Manufacturer Type Style Number Description
1 1 Westinghouse CO-8H1111N 264C900A07 Overcurrent Relay
2 1 Westinghouse SI-r 6681D78A02 Overcurrent Relay
3 1 Westinghouse KD-10 719B195A11  Compensator Distance Relay
4 1 Westinghouse IRD-9 289B449A10 A Directional Overcurrent Ground

Relay

5 1 Westinghouse HU-1 290B346A10 B Transformer Ditferential Relay
6 1 Westinghouse CA-16 671B157A09 Percentane Differential Relay
7 1 Westinghouse CcV-5 1875512 A Voltage Relay
8 1 Westinghouse CA 290B893A09 Percentage Differential Relay
9 1 General Electric Model 12 PJC15F1A Instantaneous Overcurrent and

Voltage Relay

10 1 General Electric Mode! 12 GCX51B13A  Directional Distance (Reactance)
Relay
11 1 General Electric Model 12 STD15C3A Transformer ['  rential relay with
Rev. B Percentage ar«. “‘armonic Restraint
12 1 General Electric Model 12 PVD21B1A  Diftferential Volta 1> Relay
ek 1, jume
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Figure 3.1. Schematic Diagram of Type STD15C Transformer Differential

Relay
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Figure 3.2. Photograph of the Type STD15C Relay

3.1 GENERAL IMPULSE TEST CIRCUIT

In order to simulate an actual relay installation, the relay was flush-
mounted on an aluminum panel which was bolted to a 0.48 m by 1.42 m (19 inch
by 66 inch) rack. Terminal/shorting blocks were mounted on the rack below the
relay and were wired to the appropriate relay terminals using 0.91 m (3 feet),
12 AWG switchboard wire supplied by the Public Service Company of New Hexico.
The relay rack itself was tied to an earth ground via the earth grounding
blocks in the laboratory. A 48 volt DC battery power supply was connected to
the relay to provide power to the sensing circuits and output circuits during
pulse testing. A block diagram and photographs of the complete test
installation are shown in Figures 3.3 and 3.4. Normally, the output line of
the relay would feed a relay trip coil. However, since a relay trip coil was
not available, it was substituted by a 25 ohm wirewound resistor.

In typical installations, the cabling between the relay and the current
transformers (ct's) utilize multiconductor cables spanning a few hundred
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meters. The cables may or may not be shielded. Even if they are shielded,
shield termination methods vary among the utilities. Two specific shielding
arrangements were examined in the laboratory. In one case, the shield was
left unterminated, and in the other case, the shield was grounded at the relay
rack. The majority of the tests were performed with the shield unterminated.
For the test installation in the 1laboratory, 30.5 m (100 feet) of four
conductor shielded cable, purchased from the Public Service Company of New
Mexico, was used. This cable had a measured relative propagation velocity of
0.65 and a characteristic impedance of approximately 65 ohms from conductor-
to-conductor or 41 ohms from conductor-to-shield.

TEKTRONIX P8015,

/ 1000X Probe
#12 Switchboard

7104
Osclllosco

4/c #10 Cable Wire (3 1) BT T5C "?v::-' (an ‘
(100 1) o Reley A | N
i ! 5 2 25“# = a8V
+
Pulse Generator 4 1 21 T
Shorting Terminal
Block . Block
Figure 3.3. General Impulse Test Circuit

Figure 3.4. Test Set-Up for Relay Impulse Tests
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3.2 TEST PROCEDURE

The relay tests were divided into three categories: input impedance
tests, upset/failure tests, and surge protection package tests. The input
impedance tests were performed to geather information on typical 1load
impedances that may be present on the control cables. Upset and failure tests
were performed on the relay circuits to establish threshold levels at which
normal relay operation is disrupted. During these tests, voltage levels and
locations at which arcing occurs was recorded. The SPP tests were performed
to determine whether additional protection is provided to the DC circuits with
a SPP device installed. Both the upset/failure tests and the SPP tests made
use of impulse-type measurements while the impedance tests were continuous
wave, swept frequency measurements,

The impedance of the relay at its terminals, as a function of frequency,
was measured with an HP3577A network analyzer and an HP35677A s-parameter test
set. After calibrating the network analyzer, it was attached to the relay
terminals under test and the impedance was displayed directly on the CRT. The
frequency was swept bewteen 100 kHz and 200 MHz. An HP9826 computer provided
automated control of the netyork analyzer and recorded the impedance data.

For the last two tests, pulses were injected onto the relay circuits at
the terminal/shorting block where the voltage was monitored with a Tektronix
P6015 high voltage probe and a Tektronix 7104 oscilioscope. Voltage waveforms
were processed and stored using a digital camera system attached to the
oscilloscope. HEMP induced voltage transients were simulated by injecting
impulses onto the relay circuits using either a charged-1ine square pulse
generator (SPG), or a high voltage capacitive discharge pulser. The SPG
delivers a square pulse whose pulse width is governed by the length of the
charge line. The capacitor discharge pulser, on the other hand, delivers a
pulse whose shape is influenced by the impedance of the load. Both pulse
generators are variable in amplitude with rise times on the order of a few
nanoseconds. Waveforms produced by the two pulsers into a 50 ohm load are
shown in Figure 3.5,

The original intent of the test program was tu test each terminal pair
on the relay with impulses simulating different HEMP induced transient

S
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parameters such as rise time and pulse width. The test matrix in Table 3.2
was developed to satisfy this approach. However, only a representative subset
of the configurations listed in Table 3.2 were actually implemented. These
are denoted in the table by asterisks. Early in the test program it was
thought that relay susceptability and flashovers were synomonous; therefore,
emphasis Was given to identifying flashover voltage Tlevels. It became
apparent that flashovers were suficient but not necessary for the relay to be
susceptable to upsets or failures. Thus, emphasis shifted toward exploring

larger ranges of upset parameters, including possible failures associated with
the DC trip circuits. ‘
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Figure 3.5. Pulse Generator Waveforms into a 50 Ohm Load
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3.3

Table 3.2.

Relay Test Configuration Matrix

Circult Type Pulsed Terminal Palr (+,-) Pulse Generator
CcT 6,5 (Gnd)* SPG, 130 ns
Ditferential 6, 5 (Gnd)* SPG, 800 ns
Mode 8, 5 (Gnd)* Cap
cT 4,5 (Gud) SPG, 130 ns
Difterential 4,5 (Gnd) SPG, 800 ns
Mode 4, 5 (Gnd) Cap
OUTPUT 2, Gnd* SPG, 130 ns
Common Mode 2, Gnd* SPG, 800 ns
2, Gnd* Cap
OUTPUT 2,10 SPG, 130 ns
Ditferential 2,10 SPG, 800 ns
Mode 2, 10* Cap
DC POWER 1, 10 (Gnd) SPG, 130 ns
1, 10 (Gnd) SPG, 800 ns
1, 10 (Gnd)* Cap
DC POWER 10, 1 (Gnd) SPG, 130 ns
10, 1 (Gnd) SPG, 800 ns
10, 1 (Gnd)* Cap

RELAY OPERATION VERIFICATION

Correct operation of the STD15C relay was verified periodically during
the test using a Multi Amp model SR-76A relay test set. The test set is a
versatile instrument capable of performing a number of tests to calibrate and
evaluate relay performance. Six measurements were performed to evaluate the
performance of the STD15C relay:

1) Minimum pick-up current of the main unit.

2) Minimum pick-up current of the target and seal-in unit.
3) A single point check on the timing characteristics.

4) A single point check on through current restraint,

5) A single point check on harmonic restraint,

6) Minimum pick-up current of the instantaneous unit.
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Deviations between these results, manufacturer specifications, and
previous measurements would indicate a compromised performance and possible
failure of the relay after being subjected to the high voltage, fast rise
pulses.

3.4 EXPERIMENTAL RESULTS

3.4.1 Control Cable

Basic propagation characteristics of the multiconductor cable

were  measured. The conductor-to-conductor and conductor-to-shield
characteristic impedances of the cable were measured with a Tektronix 1502 TDR
cable tester. The cable tester displays the value of the reflection

coefficient, p, from which the characteristic impedance may be determined
using the relation,

(1 +p)
] (1 - p)

lo

where Z| 1s the reference load impedance (50 ohms). The results of this

measurement yield an average conductor-to-conductor impedance of 65 ohms and
an average conductor-to-shield impedance of 41 ohms. The time domain
technique was also used to determine the propagation velocity of the cable.
In this case, the test circuit of Figure 3.6 was implemented where a
relatively large amplitude pulse was injected on the cable while monitoring
the voltage waveform at the drive end of the cable. Propagation velocity is
given by

where L is the measured length of the cable and t is the round trip transit
time between the drive point and open end of the cable. Figure 3.7 shows that
for 30.5 m (100 feet) of the 4 conductor shielded cable, the round trip
transit time is 311 ns which implies a propagation velocity of
1.960 x 108 m/sec (6.431 x 108 ft/sec), or a relative velocity of 0.654,
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Figure 3.7. TDR Measurement of a 4-Conductor, 30.5 m Control Cable

3.4.2 Input Impedance

The 1input impedance of the relay between terminal pairs and
between the terminals and ground were measured in the Tlaboratory with an
HP3577A network analyzer. Plots of the terminal impedance as a function of
frequency are given in Figure 3.8. The terminals of the STD15C relay were
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shown schematically in Figure 3.1 and are 1listed below in Table 3.3 for
reference., Note that the impedances are very much frequency dependent, thus
yielding a different response for any given stimulus. The differential
transformer (CT) leads have two distinct resonances at 3 MHz and 100 MHz.
Voltage waveform frequency spectra not at these frequencies are suppressed at
the relay. With respect to ground, the DC circuit leads also display a unique
characteristic. At DC, the input impedance is infinite, but at frequencies
above 1 MHz, the impedance is quite Tow (less than 200 ohms). Thus 1low
frequency voltage and high frequency current components are dominant at the DC
circuit terminals,
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(a) Solid: Terminal 1 to Ground
Bold: Terminal 10 to Ground
Dashed: Terminal 6 to Ground

Figure 3.8. STD15C Relay Impedance - Magnitude
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Table 3.3 STD15C Relay Terminal List

TERMINAL DESCRIPTION |
DCBATT. () |
“RELAY OUTPUT

CT A
CT COMMON

CT (B)
BC BATT, (-

DO B DO} —

(@]

3.4.3 Shorting Block

Two conductors of the multiconductor cable were attached to
adjacent terminals on the shorting block with the shorting bar connected to
one of the terminals. The 0.91 m (3 feet) switchboard wires, that would later
connect to the relay, were attached to the shorting block on one end and left
open on the other end. As in actual installations, the terminal attached to
the shorting bar was also grounded at the relay rack. The other end of the
cable was connected to the square pulse generator (SPG) which was configured
to deliver a 130 ns wide pulse. A Tektronix P6016 high voltage probe was
clipped onto the conductors approximately one inch from the shorting block and
was connected to the oscilloscope equipped with a digital camera system. Over
a series of single shot events, the charge voltage level was increased from
500 volts until flashover was detected on the shorting block. The occurrence
of flashover at the shorting block was easily detected from the voltage
waveform data and by observation.

Figures 3.9 through 3.12 11lustrate the effects of flashover on
the voltage waveform at the shorting block as the charge voltage was increased
on the SPG. In Figure 3.9, where no flashover was observed, the incident
130 ns pulse traverses the length of the multiconductor cable until it reaches
the shorting block. Since the shorting block appears as an open circuit, the
pulse is reflected back towards the SPG and charge 1ine. When the pulse
reaches the open end of the charge 1ine, it is again reflected and moves
toward the shorting block. Cable losses attenuate the pulse during each
traversal which causes damping in the waveform. Eventually, the cable 1is
charged to some nominal voltage potential since tie system is essentially an
open circuit transmission 1ine.

When the charge voltage was increased to 7.75 kV, a faint arc
was observed across the shorting bar. Its effect is apparent in Figure 3.10
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where the pulse reflections tend to rapidly diminish over a portion of the
waveform. The peak breakdown voltage level measured at the shorting block was
approximately 3.8 kV; this defined the flashover voltage threshold of the
shorting block.

Finally, when the charge voltage was set to 8 kV, a distinct
arc occurred which was significant enough to completely discharge the cable,
as shown in Figure 3.11. Of special interest is the fact that the flashover
did not occur on the initial pulse but rather on one of the reflected pulses.
This statistical nature of flashover events 1s further exemplified by
comparing Figure 3.11 with Figure 3.12 which shows & repeat of the
measurement,  Although none of the instrumentation was changed, flashover
occurred on the third reflected pulse in Figure 3.12 whereas it occurred on
the second reflected pulse in Figure 3.11. The significance of this behavior
is that successive pulses on a relay circuit may induce breakdown, even though
the individual pulses will not cause breakdown on their own. Moreover, it
shows how the relay may be subjected to multiple pulses even though the e'ont
causing the disturbance may only be a single pulse.
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Figure 3.9, Voltage Measured at the Shorting Block with SPG Charge

Voltage Set to 7.5 kV - No Breakdown
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Figure 3.12. Repeated Measurement at the Shorting Block with SPG Charge
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3.4.4 Relay AC Circuits

The STD15C relay was connected as shown in Figure 3.3 with the
current tap plugs in the 5 ampere position and the target & seal-in unit
current pick-up tap in the 0.6 ampere position. Model predictions show that
the pulse width of HEMP induced voltage transients ai the relay terminals can
vary from hundreds of nanoseconds to a couple of microseconds. Therefore, the
effects of two different pulse widths, 130 ns and 800 ns, were examined using
the SPG. With the introduction of the complex impedance of the relay, the
waveform data did not indicate whether or not breakdown occurred. It was,
however, essential for determining threshold levels. Therefore, voltage was
monitored at the terminal block but flashover was determined solely by
observation. The voltage waveform plots are included in Appendix A for
completeness and are referenced in the text by file names enclosed in brackets
{}. For a pulse width of 130 ns, arcing was observed near the 2.9 ampere
current tap at a voltage level of 6.5 kV (RL15.DTL}. Moving the current tap
plugs to the 2.9 ampere position resulted in a lower breakdown threshold,
Flashover began at 4.3 kV (RL51.DTL} and this time occurred near the 8.7
ampere current tap, Keeping the tap at the 2.9 ampere position, the pulse
width of the injected pulse was changed to 800 ns. For this case, arcing
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occurred on the instantaneous unit coil and on the differential current
transformer at a voltage level of 4 kV {RL73.DTL}. When the amplitude was
increased above 6 kV {RL76 .DTL), arcing occurred at the 8.7 ampere tap as
before.

The SPG is limited to a maximum output voltage of approximately
8 kV. Therefore, in an effort to achieve higher levels to investigate damage
margins, the experiments were repeated using a capacitive discharge pulse
generator capable of injecting 15 kV on the relay circuits. With the
capacitive discharge pulser, flashover was observed near the 8.7 ampere
current tap, beginning at 2.3 kV {ORL8.DTL}. After reaching a limit of 10 kV
{ORL14.DTL}, the relay's performance was re-examined. None of its ocrerating
characteristics were altered and the relay performed within specifications.

3.4.5 Relay: DC Circuits

The DC circuits of the STD15C relay are composed of the relay
contacts and the solid-state sensing circuit as shown in Figure 3.1. In a
typical relay station installation, the DC contacts of the relay are connected
to a circuit breaker trip coil, as shown in the electrical diagram in
Figure 3.13, which is usually located in the switch yard. Since an actual
trip coil was not available, it was substituted by a 25 ohm wirewound resistor
for many of the tests. In addition, the station batteries are not normally
grounded. Therefore, only in a few specialized circumstances were the
batteries grounded in the laboratory.

(¥) ocTRiPBUS

FUSE
87 — TYPE STD DIFFERENTIAL RELAY
52
TE —PowencmchBRaweaTRmcom
52 — POWER CIRCUIT BREAKER, AUX. S.W. CLOSED
WHEN BREAKER IS CLOSED
) FUSE
)
Figure 3.13. Typical Relay System Application
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Using the capacitor discharge pulse generator, pulses were
injected on the output port of the relay with respect to ground. Terminal 5
was also tied to ground as its normal configuration. Flashovers were observed
on the relay contacts beginning at 3.8 kV (OPG2.DTL}. As the amplitude was
increased beyond 8 kV {OPG9.DTL}, flashovers were observed on the relay
contacts and on the instantaneous unit. In spite of the intense arcing, no
upsets or failures were noted.

Through discussions with ABB Power Systems Inc, four possible
methods for upset or failure were identified. These are depicted in
Figure 3.14. In three of the four cases, upset or failure occurs when two
wires simultaneously arc to ground, effectively shunting key elements in the
relay circuit. The most likely scenario is shown in Figure 3.14(a). Both the
output cable from the relay and a DC battery cable run out into the switch
yard and are exposed to direct free field coupling. In Figures 3.14(b) and
3.14(c), the trip bus in or near the relay house would have to breakdown to
ground in order for the DC trip circuit to upset or fail. In Figure 3.14(d),
the breakdown is induced across the relay contacts which, for the STD15C
relay, has a similar outcome to that of Figure 3.14(c).

The first case was simulated by injecting the pulse on the
output line of the relay with respect to terminal 10 which was connected to
the negative DC battery lead. The battery was not grounded in this case. In
an authentic installation, a short across these two points is equivalent to a
short across the circuit breaker trip coil, in which case relay operation will
not trip the breaker. Since a trip coil was not available, the relay output
was left open in order to establish a lower bound on the flashover threshold.

Using the SPG with a 130 ns charge line, breakdown acruss the
telephone relay contacts occurred at 4.7 kV {(OP18.DTL}. When the pulse width
was lengthened to 800 ns, arcing began at 2.1 kV (O0P45.DTL}. Thus, with
increased pulse width, breakdown occurred at a lower voltage level. When the
capacitor discharge pulse generator was used, the breakdown threshold was
approximately 2.5 kV {00P2.DTL}.

The second case (Figure 3.14(b)) was simulated by grounding one
of the battery leads and injecting the pulse on the other lead with respect to
ground. A short across the battery circuits of an actual relay system would
disable the relay trip circuits. In order to protect the batteries in the
laboratory, a three ampere fuse was inserted. The fuse also served as an
indicator, detecting relay system failures due to battery shorts. Results
from grounding the negative battery terminal and pulsing the positive terminal
show that breakdown begins at 4.7 kV (DCG12.DTL} near the base of the
telephone relay contacts. The three ampere fuse did not fail, even when the
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amplitude was increased to 19 kV {DCG26.DAT}, suggesting that current flow
from the batteries through the arc was insufficient to cause the relay to
upset or fail in this configuration. When the positive battery terminal was
grounded and the negative terminal was pulsed, flashover was observed on the
instantaneous unit starting at 4.8 kV {DCG34.DTL} with no upsets or failures.
However, when the voltage level of 12.3 kV (DCG40.DTL} was reached, a
sufficiently large amount of current passed through the arc, causing the fuse

to blow. This provided a failure threshold for the relay under the prescribed
conditions.

(+)
DC BU> ‘? DC Bus-’%
(-)

:

(a) Trip coil bypassed. (b) Battery shorted.
Relay fails to trip breaker. Relay circuits disabled.
(+) (+)
DC BUS DC BUS
-}
<—
(-)
(c) Relay contact bypassed. (d) Arc across relay contact
Relay sends false trip Relay sends false trip
signat. signal.

ﬁ Indicates flashover

Figure 3.14. Protective Relay System Upset and Failure Conditions.

As a control experiment, the pulse generator was attached
directly to the fuse and battery with an adjustable spark gap inserted as
shown in Figure 3.15. The battery was pulsed using wide and narrow spark gap
settings. For the wide gap, no arcing occurred and the relatively short
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pulses had no noticeable effect on the fuse or battery. Conversely, with the
narrow gap, arcing occurred and was sustained by the DC battery current until
the fuse blew. These results were observed for both 3 ampere and 6 ampere
fuses.

The third and fourth upset scenarios were not implemented,
although arcing across the relay contacts did occur in previous tests with no
adverse effects to the relay.

Fuse
&Y
Ry =50 Q :
L Spark —— 48V
..r—l— O O [\} X M Gap Battery
+
Capacitor Pulse
Generator
Figure 3.15. Control Test Circuit.

3.4.6 Surge Protection Package (SPP)

The effectiveness of a Westinghouse style 6299D27G02 surge
protection package in extending the protection margin of a relay's DC power
lines was examined. The SPP, pictured in Figure 3.16, consists of 0.5 uf
capacitors tied to ground. A1l DC power lines from the relay were connected
to the SPP which was mounted on the relay rack in place of the terminal block.
After grounding the negative battery terminal, the capacitor discharge pulser
was used to inject a fast rise pulse to the positive DC power terminal on the
relay. The amplitude of the pulse was raised until indications of upset,
failure, or arcing occurred. Voltages for the SPP tests were measured at the
terminal block. Comparing these results with those from the corresponding DC
circuit relay test show that the SPP extended the margin of protection to a
voltage impulse by as much as a factor of two. The protection afforded by the
SPP is shown in Figure 3.17. Without the SPP (Figure 3.17(a)), arcing was
observed near the telephone relay contacts at a capacitor charge voltage of 5
kV. After inserting the SPP, flashovers were no longer present at the same
charge voltage. Figure 3.17(b) shows that the inclusion of the SPP
significantly reduced the amplitude of the pulses on the battery lead at the
SPP. Arcing on the relay was not detected until a charge voltage level of
12 kV was reached. Figure 3.17(c) shows the resulting waveform. The ramping
characteristic shown in the figures is caused by a charge build-up on the
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control cable between the pulse generator and the relay. This behavior was
seen on the shorting block tests and is indicative of pulses on a transmission
1ine where the load impedances are greater than the characteristic impedance
of the line.

Figure 3.16. Westinghouse Style 6299D27G02 Surge Protection Package

3.5  SUMMARY

Susceptability tests were performed on a transformer di- rential relay
by injecting HEMP-1ike impulses onto its circuits. Voltage levels at which
flashovers occur on the relay circuit due to the fast rise impulse were
determined. These levels are summarized in Table 3.4. It was observed that
breakdown does not necessarily result in upsets or damage, nor does it
necessarily occur on the initial voltage impuise. In fact, it was shown that
reflected pulses produced by impedance mismatches in the relay circuit play a
statistical role in inducing breakdown.

Under certain circumstances, arcing on the DC battery circuits can Tead
to relay system failures. One such failure was observed when the negative
battery terminal was injected with a 12.3 kV pulse causing a short across the
battery terminals (with the positive battery terminal grounded). Although
many flashovers occured for input voltages ranging from 2 kV to 20 kV, the
relay's performance was generally not affected. The relay itself incurred no
physical or electrical damage as a result of the pulse testing.
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(c)

Figure 3.17 (Concluded).
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Table 3.4, Relay Test Summary

CIRCUIT | PULSE INJECTION POINTS PULSE RELAY FLASHOVIER FLASHOVER
TYPE GENERATOR CONFIOQURATION VOLTACHE LOCATION
AC Term. 5 to Term 6 SPG 130ns | Current rutio matching 6.5 kY 2.9A current tap
plugs on SA taps
AC Term. 5 to Term 6 SPG 130ns | Current rutio matching 4.3 kY 8.7A current tap
plugs on 2.9A taps
AC Term. 5 to Term 6 SPG 800ns | Current ratio matching 4.0 kV Instantancous unil &
plugs on 2.9A laps dilferential current
transformer
AC Term. 5 to Term 6 SPG 800ns | Current ratio matching 60 kV 8.TA current lap
plugs on 2.9A taps
AC Term. S to Term 6 Cupacitor | Current ratio matching 23 kv 8. TA current tap
plugs on 2.9A taps
X Term, 2 1o Term. 5 (Gnd) Capucitor Terminal 5 grounded 38 kY Near relay contacts
ba Term. 2 1o Term. S (Cind) Capacitor | Terminal § grounded 8.0 kV Near relay contacts &
Instantancous unit
X Term, 2 1o Term, 10 SPG 130ns ] Battery leads not 4.7 kv Telephone reluy
grounded, No 25Q contacts
resistor
X Term. 2 10 Term. 10 SPG 800ns | Battery leads not 2.1 kV Telephone reluy
grounded. No 25Q contacts
resistor
D& Term. 2 10 Term. 10 Capacitor Rattery leads not 2.5 kV Telephone relay
grounded, No 25Q contacls
resistor
X Term. 1 to Term. 10 (Cind) Capacitor Terminal 10 grounded 4.7 kV Neur base of relay
contacts
¢ Term. 10 to Term. 1 (Gnd) Capacitor Terminal 1 grounded 48 kV [nstantancous unit
e Term. 1010 Term, 1 (Gnd) Capacitor | Terminal I grounded 12.3 kV* Instaatancous unit,

Susceptibility observed. DC circuit fuse blown due to current follow-through

The effectiveness of a surge protection package in protecting the DC
relay circuits was also examined. Arcing caused by a 5 kV steep front impulse
was effectively eliminated by the SPP. Moreover, the SPP provided protection
against arcing induced by impulses with magnitudes as high as 12 kV.

Upset and failure mechanisms are not confined only to the relay:; they
encompass the entire protective relay circuit. Therefore, future tests should
incorporate a circuit breaker trip coil in the test circuit to examine its
contribution to the system response. Also, future tests should include
microprocessor based relays since their mechanism for upset is determined not
only by threshold levels but also by synchronization with the system clock.
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4.0  RESULTS

In this section, analytical and experimental results will be presented
and compared. Time-domain waveforms, frequency-domain spectra, and signal
norms (zero-peak amplitudes, local rise times, peak derivatives, and action
integrals) are discussed for several variables, including transient bus
currents and voltages, radiated electric and magnetic fields, induced cable-
shield currents, shielded-cable load responses, and unshielded-cable 1load
responses. Plots of waveforms and spectra provide a visual assessment of the
different types of responses; values for norms provide quantification of
signal strength (zero-peak amplitude), frequency content (rise times and peak
derivatives), and waveform energy (generally proportional to the action
- integral, which is given by the integral of the square of the observed
variable over time). The predicted quantities are used in conjunction with
measured data to develop assessments of relay susceptibility and
vulnerability. Mitigation techniques are addressed as well.

Analytical predictions of coupling phenomena are presented for three
types of environments: (a) 500 kV switching transients (ST), (b) long-range
HEMP events, and (c) short-range HEMP events. For the 500 kV ST, a switch
closing was simulated with the maximum potential difference between switch
arms; this condition, called 2 per unit (PU), represents a worst-case ST.
Switching transient generated electric fields were coupled to shallowly-buried
control cables (both shielded and unshielded) lying underneath and parallel to
a section of the 500 kV bus. Switching transient magnetic fields caused by
transient currents flowing in a CT pedestal and ground strap were also coupled
to adjacent and parallel shielded and unshielded cables. In this case, the
coupling is to a length of cable above ground. For the long-range HEMP, both
field components (horizontal and vertical) were used to drive currents on the
500 kV ring bus model; the elevation of the HEMP field was 5.6°, and the
azimuth angle, ¢, was 0° (see Figure 2.10 for ring bus geometry and azimuthal
orientation). The vertical component of the long-range HEMP field was also
used for coupling to shallowly-buried control cables lying roughly along the
direction of HEMP propagation. For the short-range HEMP, both field
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components (horizontal and vertical) were again used to drive currents onto
the 500 kV ring bus; the elevation of the HEMP field was 35.4°, and the
azimuth angle, ¢, was 45°, In each case, these particular angles had been
found earlier (see Section 2) to produce the largest HEMP coupled responses,
In addition, the horizontal cecmponent of the short-range HEMP field was used
for coupling to shallowly-buried control cables 1ying parallel to this
component, which represents the peak strength (50 kV/m) HEMP field.

Most of the results presented below were developed with a single set of
geometrical and physical parameters, which were used for both the ST and HEMP
calculations; parameter values were based on typical substation installation
practices, Tlaboratory measurements of cables and relays, and measured
switching transient phenomena. Models describing a 500 kV substation
including a high voltage ringbus and typical Tow voltage control cable
circuits were used to generate ST bus currents, their resultant radiated
fields, and the coupled control wiring voltage and current responses. The same
models were used to calculate long and short range HEMP coupling and
responses, as explained in Section 2. ST and HEMP coupling to both shielded
and unshielded cables was investigated. Three principal control cable coupling
sources have been examined: magnetic field, electric field, and primary bus
current. As modeled, magnetic field and primary bus current coupling occurs at
the end of a control cable near instrument transformers (CTs and CCVTs) where
they come in proximity to the high voltage bus and the instrument transformer
bushing ground circuits, while electric field coupiing occurs along the length
of the control cable (typically below ground 1level) for both switching
transient and HEMP environments,

For shielded cables, both electric and magnetic field coupling modes
initially drive currents and voltages onto the cable shield, which then couple
onto internal cable wires via transfer impedance and pigtail coupling

mechanisms. The effect of the earth on electric field coupling calculations
was accounted for with a relative permittivity (dielectric constant) of g =

10, and a conductivity of o, = 0.1 mho/m. The diameter of shallowly-buried

shielded control cables was taken as 1 inch (2.54 cm); the length of the cable
assumed was 73 m, The cable internal characteristic impedance was 150 Q. The

cable shield terminations were prescribed to be 4 uH, in order to represent
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the common practice of grounding both ends of a shielded cable. The shield
termination length, termination/load separation, and wire radius for the
pigtail-coupling calculations were set at 0.3 m, 5§ cm, and 2 mm respectively.
For the circuits inside the shielded cables, a transfer impedance of the form

Q
Zp = 3.5x103 o + Jm4.8x10"9%

was postulated based on measured data; the cable insulation's relative
permittivity was taken as 1.1. For unshielded cables, the electric and
magnetic fields couple directly to cable wires, thus transfer impedance and
pigtail coupling modes are not present. |

For assessments of conducted coupling to shielded and unshielded cables,
the bushing capacitance was set at 1090 pF, and the primary-to-Faraday shield
and secondary-to-Faraday shield parasitic CT capacitances were set at 50 pF
and 500 pF, respectively. The inductance of the CT ground strap was taken to
be 4uH.

For shielded control cables, responses for five different 1load
impedances were investigated: 150 Q (constant over all frequencies), measured
CT-lead common-mode impedances (pin 6 to ground), measured DC battery-lead
common-mode impedances (pin 1 to ground), open circuit load, and short circuit
load. The first three load impedances were described in Figure 3.8, For
coupling to unshielded cables all five load impedances were investigated, with
emphasis given to the measured DC battery-lead, open circuit, and short
circuit load impedances. Open circuit voltage and short circuit current
responses for shielded and unshielded cables driven by 2 PU ST and short range
HEMP were compared with current IEEE/ANSI surge withstand capability (SWC)
test waveforms [10]. The source impedance used for the cables is effectively
given by the CT model described in Section 2. The parameters listed above were
used for almost all the calculations presented in this section; exceptions are
noted as they occur,

Appendix B contains high resolution plots of each waveform calculated in
this investigation.
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4.1  BUS CURRENTS AND VOLTAGES

Transient current waveforms on the 600 kV ring bus are shown in
Figure 4.1 for a 500 kV 2 PU ST, & long-range HEMP event, and a short-range
HEMP event; the corresponding spectra for all three situations are overlaid in
Figure 4.2, Transient 500 kV ring bus voltage waveforms are displayed in
Figure 4.3 for 500 kV 2 PU ST, long-range and short-range HEMP; the resultant
spectra are plotted together in Figure 4.4, Signal norms for both transient
bus currents and voltages are listed in Table 4.1, The waveform plots reveal
that the ST currents and voltages persist much longer than their HEMP-induced
counterparts; this observation is reinforced by examination of the spectra,
which show the largest low-frequency values for switching transients. The ST
also exhibit higher amplitude 1levels at high frequencies than HEMP bus
transients. The table of norms indicates that the 2 PU ST bus currents and
voltages are larger in both amplitude and action integral (i.e. energy) than
those for either HEMP environment. Both ST and HEMP results are characterized
by short local rise times. |

Local risetime, rather than 10 - 90 percent peak amplitude, is reported
in the table of norms because it is less ambiguous to determine for complex
waveforms. The Tlocal risetime 1s calculated by dividing the peak time
derivative of amplitude found in the entire waveform into {its Tocal peak
amplitude. Thus, the reciprocal of the local risetime gives an estimate of the
highest frequency content present in the waveform. Local risetime may or may
not represent the 10 - 90 percent risetime of the peak amplitude of a
waveform: in cases where the waveform is relatively simple and the local peak
amplitude is the peak amplitude of the waveform (e.g. incident HEMP fields),
the lTocal risetime correlates well with the 10 - 90 percent risetime. The 10
- 90 percent peak amplitude risetime for ST bus currents, voltages, and fields
are typically much slower than those of HEMP, on the order of 260 - 500 ns.
The 10 - 90 percent risetime for all responses may be estimated using the
data provided in Appendix B.

64



AMPERES
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Figure 4.1, Transient Bus Current Waveforms on a 500 kV Ring Bus
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TRANSIENT BUS CURRENT, 50@ kV RING BUS
LONG-RANGE HEMP-INDUCED (PHI = @ DEG, PSI = 5.6 DEG, VERTICAL POL.)
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Figure 4.1 (Concluded). Transient Bus Current Waveforms on a 500 kV Ring Bus
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TRANSIENT BUS VOLTAGE, 508 kU RING BUS
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Table 4.1. Norms for Transient Bus Currents and Voltages
500 kV 2 PU ST Long-Range HEMP Short-Range HEMP
Bus Current Bus Valtage tus Current Bus Voltage Bus Current Bus Voltage
Zero-Peak 3.63 kA 1.30 MV 0.575 kA 70.3 kV 0.538 kA 84.9 kV
Amplitude
Local 13 ns 10 ns 22 ns 9 ns 15 ns 9 ns
Risetime
Peak A \Y% 1 A v A v
Derivative 1.24E11 — | 4.08E13 o | 1.25E10 5.05E12 - | 3.86E10 o= 7.94E12 ;oo
'ﬁgggl B8.54 A2sec | 6.86E6 V2sec | 0.042 Alsec | 454 Vesec | 0.049 ASsec | 896 Vesec
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4.2 INCIDENT E AND H FIELDS AT THE GROUND

Electric field waveforms incident at the ground below a 500 kV ring bus
are shown in Figure 4.5 for a 500 kV 2 PU ST, a long-range HEMF event, and a
short-range HEMP event. The corresponding spectra for all three situations are
overlaid in Figure 4.6. Magnetic field waveforms are displayed in Figure 4.7
for 500 kV 2 PU ST, long-range and short-range HEMP. Signal norms for both
electric and magnetic fields are listed in Table 4.2. The ST electric field
amplitudes are similar to those for the long-range HEMP fields, but less than
the short-range HEMP electric fields. ' Peak ST magnetic field amplitude is
greater than that of both short and long range HEMP magnetic fields. The short
range HEMP fields exhibit higher amplitudes at all frequencies higher than
about 1 MHz than either ST or long range HEMP fields (Figure 4.6). However,
the ST fields possess the largest action integrals.
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Figure 4.5. Radiated Incident Electric Field Waveforms at the Ground
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INCIDENT RADIATED ELECTRIC FIELDS AT THE GROUND
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INCIDENT RADIATED ELECTRIC FIELDS AT THE GROUND
500 kU 2PU ST(thin), LONG-RANGE HEMP(dashed), SHORT-RANGE HEMP(bold)
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Table 4.2. Norms for Incident Electric and Magnetic Fields at Ground

500 kV 2 PU ST Long-Range HEMP Short-Range HEMP
Electric Fleld agnetic Flel[d| Electric Fleld | Magnetic Field | Electric Fleld M?:gl]nlgfﬁ
e
Aoiiaas | 119X 179 & 1.2 K 20.7 & 50.0 ¥ 1308
(vert. compt.) (horiz. (horiz, (vert, compt.)
compt.) compt.)
Local 10 ns 23 ns 6.6 ns 6.6 ns 3.4 ns 3.4 ns
Risetime
\
Do e | 642811 KU 4 pepg AT Ty 4op1p KVM| 5 0geg 2 4 oge1g KM ] 5 g7e10 A0
I
mfﬁ,igo,; 86.6 0.022 4.54 3.19E-5 27.7 1.94E-4
V)2 A2 Ve A2 V)2 A)e
(m) saC (m) sec (m sec m)esee o ) osec o ) osec

4.3  COUPLING TO CONTROL CIRCUITS

4,3.1 Field Coupling to Cable Shields

Shield current waveforms are displayed in Figure
4.8 for 500 kV 2 PU ST, long-range HEMP, and short-range HEMP environments.
These have been calculated at. the center of a 73 m cable, using the sum of
both electric and local magnetic field coupling modes. The shkield currents
(and their reflections from the shield terminations) for these modes typically
affect the cable's center at different times. The corresponding spectra are
overlaid in Figure 4.9, and shield current norms are listed in Table 4.3. The
switching transient currents show the largest peak amplitudes at frequencies
below 3 MHz, while short range HEMP currents possess the highest amplitudes
above 10 MHz. For short range HEMP, the azimuth angle ¢ was set at 90° in
order to represent worst-case angle of incidence of the electric field
(parallel to the shield).
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Table 4.3, Norms for Induced Shield Currents
500 kV 2 PU ST Long-Range HEMP Short-Range HEMP
Zoro-Peak BE2 A aTTA BT A
Amplitude
Tocal” 71.5 ns 7.3 ne ~4.8 ne
Risetime
Peak A oo A A
Derlvative 8.64E9 o5 2.77E0 5= 1.31E10 o=
~ Action 8.44E-4 AZsec 1.69E-4 A<sec 4,75E-4 AZsac
Integral

4.3,2 Shielded-Cable Load Responses

Shielded cable load responses were calculated for five coupling
modes: shield-current driven transfer-impedance coupling (from both E and H
fields), shield-current driven pigtail-inductance coupling (from both E and H
fields), and bus-current driven conducted coupling. Induced currents and
voltages for the different modes arrive at the load at different times. In
addition, five different impedance conditions were used for the cable load:
150 Q impedance (constant over all frequencies), measured relay CT-lead load

impedance, measured relay DC battery- «ad load impedance, open circuit load,
and short circuit load. For short range HEMP, the azimuth aingle ¢ was again
set at 900 in order to represent worst-case angle of incidence of the electric
field (parallel to the cable shield).

The induced load currents for the 500 kV 2 PU ST environment,
summed over all coupling modes, and with separate curves overlaid for each of
the impedance values, are displayed in Figure 4.10(a) (time-domain) and
4-10(b) (frequency-domain). For all load impedances, the current waveforms
display a similar ringing frequencies at about 500 kHz and near 8 MHz. The CT-
lead load impedance contributes the highest peak amplitude. The corresponding
load voltages for the ST case, again summed over all coupling modes, and again
with separate curves for each of the impedance values, are displayed in Figure
4.11(a) (waveforms) and 4.11(b) (spectra), Here, the CT-lead relay load
impedance shows the highest peak amplitude. The voltages for all three
impedance values display principal frequencies similar to the currents.
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TOTAL COUPLING (ZT,PIG,COND.) FOR SHIELDED CABLE,
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TOTAL COUPLING (ZT,PIG,COND.) FOR SHIELDED CABLE, 500 kU 2PU §T
150-OHM LOAD C(thin), CT-LEAD IMPEDANCE (dashed), BATTERY LEAD (bold)
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The induced load currents for the long-range HEMP environment,
summed over all coupling modes, and with separate curves overlaid for each of
the impedance values, are displayed in Figure 4.12(a) (time-domain) and
4-12(b) (frequency-domain). Al1 three impedance values produce large currents
with decaying periods of around 100 ns (10 MHz); the CT-lead impedance current
produces the largest peak amplitude. The corresponding load voltages for the
long-range HEMP case appear 1in Figure 4.13(a) (waveforms) and 4.13(b)
(spectra)., Here, the CT-lead relay load impedance again shows Ssomewhat larger
amplitude than the DC-battery load impedance; peak spectral voltages occur
from about 3 - 12 MHz.

The induced load currents for the short-range HEMP environment,
summed over all coupling modes, and with separate curves overlaid for each of .
the impedance values, are displayed in Figure 4.14(a) (time-domain) and
4-14(b) (frequency-domain). All three impedance values produce large currents
with decaying periods of around 70 ns (14 MHz); the CT-lead impedance current
again produces the largest peak amplitude. The corresponding load voltages
for the short-range HEMP case appear in Figure 4.15(a) (waveforms) and 4.15(b)
(spectra), From about 3 - 15 MHz, all three voltage responses show very
similar spectral amplitudes.
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TOTAL COUPLING (ZY,PIG,COND.) FOR SHIELDED CABLE, SHORT-RANGE HEMP
150-0HM LOAD (thin), CT-LEAD IMPEDANCE (dashed), BATTERY LEAD (bold)
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- TOTAL COUPLING (ZT, PIG,COND.) FOR SHIELDED CABLE, SHORT-RANGE HEMP
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The norms for all three environments are collected in
Table 4.4 for the 150 Q impedance load. The ST-induced load currents and
voltages have the largest peak amplitudes and action integrals; the short-
range HEMP-induced 1load currents and voltages have the 1largest peak
derivatives as well as the shortest local risetimes

Norms for all environments are listed in Table 4.5 for the CT-
lead impedance case. Here, the ST-induced currents again have the largest
peak amplitudes and action integrals, and the longest local rise times, while
the HEMP-induced responses again show the fastest rise times.

The norms for ST and HEMP-induced load responses are listed in
Table 4.6 for the relay DC battery-lead impedance. The ST-induced currents
again have the highest peak amplitudes and action integrals, and the longest
local rise times, while the short range HEMP-induced responses shows the
largest peak derivatives and the fastest local rise times.

Zero-peak amplitudes over all environments. and all Tload
impedances are summarized in Table 4.7. This table shows that there is some
variation in response as a function of the load impedance. Overall, the
response is highest for the CT-lead load impedance. Peak amplitude responses
of ST are typically 2 - 3 times higher than short range HEMP responses for a
given load type.

The open circuit voltage and short circuit current responses of
the shielded cable were also determined for the ST and HEMP drives. These
responses are given in Figures 16 (switching transient), 17 (long range HEMP),
and 18 (short range HEMP). Peak amplitude ST open circuit voltage and short
circuit current are about 2 times higher than the maximum response for the CT-
lead load impedance. Short range HEMP shows increases of about 30 % in
current and 300 ¥ in open circuit voltage over the CT-lead load responses. The
open and short circuit responses shown here are used for comparisons to the
SWC fast transient later in this section.
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Table 4.4,

Norms for Transient Control-Wire Currents and Voltages For 150 Q
Load (Summed for A1l Coupiing Modes)

500 kV 2 PU ST Long-Range HEMP Short-Range HEMP
‘Wire Current | Wire Voltage | Wire Current | Wire Voltage | Wire Current | Wire Voltage
Zero-Peak 20.8A 3.12kV 447 A 0.67 kV .14 A 0.92 kV
Amplitude :
Cocal 16 ns 16 ns 7 ns 17 ns 3.8 ns 36 ns
Risetime '
Peak ) —Y A v X "
Derivative 4.36E8 sec | 6-58E10 S60 2.3E8 s6c 3.45E10 Sec 1.09E9 sec 1.64E11 S6C
Action T.07E-4 2.40 T27E-6 0.029 5.04E-6 0.113
Integral A2sec V2sac A2sec V2sec A2sec V2sec
Table 4.5, Norms for Transient Control-Wire Currents and Voltages For

Measured CT Lead Impedance (Summed for A1l Coupling Modes)

500 kV 2 PU ST

Long-Range HEMP

Short-Range HEMP

Wire Current | Wire Voltage | Wire Current | Wire Voltage | Wire Curreni | Wire Vollage
Zero-Peak 243 A 4.89 kV 782 A 1.01 kV 12.7 A 1.43 kV
Amplitude
Local 20 ns 36 ns 14 ns 17 ns 4,0 ns 23 ns
Risetime
Poak LY A LY 'S LN v
Derivative 5.11E8 Sec 1.35E11 sec 5.31E8 sac 5.50E10 560 1.13E9 sec 1.45E11 560
Action B8.90E-4 13.2 490E-5 0.067 T.85E-5 0.261
Integral A2sac V2sec A2sec V2sec A2sec V2sec
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Table 4.6.

Norms for Transient Control-Wire Currents and Voltages For

Measured DC Battery Lead Impedance ( Summed for A1l Coupling Modes)

500 kV 2 PU ST Long-Range HEMP Short-Range HEMP
Wire Current | Wire Voltage | Wire Current | Wire Voltage | Wire Current | Wire Voltage
- Zero-Peak 6.6 A 4,05 kV 5.74 A OB03KV | BB56A 7.8 kV
Amplitude '
Local 13 ns 20 ns 15 ns 17 ns 3.9 ns 39 ns
Risetime
Peak A \'/ A ' V A \/
Derivative 4,69E8 306 8.09E10 sec 3.76E8 36C 4.07E10 sec 1.10E9 sec 111E11 soc
Action 4.80F-5 4.31 2.50E-6 0.041 5.28E-0 0,159
Integral A2sec V2sec A2sec V2sec A2sec V2sec

Table 4.7. Zero-Peak Amplitudes for Transient Control-Wire Currents and
Voltages For 150 Q, CT, and DC Battery Impedances

(Summed for A1l Coupling Modes)

500 kV 2 PU ST Long-Range HEMP Short-Range HEMP
Wire Current | Wire Voltage | Wire Current | Wire Voltage | Wire Current | Wire Voltage
1500 Lead 20.8A 3.12kV 43T A 0.67 kV 5.14 A 0.92 kV
Mefsgd (o3 8 24.3 A I8 kV 7.82 A 1.01 kV 12.7 A 1.43 kV
e .
MeﬁsngC 16.6 A 4.05 kV 5.74 A 0.803 kV 856 A 1.16 kV
e
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The induced load currents for the 500 kV 2 PU ST environment,
with the CT-lead relay load impedance, and with separate curves overlaid for
each’ of the coupling modes (transfer impedance, pigtail, and conducted
coupling), are displayed in Figure 4.19(a) (waveforms) and 4.19(b) (spectra).
The transfer impedance and pigtail curves give the net responses for the sum
of electric and magnetic field coupling. These plots show that for ST
environments, the conducted coupling mode produces the highest peak amplitude,
3 - 4 times greater than pigtail coupling. Conducted coupling dominates at all -
frequencies below 2 MHz, but at high frequencies (above 50 MHz) pigtail
coupling dominates. Both modes contribute much more to the total 1load
response than does the transfer impedance coupling mode. Similar results are
seen in the voltage responses, Figure 4.19(c) (waveforms) and 4.19(d)
(spectra).

‘ ; Induced load currents for the long-range HEMP environment,
again with the CT-lead relay load impedance, and with separate curves overlaid
- for each coupling mode, are displayed in Figure 4.20{a) (time-domain) and
4.20(b) (frequency-domain). Examination of these figures reveals that for the
long-range HEMP scenario, the conducted coupling mode produces the largest
peak amplitude, now about 1.5 times greater than pigtail coupling. At
frequencies below 1 MHz, transfer impedance coupling dominates, while pigtail
coupling dominates at frequencies above 30 MHz. Both conducted and pigtail
coupling contribute much higher peak amplitudes than transfer impedance
coupling. Induced load voltages for these modes are given in Figure 4.20(c)
(waveforms) and 4.20(d) (spectra).

Induced load currents for the short-range HEMP environment, for
the CT-lead relay load impedance, and with separate curves overlaid for each
coupling mode, are displayed in Figure 4.21(a) (time-domain) and 4.21(b)
(frequency-domain). These plots indicate that for the short-range HEMP case,
conducted and pigtail coupling produce similar peak amplitudes, the former
being slightly larger. As before, transfer impedance coupling dominates at
low frequencies, while pigtail coupling dominates at high frequencies. But in
the region from 4 - 15 MHz, which includes the peak spectral responses,
conducted coupling dominates. Figure 4.21(c) and (d) provide similar results
for the short-range HEMP induced load voltages.

Load current norms for all three environments, with the CT-lead
relay load impedance, and for each coupling mode, are gathered together in
Table 4.8. It is evident that the largest transfer-impedance coupling peak
amplitudes occur for the short-range HEMP case, although all ;caks are
comparatively small for this mode. Conducted coupling is responsible for the
large peak amplitudes of induced currents for both ST and HEMP.
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COUPLING MODES (ZT,PIGTAIL,CONDUCTED), SHIELDED CT LOAD,508 kV 2PU ST
ZT COUPLING(bold), PIGTAIL COUPLING(dashed), CONDUCTED COLUPLING( thin)
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COUPLING MODES(ZT,PIGTAIL, CONDUCTED), SHIELDED CT LOAD,LONG RANGE EMP
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Table 4.8. Norms for Transient Control-Wire Currents For Measured CT Lead
mpedance, by Individual Coupling Modes

500 kv 2 PU ST Long-Range HEMP Short-Range HEMP

Zr Pigtail ] Conductd r Pigtail | Conductd Ly Pigtall 1 Conduct
Coupling | Coupling | Coupling | Coupling | Coupling | Coupling | Coupling | Coupling | Coupling

A)—Pelag 1.99 A 6.44 A 250 A T7OA | B8dA | 807 A 338 A 890 A 13.7 A
mpltd.

Tocal 14 ns 20 ns 16 ns 13 ns Téns 75 ns 8.2 ns 3.8 ns 14 ns
Risetime

Peak 1.34E8 | 3B3EB | 6.47E8 | 120E8 | 3.68E8 | 5.70E8 | 2.05E6 1.15E9 1.01E9
Deriv. A A A A A A A A A

sec sec sec secC sec sec sec sec sec

Action 7.91E-7 | 8.68E-6 | 9.26k-4 | 237E-7 | 2.64E-6 | 4.30E-6 | 9.61E-7 { 7.41E-6 1.55&-5
Integral | A2sec A2sec A2sec A2sec A2sec | A2sec A2sec A2sec A2sec

4.3.3 Unshielded-Cable Load Responses

Unshielded cable load responses were calculated for both ST and
HEMP environments; for most of these computations only the measured relay DC
battery-lead impedance, open circuit, and short circuit conditions were used
for the load. DC 1lines (such as battery lines) are often unshielded in
practice. The results for induced load current are shown in Figure 4.22 for a
500 kV 2 PU ST, a long-range HEMP event, and a short-range HEMP event; the
corresponding spectra for all three situations are overlaid in Figure 4.23.
The ST creates the largest peak load current, while the 1long-range HEMP

produces the smallest peak current. The spectral plot indicates the ST-
induced currents are dominant below about 4 MHz, while short-range HEMP-
induced currents are dominant above about 80 MHz. The corresponding

unshielded-wire voltage waveforms for all environments appear in Figure 4.24
and their spectra are compared in Figure 4.25; the ST again produces the

largest peak amplitude, about 2.5 times that of the short-range HEMP-induced
peak.
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UNSHIELDED CABLE LOAD CHURRENT (TOTAL COUPLING, DC BATT. IMPEDANCE)
SHORT~RANGE HEMP-INDUCED (PHI = 90 DEG, PSI = 35 DEG, HORIZONTAL POL.)

SB.BJIIIIIIIl‘1111rr1lllllll|lIlllllllllllll!lllll
20.05‘ .J_
10.05— :
‘ A 3
: 0{\/ i
E -10.0[ -
—zo.oE— e
—30.0_L _:
— -
—‘n.“’l-‘ l | l L1 Lt l 1l j_Ll LA 1 i l L L 1 I 140 L.l l 1 40 41 l Ll 1 I LA L.l lJ 11 I"' -6
.00 .10 .20 .30 .40 . 358 .60 .70 .80 .98 1.00 %10
TIME (seo)
(c) Short-Range HEMP
Figure 4.22 (Concluded). Induced Current Waveforms for Unshielded

Cable, Measured DC Batt.Load

UNSHIELDED CABLE LOAD CURRENT (TOTAL COUPLING, DC BATT. IMPEDANCE)
500 kU 2PU STC(thin), LONG-RANGE HEMP(dashed), SHORT-RANGE HEMP(bhold)

-4

AMPERES / HZ

1 lllllll] 1 lllll‘l] T l|ll|ll‘ ] llllTlT] T T T TTTE

v
s assnennnnnnet s

1 IIJillll L1 lllllll | llllllll 1 llllllll i1t L1tll

Figure 4.23.

.lO4 105 186 107 108

FREQUENCY (Hertz)

Induced Current Spectra for Unshielded Cable, Measured DC
Batt.Load: 500 kV 2 PU ST (Thin), Long-Range HEMP (Dotted),
Short-Range HEMP (Bold)

100
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Norms for unshielded-wire currents and voltages are given in
Table 4.9. The ST is responsible for the greatest peak amplitudes, peak
derivatives, and action integrals.. For all environments, the unshielded
cable responses are greater than those for shielded cables, as shown by
comparison of Tables 4.9 and 4.6.

Tablz 4.9. Norms for Unshielded Wire Currents and Voltages For Measured DC
Battery Lead Impedance

500 kV 2 PU Sf " Long-Range HEMP Short-Range HEMP

ire Current | Wire Voltage | Wire Current | Wire Voltage | Wire Current | Wire Voltage

Zero-Peak 53.0 A 0.7 kV 200 A 2.62 kV 325 A | J388kV
Amplitude ‘
Local 9.0 ns 17 ns 13 ns 13 ns 13 ns 13 ns
Risetime
Peak A \Y A . V A VK
Derivative . 2.76E9 v 3.25E11 sac 1.47E9 sec 1.54E11 sec 2 56E9 sec 2.64E11 sec
Action 3.13E-4 29.3 . 2.47E-5 0.32 1.Q4E-4 1.10
integral A2sec V2gec A2sec V2sec A“-sec V2sec

Unshielded cable responses were also calculated for open and
short circuit load conditions. Figures 4.26 - 4.28 show the unshielded cable
open circuit voltage and short circuit current response for ST and HEMP
drives. These responses are compared to the SWC fast transient waveform in
subsection 4.3.4.
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SHORT RANGE HEMP UN-SHIELDED CABLE RESPONSE
OPEN-CIRCUIT UOLTAGE
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4.3.4 Comparison of Cable Responses With SWC Fast Transient

The open and short circuit load responses of shielded and
unshielded cables to ST and HEMP drives were compared with the SWC fast
transient test waveform specified by IEEE/ANSI C37.90.1 ([10]. The fast
transient test waveform is specified in terms of an open circuit voltage as
depicted in Figure 4.29(a). The equivalent representation of the fast
transient as a short circuit current test waveform is shown in Figure 4.29(b).

Frequency spectra for open circuit voltage responses of
shielded cables for 2 PU 500 kV ST, short-range HEMP, and the fast transient
SWC are compared in Figure 4.30(a). Corresponding short circuit current
comparisons for shielded cables are presented in Figure 4.30(b). As seen from
Figure 4.30(a), the fast transient SWC appears to provide an upper bound of
both ST and short-range HEMP open circuit voltage below 300 kHz. Between 300
kHz and 10 MHz, the ST open circuit voltage is highest, while short-range HEMP
dominates above 10 MHz. In terms of short circuit current on shielded cables,
Figure 4.30(b) shows that SWC amplitudes dominate at frequencies below 400 kHz
and above 17 MHz. Between these frequencies, ST dominates in the lower range,
while short-range HEMP begins to cdominate between 10 - 17 MHz.

Comparisons of open circuit voltage and short circuit current
responses of unshielded cables to 500 kV 2PU ST and short-range HEMP drives
with the fast transient SWC waveform are provided in Figure 4.31. The ST open
circuit voltage exceeds the SWC at all frequencies up to 40 MHz; above 40 Mhz
the fast transient bounds all responses. Between 4 MHz and 20 MHz, the short-
range HEMP open circuit voltage response is highest. The fast transient bounds
HEMP well at frequencies below 3 MHz. Results are similar when comparing short
circuit currents (Figure 4.30(b)).
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COMPARISON OF OPEN-CIRCUIT VOLTAGE RESPONSES, FOR SHIELDED CABLES
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Figure 4.30. Comparing Shielded Cable Open and Short Circuit Responses to
500 kV 2 PU ST and Short-Range HEMP Drives with the SWC Fast
Transient
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COMPARISON OF OPEN-CIRCUIT VOLTAGE RESPONSE, FOR UNSHIELDED CABLES
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Figure 4.31. Comparing Unshielded Cable Open and Short Circuit Responses
to 500 kV 2 PU ST and Short-Range HEMP Drives with the SWC
Fast Transient
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4.3.5. Summary and Comparisons

Table 4.10 summarizes and compares peak load currents and
voltages for individual coupling modes for each type of drive and measured
cable load 1impedance condition for shielded and unshielded cables. The
relative importance of individual coupling modes and load impedances can be
determined from Table 4.10. For example, the conducted coupling mode dominates
a1l other modes (E- and H-field driven transfer impedance and pigtail
coupling). Furthermore, conducted coupling is the same for shielded and
unshielded cables (i.e, it is not reduced by shielding the cable). The
effectiveness of the shield in reducing field-driven coupling can be seen by
comparing total currents and voltages for the shielded cable to those of the
unshielded cable. Conducted coupling clearly dominates the total coupling to
shielded cables, whereas it accounts for about 30 - 40 X of the total coupling
to unshielded cables. For shielded cables, the next most important coupling
mode is H-field driven pigtail coupling. Pigtail coupling scales directly with -
the pigtail length, so a pigtail longer than the 12" used here would increase
this contribution. Also, in general, the H-field driven coupling modes are
more significant than those driven by the E-field. The CT-lead load impedance
responses are highest for all drives. Comparing responses to the different
envirenments, conducted coupling is most severe for switching transients. For
E-field transfer impedance and pigtail coupling modes, however, the current
and voltage responses to short range HEMP are 1larger than those to 2PU
switching transients. For H-field transfer impedance and pigtail coupling
modes, the current responses to short range HEMP are larger than those to 2PU
switching transients, and the voltage responses are comparable.
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Table 4.10. Load Currents and Voltages for Individual Coupling Modes

0-PEAK | 2 PU SWITCHING TRANSIENT LONG RANGE HEMP | SHORT RANGE HEMP
T80 [CTLEAD [DCBATT ] 7500 [CTLEADTOCBATT | 1500 [ CTLEAD [DC BATT
| 242A | 250A | 190A | 666 A O7TA T 747 A 008A | 187 A 11.7 A |
COUP. | 362kV | 476 kv | 462kv | 1.00kv | 1.12kvV | 1.00kV | 150 kV | 1.64 kV | 1.46 kV
'T%'HLEEF"E-- T8 A > < 2.1 A > < 86.8 A =~
(H)
ZI () | 206A T 102A T 105A | 13TA T 10TA T 164A [ 212A [ 328A T 273A
310 V 354 V 368 V 196 V 194 V 176 V 318 V 296 V 289 V
PIG(H) § 448 A | 722A | 630A | 324A | 666A | 457 A | 623A | O40A | 768 A
672V | 1.27kv | 900V 487V | s42vV 524 V 784 V 923 V 814 V
ZT+PIG | 448 A | 718A | 628A | 338A | 670A | 477 A | 616 A | 032 A | 766 A
(H) 670V | 1.27kv | 888V 506 V | 645V 529 V 772 V 911 V 804 V
<-- €§,4 A --> <-- 55.8 A - <-- 737'57& ->
(E)
ral(3) TOZA [ 104K [OOB4 A TO00A | T1BAT] TO07A | 103A [ 2I7TA ] 106 A
153 V 180 V 174 V 163 V 187 V 175 V 289 V 258 V | 290V
PIGE) | 1786 A | 109A | 160A | 223A | 253A | 241 A [ B69A | BOSA | 597 A
268 V 290 V 272 V 335 V 326 V 316 V 853 V 668 V 565 V
TTiPIG § 179 A | 100A | 100A | 224 A | 263A | 241 A | BBOA | 605A | 597 A
(E) 268 V 290 V 272 V 336V | 325V 316 V 854 V 668 V 565 V
“TOTAL. | 208 A | 243A 1| 160A [ 447 A B2 A | G74A | B14A | 127 A | B56 A
SHD | 312kv | 489kv | 405kv | 670V | 1.0t kv | 803V 921V | 1.43kV | 1.16 kV
“URBHAD, § 5024 | S36A | B8 A ] 03RA B A . 250 A | 463 R
H 754 kV | 922kV | 844 kv | 3.06kV | 3.06 kV | 293 kv | 494 kv | 475 kV | 4.64 kV
USHD, | 738 A | 256 A | 132 T26A | 200A | 1.73A | 305A | 568A | 460 A
E 208 V 212 V 212 V 187 V 185 V 186 V 458 V 409 V 415 V
“TOTAL, | 5566 A | 640A | S30A | 183A | 226A ] 200A | 81 A | 386 A | 325 A
UNSHD | 834kV | 11.4kv | 107kv | 275kv | 286 kv | 262 kv | 422 kv | 409 kv | 3.88 kV

Table 4.11 compares the total load currents and voltages summed
over all coupling modes for shielded and unshielded cables for each drive and
measured load impedance. Overall, the 500 kV 2 PU ST gives the highest
individual and total current and voltage responses for shielded and unshielded
cables when compared to HEMP. Short range HEMP produces about 40 % higher
responses than Tlong-range HEMP, but produces only about one-half the peak
responses of ST for shielded and unshielded cables. The sums in both Table
4.10 and 4.11 were obtained by adding the complete time domain waveforms (not
just the peak amplitudes) since amplitude peaks of different responses may
occur at different times.
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TABLE 4.11. Load Currents and Voltages for Sum Over All Couang Modes

0-PEAK | 2 PU SWITCHING TRANSIENT LONG RANGE HEMP SHORT RANGE HEMP
1506 TCTLEAD [DCBATT T 150 Q TCTLEAD TDCBATT T 15042 | CTLEAD [ DC BATT

“TOTAL § 208 A | 243 A | BOA [ daTA [ T62A [ S7aA T 614RAT 127A 1 &6
SHD | 312kv | 489kv | 405kv | 670V | 1.01kv ]| 803V | 921V | 1.43kv | 1.16 kV

TOTAL, | D0 A | GA0AR | S30A 1 B3R 2281 L"EOTT 281 A | 388 A )
UNSHD | 834 kv | 11.4kv | 107kv § 275kv | 286 kv | 262KV | 422KV | 409 kv | 3.88 kV

Table 4.12 provides an overall summary of all peak environments

~investigated in this study for ST and HEMP. This includes the currents and

voltages on the substation high voltage bus primary, the incident electric and
magnetic fizlds, and the total response for each coupled mode. '

TABLE 4.12. Overall Summary for Environments and Coupling Modes

0-PEAK 2 PU SWITCHING LONG RANGE HEMP | SHORT RANGE HEMP
. TRANSIENT
BUS CURRENT 3630 A 575 A 538 A
BUS VOLTAGE 1300 kV 70.3 KV 8490 kV
INCIDENT_ E-FIELD ) 11.9 kV/m 11.2 kV/m 50.0 kV/m
INCIDENT H-FIELD 179 Alm 29.7 Alm 130 A/m
CONDUCTED COUPLING 25.0 A, 4.77 KV 8.07 A, 1.12 kV 3.7 A, 1.64 kV
(CT LOAD)
[ 852 A ‘ 410 A 818 A
(CT LOAD)
TRANSFER IMPEDANCE T.99 A, 0.361 kV 1.79 A, 0.100 kV 3.38 A, 0.208 kV
COUPLING (E+H)
(CT LOAD) ,
PIGTAIL COUPLING (E+H) 6.44 A, 1.20 kV 583 A, 0.671 kV 8.90 A, 0.806 kV
(CT LOAD) -
TOTAL, SHIELD (E+H) 24.3 A, 4.80 kV 7.82 &, 1.01 KV 12.7 A, 1.43 kV
(CT LOAD)
, [ 640 A, 11.4 kV 22.6 A, 2.86 KV 38.6 A, 4.00 kV
(CT LOAD)

Table 4.13 summarizes the peak open circuit voltages and short
circuit currents for the sum of all coupling modes for shielded and unshielded
cables for ST and HEMP drives. Open circuit voltages and short circuit current
responses are about twice that of the peak responses for the CT-lead load
impedance for all drives. These responses can also be compared to those of the
fast transient SWC test wave which provides a peak open circuit veltage of 5
kV and a peak short circuit current of 50 A (Figure 4.29). For shielded
cables, the fast transient SWC test waveform appears to provide an upper bound
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in all cases except 500 kV 2 PU ST open circuit voltage (7.27 kV compared to 5
kV). In the case of unshielded cable responses, both ST and short range HEMP
current and voltage Tlevels exceed those of the SWC fast transient.

TABLE 4.13. Open-Circuit Voltages and Short-Circuit Currents for Sum Over All
Coupling Modes

0-PEAK 2 PU SWITCHING LONG RANGE HEMP SHORT RANGE HEMP
TRANSIENT
[oren “BEEN SHORT 1="e]=11
CIRCUIT CIRCUIT CIRCUIT CIRCUIT CIRCUIT CIRCUIT
VOLTAGE CURRENT VOLTAGE CURRENT VOLTAGE CURRENT
TOTAL, VA IANY 458.4 & 7.0 KV 1.8 A 2.70 KV 7.4 A
SHIELD
“TOTAL, 17.1 KV 130 A 5.54 KV 31.6 A 8.55 KV 58.2 A
UNSHIELD

An attempt has been made here to calculate responses for
representative drive levels, circuit geometries, coupling modes and coupling
levels. In all cases above, responses have been referenced to the ioad end of
a nominal 73 m lossy substation control cable. In cases where there is less
loss or cables are shorter than 73 m, the peak responses for all drives may
be expected to increase.

4.4  RELAY SUSCEPTIBILITY

In this lTimited investigation to determine the conducted
susceptibilities of a representative relay was performed. Relay conducted
susceptibility is defined here as that set of conditions existing when the

study, a

relay failed to operate correctly when subjected to a transient current and/or
voltage stimuius at an input terminal. Generally, susceptibility conditions
specify the failure mode and the characteristics of the stimulus,
its location and its levels when failure occurred. Relay failure was defined
as any transient or permanent condition resulting from the applied stimulus in
which the relay failed to operate as intended. If no relay failure occurs
within a given stimulus test space, then no relay susceptibility exists for
these test conditions.

including

Conducted susceptibility tests using HEMP-1ike injected single pulses
were performed on a transformer differential relay as described in Section 3.
The zero-to-peak amplitude, HEMP-like stimulus V-1 (voltage-current) test
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space covered a voltage range from O volts to 19 kV and a current range from 0
amps to 150 amps. The potential for relay susceptibilities was explored by
injecting pulses with rise times of a few nanoseconds into each relay input
(in both differential and common mode) over the V-I test space. As discussed

in Section 3, while flashovers occurred routinely inside the relay at voltage
levels greater than 2 kV, failures normally did not occur. Thus, flashovers
inside the relay usually did not result in a relay susceptibility for most
test conditions. However, one relay susceptibility was found at a test level
of 12.3 kV and 150 amps, near the maxima for the V-I space explored. As
discussed in Section 3, at this level simultaneous arcing to ground on both DC
battery circuits can blow fuses or short circuit unprotected batteries. A
survey of several utilities indicates that battery circuits are typically
protected with circuit breakers or fuses set high to avoid spurious trips.
Simultaneous arcing to ground on both DC wires can result in power follow
through on either protected or unprotected batteries, preventing relay
operation in either case. Furthermore, flashovers can occur at any point
along the battery cable, not just at the load end. Figure 4.32 illustrates how
the peak voltage decreases along a 73 m battery cable with distance from the
source of the disturbance. For this figure, the worst-case short range HEMP
drive (at ¢ = 90°) was assumed. Close to the source, the voltage is more than

twice as high as it is near the load.
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Figure 4.32. Zero-Peak Voltage Along Unshielded Cable to DC Battery As
Function of Distance from Source

4.5 RELAY VULNERABILITY

One can define the vulnerability of a system generally as the
intersection of the systems' susceptibility state space with that of an
achievable threat (stress). Any, or all, norms common to both the system
susceptibility and the stress could be used to define their state spaces.
Many different norms were calculated earlier in Section 4.3 for the various
EMI stresses investigated. Two norms particularly useful for defining‘state
spaces are the peak currents and voltages of susceptibilities and threats
referenced to a convenient comparison location.

In this study, a relay is said to possesses a vulnerability to HEMP if
it has a HEMP-l1ike susceptibility that falls within the expected conducted
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HEMP stress V-1 space. If a relay susceptibility falls outside the expected
HEMP stress space by a certain amount, then the relay possesses a
survivability margin of that amount.

The susceptibility V-I space for a representative relay was calculated
',in Section 4.4, The susceptibility test space was 0 - 19 kV by 0 - 150 A£
however, only a single susceptibility was found, so the relay susceptibility
V-1 space consists of the single point (12.3 kV, 150 A).

The stress V-1 space was determined by the predicted transient peak
currents and voltages near the relay equipment resulting from ST and short and
long range HEMP coupling to relay control wiring when all cases considered.
~Thus, the stress V-1 space is defined by the shielded and unshielded cable
load peak currents and voltages of Section 4.3 when results for both ST and
HEMP threats (long and short range), and the three load impedances (150 ohm,
measured frequency-dependent CT-lead input, measured frequency-dependent DC-
Tead input) are all included.

[

Figures 4.33 and 4.34 show the HEMP stress V-I spaces for unshielded and
shielded cables. Stresses from 500 kV 2 PU switching transients have also
been included for comparison. Switching transient stresses for the three
different wire load impedances are denoted by various sizes of open and filled
squares. Similarly, long range and short range HEMP are denoted by diamonds
and triangles, respectively. The relay susceptibility test space is also
denoted by X symbols in these figures to indicate where relay susceptibility
was investigated. The relay susceptibility is also shown as "the X in a
circle".
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From the data in Figures 4.33 and 4.34 several observaticns can be made.
First, no relay vulnerability is found. Instead, survivability margins exist
for each of the three drives. The margin is least for unshielded cables
(Figure 4.33) where it s about (64 A, 11 kV), or about 6 dB, for the highest
stress, 500 kV 2 PU ST on the CT-lead input (large, filled rectangle). For
short-range HEMP (39 A, 4 kV), the margin is about 9 dB. For shielded cables,
the highest stress margins are about 12 - 15 dB for ST and 20 dB for short-
range HEMP. The X symbols are scattered about the stresses showing that the
relay susceptibility space was adequately sampled during tests for these
threats.

4.6 HEMP MITIGATION

Table 4.10 summarizes the‘peak amplitudes of HEMP current and voltage
stresses predicted near the substation control cable loads for all parameter
~conditions investigated. 600 kV 2 PU ST produces the highest peak amplitude
transients over all cable load conditions investigated: currents and voltages
from 24 A and 5 kV (shielded cables) to 64 A and 11 kV {unshielded cables).
Corresponding short-range HEMP levels are at least a factor of 2 less than
this. While these levels are at least 6 dB to 20 dB below those resulting in
the susceptibility for the relay tested, whether they exceed susceptibility
levels of other relays has not been determined in this study.

As seen in Table 4.13, short-range HEMP and 500 kV 2 PU ST stress levels
on unshielded cables are higher, however, than allowed by IEEE/ANSI C37.90.1-
1989, the standard for substation relay surge withstand capability (SWC) tests
[10], for both the oscillatory and fast transient test waveforms. For
unshielded cables ST stresses exceed the fast transient SWC test levels by
about a factor of three (current and voltage), while short-range HEMP 1levels
are about 20 - 30 %¥ higher. The fast transient test waveform does appear to
provide a sufficient upper bound to predicted ST and HEMP stress levels on
shielded control cables. The fast transient test wave generator produces
maximum outputs of 50 A and 5 kV under short and open circuit conditions of
the generator.

Since both shielded and unshielded cables are common in substations,the
discussions in the preceding paragraph suggests that, on average, there may be
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little or no margin between relay SWC test levels and expected short range

HEMP and 500 kV 2 PU ST stresses. Therefore the use of transient suppression‘
devices to protect relay equipment from HEMP and ST would seem prudent,

particularly on unshielded cables. Some newer relays may already provide this

type of protection in the form of limiters, filters, isolators, etc. A simple
shunt capacitor from a relay wire to ground placed near the relay may be an

effective HEMP mitigation technique.

In Section 3.4.6, the effectiveness of a typical surge suppression
package (SPP) (Westinghouse 6299D27G02) for increasing the margin of a relay's
DC'power‘11ne was investigated. Arcing caused by a 5 kV steep front impulse
was effectively eliminated by the SPP, a 0.5 puf shunt capacitor. Moreover,
the SPP provided. protection against arcing by HEMP-like impulses as high as
12 kV, near the DC wire susceptibility level measured on the transformer
differential relay.
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5.0  CONCLUSIONS AND RECOMMENDATIONS

5.1 LIMITATIONS AND CAVEATS

This study has calculated the strength of optimized CHAP-fit HEMP fields
incident on high voltage transmission substations and has estimated the
current and voltage transients resulting from HEMP coupling to the substation
primary bus and to the control wiring of relay circuits protecting substation
equipment. Since estimates of relay vulnerability or margins to HEMP are made
which may not be valid in general, assumptions and 1imitations of the present
study are emphasized below.

HEMP sources have been based on unclassified CHAP-fit data. The peak
CHAP-fit fields have been scaled to 50 kv/m. Only effects due to high-
altitude electromagnetic pulse (HEMP) have been considered. Thus, no effects
due to either the magnetohydrodynamic (MHD) tail that occurs in ti.e late-time
EMP, or to ionizing radiation from neutron, gamma- and x-ray EMP components
have been included in this analysis.

HEMP is a single pulse event, whereas up to 10,000 switching transients
of varying amplitudes are produced during a single substation disconnect
switching operation. In this study HEMP is compared to a single disconnect
switching transient representative of the nominal worst case known to occur.
However, in a typical switching operation 20 to 40 of these nominal worst case
switching transients are often produced [1].

HEMP comparisons are only made with switching transient data for air-
insulated substations (AIS). Switching transients 1in gas-insulated
substations (GIS) occur with much higher frequencies than those of (AIS) [11].
While peak GIS switching transient field amplitudes between the gas enclosure
and ground are somewhat lower than those between the primary bus and ground in
AIS, the dominant spectral components of GIS fields can be more than 100 MHz.
Thus, GIS spectral components may be closer to those of HEMP.

-
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The amplitudes of control wire current and voltage stresses near the
relay equipment are the result of summing contributions from multiple
conducted and radiated coupling pathways. While all of these coupling models
are broadband and have been either measured directly or validated against
substation switching transient measurements, and have been extended in high
frequency response by virtue of the simp]é analytical fits employed, they have
not necessarily been validated over the entire HEMP bandwidth. Parameter
values used in the models were based on actual substation measurements,
manufacturer's data, and on data found in the literature [12].

Current and voltage stresses near relay equipment depend on the relay
loads. In 1imited measurements on all common and differential mode inputs to
a single relay, this project has shown that relay load impedances vary greatly
with frequency. Also, load versus frequency response curves vary greatly as a
function of the relay input selected. In addition to fixed load impedances of
150 ohms, actual measured relay load frequency responses were used in
calculating HEMP stresses in order to show the effect of such variations.
However, the results for only a single relay were used. The generality of
these results is not known.

Only current and voltage stresses driven into relay loads from wiring
circuits external to the relay house were calculated. Direct field coupling
to relay equipment racks by HEMP fields penetrating the house was not
considered. Based on limited relay house shielding effectiveness measurements
reported in [1] for switching transient fields, a typical metal relay house
may provide about 16 dB or less of shielding.

Upset and failure susceptibilities were only measured for a single relay
in this study. An attempt was made to select a relay that might be considered
to have nominal susceptibilities, however the minimum and maximum
susceptibilities that could occur for all relays was not determined and is
unknown. Thus it is not known if the susceptibilities measured are in fact
nominal. The relay DC circuit failure threshold susceptibility was determined
only at a battery voltage of 48 V. Relay systems commonly operate at much
higher DC voltages. It is possible that the failure threshold could be lower
at these higher voltages; however this was not investigated. Only single,
HEMP-1ike pulses were injected for measuring relay susceptibilities. These
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susceptibility 1levels may not be representative of those of switching
transients which occur in quasi-random bursts of up to 10,000 transients.

Relay vulnerability and protection margin estimates are the result of
comparing EMI stresses with relay susreptibilities. If a stress exceeds a
susceptibility, a vulnerability is said to exist. If a stress is less than a
susceptibility by a certain amount, then a margin of this amount is said to

- exist. Comments made in the paragraphs above illustrate the uncertainties and

variabilities both in the levels of the EMI stresses at relay equipment inputs
and in the relay susceptibilities themselves. Thus, these same uncertainties
will be reflected in vulnerability estimates and margins. While this study
has attempted to use worst case fields and nominal coupling parameter and
susceptibility values, calculated vulnerabilities or margins should probably
exceed factors of 2 or so in order to be considered significant.

5.2  CONCLUSIONS

5.2.1 Maximum HEMP Fields on a Substation

For a 400-km altitude burst over the central CONUS, there are
two substation locations relative to ground zero where near-worst-case HEMP
stresses are produced. The HEMPs at these two locations have been defined in
this report as "short-range HEMP" and "long-range HEMP". The nominal maximum
HEMP electric field strength is 39 kV/m and occurs at a ground range 500 km
south of ground zero. This horizontally polarized electric field is incident
on the substation at an elevation angle of 35.4 degrees measured from the
horizontal and is termed short-range HEMP. In this study, HEMP electric
fields have been scaled to a peak of 50 kV/m. A maximum induced current
stress on the substation occurs when HEMP electric fields are incident at
grazing angles on long transmission lines connected to the substation. In
this case the peak HEMP electric field drive occurs at a ground range of 1660
km west-northwest of ground zero and is incident at an elevation angle of 5.6
degrees and at an amplitude of 32 kV/m (after scaling). These conditions are
termed long-range HEMP.
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5.2.2 Comparing Incident HEMP and Switching Transient Fields in
Substations

The short-range HEMP horizontal incident electric field rises
to a maximum of 50 kV/m in 4 ns and falls to 1/e of maximum in about 20 ns.
Because long range HEMP coupling depends strongly on polarization and grazing
~ angle incidence, and because the lower amplitude, vertical component couples
more strongly, two components are important. The long-range HEMP vertical
incident electric field rises to a maximum of about 11.2 kV/m in 9 ns (10%-90%
risetime), and falls to 1/e of maximum in about 70 ns. The long-range HEMP
horizontal incident electric field rises to a maximum of 32 kV/m in 9 ns, and
falls to 1/e of maximum in about 65 ns. HEMP fields all exhibit unipolar
waveforms; the horizontally polarized switching transient electric and
magnetic fields are bipolar. The 2 PU switching transient horizontal incident
electric field in a 500 kV air-insulated substation rises to a maximum of 12
kV/m in about 500 ns and falls to 1/e of maximum in about 4 ps. The
corresponding maximum zero-peak magnetic fields incident to ground are 130 A/m
for short-range HEMP, 30 A/m (vertical) and 85 A/m (horizontal) for long-range
HEMP, and 179 A/m for 2 PU switching transients in a 500 kV substation. The
rise times and durations for the HEMP magnetic fields are similar to their
electric fields. Disconnect switching transient magnetic fields rise to peak
amplitude in about 250 ns and decay to zero amplitude in about 10 us, whereas
ST electric fields decay to a relatively high non-zero value for times up to 8
milliseconds.

Other norms, summarized in Table 4.2, show that HEMP fields
have higher peak derivatives and faster local risetimes (HEMP 10 - 90 X peak
risetimes are also much faster), while switching transient fields have greater
total energy. Thus, the short-range HEMP electric field rises 100 times
faster and is about 5 times higher amplitude, but decays 80,000 times faster
and contains 3 times less energy than those of 2 PU disconnect switching
transient electric field in 500 kV substations. On the other hand, the 2 PU
ST magnetic field amplitude is somewhat greater than that of short-range HEMP
and also has much more energy.

5.2.3 vComparing HEMP and Switching Transients Induced on the Primary
Bus

Short-range HEMP produces maximum zero - peak currents and
voltages of 538 A and 85 kV on the substation primary bus. When including
contributions from both vertical and horizontal field polarizations, iong-
range HEMP produces 575 A and 70 kV on the primary bus. Disconnect switching
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under 2 PU initial conditions across the switch gap in 500 kV air substations
produces 3,600 A and 1,300 kV on the primary bus. Thus, 500 kV substation 2
PU switching transients produce peak amplitude bus transients 15 - 19 times
higher in voltage and 6 - 7 times higher in current than those produced by
HEMP.

5.2.4 Comparing Relative Importance of Coupling Modes to Total Wire
Coupling

. Substation control wiring installation guidelines allow cables
to be shielded or unshielded [11]; therefore, coupling to both types was
investigated. ‘

Two shielded control cable configurations having different
coupling pathways to the EMI environment in the switchyard were studied. One
cable configuration is representative of CT and PT wiring where one end of the
cable physically connects directly to the high voltage bus through a
transformer or capacitors and includes both conducted and radiated field
coupling mechanisms. In the other cable configuration, such as characterized
by trip coil circuits, only radiative field coupling is important since there
is no direct connection to the primary bus. Coupling via the conducted
pathway is from transients on the high voltage primary directly through either
the instrument transformer or its parasitic capacitance to a control wire
inside the shielded cable. Radiation field coupling to shielded control wires
near relay equipment involves multiple parallel and sequential pathways. In
the case of shielded cables, fields first couple to the cable shield. Shield
current and voltage transients then couple to a control wire two ways. One
way is via the cables' transfer impedance, the other way is through the mutual
inductance between the shield and a wire that occurs at the pigtail shield
termination near the relay equipment.

Using nominal parameter values for relay load impedances, cable
diameter, and pigtail length, dominant modes for coupling each type of EMI to
the relay equipment control wiring were found. The dominant mode for coupling
for all HEMP and ST drives into control wiring was found to be conducted
coupling, with significant contributions also from magnetic field-driven
pigtail coupling in the case of shielded cables. Coupling via cable transfer
impedance was found to contribute the least to the total coupling in all
cases.
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5.2.5 Comparing HEMP and Switching Transients Induced on Control
Wiring .

A1l conducted and radiated coupling mode contributions are
summed to produce total current and voltage coupling responses in the
following comparisons. Response comparisons are made at the ends of shielded
and unshielded lossy 73-m control cables (where relay equipment would be
connected) for three different relay load impedance conditions.

For shielded cables, with the shield grounded in a 12" pigtail
at the load end and the cable load impedance represented by a constant 150-ohm
value, short-range HEMP produced 6.1 A and 0.9 kV, long-range HEMP produced
4.5 A and 0.7 kV, and disconnect switching produced 21 A and 3.1 kV (all zero-
peak amplitude) near the relay equipment. In this case, short-range HEMP
currents and voltages are about 2 times those of long-range HEMP and about
one-half that of 2 PU switching transients. In the case of unshielded cables,
short-range and long-range HEMP current and voltage responses increased by
about a factor of 4 over their values on shielded cables, while ST responses
increased by a factor of about 2.5.

For shielded cables, with the shield grounded in 12" pigtail at
the load end and the cable 1load impedance represented by the measured
frequency dependent CT-lead impedance of the test relay, short-range HEMP
produced 12.7 A and 1.4 kV, long-range HEMP produced 7.8 A and 1.0 kV, and 2
PU disconnect switching produced 24.3 A and 4.9 kV near the relay equipment.
In this case, the short-range HEMP stress is about 1.5 times that of long-
range HEMP, and about half that of switching transients. Unshielded cable
responses are almost 3 times higher those for shielded cables for all drives.
The CT-lead impedance gave the highest overall response among the measured
relay load impedances considered.

For shielded cables, with the shield grounded in 12" pigtail at
the load end and the cable 1load impedance represented by the measured
frequency dependent DC battery lead impedance of the test relay, short-range
HEMP produced 8.6 A and 1.2 kV, long-range HEMP produced 5.7 A and 0.8 kV, and
2 PU disconnect switching produced 15.9 A and 4.1 kV near the relay equipment.
In this case, the short-range HEMP wire current stress is 1.5 times that of
long-range HEMP and about half that of 2 PU switching transients. Unshielded
cable responses are 3 - 4 times higher than those for shielded cables for all
drives.
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5.2.6 Relay Susceptibility to HEMP

A solid state transformer differential relay was subjected to
HEMP-1ike impulses over 0-to-peak ranges of 0 - 150 A and 0 - 19 kV. Only
one susceptibility was found at (150 A, 12.3 kV). The susceptibility can
occur when both DC wires flash over to ground simultaneously causing failure
of the relay battery circuit. Susceptibilities for other relays, and for
other conditions of the test relay, were not investigated. Therefore no
conclusions regarding relay susceptibility in general were reached as a result
of this limited study.

5.2.7 Relay Vulnerability to HEMP

When the single measured relay susceptibility was compared with
all predicted HEMP voltage and current stresses, no HEMP vulnerability was
found. HEMP survivability margins ranging from 9 dB for unshielded and 20 dB
for shielded control cables were found for this relay susceptibility.
However, these vuinerability conclusions apply only to the test relay, as
tested, and are not general. HEMP margins were found to be greater than those
for 2 PU ST which were 6 dB (unshielded cables) and 12-15 dB (shielded
cables). These margins are calculated at the end of a nominal 73-m control
cable where relay equipment would be attached. It has been noted in Section
4.3 that voltages on unshielded cables can be much higher on shorter cables or
nearer the source end on 1long ones, and could cause short circuits -
particularly on DC cables; this could reduce the margins cited above.

5.2.8 HEMP Mitigation in Substations

On unshielded control cables, no margins against the levels of
HEMP predicted here are provided by the current SWC fast transient (or damped
sine) test specifications for substation relay equipment [10]. At frequencies
where short-range HEMP amplitudes are highest (4 MHz to 20 MHz), expected HEMP
stress levels were found to exceed SWC test levels by than a factor of 10 on
unshielded cables and up to a factor 10 on shielded cables. Simple shunt
capacitors placed on relay wiring near the relay equipment  were found to
mitigate HEMP effects such as arcing and provide margins to 12 kV for the test
relay.
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5.3  RECOMMENDATIONS

A wider range of relay susceptibility data is needed before general
conclusions regarding relay vulnerabilities and margins to HEMP can be drawn,
Susceptibilities should be measured under HEMP-like pulses injected at levels
up to 20 kV and 150 A for both protected and unprotected relays including
electromechanical, solid state, and microprocessor types. Relays and relay
systems should be tested in operational status as normally installed in
substations. Susceptibilities should also be determined for other equipment
~ used for substation communication and control.

Since predicted HEMP stress levels exceed SWC test standards in some
cases, the use of mitigation techniques may be warranted on relay equipment
even though vulnerabilities or margins have not yet been clearly established,
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APPENDIX A

This appendix contains 15 plots of the voltage waveforms resulting from
the relay flashover .tests discussed in Sections 3.4.4 and 3.4.5. Each
waveform is identified by the 1listing below which includes its filename and
page number referenced in the text, and other descriptors. Waveforms plots
are presented in the order discussed in Section 3.

The tests were conducted as described in Figure 3.4, that is, different
EMP-1ike pulse types were injected through a pair of wires in a 100-ft, 4-
conductor, #10 insulated wire, standard 600V control cable. The pulse
injection wire pair was connected through a shorting block to different pairs
of the six relay inputs (1,2,4,5,6, and 105 identified in Figures 3.3 and 3.1.
Pins 5 and 6 are one of the CT inputs; note pin 5 is grounded. In the first 6
waveforms presented below, pulses are injected on pins 5 and 6. In waveforms 7
and 8, pulses are injected through pins 2 and 5, the relay (common mode)
output. In waveforms 9, 10, and 11, pulses are injected through pins 2 and 10,
the relay trip coil (differential mode) output. In waveforms 12 and 13, pulses
are injected between pins 1 and 5, the (+) battery and ground. In waveforms 14
and 15, the pulses are injected between pins 10 and 5, the (~) battery lead
and ground. The pins driven by the pulse are identified in the headers of each
p1ot‘shown below. Waveform voltages are monitored with the oscilloscope and
recorded on the digitizing camera system (DCS) at a point near the shorting
block as illustrated in Figure 3.3. Three different types of EMP-1ike pulses

were injected at several different pulser charge levels in some of the tests.
These waveforms are identified in Figure 3 3 as the Square Pulse Generator
(SPG) 130ns charge line pulse, the SPG 800ns charge line pulse, and the
capacitor network pulse generator (CAP) pulse. The type of pulse injected and
the pulser charge level are indicated in the header of each of the waveforms
presented below. Current taps on the Type STD15C relay are selectable from 2.9
to 8.7 A using a current tap plug. The current tap was varied to study its
effact on CT tests; the tap plug used is noted in first 6 plot headers.
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VUOLTAGE (V>

Waveform No. Filename Page Description

#1090

1 (RL15.0TL) 62 CT Voltage, SPGOLLKV, 130ns
2 {RL51.DTL} 62 CT Voltage, SPG@6EkV, 130ns
3 {RL73.DTL} 53 - CT Voltage, SPG@6kV, 800ns
4 (RL76.DTL) 53 CT Voltage, SPG@BkV, 800ns .
5 (ORLB.DTL] 53 CT Voltage, CAP@5kV
6 (ORL14.DTL) B3 CT Voltage.;CAP@lOkV
7 {OPG2.DTL) 54 ‘ Trip Coil Voltage, CAP@3kV
8 (0PG9.DTL} 54 Trip Coil Voltage, CAP@LOkV
9 {0P18.DTL)} 54 DC Output Volts, SPG@5kV,130ns
10 (OP45.DTL} 64 DC Ouput Volts,SPG@2.5kV,800ns
11 {00P2.DTL) 54 DC Output Voltage, CAP@2kV
12 (DCG12.DTL) 54 +DC to Grd Voltage, CAP@6kV
13 {DCG26.DTL) 55 +DC to 'Grd Voltage, CAP@20kV
14 (DCG34.DTL) 55 ~ -DC to Grd Voltage, CAP@LOkV
15 {DCG40.DTL) 55 . -DC to Grd Voltage, CAP@ISkV
RL15. DTL
SPG change 11 kV inject on pins 5 & 6 rlug on 8.7 tap
L = B B L B B B
6. 00 —
s. 90 =
4. 00| —é
3. 00) =
2.00 =
1.00 -S
.00 fﬂ\;/bxﬁwvu*u**“ﬁh"*“ A b =
-1 oc-x _é
-2.00 _E
N =P R T R AP R
.0 2.0 4.0 6.0 8.0 10.0 12,0 wi@ ®

TIME (SECONDS)
Waveform 1
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UOLTAGE (U>

UOLTAGE (V>

%10

»*10

3

3

RLS1.DTL

SPG change 6 kU . inject on pins S5 & 6 prlug on 2.94 tap
SLBG T 17 I 17 II‘Y 11 ll 1T ] L B R l LA R M
4.00" —

3.00 ~\ —
2,007 —
1.00 L _€E
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| ; 3
-1.80—F ‘ -
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-3.00 L A A S | K TSI SR R T ]
.0 2.0 4.0 6.0 8.0 \ i1a.0 12.0 =10
4
TIME (SECONDS? |
Waveform 2 \
‘ RL73.DTL

SPG charge 6 kU (800 ns) inJject on pins 5 & 6 rlug on 2.9/ tap
4,00_1 LN A R (N B B L T l LI N B B
3.00 —

2.00 —
-
1!00 —_:
-1 TERRN N (A SRR A HARRRRY I AR /AN U U SRS AR UV AV ol S o
-1.00— =
- -
-2.00— —
- | | 3
[~ -

-3. ga—— T S0 T A l O [ W | T R T e

) 5.0 18.0 15.0 20.0 25.0 %10

TIME (SECONDS)
Waveform 3
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UOLTAGE (V)

»*1Q@

UOLTAGE (V)

*1Q

3

RL76 ,DTL

SPG change 8 kU (800 nsd> inJect on pins 5 & 6

plug on 2.94 tay
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Waveform 4
ORLS8.DTL
CAP charge 5 kU inject on pins 5 & 6 rlug on 2.94 tap
2.50_7 JLJNNLIAR N I N N L A O N L ) LB L B B KL u_‘
2.00:‘ _.:
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- ]
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) -6
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Waveform 5
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V3

UYOLTAGE

UOLTAGE <((U)>

*103

%10

) ORL14,.DTL
CAP charge 10 KV inJect on ping 5 & 6 plug on

2,94 tap
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VOLTAGE (V)

UYOLTAGE (VU)>

OPG9.DTL
CAP charge 8 kU inject on pins 2 & 5 output line
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UOLTAGE (U)

UOLTAGE (V)

SPG charge 2.5 kU (800 ns)

OP45.DTL

inject on pins 2 & 106
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UOLTAGE (V)

UOLTAGE (V)

»1@

%103

DCG12.DTL

CAP charge 6 kU inject on pins 1 & 5

DC batt + term

TIME (SECONDS)
Waveform 13

137

5.00_1 LJNLIA ) L L R N B B R AN S B B T T
4.00:__‘ nﬂ -]
3.0 -

- -
2.0 ]
1.00 —

- .

L e ¥ Y A S AR M A 2
-1.e@——1—1—1 | I WO A NN NN TN S SN A N O R T N
.00 .50 1.80 1.350 2.00 2.50 %10
TIME (SECONDS)
Waveform 12
DCG26 . DTL
CAP charge 20 kU inject on pins 1 & 5 DC batt + ternmn
20.0__! LB | LA L N
15.0:— -
10.8[— —
5.0_"__‘ —
.e;’fxd“wvj ........ N\ S s YOO SUUUOUR
_s.a.—l L I\ - l 1 A | 1 l 1 d 1 1 l I 1 1 i l 1 1 1 I \ 1 1 m
.00 .20 .40 .60 . 8@ 1.00 1.20 =10

6



»*10
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APPENDIX B

This appendix contains‘ individual plots ¢f 56 predicted waveforms
developed in the analysis for field and bus drives, and for bus primary and
secondary circuit responses, for both switching transients and HEMP. These
plots are included again here because the overlay plots used in Section 4.0
sometimes obscured some of the smaller response waveforms. Each graph
presented below is identified by its header, and is referenced to the figure
number where it appears in the Section 4.0. In the following plot listing,
descriptive titles are shortened as follows: 2 PU switching transients are
denoted ST; short-range HEMP is SR; 1ong-fange HEMP is LR.

Waveform No. Fig. No. Description

1 4.1(a) ST Bus Current on 500 kV Primary

2 4.1(b) LR Bus Current Coupled to 500 kV Bus

3 4.1(c) SR Bus Current Coupled to 500 kV Bus

4 4.3(a) ST Bus Voltage on 500 kV Primary

5 4.3(b) LR Bus Voltage Coupled to 500 kV Bus

6 4 3(c) SR Bus Voltage Coupled to 500 kV Bus

7 4.5(a) Incident ST E-Field at Ground under Bus

8 4.5(b) Incident LR E-Field at Ground under Bus

9 4.5(c) Incident SR E-Field at Ground under Bus

10 4.7(a) Incident ST H-Field at Ground under Bus

11 4.8(a) STE & H Field-Coupled Control Cable
Shield Current

12 4.8(b) LR E & H Field-Coupled Control Cable
Shield Current (First Peak)

13 -- LR E & H Field-Coupled Control Cable
Shield Current (Second Peak)

14 4.8(c) SR E & H Field-Coupled Control Cable
Shield Current

15 4.10(a) ST Total Current Coupling (A1l Modes) to

(thin) Shielded Control Cable with 150-ohm Load
16 4.11(a) ST Total Voltage Coupling (A1l Modes) to
(thin) Shielded Control Cable with 150-ohm Load
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Waveform No. Fiq.‘No. Description

17 4.12(a) LR Total Current Coupling (A1l Modes) to

(thin) Shielded Control Cable with 150-ohm Load

18 4,13(a) LR Total Voltage Coupling (A1l Modes) to

(thin) Shielded Control Cable with 150-ohm Load

19 4.14(a) SR Total Current Coupling (A1l Modes) to

(thin) Shielded Control Cable with 150-ohm Load

20 4,15(a) SR Total Voltage Coupling (A1l Modes) to

(thin) ~ Shielded Control Cable with 1560-ohm Load

21 4.10(a) ST Total Current Coupling (A1l Modes) to

(dashed) Shielded Control Cable with CT-Lead Load

22 4.11(a) ST Total Voltage Coupling (A1l Modes) to

(dashed) Shielded Control Cable with CT-Lead Load

23 4.12(a) LR Total Current Coupling (A1l Modes) to

(dashed) Shielded Control Cable with CT-Lead Load

24 4.13(a) LR Total Voltage Coupling (Al11 Modes) to

(dashed) Shielded Control Cable with CT-Lead Load

25 4.14(a) SR Total Current Coupling (A1l Modes) to

(dashed) Shielded Control Cable with CT-Lead Load

26 4.15(a) SR Total Voltage Coupling (A1l Modes) to

(dashed) Shielded Control Cable with CT-Lead Load

27 4,10(a) ST Total Current Coupling (A1l Modes) to
(bold) Shielded Control Cable w/Battery-Lead Load

28 4.11(a) ST Total Voltage Coupling (A1l Modes) to
(bold) Shielded Control Cable w/Battery-Lead Load

29 4.12(a) LR Total Current Coupling (All Modes) to
(bold) Shielded Control Cable w/Battery-Lead Load

30 4.13(a
(bold

31 4,14(a
(bold

LR Total Voltage Coupling (A1l Modes) to
Shielded Control Cable w/Battery-Lead Load

SR Total Current Coupling (A1l Modes) to
Shielded Control Cable w/Battery-Lead Load

32 4.15(a SR Total Voltage Coupling (A1l Modes) to
(bold Shielded Control Cable w/Battery-Lead Load

)
)
)
)
)
) .

33 4.19(a) ST Z7 Mode Current Coupled to Shielded

(bold) Control Cable with CT Load

)
)
)
)
)
)

34 4,19(c ST Z1 Mode Voltage Coupled to Shielded
(bold Control Cable with CT Load

35 4,20(a LR Z1 Mode Current Coupled to Shielded
(bold Control Cable with CT Load

36 4.20(c LR Z1 Mode Voltage Coupled to Shielded
(bold Control Cable with CT Load
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Waveform No. Fig. No.
37 4.21(a)
(bold)

38 4.21(c)
(bold)

39 4.19(a)
(dashed)

40 4.19(c)
(dashed)

41 4.20(a)
(dashed)

42 4,20(c)
(dashed)

43 4.21(a)
(dashed)

44 4.21(c)
(dashed)

45 4.19(a)
(thin)

46 4.19(c)
(thin)

47 4,20(a)
(thin)

48 4.,20(c)
(thin)

49 4.21(a)
(thin)

50 4.21(c)
(thin)

51 4.22(a)
52 4.24(a)
53 4.22(b)
54 4.24(b)
55 4.22(c)
56 4.24(c)

Description

SR Z1 Mode Current Coupled to Shielded
Control Cable with CT Load

SR Z1 Mode Voltage Coupled to Shielded
Control Cable with CT Load

ST Pigtail Mode Current Coupled to
Shielded Control Cabte with CT Load

ST Pigtail Mode Voltage Coupled to
Shielded Control Cable with CT Load

LR Pigtail Mode Current Coupled to
Shielded Control Cable with CT Load

LR Pigtail Mode Voltage Coupled to
Shielded Control Cable with CT Load

SR Pigtail Mode Current Coupled to
Shielded Control Cable with CT Load

'SR Pigtail Mode Voltage Coupled to

Shielded Control Cable with CT Load

ST Conducted Mode Current Coupled to
Shielded Control Cable with CT Load

ST Conducted Mode Voltage Coupled to
Shielded Control Cable with CT Load

LR Conducted Mode Current Coupled to
Shielded Control Cable with CT Load

LR Conducted Mode Voltage Coupled to
Shielded Control Cable with CT Load

SR Conducted Mode Current Coupled to
Shielded Control Cable with CT Load

SR Conducted Mode Voltage Coupled to
Shieided Control Cable with CT Load

ST Total Current Coupling (A11 Modes)
Unshielded Control Cable w/Batt.-Lead

ST Total Voltage Coupling (A1l Modes)
Unshielded Control Cable w/Batt.-lead

LR Total Current Coupling (A1l Modes)
Unshielded Control Cable w/Batt.-Lead

LR Total Voltage Coupling (A1l Modes)
Unshielded Control Cable w/Batt.-Lead

SR Total Current Coupling (A1l Modes)
Unshielded Control Cable w/Batt.-Lead

SR Total Voltage Coupling (A1l Modes)
Unshielded Control Cable w/Batt.-Lead

141

to
Load

to
Load

to
Load

to
Load

to
Load

to
Load



AMPERES

AMPERES
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UOLTS

TRANSIENT BUS CURRENT, 500 kV RING BUS
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