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But really, what is the 
“Internet of Things”?



It’s not that easy….



article.sapub.org/10.5923.j.ijit.20150401.01.html



Multiple Definitions
Cisco

Microsoft

Wikipedia
The Internet of Things (IoT) is the network of physical 

objects or "things" embedded with electronics, software, 
sensors and connectivity to enable it to achieve greater 

value and service by exchanging data with the 
manufacturer, operator and/or other connected devices. 

Oxford - 2013
The interconnection via the internet of computing devices 

embedded in everyday objects, enabling them to send 
and receive data.

Industrial Internet
A term coined by General Electric and refers to the 

integration of complex physical machinery with 
networked sensors and software.  

Gartner
Network of physical objects that contain embedded 

technology to communicate and sense or interact with 
their internal states or the external environment.

FTC
Although the term “Internet of Things” first appeared in 
the literature in 2005, there is still no widely accepted 

definition.

http://blogs.cisco.com/ioe/how-the-internet-of-everything-will-change-the-worldfor-the-better-infographic, http://ibmcai.com/2014/07/23/building-a-smarter-planet-through-an-intelligent-internet-of-things, 
http://embedded-things.blogspot.com/2015/02/creating-internet-of-your-things.html, https://www.rti.com/

IBM

NIST Cyber-Physical Systems
Smart systems that include co-engineered interacting 
networks of physical and computational components

Google
A proposed development of the Internet in which 

every day objects have network connectivity, 
allowing them to send and receive data

http://blogs.cisco.com/ioe/how-the-internet-of-everything-will-change-the-worldfor-the-better-infographic
http://ibmcai.com/2014/07/23/building-a-smarter-planet-through-an-intelligent-internet-of-things
http://embedded-things.blogspot.com/2015/02/creating-internet-of-your-things.html


http://iot-analytics.com/internet-of-things-definition/
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http://blog.atmel.com/2015/04/09/a-look-back-at-the-history-of-the-internet-of-things/, http://blog.atmel.com/2015/04/09/a-look-back-at-the-history-of-the-internet-of-things/, 
https://learn.sparkfun.com/tutorials/bluetooth-basics, http://www.rfidjournal.com/articles/view?4986, courseimage.com

Kevin Ashton coined the term IoT

“Internet 
of Things”

IoT History

http://blog.atmel.com/2015/04/09/a-look-back-at-the-history-of-the-internet-of-things/
http://blog.atmel.com/2015/04/09/a-look-back-at-the-history-of-the-internet-of-things/
https://learn.sparkfun.com/tutorials/bluetooth-basics
http://www.rfidjournal.com/articles/view?4986
http://courseimage.com/stocks/full-lipstick-lip-vector


http://www.rfidjournal.com/articles/view?4986

Jun 22, 2009

http://www.rfidjournal.com/articles/view?4986
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IoT History

http://blog.atmel.com/2015/04/09/a-look-back-at-the-history-of-the-internet-of-things/
http://blog.atmel.com/2015/04/09/a-look-back-at-the-history-of-the-internet-of-things/
https://learn.sparkfun.com/tutorials/bluetooth-basics
http://www.rfidjournal.com/articles/view?4986
http://courseimage.com/stocks/full-lipstick-lip-vector
http://www.electroschematics.com/6519/simple-soil-moisture-sensor-arduino-project/


http://www.cisco.com/web/about/ac79/docs/innov/IoT_IBSG_0411FINAL.pdf

The Internet of Things was “Born” Between 2008 and 2009
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http://blog.atmel.com/2015/04/09/a-look-back-at-the-history-of-the-internet-of-things/
http://blog.atmel.com/2015/04/09/a-look-back-at-the-history-of-the-internet-of-things/
https://learn.sparkfun.com/tutorials/bluetooth-basics
http://www.rfidjournal.com/articles/view?4986
http://courseimage.com/stocks/full-lipstick-lip-vector
http://www.electroschematics.com/6519/simple-soil-moisture-sensor-arduino-project/
http://powerelectronics.com/blog/does-technology-aid-workforce
http://www.edn.com/
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http://postscapes.com/internet-of-things-history

July 2011



July 2014

http://postscapes.com/internet-of-things-history
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http://www.gartner.com/technology/research/methodologies/hype-cycle.jsp, https://nest.com/thermostat/life-with-nest-thermostat/, blog.atmel.com, http://blog.atmel.com/2015/04/09/a-look-back-at-the-history-of-the-internet-of-things/

IoT History

https://nest.com/thermostat/life-with-nest-thermostat/
http://blog.atmel.com/2015/04/09/a-look-back-at-the-history-of-the-internet-of-things/


http://www.google.com/trends/explore#q=internet%20of%20things%2C%20iot&cmpt=q&tz=

Internet of things industrial internet Web of things Internet of everything

2014



http://www.google.com/trends/explore#q=internet%20of%20things%2C%20iot&cmpt=q&tz=
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2014

http://h30499.www3.hp.com/t5/Fortify-Application-Security/HP-Study-Reveals-70-Percent-of-Internet-of-Things-Devices/ba-p/6556284#.VUKX-BDz2WE, http://www.eweek.com/networking/slideshows/a-look-back-at-internet-of-things-origin-evolution.html, nest.com,
www.redmondpie.com, blogs.microsoft.com, http://www.gartner.com/newsroom/id/2905717, http://fortune.com/2015/05/05/comcast-xfinity-home/?xid=timehp-category
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IoT History

2015

http://h30499.www3.hp.com/t5/Fortify-Application-Security/HP-Study-Reveals-70-Percent-of-Internet-of-Things-Devices/ba-p/6556284%23.VUKX-BDz2WE
http://www.eweek.com/networking/slideshows/a-look-back-at-internet-of-things-origin-evolution.html
https://nest.com/blog/2014/01/13/nest-google-and-you/
http://www.redmondpie.com/
http://blogs.microsoft.com/blog/2014/10/29/introducing-microsoft-health/
http://www.gartner.com/newsroom/id/2905717


http://www.comcast.com/home-security/pricing.htm, http://iotpodcast.com/ l

IoT Podcast 5/6/15 (Stacey Higginbotham)

http://www.comcast.com/home-security/pricing.htm


Overview

• Definition
• Standards
• Studies, Surveys
• Security and Privacy
• Summary



http://postscapes.com/internet-of-things-alliances-roundup



http://postscapes.com/internet-of-things-alliances-roundup



http://blog.vdcresearch.com/embedded_hw/film/

(Multilayer)

(Multilayer)

(Vertical)

(Vertical)

Competition
Linux Foundation
Discovery, connectivity

Google-led project
New Ip-based wireless networking
protocol (mesh networking, 6LoWPAN

Intel-led project
Industrial Automation

Intel-led project

Qualcomm-led project

http://blog.vdcresearch.com/embedded_hw/film/


http://www.greenpeak.com/Press/PressKit/2015GreenPeakWhitePaperIoT&CommStandards.pdf

Connection
Oriented

Packet
Oriented
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• Summary



http://www.slideshare.net/cmewawalla/the-internet-of-things-industry-trends-and-key-players



http://www.slideshare.net/cmewawalla/the-internet-of-things-industry-trends-and-key-players



http://cen.vc/market/



http://iot-analytics.com/20-internet-of-things-companies/

Top 20 IoT Companies



Top 10 Most Popular IoT Applications

http://iot-analytics.com/10-internet-of-things-applications/



Overview

• Definition
• Standards
• Studies, Surveys
• Security and Privacy

• World Economic Forum
• White House Big Data Report
• FTC
• NIST Cyber-Physical Systems
• Kaspersky
• OWASP Internet of Things Top Ten Project & HP
• Veracode
• Wink

• Summary



http://gizmodo.com/global-risk-report-iot-hacking-becomes-a-bigger-threat-1680274553

“We’re inventing things faster than we can secure them.  If 
Consumer Electronic Show told us anything, it’s that every 
company is clamoring to plant a flag in this new emerging 
space.  But this boom of what the WEF calls “hyperconectivity” 
along with the increase of cyber attack complexity, pushes 
cyber crimes as a highly likely and impactful risk for us all going 
forward.”



World Economic Forum
• How will IoT impact existing industries, value chains, business models and work 

forces?
• Value

• New value from the massive volumes of data from connected products
• Increased ability to make automated decisions and take actions in real time

• Business Opportunities
• Operational efficiency – predictive maintenance and remote management (e.g. improved uptime, 

asset utilization)
• Emergence of an outcome economy - fueled by software-driven services, innovations in hardware 

and the increased visibility into products, processes, customers and partners 
• New connected ecosystem, coalescing around software platforms that blur traditional industry 

boundaries 
• Collaboration between humans and machines – resulting in unprecedented levels of productivity 

and more engaging work experiences
• Work forces

• Growth in “digital labor” – smart sensors, intelligent assistants and robots
• While lower-skilled jobs will be increasingly be replaced by machines, new, high-skilled jobs (e.g. 

medical robot designer, grid optimization engineer) will be created

http://www3.weforum.org/docs/WEFUSA_IndustrialInternet_Report2015.pdf



What is the “Outcome Economy”?

People don’t want to buy 
a quarter-inch drill.  They 
want a quarter-inch hole!

http://blog.iiconsortium.org/2015/03/industrial-internet-and-the-emergence-of-the-outcome-economy.html



What is an “Outcome Economy”?

• The ability of companies to create value by delivering solutions to 
customers that, in turn, lead to quantifiable results.

• “Hardware producing hard results”
• Examples

• Pay Per Laugh - facial recognition technology is used to register each laugh and 
charges customers accordingly

• Streetline smart parking sensors – connected parking spaces tell drivers where 
parking is available

http://techtrends.accenture.com/us-en/business-technology-trends-report.html, https://www.behance.net/gallery/17522115/Pay-per-Laugh-TeatreNeumm http://www.streetline.com/blog/top-10-reasons-to-choose-streetline/

http://techtrends.accenture.com/us-en/business-technology-trends-report.html
https://www.behance.net/gallery/17522115/Pay-per-Laugh-TeatreNeumm


World Economic Forum - 2
• How will IoT impact existing industries, value chains, business models and work 

forces?
• Value

• New value from the massive volumes of data from connected products
• Increased ability to make automated decisions and take actions in real time

• Business Opportunities
• Operational efficiency – predictive maintenance and remote management (e.g. improved uptime, 

asset utilization)
• Emergence of an outcome economy - fueled by software-driven services, innovations in hardware 

and the increased visibility into products, processes, customers and partners 
• New connected ecosystem, coalescing around software platforms that blur traditional industry 

boundaries 
• Collaboration between humans and machines – resulting in unprecedented levels of productivity 

and more engaging work experiences
• Work forces

• Growth in “digital labor” – smart sensors, intelligent assistants and robots
• While lower-skilled jobs will be increasingly be replaced by machines, new, high-skilled jobs (e.g. 

medical robot designer, grid optimization engineer) will be created

http://www3.weforum.org/docs/WEFUSA_IndustrialInternet_Report2015.pdf



http://www3.weforum.org/docs/WEFUSA_IndustrialInternet_Report2015.pdf



White House Big Data Report 
By senior Obama administration officials

• 3 Vs
• Volume 

• Declining cost of collection, storage and processing of data, combined with new sources

• Variety
• “Born digital” (e.g. computer, data processing system), “Born analog” (emanates from 

physical world), “data fusion” (brings together disparate sources of data)
• Velocity

• Increasingly approaching real time (e.g. users’ online activities as interact with web pages, 
GPS data from mobile devices)

https://www.whitehouse.gov/sites/default/files/docs/big_data_privacy_report_5.1.14_final_print.pdf



White House Big Data Report - 2

• Power and opportunity of Big Data
• Internet of Things – merges the industrial and information economies
• The Centers for Medicare and Medicaid Services – use predictive analytics 

software to flag likely instances of reimbursement fraud before claims are 
paid

• Afghanistan war – DARPA deployed teams of data scientists and visualizers to 
the battlefield help commanders solve specific operational  (e.g. fused 
satellite and surveillance data to visualize how traffic flowed through road 
networks making it easer to locate and destroy IEDs)

• Synthesized data samples from monitors in a neonatal intensive care unit to 
determine which newborns were likely to contract potentially fatal infections

https://www.whitehouse.gov/sites/default/files/docs/big_data_privacy_report_5.1.14_final_print.pdf



7 Things to Know about the 
White House Big Data Report

• Big data is inevitable
• Big data is transformational at all levels 

of government
• Privacy needs reforms
• A new era of customized learning
• Predictive analytics is a start, but needs 

more
• Big data is the new national resource –

e.g. requires secure storage
• Big data requires investment, resources

http://www.govtech.com/data/7-Things-to-Know-About-the-White-House-Big-Data-Report.html



Federal Trade Commission Staff Report Jan. 
2015 – IoT Privacy & Security in a 
Connected World
• Mission

• To prevent business practices that are anticompetitive or deceptive or unfair to 
consumers; to enhance informed consumer choice and public understanding of the 
competitive process; and to accomplish this without unduly burdening legitimate 
business activity.

• Summarizes Nov. 2013 Workshop with 4 panels
• “The Smart Home”, “Connected Health and Fitness”, “Connected Cars”, “Privacy & 

Security in a Connected World”
• Benefits – numerous and potentially revolutionary benefits to consumers

• Healthcare - Insulin pumps and blood-pressure cuffs connect to a mobile app can 
enable people to record, track and monitor their own vital signs without having to 
got to a doctor’s office

• Home – smart meters, “water bugs” (e.g. basements are flooded), oven and wine 
temperature monitoring

• Connected cars – notify drivers of dangerous road conditions

https://www.ftc.gov/about-ftc, https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf

https://www.ftc.gov/about-ftc


Federal Trade Commission Staff Report Jan. 2015 –
IoT Privacy & Security in a Connected World -2
• Risks

• Security
• Enable unauthorized access and misuse of personal information – e.g. smart TV
• Facilitating attacks on other systems – e.g. launch DoS, send malicious emails
• Creating safety risks – e.g. hack insulin pump and change settings, hack car’s telematics' unit 

and control the vehicle’s engine and braking, unauthorized access to fitness device data to 
track consumer’s location and endanger physical safety

• IoT market’s lack of experience dealing with security issues
• Devices which are inexpensive and essentially disposable may be difficult or impossible to 

update/apply software patch
• Privacy

• Volume of data is stunning (e.g. one home can generate 150 M discrete data points/day or 
one data point every 6 sec/household)

• Smartphone sensors can be used to infer a user’s mood, stress levels, personality type, 
bipolar disorder, demographics (e.g. gender, marital status, job status, age), smoking habits, 
overall well-being, progression of Parkinson’s disease, sleep patterns, happiness, levels of 
exercise, types of physical activity or movement

• Companies can use this data to make credit, insurance and employment decisions

https://www.ftc.gov/about-ftc, https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf

https://www.ftc.gov/about-ftc


FTC Recommendations

• Build security into devices from the beginning
• Train employees about the importance of security
• Ensure outside service providers are capable of maintaining 

reasonable security
• Use “defense-in-depth” security

• Consider measure to prevent unauthorized access of consumer’s 
device, data or personal information stored on the network

• Monitor connected devices throughout their expected life cycle, and 
where feasible, provide security patches to cover known risks

https://www.ftc.gov/news-events/press-releases/2015/01/ftc-report-internet-things-urges-companies-adopt-best-practices,http://privacylaw.proskauer.com/2015/02/articles/data-privacy-laws/ftc-issues-report-and-privacy-best-practices-for-the-internet-of-things/

https://www.ftc.gov/news-events/press-releases/2015/01/ftc-report-internet-things-urges-companies-adopt-best-practices


http://www.nist.gov/cps/



http://www.hldataprotection.com/files/2015/03/NIST-Cyber-physical-Framework-PRELIMINARY-DISCUSSION-DRAFT.pdf



CPS Framework Reference Architecture
(concerns)(architecture perspectives)

http://www.hldataprotection.com/files/2015/03/NIST-Cyber-physical-Framework-PRELIMINARY-DISCUSSION-DRAFT.pdf



Used by permission



• David Jacoby - Attacked his home 
network

• Equipment – NASs, smart TV, Satellite 
receiver, Router from ISP, printer

• Got remote code execution on NAS in 
20 min. using new vulnerability, found 
22 vulnerabilities

• Most IoT have web interface and use 
port 80 without https and use 
192.168.0… addresses

• Vendors not want to update devices –
just buy a new one

https://blog.kaspersky.com/internet-of-crappy-things/,https://t.co/ckTyeMVLUp,http://www.kaspersky.com/about/news/virus/2014/hacking-a-living-room,https://securelist.com/analysis/publications/66207/iot-how-i-hacked-my-home/

https://blog.kaspersky.com/internet-of-crappy-things/
https://t.co/ckTyeMVLUp
http://www.kaspersky.com/about/news/virus/2014/hacking-a-living-room


https://securelist.com/analysis/publications/66207/iot-how-i-hacked-my-home/, https://www.youtube.com/watch?v=yhQMkQkMmSE

https://securelist.com/analysis/publications/66207/iot-how-i-hacked-my-home/


OWASP IoT Top Ten Project

• Daniel Miessler/HP Pen Tester
• Too much focus on one device vulnerability 

instead of product (cloud, mobile app, network 
interface, SW, encryption, authentication, 
physical security, USB ports)

• Then picked top 10 devices and used the Top 10 
as foundation for their methodology (both 
consumer & corporate)

https://www.owasp.org/index.php/OWASP_Internet_of_Things_Top_Ten_Project, http://www8.hp.com/h20195/V2/GetPDF.aspx/4AA5-4759ENW.pdf,
http://www.databreachtoday.asia/interviews/10-risks-internet-things-security-i-2429, https://www.rsaconference.com/writable/presentations/file_upload/asd-t10-securing-the-internet-of-things-mapping-iot-attack-surface-areas-with-the-owasp-iot-top-10-project.pdf

https://www.owasp.org/index.php/OWASP_Internet_of_Things_Top_Ten_Project
http://www8.hp.com/h20195/V2/GetPDF.aspx/4AA5-4759ENW.pdf
http://www.databreachtoday.asia/interviews/10-risks-internet-things-security-i-2429


https://drive.google.com/file/d/0B52IUvO0LP6OZEpHalF3cDFlWWs/view



https://drive.google.com/file/d/0B52IUvO0LP6OZEpHalF3cDFlWWs/view



https://drive.google.com/file/d/0B52IUvO0LP6OZEpHalF3cDFlWWs/view



https://drive.google.com/file/d/0B52IUvO0LP6OZEpHalF3cDFlWWs/view



http://www8.hp.com/h20195/V2/GetPDF.aspx/4AA5-4759ENW.pdf



Veracode Security Research Study

• Examined 6 Internet-connected consumer devices across 4 
different domains:

https://www.veracode.com/sites/default/files/Resources/Whitepapers/internet-of-things-whitepaper.pdf?mkt_tok=3RkMMJWWfF9wsRogv63BZKXonjHpfsX87+8tWKW+lMI/0ER3fOvrPUfGjI4IScdlI+SLDwEYGJlv6SgFTbnFMbprzbgPUhA=



Authentication & Communication with User-Facing Cloud Services Authentication & Communication with Back-End Cloud Services

https://www.veracode.com/sites/default/files/Resources/Whitepapers/internet-of-things-whitepaper.pdf?mkt_tok=3RkMMJWWfF9wsRogv63BZKXonjHpfsX87+8tWKW+lMI/0ER3fOvrPUfGjI4IScdlI+SLDwEYGJlv6SgFTbnFMbprzbgPUhA=

Device Debugging Interfaces

Mobile Application Interface



Voice Control Comes to the 
Forefront of the Smart Home

• Apple’s iOs 8 HomeKit platform - Siri will 
control various 3rd party gadgets

• Amazon’s Echo - see image
• ActiVocal’s Vocca – lighting adapter
• Anthom’s Homey – voice-activated version of 

Wink or SmartThings
• Honeywell’s Thermostat
• Interactive Voice’s Ivee Sleek – radio alarm 

clock+
• Ubi

http://www.cnet.com/news/voice-control-roundup/, http://www.amazon.com/oc/echo/, https://www.pinterest.com/source/theubi.com/

http://www.cnet.com/news/voice-control-roundup/
http://www.amazon.com/oc/echo/
https://www.pinterest.com/source/theubi.com/


Results
• All but one device had vulnerabilities across most categories

• Product manufactures not focused enough on security and privacy as a design 
priority

• Systems around which these devices were built depended heavily on 
their accompanying cloud services

• For many, basic functionality can be disabled entirely by disrupting 
connectivity to the device’s back-end cloud service

• Virtually all commands from mobile applications are relayed through cloud 
services instead of being sent directly to devices

http://www.cnet.com/news/security-study-highlights-vulnerabilities-in-popular-smart-home-devices/

http://www.cnet.com/news/security-study-highlights-vulnerabilities-in-popular-smart-home-devices/


April 19, 2105

http://www.engadget.com/2015/04/19/wink-home-automation-hub-bricked/,http://pureimage.ca/why-you-should-keep-your-home-automation-at-home-and-not-in-the-cloud/

http://www.engadget.com/2015/04/19/wink-home-automation-hub-bricked/
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Summary

http://www.forbes.com/sites/gartnergroup/2015/02/26/corporate-leaders-arent-prepared-for-the-internet-of-things/,http://www.forbes.com/sites/oracle/2015/04/28/7-important-points-in-preparing-for-the-internet-of-things/,
http://www.zdnet.com/article/preparing-for-the-internet-of-things/,http://www.oracle.com/us/corporate/profit/big-ideas/081214-siyer-2264337.html

• Identify/appoint an individual to lead IoT initiatives
• Develop philosophies (e.g. holistic approach, business case benefits, applicable standards and regulations, life cycle 

analysis, data integration, time frame)

• Scope project
• Identify sectors/applications that could benefit from IoT developments short 

and long term
• Estimate implementation requirements (e.g. brown/greenfield, infrastructure, bandwidth, data, privacy, 

security, application development, support, training, policies, business processes, vendor capabilities)

• Identify IT/OT requirements (e.g. infrastructure, security, bandwidth, applications, hosted solutions, analytical 
capabilities, equipment)

• Create Roadmap
• Develop education plan

http://www.zdnet.com/article/preparing-for-the-internet-of-things/
http://www.zdnet.com/article/preparing-for-the-internet-of-things/
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