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SUMMARY

The continued emergence of pathogens, whether novel, re-emerging, or engineered, poses a persistent 
global biosecurity and public health challenge. Recent outbreaks, including COVID-19, Lassa fever, Marburg 
virus, mpox, and avian influenza, underscore the urgent need for robust systems that enable rapid surveil-

lance, early diagnosis, and timely countermeasures before widespread human transmission occurs. In this 
article, we focus on early detection technologies and systematically evaluate current diagnostic and sensing 
modalities. We highlight sequencing and spectroscopy as two complementary approaches capable of 
providing broad, agnostic detection and rich biological insight. Our analysis emphasizes that scientific inno-

vation alone is insufficient: effective preparedness also requires improved data curation, integration, and 
sharing to build AI-ready resources that accelerate future responses. We argue for coordinated advances 
in both technological capabilities and supporting infrastructure to enable the rapid identification and charac-

terization of emerging pathogens and to fully leverage modern science against evolving infectious threats.

INTRODUCTION

When a new pathogen emerges, people and resources are mobi-

lized to assess its health risks and develop appropriate response 

measures. Indeed, different elements of this response were exer-

cised during the COVID-19 pandemic, revealing both successes 

and challenges. 1 For instance, within just a few months after the 

genomic sequence of SARS-CoV-2 was identified, the Cryo-EM 

structure of its spike protein was determined, 2 followed by addi-

tional structures and functional insights. 3 The rapid development 

of PCR-based targeted diagnostics, sequence-based character-

ization of variants, and deployable immunoassays contributed to 

improved situational awareness and decision-making. Additional 

advances were made through the development of tools for epide-

miological modeling and wastewater surveillance of SARS-CoV-

2. In parallel to these efforts, the swift development and validation 

of an mRNA vaccine beginning in March of 2020, followed by its 

global manufacturing and distribution, demonstrated remarkable 

scientific and logistical achievements. Similar success was seen 

in the development of therapeutics. 4 Taken together, the global 

COVID-19 response showcased remarkable human ingenuity 

and scientific innovation, yet earlier availability of prediction, sur-

veillance, and detection tools could have significantly reduced 

the peak of the pandemic. The lessons learned from these chal-

lenges underscore the importance of developing more agile

response frameworks for future threats. They also underscore 

the need to systematize our response architecture in order to 

leverage the lessons learned and capabilities developed in ad-

dressing future outbreaks. Indeed, subsequently, recent experi-

ences with mpox, avian influenza, Lassa, and Marburg virus out-

breaks have already tested our improved capabilities and further 

substantiated the need for such robust response frameworks. 

However, in each of these cases, the identification of an emerging 

pathogen - in the context of zoonoses and risk to the human pop-

ulation - can be further accelerated to mitigate human impact. In 

this article, we have tried to identify rate limiting steps in our 

response and recommend strategic investment and develop-

ment to establish a more resilient framework for the future.

In assessing our response to emerging threats in the afore-

mentioned situations, two critical issues emerge. First, most 

methods required for the detection and diagnosis of threats in 

complex environmental or clinical samples are ‘‘targeted,’’ 

meaning they are specifically designed and developed for a 

particular pathogen. Whereas this ensures specificity of identifi-

cation, such diagnostics require redesign and redevelopment for 

every new emerging threat, significantly delaying deployment. 

For instance, with COVID-19, methods for the amplification of 

specific nucleic acid sequences with polymerase chain reaction 

(PCR) for the detection/diagnosis of SARS-CoV-2, 5 or antibody-

based assays to detect capsid features of the virus were
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developed, and had to be re-designed for many variants. 6 While 

these specific tools proved critical for improving situational 

awareness, guiding therapeutic intervention, informing quaran-

tine decisions, and facilitating outbreak containment, such tar-

geted approaches do not prepare us for the next emerging 

threat. Furthermore, these methods require extensive pathogen 

characterization and development of specific reagents, all of 

which is time-consuming, expensive, and technically chal-

lenging. The second issue that we observed is the lack of an in-

tegrated and standardized response framework to address 

emerging biological threats. This is significant for various rea-

sons. For one, an effective response can greatly benefit from 

the availability of workflows that integrate scientific innovation, 

technical platforms, manufacturability, deployment, and work-

force development. This can speed up the response time, allow-

ing us to meet critical decision points during the course of 

outbreak progression. It is also important to capture and collate 

the data for posterity, especially to ensure AI-readiness for future 

use. An integrated and standardized architecture would thus not 

only enable timely and effective response today, but also in-

crease the agility and speed of decision making in future events. 

To address these dual challenges, we will explore agnostic 

technologies, which we define on a spectrum. Targeted methods, 

such as conventional PCR, are designed to detect a single, known 

signature. Agnostic methods, such as metagenomic sequencing 

or reagent-free spectroscopy, can detect any biological signa-

ture, including novel pathogens. Between these lie semi-agnostic 

approaches, such as pan-viral PCR or probe-capture panels, 

which detect any member of a broad class. In this review, we focus 

on two powerful modalities: sequencing and spectroscopy 

(Figure 1; Table 1). While other methods exist (e.g., microscopy 

and hybridization arrays), we chose these two because 

sequencing is the most mature agnostic method, while spectros-

copy is a rapidly emerging reagent-free platform. Examining these 

complementary approaches allows us to cover a broad range of 

challenges, from sample collection to data analysis.

TOWARD AN AGNOSTIC DETECTION FRAMEWORK

The selection of environmental samples for surveillance and 

detection significantly impacts pathogen identification and future 

preparedness. Currently, outbreak-specific intelligence, including 

the nature of the pathogen, transmission routes, geographical 

prevalence, and animal hosts, guides sample collection and 

biomarker assessment choices. Pathogens and their signatures 

can be detected in diverse sources, including municipal waste-

water, drinking water supplies, and food. 7–9 Further, both aerosol-

ized pathogens (especially respiratory organisms) and volatile 

organic compounds (VOCs) exhaled by an infected individual 

can provide identifying information, adding air as another sample 

source. 10 Often, the transmission of an infection to human popula-

tions occurs from animal reservoirs (zoonosis); early assessment 

of which is also required to address and mitigate impact on human 

health, as is being evidenced with the current H5N1 outbreak. 11 

For diagnostics, based on the pathogen and route of transmission 

and symptomatology, the choice of the clinical sample can vary. 

Once a pathogen has been shown to infect humans, clinical diag-

nosis becomes critical to address the presence, transmission, and

impact. Clinical samples span a wide range, including bodily fluids 

such as saliva, sweat, urine, nasal mucus, and blood, all potential 

sources of pathogen-specific biomarkers.

The answer to the question of what to sample is currently 

driven by (early) insights into the pathogen in question, route of 

entry, and other factors (e.g., symptomatology, accessibility, 

and others). This decision is made for every emerging pathogen, 

a process that delays responsiveness or limits surveillance to 

categories/sub-types of pathogens based on the nature of the 

sampling method. Strategizing agnostic sampling strategies 

and interlinking information derived can truly expedite respon-

siveness to future outbreaks.

In addition to intact pathogens, biochemical signatures (bio-

markers) such as nucleic acids, proteins, carbohydrates, metab-

olites, and fragments of bacterial, eukaryotic, and viral cells can 

be detected at the population level in samples, both environ-

mental and clinical. The growing repertoire of peptide signatures 

enables mass spectrometry to identify bacteria in clinical samples 

on various taxonomic levels, expanding the use of proteinaceous 

samples. Thus, the range of biochemical signatures that can pro-

vide information on an emerging pathogen is significantly diverse. 

Based on the sample chosen and the biochemical nature of 

the target being measured, processing to extricate and concen-

trate key signatures/biochemical markers is the next significant 

step in detection/diagnostics. Finally, most conventional sample 

processing methods are focused on a single biochemical signa-

ture type, and at the cost of other (potentially relevant) signa-

tures. For instance, the extraction of nucleic acids involves the 

use of solvents and methods that destroy proteins and other hy-

drophilic components in the sample. Some investigators are 

working on more universal sampling methods that can capture 

and compartmentalize different biochemical signatures from a 

single sample, which together can provide more information 

about the threat than any single biomarker alone. 12 Further 

development of these exploratory methods can assist with bet-

ter preparedness against uncharacterized and unanticipated 

threats in the future.

NUCLEIC ACID-BASED AGNOSTIC DETECTION

With advances in next-generation sequencing (NGS), agnostic di-

agnostics for identifying a range of illnesses have emerged as a 

viable strategy. 13 NGS has subsequently been adapted for 

agnostic surveillance in complex environmental samples such as 

wastewater. 14 Other methods, such as spectroscopic sensing, 

are also gaining validity for agnostic detection. Decoding a patho-

gen’s nucleic acid sequence reveals its unique signature, enabling 

both targeted and untargeted/agnostic identification. This section 

covers targeted (e.g., PCR) and untargeted (metagenomic 

sequencing) methods for early pathogen detection and diagnosis.

Enrichment for nucleic acids

For the extraction of nucleic acid signatures, commercially avail-

able RNA and DNA isolation kits and automation platforms are 

deployed and can reduce the complexity of such processes. 

Successful nucleic acid detection often requires enrichment, 

particularly when target genetic material is present in low abun-

dance. The need for enrichment varies significantly between
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clinical diagnostics, where pathogen loads are typically higher, 

and environmental detection, where pathogens may be present 

at trace levels in complex matrices, such as wastewater. 15,16

Enrichment strategies range from generic approaches (sepa-

rating viruses from bacterial and eukaryotic cells) to partially tar-

geted methods (distinguishing ribosomal from messenger RNA),

Figure 1. An integrated workflow for pathogen detection

Agnostic detection or diagnosis of emerging/unknown threats requires the interrogation of diverse environmental samples, such as wastewater and aerosols 

(detection), as well as clinical samples derived from human or animal hosts (One-Health, diagnostics). Such samples may need to be processed via methods such 

as enrichment, or may be used directly. Whereas many methods (labeled ‘‘Other’’) may be used or are being evaluated for agnostic detection and diagnostics, we 

specifically focus on spectral signatures and metagenomic and metatranscriptomic sequencing in order to identify and predict known and new pathogens. An 

integrated workflow that assimilates all of these components can not only establish a baseline for responsiveness but also facilitate rapid response. Indeed, the 

integrated database of such signatures, when combined with emerging technologies such as artificial intelligence and machine learning, can greatly expedite 

future preparedness.
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to highly specific techniques using targeted probes. The latter 

forms the foundation for specific detection methods such as 

PCR, discussed later in discussion.

The attempt to monitor SARS-CoV-2 levels in wastewater rep-

resented a renaissance for multiple traditional enrichment 

methods, including the use of additives such as milk protein, 

polyethylene glycol, and silica to flocculate the particles from 

the bulk solution. 17–19 Other approaches, such as filtration and 

ultrafiltration, have also been successfully used for isolating viral 

particles from the environment for metagenomic analysis. 20 An 

affinity-based method by Thermo Fisher Scientific uses para-

magnetic beads that are positively charged to attract a range 

of viral species. Magnetized polymer cages from Ceres were 

used even prior to the SARS-CoV-2 pandemic for the purpose

of trapping viral particles, bacteria, and certain metabolites using 

affinity dyes. 21,22 Magnetized affinity beads provide a rapid 

manner of pulling particles of interest out of solution without 

the use of centrifugation or large laboratory equipment. These 

approaches are also highly amenable to automation. The cost 

of reagents, however, is a limiting factor for large-scale use of 

such methods, and still needs to be addressed.

Collected nucleic acids can be further enriched through the 

removal of high abundance low-complexity sequences, which 

can mask low-abundance targets. A common target for deple-

tion is ribosomal RNA (rRNA), for which several commercially 

available methods exist. 23 Aside from the degradation-based 

depletion of rRNAs, another approach is to leverage the pres-

ence of polyadenylation signals on eukaryotic messenger

Table 1. Advantages and limitations of diagnostic techniques of nucleic acid-based methods, spectroscopy, and data analytics

Technology/method Advantages Disadvantages/limitations Agnostic potential

Nucleic acid-based methods

PCR/RT-PCR High sensitivity and specificity; 

rapid; well-established 

workflows.

Primer redesign needed for new 

variants.

Low (targeted). Broad-spectrum 

probes offer semi-agnostic 

capability for known targets.

Metagenomic amplicon 

sequencing

High sensitivity; good for 

microbial community profiling

Primer binding bias and PCR 

bias, assembly of short 

sequences (amplicons)

Mid (semi-agnostic). Can 

capture major groups of 

pathogens by using primers that 

bind in conserved regions of 

target genes.

Metagenomic sequencing 

(short-read)

High accuracy; good for variant 

calling

Lower sensitivity (only abundant 

taxa assemble well); Short reads 

are suboptimal for complex 

genome assembly with repeat 

regions; expensive

High (Agnostic). Can identify the 

full spectrum of organisms and 

viruses in a sample without prior 

knowledge.

Metagenomic sequencing 

(long-read)

Can produce complete 

genomes; real-time analysis; 

portable platforms (e.g., ONT).

Lower sensitivity (only abundant 

taxa assemble well); Historically 

higher error rates; requires high-

quality input DNA; expensive

High (Agnostic). Excellent for 

novel pathogen discovery and 

genome characterization.

Probe capture enrichment Increases sensitivity for low-

abundance targets; reduces 

sequencing cost/depth required.

Relies on probes for known 

sequences; potential for bias; 

not truly agnostic.

Mid (Semi-Agnostic). Enriches 

for a broad but pre-defined set of 

pathogens, enhancing agnostic 

discovery within those groups.

Spectroscopy-based methods

Multi-wavelength/Hyperspectral

Spectroscopy

Reagent-free; non-destructive; 

rapid (seconds per sample); 

portable.

Complex signatures require 

advanced analytics (AI/ML); 

Lack of standardized spectral 

libraries; instrument variability.

High (Agnostic). Can detect 

biochemical shifts caused by 

any pathogen, known or 

unknown, without specific 

reagents.

MALDI-TOF Mass 

Spectrometry

Rapid bacterial/fungal ID; 

clinically established.

Requires culture/enrichment; 

relies heavily on curated 

databases of known organisms.

Mid (Semi-Agnostic). Identifies 

organisms and viruses present in 

a sample, but limited to what 

exists in the reference database.

Data analytics

Bioinformatics for sequence 

analysis

Identifies pathogens, AMR and 

virulence factors; evolutionary 

analysis; pathogenicity 

prediction

Dependent on database 

completeness; differentiating 

pathogens from commensals is 

challenging.

High (Agnostic). Enabling 

analysis of unknown sequences 

through genome composition 

and gene content.

Machine Learning for 

spectroscopy

Classifies complex spectral 

data; can identify subtle patterns 

indicative of infection.

Requires large, high-quality 

training datasets; risk of 

overfitting; interpretability can be 

a challenge.

High (Agnostic). Enabling the 

classification of samples without 

needing to identify specific 

molecular interactions.
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RNAs (mRNA) and on many RNA viruses that infect animals and 

humans to increase the abundance of those sequences and 

thereby reduce the overall amount of total RNA needed. 24,25 

This increase in signal for low-abundance transcripts does 

come at a cost in terms of additional processing steps, and po-

tential selection of 3 ′ ends alone.

In addition to concentrating nucleic acids, entire organisms 

can be enriched through culture-based methods (Figure 1). 

Culturing pathogens from clinical or environmental samples 

may amplify a viable target to detectable levels, which is crucial 

for increasing the sensitivity of downstream whole-genome 

sequencing. However, this approach has limitations for agnostic 

detection, as many pathogens are slow-growing, require a host, 

and are unculturable under standard laboratory conditions, or 

may be outcompeted by other microbes in the sample. This 

can lead to a biased view of the microbial community and the po-

tential loss of the true causative agent.

Measurement: From targeted to broad-spectrum 

polymerase chain reaction to metagenomics 

Measurement of the signature can aid in both detection and 

diagnostic applications. Detection is defined as the identification 

of a pathogen or associated signatures in diverse environmental 

samples. These include matrices such as wastewater (which 

proved a key tool for community-level pathogen monitoring, 

notably for SARS-CoV-2 during the COVID-19 pandemic), air, 

water, soil, and others. Diagnosis is the measurement of a path-

ogen or relevant biomarker signatures in a clinical sample from 

an infected individual or animal.

Polymerase chain reaction and RT-polymerase chain 

reaction assays

While conventional polymerase chain reaction (PCR) is a highly 

targeted method, its principles are foundational, and broad-spec-

trum assays represent a step toward more agnostic detection. 

PCR and quantitative reverse transcription PCR (qRT-PCR) as-

says target genomic regions or genes distinct to known patho-

gens. Numerous PCR-based detection and diagnostic platforms 

exist and have been extensively reviewed in the literature, 26 with 

widespread application in the environmental detection of patho-

gens and microbes. PCR served as the gold-standard technology 

for SARS-CoV-2 identification during the pandemic, enabling 

improved situational awareness and decision-making. 27 Broad-

spectrum probes can capture variants more effectively, poten-

tially enabling more robust surveillance, albeit with lower accu-

racy. For instance, emerging bioinformatic methods such as the 

FEVER platform 6 enable broad-spectrum identification of viral 

variants while maintaining pathogen specificity, benefiting popu-

lation surveillance. This technology was crucial for BioWatch, 

the DHS platform for biothreat detection in aerosols, 28,29 enabling 

the identification of known biological threat agents. For environ-

mental surveillance, loop-mediated isothermal amplification 

(LAMP) has demonstrated sensitivity comparable to traditional 

RT-qPCR, with reduced inhibition from wastewater contaminants 

and colorimetric quantification capabilities. 30 Further, LAMP has 

been successfully combined with CRISPR-mediated detection 

using SHERLOCK (specific high-sensitivity enzymatic reporter 

unlocking). 31

Metagenomics and metatranscriptomics

Metagenomics encompasses the study of complete nucleotide 

sequences (genomes) from organisms in bulk samples (e.g., 

wastewater, soil, and feces). In contrast, metatranscriptomics 

focuses on studying active genes (gene expression) within 

such communities. Both metagenomic and metatranscriptomic 

sequencing of environmental samples represent powerful ap-

proaches, capable of identifying the full spectrum of organisms 

present in environmental or clinical samples, including novel or 

unexpected threats, making them essential tools for comprehen-

sive biosurveillance and clinical diagnostics. However, selecting 

appropriate sequencing technologies is crucial, particularly in 

complex environments.

Complex samples contain diverse microbial and biological ma-

terials, including single-stranded and double-stranded RNA and 

DNA viruses, bacteria, and eukaryotic cells. Analysis of such 

samples requires either pre-sequencing separation, sequence-

based enrichment during library preparation, or specific data 

acquisition strategies. In clinical diagnosis, metagenomic ana-

lyses enable the identification of new and emerging pathogens 

and their variants, particularly when conventional targeted diag-

nostics fail to identify disease-causing agents in patients with 

complex symptoms. 32 However, both clinical and environmental 

samples often contain pathogens at low concentrations, masked 

by predominant background nucleic acids from hosts or non-

pathogens. While deeper sequencing offers one solution, it 

demands more resources. Alternative approaches include en-

riching target sequences 33 or depleting unwanted ones. 34 

Metatranscriptomics has shown particular promise for the 

agnostic detection of RNA viruses in complex samples such as 

wastewater. 35 However, this evolving method faces ongoing 

challenges with non-targeted sequencing data. Studies reveal 

that even after viral sequence enrichment, bacterial RNAs pre-

dominate in wastewater samples, with most viral candidates 

being bacteriophages. 35 Researchers are exploring innovative 

solutions, such as leveraging polyadenylation or uridylation in 

eukaryotic viruses, 36,37 for sequence-level enrichment. Since 

not all viral pathogens possess poly(A) tails, this approach pro-

vides only partial enrichment. While enzymatic RNA depletion 

offers another partial solution, additional methodological devel-

opments are clearly needed.

An emerging strategy that utilizes metagenomic and metatran-

scriptomic approaches is the detection and analysis of extracel-

lular nucleic acids (eNAs). Detection of eRNA indicates actively 

transcribing pathogens, while eDNA presence can suggest path-

ogen degradation. While parsing signals from eNAs versus intact 

microorganisms remains challenging in complex environments 

such as wastewater, successful applications exist, such as using 

propidium monoazide to selectively detect viable Campylo-

bacter spp. in food. 38

An important factor in metagenomics and metatranscriptom-

ics that significantly influences the information obtainable from 

sequence data is the selection of the sequencing platform. 

Short-read sequencing platforms (e.g., Illumina NovaSeq) pro-

vide low error rates and robust performance for de novo and 

read mapping-based assemblies, making them suitable for de-

tecting new variants of known pathogens. 39 While assembled 

sequences or unassembled reads can identify known pathogens
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and inform functional profiling, short-read data rarely yield com-

plete genomes, especially for repeat-rich pathogen genomes in 

complex samples. Long-read sequencing technologies, such as 

Oxford Nanopore Technologies (ONT) and PacBio IsoSeq, 

address these limitations by generating extended reads that 

bridge genome assembly breakpoints. Recent improvements 

in protocols and chemistries have significantly reduced their 

initially high error rates. 40,41 Long-read assemblies are more 

likely to yield complete or nearly complete genomes, enabling 

better strain/species delineation and pathogenicity assessment. 

Recent innovations include direct RNA sequencing, which 

streamlines library preparation. 42 While ONT read accuracy 

has significantly improved, it has historically lagged behind 

short-read platforms. However, several challenges still remain. 

These include the requirement for sufficient high-molecular-

weight input nucleic acid, potential biases during library prepara-

tion that may affect the detection of low-abundance species, and 

the high computational demands for real-time analysis, which 

can be a barrier in resource-limited settings. The unique advan-

tages of portability, real-time data access, and long reads that 

resolve complex genomic regions make ONT platforms highly 

promising for field-deployable surveillance and rapid character-

ization, 43 reducing infrastructure requirements for remote 

biosurveillance and providing a cost-effective alternative to 

traditional short-read sequencing.

Sequence-based enrichment and background depletion 

Substantial variation in pathogen target abundances may result in 

low-abundance targets being masked by high-abundance 

ones. 44 A method that can potentially enhance sensitivity and 

expand genome coverage of selected low-abundance pathogens 

in a complex sample matrix is selective Whole Genome Amplifica-

tion (sWGA). The technique uses phi29 DNA polymerase with spe-

cific primer sets in a multiple displacement amplification process, 

generating fragments up to 70-kb from template genomes. 45 Crit-

ical to success is the careful design and evaluation of sWGA 

primer sets to maximize target genome amplification while mini-

mizing non-target DNA amplification. This process is relatively 

straightforward in clinical samples dominated by a single non-

target (human) DNA, where existing primer design pipelines can 

be applied. 46,47 However, applying broadly targeted (e.g., line-

age-specific) sWGA to complex environmental samples such as 

wastewater requires reconfigured primer design pipelines to 

avoid significant off-target effects. Combining sWGA with degen-

erate primers targeting broader pathogen groups could reduce 

sequencing effort while maintaining accurate genome reconstruc-

tion of both known and emerging pathogens.

Probe capture enrichment represents another semi-agnostic 

but powerful method for virus sequencing in complex sample 

matrices. This sequence-specific approach utilizes extensive 

panels of probes, which can be single-stranded DNA/RNA or, as 

in some commercial offerings, double-stranded DNA, designed 

to target conserved genomic regions. The process involves 

hybridizing biotinylated probes with the sample during library 

preparation, followed by capture of probe-target complexes using 

streptavidin-coated magnetic beads. After washing to remove 

nonspecific or unbound sequences, targets are eluted by disrupt-

ing the biotin-streptavidin interaction and, if necessary, amplified

using random primers. This method has demonstrated effective-

ness across various applications, including viral genome anal-

ysis, 48,49 pathogen detection in wastewater samples, 50,51 and 

functional targeted metagenomics. 52,53 Numerous protocols 

and commercial kits are available, such as the Twist Comprehen-

sive Viral Research Panel (Twist Bioscience, San Francisco, CA), 

which features over 1 million unique double-stranded DNA probes 

derived from more than 3,100 human and animal viral genomes. 

Metagenomic and transcriptomic sensitivity can be further 

enhanced by reducing non-target sequences through various 

approaches. Selective lysis and host DNA depletion have proven 

effective in clinical samples dominated by human DNA, 54,55 

though this method only reduces cells susceptible to weak os-

motic pressure (e.g., mammalian cells) and may affect viral 

DNA. 56 For sWGA, off-target sequence amplification can be miti-

gated using blocking agents specifically designed to bind prob-

lematic non-target sequences, with 3 ′ modifications (e.g., C3 

spacer) suppressing prevalent off-target DNA amplification. 57 

Similar to probe capture enrichment, biotinylated probes can 

be designed to capture and remove abundant off-target se-

quences from samples. An alternative approach leverages 

Cas9 combined with specific guide RNAs, to deplete unwanted, 

known high-abundance sequences (e.g., host DNA and ribo-

somal RNA genes), thereby increasing the relative proportion 

and detection sensitivity of remaining low-abundance pathogen 

sequences.

It is noteworthy to acknowledge that while untargeted and 

enrichment/depletion strategies aim for comprehensive or 

agnostic detection, biases can be introduced at nearly every 

step from sample collection through data analysis, meaning truly 

unbiased representation remains a challenging but achievable 

goal for current technologies.

Bioinformatics for sequence-based detection

Data analytics plays a crucial role in modern pathogen identifica-

tion and pathogenicity prediction. Nucleic acid-based methods 

enable the discriminative identification of cellular and viral path-

ogens through sequence similarity comparisons with known 

pathogens in existing databases, such as those maintained by 

NCBI (e.g., GenBank, non-redundant, Pathogen Detection por-

tal) and the Bacterial and Viral Bioinformatics Resource Center 

(BV-BRC). Analytical approaches range from sequence homol-

ogy searches of reads or contigs against pathogen genome da-

tabases to metrics such as average nucleotide identity (ANI) or 

average amino acid identity (AAI) applied to assembled genomes 

or large fragments for taxonomic classification. Despite inherent 

limitations, these bioinformatic analyses provide critical insights 

into pathogen identity, community composition within a sample, 

functional potential (including the presence of antimicrobial 

resistance (AMR) and virulence factors), and pathogen evolution, 

which are essential for surveillance and outbreak response. 

Key limitations of these approaches include the general 

dependence on database completeness for all taxa, the chal-

lenge of differentiating true pathogens from background 

commensal microbiota in complex samples, and accurately in-

terpreting low-abundance hits which may represent early-stage 

infections or contaminants. Current databases typically contain 

genomes and/or conserved marker genes such as 16S rRNA,
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18S rRNA, or viral RNA-dependent RNA polymerase genes. 58 

However, major pathogen databases are primarily limited to 

experimentally verified (disease-associated) pathogens and 

may not be well suited to identify novel phylogenetically unre-

lated pathogens. This limitation highlights the need for expanded 

databases and sequence repositories capable of identifying pat-

terns that predict novel and unprecedented pathogenicity signa-

tures. Ideal databases would incorporate comprehensive, 

curated metadata on pathogenicity mechanisms, zoonoses, 

and host susceptibility.

The increasing availability of genomic and phenotypic informa-

tion in public databases has spurred development of various 

supervised machine learning models for pathogenic potential pre-

diction. 59 These approaches, trained on protein content or nucleic 

acid sequences, have demonstrated promising results in patho-

genicity determination, though accuracy varies when analyzing 

incomplete metagenomic data or unknown genomes. 60–63 How-

ever, disease association cannot always be inferred from genetic 

sequences alone, as pathogenicity often results from complex 

interactions beyond genetic makeup. Comprehensive genome-

to-phenome studies are essential for accurate pathogenicity 

prediction. Multiple factors influence pathogenicity, including 

environmental conditions such as altered climate, critical biomass 

requirements, life cycle modifications, host adaptations, vector 

ecology and other environmental factors.

SPECTROSCOPY-BASED AGNOSTIC DETECTION

Genomic techniques largely target nucleic acids. However, living 

systems are not only composed of nucleic acids, but also 

contain proteins, carbohydrates, metabolites, lipids, and other 

biomolecules. Interrogating signatures associated with these 

biochemically disparate molecules can provide valuable insights 

for early detection and diagnosis of infection/threat. Thus, use of 

alternative investigative approaches that target such biomole-

cules can provide additional, or even unique clarity on emerging 

threats.

Spectroscopy is defined as the investigation and measure-

ment of signatures associated with the interaction of matter 

with electromagnetic radiation. 64 Such methods can be based 

on absorption, emission, or emanation of fluorescence upon 

interaction with the radiation. All biomolecules interact with elec-

tromagnetic radiation, albeit at different wavelengths across the 

spectrum and in varied ways. Measurement or characterization 

of these interactions can provide unique insights into the nature 

of the biological entity, as well as facilitate matrix (background) 

characterization. Based on the choice of the method, spectros-

copy can also allow for reagent-free, label-free, non-destructive 

characterization of biomolecules, which can be extremely valu-

able for early diagnostics and surveillance of emerging 

threats. 65–67 The choice of the spectroscopic method also dic-

tates the nature of the information generated. For instance, in 

vibrational spectroscopy, transmitted light is absorbed by the 

molecular bonds in the sample constituents at different wave-

lengths, resulting in an absorption pattern that is measurable 

by a detector. 68 The composition of the sample results in a 

unique spectral signature. While each of the aforementioned 

methods provides distinctive spectral information, they are

indicative of only limited biomolecules. Integrating information 

across the electromagnetic spectrum can provide more holistic 

information on biosignatures in complex samples, and conse-

quently, multi-wavelength spectroscopy holds much promise 

in this regard.

Spectral signatures are extremely sensitive and specific - 

however, small permutations in background or biochemistry 

can change the spectral profiles. Before the advent of machine 

learning, characterization of such signatures and associated 

changes was extremely intensive and, therefore, time-

consuming. Thus, the use of spectral sensing for pathogen-

agnostic detection and diagnostics has been limited. 67 However, 

with the emergence of machine learning and the advent of 

advanced remote sensing capabilities, we are uniquely posi-

tioned to realize the full potential of this reagent-free signature 

regime, especially when we do not limit ourselves to specific 

wavelengths. So far, largely, spectral sensing for detection and 

diagnostic applications - i.e., for biosignature identification - 

has operated either in specific wavelength regimes (e.g., 

infrared, optical, UV, and other), or used ligands to address the 

specificity of measured targets (fluorescence spectroscopy). 

For instance, SARS-CoV-2 viral particles could be detected 

from nasal swab suspensions and saliva using near-infrared 

spectroscopy and validated with RT-PCR. 69–71 Mukundan and 

colleagues have applied optical spectroscopy, with fluores-

cence-based ligands for specificity, for the detection and diag-

nosis of pathogens in a variety of diseases using ultra-sensitive 

waveguide-based platforms. 72,73 However, these methods are 

more targeted - akin to the PCR-based methods for nucleic 

acids- and need to be redesigned and redeveloped for every 

new pathogen. It is important to note that MALDI-TOF mass 

spectrometry, which analyzes protein profiles, has achieved 

widespread clinical success for bacterial/fungal identification. 

However, we classify it as semi-agnostic because its strength 

lies in rapidly matching a sample’s unique protein fingerprint to 

a library of known organismal fingerprints. While it can agnosti-

cally screen a sample for any organism in its database, it is 

less suited for identifying a novel pathogen that is not in the data-

base, compared to metagenomics, which can assemble a com-

plete, unknown genome that can then be characterized by its 

constituent genes and prediction functions. Agnostic application 

of spectral sensing is a more daunting goal in the biological 

realm, although use cases in space-science (ChemCam and 

SuperCam instruments on Mars Rovers) and in remote sensing 

exist, largely for non-biological targets. More recently, there 

has been a surge in multi-wavelength and hyperspectral sensing 

in the detection and diagnostics realm as well, allowing for inte-

grated signatures across the electromagnetic spectrum. Need-

less to say, the advent of expedited data analytic methods, 

computational tools, and machine learning has catapulted the 

real-time usability of these data-heavy methods. Indeed, 

recently, multi-wavelength spectroscopy was demonstrated to 

provide near real-time identification of SARS-CoV-2 metabolites 

in saliva samples (3 s/sample), without reagents or sample pro-

cessing, in a blinded clinical study. 67 Previous work has shown 

that after developing a baseline in 5 min, the speed of spectral 

measurements can take as little as 0.18 s 74 However, more 

work is required to determine the specificity of such modalities
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and the reproducibility and inter- and intra-assay variability asso-

ciated with the use of machine learning in biological systems. 75 

Overall, the development of portable, fast spectrometers will 

be a key factor that allows for the widespread deployment of 

multi-wavelength spectroscopy closer to the wastewater loca-

tion. Some challenges with spectroscopy include the complexity 

of spectral signatures from heterogeneous matrices, the lack of 

comprehensive and standardized spectral reference libraries 

(especially for microbes in complex backgrounds), and variability 

between instruments hindering standardization, the need for 

large, high-quality datasets for training machine learning models, 

and historical limitations in speed and specificity/sensitivity, 

particularly with portable devices.

Beyond biosignatures, spectroscopy can also provide further 

information on the matrix/background, which can be extremely 

relevant for source identification and characterization of threat. 

For instance, spectroscopy has been shown in different use cases 

for characterizing complex environmental samples, e.g., waste-

water and clinical biofluids, thereby demonstrating relevance to 

both detection and diagnostic applications. Hand-held spectrom-

eters at distinctive wavelengths are used to measure characteris-

tics such as chemical oxygen demand, total suspended solids, 

and biochemical oxygen demand 76 in wastewater. Using analyt-

ical methods such as partial least-squares regression, investiga-

tors were able to accurately recapitulate validated measurements 

from the spectra, demonstrating the promise of such methods. 

There have been limited studies using spectroscopy to detect vi-

ruses in complex backgrounds in environmental samples such as 

wastewater. 77

Sample processing and enrichment for spectroscopy 

Several well-characterized methods, both laboratory and field-

based, exist for processing samples for specific biomarkers 

such as proteins, carbohydrates, lipids, and others. It must be 

noted that several methods, such as immunoassays based on 

urine or saliva, do not require any pre-processing of the samples, 

primarily because of the use of ligands that impart outcome 

specificity. Enriching proteins is crucial for accessing functional 

information and unique biomarkers, as proteins indicate active 

biological processes, unlike nucleic acids, which primarily 

show potential. This is highly relevant to this review, as protein 

analysis complements nucleic acid data for a more comprehen-

sive, agnostic threat assessment. Both generic and custom 

methods are employed for protein concentration and enrich-

ment. Generic methods described for the concentration or 

desalting of peptides vary based on the target application, purity 

requirements, and scale. These methods include protein con-

centration from heterogeneous samples through sedimenta-

tion, 78 precipitation using salts such as ammonium sulfate, 78 

and precipitation with acetone. 79 Filtration provides a more ver-

satile approach for concentration and solute removal. Ultrafiltra-

tion using selective membranes enables protein concentration 

through low-speed centrifugation or vacuum-based methods. 

Commercial systems such as EDM Millipore Amicons, use 

porous regenerated cellulose membranes to retain biomolecules 

based on molecular size, accommodating various input/output 

volumes and concentrating diverse solutes (proteins, nucleic 

acids, viral particles). Outside of small-scale applications, ultra-

filtration is an industrially relevant process offering precision sep-

aration for food components such as milk proteins and other pro-

teinaceous components that are recovered from waste. 80,81 The 

adaptability of membrane technology to vacuum-based filtration 

enhances flexibility and portability for field applications and 

deployable biosurveillance.

For more specific enrichment, affinity tags offer targeted ap-

proaches for various applications. They are used for the purifica-

tion of recombinant protein fusions; however, this requires a 

validated design for a heterologous expression platform. 82 The 

development of targeted antibodies that recognize and bind 

label-free proteins in complex samples has enabled more selec-

tive enrichment. Newer alternatives such as ProImmune’s Ankyr-

ons provide animal-free, in vitro screened options that bind 

targets similarly to immunoglobulins, offering both standardized 

and custom design. 83 These affinity and antibody-based 

methods are particularly valuable when high purity is required.

Data analytics for spectral signatures

As with nucleic acid methods, data analytics are a critical 

element for the success and applicability of these tools for 

detection and diagnostics. Converting spectral measurements 

into the detection of viruses, various machine learning and artifi-

cial intelligence approaches can be used to build models. Prior 

to training models, the spectra generated are typically prepro-

cessed to remove artifacts and increase the signal-to-noise 

ratio. These methods include normalization, baseline correction, 

smoothing, and calculating the first or second derivative of the 

data. 84 Following potential preprocessing, several models, 

such as partial least squares, 85 random forest, 86 or deep learning 

approaches have been used to train models. 87 In addition to 

building the model, understanding the important wavelengths 

for the models is useful for interpreting what the models are 

learning. There are several resources that correlate wavelengths 

with bonds, lipids, proteins, or other molecular components. 

With interpretable models, the types of molecular structures 

can be found, even in complex samples, to try to evaluate 

what the model is learning. With this approach, previous work 

has shown that identifying viruses, in various backgrounds, 

with spectroscopy is possible, and we believe applying a spec-

troscopic device with sufficient resolution for the detection of vi-

ruses is feasible. 88

Databases of spectra exist, but focus primarily on singular 

compounds (SpectraBase.com). However, these spectra only 

represent compounds that are small and highly purified. 

Currently, no database of spectra exists of large structures in 

complex backgrounds such as viruses or bacteria in wastewater. 

One challenge is that data are not standardized. Each spectrom-

eter has its own range of wavelengths where spectra are 

measured, and at different resolutions. Previous work has 

attempted to address this by developing standardized data for-

mats, but these formats are not widespread across all spectro-

scopic applications. 89 Another key limitation is the speed of 

spectroscopy. Of the aforementioned spectroscopy papers, 

the fastest platforms take more than a minute for a single sam-

ple. While several technological advances in spectrometers 

have resulted in greater spectral resolution, this also means 

that the number of features easily outpaces the number of
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samples that can be generated. More advanced machine 

learning and artificial intelligence approaches may help to over-

come the first problem. Yet, the lack of data standardization and 

inability to develop datasets much larger than the number of fea-

tures can make it difficult to develop robust machine learning 

models. 90 While essential for analyzing complex spectra, artifi-

cial intelligence and machine learning models cannot reliably 

predict novel signatures absent from training data, underscoring 

the need for foundational spectral data generation. Indeed, pre-

vious work from our team and others has called out the need for 

standardization, especially when applying machine learning 

classifiers for the identification of biological patterns in complex 

samples. 91 Thus, it is important to ensure systematic, standard-

ized, reproducible machine learning methods to derive physio-

logically relevant information for decision-making.

The critical bottleneck remains the development of extensive, 

standardized spectral libraries representing pathogen diversity 

within relevant complex matrices, which are currently scarce. 

The development of spectral libraries containing measurements 

of known concentrations of biomarkers and signatures (viruses, 

background matrices) in various complex backgrounds (e.g., 

wastewater) is relevant to using these methods broadly. While 

we understand that this database will be ever-changing, given 

the transience of living communities, and flow-induced dy-

namics - collection of large datasets will allow for the systematic 

capture of uncertainties within such systems, which is a critical 

element to such analytic pipelines. More broadly, there is a 

need to develop robust models and datasets based on the large 

amount of spectroscopic data that is already available. Previous 

work has shown AI/ML methods such as transfer learning, can 

be used for inference from models trained on different datasets 

and backgrounds. 92 With the latest advancements in AI/ML, 

we believe that broadly trained foundational models for spec-

troscopy may be able to help provide tools that can fast-track 

the adoption of spectroscopy for pathogen-agnostic detection.

CONCLUSION

Timely development and deployment of detection and diag-

nostic tools is crucial for reducing outbreak-associated mortality 

and morbidity. 93 Even in routine healthcare settings, effective 

and timely diagnostics are essential for tailored responses and 

addressing persistent threats such as antimicrobial resistance. 94 

While targeted diagnostics contribute to this goal, they have sig-

nificant limitations: 1) inability to detect unanticipated and 

emerging threats, and 2) longer development time during out-

breaks. 94 This underscores the critical need for pathogen-

agnostic platform technologies that enhance preparedness for 

both expected and unanticipated biological events. 95 In this 

article, we systematically explored the different elements and 

gaps in the use of two agnostic detection/diagnostic modalities 

- sequencing and spectroscopy.

Sequencing-based and spectroscopic methods show partic-

ular promise in this context. 67,96

The two methods are in highly different stages of maturity as 

far as agnostic biodetection is concerned, offering a broad spec-

trum for the discussion of factors contributing to the translation 

of these technologies from design to deployment. Sequencing-

based methods have demonstrated effectiveness in monitoring 

known threats in complex environmental samples, particularly 

wastewater. The current challenge lies in transitioning from de-

tecting known/anticipated pathogens to predictively assessing 

emerging threats. Spectroscopy, on the other hand, has only 

been limitedly used in this context; but recent evolution in capa-

bilities and machine learning offer great promise for more wide-

spread use in the near future. Indeed, the advancement of 

remote sensing methods has enabled reagent-free and rapid 

situational awareness and signature discovery in complex envi-

ronments. Thus, there is significant potential to enable agnostic 

biodetection and diagnostics, which can significantly advance 

responsiveness during unanticipated outbreaks - and as such, 

should be a focus of future research investment. Such technolo-

gies can also enable warfighter support in remote areas of the 

world via improved situational awareness and decision making, 

and impact routine care in clinics and hospitals. 95

Whether it is sequencing, spectroscopy, or a completely 

different method, the rapid use of innovative technologies in a 

real-world situation requires standardization and streamlining - 

that is a pre-designed resilient architecture for detection/diagno-

sis. Standardized protocols, data collection, sharing, pipelines, 

manufacturing, deployment, and finally, decision-making are 

all elements of such an architecture. Ultimately, there is also a 

need for an authoritative agency that can enable deployment 

and associated decision making, which can greatly mitigate 

mortality and morbidity associated with outbreaks. For example, 

pathogens can be transmitted through air, water, soil, animals 

(zoonoses), or other sources. Thus, the choice of the sample 

can be a significant variable, and optimization of protocols and 

practices across multiple sample types is critical for resilience. 

Indeed, the impact of wastewater surveillance was realized dur-

ing the COVID-19 pandemic, as was the significance of rapid in-

home testing via lateral flow immunoassays. If the usability of 

such methods can be further shifted to the left of the outbreak 

curve via the use of agnostic modalities that do not depend on 

specific ligands or reagents, then the impact of such technolo-

gies will definitely be further amplified. Filtered air from modern 

buildings (airports, commercial centers) could provide particles 

for sequencing and detection, covering both static locations 

and high-flux zones with international traffic. The DHS’s 

BioWatch program demonstrated biothreat agent detection in 

air samples, and with advanced agnostic sequencing, spectral 

methods, and AI/ML capabilities, can now encompass an 

expanded pathogen range. This is also true for diagnostics, 

where currently we rely heavily on targeted methods such as 

lateral flow immunoassays and PCR for rapid testing. Further 

optimization of untargeted methods for early information can 

significantly allow for healthcare decisions that can save lives. 

This is also significant for biodefense applications and in normal 

routine health care practice.

A key element of our response architecture is data - we 

strongly advocate for collecting and curating data from annual 

and occasional outbreaks and pandemics in a streamlined and 

systematic manner to enable predictive analytics, pattern-based 

assessments, and future AI-readiness. All in all, we believe that 

an integrated decision tree connecting pathogen-agnostic 

detection from environmental and clinical matrices with
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appropriate response measures is essential, impacting various 

stages from prediction to social regulation implementation 

(Figure 2). As depicted in the figure, this implementation strategy 

begins with broad agnostic surveillance to provide early warning, 

which then triggers the development of targeted assays for more 

focused monitoring once a threat is identified and characterized, 

thereby enabling a swift and efficient public health response. 

While key elements for surveillance and response infrastruc-

ture exist, technological gaps require strategic investment. Crit-

ical priorities include framework development, integration, 

methodology standardization, and creating machine learning-

compatible data repositories, as well as the integration of global 

efforts to enable predictive assessments. Established domestic 

workflows could serve as blueprints for field-deployable bio-

monitoring, adaptable to remote locations, including military 

conflict zones and natural disaster areas, enabling defense 

missions as well. Domestic and global biosurveillance imple-

mentation will provide insights into unforeseen challenges and 

opportunities for improving sensitivity, accuracy, and cost-effec-

tiveness over time. Indeed, the high cost on the economy with 

every lost productive day, and the mental and physical duress 

of humankind can be mitigated with the scientific innovation 

and standardization of processes.
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