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ABSTRACT The fast-paced growth in digitization of smart grid components enhances system observability
and remote-control capabilities through efficient communication. However, enhanced connectivity results in
heightened system vulnerability towards cybersecurity risks in the cyber-physical power system. Coordinated
cyber-attacks (CCA), when undetected, lead to system-wide impact in terms of large disturbances or
widespread outages. Detecting CCA in the cyber layer is critical to thwart cyber-attacks in real-time before the
attack impacts the physical system. The challenge of locating CCA stems from the complex grid dynamics,
making it difficult to distinguish between normal operational variations and cyber-attack impact. CCA often
employs multiple attack vectors targeting geographically distributed components, further complicating CCA
identification. Existing research in intrusion detection is primarily focused on the transmission network
and limited to detecting individual attacks. In this paper, a novel proactive DCA strategy is proposed for
early detection of CCA by establishing correlations among distinct attack events through model-based
reinforcement learning that utilizes abductive reasoning to conclude the attacker goal. The solution includes
understanding the system model, learning the system dynamics, and correlating individual cyber-attacks to
extract the attacker’s objective. The developed learning algorithm identifies the most probable attack path to
reach the attacker’s objective by predicting the next attack steps. A DNP3-based cyber-physical co-simulation
testbed is developed to test the proposed algorithm using the IEEE 13-node test feeder.

INDEX TERMS Abductive reasoning, coordinated attacks, cyberattacks, cyber-physical systems, cyberse-
curity, distribution systems, intrusion detection, model-based reinforcement learning, smart grid.

I. INTRODUCTION

THE traditional power grid has evolved into an increas-
ingly complex smart grid with the integration of a

physical grid and a coupled cyber system. This is facil-
itated by a highly interconnected communication system
to enhance remote monitoring and control of bi-directional
flow of power and information. With enhanced observability,
the system also becomes vulnerable due to an expansion
of the cyber-attack surface. The impact of a cyber-attack on
the distribution system can range from minor disturbances
in node voltage levels to cascading events leading to power
outages.

In recent times, cyber-attacks on the critical infrastructure
have become more frequent. Stuxnet (2010) [1], Shamoon
malware cyberattack (2012) [2], [3], and colonial pipeline
ransomware attack (2021) [4] are prominent examples. The
impact of the cyber-attack on the Ukrainian power grid

(2015) affected several substations and led to widespread
outages [5]. The impact of this attack confirmed that coor-
dinated cyber-attacks can severely damage the physical
grid. Cybersecurity concerns have been addressed through
research in the areas to detect cyber-attacks, prevent the
impact of an attack, and restore the system following the
attack.

Traditional measures for cybersecurity of the Supervisory
Control and Data Acquisition (SCADA) systems are focused
on information security such as firewalls, abnormal data
detection and encryption methods to ensure data security.
With increased adoption of distributed devices, numerous at
the grid edge, intrusion detection systems (IDS) are deployed
at centralized distribution management system and/or at dis-
tributed node levels. These IDS can be broadly categorized
to detect attacks in i) operational technologies (e.g., state
estimation attacks) [6], and ii) communication/ cyber system
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(e.g., communication layer congestion, data packets manipu-
lation) [7], [8].

IDS for distribution systems is an evolving research
area [9], [10]. Apart from the usual cyber network attacks
(e.g., sniffing, reconnaissance, and Denial of Service), power
distribution systems are prone to data integrity attacks such
as false data injection (FDI), packet modification, and replay
attacks [11]. Distribution systems operate at low-to-medium
voltage levels. Compared to individual cyber-attacks at the
distribution node level, multiple simultaneous attacks (attack-
ing multiple power components at the same time) [12] or
sequential attack schemes (attacking multiple power compo-
nents in a time sequence) [13] have the potential to cause
significant damage to the system. There has been consid-
erable detection effort in modeling and detecting stealth
deception attacks at the distribution systems with high dis-
tributed energy resources penetration [14].

Recent studies primarily focus on detecting individual
attacks which although provides an initial screening step,
cannot capture the underlying relationship between multiple
attacks in the system. A Coordinated Cyber-Attack (CCA) is
characterized by strategically curated multiple attack events
that can be effectively correlated, aiming for a higher attack
goal. It can be multiple attacks attempted at one compo-
nent or a strategic series of attacks on different components
for a specific goal. Hence, CCA has 3 main components:
i) multiple attack events at one/ multiple locations; ii) corre-
lation between attacks; and iii) ultimate attack goal. Lack of
a systematic methodology to identify the attack correlations
will fail to defend the system against multi-step coordinated
attacks. It is, therefore, critical to develop an approach for
intrusion prevention by extracting attack patterns to trace the
possible attack objectives based on correlations between the
generated cyber system alarms and corresponding physical
system behavior.

A coordinated attack detection system is developed at the
substation level by use of correlation indices to capture attack
patterns in the form of abnormal behavior, substation critical-
ity, and geographical location [15]. This method utilizes three
specific hard-wired relation features which will not be able to
detect attack sequences if it does not follow these relations.
Reference [16] proposed a method to mine attack patterns
using a decision tree based on temporal-topological corre-
lation between cyber-attack sequences and physical attack
events. However, the offline analysis will not be able to
detect and prevent coordinated attacks in real-time. A multi-
agent intrusion prevention system is formulated in [17]
against CCA in the distribution system. Attack correlation
is measured based on intrusion potential, criticality, and
vulnerability indices using a decentralized decision-making
consensus algorithm.

Learning-based algorithms have been studied to detect
cyber-attacks in a smart grid [18]. Integration of physical
measurements and cyber data is modeled as a data link in [19]
for detecting CCA in a cyber-power system (CPS), using
gradient boosting decision trees with principal component

analysis. Deep learning is used to detect coordinated FDI
attacks on distributed generation [20]; however, supervised
learning needs a high volume of relevant system data for
extensive training, which is usually lacking in the power
domain. Due to the limitation of data availability, multi-
ple studies have used reinforcement learning (RL) for CCA
detection. A multi-agent system correlates attacks and pre-
dicts the CCA target, after which Q-learning is used to
mitigate the attack [21]. Similarly, Q-learning is modified
to design an attacker-defender zero-sum game [22] to detect
the multistage attack sequence. A coordinated cyber-physical
topology attack is identified using deep Q-learning [23] to
provide the vulnerability measure of critical transmission
lines. The cyber-resiliency requirements for the DER-based
smart grid along with detailed intrusion detection method-
ologies are compared in [24] while recognizing the possible
cyber enhancement trajectories.

Although model-free methods have been used for intrusion
detection, the proposed model-based reinforcement learning
(MBRL) for attack detection is a new concept for the power
grid. There have been studies that use MBRL for power
system control applications [25], [26]. However, MBRL for
cybersecurity has not been fully explored.

Existing methods and algorithms for CCA detection
have significant contributions. However, there are some
limitations:

1) Present work on CCA, primarily focused on transmis-
sion networks, is not directly scalable to distribution
systems due to its distributed nature and low computa-
tional capability of field or edge devices.

2) Algorithms based on supervised learning components
require extensive training with a large, comprehensive
attack dataset which is sparsely available for CPS.

3) Detection strategies are methods to detect after the
cyber-attack has impacted the physical system layer
and is based on steady-state analysis of the system
measurements.

4) Limited studies for CCA detection include coupling of
both physical and cyber spaces to explicitly model the
communication system vulnerabilities. Correlation of
both spaces is crucial to establish the attack objective.

A. MOTIVATION
To address the aforementioned limitations, this paper aims to
i) learn and correlate the relationship between different attack
features to effectively detect the CCA goal, and ii) predict the
attack events path to achieve a specific goal in order to prevent
the CCA in the CPS environment.

In most studies, the dynamics of the power system are not
modelled in the methodology. The motive of the adversary
can be formulated as an attacker trying to find the unstable
operating region in the grid to maximize the impact on the
physical system. To understand the system behavior follow-
ing cyber-attacks, the dynamics of a power system need to
be incorporated to detect CCA and foresee the attacker’s
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path towards a specific goal. Dynamic security of the power
system has been ensured traditionally through data-based
approach, neural network-based learning, or defining stable
operating region via nomograms [27], [28].

In this paper, a MBRL solution is proposed to detect CCA
in the cyber layer. The scope of the work here is to develop
an integrated CCA detection model for the distribution grid
to learn the optimal policy of attack steps for identifying
CCA objective where the learning algorithm is guided by
the abductive reasoning criteria. The novelty of the proposed
DCA is the MBRL designed as the integrated model of
the environment and abductive reasoning based on power
system dynamics to achieve policy optimization. The reason-
ing conditions utilize the operational behavior of the grid,
providing an ‘‘intelligent’’ aspect to the detection strategy.
The key contributions of this paper can be summarized as
follows:

1) Intelligent IDS: The proposed detection system incorpo-
rates abductive reasoning criteria and dynamic simula-
tion of the physical system to conclude CCA objectives
and attack paths (Fig. 3C). Instead of solely relying on
interacting with the environment for detection policy
enhancement, both cyber layer alert information and
physical layer data are leveraged to correlate sequences
of attack events.

2) Distributed: The algorithm’s distributed architecture
ensures the system-level detection accuracy whilemin-
imizing the communication overhead by conducting
localized detection at the node level.

3) Real-time detection: While RL typically lacks an offline
mode, the proposed detection algorithm partitions it
into offline learning (Fig. 3B and 3C) and online
detection phases (Fig. 3D). This approach facilitates
fast and resource-efficient online detection at the node
level, beneficial for nodes with limited computational
capabilities.

4) Comprehensive CPS: A scalable CPS incorporating the
DNP3 communication protocol with the cyber system
designed to quantify potential impacts of cyber-attacks
and validate the proposed detection approach.

In the proposed algorithm, correlation between multiple
attempted attack events in the cyber layer together with its
intended physical impact serves as the basis for detecting the
attacker’s objective. This prevents any attack impact on the
physical layer along with preventing further attack steps in
the sequence by predicting them which makes it a proactive
and preventive detection strategy.

The rest of the paper is organized as follows: Section II pro-
vides the CPS, attack model, and problem formulation. The
design of the proposed MBRL solution based on abductive
reasoning and the algorithm implementation are discussed
in section III. The testbed setup developed at Virginia
Tech (VT) is presented in section IV along with simulation
results. Finally, section V provides the conclusion and future
improvements.

II. BACKGROUND
In this section, the CPS model for distribution systems is pre-
sented, followed by introduction to the attack threat model,
from the attacker’s perspective and the problem formulation.

A. CYBER-POWER SYSTEM MODEL
The proposed CPSmodel has a decentralized structure, where
each communication-capable node of the physical system,
i.e., distribution feeder, has a corresponding node cyber layer,
as shown in Fig. 1. The cyber layer is formed via the informa-
tion and communications technology (ICT) path to which the
physical layer component, e.g., the pole-top Feeder Remote
Terminal Units (FRTU), send measurement packets. The
ICT path is modeled as a D/D/m/Kfirst-in-first-out (FIFO)
queuing system, which is the fundamental communication
mechanism, where the arrival time and service time of the
data packets are deterministic (D). Every FRTU can hold K
packets arriving at α packets/sec to be processed by mservers
at a rate of β packets/sec [29]. The data from the node cyber
layer is shared with the other nodes through a DNP3-based
TCP/IP communication channel.

The measurement data packets are processed through
Local analysis module (IDS). The detected individual attacks
at the local level are sent to other nodes through DNP3-
based communication [30]. DNP3 communication protocol
is widely adopted for SCADA in the U.S. and beyond
for monitoring and remote-control of field devices. At the
node cyber layer, the measurement data packets after being
screened by the Level 1 IDS generate attack alerts. The
node measurements along with attack alerts are shared with
other nodes through the communication module. The DNP3
Master-Outstation architecture is used, where the DNP3 data
packets sent from outstations are received by the DNP3 mas-
ter through periodic data polling, and then broadcasted to all
other outstations.

B. ATTACK MODEL
Common cyber-attacks in the power grid such as FDI and
replay attacks are considered here. It is assumed that attack-
ers cannot directly access physical devices and have the
capability to gain access remotely to the cyber layer of the
communication-capable nodes. A series of attack events can
be initiated either through compromised node(s) or by inject-
ing false/modified data packets viaman-in-the-middle attacks
at the cyber layer. One or multiple adversaries can launch
continuous attacks (sequential attacks at every time step) and
irregular attacks (intermittent attacks at varying time steps) as
shown in Fig. 2. Measurement data types that can be attacked
in the CPS are given in Table 1.
Detection of the objective of a coordinated attack in the

cyber layer enables taking mitigation steps which includes
i) dropping attack data packets, ii) sending warning signals
to the power components type in the predicted attack path,
and iii) blocking of control command communication to the
predicted attack nodes based on the CCA detection algorithm.
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FIGURE 1. Cyber-physical distribution system model with DNP3 communication.

FIGURE 2. Considered attack types.

TABLE 1. Possible attack data types.

The attack model is designed from an attacker’s perspec-
tive as the goal is to detect and predict the attack objective
path. The intruder’s motive can range from minor generator
setpoint data tampering to cause load shedding to switching
attacks to disrupt electricity service. The attacker’s objective
for a certain sequence of attack events s at time t, Ao (st) ⊂
Ao. Note: Ao is not an exhaustive list of attacker’s intent list.
Based on the distribution grid topology and available power
components, Ao can have additional objectives for which cor-
responding reasoning conditions (discussed in Section III-C)

should be defined for the learning algorithm to recognize
the attack correlations. The CCA objective classification is
defined as the following:

Ao =



1, complete power system outage
2, loss of critical comp. {gen, load, line}

3, remote switching command injection
4, transformer tap tampering
5, islanding
6, instability due to data tampering
7, line overloading
0, inconclusive

(1)

C. PROBLEM FORMULATION
To detect and prevent the attack impact on the physical sys-
tem, the decentralized attack detection is formulated at the
local analysis module in the cyber layer. The focus of the
work is detecting CCA, which is designed as a systemwide
Level 2 IDS in the cyber layer. However, it requires alerts to
be generated by the Level 1 IDS upon detecting attempted
attacks at the local node level.

Level 1 IDS detects attacks such as FDI and replay attacks
at the node level. The cyber layer-based detection in [31]
is adopted and modified to detect attacks and generate the
attack alerts. This mechanism uses a combination of mes-
sage authentication code (MAC) and timestamp to detect
FDI and replay attacks, respectively. The measurement data
along with its timestamp, at the physical node layer, is passed
through a MAC algorithm to generate a unique MAC. The
data, timestamp, and MAC are then sent as a data packet. The
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intruder can attack data packets when it is sent over the cyber
layer. If the data packet is modified, the calculated MAC at
the cyber layer will not match the received MAC value and,
therefore, an FDI attack alert is triggered. Similarly, a replay
attack alert is created if the difference between the sent times-
tamp and the timestamp when data packet is received violates
a tolerance value.

Attack alert generated at the nodes is expressed as e ∈ R11,
and has the following features:
• Cyber attributes, CA (∈ R7): source IP (attacker), des-
tination IP (target node), attacker’s username, attack
power component ID, attack type, attack data (measure-
ment datatype), timestamp

• Physical attributes, PA (∈ R4): geographical location
criticality, connection to critical loads, attack component
type, connection status to the DERs

Detection based only on physical features such as the
physical impact or changes in the measurements and breaker
status provide relevant information for attack detection. How-
ever, this approach makes it a post-attack detection method
and not a preventive method. Therefore, information from
both cyber and physical domains are utilized in the proposed
methodology, where the attempted attack sequence at the
cyber layer is correlated with its simulated attack impact on
physical domain along with other features to extract attack
pattern. This information is further tested for the possibility of
coordinated cyber-attack objective and predicting the attack
trajectory.

At time t, there are 3 inputs to the Level 2 IDS of a node
cyber layer for CCA detection: i) Lloc: attack alerts generated
locally at the node from Level 1 IDS; ii) Lext: external alerts
that are generated locally at other nodes and communicated;
and iii) Lprev: the sequence of alerts stored from the previous
time window. Therefore, alerts available at time t are given
by:

Lt
avail = Lt

extUL
t
prevUL

t
loc (2)

Note: Lt
prev = Lt−1

ext U Lt−1
prevU Lt−1

loc . Based on Lt
avail over

a sliding time window, the Level 2 IDS detects CCA at
time t.

III. PROPOSED DCA ALGORITHM
A novel detection system designed for CCA is proposed to
identify the correlation between cyber-attacks as shown in
Fig. 3. The proposed strategy examines the discrete attack
alerts generated from cyber layer to infer attacker’s objective
in the power grid. This is important in detecting attacks
in the cyber layer before it affects the physical grid. The
DCA algorithm i.e., Level 2 IDS is divided into the learning
and online detection phases. After initial alert processing,
an abductive reasoning based MBRL is performed in the
learning phase. As the CCA detection in real-time is time-
sensitive, a learned detection model (LDM) is utilized as
opposed to complete real-time learning to reduce the com-
putational overhead.

FIGURE 3. Optimal CCA detection based on DCA algorithm.

A. ALERT PROCESSING
Based on the attack attempts at different nodes in the cyber
layer, a large volume of alerts may be generated at each time
step. Hence, the extraction of the relevant attack information
through alert processing includes alert clustering and tempo-
ral sequencing.

1) ALERT AGGREGATION AND CLUSTERING
Distributed alert aggregation ensures reduction in the com-
putational and communication burden of detection algorithm
through pre-processing alerts locally at the node level.
It includes two actions:
i) Removing redundant alerts, i.e., same attack instance in

Lprev U Lloc over the time window.
ii) Clustering alerts based on its cyber (CA) and physical

(PA) features except time stamp.
The Density-Based Spatial Clustering and Application

with Noise (DBSCAN) algorithm clusters the alerts and
identify outliers, without pre-defining the number of clusters
to be formed [32]. The IDS checks for similarities in the
generated attack alerts dataset, where the number of attack
clusters formed can vary between different time windows.
The cluster is formed as an area with higher density, measured
by examining if a point has MinPts (minimum number of
points to form a cluster) within eps radius. Every data point
P ∈ Dataset D, is tested to form an eps- neighborhood, given
as:

epsn(P) = {Q ∈ D|dist(P,Q) ≤ eps} (3)

To correlate the similarity between the points based on its
non-binary features, the distance function is formulated as the
cosine distance between two points P and Q, i.e.,

dist (P,Q) = 1− cosine similarity (P,Q)

= 1−
|P ∩ Q|
√
|P| |Q|

= 1−

∑k
i=1 Pi · Qi√∑k

i=1 P
2
i ·

√∑k
i=1Q

2
i

(4)

562 VOLUME 11, 2024



Sahani and Liu: Model-Based Detection of Coordinated Attacks (DCA) in Distribution Systems

The default MinPts value is three, i.e., at least three attack
alerts are required to establish similarity. The dataset D is
clustered into Cf clusters, where f is the number of clusters
formed, based on the following condition:

Clustering,Ct =


Cf (core point) ,

∣∣epsn (P)
∣∣ ≥ MinPts

Cf (border point) ,
∣∣epsn (P)

∣∣ < MinPts
Noise, otherwise

(5)

In case of a sophisticated attack (multi-step CCA by multi-
ple attackers), different attacker source IP addresses are in
play. However, other features will be able to cluster them
together as a preliminary step of the detection system. Hence,
DBSCAN is used to cluster similar attack events in other-
wise scattered and discrete alert log throughout different grid
components.

2) ALERT TEMPORAL SEQUENCING
The multi-step attack can be coherent when the temporal
relationship within the sequence of clustered attack events
from different nodes is established. After clustering at time
t, Ct

= {C1, C2, C3, . . . . . . , Cf}. If an earlier attack is a
preliminary step for a later attack, the consequence of the
earlier attack can reflect the existence of prerequisites for
the later attack. Hence, the temporal sequence of alerts in
each cluster is crucial to understand the attacker’s motive.
Nevertheless, a prerequisite is not considered as a mandatory
condition. Any attack sequence Sf in cluster Cf, occurring in
a temporal sequence of [t1 < t2 < t3 < . . . .. < tn], is defined as:

∀Cf ∈ Ct, Sf = [e1 < e2 < e3< . . . .. < en] (6)

where eb (1 ≤ b ≤ n) denotes the alert in cluster f, rep-
resented by a 11-tuple of cyber and physical attributes,
eCf
b = (CA7,PA4). The alert event sequence in Sf is arranged
chronologically based on the timestamp cyber attribute, such
that ei.time ≤ ej.time, (1 ≤ i ≤ j ≤ n). Every cluster will
have multiple attack sequences to be examined for a coor-
dinated attack attempt, and the attack sequence set for cluster
Cf is given as: AStCf

= {S1,S2, . . .,Sf}, where Sm ⊆ Sf,
(1 ≤ m ≤ f).

B. SYSTEM IMPACT QUANTIFICATION
Individual attacks are detected and alerts are generated at
the cyber layer through Level 1 IDS, so the impact of attack
attempt sequence is simulated. The system model is updated
with topological change at time step t, given by TPt =
{swcomp, loaddem}. The symbol swcomp ∈ {0,1} denotes the
switching status of all the system components, where comp
= {load, line, generator, transformer, capacitor, breaker}, and
loaddem is the real and reactive power demand of all the loads
at time t. The power system model is defined and updated as:

M (st,TPt) = IMind (7)

System impact indicators IMind, where ind ∈ (1,4),
are based on the dynamic simulation of attempted attack

FIGURE 4. Model-based RL component in DCA.

sequence using the power system dynamic simulator, defined
as:
i. Total loss of load, IM1 =

Ploss
Pdem
∈ (0, 1)

ii. Frequency deviation, IM2 =
1f
fnom

,where1f = |f-fnom|
iii. Status of components (switching), IM3 = swcomp

iv. Voltage deviation, IM4 =
|1U|
Unom

,where |1U| = |Ub-
Unom| ∀b ∈ bus

C. MODEL-BASED REINFORCEMENT LEARNING
The proposed MBRL is formulated to identify the attacker’s
objective, and tentative attack path for CCA, shown in Fig. 4.
The planning step provides a local solution over a subset of
all the states available through interacting with the learned
model. The RL learning agent stores a global solution in the
form of policy function for the complete state space through
interaction with the environment. The RL policy is improved
until it reaches one of the attacker’s objectives (final state) and
learns the optimal attack path to reach objective Ao, given Sf.
The MBRL formulation is defined as a three tuple <S,

A, r>, where S is the discrete state space (attack sequence),
A is the discrete action space (possible attacks on available
components) and r: S X A→ R is the reward function. The
objective of MBRL is to learn the optimal policy for CCA
detection and is defined as a tuple (∈ R2), i.e. <G> =

{Attacker’s objective Ao, Possible attack path Ap}. At t,
the RL agent observes the state of the environment st ∈ S,
which is the set of alert sequences in the clustered alerts at
time t. Based on the RL policy π to maximize the long-term
expected reward, the agent takes action at ∈ A, and receives
reward rt. RL agent aims to find an optimal policy π∗ where
the long-term expected reward is maximum, so the optimal
value for state s, where discount factor, γ ∈ (0, 1)is:

V
(
s,π∗

)
= max

a
{T

(
s, a, s′

)
∗

(
r (s, a)+ γV

(
s′, π∗

))
} (8)

where T(s,a,s’) is a transition probability function from state
s to next state s’. The reward for the state-action pair is given
as r (s, a) and V(s’) is the expected cumulative reward.

MBRL learns a model that can simulate the environment
dynamics, including the transition probabilities from one
state to the next. In this case, the next state is deterministi-
cally obtained through dynamic simulation to learn multiple
possible future trajectories to meet specific objectives. This
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allows estimation of the expected cumulative rewards and
optimization of the policy based on the observed determin-
istic dynamics.

The proposed DCA algorithm is modeled as an MBRL
formulation which is concerned with finding an optimal pol-
icy that maximizes the cumulative reward to identify the
attacker’s objective based on attempted attack sequence and
predict tentative optimal attack path to reach the terminal
state.

1) REWARD FUNCTION
The RL agent maximizes the attacker’s reward to capture the
attack intent and attack path. The reward for an attacker is
to cause maximum damage (Ploss) with less computational
effort (number of attack steps) to avoid detection and impact
the system. Hence, the reward for the agent is expressed as a
reward function rt(st, at):

rt =
Ploss
Pdem

+
1

nstep
+ robj (9)

where Ploss is the loss of load due to attack attempt, Pdem
is the real power demand, and nstep is the number of alerts
in the sequence. robj represents the reward obtained upon
reaching the attack objective, which is a very high value
upon satisfying the abductive reasoning condition and reach-
ing the terminal state. During intermediate state transitions,
robj = 0.

2) MODEL LEARNING
MBRL can perform efficiently when the model is learned
sufficiently well with high-dimensional observables to plan
and update the model with changes in power system dynam-
ics. The proposed algorithm uses model learning where
i) the interaction with the environment is simulated by
the power system dynamic simulator, and ii) the policy is
strengthened through abductive inference to identify Ao. The
model learning includes learning the state transitions for
specific objectives and the reward transitions to simulate
environment interaction (eqn. (10)). Following the plan-
ning step, the experience is updated to optimize the policy
function.

Model(s, a) =s′, r (10)

3) OPTIMAL ATTACK PATH PREDICTION THROUGH
PLANNING
The planning step is formulated to predict possible next attack
steps. Instead of random action trials to maximize the reward
function, the planning steps are guided via abductive reason-
ing to predict the attack likelihood path Ap.
The decision making in MBRL is guided by the abductive

reasoning criteria to reach a terminal state corresponding to
the identified attack objective and maximized reward func-
tion. The agent then selects actions that are expected to lead
to states and sequences of states that maximize the expected
cumulative reward, improving the policy.

a: ABDUCTIVE REASONING FOR CAUSE-EFFECT
CORRELATION
From the attacker’s viewpoint, the attack sequence is a set
of planning steps for a specific objective. Regardless of
the attacker’s level of system knowledge, the cause-effect
relation between attack alert sequence (cause) and sys-
tem impact (effect) establishes connection between different
attack attempts. To classify the attacker’s objective, a goal-
oriented backward reasoning technique, abductive reasoning,
is adopted to predict/ draw inference for a set of available
observations, based on the domain-specific logic. In this case,
considering the available attack alert sequence over the ana-
lyzed twindow, abductive reasoning provides a logically certain
conclusion. The following conditions (one or multiple) need
to hold true for specific attacker’s objective (mapped from
Eq. (1)) identification in an attack sequence:

• (IM1 = 1) ∧ (IM3 ∈ compload) H⇒ Ao (st) = 1 (11)

• ∃ei ≥ 3 such that (ei.compattack ∈ compcritical)

∨ (IM3 ∈ compcritical) H⇒ Ao (st) = 2 (12)

• ∀ei such that (ei . comp attack /∈ compcritical
)

∧ (IM3 /∈ comp critical ) H⇒ Ao (st) = 3 (13)

• ∀ei such that (ei . comp attack ∈ transftap
)

∧ (IM4 /∈ limit volt )⇒ Ao (st) = 4 (14)

• ∀ei such that ei. compattack ∈ (PCCsw ∨ line(a,b))

where ∀ line (a, b) such that
(
( node a∨ node b)⊆swgen=1

)
∧

((
IM2( node ∨ node b) /∈ limit freq

)
∨( system unstable )

)
H⇒ Ao (st ) = 5 (15)

• ∀ei such that
(
ei.compattackϵ compp-Q setpoint

)
∧ ((IM2 /∈ limitfreq ) ∨ (IM4 /∈ limitvolt ))⇒ Ao (st ) = 6

(16)

• ∀ei such that
(
ei.compattack ∈ comp_ dem )

∧ (IM2 < lower limitfreq
)
H⇒ Ao (st ) = 7 (17)

Based on the conditions given by Eq. (11)-(17), there can
be three possibilities regarding attacker’s objective:
i) Definite single attacker’s objective (Ao): optimal attack

path for the state st is reached and LDM is updated.
ii) Multiple objectives (⊆ Ao) are satisfied: the selected

objectives are examined through MBRL to predict opti-
mal attack path to reach the most likely Ao.

iii) No single objective is fully satisfied: reasoning index
utilized to find a subset of Ao to be examined.

In practice, the solution space of MBRL is reduced by use of
abductive reasoning to conclude attacker’s objective, greatly
diminishing the computational burden. Further, the proposed
reasoning index is used to narrow down the objective list Ao
when there is a lack of alert observations in the available
attempted attack sequence for a definitive objective conclu-
sion. This further enables prediction of future attack sequence
through faster learning.
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1) Reasoning index:
Definite Ao is only feasible if the attacker has tried
enough attack attempts by time t. However, incomplete
alert sequence needs to be further examined. The incom-
plete alert sequence is characterized by an index to quantify
the alert sequence approaching one or multiple Ao. This is an
improvement against usual RL where all the possible actions
are explored through value iteration before an optimal policy
is obtained. The reasoning index of attack sequence Sf for
objective condition x is expressed as RIxSf∈ [0, 1] and is
relative in nature:

RIxSf=
Cevt

Nevt
=


1, Attacker′s obj identified
> 0.5, Test Sf for obj x
< 0.5, Inconclusive : Ao (st)= 0

(18)

where, Nevt: total number of alert events in the sequence Sf,
and Cevt: number of alert events (≥ 3) satisfying condition x.
Note that at least 3 events in a sequence need to satisfy the
reasoning condition to establish an attack goal.

MBRL is formulated to attain a definite Ao through
multi-step lookahead of the future attack sequence to reach
the attacker’s likely objective. The DCA algorithm for learn-
ing the optimal policy to detect the CCA objective for a
clustered attack sequence is given as Algorithm 1.
The RL agent starts with the attempted attack sequence,

learns different attack path trajectories, and updates its policy
to maximize the expected reward.

Rπ∗ (st) = max
π∈5

Rπ (st) (19)

The RL agent learns over multiple episodes to predict the
most probable attack path updated through value iteration
until the iteration converges to the attack goal.

The proposed detection method is formulated to base its
decision on the available alerts and the predicted optimal
attack path. A failure to classify it to one of the categories
can be a result of individual attacks on different components
where the attack alerts are not correlated. The objective clas-
sification list is not exhaustive; new attack patterns that the
algorithm learns through intermediate learning process can
be used to expand the list of attacker’s objectives.

D. ONLINE DETECTION MODEL
For real-time CCA detection, the online learned detection
model is proposed to detect and predict CCA path as shown
in Fig. 3 The alerts received, Lt

avail, are processed in the Alert
Processing component for generating multiple alert temporal
sequences, so, which is then checked for CCA. The LDM
component checks the learned optimal policy for CCA detec-
tion. In case a new/ partial attack sequence is encountered,
the state so is sent to the learning phase for learning the new
state, updating the policy and the LDM.

E. ANALYSIS OF CONVERGENCE
The value function is a contraction mapping and by using
the Banach fixed-point theorem, MBRL with value iteration

Algorithm 1MBRL (s, IMind)
1: Initialization
2: Initialize V(s,a), M(s,a), and learning parameters
3: Select possible Ao
4: Check Abductive Reasoning conditions for Ao
5: if len (Ao) = 1→ Definite Ao then
6: Compute r and Update LDM (s, Ao, r)
7: break
8: if length (Ao) = 0→ No single Ao then
9: calculate RIx for s and list of possible Ao
10: else→Multiple Ao
11: list of Ao satisfied
12: end if
13: Define the possible action set A for attacker

objective Ao
14: for each episode do
15: for each Learning step do
16: State S← available state s
17: Attack path P← [S]
18: Acting: Take action a ∈ A, receive reward r

and next state s’
19: Update value function using eqn. (8):

V(s,a)← max
a
← {r (s, a)+ γV

(
s′, π∗

)
)

20: Model Learning: Update Model (s,a)← s’, r
21: for N Planning step do
22: s, a← previously observed (s, a)
23: s’, r←Model (s,a)
24: Update V(s,a)←max

a
←{r (s, a)+γV

(
s′, π∗

)
)

25: end for
26: S← next state s’
27: Update possible actions A← A - a
28: if selected Ao is reached then break
29: end if
30: Attack path P← Append S
31: end for
32: Optimal path list← Attack path P
33: Select the attack path P from Optimal path list with

highest r using eqn. (19)
34: end for

will converge to the optimal policy. The following conditions
ensure the convergence:

1. Finite state and action spaces
2. Deterministic transition dynamics of the system model

are known and updated through dynamic simulation
3. Each alert sequence to be examined consists of at least 3

temporally sequenced attack events.

Contraction mapping is shown by the distance between Vi(s)
and Vi+1(s), which is less than or equal to a constant k times
the distance between Vi−1(s) and Vi(s) for any state s, where
k < 1.

|Vi+1( s)− Vi( s)|

=| max
a

{∑
s′
T(s, a, s′) ∗

(
R

(
s, a, s′

)
+ γVi

(
s′
))}

−max
a

{∑
s′
T

(
s, a, s′

)
∗

(
R

(
s, a, s′

)
γVi−1

(
s′
))}
|

≤ max
a

{∑
s′
T

(
s, a, s′

)
∗

∣∣γ Vi
(
s′
)
− γVi−1

(
s′
)∣∣}

(20)
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FIGURE 5. IEEE 13-node feeder with added DERs.

Using the sum of transition probabilities for state s and action
a is equal to one:

|Vi+1(s)− Vi(s)| ≤ γ ∗ k ∗ |Vi (s)− Vi−1 (s) |

One can find a constant k < 1 by taking the maximum of
the sum of transition probabilities times the distance between
the value functions over all states and actions.

IV. SIMULATION AND RESULTS
A. VT CPS TESTBED
There is limited availability of cyber-physical data in a dis-
tribution network pertaining to cybersecurity concerns. This
includes measurements from feeder nodes (such as voltages,
currents, switch status, and power) and alert information from
the cyber system. Hence, a realistic testbed with physical-
cyber-communication module is developed at VT to simulate
and study attack impacts and test DCA.

The IEEE 13-node test feeder is modified to include DERs
and is used as a microgrid test system, shown in Fig. 5. All
components in the system have remote-control capabilities
and the microgrid is operating in an islanded mode. Based on
the placement of critical components (Loads: 670, 671, 675;
Lines: 632-645, 671-680, 671-684; Generators: DG_633,
DG_680, PV), the network is divided into different areas
of criticality (physical attribute) with Criticality:1 being the
most critical.

The attack training dataset is generated through mimicking
the attacker’s behavior by initiating multiple attacks (both
continuous and irregular attacks) at the cyber layer. These
attacks on the system components are done both randomly
and in a strategically curated fashion. The Level 1 IDS
at the cyber layer of developed CPS generates the times-
tamped attack alerts. For the offline Learning phase to learn
the optimal policy, the generated attack alerts of all the
nodes over a time window (Lt

avail) is assessed by the pro-
posed learning-based detection method to correlate multiple
attempted attacks and learn attack paths to achieve specific
attack objective. The feeder is the environment for MBRL

FIGURE 6. Cyber-power system simulation setup for DCA.

component in DCA. The time step of the power system
dynamic simulation, 1t = 0.01 s. The simulation time win-
dow (twin) is 1s and the sliding window size is 0.1s. For
real-time detection, the developed co-simulation platform
includes a power distribution system with static and dynamic
system models, implemented in DIgSILENT Powerfactory,
and the cyber layer in MATLAB Simulink. Real-time data
exchange is through Matrikon OPC server with DNP3 com-
munication modeled in Triangle Microworks DTM software
and Python programming is used to model RL agent to detect
CCA. The interaction among these software components for
CPS is shown in Fig. 6. The snapshot of the test simulation
setup in DTM software for online detection of CCA is shown
in Fig. 7. DNP Master periodically polls measurement data
from all node Outstations during normal operation. At the
cyber layer, data packets are examined, and individual attack
alerts are generated and displayed in ‘‘Attack Alerts !.’’ For
a twin, the DCA algorithm detects attacker objective and
predicts possible attack path as shown in ‘‘CCA Detection
Report.’’ The attack packets are dropped, and warning signals
are sent to the predicted attack components type. In Fig. 7.,
based on the first three attack alerts, the Optimal Attack Path
is predicted to be a DER, warning signals (shown as blue box)
are sent to all the DERs present in the system, prior to the
occurrence of other attack alerts shown.

To validate the proposed algorithm, two CCA scenarios
(Table 2 ) are tested on the CPS testbed to show the variation
in attacker’s attack objective and efficient detection results.

1) SCENARIO 1: MULTI-STAGE CONTINUOUS ATTACK
A total of 56 individual alerts are generated in the first twin,
Twin−1 (t0-t1). 7 alerts are clustered in Alert processing: [ta1,
ta2, ta5, ta6, ta9, ta10, ta12], shown in Fig. 8, as they are
attempted by the same attacker (cyber attribute: Source IP).
Based on the available clustered alert sequence at Twin−1
and the system impact quantification, MBRL limits its action
set defined by abductive reasoning to check cause-effect
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FIGURE 7. Virginia Tech Cybersecurity Testbed for IEEE 13-node test feeder.

TABLE 2. Attempted attack event sequence of test scenarios.

correlation for specific objectives ⊂ Ao. The optimal RL
policy detects that the attacker’s objective is to disconnect
critical components (Ao = 2) and with disconnection of one
single critical component, i.e., Ap: DG_633 (less number of
steps from attacker), the attacker’s reward is the maximum.
However, as there is more attack alert information available
in the next sliding time window t0.1-t1.1, i.e., Twin−2, the
new clustered attack sequence: [ta6, ta9, ta10, ta12, ta13, ta14,
ta17, ta18] is examined. From the learned optimal policy, the
attacker is trying to create a complete power system outage

FIGURE 8. Detection result of Scenario 1.

(Ao = 1). The objective identification is based on available
attack alerts, so as there are more evidence over sliding
time windows, the DCA learns the optimal policy to con-
clude attacker’s objective. The system impact quantification
through dynamic simulation of the attempted attack sequence
in the cyber layer is shown in Figs. 9(a) and 9(b). As CCA is
detected at the cyber layer preventing physical system impact,
Figs. 9(c) and 9(d) show that the system frequency and node
voltages are maintained within acceptable operational limits.

2) SCENARIO 2: MULTI-STAGE IRREGULAR ATTACK
This scenario shows the DCA efficiency and attack path
prediction for discontinuous attacks over multiple time win-
dows. In Twin−1, the attack alerts: [ta2, ta4, ta9, ta13, ta14] are
clustered together out of 48 individual alerts based on the
geographical location criticality (physical attribute). Based
on available alerts and its probable impact quantification
through dynamic simulations, through reasoning-based plan-
ning steps, MBRL learns the attack path. The learned optimal
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FIGURE 9. Impact on power system: (a) - (b) DCA algorithm’s
Simulated Scenario 1 with predicted Ap to visualize impact on
the voltage and system frequency in Level 2 IDS, and
(c) - (d) Actual impact on the power grid after Scenario 1 is
detected in the cyber layer.

FIGURE 10. Detection result of Scenario 2.

policy detects the attacker’s objective to be islanding (Ao =

5), shown in Fig. 10. Optimal path Ap prediction for maxi-
mum reward, i.e., multiple islands with maximum loss of load
are by remote switching one component, i.e., Line 671-680.
This will result in two islands: Island 1 (Node 633 and Node
634 where Load 634 demand is met by DG_633) and Island 2
(Node 680 with DERs present). As the sliding time window
clusters additional attempted attacks, the sequence of events
does not have a definitive conclusion (Ao = 0) over Twin−2
- Twin−6. The alert database is a memory for multiple time
windows. In Twin−7, with clustered attack alerts: [ta13, ta14,
ta18, ta22, ta27], the attempted attack alert is ta27 which was the
predicted attack path fromTwin−1. Hence, the DCA algorithm
learns the policy over multiple time windows and correlates
the attacker’s objective.

FIGURE 11. Average learning curve of MBRL agent with
20 planning steps (N).

TABLE 3. CCA detection performance.

B. LEARNING CURVES IN DCA
The DCA algorithm aims to trace the most probable attack
path Ap from the attacker’s perspective, given an attack
sequence. The planning component in theMBRL is guided by
abductive reasoning to reach the terminal state (objective Ao)
in fewer learning steps for faster learning. For a fixed number
of planning stepN, Fig. 11 shows the number of learning steps
in each episode taken by the RL agent. It is averaged over
20 runs of the same attack data and is tested with and without
abductive reasoning. With abductive reasoning, the planning
agent took about 5 episodes to attain optimal performance
with a smaller number of learning steps. The agent took
20 episodes to reach the optimal policy without reasoning as
it had to go through a much larger action set.

C. ONLINE DETECTION PERFORMANCE
The CCA online detection involves clustering the alerts and
checking each available alert sequence against the LDM for
learned attack paths. In absence of an already learnt attack
path, the attack sequence goes through the learning phase and
the detection performance is impacted. Table 3 summarizes
the online detection performance of the DCA algorithm. Dif-
ferent attack sequences are tested over multiple timewindows
to attain the average detection time. In case of the same
system configuration over sliding time windows, if the attack
sequence to be tested is already learnt, the online detection
model goes through only LDM which takes ∼0.042 sec
to detect. In case of a new/ partial learnt attack sequence,
the attempted attack sequences are sent to the MBRL-based
learning where the agent will trace the amount of known
information through its value function update and learn the
attack sequence impact from that state. It then goes through
the planning phase ofMBRL to predict an optimal attack path
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and update its policy. The new/ partial learnt attack sequence
takes ∼0.089 sec to detect CCA. This implies that before
the next time window, the algorithm can detect the CCA
efficiently provided the system configuration is unchanged.
However, with an altered system configuration, it takes well
above the moving window size to learn the optimal policy
for detecting CCA. If the changed system configuration is
part of LDM, the attack sequence can be tested to detect an
attack objective in ∼0.056 s. Therefore, extensive learning
with different system configurations in offline mode provides
LDM with policy that can be improved further during online
detection.

V. CONCLUSION
The proposed IDS depends on both the cyber layer alert
information and physical layer data to correlate the sequence
of attack events in the cyber layer. It extracts the physical
component target and analyzes the probable system impact,
so irrespective of the type of distinct initial attack, the
algorithm is adequate to detect the attack objective and pre-
dict the attack path in real-time. This can provide operators
with evidence to take action to stop future attacks. This
proposed strategy focuses on interpretable decision-making
as the cause-effect correlation is considered in MBRL to
detect CCA, instead of learning the model as a black
box. MBRL enhances interpretability by explicitly modeling
environment dynamics, enabling simulation and planning,
providing traceability of decisions, and transparency in learn-
ing updates. These aspects aid in understanding and justifying
decision-making processes in identifying the CCA objective.
Scalability is ensured through updating the considered power
system model to update the changes in system states. How-
ever, with very large networks, the time for learning process
increases.

In online detection, when the LDMencounters a new attack
sequence, it goes through the Learning phase, thus increasing
the detection time which can result in substantial delays in
larger networks. Future work is needed to address this issue,
along with algorithm enhancement to consider contaminated
state measurements. The online detection phase utilized a
learned detection model which works like a look-up table
that has the state action mapping for different state transi-
tions. The quantification of the memory overhead for the
DCA algorithm requires hardware-in-the-loop testing. DCA
is dependent on the availability of grid information such as
grid topological data, measurement data, and cyber layer
information. Dealing with the limited availability of such
real-time information in the distribution system is a hurdle
to be overcome.
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