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Online and Offline Identification of False Data
Injection Attacks in Battery Sensors Using a
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Abstract The cells in battery energy storage systems are monitored, protected, and controlled by battery management systems
whose sensors are susceptible to cyberattacks. False data injection attacks (FDIAs) targeting batteries’ voltage sensors affect cell
protection functions and the estimation of critical battery states like the state of charge (SoC). Inaccurate SoC estimation could
result in battery overcharging and over discharging, which can have disastrous consequences on grid operations. This paper pro-
poses a three-pronged online and offline method to detect, identify, and classify FDIAs corrupting the voltage sensors of a bat-
tery stack. To accurately model the dynamics of the series-connected cells a single particle model is used and to estimate the
SoC, the unscented Kalman filter is employed. FDIA detection, identification, and classification was accomplished using a tuned
cumulative sum (CUSUM) algorithm, which was compared with a baseline method, the chi-squared error detector. Online simu-
lations and offline batch simulations were performed to determine the effectiveness of the proposed approach. Throughout the
batch simulations, the CUSUM algorithm detected attacks, with no false positives, in 99.83% of cases, identified the corrupted
sensor in 97% of cases, and determined if the attack was positively or negatively biased in 97% of cases.

Index Terms—anomaly detection, anomaly identification, chi-squared, concentration model, cumulative sum, false data injection attacks,

single particle model, smart grid.

1. INTRODUCTION!

S energy demands increase, the integration of grid-scale

battery energy storage systems (BESSs) is necessary for
anumber of grid functions [1], [2]. BESSs are equipped with
battery management systems (BMSs) to collect sensor meas-
urements, estimate states, ensure operation within safe lim-
its, and balance cell voltages within stacks [3]- [7]. The safe
operation of battery packs depends on accurate state of
charge (SoC) estimation, otherwise batteries could over-
charge or over discharge, which could lead to severe conse-
quences like thermal runaway or rapidly degrading battery
cells [3], [8] - [13]. Modern BMSs may utilize communica-
tion technologies, cloud-based systems, and the internet-of-
things [14], making them susceptible to cyberattacks that
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could damage cells or disrupt operation.

Common cyberattacks targeting cyber-physical systems
(CPSs) include denial of service (DoS) attacks, replay at-
tacks, and deception attacks [15]. DoS attacks and replay at-
tacks are simpler to detect than deception attacks. Missing
sensor data caused by DoS attacks would be trivial to detect
by data-driven or residual-based methods. Replay attacks
like those identified in the Stuxnet malware [16] are well
suited for physical processes that operate in steady state.
Most BESS applications, however, are based on the response
to grid conditions, which are inherently variable, thus mak-
ing stealthy replay attacks hard to implement.

On the other hand, data deception attacks like false data
injection attacks (FDIAs) are harder to detect, as small
changes in sensor readings could be missed by traditional

describes objective technical results and analysis. Any subjective views or
opinions that might be expressed in the paper do not necessarily represent
the views of the U.S. Department of Energy or the United States Govern-
ment.

V. A. O’Brien is with the Electric Grid Security & Communications
group, Sandia National Laboratories, Albuquerque, NM, 87185 USA (e-
mail: vaobrie@sandia.gov).

V. S. Rao is with the Department of Electrical & Computer Engineering,
Texas Tech University, Lubbock, TX 79409 USA. (e-mail: vit-
tal.rao@ttu.edu).

R. D. Trevizan is with the Energy Storage Technology & Systems group,
Sandia National Laboratories, Albuquerque, NM, 87185 USA (e-mail:
rdtrevi@sandia.gov).



bad data detection mechanisms.

Failing to detect FDIAs injected into sensors could result
in incorrect BMS operation, including inaccurate SoC esti-
mation and malfunction of safety functions [3], [12]. In [17],
the authors assert that FDIAs are the most common class of
threats targeting smart grids. Unlike many other cyberattacks
which fall into a single category, FDIA integrity attacks can
be launched as physical-based attacks, cyber-based attacks,
communication-based attacks, and network-based attacks
[17]; resulting in a wide attack surface to launch FDIAs.
FDIAs may be stealthy or model agnostic. Launching
stealthy FDIAs requires knowledge of the system’s configu-
ration, dynamics, and simultaneous sensor attacks, making
stealthy FDIAs expensive [18], [19]. Local system
knowledge for multiple parameters is used in [19] to inject
FDIAs into BESSs in smart distribution networks and to
evade typical detection mechanisms. Alternatively, small-
magnitude, model agnostic FDIAs are more likely to be
launched and can be hard to detect. Therefore, model agnos-
tic FDIAs were studied in this paper.

Detecting FDIAs requires model-based statistical methods
[20] - [22], or data-driven methods that solely use system
measurements to flag anomalies [23] - [25]. Machine learn-
ing (ML) methods [23] - [25] have been successful in detect-
ing anomalies but rely heavily on training datasets [25]. In
[23] the authors used a convolutional neural network trained
with 400 simulated datasets to detect abnormalities in battery
systems. Simulated data could be subject to biases and there
is limited data for grid tied BESSs, so ML methods may have
limitations in their accuracy. Model-based detection methods
postprocess test statistics to detect attacks in the system;
some methods for postprocessing test statistics are recursive
summations and the chi-squared test (x?). In[26] the authors
used a recursive sum to detect FDIAs in CPSs. As discussed
in [20], the y? test failed to detect stealthy integrity attacks
in CPSs. The y? test was applied in [27] to detect outliers in
battery measurements during state estimation but flagged
multiple false positives. While the y?test is a popular choice
for bad data detection, its main drawback is its false positive
rate which is correlated with its confidence level. On the
other hand, many recursive summation methods, like the cu-
mulative sum (CUSUM) algorithm, can be tuned to a false
positive rate of 0%.

When utilizing model-based detectors, accurate CPS mod-
eling is essential for calculating small residuals and minimiz-
ing false positives. Model errors can introduce biases in the
estimates [28], consequently, using low-fidelity models and
methods to detect changes in the mean of random variables
can cause false positives. Battery modeling is typically done
using equivalent circuit models (ECMs) [30] - [33] or con-
centration models [30], [34] - [36]. Concentration models are
more complex, requiring more parameters and equations
than ECMs, but concentration models can outperform ECMs
across long time horizons [30]. Common concentration mod-
els include the single particle model (SPM), the pseudo two-
dimensional model, and the polynomial porous electrode
model [35]. In this paper, a SPM is considered, as it is the

simplest concentration model in terms of the required num-
ber of equations and parameters, and despite their ad-
vantages, SPMs have not been used for FDIA detection [27],
[29], [31], [32], [37].

In the method proposed in this paper, the battery model is
used to estimate states, measurements, and test statistics
which are postprocessed for FDIA detection. The state vari-
ables of the SPM include the average concentration of the
anode and cathode, and the SoC. The SPM is nonlinear;
hence, a nonlinear estimator is needed. Common nonlinear
state estimation methods applied to battery systems are the
extended Kalman filter (EKF) [3], [33] and the unscented
Kalman filter (UKF) [37], [38]. EKFs require the calculation
of a Jacobian matrix, which can be challenging in systems
with nonlinear algebraic equations. Additionally, EKFs in-
troduce errors in the state estimates by assuming the ex-
pected value of a nonlinear function is equivalent to the non-
linear function applied to a point estimate of the system esti-
mates, and by neglecting the nonlinear terms of the Taylor
series expansion of state transition and output functions [38].
Whereas UKFs represent systems with a collection of sigma
points (SPs) that capture nonlinearities more accurately than
linear approximations, making them more accurate for state
estimation [37], [39]. Variations of EKFs and UKFs have
been applied to battery systems to estimate the SoC, model
parameters, and state variables [8], [32], [36], [39] - [41]. In
this paper a UKF was selected as the estimator.

Estimation algorithms can be repurposed to detect anom-
alies in sensor data, including those caused by cyberattacks
and faults [33]. Model-based detection approaches typically
compare sensor readings, such as cell and stack voltages, to
the predicted values by state estimation algorithms based on
battery models. Large differences between the sensor reading
and the prediction indicates abnormal system behavior. Bat-
tery SoC estimation is negatively impacted by measurement
errors and analysis of the residuals is important for safety and
security [43]. Attack-resilient state estimators and feedback
control methods have also been proposed to secure CPS [44].
Offline, variable-magnitude FDIA detection was achieved
via model-based detectors; however, identifying the compro-
mised sensors was not possible [31], [32], [37]. In [32], Liu
and He used a residual-based method to identify if faults
were in the current or voltage sensors, but not much work has
been done for FDIA identification. Identifying compromised
battery sensors is important for the isolation and mitigation
of cyberattacks and can improve system resilience.

We propose a FDIA detection, identification, and classifi-
cation method by combining the SPM, UKF, and CUSUM
algorithm. A non-segmented SPM battery model, modified
from [34], was used to represent a stack of N series-con-
nected batteries. A UKF provided estimations of the system
states and produced residuals of the system outputs. A tuned
CUSUM algorithm processed the residuals obtained by the
UKEF to detect, identify, and classify FDIAs in the voltage
sensors. The results from the CUSUM algorithm were then
compared to the y? test, which was used as a baseline. The
detection methods were performed offline and online using
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Fig. 1. Framework for FDIA detection in battery stacks.

MATLAB/Simulink. A description of the FDIA detection al-
gorithm is given in Algorithm 1 and a block diagram of the
process is given in Fig. 1.

Algorithm 1: Model-Based Approach for FDIA Detection

Input: Measurement a priori residual data
Output: FDIA detection, identification, and classification flags
1. Use SPM to represent battery stack dynamics.
2. Use UKF to estimate states, measurements, and to calculate a
priori measurement residual.
3. Runa priori residual data through CUSUM algorithm for
FDIA detection, identification, and classification.
4. Continuously monitor battery stack for FDIAs; detection,
identification, and classification flags are triggered upon
FDIA injection.

phase concentration is represented by a second-order poly-
nomial [35]. Since only one charge/discharge cycle is con-
sidered, battery degradation is negligible in this application.
Therefore, the solid electrolyte interphase growth side reac-
tion is disregarded to simplify the model. Table I gives the
set of differential equations that were simplified from a set
of differential and algebraic equations [34] used to model the
cells and the parameter nomenclature was adopted from [35],
[36].
TABLEI
SPM GOVERNING EQUATIONS FOR ELECTRODE J OF CELL H

Continuous System Model

The contributions of the proposed method are:

1) The application of the three-pronged method (utilizing a
SPM, UKF, and tuned CUSUM algorithm) for detection
of FDIAs in the voltage sensors of battery stacks.

2) Identification of the corrupted voltage sensors in the se-
ries-connected battery stack by employing the CUSUM
algorithm.

3) FDIA bias classification using the CUSUM algorithm.

4) The implementation of the proposed approach in online
and offline simulations.

The remainder of the paper is organized as follows. Sec-
tion II gives the equations of the concentration-based model.
The UKF estimator, which is used to estimate the states and
measurements of each cell, is presented in Section III. The
FDIA setup and the FDIA detection mechanisms are pre-
sented in Section IV. Section V includes case studies that
were used to determine the effectiveness of the proposed
method for detecting, identifying, and classifying FDIAs.
Section VI. presents the results of the case studies and con-
clusions and future work are included in Section VII.

II. SINGLE PARTICLE BATTERY MODEL

Concentration models are used to describe the behavior of
Li-ion battery cells [30], [34] - [36]; the SPM is derived from
principles of the electrochemical reactions that occur during
battery charge and discharge. In SPMs, each electrode is rep-
resented as a single spherical particle [30], in this case with-
out any particle segmentation, whose area represents the “ac-
tive area of the solid phase in the porous electrode” while
neglecting the effects of the solution phase [35]. When sim-
plifying the model from a spherical coordinate system to a
parabolic profile to eliminate the spatial variable, the solid
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IITI. UNSCENTED KALMAN FILTER FOR STATE ESTIMATION

The UKF performs prediction and correction recursively.
To handle nonlinearities in the functions, the UKF samples a
minimum collection of SPs to represent the probability den-
sity of the function. Then the Unscented Transform (UT) is
applied to the SPs, and the transformed SPs are used in the
correction step of the UKF. Utilizing SPs and the UT allows



for an accurate estimator, since the SPs represent the full
probability density of the function. The UKF is a well-estab-
lished state estimation method, and the standard UKF equa-
tions are given in Table 2. For more information regarding
the UKF’s derivation and equations, [37] - [39] are sug-
gested.

TABLE II
STANDARD UKF EQUATIONS

System Model

x[k + 1] = f(x[k], u[k], w[k])
ylk] = g(x[k], ulk], e[k])
wlk]~ N (0,Q), e[k]~ N(0,R)

Initialization and Weights Calculation

£[0]0] = E[x[0]]
P[0]0] = P[0]

0 —
Wik + 1|k] =3
W2k + 1|k] = W2k + 1]k] + (1 — a? + b)
Wilk +1lk] = Wilk + 1|k] =
A=a’(n+x)—n

2(n+ 1)

State Prediction

2k + 1|k] = A%[k|k] + Bu[k]
Pk + 1]k] = AP[k|K]AT + Q[k]

Sigma Points

Xolk + 11k] = 2[k + 1]k]
X[k + 11k] = ®[k + 1]k] + (J(n + Pk + 1|k])_
Xiwnlle + 1]k] = [k + 1]k] — (1/(n + )P[k + 1|k])

i

Correction

2n
glk+10k) = )" W gCXilk + 11kl ulk])

P lk + 1]k] = Zzn WGk + 11k] — 2k + 1]K])
i=0
. {9 [k + 11k], ulk]) — plk + 1]E]}"
Pyl + 1]K] = Zzowci(g(xi[k + 1K), u[k]) — §lk + 1]K])
{g (X [k + 11k], ulk]) — P[k + 1|k]}"
S[k + 1] = B, [k + 1|k] + R[k + 1]
Klk+1] = Py[k + 1]k] - S7' [k + 1]
2k + 1|k + 1] = 2[k + 1|k] + K[k + 1] - (/[k + 1] — Pk + 1]k])
Plk+ 1|k + 1] = P[k + 1|k] — K[k + 1]S[k + 1]K"[k + 1]

Residual

z[k|k — 1] = y[k] — Jlklk — 1]

The UKF has parameters that can be tuned to suit the sys-
tem and the authors have considered the standard parameters
described in [39] in this paper. The number of states (n) is
dependent on the number of batteries in the stack, as each
battery has two states (the anode and cathode average con-
centration for each cell).

IV. DETECTION OF FDIA IN BATTERY STACKS

This section discusses the FDIA formulation and the FDIA
detection mechanisms. The y? error detector and a normal-
ized innovation-based error identifier were used as a bench-
mark for comparison against the CUSUM algorithm. The
CUSUM algorithm is a versatile detector that was applied for
FDIA detection in multiple ECMs [31], [32], [37].

A. False Data Injection Attack Model

FDIAs are bias attacks, which are constant values added
to the voltage sensor data that persists over the charge/dis-
charge cycle. It is possible for the attack to be injected at any

time in the charge/discharge cycle.
Ya =¥ +by, @
where Ay, is a small-magnitude positive or negative attack

vector added to the measurement vector (y), yielding the ma-
nipulated measurement vector (y,).

B. Chi-Squared Error Detector

Data integrity can be verified by comparing the estimated
and measured system outputs. Because it is assumed that the
measurements and state transition process are corrupted by
additive zero-mean Gaussian noise with known covariance,
the innovation and residuals of the estimation also follow a
Gaussian distribution with zero-mean and known covari-
ance. Since the square of the normalized Gaussian random
variable follows a y? distribution, the y? test assesses the
goodness of fit of estimated data [45], [46].

In this statistical test, the null hypothesis states that the re-
sidual data follows a y? distribution with v degrees of free-
dom, while the alternative hypothesis suggests the opposite.
Measurements corrupted by non-zero disturbances, such as
FDIA, are likely to introduce a bias in the residuals, which
violates the assumption of zero-mean residual data, thus
causing the null hypothesis to be rejected. To perform the y?
test, it is necessary to obtain the y? score, g[k], based on the
squares of the normalized residuals:

glk] = z[k|k — 11"S[k] *z[k|k — 1], (2)

Since the additive noise is assumed to be Gaussian, g[k]
follows a y? distribution with v degrees of freedom. An ar-
bitrarily defined threshold €2 is used for the statistical test
based on the y? distribution and confidence level ;. ¢; de-
fines the tradeoff between error detection sensitivity and tol-
erance for false positives. The expected rate of false positives
is1—c.

C. Normalized Innovation-Based Error Identification

After the y? test detects an error, the innovations are ana-
lyzed to identify a candidate source of error. Inspired by the
Largest Normalized Residual Test used in power system
state estimation [46], a normalized innovation error identifi-
cation approach can be applied. The hypothesis is that the
largest normalized innovations should be associated with
non-Gaussian errors and are good candidates for error
sources. The vector of normalized innovations (z,,[k]) is de-
fined as

zp[k] = Sy[k]~Y?2[k|k — 1], 3)

where S;[k] is a diagonal matrix containing the main diago-
nal elements of S[k], used to obtain the standard deviations
of the innovations vector.
Two rules are devised to identify the corrupted sensors. First,
all sensors whose absolute value of normalized innovations
exceed a threshold |z, [k]| > C, are flagged as corrupt. If
no sensor is flagged in this step, the sensor with the largest
absolute normalized innovation is flagged.
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Fig. 2. The proposed CUSUM algorithm could be applied to detect, identify, and classify additive FDIAs targeting the battery voltage sensors.

D.CUSUM Algorithm

The additive FDIA model is expected to change the aver-
age value of the measurement residuals, which the CUSUM
algorithm is well-suited to detect. In broad terms, the
CUSUM method recursively performs a regularized sum of
the measurement residuals to determine if the sample mean
of the residuals stays close to zero (normal case) or if it drifts
from the expected mean, indicating an FDIA. Thresholds are
implemented by defining an upper (UCL) and a lower (LCL)
control limit as

UCL = hoy, “4)
LCL = —hoy, (5)

where h is a tunable parameter controlling the boundaries’
width and o;; is the estimated population standard deviation:
AsS
=3 (6)
3
where § is the mean of the sample standard deviations for the

first m samples, and A5 is a correction term taken from the
Table of Control Chart Constants [48].

To detect both increasing and decreasing residual means,
the CUSUM algorithm is implemented with two recursive
cumulative sums: a high sum (SH) and a low sum (SL).
SHy € [0,00) and SL, € (—o0,0] are initialized to zero and
are then updated for each sample k > 1.

SH, = max (0,2, — u — yo; + SHy,_;) (7

Oz

SL, = min (0,2, — u + yo; + SLr_1) (®)
where Zj, is the mean of the residual (z) for sample k, p is the

population mean which is expected to be zero for residual
data, and y limits the correction term. The inputs to the

CUSUM algorithm are moving averages of z[k | k — 1] with
a window size of Nggm,. An FDIA is detected when the val-
ues of SH or SL exceed the UCL or LCL, respectively.

The parameters of the CUSUM algorithm are typically
tuned experimentally. References [30], [31], [48] present the
CUSUM tuning in more detail. The value of h was tuned ex-
perimentally to eliminate false positives. A flowchart de-
scribing how the CUSUM algorithm can be used for FDIA
detection, identification, and classification is given in Fig. 2.

V.CASE STUDIES

This section presents the case studies used to test the
CUSUM algorithm’s ability to detect, identify, and classify
FDIAs targeting the voltage sensors of batteries. Addition-
ally, tests using a baseline method (the y? test) are shown.
Identification refers to the detectors’ ability to identify the
corrupted sensor and classification refers to the detector clas-
sifying the FDIA as positively or negatively biased. Online
and offline studies are performed using MATLAB/Simulink.

A. Simulation Setup

A simulated stack of three series-connected battery cells was
modeled using an SPM. The cells were Nickel Manganese
Cobalt (NMC) chemistry and the parameters for Cell 1, listed
in Table 3, were taken from [35], [50]. The equations for U,
and U, were taken from [50]. The UKF was implemented
considering a sampling period of 0.1 s. The capacity of each
battery cell was experimentally estimated as 32 Ah. The
stack has four voltage sensors (Vpge1, Vpat2> Vbats, and
Vstack) that are vulnerable to FDIAs.

TABLEIII
BATTERY PARAMETERS [35]
Symbol  Negative Electrode  Positive Electrode Unit
r 2x107° 2x107¢ m
£ 0.490 0.590 -
l 88% 107 80x 1076 m
A 7.35 x 10° 8.85 x 10° m™*
A 603.06 x 107 531.3x 107 m?
S 64.68 70.8 m?
D 39x 107 1x 1071 m?s™?
k 4.854x 107° 2.252x 107° (Am~mol)*s
Conax 30555 51555 mol m~3
el 0.015¢5, 45 0.98¢5,0x mol m™3
c, 1x 103 1x 103 mol m~3

To model the heterogeneity of the cell parameters, the pa-
rameters for Cells 2 and 3 were generated by adding a small
random percent [-0.01, 0.01] to Cell 1’s parameters.

PZ...N = Pl + UPl (9)
where P represents the parameters of each cell, that could be
r,&l,a,S,D,ork,and v is a small random percentage used
to create a small variation in the cells’ parameters. The max-

imum concentration, average electrolyte, and initial average
concentrations are equal for all cells.



Assuming that the SPM model is accurate, the process
noise covariance matrix (Q) was set to relatively low values.
The measurement noise covariance matrix (R) was a diago-
nal matrix whose nonzero elements were set to 0.1% of the
expected maximum voltage of each cell (4.2 V).

The SPM and UKF were simulated using Simulink for a
single charge/discharge cycle which was simulated to take
8000 s (including rest times). The UKF generated a priori
residuals for each sensor and y? test statistics. During the of-
fline analysis, the y? test and CUSUM algorithm were run
on a single charge/discharge cycle of data using MATLAB.
During the online analysis, the y? test and CUSUM algo-
rithm were run in Simulink in parallel with the UKF estima-
tor. UKF, CUSUM algorithm, and y? test parameters are
given in Table 4, Table 5, and Table 6, respectively.

TABLE IV
UKF PARAMETERS [39]
Parameter n a b K A
Value 6 0.1 2 0 -5.94
TABLE V
CUSUM PARAMETERS [32]
Parameter h Y m Mgy a B )

Value 11.8089 0.5 86 12 0.0027 0.01 1

TABLE VI
CHI-SQUARED DETECTOR AND NORMALIZED INNOVATION-BASED ERROR
IDENTIFICATION PARAMETERS [32]

Parameter v [ Cp C,

Value 4 99.999% 28.4733 3

n

The input to the system, the applied stack current, was 30
A during charge and -30 A during discharge. A current of 0
A was applied during rest periods. Figure 3 gives a) the input
current, b) the estimated voltage drop for Cell 1, c) the esti-
mated concentration of the cathode and d) the estimated con-
centration of the anode. The cell voltage varied from roughly
2.9 to 4.1 V, and due to the series-connected configuration
of the cells, the stack voltage remained within 8.7 to 12.3 V.
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Fig. 3. a) input current b) estimated voltage drop across Cell 1 c) estimated
concentration of the cathode d) estimated concentration of the anode.

B. Protocol for FDIA Vectors

To assess the effectiveness of the algorithms in detecting,
identifying, and classifying FDIAs, simulations where
FDIAs were injected into the voltage sensors of the battery
stack were run. To represent different attack scenarios, the
following parameters were varied: the attack injection time,
number of sensors targeted, targeted sensor(s), and the value
of the positive or negative bias attack. The attack time for
each sensor was chosen randomly following a uniform dis-
tribution between 2000 s and 7000 s, and the FDIA formula-
tion was consistent with the cell voltage sensor attacks in
[50]. The maximum possible attack magnitude was selected
as £20 mV, since in [30] attacks larger than £20 mV were
detected with the y? test. Larger magnitude FDIA values
were also tested (with values up to £ 2 V), and the detection
results were the same as small magnitude FDIA, therefore
small magnitude FDIA was focused on in the case studies
since it is more likely to be missed by detection mechanisms.
Every combination of sensor attacks was tested, including
single-sensor attacks and multi-sensor attacks by cycling
through the targeted sensor(s) each simulation. A summary
of the main test protocol parameters is given in Table 7.

TABLE VII
FDIA VECTOR CHARACTERISTICS
Parameter Value
Attack magnitude range* -20 mV to 20 mV
Attack magnitude resolution 153 uv
Attack time range 2000 s to 7000 s
Number of test runs 3000
Vulnerable sensors Vpat.n» Vstack
Number of attacks on each sensor 1600
*Excluding 0 V.
VI. RESULTS

A. Offline Analysis

This section presents the results of the offline batch simu-
lations for FDIA detection, identification, and classification
using the CUSUM algorithm, y? test, and normalized inno-
vation error identifier.

1) CUSUM

The CUSUM algorithm minimized the false alarm rate
while maximizing accurate detection, identification, and
classification of FDIAs. An FDIA is flagged when either the
SL or SH crosses the LCL or UCL, respectively. The h pa-
rameter is tuned to obtain a false alarm rate of zero when no
FDIA is injected (Fig. 4.). The CUSUM parameters are val-
idated using 900 charging cycles with no FDIAs.
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Fig. 4. CUSUM chart when no FDIA was injected.

The CUSUM algorithm was able to detect FDIAs in
99.83% of the 3000 offline attack simulations. The correct
identification rate was 97% and the correct classification rate
was 97%. The results for the offline batch simulations are
given in Table VIII.

TABLE VIII
OFFLINE CUSUM BATCH SIMULATION RESULTS
Test Total Tests Correct  Incorrect Accuracy
No Attack 900 900 0 100%
Detection 3000 2995 5 99.83%
Identification 3000 2910 90 97%
Classification 3000 2910 90 97%

The CUSUM charts for each voltage sensor are given for
a single sensor attack and multi sensor attacks. The divergent
CUSUM chart corresponded to the attacked sensor and the
divergent SL or SH corresponded to a negatively or posi-
tively biased FDIA, respectively. For a single sensor attack,
a 20 mV attack was injected into the v}, 1 sensor at 5400 s
(Fig. 5); shortly after the attack was injected the v;,4, 1 sen-
sor’s SH crossed the UCL.
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Fig. 5. CUSUM chart following a single sensor FDIA.

In the cascaded multi sensor attack case (Fig. 6) a 20 mV
attack was injected into the V4 ; and vyq, 3 sensors at 5350
s and 5450 s, respectively, and a -20 mV attack was injected
into the Vpge, and Vegep sensors at 5400 s and 5500 s, re-
spectively. The divergent SHs flagged positively biased

FDIAs, and similarly, the divergent SLs flagged negatively
biased FDIAs. The sums remained within the UCL and LCL
until FDIA was injected into that sensor, allowing for the de-
tection and identification of attacks.
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Fig. 6. CUSUM chart following a cascaded multi sensor FDIA.

Next, a simultaneous multi sensor FDIA scenario is given;
a 20 mV FDIA was injected into each voltage sensor at
2500s. Each CUSUM chart successfully detected, identified,
and classified the simultaneous FDIAs, as the corresponding
SH crossed the UCL in each chart (Fig. 7).
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Fig. 7. CUSUM chart following a simultaneous multi sensor FDIA.

2) x? Test

The x? test has a false positive rate that is correlated to the
confidence level of the test, and based on its selected param-
eters some false positives are expected. A FDIA is flagged
by the y? test when the y? test statistic exceeds the selected
detection threshold. 900 simulations were performed where
no attack was injected, and the y? test flagged attacks in all
simulations resulting in a false positive rate of 100%. A chi-
squared chart following an attack-free simulation is given in
Fig. 8; the y? test statistic surpasses the threshold multiple
times causing false alarms.
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The attack simulations with the CUSUM algorithm were
repeated with the y? test as the detector, and the normalized
innovation error identifier as the identification and classifi-
cation method. The baseline methods accurately detected
FDIA in 100% of simulations, identified FDIA in 6.17% of
simulations and classified FDIA in 2.53% of simulations.
Due to its high false positive rate, the y? test requires an ad-
ditional method to determine if flagged data is FDIA or in-
accuracies with the detector. The batch simulation results for
the baseline methods are given in Table 9.

TABLE IX
OFFLINE BASELINE METHOD BATCH SIMULATION RESULTS
Test Total Tests Correct  Incorrect Accuracy
No Attack 900 0 900 0%
Detection 3000 3000 0 100%
Identification 3000 185 2815 6.17%
Classification 3000 76 2924 2.53%

The y? charts for a single sensor attack and multi sensor
attack are given in Fig. 9 and Fig. 10. The single sensor and
cascaded multi sensor attack scenarios are identical to those
evaluated by the CUSUM algorithm, and the simultaneous
multi sensor attack is excluded from this study. In the single
sensor attack (Fig. 9), the y? test statistic went well above
the detection threshold following the 20 mV attack on the
Vpae1 Sensor; although, there were multiple false positives
prior to the injected attack at 5400 s.
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Fig. 9. )(Zchart following a single sensor FDIA.

In the cascaded multi sensor attack (Fig. 10) a 20 mV at-
tack was injected into vj,q. 1 at 5350 s, a -20 mV attack was
injected into vyq., at 5400 s, a 20 mV attack was injected
into Vpqe 3 at 5450 s, and a -20 mV attack was injected into
Vstack at 5500 s; the x? test statistic gradually increased as
each FDIA was injected into the voltage sensors and sur-
passed the detection threshold to indicate an attack, but there
were multiple false positives before the first FDIA was in-
jected.

150

Xz Test Statistic
Detection Threshold

100

XZ Test Statistic

50

0
4000 5000 6000
Time (s)

Fig. 10. )(zchart following a cascaded multi sensor FDIA.

B. Online Analysis

An online analysis was performed where the y? test and
CUSUM algorithm were run in parallel with state estimation
to detect, identify, and classify FDIAs as they occurred.

1) CUSUM

An online CUSUM algorithm was run every 1.2 s in Sim-
ulink to detect, identify, and classify FDIAs injected into the
voltage sensors of the simulated battery stack. The parame-
ters of the CUSUM algorithm were the same as the offline
implementation. A CUSUM flag was used on each sensor to
detect FDIAs and identify the targeted sensor. A flag of zero
indicated no attack was injected, a flag of one indicated a
positive attack was injected, and a flag of negative one indi-
cated a negative attack was injected. The online CUSUM al-
gorithm had a false positive rate of 0%.

Two attack scenarios are given, a single sensor attack (Fig.
11) and a cascaded multi sensor attack (Fig. 12). In the single
sensor attack, a — 10 mV FDIA was injected into the v}, 4
sensor at 5500 s and 2 s after the attack was injected, the
negative v,,, 1 flag was triggered, accurately detecting the
negatively biased FDIA in the v}, ; sensor.
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Fig. 11. Online CUSUM flag following a single sensor FDIA.

All sensors were attacked in the cascaded multi sensor at-
tack (Fig. 12). First, a 20 mV FDIA was injected into the
Vpat,1 Sensor at 5350 s and was detected by the positive vj,4. 1
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flag 0.8 s later. Next, a -20 mV attack was injected into the
Vpae 2 Sensor at 5400 s, which was detected by the negative
Vpat 2 flag 1.2 s after its injection. Then, the v}, 3 sensor was
corrupted by a 20 mV FDIA at 5450 s and 1.6 s after its in-
jection, the positive v, 5 flag detected the attack. Finally, at
5500 s, the Vg 40k sensor was injected with a -20 mV FDIA,
which was detected within 2 s by the negative V.. flag.
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Fig. 12. Online CUSUM flag following a cascaded multi sensor FDIA.

2) x? Test

The x? test was implemented online using Simulink,
where the y? test statistic was compared to its detection
threshold each 0.1 s. When the y? test statistic surpassed its
detection threshold, the y? attack flag was set to one, other-
wise it was set to zero. The online y? test detection results
are given in Fig. 13 when no attack was injected, and in Fig.
14 when a -10 mV attack was injected to the v}, , sensor at
5500 s. When no FDIA was injected the x? test has a false
positive rate of zero (Fig. 13).
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Fig. 13. Online )(2 flag when no FDIA was injected.

Prior to the injected FDIA, the y? test flag remained at
zero, and after the attack was injected at 5500 s the y? test
statistic was sporadically above the detection threshold, ac-
curately detecting the injected FDIA (Fig. 14).
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Fig. 14. Online )(2 flag following a single sensor FDIA.

C. Discussion of Results

When comparing the CUSUM algorithm with the other re-
sidual-based approaches for offline attack detection, identi-
fication, and classification, the CUSUM method was far su-
perior. While the y? and normalized innovation approaches
rely on single time step estimates to determine if a given set
of measurements is anomalous or not, the CUSUM algo-
rithm’s response to biases in measurements considers time-
series data. This fundamental difference means that the y?
detector might be able to respond more quickly to sensor at-
tacks, but it is much more prone to false positives. Repeat-
edly flagging false alarms would make it challenging to re-
spond to true FDIAs in the system, therefore the CUSUM
algorithm would be better suited for grid-scale applications
since its false alarm rate was tuned to 0%.

In addition, the CUSUM algorithm performed similarly to
the y? test in terms of FDIA detection, with detection rates
of 99.83% and 100%, respectively. On the other hand, the
CUSUM algorithm was far superior to the normalized inno-
vation-based error identifier during identification and classi-
fication testing. The CUSUM algorithm was able to identify
the attacked sensor in 97% of the cases, whereas the normal-
ized innovation-based error identifier could only identify the
corrupted sensor in 6.17% of trials. In addition, the CUSUM
algorithm was capable of accurately classifying the FDIA
vector as positive or negative in 97% of simulations, while
the normalized innovation-based error identifier could only
classify attacks correctly in 2.53% of the simulations. Due to
its far superior performance in terms of false positive rate,
attack identification, and attack classification, and similar
performance in terms of FDIA detection, it can be concluded
that the CUSUM algorithm is more suitable for attack detec-
tion in this application compared to the y? test and normal-
ized innovation-based error identifier.

VII. CONCLUSION

The detection and identification of FDIAs targeting the
voltage sensors of BESSs is a critical research problem to
ensure the safe operation of the power grid. In this paper, a
three-part method is proposed that uses a battery model (the
SPM) to model a series-connected stack of three batteries, a
nonlinear estimator (the UKF) to perform estimation, and a
tuned CUSUM algorithm for FDIA detection, identification,
and classification. The CUSUM algorithm postprocesses the
residuals from battery voltages estimated by the UKF to de-
termine a shift in their means, which indicates an FDIA. To
demonstrate the merit of the proposed method, results of the
CUSUM algorithm were compared to a y?2 test. Online and
offline simulations were performed for single and multi sen-
sor attacks with random attack injection times and magni-
tudes, to evaluate the effectiveness of both detection algo-
rithms.

Four metrics were used to compare the CUSUM algorithm
and the y? test: false positive rate, detection, identification,
and classification. During the false positive rate tests, FDIAs
were not injected to the system and the detection algorithms



were run to determine if either algorithm would register a
false alarm. During offline tests, the CUSUM algorithm was
found to have a false alarm rate of 0%, while the y? test had
multiple false alarms in each simulation — resulting in a false
positive rate of 100%. During the detection tests, the
CUSUM algorithm was able to detect FDIA in 99.83% of the
simulations; only missing attacks smaller than + 500 uV. On
the other hand, the y? test detected FDIA in 100% of the
simulations, but there was no way to differentiate the false
alarms from true attacks, making the y? test an unreliable
detector compared to the CUSUM algorithm. The identifica-
tion tests were done by evaluating if the corrupted sensors
were correctly identified by the algorithms. The CUSUM al-
gorithm identified the compromised sensors in 97% of the
testcases whereas the normalized innovation-based error
identifier only identified the appropriate sensors in 6.17% of
trials. Lastly, during the classification tests, the CUSUM al-
gorithm was able to classify positively biased attacks when
the SH diverged and negatively biased attacks when the SL
diverged, and did so accurately in 97% of the simulations,
and the normalized innovation-based error identifier could
only classify attacks correctly in 2.53% of cases. So, the
CUSUM algorithm was found to greatly outperform the y2
test and normalized innovation-based error identifier in
terms of false positive rate, identification, and classification,
and performed similarly to the y? test in terms of detection.

In future research it would be valuable to design remedial
actions to respond to and mitigate the damage from injected
FDIAs during single sensor and multi sensor attacks. In this
paper, the corrupted sensors are accurately identified when
using the CUSUM algorithm during online and offline sim-
ulations, which is an important first step in implementing at-
tack isolation protocols. Another important research direc-
tion is to study the effect of FDIAs on a true battery system
which would require an experimental setup.
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