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Abstract—Today’s large-scale Electric Vehicle (EV) infras-
tructures are heavily dependent on information communica-
tion technologies to maintain their operation and to support
communication within sub-system components as well as the
outside world. These technologies are vulnerable to various cyber
and physical threats. Timely identification and mitigation of
these threats are critical for improving human safety, avoiding
economic losses, and preventing catastrophic system failures. By
addressing this, our work presents a ResNet Autoencoder (AE)
based Cyber-Physical Anomaly Detection System (Cy-Phy ADS)
for detecting anomalies in EV Controller Area Network (CAN)
protocol communication. It consists of four main components:
Cyber-Physical Feature Extractor, ResNet AE-based Anomaly
Detection Framework, Cyber-Physical Health Metric (CPHM),
and Visualization Dashboard. The presented framework was
trained and tested using CAN data collected from the EV
charging system testbed at the Idaho National Laboratory. The
presented Cy-Phy ADS compared against six widely used unsu-
pervised anomaly detection algorithms: One Class Support Vec-
tor Machine (OCSVM), Variational Autoencoder (VAE), LSTM
Autoencoder (LSTM AE), Isolation Forest (IForest), Principle
Component Analysis (PCA) and Local Outlier Factor (LOF).
The presented approach showed the highest accuracy among
the compared methods. Further, the proposed approach showed
comparable performance in terms of precision, F1, and False
positive rate. It also showed the lowest training and inference
time compared to the neural network-based baseline algorithms
compared against with. Additionally, the Cy-Phy ADS has ad-
vantages such as unsupervised training, the ability to provide a
holistic metric for system health characterization, and non-linear
feature extraction.

Index Terms—Deep Neural Networks, Autoencoders, Unsuper-
vised Learning, Anomaly Detection, Health Monitoring, Electric
Vehicle Charging Systems

I. INTRODUCTION

Electric Vehicles (EVs) have gained popularity in recent
years as a result of government subsidies and clean energy
regulations. Consumer demand for low-emission transporta-
tion instead of fossil fuel-driven vehicles has also increased
exponentially. In the United States alone, EV sales accounted
for 73% of all Plug-in Electric Vehicle (PEV) sales in 2021
[1], [2]. In recent years, there has also been rapid growth in
supporting EV industries, including EV manufacturing, charg-

ing stations, battery advancements, Electric Vehicle Supply
Equipment (EVSE), and other roadside infrastructure [3].

With this growth, EVSE becomes crucial in managing
and maintaining the operations of the entire Electric Vehi-
cle Charging System (EVCS) infrastructure. EVSEs estab-
lish communication with cloud services, payment providers,
EVs, their battery management systems, and other entities
to facilitate efficient and smart charging [4]. However, this
integration of both cyber and physical components in the
EVCS infrastructure introduces complexities due to cyber-
physical interactions and their inter-dependencies. The nexus
of EVs, EVCSs, and the power grid creates vulnerabilities
such as Denial of Service (DoS) attacks, false data injections,
and spoofing [5]. The perpetrators might use these existing
vulnerabilities of the EVCS equipment to compromise the
system, thus jeopardizing its security. To address this issue,
maintaining situational awareness becomes essential in the
effort to ensure both functionality and resiliency of EVCS [6].

To address the above concerns, one promising approach is
Anomaly Detection (AD). AD refers to the problem of finding
patterns in data that do not conform to expected behavior.
Anomalies are a strong indicator of a decrease in system
performance which can lead to instabilities and failure [7], [8].
The capability of understanding and detecting these underlying
effects with the aid of data is the key to ensuring the desired
outcome and resilience of complex critical infrastructures such
as EVCS. Thus, building Anomaly Detection Systems (ADS)
is a vital component for the reliability and resiliency of
EVCS:s.

Traditional Machine Learning (ML) algorithms such as
Local Outlier Factor (LOF), and One-Class Support Vector
Machines (OCSVM), Principal Component Analysis (PCA)
are often used for AD in the literature [9]. However, these
algorithms have limitations. The major limitations of these
algorithms include sensitivity to noise, inability to work with
high-dimensional complex data, inability to capture the com-
plex dynamics of systems, etc. To address some of these
issues, Deep Neural Networks (DNNs) have been extensively
employed in the construction of ADSs. Autoencoder (AE) has
notably drawn attention in recent years among commonly used



DNNs for AD in critical infrastructures [10]. The main reason
for this is the architecture of an AE does not require labeled
data for training. Thus, can be trained with data that represents
the normal behavior of a given system. Data labeling is time-
consuming, and one cannot label all the anomalous behaviors
of the system due to scalability challenges. Its dimensionality
reduction capability is the second primary factor that allows
AE to focus on relevant features only, therefore becoming
more effective when it comes to the selection of relevant
features from high dimensional space. Furthermore, AE ar-
chitecture enables the creation of an anomalous score for data
records (using reconstruction error) that can be utilized directly
to detect anomalies [10].

Situational awareness is essential for effective decision-
making in Cyber-Physical Systems (CPS) [11]. Through health
monitoring, operators can be informed of the presence and
kind of abnormal system behaviors, enabling the execution
of well-informed decisions to recover from disturbances (both
benign and malicious). Because CPSs are multidisciplinary,
thorough monitoring of both the physical and cyber com-
ponents is required to determine the holistic state of such
systems [12]. Once the system state is determined, it is
also important to accurately communicate this information
to system operators via visualization interfaces/dashboards.
They can be effectively used to communicate information
on identified abnormal behaviors, facilitating operators to
take necessary preventive actions. Currently, there is limited
work on developing unsupervised ADS that characterizes the
visualized health of an EVCS by considering both cyber and
physical components in the same context.

By considering the above facets, this work presents a
combined Cyber and Physical Anomaly Detection (Cy-Phy
ADS) framework for EVCS. The key components of the Cy-
Phy ADS framework are as follows:

1) Cyber-Physical Feature Extractor: Window-based fea-
ture extraction approach that uses an overlapping sliding
window of data frames to extract cyber features and
physical features. The generated features will fed to the
ADS as inputs to perform anomaly detection.

2) ResNet AE-based Anomaly Detection Framework:
Framework consists of Cy-ADS for AD in the cyber
data stream and Phy-ADS for AD in the physical data
stream. Our framework only uses normal behavior data
for learning the normal behavior of the system, thus any
deviation from the baseline is tagged as an anomaly.

3) Cyber Physical Health Metric (CPHM): A single
metric for indicating EVCS health by combining two
anomaly detection components: Cy-ADS, and Phy-ADS.

4) Visualization Dashboard: An interactive dashboard
that provides real-time system health information to the
system operators.

The rest of the paper is organized as follows: Section II
provides the background and related work; Section III presents
the ADS Methodology; Section IV discusses the Experimental
setup, Results, and Discussion, and finally, Section V con-

cludes the paper.

II. BACKGROUND AND RELATED WORK

EVCS vulnerabilities: CPSs such as EVCS infrastructures
are often exposed to numerous cyber vulnerabilities such as
man in the middle, DoS, spoofing, SQL injection, and physical
attacks such as physical and side-channel attacks, interception-
based attacks, and modification attacks [13].

This is caused by several reasons. First, these are often
caused by the absence of proper standards in their communi-
cation protocols and network technologies [14]. Second, PEVs
can be vulnerable to malware due to insecure USB ports
and weaknesses in their communication protocols. Third, EVs
generate and transmit sensitive information, including their
charging time, and average power consumption per hour at the
charging station. Charge time is used to predict demand and
identify targeted times to render infrastructure unavailability
and service disruption (for ex. via Denial of Service (DoS)
attacks). Analyzing power consumption data from charging
stations could be exploited for user profiling, posing a threat
to privacy [15]. Further, connected components such as PEVs
and EVSEs, allow spreading attacks among themselves [16].
To address these vulnerabilities and enhance the security of
EV Charging Stations, researchers have focused on developing
effective ADSs.

Anomaly detection of EVCS: The recent literature pro-
vides some interesting efforts for building ADSs for EVCSs.
This section discussed them, elaborating their drawbacks over
neural network-based methods. In [17], the authors intro-
duced a STRIDE-based threat model to identify and quantify
the risks associated with potential vulnerabilities in EVCSs.
Their attack graph representations show attacker actions by
illustrating access points, staging areas, and consequences of
concerns for the system. However, this requires a deeper
domain and technical understanding of EVCS to properly
define all the threat vectors. In [18], authors presented a
cyber-physical anomaly detection engine that performs (a)
message sequence validation (b) message frequency validation
(c) subscription period validation, and (d) power measurement
validation to detect anomalies in CPS behavior. However,
this work cannot detect payload-based injection attacks. In
[19], authors proposed a collaborative ADS that is capable
of coordinating and retraining a group of independent tree-
based machine learning models. The authors claim that random
forest classifier and gradient boosting techniques (CatBoost
and XGBoost algorithms) are the optimal models for the
above-mentioned task. However, XGBoost can be prone to
overfitting, especially when trained on small datasets or when
too many trees are used in the model. An ADS for detecting
false data injection attacks in an EV is presented in [20].
The Hilbert-Huang transform along with an ensemble learning
classifier was used for the detection. However, ensemble learn-
ing has some drawbacks including memory limitations and
computational complexity. In the study [21], authors proposed
an intrusion detection model using decision trees for the early
detection of cyber—physical attacks on fast charging stations.
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Fig. 1: Presented ADS Framework

However, decision trees have disadvantages such as small
changes in the data can cause a large change in the structure
of the decision tree causing instability, inability to handle high
dimensional data, and the possibility of failing with complex
data structures.

DNN-based AD in EVCS: To mitigate the challenges with
traditional machine learning approaches, researchers explored
deep learning-based solutions for AD in EVCS. In [22],
the authors proposed a stacked Long Short-Term Memory
(LSTM) predictor network with a novel attention mechanism
considering the capability of learning high dimensional time
series data without overfitting the data. This approach learned
normal operating behavior at design time. Subsequently, a
novel detection scheme (also trained at design time) is used
to detect various cyber-attacks (as anomalies) at runtime. In
[23], authors developed a stacked LSTM-based host intrusion
detection system that could detect stealthy 5G-borne DoS
and False Data Injection (FDI) attacks targeting the legacy
controllers of EVCS. However, LSTM models require larger
datasets to learn the complex behaviors of time-series data
to improve accuracy. It is practically impossible to collect
larger datasets that contain attack data from industrial systems
due to safety issues. In [24], an attention-based model that
employs Google Transformer encoder architecture to detect
anomalies in intelligent vehicle charging and station power
supply systems. However, they only considered cyber attacks
on the EVCS. In one of our previous works [25], we explored
the physical anomaly detection of EVCS using physics-based
modeling and ResNet AE. This study presents the pros and
cons of using physics-based modeling in contrast to ResNet
AE. While physics-based modeling proves effective in certain
system scenarios, it falls short in others, limiting its coverage.
Moreover, when the system undergoes changes the physics-
based modeling requires to be calibrated and updated with new

assumptions. A federated learning and reinforcement learning-
based intelligent privacy allocation mechanism at the EVCS
level is proposed in [26].

Health monitoring: To improve the resiliency of the sys-
tems, not cyber or physical health individually but both cyber
and physical health monitoring in the same context is impor-
tant. In [27], a Structural Health Monitoring (SHM) system is
proposed that focuses on structural deficiencies (environmental
corrosion, persistent traffic, and wind loading) that occur
during the lifetime of CPSs. In the [28], authors proposed
a health monitoring framework derived using Bayesian esti-
mation. The proposed health monitoring mechanism not only
detects constraint violations but also calculates the probability
of violating the constraints of the CPS. Although previous
research proposed efficient and resilient ADS for EVCS, there
is a lack of research being conducted on combining both cyber
and physical components to characterize the system’s health.
However, combining both cyber and physical components is
crucial as it provides a more accurate understanding of the
system’s health. Moreover, this integration assists the operator
in identifying the origin and nature of an attack, enabling a
clear distinction between physical and cyber threats. Addi-
tionally, it aids in pinpointing the specific parts of the system
that are affected. Detecting attacks in control systems relies
on providing operators with sufficient information awareness.
Once attacks are identified, effective visualization becomes
essential for enhancing the system operator’s understanding
[29]. Well-designed visualizations offer explainable insights
into abnormal behavior and affected devices, thereby ensuring
a higher degree of operational assurance. Various visual ele-
ments, such as device status indicators, timelines, histograms,
topology maps, and drill-down dashboards, can convey this
information effectively [30]. By presenting the system state
through diverse visualizations, operators gain valuable insights



into the nature of the attack, facilitating a better understanding
of the incident and guiding appropriate actions [31]. Therefore,
visualization tools play a major role in making EVCSs secure
and resilient. However, there are no current works in the
literature that present the development of visualization engines
that emphasize the health characteristics of EVCSs.

III. ADS FRAMEWORK

This section describes the presented Cyber-Physical
Anomaly Detection System framework for EVCSs. The over-
all architecture is presented in Figure 1. The framework
architecture provides support for managing data streams of
cyber and physical components through Kafka, which is
an open-source distributed streaming platform based on the
publisher/subscriber architecture. It allows communication be-
tween different components within the proposed ADS frame-
work. Two ADSs (Cyber ADS and Physical ADS) are de-
veloped to identify anomalies in data streams. The outcomes
of the Physical ADS (Phy-ADS) and the Cyber ADS (Cy-
ADS) are fed into a Cyber-Physical Health Metric (CPHM)
that calculates a quantitative value for representing the overall
health of the CPS. Information gathered through ADSs and
CPHM:s is fed to a visualization dashboard which allows power
engineers to understand the current system state. The rest of
this section describes in-depth details of the ADS framework.

A. Feature Engineering

This subsection describes the window-based feature engi-
neering approach that we designed to generate cyber and phys-
ical features. This is motivated by the widely used window-
based feature extraction methods in CPSs [32]. For both cyber
and physical datasets, we used a defined time window to
extract features. For extracting features from the physical data
stream, we averaged the sensor outputs within the defined time
window. For extracting features from the cyber data stream,
we generated flow-representative features by considering the
Controller Area Network (CAN) messages within the defined
time window. These features are crafted by discussing with
domain experts, increasing the possibility of identifying attack
patterns from data streams. We experimented with different
window sizes (winSize) and we found optimal winSize=500
ms. The best performance was obtained using overlapping
windows because it increases the temporal resolution. Over-
laps between two windows are kept at half of the window
size. The extracted physical features with their description
are presented in Table I and extracted cyber features with
their descriptions are presented in Table II. Finally, extracted
features are sent to the Kafka platform for sending data into
ADS:s.

B. ResNet Autoencoder based anomaly detection

In this study, we used an Autoencoder (AE) Neural Network
(NN) model to develop ADS. To prevent any performance
deterioration and to enhance the feature learning power from
input data, we specifically chose deep ResNet AE (RAE)
architecture. Residual connections in ResNets will prevent
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Fig. 2: ResNet Autoencoder Architecture

information loss when the number of hidden layers is increased
[33].

ResNet model training consists of two stages. 1). encoding
stage and 2). decoding stage. The encoder F converts a high-
dimensional input x into a hidden representation z = E(x).
The decoder D then reconstructs this hidden representation
into the high-dimensional input space, resulting in 2’ = D(z).
Both the encoder and decoder consist of multiple hidden
layers, creating a deep RAE. Within the encoder, each hidden
layer denoted as ! consists of two components: a non-linear
mapping labeled as f(-) and a residual connection referred
to as r(-). The residual connection r(h) = W,h serves as a
linear transformation that ensures compatibility with the output
dimensions of the function f. Furthermore, the function f
can be conceptualized as a smaller network featuring a total
of N layers. Each layer within f entails a non-linear map-
ping sigma(Wh + b), where sigma represents an activation
function, such as ReLU. In this context, the weight matrix
associated with layer [ is denoted as V"), The computation
of each hidden representation h(l) in layer [ follows this
structure:

WD = r(n ) + f(D) (1)

The ResNet architecture is presented in Figure 2. Similar to
AE, the loss function (Jy) of the RAE model is computed
using the difference between the input (x) and the reconstruc-
tion (z’). Thus reconstruction error of the AE is calculated as
follows,

1 Z
_ T2
Jo = T -2—1 |z: — ]| (2)

where x; is the ¢ th input sample, 2 is the reconstruction for
ith input sample, 6 denotes the set of parameters of the AE
(weights and biases).

To train the AE model, only data from normal behaviors
are used. As a result, during training it only detects possible



TABLE I: Physical Feature List

Feature Name

| Description

Electrical Input Frequency

Frequency of the electrical supply

XFC Input Voltage

Voltage at the service panel feeding the XFC

XFC Input Current

Current at the service panel feeding the XFC

Primary Power Cabinet Voltage

Voltage at the input to the Primary Power Cabinet

Primary Power Cabinet Current

Current at the input to the Primary Power Cabinet

Secondary Power Cabinet Voltage

Voltage at the input to the Secondary Power Cabinet

Secondary Power Cabinet Current

Current at the input to the Secondary Power Cabinet

Primary Power Cabinet Real Power

Input Power to the Primary Power Cabinet

Primary Power Cabinet Apparent Power

Apparent Power to the Primary Power Cabinet

Secondary Power Cabinet Real Power

Input Power to the Secondary Power Cabinet

Secondary Power Cabinet Apparent Power

Apparent Power to the Secondary Power Cabinet

Primary Power Cabinet Power Factor

Calculated Power Factor of the Primary Power Cabinet

Secondary Power Cabinet Power Factor

Calculated Power Factor of the Secondary Power Cabinet

Primary Power Cabinet Input Current Total Harmonic Distortion

Calculated THD at the Primary Power Cabinet Input

Secondary Power Cabinet Input Current Total Harmonic Distortion

Calculated THD at the Secondary Power Cabinet Input

CCS Cable Temperature

Temperature Measurement within the CCS Liquid-Cooled Cable

CCS Connector Temperature

Temperature Measurement within the CCS Liquid-Cooled Connector

Primary Power Cabinet Internal Air Temperature

Air Temperature Measurement within the Primary Power Cabinet

Secondary Power Cabinet Internal Air Temperature

Air Temperature Measurement within the Secondary Power Cabinet

Primary Power Cabinet DC Output Current

DC Current Output from the Primary Power Cabinet

Secondary Power Cabinet DC Output Current

DC Current Output from the Secondary Power Cabinet

CCS Cable Liquid Chiller Current

TABLE II: Cyber Feature List

Feature | Description

no_of_records Number of CAN messages

no_of_ids Number of unique CAN message IDs

no_of_dlc Number of unique CAN message payload lengths

min_time_interval Minimum time interval between messages

max_time_interval Maximum time interval between messages

mean_time_interval | Mean time interval between messages

high_priority_msgs Number of high priority messages

high_0000_msgs Number of messages ID 0000

cre_field Detect errors in can frames

odd_id_msgs Number of messages with odd IDs

payload_PI1_XXXX | Mean payload of signal P1 with ID XXXX

CAN_IDs

one hot encoding of CAN IDS within the window

normal behaviors of the system. When presenting new data,
if these behaviors are significantly different from the learned
behavior, then these behaviors are flagged as anomalies.
Mean Squared Error (MSE) is used as the loss function.
We tested our approach with different optimization functions
and learning rates. We found that the Adam optimizer with
a learning rate of le-3 gives the best accuracy. A threshold
value is selected to identify possible anomalies based on the
99-percentile reconstruction error for the training data. In
this way 99.99% of training data falls within the threshold
which defines the normal data boundary, capturing the normal
behavior fluctuations such that anomalous data will fall out of
that boundary and easily be captured. The data records were
detected as anomalies if the reconstruction error was higher
than the defined threshold value. Thus, given data record z;
is detected as anomaly ( y = 1) or normal (y = 0) as follows,

Joi = ||z — x|

3)

Current Draw of the CCS Chiller from the 24VDC Auxiliary System
Jo; > th

1

y= { 0 Joi < th
where Jy ; is the reconstruction error of ith data record, th
denotes the threshold value, and y represents predicted label:
anomaly or not. Therefore, the selection of the threshold
value is primarily dependent on two factors: 1) the amount of
training data and how well it represents the system behaviors,
and 2) the parameter selection (such as number of layers,
activation functions..etc) for the ResNet AE algorithm. If the
system’s normal behavior changes drastically, then the training
data sample should be updated, representing such system
behavior changes. Otherwise, the selected threshold may not
be suitable for updated system behaviors. Further, ResNet
algorithm parameters should be optimized on training data.
Sub-optimal algorithm parameter selection may also result in
incorrect threshold selection. We used the above approach for
developing two separate ADSs for the Cyber data stream and
physical data stream.

Cyber Anomaly Detection (Cy-ADS) : The cyber ADS
was developed to capture and analyze packet data in real-time
to identify any cyber anomalous behaviors in the EVCS.

Physical Anomaly Detection (Phy-ADS) : A physical ADS
was designed and implemented to capture and analyze features
extracted from physical sensor data that include voltage, cur-
rent, and power, thermal measurements in real-time to detect
physical anomalous behavior in the EVCS.

In both Cy-ADS and Phy-ADS, feature extraction is per-
formed as explained in the feature engineering section. To
increase the throughput, feature extraction is performed in
parallel in a multi-processing pipeline which is presented in
figure 1. Extracted cyber features and physical features are
delivered to the Kafka database, which is used by the Cy-ADS
and Phy-ADS to perform AD and then detected anomalous

“4)
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Fig. 3: Cyber-Physical Health Metric (CPHM) Architecture

events sent to the dashboard via the Kafka database to generate
notification alerts.

C. Cyber Physical Health Metric

This section explains the Cyber-Physical Health Metric
(CPHM) that indicates the overall health of the system. This
information will provide an overall understanding for the
system operator about what happened in the system, whether is
it a cyber attack or a physical attack. The presented metric will
not only provide the health state of the system but also will
reduce the false positives of the AE outputs by learning from
a range of data patterns over a chosen window. The CPHM
architecture is presented in Figure 3.

The CPHM consists of a tuple that indicates the cyber health
and physical health of the system. A tuple (0,0) indicates
normal operation while (1,1) indicates a cyber threat and a
physical fault. Together, they provide a holistic view of the
state of the system. The MSE outputs from the Cy-ADS and
Phy-ADS are input to the CPHM. The initial weights for
cyber and physical components are randomly initialized. The
softmax activation function is applied to the weights and the
MSE error inputs. This normalizes the output and scale of
each value in the vector between 0 and 1. Then a matrix
multiplication is applied on softmax applied weights and mse
error inputs as follows.

Cy=W.xO,.+ b,
Phy =W, %O, + b,

&)
(6)

(Oc,0p) are vectors of mse error outputs of Cy-ADS and
Phy-ADS. (W.,W,) are a set of weights that perform a
weighted average of the elements of (O, O,). (b, b,) refers
to the bias terms. The outputs (Cy, Phy) are input to a
regularization layer followed by a dense layer. A regularization
layer is implemented to reduce overfitting as we are training
on a smaller dataset with only one feature (MSE error). The
regularization layer attempts to reduce the variance of the
estimator by simplifying it, something that will increase the
bias, in such a way that the expected error decreases. The

final layer concatenates the cyber and physical outputs after
applying a sigmoid activation function to ensure the output of
the metric is constrained to the range of 0 - 1. The sigmoid
function is defined as follows.

o(x)=1/14+exp™® (7

Binary Cross Entropy (BCE) loss is implemented with
Adam optimizer to update the parameters of the metric. The
parameters obtained by minimizing the cross-entropy include
the weights of the weighted average (we, wp), and the shift of
the sigmoids (bc, bp). binary cross entropy function is defined
as follows,

BCE(y, Ocps) =—(y-log Oc;DS) + (1 —y)-log(l— OC;US))
®)
O¢ps refers to the output of the CPHM and y is label. The
minimization is performed using Stochastic Gradient Descent
(SGD). The CPHM is trained using scenario data obtained
from the testbed. This approach is supervised and thus needs
labeled data. Therefore, we labeled each window where label
1 indicates attack behavior and O indicates normal behavior.
Training and testing data are extracted using the windowing
technique. In this experiment, we found that window_size =
10 samples of MSE error work the best. CPHM s trained for
100 epochs and tested with unseen attack scenario data during

training.
D. Visualization Engine

This subsection explains the visualization engine developed
to present the cyber-physical health monitoring information
to the system operator. In our framework, the output of the
CPHM is used to construct a visualization dashboard that
informs the operator of the cyber-physical health of the system.
To provide situational awareness, the dashboard includes a
map with all charging stations. The charging station will be
displayed on the map with a triangle showing the physical and
cyber state of the charger. The interactive dashboard provides
the capability to select a charging station on the map which
will then guide the user with the extended visualization of
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the state of each charger in the station. The functionality was
tested on one charger, but it can be scaled for more chargers.
Figure 4 illustrates an overview of our visualization dashboard.
We implemented our interactive visualization dashboard as
a web application using the dash python framework created
by plotly [34]. Individual charging station dashboards consist
of confidence scores, feature plots, and the health state of
the system. Next, we will explain each component of the
visualization engine.

Overall Health State: Our dashboard provides an overall
health state of a specific charging station using a triangle as
shown in figure 4. The normal state of the system is shown in
green and abnormal behavior is shown in red. The left side of
the triangle shows the cyber health state of the system while
the right side of the triangle shows the physical health state of
the system. The health state provided by the CPHM is used
to update the triangle which provides a holistic view of the
system to the operator by showing both the cyber and physical
health state of the system.

Confidence Metric: The ADS decides whether or not there
is an anomaly based on a threshold and the AE’s reconstruction
error. The problem then becomes determining if it is an
anomaly or an out-of-distribution state that was not covered
by the training data. For this reason, we choose to assign a
confidence score—a measure of how closely the data in each
analyzed window resembles the data seen during training. The
speedometer in figure 4 shows the confidence score between
0-100%. A score of 100% indicates that the analyzed window
is similar to the training data, whereas a lower score indicates
that the ADS prediction cannot be trusted because the training
examples did not cover the analyzed condition. In the case
of the anomalous data points, the CPHM output is 1, the
confidence is correlated to the distance from the threshold.
A higher confidence score means that the error is way larger
than the threshold. In the case the data sample is predicted as

normal, the score is based on Burr distribution:

c—1

err
f(err, C, k') = Ckm

©))

where ¢ and k are the shape parameters that need to be fitted
to the reconstruction error distribution of the training data set.

In the case of the anomalous example the confidence score
is computed using the following equation:

1

= 1 + e—err+th (10)

o(err)
where th is the baseline data boundary after AE training.

Cyber and Physical feature display: The visualization
dashboard has two bar plots for presenting the selected
charger’s physical (left) and cyber (right) features. This bar
plot can provide insight into which features of the system are
affected. The feature columns that do not fall within the range
based on the available training data will be highlighted in red
to draw the attention of the human operator.

ADS Output: The visualization dashboard displays the
anomaly detection output in a continuously updating scatter
plot that informs the system operator about the behavior of
the EVCS over a larger period. The normal behavior of the
system is displayed as O in the plot and anomalous behavior
is displayed as 1 at a given timestep.

IV. EXPERIMENTS, RESULTS, AND DISCUSSION

This section presents the experimental procedure and results
for cyber-physical health monitoring of the EVCSs. We used
data captured from a real testbed system to evaluate the
performance of the presented AD approach. We compare the
performance of the Cy-ADS and Phy-ADS with six benchmark
algorithms.
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A. Data Collection

The data for the experiments was collected using the Idaho
National Laboratory’s (INL) EVCS testbed, which consists
of 1). 350kW Extreme Fast Charging (XFC), 2). Safety
Instrumented System (SIS) core modules integrated into each
charger, 3). several electric vehicle models (Nissan LEAF,
BMW i3, Ford Mach-E), and 4). an EV emulator with a
Combined Charging System (CCS) and CHAdeMO charging
capabilities. Figure 5 represents the EVCS testbed.

During the data collection process, cyber communication
was recorded through CAN message sniffing, along with
physical sensor data. The CAN message recording is done by
a Python script that uses the Python-can library [35] to sniff
the internal control messages of the XFC, and each observed
CAN message is logged to the SIS log file. Numerous physical
measurements are obtained from an Alternating Current (AC)
power meter, several Direct Current (DC) hall-effect current
sensors, and several thermistor temperature sensors. The AC
power measures the real and apparent power for the entire XFC
as well as the individual power cabinets. Hall-effect current
sensors are used to measure the DC output from the XFC
power cabinets and the CCS liquid-cooled chiller electrical
draw. Thermistor temperature sensors, installed with the CCS
cable assembled by the manufacturer, are used to measure
the operating temperature of the CCS cable and connector
assembly. In our attack generator (Threat Model), we account
for cyber attacks that impact physical sensors. To identify
and detect these attacks, we make sure of synchronization
between our cyber and physical data measurements. The

SIS system records timestamps indicating when an exploit
began and ended, and stores this information in a log file.
Any communication or sensor data captured between these
recorded timestamps is classified as an anomalous sample.
These pseudo-labels are then used to evaluate the ADS per-
formance by comparing them to the predictions generated by
the models. In this work, we divided the initial dataset into
two: 0.7 of the data for training and 0.3 for validation. The
best models were evaluated using test data which included
four attack scenarios. Before applying the algorithms the data
were scaled to the 0-1 range.

B. Threat Model

Based on the functionality and operational requirements of
an EVCS, a variety of cyber and physical threats were modeled
to validate the capabilities of the proposed ADS. The analyzed
scenarios are described in detail below. However, we will not
be able to describe CAN message IDs used for the attacks due
to proprietary regulations stated by the charger manufacturers.

e Normal Scenario: Under this scenario, the system
performs under normal operating conditions. The cy-
ber communication and physical devices exhibit normal
operating behavior, and the collection of data leads to
the establishment of the expected behavior baseline for
anomaly detection.

o Cyber Scenario - CAN message injection to spoof
the displayed State Of Charge (SOC)%: In this attack
scenario, malicious CAN messages are injected to display
a wrong SOC %. The attack was carried out by changing
the payload of certain CAN messages. The SOC refers



to the percentage of a battery’s total capacity that is
currently filled with charge. The SOC is only valid
between 0% (fully discharged) to 100% (fully charged).
However, due to the exploit, the payload values can show
values higher than 100% (for example, 254%). This false
information can mislead the vehicle owner, making them
believe that their battery is almost full when, in reality,
it might be dangerously low.

o Physical Scenario - Cooling system airflow blocked:
During a charge session, the air inlet was completely
covered which will disrupt the chiller operation. The
chiller in EVCS helps to regulate temperatures and pre-
vents overheating during the charging operation. In this
attack, the attacker can maliciously cover the inlet, or
the inlet is covered by leaves or dirt naturally. Due to
these scenarios, the Combined Charging System (CCS)
cable temperature values will increase. The benign, but
also potentially malicious blocking of the airflow from
obstructions is critical to the protection of equipment and
prevention of damage. This scenario can be hazardous to
charging station equipment and can result in a hazard that
can injure users and damage expensive hardware.

o Cyber-Physical Scenario 1 - Power electronics com-
munication tampering: Malicious CAN messages are
injected during a regular charge session to interfere with
the power converter controller output, resulting in poor
power transfer and reduced power quality. The power
modules in the EV charger provide a smooth output
current when operating properly. However, during the
exploit, power modules are cycled on and off quickly to
cause significant fluctuations. Benign or malicious impact
on the communications can affect the proper charging
operation and lead to equipment failure and potentially
unsafe conditions.

o Cyber-Physical Scenario 2 - Malicious cable cooling
system tampering: Typically, the liquid-cooled cable
chiller, part of the thermal management system, operates
to regulate the charging cable’s temperature. During the
attack, a specific CAN message with malicious payload
values is injected frequently to disable the cable cooling
mechanism (chiller), causing the cable temperatures to
rise as a result of the extremely fast charging process. Due
to CAN message injection an increase in the frequency
of the CAN messages during the cyber attack period will
be observed and consequently, it will affect the physical
system which can be observed by the temperature rise
in the system. Faults in the chiller electronics/logic can
result in similar equipment damage, and if cyber-caused,
propagating effects.

C. Attack scenario validation

This section presents how the anomaly detection results
were validated. We correlated predictions of Cy-ADS, Phy-
ADS, and baseline algorithms with their original timestamp
and we used the attack timestamp labels acquired from the
SIS system to validate the predictions whether the prediction

TABLE III: ResNet AE Cy-ADS anomaly detection compar-
ison

Method | Acc [ Precision [ F1 | Recall [ FPR
LOF 92.41 69.96 71.37 | 72.84 14.15
oCSVM 89.20 | 55.14 68.54 | 90.53 34.26
IForest 83.69 77.29 67.63 72.14 0.90
PCA 79.20 94.93 35.27 51.43 0.085
LSTM AE 83.75 91.17 53.08 67.09 0.23
VAE 96.31 72.51 78.23 84.93 14.59
Cy-ADS 98.82 | 94.74 95.51 | 96.30 242

TABLE IV: ResNet AE Phy-ADS anomaly detection com-
parison

Method [ Acc [ Precision | FI [ Recall [ FPR
LOF 89.09 | 79.22 88.41 100.00 11.97
OCSVM 93.64 | 86.73 92.89 100.00 | 6.98
IForest 84.77 | 67.15 100.00 | 80.35 22.11
PCA 80.0 73.78 55.47 63.33 0.89
LSTM AE | 84.82 | 69.91 53.08 56.50 0.23
VAE 92.73 | 88.00 89.19 90.41 5.60
Phy-ADS 97.50 | 96.59 96.87 97.14 2.26

is correct or incorrect i.e. if the anomaly prediction is exactly
synchronized with the attack timestamp label we consider it
as a correct anomaly prediction. These timestamps were not
used during the training process of the Cy-ADS, Phy-ADS, or
other baseline algorithms.

D. Baseline Algorithms

We conducted a comparative analysis involving widely
used unsupervised machine-learning algorithms for anomaly
detection, namely, OCSVM, LOF, IForest, PCA, VAE, and
LSTM AE. These baseline algorithms were trained on normal
behavior data and evaluated on attack scenario data. We used
the Sklearn library to implement LOF, OCSVM, IForest, and
PCA. LOF algorithm computes the local density deviation
of a given data point with respect to its neighbors and low-
density regions considered as anomalies. The hyperparame-
ters n_neighbors=20 and KDTree were found best for LOF.
OCSVM learns the boundary for the normal data points and
identifies the data outside the border to be anomalies. The
OCSVM implementation experimented with parameters and
found kernel=Radial Basis Function (RBF) and gamma=auto
to yield optimal results. Sub-sampled data in [Forest is pro-
cessed using a tree structure with randomly selected features.
Shorter-traveled samples are deemed anomalies. The IForest
was implemented with 200 estimators and a contamination
rate of 0.2. PCA is a dimensionality reduction algorithm as
we utilized default parameters from sklearn. Our experiments
with LSTM AE and VAE implemented a 4-layer architecture
for both the encoder and decoder. MSE is used as the loss
function for LSTM AE and MSE and Kullback-Leibler (KL)
divergence combined loss function is used for VAE. The Adam
optimizer with a learning rate of le-3 gave optimal accuracy
for both architectures.



E. Experimental Results

The following section describes the results of the proposed
ADS. For evaluating the performance of Cy-ADS and Phy-
ADS, we calculated accuracy, precision, recall, False Positive
Rate (FPR), and F1 score.

Cy-ADS: This section presents the analysis of the results
from trained AD algorithms on cyber data. Table III shows
the cyber AD performance of presented Cy-ADS compared to
baseline algorithms. Figure 6a illustrates the results of the Cy-
ADS on the cyber scenario and Figure 6¢ shows the results
of cyber-physical scenario 1. Cy-ADS shows the highest
performance in terms of accuracy, F1, and recall compared
to the baseline algorithms. PCA shows the highest precision.
However, its recall is the lowest. IForest and LSTM show
lower FPR compared to Cy-ADS however their recall is lower
than Cy-ADS. The speedometer in Figure 6a illustrates the
confidence score of detecting normal behavior and abnormal
behavior of the system for the cyber scenario. The results
confirm that our Cy-ADS can detect normal and abnormal
scenarios with a high confidence score. The speedometer in
6a shows that Cy-ADS was able to detect the cyber exploit
with a confidence score of 94.7% at the time step 800.

Phy-ADS: This section presents the analysis of the results
from trained AD algorithms on physical data. Table IV shows
the detection performance of presented Phy-ADS compared
to baseline algorithms. Figure 6b illustrates the results of the
Phy-ADS on the physical scenario and Figure 6¢ shows the
results of cyber-physical scenario 1. Phy-ADS showed the
highest accuracy (97.50), and precision (96.59) compared to
all the baseline algorithms. It showed the second-highest F1
score (96.87). Even though recall, and F1 are higher for LOF,
OCSVM, and IForest their FPR is also higher compared to the
Phy-ADS. Therefore, we can infer that the Phy-ADS model
shows satisfactory performance in physical anomaly detection
than the other models which is confirmed by the experimental
results. The speedometer in Figure 6b illustrates the confidence
score of detecting normal behavior and abnormal behavior
of the system for the physical scenario. The results confirm
that our Phy-ADS can detect normal scenarios with high
confidence scores of 94.7% at the time step of 50 and 600
and abnormal scenarios with a confidence score of 100% at the
time step of 275. The speedometer in 6¢ shows that the Phy-
ADS was able to detect the physical exploit which is caused
as a consequence of the cyber exploit with a confidence score
of 96.5% at the time step 250.

ADS overall analysis: This section presents an overall
analysis of combining ADS outcomes with feature behaviors.
In the cyber scenario, the number of records and payload
values can show significantly higher values during the attack
scenario due to the frequent injection of malicious CAN
messages to change the SOC incorrectly. Moreover, in the
physical scenario, the Combined Charging System (CCS)
cable temperature values are observed to increase since the
attack manipulates the chiller operation. After the exploit,
temperature values are decreased due to the chiller cooling the

cable similar to normal operation. These attacks can be easily
detected due to these significant variations over a time window
of the attack. However, in the cyber-physical scenario, power
modules are cycled on and off quickly to cause significant
fluctuations. The exploit is performed using a CAN message
injection and as a consequence power module fluctuations
are observed. This attack can have an impact on both power
(E.g. primary and secondary DCA) and temperature-related
features (E.g. CCS cable templ, chiller24A) and can show
dynamic behaviors during the attack period. Therefore, these
attacks are not easy to detect with statistical-based algorithms
or traditional ML-based algorithms as a higher dimensional
feature set is required to detect these attacks. These algorithms
cannot capture the dynamic behaviors of complex systems,
cannot handle high dimensional data, and are susceptible
to noise. The experimental results confirm that traditional
ML algorithms failed to detect these complex behaviors and
therefore the recall is lower than DNN algorithms. Moreover,
different attacks can have different behaviors within the system
and we need a more generalized solution to learn all the
feature correlations efficiently to detect these attacks. ResNet
AE is capable of learning from higher dimensional data
with the capability of learning complex dynamic behaviors.
Therefore, Cy-ADS and Phy-ADS were able to capture cyber,
physical, and cyber-physical anomalies with high accuracy.
Thus, we can conclude that Cy-ADS and Phy-ADS were
able to effectively detect complex attacks by capturing the
dynamics of the system.

CPHM: This section presents the results of the CPHM
which presents the cyber-physical convergence. We evaluated
the CPHM on a scenario that has an impact on both the cyber
and physical state of the EVCS. As shown in Figure 7, the
cyber-physical tuple represents the health state of the system
which is integrated into the results of the CPHM. Initially, the
system is in the normal state, as shown by the green triads.
Then the cyber exploit takes place in charger one which is
triggered in the cyber part of the triad in red (time steps 349
- 354). The liquid-cooled cable chiller (thermal management
system) is usually operating during a charge event. The exploit
is carried out using a specific CAN message with malicious
payload values and as a result, the chiller is turned off during
the charge session. The CAN messages show an increase in
the number of messages during the exploit which confirms
the attack behavior which is correctly identified by the ADS.
After a small period at 360, the system detects the physical
exploit which turns the physical part of the triad to red.
During the period (time steps 360 - 440), the CCS cable
temperature values are observed to be increased since the
attack manipulates the chiller operation. The results confirm
that the CPHM can show the health state of the EV charging
system accurately.

F. Computational Overhead Analysis

In this section, we compare the model size, training time,
and inference time of our framework, with the baseline algo-
rithms to evaluate their memory and computational overheads.
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Fig. 7: Health state visualization in the dashboard for cyber-physical attack scenario

TABLE V: Cy-ADS overhead analysis: (training time in (sec)
evaluated for 30 epochs, testing time in (sec) on 1871 inference
samples)

Method | model size (MB) [ training time [ inference time
LOF 121.05 134.89 18.82

OCSVM 6.84 14.06 0.909

IForest 27.78 16.56 0.94

PCA 0.023 0.25 0.011

LSTM AE 1.25 4595.70 08.17

VAE 10.6 82.16 01.12

Cy-ADS 28.56 24.07 0.256

TABLE VI: Phy-ADS overhead analysis: (training time in

(sec) evaluated for 30 epochs, testing time in (sec) on 440
inference samples)

Method | model size (MB) | training time | inference time
LOF 25.16 0.51 0.056
OCSVM 0.034 0.06 0.013

IForest 22.20 3.32 0.63

PCA 0.001 0.011 0.0007

LSTM AE | 0.185 1053.25 01.82

VAE 0.01 13.71 0.10
Phy-ADS 17.65 8.66 0.09

It is important to consider the memory and latency overhead of
ADS models because these systems should run in real-time on
edge devices that are resource-constrained and it is crucial to
have an ADS that does not interfere with the normal operation
of EVCSs. Table V presents the model size, average training
time, and average inference latency of Cy-ADS, and Table VI
presents the same for Phy-ADS and the baseline algorithms.
The experimental results show that our Cy-ADS and Phy-ADS

show the lowest inference time compared to baseline, except
for PCA. Moreover, compared to NN-based baselines (LSTM
AE, VAE), our approach shows lower training time as well as
lower inference time. The model size of the proposed approach
is large compared to OCSVM, IForest, PCA, LSTM AE, and
VAE. However, considering the model size, our model can
be deployed in a Jetson-like edge device. The training of our
model is performed offline. When new data is aggregated to
the model, the model must be re-trained in the case when there
are new behaviors that are significantly different from trained
normal behaviors. Otherwise, these behaviors will be detected
as anomalies, increasing false positives. Our Cy-ADS and Phy-
ADS are capable of learning better feature representations
from high-dimensional data. Therefore, aggregating more data
will not harm the accuracy of our ADS, however, it can
increase the computational complexity of our model. All
results are obtained by running our models on an Intel®
Xeon(R) W-2265 CPU @ 3.50GHz x 24 with an 8 GB GPU
and 128 GB RAM.

Additionally, we compared the inference time of our ap-
proach with comparable ADS models from the literature.
All the models we compared from the literature were tested
on an NVIDIA Jetson TX2 with dual-core ARM Cortex-
AS57 CPUs for CAN anomaly detection in automotive cyber-
physical systems. TENET [36] takes 0.250 milliseconds for
inference while LATTE [37] and INDRA [38] takes 0.193 and
0.482 milliseconds. When contrasted with the aforementioned
inference times, it is apparent that Cy-ADS (0.256) and Phy-
ADS (0.09) models exhibit competitive performance in the
realm of anomaly detection speed.
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G. Sensitivity Analysis

In this section, we discuss the sensitivity of the model
to the threshold parameter selection which is an important
parameter for AD. Figure 8 presents how the Cy-ADS model’s
performance changes with the selection of threshold parameter
and Figure 9 presents the same for the Phy-ADS model. It
can be observed that in both cases, poor threshold selection
decreases the model’s performance. In Figure 8, threshold 17.3
is the ideal threshold while selecting a lesser threshold has
increased FPR and a higher threshold has increased FNR.
Moreover, in Figure 9, it can be observed that threshold 80
is the ideal threshold for the Phy-ADS model, and while
selecting a lesser threshold has increased FPR and a higher
threshold has increased FNR. The observed results stem from
the fact that the ideal threshold establishes the boundary for
normal data. Opting for a lower threshold may lead to the
misclassification of normal data as anomalous, causing an
increase in the FPR. Conversely, selecting a higher threshold
than the ideal one may result in anomaly samples being
classified as normal, leading to an increase in the FNR.

H. Limitations

The proposed Cy-Phy ADS contains a couple of limitations.
Similar to many other data-driven ML approaches, the perfor-
mance of Cy-Phy ADS is heavily dependent on the quality of
training data. For example, if training data only represent a
subset of the normal behavior, the ADS performance may re-
sult in suboptimal performance. Further, retraining is necessary
when encountering significant differences in system normal
behaviors. Failure to do so may result in increasing false
positives. Similar to other threshold-dependent algorithms such
as OCSVM, KNN, and LOF, the performance of Cy-Phy ADS
is also sensitive to the selection of the correct threshold value.
Therefore, incorrect threshold selection may result in sub-
optimal ADS performance.

V. CONCLUSION

This work presented a ResNet Autoencoder-based Cyber-
Physical Anomaly Detection System (Cy-Phy ADS) for
EVCS. The ResNet Autoencoder model was used to detect
anomaly behaviors of the cyber communication data (CAN
protocol) and physical sensor data from the INL's EVCS
testbed. The CPHM provides a holistic view of the health
state of the system by combining cyber and physical ADS
outputs. A visualization dashboard is developed to output the
ADS outcomes, overall system health, and feature behavior
fluctuations of the system at a given time point. The proposed
system is not only able to detect anomalies but also able to
provide more information to power engineers in an interactive
manner.

Cy-Phy ADS is compared with six benchmark unsupervised
machine learning algorithms. Cy-ADS outperformed bench-
mark algorithms in terms of accuracy, F1 score, and recall.
It also showed a strong FPR compared to VAE, OCSVM,
and LOF. Moreover, Phy-ADS outperformed benchmark algo-
rithms in terms of accuracy and precision. It has stronger recall
and FPR compared to VAE, and IForest. We observed that Cy-
ADS and Phy-ADS can easily detect not only simple attacks
but also complex scenarios such as cyber-physical scenarios in
our threat model. Cy-ADS and Phy-ADS have lower inference
time and lower model size which can be easily deployed in
an edge device. However, the ADS performance of the Cy-
ADS and Phy-ADS are dependent on the threshold parameter
selection. Our analysis confirms that correct threshold selec-
tion is important to achieve better results. In future work, the
proposed approach will be deployed in a real-world setting in
INL.
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