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Highlights

Highlights.

None of existing data movement tools handles Lots of Small Files (LOSF) efficiently, because
they mainly optimize network usage. In practice, users are forced to pack small files into a
large archival file before transferring them. We identify that the major bottleneck of moving
small files is caused by storage 1/0.

We have performed a number of experiments using a state-of-the-art transfer tool (GridFTP)
to demonstrate the root cause of the performance bottleneck. We also examined engineering
approaches that can mitigate it.

Specifically, this paper presents the following contributions:

» We examined the storage and file system features that constrain moving LOSF;

» We analyzed small file transfer performance using a data transfer pipeline model;

» We demonstrated appropriate engineering approaches that can mitigate the LOSF
bottleneck.
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Abstract

Globally distributed computing infrastructures, such as clouds and supercomputers, are currently used to manage
data that is generated with an unprecedented speed from a variety of resources. Coping with this trend, the volume
of data exchanged across distant sites increases substantially. To accelerate data transfer, high-speed networks are
provided to connect remote sites. Most existing data movement solutions are optimized for moving large files.
However, it is still challenging to transfer a large number of small files across networks. This disadvantage not
only lowers data transfer performance, but also decreases overall system utilization. We identify that moving small
files is mainly constrained by degraded file system throughput, not just network performance as might be suspected.
We have built a data transfer pipeline model to analyze the impact of small network 1/0 and storage 1/0 on data
movement. Extending one of the widely used open source data movement solutions, GridFTP, we demonstrate
several appropriate engineering approaches that mitigate the bottleneck and increase data transfer efficiency. We
show optimizations that improve data transfer performance more than 5 times. In comparison to existing solutions,
our approaches can save a significant amount of system resources for moving lots of small files.
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Moving data in a WAN has been studied

1. Introduction

To address the growth of compute and storage
demand in the big data era, high-performance
computing (HPC) systems and clouds are being
deployed worldwide [59] to accelerate data-intensive
computing. Coping with this architectural advance,
massive amounts of data is distributed geographically,
and manipulated beyond organizational boundaries.
Typically, manipulating data between geo-distributed
sites involves moving large volumes of files across
wide area networks (WANSs). For example, many
scientific workflows transfer a large number of files
between distant computing facilities for data
acquisition, processing, analysis, interpretation,
sharing, and archive [53][66].
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extensively. Most existing tools designed for Grid
computing focus on increasing the data transfer rate to
saturate high-bandwidth interconnects, especially for
large files. Recent studies on international scientific
data movement shows the size of files has a substantial
impact on the overall performance. Specifically,
moving lots of small files (LOSF) slows down the data
transfer rate and significantly decreases the utilization
of high-speed networks [63][66].

The smallest file size handled efficiently by most
existing data movement tools is around the magnitude
of network bandwidth delay product (BDP), which is
typically larger than 10MB for most existing WAN
configurations [33]. However, a study on scientific
data movement shows the median file size of datasets
moved between data centres is only a few MBs, with
the majority of files less than 1 MB [65][66].
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Small files cause performance problems due to the
comparatively high meta-data overhead and lower
efficiency of handling small payloads. Manipulating
LOSF not only becomes a challenge for computations
[39][46], but also creates a serious bottleneck [63][64]
when they are transported through networks, either
within a cluster or across data centers. To date, most
existing wide area data movement solutions cannot
handle files smaller than 1MB efficiently. In
particular, widely used tools, such as GridFTP [63],
FDT [11] and others, transfer small files with a rate
more than 15X slower than large ones, the details of
which are discussed in Section 2.2.

To address this issue, GridFTP scales up the
concurrency of storage access and the number of
network streams to improve the aggregate data transfer
rate. Unfortunately, this method can lead to using a
significant fraction of compute resources in a small or
medium size cluster just for data movement. For
example, in one experiment to transport a 2TB data set
with the average file size around 40MB across a 100
Gbps network, 12 data transfer nodes (DTNs) were
required to saturate the network bandwidth [63] using
multiple GridFTP processes and 500 parallel TCP
streams. Each DTN requires a high-performance
server with multiple CPU sockets and high speed
network adapters. This approach increases data
movement complexity and wastes system resources.

Even though solutions like the one posed above can
work, the fundamental bottleneck of moving LOSF
has not been extensively investigated in literature. We
identify the performance is actually constrained by
degraded file system throughput, not network
bandwidth as might be suspected. Our experiments
show most file systems lower performance more than
10 times when decreasing file sizes from 100MB to
less than 1MB. We examine the impact of small 1/0
on transferring files smaller than 1MB using a data
transfer pipeline model. We show appropriate
engineering approaches that can alleviate the storage
bottleneck for moving LOSF. We extended GridFTP
to build the pipeline that packs small files into large
buffers for transmission and overlaps network
transfers, storage reads and writes to maximize
performance. We demonstrated the advantage of our
extension over existing approaches using both
synthetic and real-world workloads. Specifically, this
paper presents the following contributions:

o We examined the storage and file system features
that constrain moving LOSF;

e We analyzed small file transfer performance using
a data transfer pipeline model;

e We demonstrated appropriate  engineering
approaches that can mitigate the LOSF bottleneck.
The rest of this paper is organized as follows.

Section 2 discusses related work and general

background. Section 3 reviews the storage bottleneck

of accessing small files. Section 4 introduces the data
transfer pipeline model and presents our extension of

GridFTP. Section 5 examines small file transfer

performance. Our conclusions follow in Section 6.

2. Background and motivation

Globally distributed computing infrastructures,
such as traditional HPC systems and modern cloud
computing platforms, are used to manage data that is
generated with an unprecedented speed from a variety
of resources. HPC centers are used worldwide to
address growing data processing demands for
applications such as artificial intelligence (Al) and
mission-critical grand challenges. Each major
commercial cloud vendor has deployed tens of data
centers globally to minimize access time, maximize
fault tolerance and manage data sovereignty concerns.
As massive amounts of data is manipulated in a geo-
distributed manner, moving data across distant sites is
inevitable. First, it is often difficult to use one
computing platform to serve all stages of the data
analysis pipeline [37]. Many scientific applications
transfer large volumes of data between distant
facilities to handle different stages of data analysis
[53][66][12][48][51]. Second, offloading computation
onto public clouds normally replicates files across on-
premises and cloud datacenters [1][3][60].

To accelerate data transfer across remote sites,
high-bandwidth and low-latency networks are
provided to connect large computing facilities both
within a metro area and across different cities
[13][54][57]. For example, the U.S. Department of
Energy’s Energy Sciences Network (ESnet) provides
connections with 100 Gbps bandwidth or more to
many science facilities [64]. Various optimizations are
also applied to network connections and storage
systems to improve the data transfer rate [35].

In spite of the rise of new data storage systems such
as object stores [4], most contemporary applications



still access data using files, many of which are smaller
than 64KB [7][44]. According to the recent study on
data movement for scientific computing, 70% of files
being moved across distant facilities are smaller than
1MB [66]. For real-world applications such as
bioinformatics, image processing, HPC checkpoint,
machine learning training [29] and others, it is
common to process large numbers of files around this
size. To date, moving a large number of files smaller
than 1MB is still a significant challenge [63][64][66].

2.1. An overview of data movement solutions

2.1.1. Solutions for Grid computing

Data movement has been investigated extensively
for Grid computing and various tools are available,
such as rsync, scp, bbcp [6], Fast Data Transfer (FDT)
[11], Globus online [27], XRootD [2][62], and The
eXtreme dd toolset (XDD) [9]. State-of-the-art
solutions for moving large data sets across distant
sites, such as GridFTP [61][55], FDT, mdtmFTP [36]
and XROOTD, have different strengths of data
transfer and small file optimization. XRootD was
designed to handle high demand data access for
modern High Energy Physics (HEP) experiments,
such as the BaBar experiment at Stanford Linear
Accelerator Center (SLAC). The XRootD file access
system [2] allows users to acces remote data as local
files, and supports high speed, fault tolerant, robust,
and scalable concurrent data access from multiple
clients to petabyte-scale data repositories. GridFTP is
an extension of the File Transfer Protocol (FTP) for
Grid computing and provides a high-performance and
reliable file transfer across a WAN. GridFTP is used
within large science projects, such as the Large
Hadron Collider, and many supercomputer centers.
The most widely used GridFTP implementation is
provided by the Globus Toolkit, which is an open-
source toolkit for grid computing developed by the
Globus Alliance.

Existing approaches mainly focus on increasing
network usage for large files as the remote link
bandwidth is limited. Specifically, to saturate a high-
bandwidth network, these solutions use parallel
streams to bridge the data transfer source and sink for
moving lots of files. Large files are typically moved
using striped and parallel data transmission [61], in
which each file is partitioned into smaller chunks and
transported simultaneously using multiple data

streams.  Additionally, ~ GridFTP  incorporates
automatic renegotiation of TCP buffers and window
sizes. FDT supports continuous streaming of a list of
files using a managed pool of TCP socket buffers.
HARP [17] tunes GridFTP data transfer protocols
based on historical data analysis and real-time
background traffic probing.

Optimizing LOSF movement over a WAN has been
studied to some extent. Similar to moving large files,
existing approaches concentrate on using parallel
streams to mask the latency of the network and to
maximize bandwidth [18][33][64]. Various methods
are used to decrease data channel idle time and to tune
network transfer protocols for different file lengths.
mdtmFTP  provides a pipelined 1/O-centric
architecture on the multi-core platform to transfer data
with dedicated threads for both disk and network 1/0
operations. mdtmFTP also employs a “virtual file”
mechanism to reduce the per-file protocol processing
overhead. GridFTP provides pipelining [33] to reduce
data channel idle times for moving LOSF. GridFTP
also supports on-the-fly tar [52] to tolerate FTP’s low
efficiency of handling small files, which packs small
files into a large archive file before transferring them.

2.1.2. Solutions for Cloud computing

Existing cloud migration systems face the
challenge of transporting directories with millions of
small files stored in deep hierarchies from on-premises
file systems to the cloud storage [60][63]. A large
number of these files are around KBs in size [63].
Cloud migration tools, such as AWS DataSync [15]
and Snowball [63][34], mainly focus on moving data
from an on-premise site to Amazon S3 [4]. These tools
are designed to reduce migration cost for moving small
files by shortening data migration time. They actually
adopt an approach similar to GridFTP on-the-fly tar
feature, in which each small file is batched and
archived in a TAR format. A demo of using DataSync
to move 10,000 small files [5], around 325MB in total,
from NFS to S3, achieved 30MB/s bandwidth. IBM
Cloud Migration tool Aspera [28] supports moving
directories that contain a large number of 1-10 KB
files with more than 62.5MB/s bandwidth over WAN.
This low transfer rate cannot efficiently utilize high-
speed network connections. Google Storage Transfer
Service [24] cannot handle files smaller than 16MB
efficiently, and suggests users should pack small files
into a single object before moving them into Google



Cloud. This approach only improves network transfer
performance. Users need to duplicate large files with
additional storage 1/0 operations, and maintain them
using extra storage space. Furthermore, most existing
file packing utilities, such as tar, do not support
concurrent data access. Therefore, this method does
not compensate for the performance loss of accessing
small files from the file system.

2.2. Motivation

Most existing data movement tools only provide a
low transfer rate per DTN [19] for moving small files.
In order to saturate high-speed interconnections for
moving LOSF, existing solutions, such as GridFTP
[64], scale up the number of DTNs to increase the
concurrency of storage access and network streams to
improve the aggregate data transfer throughput. This
approach significantly increases the complexity of
data transfer and exclusively dominates an important
fraction of system resources.

Moving 10GB small files between two computer nodes
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Fig. 1. Moving files using GridFTP TP and CS modes (with
pipelining enabled), on-the-fly tar, and FDT.

We tested existing data movement solutions with
their latest releases, including GCT GridFTP 6.2,
mdtmFTP 1.1.1 and FDT 0.24.0, in the FlashLite
cluster [14][21]. Each FlashLite compute node has
4.8TB of Intel NVMe SSD DC P3600 [31]. A set of
files was transferred from Ext4 to XFS local file
systems across two compute nodes connected using
56Gbps InfiniBand. The size of files varies from 4KB
to 1IMB, and for each size, the total amount of data is
fixed to 10GB. Each tool was tested with up to 64
concurrent data transfer streams. In addition, GridFTP
and mdtmFTP were examined using both third-party

(TP) and client-server (CS) modes, while GridFTP
pipelining (pp) was enabled. GridFTP was also tested
with its on-the-fly tar mode. The optimum results are
presented for each file configuration, as shown in Fig.
1. Overall, GridFTP TP mode is one of the fastest
small file movement solutions. As file size is reduced
from 1MB to 4KB, the performance of GridFTP TP
mode decreases from around 1.5GB/s to 100MB/s,
close to 15 times slower. In contrast, FDT performance
degrades roughly 70 times from 350MB/s for 1MB
files to around 5MB/s for 4KB size. mdtmFTP failed
to complete the 10GB data set due to memory faults,
but it handles a smaller scale of data set, such as 1GB,
with a performance similar to GridFTP.
dd reads blocks on SSD
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Fig. 2. The storage I/0 performance of accessing SSDs.

3. The bottlenecks of moving small files

End-to-end data transfer in a wide area environment
involves many components along the path from the
source to the destination, which at least include storage
systems (at both ends), and networks in between. An
optimized data movement mechanism requires an
efficient interaction between storage systems and
network connections, which requires the adjustment of
many system parameters, such as the socket buffer
size, the number of parallel network streams and the
concurrency of storage 1/0 accesses.

Specifically, the following system-level activities
across the data transfer path impact moving LOSF: 1)
reading meta-data of a large directory at the source
end; 2) reading file data for a large number of small
files; 3) transferring small files using TCP; 4) the
inefficiency issue of using TCP to transport data over
long-distance networks; 5) creating small files at the



destination side. The low efficiency of using TCP to
move data has been addressed in most existing tools.
Importantly, all tools examined by us have already
been shown to be efficient on high latency networks
[16] and we do not further investigate this aspect.
Accordingly, in this paper we focus on the impact of
network and storage 1/0 bottlenecks exclusively.

To address small network /0 issues, we propose to
pack small files into large memory buffer before
moving them through networks, in contrast to other
utilities that concatenate the files into larger ones. In
this section, we mainly identify the impact of small
storage 1/0. Accessing small files is typically a meta-
data intensive activity, and a bottleneck is created by
both the storage device characteristics and the file
system management techniques. Presently, solid-state
drives (SSD) and hard disk drives (HDD) are popular
choices of storage devices for constructing data
centers or storage servers. Both devices favor larger
size 1/0 requests instead of small ones. NAND flash
memory-based SSDs provide a much lower latency
than HDDs, and typically perform orders of magnitude
faster for random 1/0. State-of-the-art SSDs package
multiple components that increase the internal
parallelism and speed up large 1/0O operations. To
takea advantage of this architectural improvement,
concurrent data access is required to handle a large
number of requests that are smaller than the size of a
page or a block [42], as discussed later with Fig. 3.

Fig. 2. shows the performance gap between large
and small 1/0O operations using the Unix dd tool to
access an SSD device. In particular, dd reads a data
block from devices into memory on a compute node of
FlashLite while varying the data block size. The block
sizes range from 4KB to 1MB. Even with direct_io
enabled, blocks between 4KB and 128KB are around
10~100 times slower than those around 1MB.
Specifically, the following command was used to read
a block of the SSD device file, in which
${SSD_DEV}=/dev/nvmeOnlpl on FlashLite and
${BlocksSize} increased from 4KB to 1MB.

dd if=${SSD_DEV?} of=/dev/null bs=${BlockSize}

Normally, file systems are tuned for accelerating
common access patterns, such as large 1/0 operations,
at the expense of other special workloads. Many file
systems provide improvements to compensate for
small file performance degradation by mitigating the
meta-data overhead. Ext4 [20], XFS [56] and Btrfs
[10], use tree-based data structures to manage

directory entries, and very small files can be contained
in i-nodes. However, small files are still processed less
efficiently than large ones, as shown in Fig. 3. The
smallest file size examined in this paper is 4KB, which
represents a pathological case to study. Mounting a file
system on Linux requires the data block size not be
larger than a 4KB memory page.

A. Reading Ext4 and XFS small files on SSD
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B. Accessing 16KB files with a varied number of concurrent threads
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Fig. 3. Accessing small files on SSDs using Ext4 and XFS.

Typically, each data transfer is acknowledged after
the file descriptor is closed at the destination end, and
received data is flushed to system buffers, which is
subsequently synchronized to storage by Linux in
background. To examine SSD storage bottleneck, we
collected the performance of accessing small files
using concurrent threads, from Ext4 and XFS file
systems respectively. For each size, the total amount
of data is fixed to 10 GB and uniformly distributed to
64 sub-directories. Workloads are evenly partitioned
across threads, and reading files follows the order
returned by getdents() system call. The optimal
performance is achieved using multiple 1/0 threads to
take advantage of the NVMe command queue, as
shown in Fig. 3. The reading results of 16 threads
(16T) and a single thread (1T) are presented in Fig.



3.A. Fig. 3.B illustrates reading and writing 16KB
files while adjusting the number of threads. When the
concurrency level is smaller than 16, writing is faster
than reading because data is committed to Linux
system buffer instead of SSD storage. When the
concurrency level increases more than 16, file system
locking constrains writing performance, and this
makes writing slower than reading. Fig. 3 also
compares storage performance with network
bandwidths for FlashLite local InfiniBand (IB) and
Ethernet connections. The comparison provides high-
level guidance on detecting the bottleneck of LOSF
movement. It drives us to create a performance model
to analyze the bottleneck of moving small files.

In case a single storage node cannot provide
sufficient 1/0 throughput to saturate the network,
multiple nodes are required, for example by using a
parallel file system. However, network-based file
systems, such as parallel file systems and distributed
file systems, exacerbate the small 1/0O bottleneck,
because each client requests target files sequentially
and experiences the extra path of the storage network.
Typically, several rounds of communications between
front-end clients and back-end storage and meta-data
servers are required to fetch a single file and the
overhead is not amortized for small files. Recently,
some distributed file systems such as HDFS [49] and
TyrFS [47], improved small file access. Typically,
these optimizations attach small files with their meta-
data and maintain them on meta servers instead of data
servers. Most of these optimizations are conceptually
similar to those approaches adopted by local file
systems, such as Ext4 and XFS, that attach tiny files to
i-nodes. These approaches are mainly designed for
active data sets and not appropriate for data migration
which normally consists of a large amount of cold
data. A recent related work by our co-authors [64] has
examined using GridFTP to move data across parallel
file systems. This paper focuses on using local file
systems to verify the storage 1/0 bottleneck of small
file movement with our performance model.

4. A performance model for moving small files
We built a data transfer pipeline model to

investigate the performance of small file transmission.
To simplify analysis without loss of generality, this

model assumes: 1) small files are packed into large
chunks before network shipment, and 2) network
transfers are overlapped with storage access.

Data packing can reduce per file network transfer
overhead and maximize network usage, and a similar
approach is adopted in mdtmFTP [36]. The pipeline
idea has been used widely in many domains to
improve overall system efficiency. For example, in
computer architecture, pipeline processing splits
instructions into several stages and multiple
instructions are overlapped during execution.
Increasing pipeline depth improves CPU performance.
Many parallel algorithms are designed to overlap CPU
time with storage and network 1/0 access to achieve
an optimal performance. We apply the same concept
to investigate the optimal options of small file transfer.

Table 1. Parameters used in the model.

Parameters Description

L The total size of all the files

S File size

Ruax(S) The maximum rate of storage read for size S
Whtax(S) The maximum rate of storage write for size S
Nytax The maximum rate of network transfer
BDP Network bandwidth delay product

p The number of parallel transfer streams

| The length of a memory buffer

n The number of memory buffers

Tr(D) Storage read time of a memory buffer

Tw(D) Storage write time of a memory buffer
v Network transfer time of a memory buffer
Ty (D) The maximum time of 3 pipeline stages
Trotat(L) The total time of data movement

4.1. The performance model

Given a set of small files with the total size L, small
files are packed into n memory buffers and the length
of each buffer is [(BDP <l<LandL=nxl).
Transferring each buffer as a normal file naturally
leverages the existing optimized mechanism of
moving large files. Transporting each memory chunk
consists of 3 stages: storage read, network transfer, and
storage write, which are overlapped using the pipeline.
The time of each stage is denoted as T (1), Ty (1) and
Ty (1) respectively for storage read and write and



network transfer. Ty, (1) represents the maximum
one of these three stages. The total data transfer time
is shown in equation (1). Fig. 4.A illustrates an ideal
case in which T ()= Ty, (D)=Ty (D).
The total time of data movement
chunk 7 [IEM | w |

Chunk 2 | & | [ w |
Chunk 3 & | | w |

Chunk n | = | WA Time

Parallelism (py{

®)

Fig. 4. 1/0O overlapping of data transfers.
Trotar (L) = Tr(D) + Ty () + 1% T () (6]

Combining parallel data streams with the pipeline
forms a parallel data transfer pipeline, as shown in Fig.
4.B. Given p parallel streams, the data transfer is
parallelized, and the total transfer time is shown in
equation (2). The speed up of the data transfer pipeline
is illustrated in equation (3). When the number of
chunks is large enough and 3 stages consume a similar
time, the pipeline achieves up to 3p performance
improvement. The parallelism level and the data
packing size can be adjusted to optimize the aggregate
data transfer rate. Reducing the total transfer time
needs to minimize the maximum one of the three
stages. Using this model, we analyze optimization
options that mitigate the bottleneck for moving data
across computers.

Trotar(L) = To(D) + Tw (D) + (n/p) * Tnax (D) @

(TrO+Tw(O+TN ()1 < (3%p) ©)

Speedup = T o /P e

4.2. Moving data between computers

Given a network link that connects two computers
has a fixed bandwidth, the maximum achievable

network bandwidth is denoted as Ny,,. According to
our previous experiments, the storage performance is
proportional to file size S. For a given file size S, the
maximum storage read rate at the source end and write
rate at destination are represented by Ry, (S) and
Whiax(S) respectively. Note that the source and
destination ends may install different file systems. The
bottleneck of data transfer is illustrated in equation (4).

Network bottlenecks, if Nyax < Min{Ryax(S), Wiar (S}
Storage bottlenecks, if Nyax > Min{Ruax(S), Wiax($)} 4)

The threshold file size, as defined in equation (5),
identifies which system bottleneck constrains data
movement. To move files smaller than the threshold
size, only optimizing network performance cannot
compensate for the degraded storage performance.
Typically, escalating network bandwidth also
increases the threshold size.

Sthreshota = Si U Nygax = Min{Ryax(S), Wirax(S)} (®)

Normally, committing files to storage devices is
much slower than reading them. At the destination
end, the workload of moving small files is typically a
burst small data writing pattern. Many approaches
have been proposed to optimize this pattern, such as a
burst buffer [40], log structured file systems [43], and
a virtual file system [32]. Some of these techniques
[41][58] provide an in-memory store to accelerate
small write operations. In our experiments, memory
capacity on each compute node is large enough to
accommodate received files. At the source end,
reading performance is normally accelerated using
prefetching and caching, which are not efficient
enough to eliminate the bottleneck of LOSF
movement.

Up to now, our model mainly focuses on
optimizing performance in a stable environment.
However, transferring data using shared resources,
such as a parallel file system in a HPC center and
remote network connections across a metro area, may
experience considerable performance variability.
Existing adaptative approaches [17] tune data transfer
performance by adjusting data transfer parameters,
such as the number of parallel streams and concurrent
files, according to real-time background traffic and
historical I/0 workloads analysis. Implementing our
model is orthogonal these adaptive approaches.



4.3. Performance model implementation

To analyze small file movement performance in a
cluster environment, we extended GridFTP to support
the data transfer pipeline. Our extension is based on
the Globus implementation of GridFTP [26] with
version GCT 6.2 and focuses on improving small file
transmission between two storage servers.

4.3.1. GridFTP overview

To achieve optimum performance, GridFTP runs
on Data Transfer Nodes (DTNs) [19], which are
compute systems dedicated for wide area data
movements. GridFTP supports two modes of data
transfer: the client-server mode (CS) and third-party
mode (TP). With the CS mode, the client transfers data
to and from the remote server. Using the TP mode, the
client controls moving data between two servers.
Typically, GridFTP optimizes data movement by
appropriately adjusting 3 parameters: pipelining (-pp),
parallelism and concurrency (-cc). The architecture of
GridFTP is illustrated in Fig. 5.

Site A Site B

GridFTP DTN GridFTP DTN

‘“’. ."">
|
.“..’

. GridFTP Server Process GridFTP Chent D GridFTP Daemon

Fig. 5. GridFTP architecture with the third-party mode.
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GridFTP concurrency enables transferring multiple
files simultaneously. Each level of concurrency
launches a separate process of the GridFTP server, and
one process only handles a single file at a time.
GridFTP parallelism supports splitting a single file
across multiple TCP streams to optimize the network
bandwidth utilization. Parallelism helps improve the
performance for transferring large files. GridFTP
pipelining increases the efficiency of transferring a
large number of small files using a long round-trip
time (RTT) network by reducing data channel idle
times and avoiding shrinking the TCP window size.
When the size of asingle file is less than network BDP,

waiting for an acknowledgment for each transfer
before starting the next one leads to idleness and
lowers the utilization of network bandwidth.
Pipelining enables issuing multiple outstanding
transfer commands to the same data channel to
improve network utilization for moving small files.
Typically, combining concurrency and pipelining
optimizes the performance of moving lots of small
files. Apart from these three parameters, GridFTP also
supports on-the-fly tar [52] to tolerate FTP’s low
efficiency of handling small files.

Note that GridFTP pipelining is orthogonal to the
data transfer pipeline which we built to minimize small
1/0 impacts on data movement.

4.3.2. GridFTP extension

The Grid Community Toolkit provides GridFTP
implementation with 1) a server implementation called
globus-gridftp-server; 2) a scriptable command line
client called globus-url-copy; and 3) a set of
development libraries. GridFTP third-party (TP) mode
moves data between two end hosts or sites, mediated
by a third host, using separated control and data
channels. GridFTP TP mode supports moving data
using multiple data transfer node (DTNs) per site. Its
implementation achieves a high performance with
sophisticated engineering efforts, as shown in Fig. 1.
GridFTP TP transfer parallelizes moving a set of files
using multiple processes. In contrast, its client server
(CS) mode copies files between a remote host and the
local storage. GridFTP client adopts an asynchronous
event driven model [22] to parallelize FTP and storage
1/0 operations.

We aim to demonstrate the effectiveness of data
transfer pipeline for the scenario of moving data
between two hosts. The data transfer pipeline is
realized by extending the GridFTP client-server mode
to save engineering overhead. There are different
approaches to implement the pipeline. We used a
threading model to mask the latency of storage access
with network transfers. Specifically, to overlap
transferring data via FTP and accessing files for each
concurrency, a dedicated thread is added for each
concurrency to read small files and aggregate them in
memory buffers. Each memory buffer contains both
data and meta-data for each file. Each aggregated
buffer is delivered to the FTP thread, i.e., the main
thread of the client, which is responsible for sending



data over sockets. When each buffer is received at the
destination end, the thread unpacks received data to
regenerate the original files.

A preparation stage parses metadata for the target
folder and to detect file size for all the data by invoking
stat() on each file. This stage is parallelized using
concurrent 1/0 threads and fetched meta-data is cached
automatically by the Linux Virtual Filesystem (VFS)
directory entry cache (dcache) and i-node cache
(icache) for subsequent file data access. Therefore,
this stage incurs almost no extra overhead. Different
from the original GridFTP that uses readdir() POSIX
function to traverse a directory to compose the list of
file names to be moved, we called getdents() system
call to save meta-data I/O operations using a large
memory buffer. Workloads are distributed across 1/0
threads uniformly and the files of the same directory
are assigned to a single thread with the best effort. A
command line argument, -pbs, is provided to allow
users to specify the size of packing buffer. Please refer
to the Appendix for more details of our
implementation with an example. Although our
extension only enhanced GridFTP CS mode, the same
optimization approaches are also applicable to TP
mode.

5. Performance analysis

We examined the LOSF bottleneck by testing our
data transfer pipeline extension and GridFTP GCT6.2
version on FlashLite [14]. Each FlashLite compute
node contains large amounts of main memory and
high-speed secondary storage, SSDs and is equipped
with high performance networking, such as Dual rail
56Gbps Mellanox InfiniBand (1B) fabric. The CentOS
7 operating system, with kernel version 3.10.0-693, is
installed on each node. Our experiments reserved two
compute nodes that manage local SSDs using Ext4 and
XFS respectively. Specifically, each node has the
following configuration:

e 2 x Xeon 2.5GHz 12 core Haswell processors;
e 512GB DDR memory (256GB per socket);

e 3x1.6 TB Intel P3600 NVMe drives of storage;
e 2 x Mellanox 56Gb/s FDR InfiniBand adapter.

As shown in Fig. 1, our previous experiments
detect that GridFTP performance starts decreasing for
files smaller than 256KB in the same environment.

This indicates that BDP is roughly 128KB~256KB,
and this is consistent with the perceived latency and
bandwidth of FlashLite IB connection, which are
around 0.125ms and 1.5GB/s. Therefore, we focused
on files ranging from 4KB to 128KB, with the same
data set used in Section 2 and 3. For all the
experiments, vanilla GridFTP third-party mode and
our extension are compared using the same level of
parallelism, which was always set to 1, and pipelining
was always enabled unless otherwise stated.
Concurrency was varied between 1 and 64. The size of
data packing buffer was adjusted between 1~20MB.
Each experiment was repeated at least 3 times,
depending on variations observed, and Linux page
cache, dcache and icache were cleared for each run
and the files moved to the destination end were deleted
before the next run. The averaged results with standard

Moving 10GB small files using tmpfs across InfiniBand

1600
—+— Extension

=t Vanilla TP (pp)
4 Vanilla TP

1400

1200

1000

Bandwidth (MB/s)
o
3 3
3 8

5
S
3

N
S
38

aK 8K 16K 32 64K 128K
File Size(B)

deviation are reported.
Fig. 6. The performance of transferring small files using tmpfs.

5.1. Network efficiency

We first verified the network efficiency by moving
files between two compute nodes using tmpfs, which
is a temporary file system that stores data in volatile
memory instead of a persistent storage device. Using
tmpfs on FlashLite, 16 concurrent I/O threads achieve
3.5GB/s bandwidth for 4KB reads and 32 GB/s for
1MB files, the speed of which is fast enough to match
the perceived 1.5GB network bandwidth. GridFTP
vanilla was also examined without enabling -pp (i.e.,
GridFTP pipelining) to provide a baseline for
examining network efficiency.

Fig. 6 shows the maximum performance for each
size with 3 modes. When pipelining is enabled, the
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network efficiency of GridFTP vanilla is improved
significantly for 128KB files, almost reaching the top
level of network performance. However, as the file
size decreases to 4KB, the transfer rate of vanilla
pipelining reduces more than 10 times to around
100MB/s. In comparison, the extension version
outperforms both vanilla versions and achieves around
1.1GB/s even for 4KB files. This comparison
illustrates that packing small files into a large buffer
can efficiently optimize the per file overhead of
network transfer protocol.

(A) Moving 10GB 4KB files using tmpfs across InfiniBand
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Fig. 7. The performance of moving 4KB and 32KB files using tmpfs.

Fig. 7 compares the data transfer performance
while adjusting the concurrency level for 4KB and
32KB files. The performance of vanilla versions tops
with around 8~16 concurrency levels. The superiority
of the extension decreases gradually with the increased
file size. For 32KB files shown in Fig. 7.B, the
extension only scales up to 4~8 concurrency levels.
Although our extension has significantly improved
GridFTP CS mode performance, its scalability is
constrained by CS mode internal structure. As we

discussed earlier, GridFTP client parallelizes data
transfer using asynchronous events. However, this
approach sequentially processes many small events,
such as creating a file name and reversing storage
space remotely. These small events accumulate for a
large number of files to impact scalability negatively.

The size of the packing buffer is also critical to
achieve the optimal performance. Typically,
increasing the buffer size improves network efficiency
by reducing per file transfer protocol overhead.
However, a buffer size that is too big decreases data
movement efficacy because a large pipeline tail and
head decrease storage and network overlap. Using a
single concurrency level, the size of the packing buffer
was examined for different file lengths, as shown in
Fig. 8. When the buffer size increases from 1MB to
20MB, the performance peaks with a 16MB buffer for
the 10GB data set.

The impact of packing buffer size for 10GB data set
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Fig. 8. Packing buffer size evaluation.
5.2. Storage constraints

As shown in Section 3, Ext4 and XFS provide
similar reading performance. However, writing small
files using XFS is faster than Ext4 with a high level of
concurrency. We add storage constraints to the data
transfer pipeline by moving files from Ext4 to XFS
across two compute nodes. This configuration can
highlight the storage efficiency of our extension. The
results of maximum performance for each mode are
displayed in Fig. 9. The vanilla version received less
impact from storage constraints, while the extension
version performs better overall. The performance
degradation of the extension is caused mainly by two
factors: the decreased storage performance and the CS



mode scalability issue. The latter cause makes 128KB
files perform slower than the vanilla version.

The data transfer rate and file system performance
were compared in Fig. 10, while adjusting the
concurrency level from 1 to 64 for 4KB and 8KB files
respectively. The extension is tightly bounded by the
Ext4 reading curve when cc <= 16 and the XFS writing
cure when cc > 16. In comparison, the vanilla version
doesn’t efficiently utilize the increased storage 1/O
bandwidth. This demonstrates the storage 1/O
efficiency of the data transfer pipeline. However, the
vanilla version cannot scale to more than 16 streams,
as shown in Sec 5.1. The extension curve goes flat in
Fig. 10 due to the storage constrains.

Moving 10GB small files from Ext4 to XFS across InfiniBand
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Fig. 9. The performance of the GridFTP extension.
5.3. A real-world case study

To study a real-world case, we tested moving a
folder of Linux source code containing ~68,000 files
and 4,532 sub-directories, with 898MB total amount
of data. The median file size of the folder is 3,808
bytes. Existing tools were examined by moving the
Linux folder from Ext4 to XFS across two compute
nodes. The optimal performance achieved by each tool
and associated configurations are shown in Table 2.

With the on-the-fly tar feature, GridFTP packs
small files into a single archival file at the source end
before transferring them, while the destination end
extracts small files after receiving the archive. The
parameter studies for this feature was performed in the
previous literature [52]. Overall, this feature is enabled
using the Globus XI1/O Pipe Open (Popen) Driver [52]
that leverages Unix pipes to connect tar and GridFTP
commands in a single command line. All versions of

11

GridFTP were examined with up to 64 concurrency
levels and a 4MB TCP buffer (-tcp-bs=4096000) was
used. FDT was tested using maximally 64 parallel
streams and its server specified a 4MB 1/O buffer (-
bs=4M). mdtmFTP separates network threads from
storage threads. We tested mdtmFTP with up to 8
parallel streams, 8 storage threads and 8 network
threads.

As shown in Table 2, our GridFTP extension is the
fastest option and it finished the movement using
around 1.5 seconds with 16 concurrent threads and a
1MB package buffer. This performance result
corresponds to around 600MB/s bandwidth and is
more than 4 times faster than GridFTP vanilla third-
party mode with pipelining enabled.

The data transfer pipeline extension also
outperforms GridFTP on-the-fly tar mode, which uses
a large archival file to move LOSF. We guess that the
performance superiority is created by two reasons.
First, our extension overlaps network transfer with
storage accesses. Second, tar does not support parallel
data streaming to access small files.

(A) Moving 4KB files from Ext4 to XFS across InfiniBand
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Fig. 10. The performance of moving 4KB and 8KB files.
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Table 2. The performance of moving a Linux source folder.

Transfer tools Transfer mode Time(s) Configurations DTN count needed to saturate a
100Gbps link
GridFTP extension Client-server 15 16 concurrent threads, 21
and 1MB packing buffer.
GridFTP vanilla Third-party (pp) 6.5 64 concurrent threads. 91
GridFTP vanilla On-the-fly-tar 8.66 16 concurrent threads. 121
mdtmFTP Third-party 11.03 4 disk 1/0 threads, 4 network I/O threads, 154
and 8 parallel streams.
GridFTP vanilla Client-server 15.13 64 concurrent threads. 211
FDT Client-server 45 8 parallel streams. 627

5.4. Estimated Data Transfer Resource Optimization

Based on the data transfer improvement, we
estimate the optimal resource usage for moving files
between storage clusters. Presently, the data transfer
rate across large-scale computing facilities is often
more than 100 Gb/s [64]. Typically, each computing
center uses a parallel file system, such as IBM
Spectrum Scale [30] or Lustre [37], to provide a
scalable storage capacity and an aggregated 1/0O
bandwidth. Normally, one or several DTNs are used to
relay data between the backend storage cluster and the
remote network connection. A typical scenario of
moving files across storage clusters is illustrated in
Fig. 11. Normally, large files are striped across
multiple storage servers to accelerate parallel data
access. However, small files are not partitioned if they
are smaller than the size of a partition block.
Therefore, the set of small files to be moved should
spread across an enough number of storage servers to
provide an aggregated 1/0 performance that matches
the target network bandwidth.

Data Centre A

Data Centre B

Fig. 11. Data movement across two data centers.

We assume the backend parallel file system
provides a performance scalable in the number of
clients. The maximum storage read and write rates
achieved by each client, i.e. a DTN, are represented as
R (S) and WS (S) respectively, which are also
proportional to file size S according to our
experiments. An optimal data transfer performance
can be achieved only when the aggregated DTN relay
rate matches the network bandwidth. The number of
DTNs required to optimize the network bandwidth is
calculated using equation (6):

npry = max{N™®/REf (), N /Woir (S)} (6)

Overall, moving smaller files need more DTNSs to
optimize network usage. To decrease system resource
consumption, a straightforward approach is to increase
the performance of each I/O thread. In comparison to
GridFTP TP mode, our extension achieves the
performance improvement while using 4 times fewer
concurrent threads. Mapping this advantage to a
scenario of using multiple DTNs, our optimization is
able to improve data transfer rate per DTN
significantly. If we assume each compute node acts as
a DTN, we estimated the total number of DTNs
required for each solution to saturate a 100Gpbs link,
as shown in the right most column of Table 2.
Theoretically, our approach uses around 4~5 times
fewer system resources than GridFTP TP mode.

6. Conclusions and future work

Previous research on moving lots of small files has
mainly focused on optimizing network performance.



We identify that moving files smaller than 1MB across
existing high-speed remote network links is mainly
constrained by file system throughput. Perhaps with
hindsight this is obvious, but it is not widely promoted
as a performance constraint. We built a data transfer
pipeline model by extending GridFTP to examine the
small I/O impact on data movement. We demonstrated
several engineering solutions, including packing small
files into a large memory buffer and overlapping
network transfer with storage read and write, that can
alleviate the storage bottleneck.

The pipeline extension improves the small file
transfer rate for more than 5 times in comparison to
existing approaches. We believe our extension can
optimize transferring small files in two aspects. First,
it increases the data transfer performance per DTN.
Given a fixed number of DTNs, the aggregate transfer
rate is improved accordingly. Second, to saturate the
bandwidth of a given network connection, it requires
around 4~5 times fewer number of DTNs for moving
small files.

Our experiments have demonstrated the advantage
of our approach by interacting with local file systems
using a typical POSIX file system interface, mainly for
Grid computing scenarios. Theoretically, our design
should work with other storage systems that support
the same interface, such as cloud file systems and
pareallel file systems, probably with a minimum
engineering extension. Although our approach doesn’t
directly handle cloud storage objects due to the
different storage format and access interface, we
believe the principle of overlapping 1/0 operations and
packing small data using large memory buffers should
also benefit moving data in cloud storage systems.
Most parallel file systems, distributed file systems, and
cloud storage systems are built on top of a cluster of
storage nodes. Each storage node is typically managed
using a local file system, such as Ext4, XFS, Btrfs and
ZFS. Cloud storage objects and parallel files are
normally managed using these local file systems. For
example, the default configuration of BeeGFS [7]
manages file data using XFS and organizes meta-data
using Ext4. Specifically, data chunks of large files,
small files and meta-data of each file and directory are
stored as individual files in local file systems. Other
systems, such as Lustre [37] and OpenStack Swift
[45], adopt a similar policy to map data to native file
systems. To support applications that rely on the
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POSIX file system interface in clouds, cloud file
systems, such as s3fs-fuse [49] and Goofys [24], map
Amazon S3 objects to files. For these storage clusters,
the local file systems characterize their fundamental
storage 1/0 behavior.

However, our approach still cannot fundamentally
eliminate the bottleneck caused by small storage 1/0.
In order to address this issue, our future work will
explore the feasibility of optimizing LOSF movement
from the file system layer by using large 1/0 requests
to improve small file access. Many scientific
applications organize a large number of small files
using directories. Moving small files is normally
applied to the granularity of folders and the data access
pattern of which is not random. Local file systems,
such as Ext4, already places many small files into
contiguous storage regions. Acquiring those large
contiguous regions can be achieved by using specific
tools or by extending the file system with new APIs to
allow access to contiguous blocks. This approach
would significantly improve 1/0 efficiency for
accessing lots of small files. Therefore, to eliminate
the small file bottleneck fundamentally for data
movement, we need to extend the large space
allocation policy to a whole folder. This would
increase data contiguity by concatenating all of its
small files, including both file data and meta-data, into
large contiguous regions. Additionally, extending the
file system to provide new APIs would allow users to
access these contiguous blocks as a whole, instead of
reading a large number of small files one by one. This
feature would fundamentally eliminate the storage
bottleneck of data movement. We believe that
accelerating the access pattern of traversing a whole
directory will not only improve data movement, but
also benefit more general applications, such as image
processing, bioinformatics, and machine learning
training, to name a few.
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Appendix: Core Pseudo Code for
GridFTP Extension

GridFTP extension optimizes small file movement
for GCT GridFTP 6.2 [26]. It packs small files into
large memory buffers and transfers them using
GridFTP. Its implementation is built by extending
globus-url-copy and globus-gridftp-server. This
appendix presents the core algorithms of globus-url-
copy extension that pack memory buffers and forward
them to GridFTP client. It mainly consists of two
entities: a storage 1/0O (sio) thread and a dispatcher,
which are shown in Fig. 12 using an ftp put example.

One dispatcher and its associated sio thread are
invoked for each concurrency. The dispatcher is
realized using Globus Asynchronous Event Handling
model [22]. These two entities collaborate using
pthreads synchronization.

The details of each entity are explained using its
pseudo code with the following data transfer example,
which invokes GridFTP client command line tool to
move files from a local directory, ${src_path}, to a
target path ${target_path} on a remote server, denoted by
${SERVER_IP}:${SERVER_PORT}, with the FTP protocol.
It enables the data transfer pipeline to pack small files
into 16MB buffers (-pbs 16000000) with 32
concurrent threads (-cc 32):
globus-url-copy -cc 32  -pbs 16000000  ${src_path}
ftp://${SERVER_IP}.${SERVER_PORT}/${target_path}

1. Storage 1/0 Thread

The pseudo code of sio is depicted in Algorithm 1.
Its main loop consists of 3 major actions: 1) waiting to
receive file access requests from dispatcher (line 6); 2)
checking file size for received requests (line 7 to 10);
3) in case an enough number of small files are received
(i.e., the total amount of which is not smaller than pbs),
it reads files (line 16~19), packs them into
packing_buffer (line 20~46), and then forwards each
buffer to its dispatcher (line 27~29 and 43~45).
no_more_requests is set when all files in the source
directory have been dispatched.

The dispatcher mainly extends
globus_|_guc_transfer_kickout() in gct/gass module.
It is invoked after pending_dirs_queue and
pending_files_queue are initialized, which only
contain the source path to be moved ${src_path}, as
shown in Algorithm 2. One dispatcher is invoked per
concurrency and works with its sio thread. It first
checks whether its sio thread is waiting for requests. If
so, it sends files in pending_files_queue to the I/O
thread and notifies it to start transferring data using ftp
(line 4~8). If pending_files_queue is empty, the
dispatcher acquires a directory from
pending_dirs_queue and detects files contained in the
directory by calling parse_dir(), which puts detected
files into pending_files_queue, and finally registers
dispatcher_worker() to GridFTP event engine as an
immediate event to (line 9~11) to trigger.

Storage 1/0 thread (sio) Dispatcher

Start Start

Wait new requests

Check file size for
received requests

N
sio waiting requests?
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More files ?
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T —
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N
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Fig. 12. The extension of GridFTP client.

Module ftp_transfer() is responsible for forwarding
packed memory buffers to GridFTP client, as shown



in Algorithm 3. As depicted in Algorithm 4, after each

transfer finished, GridFTP client invokes calls dispatcher_worker() again.

Algorithm 1. Packing small files into memory buffers.

1 procedure storage_io_worker(cc_id, pbs, packing_threshold, chunk_size)

2 received_size = 0; metadata_size = MAX_PATH_LEN + EXTRA

3 init(new_requests_queue[cc_id]); init(packing_queue)

4 while(TRUE)

5 if(received_size < pbs and !'no_more_requests)

6 waiting_on_requests(sio_worker[cc_id], new_requests_queue[cc_id]);

7 for(file in new_requests_queue[cc_id])

8 if(size(file) <= packing_threshold)

9 enqueue(packing_queue, file)

10 received_size += size(file)

11 if(received_size >= pbs or no_more_requests)

12 waiting_on_dispatcher_ready()

13 offset = 0; packed_size = 0

14 packing_buffer = allocate_memory(chunk_size);

15 while(empty(packing_queue) and packed_size <= pbs)

16 file = dequeue(packing_queue)

17 fd = open(file->local_path)

18 num_bytes = read(fd, tmp_buffer)

19 close(fd)

20 if(remaining_space < nbytes + metadata_size)

21 globus_i_gass_copy_buffer_t *buffer_entry = allocate_memory(...)

22 buffer_entry->bytes = packing_buffer

23 buffer_entry->nbytes = offset

24 buffer_entry->offset = global_offset

25 buffer_entry->bytes = packing_buffer

26 buffer_entry->last_data = FALSE

27 lock(dest_mutex[cc_id])

28 enqueue(buff_entry, dest_queue[cc_id])

29 unlock(dest_mutex[cc_id]))

30 packing_buffer = allocate_memory(chunk_size)

31 packed_size += offset

32 offset =0

33 add_metadata(tmp_buffer, num_bytes + metadata_size, file->remote_path)

34 memcpy(packing_buffer + offset, tmp_buffer, num_bytes + metadata_size)

35 offset += num_bytes + metadata_size

36

37 if (offset) /*send the last piece of packing buffer*/

38 globus_i_gass_copy_buffer_t *buffer_entry = allocate_memory(...)

39 buffer_entry->nbytes = offset

40

buffer_entry->offset = global_offset

17

globus_|_gass_copy_ftp_put_done_callback(), which
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41 buffer_entry->bytes = packing_buffer
42 buffer_entry->last_data = TRUE
43 lock(dest_mutex[cc_id])
44 enqueue(buff_entry, dest_queue[cc_id])
45 unlock(dest_mutex[cc_id]))
46 packed_size += offset
47 received_size -= packed_size
48 if(no_more_requests and empty(packing_queue))
49 break
Algorithm 2. Scheduling file access requests to sio threads and coordinating file transfers.
1 init(pending_dirs_queue, pending_files_queue, src_path)
2 dispatch_worker(cc_id)
3 if(is_waiting_on_requests(sio_worker[cc_id]))
4 if(lempty(pending_files_queue[cc_id]))
5 while(lempty(pending_files_queue[cc_id]))
6 enqueue(new_request_queue[cc_id], dequeue(pending_files_queue[cc_id])
7 singal(sio_worker[cc_id], READY)
8 ftp_transfer(cc_id)
9 else if(lempty(pending_dirs_queue))
10 parse_dir(dequeue(pending_dirs_queue))
1 globus_callback_register_oneshot(dispatcher_worker, cc_id)
12 else
15 singal(sio_worker[cc_id], NO MORE_REQUESTS)
Algorithm 3. Transfer memory buffers through GridFTP client.
1 ftp_transfer(cc_id)
2 globus_gass_copy_size_ftp()
3 globus_ftp_client_put(globus_gass_copy_ftp_put_done_callback, cc_id)
4 signal(sio_worker[cc_id], READY)
5 while('empty(dest_queue[cc_id]))
6 buffer_entry = dequeue(dest_queue[cc_id])
7 globus_ftp_client_register_write(buffer_entry,
globus_gass_copy ftp_write_callback, cc_id)
Algorithm 4. Buffer transfer complete callback.
1 globus_|_gass_copy_ftp_put_done_callback(cc_id)
2

globus_callback_register oneshot(dispatcher worker, cc_id)
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