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Abstract

The Nearly Autonomous Management and Control (NAMAC) system supports the advanced reac-
tor operation by recommending control actions to operators based on real-time measurements and
digital twins (DTs) learning from the knowledge base. To enable the safe and reliable use of au-
tonomous technologies, NAMAC and its recommendations should be trustworthy to operators and
regulators at both the design and operation stages. This study proposes a NAMAC trustworthiness
modeling and evaluation framework supported by trustworthiness ontologies and evidence-based
approaches. The development-time and run-time ontologies are separately constructed and then
converted to Bayesian networks to quantitatively evaluate the NAMAC trustworthiness. This eval-
uation is demonstrated by collecting and characterizing evidence from NAMAC practices, such
as the development and assessment of the NAMAC system, data coverage assessment, and the
training and optimizations of neural-network-based DTs. Our proposed approach can aggregate
various trustworthiness attributes of complex artificial-intelligence-supported systems for safety-
critical applications. It also considers the interaction between different DTs and extends beyond
the trustworthiness evaluation of a single DT. The evidence-based method enhances the trans-
parency of the trustworthiness modeling and evaluation processes and helps identify uncertainties
and subjectivity involved in the processes.

Keywords: Trustworthiness, Ontology, Digital Twin, Data Coverage Assessment

*Corresponding author
Email addresses: 1ongcwang3@gmail.com (Longcong Wang), 1inyu.lin@inl.gov (Linyu Lin),
ntdinh@ncsu.edu (Nam Dinh)

Preprint submitted to OSTI February 18, 2024



1. Introduction

The Nearly Autonomous Management and Control (NAMAC) system is developed to provide
recommendations to advanced reactor operators during nominal and accidental conditions [1, 2].
It derives such recommendations based on current reactor states and forecast of reactor future.
Different digital twins (DTs) supported by machine learning (ML) algorithms extract and store the
required knowledge, and those DTs are integrated through a structured workflow. As the NAMAC
system intends to support the autonomous control of safety-critical systems, one of the essential
requirements is that NAMAC and its recommendations be trustworthy. Based on the existing
definitions of trustworthiness reviewed in [3], this study defines NAMAC trustworthiness as an
assurance that the NAMAC system will work as expected.

For complex engineering systems, such as cyber-physical systems (CPSs) and autonomous
systems, trustworthiness has been identified as one of the crucial facets that need to be analyzed
[3—10]. Mohammadi [3] proposed a CPS trustworthiness management framework, which includes
key trustworthiness concepts, trustworthiness evaluations, and run-time trustworthiness mainte-
nance. In the CPS framework (CPSF) proposed by the U.S. National Institute of Standards and
Technology (NIST) [5], trustworthiness was identified as one of the nine aspects of a CPS and
considered a collection of conceptually related concerns. Based on NIST’s CPSF, CPS trustwor-
thiness ontologies were developed to represent and reason the CPS trustworthiness [6, 7, 11]. For
smart grids, Gao et al. [8] defined and evaluated trustworthiness based on three metrics: avail-
ability, reliability, and integrity. Ding et al. [9] handled software trustworthiness evaluation as a
multiple-attribute decision analysis and decomposed the software trustworthiness evaluation indi-
cator set into several trustworthiness attributes, such as reliability and safety. Cho et al. [10] treated
trustworthiness as a system-level metric consisting of four key aspects: security, trust, resilience,
and agility. Overall, we may conclude that trustworthiness is usually considered a multiattribute
concept.

As the volume of research on artificial intelligence (AI) and ML in engineering applications
rapidly grows, trustworthiness of these AI/ML models and systems is gaining significant attention.

The United States Nuclear Regulatory Commission (U.S. NRC) identified Al trustworthiness as a
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potential technical consideration and key research area for regulatory decision-making [12]. NIST
developed an Al risk management framework to prompt Al trustworthiness and articulate charac-
teristics of a trustworthy Al [13]. Chelouati et al. [14] explored the capability of goal structuring
notation for building a safety case for autonomous trains, which hierarchically distinguished Al-
based components from Al techniques. However, only high-level argument pattern is presented in
[14]. Assessing and enhancing the trustworthiness of a single AI/ML model via uncertainty quan-
tification (UQ) has been widely used in machine fault diagnosis [15—17], prognosis health manage-
ment [18], and risk predictions [19]. Uncertainty, especially epistemic uncertainty, has been used
as a trustworthiness metric for domain shifting and data coverage issues [15-17, 20]. However,
other trustworthiness characteristics, including data adequacy and DT training and assessment re-
sults are not explicitly included and could deteriorate the final trustworthiness. Moreover, those
studies focus on single AI/ML models, while the modeling and evaluation of the trustworthiness of
a system with a network of AI/ML models have not been investigated. Lastly, the trustworthiness
assessment approach in this work considers the evidence gathered from both development time
and run time, which accounts for the dynamic features of AI/ML trustworthiness and continuously
monitors its performance at run time.

Although this is the first time NAMAC trustworthiness is formally modeled and evaluated,
efforts were made during the NAMAC development to monitor and enhance its trustworthiness
[2, 20-23]. The discrepancy checker [2, 21] has been designed as an essential part of the NA-
MAC operational workflow to prevent major failures during NAMAC operation. Meanwhile, the
NAMAC functionality relies on several DTs, and numerous techniques are implemented to en-
hance DT quality [2, 22, 23], such as physics-guided ML and Bayesian-based hyperparameter
tuning. During NAMAC operation, the data coverage assessment (DCA) [20] is designed to detect
unseen data, which can cause the failure of data-driven DTs. When NAMAC trustworthiness is
systematically evaluated, these existing efforts can provide the required evidence. However, the
evidence can be highly heterogeneous, and how the heterogeneous evidence can be characterized
and integrated to evaluate NAMAC trustworthiness needs further investigation.

This study proposes and demonstrates an evidence-based framework for modeling and eval-

uating NAMAC trustworthiness. We first model NAMAC trustworthiness by identifying related
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attributes. Next, trustworthiness is evaluated based on evidence of each attribute. Section 2 pro-
vides the technical background for the NAMAC system and work related to its trustworthiness
modeling, which narrows the research scope. Section 3 presents the overall methodology for NA-
MAC trustworthiness modeling and evaluation. Section 4 demonstrates how development-time
NAMAC trustworthiness can be evaluated by characterizing and integrating evidence from exist-
ing works. Section 5 shows how run-time trustworthiness can be evaluated with given DCA and

discrepancy checker results.

2. Technical Background

2.1. NAMAC system
2.1.1. Simplified NAMAC operational workflow

As shown in Figure A.16, the complete NAMAC operational workflow consists of four ma-
jor DTs: DT for diagnosis (DT-D), DT for prognosis (DT-P), DT for strategy inventory (DT-SI),
and DT for strategy assessment (DT-SA). As a preliminary study of NAMAC trustworthiness, this
work only considers DT-D, DT-P, the discrepancy checker, and their interactions to narrow the
research scope. Compared to the original NAMAC operational workflow, this study assumes a
perfect strategy optimization process. Moreover, this study integrates DCA into DT-D for identi-
fying interpolation and extrapolation conditions. As shown in Figure 1, this study simplifies the

NAMAC operational workflow with three major steps:

1) At the recommendation time, t,.,4, the DT-D will estimate unobservable safety significant
factors (SSFs) to restore the complete reactor states. This step consists of four substeps to
ensure the quality of DT-D estimations. A DT-D will be selected from the given DT hub.
Its data coverage condition will be determined based on the UQ results. If the uncertainty
satisfies the requirements, DT-P will use DT-D outputs. Meanwhile, the discrepancy checker
will use the DT-D coverage condition and uncertainty. This study assumes that a DT-D

satisfying all the requirements can always be found from the DT hub.

2) In the complete NAMAC operational workflow [2], DT-SI will sample a set of mitigation

strategies at #,.,4. DT-P will forecast the reactor future for each strategy, based on which
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DT-SA will determine the optimal strategy and recommend it to operators. This study ig-
nores the DT-SA and DT-SI uncertainties. Only the recommended mitigation strategy and

corresponding DT-P predictions are considered.

3) The discrepancy checker will be activated at the ith discrepancy checking time ¢.; to eval-
uate the reliability of NAMAC recommendations by comparing the expected reactor states
against the actual measurements. If the discrepancy in the NAMAC recommendations does
not meet the requirements, a SCRAM signal will be sent to the operator. Otherwise, the

operation will be continued until the next discrepancy checking time.

2.1.2. Data coverage assessment

Neural networks (NNs) have been used to develop the NAMAC DTs [1, 2, 22, 23]. However,
NN-based DTs may fail to predict unseen data in extrapolated conditions. A DCA framework is
developed in [20] to detect extrapolated conditions by quantifying the epistemic uncertainty of an
NN-based DT.

DCA development starts with building the knowledge base, including the training data and
input and output features. Then a DT UQ will be conducted, based on which coverage thresholds
will be selected. If the DCA performance meets the requirements, it will be deployed to NAMAC.
Otherwise, the knowledge base, UQ algorithms, and coverage thresholds will be refined. During
NAMAC operation, DT epistemic uncertainties can be quantified and compared to the refined

thresholds. Extrapolated conditions can be identified if the epistemic uncertainties exceed the

thresholds.

2.1.3. Discrepancy checker

Lin et al. [2] proposed a rule-based discrepancy checker comparing the discrepancies between
the real reactor conditions and the expected transients to the given limits. In this study, we updated
it with DCA. Figure 2 depicts the discrepancy checker workflow used in this study. Compared to

the original scheme proposed in [2], our changes are:

* As discussed in Section 2.1.1, at the recommendation time t,.,,4, the data coverage of DT-

Ds selected from DT hubs will be checked. The updated discrepancy checker will use this
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Figure 1: Simplified NAMAC operational workflow

information to evaluate NAMAC trustworthiness.

* At the discrepancy checking time ¢ = {fcx1,- .. tekir - - - » Ly}, the data coverage condition
of the DT-D inferring Tprcr, Will be assessed. If the DT-D does not cover the reactor states
at ., the discrepancy checker will assume that the NAMAC discrepancy exceeds the limit
and will generate a SCRAM command to shut down the reactor.
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* At t4, the local discrepancies are used as discrepancy metrics {. Instead of measuring the
time-averaged discrepancy as proposed in [2], the discrepancy checker in this study takes a

snapshot of discrepancies at 7, and compares them to the discrepancy limits &.

Complete reactor states at 7.

Sensor mea- | Ge(fer) .
[ 'NAMAC | Sensor measurements :
surements : : g | 5
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; DT-D DT-D 1
| Trreray Ges Trrer(trema ~ 17) !

Discrepancy metrics
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limits fq‘ 5 ‘fTPH'L
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3 { Lo, Erppe (1)
3 Do nothingé

Figure 2: Discrepancy checking process with DCA updated from [2]

2.1.4. Digital-twin development and assessment process

Lin et al. [24, 25] proposed a digital-twin development and assessment process (DT-DAP)
based on the Evaluation Model Development and Assessment Process [26], which can improve the
reliability and robustness of DTs used in the NAMAC system. The goal of DT-DAP is to ensure
that the DT development, assessment, and decision-making process are transparent, consistent,
and able to fulfill the expectations established in the planning stage [25].

As shown in Figure B.17, the DT-DAP consists of five elements [24, 25]:

* Element 1 establishes requirements for DTs and the NAMAC system, such as the system

purposes, the quantities of interest (Qols), and the systems to be developed.



* Element 2 develops the knowledge base. Training and testing data will be collected or gen-
erated by simulation tools following the defined issue space and stored in a data repository.

Other required information, including safety design, will also be collected and stored.

* DTs are developed in Element 3 based on the established requirements and constructed

knowledge base. A training plan will be generated, and different DTs will be connected.

* In Element 4, the DT is assessed. The bottom-up approach focuses on the uncertainties of
separate DTs, and the top-down approach deals with the overall quality of the integrated

system.

* Finally, Element 5 determines whether the developed DTs and NAMAC system are ade-

quate.

2.2. Predictive capability maturity model

Oberkampf et al. [27] developed the Predictive Capability Maturity Model (PCMM) to assess
the maturity level of modeling and simulation (M&S) efforts. As shown in Table 1, the original
PCMM matrix involves six elements [27]. Their maturity levels are qualitatively assessed, and
the target maturity levels are application oriented [28]. High maturity levels are required for high-
consequence applications and applications where M&S has significant impacts. Recently, PCMM

has been adopted to assess the adequacy of M&S efforts [28, 29].

Table 1: PCMM table (derived from [27, 28])

Attribute Maturity
Level 0 | Level 1 | Level 2 | Level 3
Representation and Geometric Fidelity Maturity
Physics and Material Model Fidelity Low == High
Code Verification Consequence .
Solution Verification Low = High
Model Validation M&S impacts
Uncertainty Quantification and Sensitivity Analysis Low == High




3. Methodology

3.1. Trustworthiness modeling and evaluation workflow

This study aims to demonstrate how NAMAC trustworthiness can be modeled and evaluated.

Figure 3 depicts the scheme used in this work. The process steps are:

* First, NAMAC trustworthiness will be conceptually modeled using trustworthiness ontolo-
gies [6, 7, 10, 11]. A rudimentary trustworthiness ontology will serve as the basis for both
development-time and run-time trustworthiness modeling. Then, based on the NAMAC de-
velopment and operation, detailed development-time and run-time trustworthiness ontolo-

gies will be constructed separately.

* Second, the conceptual NAMAC trustworthiness will be converted into numerical models
to evaluate NAMAC trustworthiness. The trustworthiness ontologies will be converted into

Bayesian networks (BNs) [30] to support the quantitative trustworthiness evaluation.

 Third, based on the trustworthiness model, required evidence will be collected and charac-
terized. For development-time trustworthiness, evidence will be collected from development
and assessment works on NAMAC, which is further formalized based on PCMM [27] and
DT-DAP [24, 25]. Evidence will be collected from DCA and discrepancy checking results

during the NAMAC operation for run-time trustworthiness.

* Fourth, evidence will be integrated through the numerical trustworthiness model to quanti-
tatively evaluate NAMAC trustworthiness. Transferring qualitative evidence to some quan-

titative scales may be required.

3.2. Ontology-based trustworthiness modeling

In this study, we adopt the perspective that trustworthiness is a multi-attribute concept [3, 6-11]
and hierarchically relate the NAMAC trustworthiness concepts following [3, 5-7], as depicted in
Figure 4. NAMAC trustworthiness is treated as a collection of numerous trustworthiness concerns,

and those concerns may be further decomposed into subconcerns. The so-called trustworthiness
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Figure 3: Scheme for NAMAC trustworthiness modeling and evaluation

properties, which are properties, features, and characteristics of the NAMAC system, can then
address the trustworthiness.

From trustworthiness to trustworthiness properties, the dependence of the trustworthiness con-
cept on NAMAC becomes stronger [3]. The top of Figure 4 is trustworthiness, a general concern
for most systems and the most abstract concept. Then, trustworthiness will be supported by the
less abstract concerns and subconcerns. NAMAC properties, including DTs, operational work-
flow, and development and assessment processes, address those concerns. Compared to concerns
in the top node, elements in lower hierarchies have richer technical details but lower levels of ab-
straction. The bottom level, denoted as trustworthiness properties, is directly related to NAMAC
development and evaluation results.

Based on the hierarchical trustworthiness model shown in Figure 4, we utilized the ontology-
based method developed in [7, 11] to conceptualize and visualize NAMAC trustworthiness. An
ontology can support the hierarchical and logical representation of an entity [6, 10], and the
ontology-based methods have been utilized to logically conceptualize the multiattribute trustwor-
thiness [6, 7, 10, 11, 31]. It can conceptually model the system trustworthiness and the relations

between different trustworthiness concepts. An ontology-based method can enhance the trans-
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Figure 4: Concepts of hierarchical modeling of the NAMAC trustworthiness (derived based on [3, 6, 7])
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Figure 5: Rudimentary trustworthiness ontology for the NAMAC system

parency of the trustworthiness modeling and evaluation processes, since it explicitly and visually
connect different trustworthiness concepts.

Figure 5 depicts the rudimentary NAMAC trustworthiness ontology from trustworthiness to
selected high-level trustworthiness concerns. In the NAMAC trustworthiness ontologies, trust-
worthiness concerns and properties are represented by individuals, and the relations between them

are characterized by the edges linking ontology individuals. The NIST CPSF [5] identifies five
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concerns for trustworthiness: reliability, safety, security, resilience, and privacy, which are also
frequently mentioned in different literature sources [3, 8-10, 31, 32]. We use them in the NAMAC
trustworthiness ontology as high-level concerns. In addition, the explainability of Al methods and
ML models is becoming an increasingly important problem [33, 34]. With the extensive use of
ML models in the NAMAC system, explainability is added to the ontology as the sixth high-level
concern.

Although six high-level concerns are identified for NAMAC trustworthiness, this preliminary
study only focuses on safety, which may be the most significant concern of high-consequence
safety-critical nuclear reactor systems. The rest of this study will omit other concerns from the
ontologies. Based on the definitions of safety provided in [3, 10, 31], we define NAMAC safety
as the operation of NAMAC will not cause damage, disastrous consequences, or harm to the users
and the environment.

NAMAC safety stems from whether NAMAC recommendations will lead to safety concerns
on nuclear reactors and, ultimately, the environment and public health. An incorrect or late rec-
ommendation could lead to a reactor trip and component and system failures during accident
scenarios. Accordingly, the safety concern has two subconcerns, correctness and performance,
based on the trustworthiness attributes reviewed in [3]. Correctness refers to whether the NAMAC
system can bring the reactor to the desired conditions by providing proper recommendations to
reactor operators. Performance refers to how long it takes NAMAC to make recommendations.
Since NAMAC recommendations are derived based on DTs integrated by the NAMAC operational
workflow, correctness can be further branched into two subconcerns: structure adequacy and DT
adequacy. Similar to other NAMAC research [1], this study assumes that NAMAC can always
provide on-time recommendations, so correctness is the only focus. Overall, this study simplifies
the trustworthiness ontology models and assumes that NAMAC trustworthiness only depends on

the correctness of NAMAC recommendations.

3.3. Development-time and run-time NAMAC trustworthiness

As discussed in [3], trustworthiness is dynamic and should be continuously re-evaluated and

maintained at run-time. The NAMAC system consists of three layers [1]: knowledge base, de-
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velopmental layer, and operational layer. Different processes and assumptions are involved in the
developmental and operational layers. DTs are trained and assessed in the developmental layer,
while they will not be tuned during operation. Moreover, DT training in the developmental layer
may be designed to accommodate training data and model uncertainty. However, the real-time
operation data may be subject to significant uncertainty exceeding the acceptable limits. There-
fore, requirements for a trustworthy NAMAC in the developmental and operational layers may
differ. This study distinguishes development-time trustworthiness from run-time trustworthiness
and separately models and evaluates them.

Although development-time and run-time trustworthiness share the same high-level concerns
identified in the rudimentary ontology, the low-level subconcerns and trustworthiness properties
distinctly differ. In addition, different philosophies are followed when transferring ontologies to
BNs. The development-time trustworthiness referenced the DT-DAP, Evaluation Model Devel-
opment and Assessment Process, and NAMAC development practices, while the run-time trust-
worthiness mainly relies on the discrepancy checker and DCA. Therefore, we will discuss the
development-time and run-time trustworthiness ontologies together with the evaluation results in
Section 4 and Section 5, respectively.

With the developed trustworthiness ontology, this study focuses on:

* The simplified NAMAC system, as discussed in Section 2.1.1

The development-time NAMAC trustworthiness and run-time trustworthiness, which will

be discussed in Section 4 and Section 5, respectively
* The concerns and corresponding subconcerns of correctness, as discussed in Section 3.2

* Evidence from existing works on DTs and NAMAC development and assessment, which

will be summarized in Section 4.2.3 and Section 5.3
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4. Development-time Trustworthiness Evaluation

4.1. Development-time trustworthiness ontology

The NAMAC operational workflow defines the structure of the NAMAC system. This study
simplifies the NAMAC operational workflow and assumes it can fulfill the basic requirements of
NAMAC correctness. To evaluate the development-time NAMAC trustworthiness based on DT
adequacy, we identified four subconcerns for it based on the DT-DAP described in Section 2.1.4:
requirement appropriateness, data adequacy, DT training adequacy, and DT assessment adequacy.
Each subconcern has corresponding trustworthiness properties identified based on existing studies
of the NAMAC system and relevant works [1-3, 23, 27, 35, 36]. These attributes contribute to
NAMAC trustworthiness through DT adequacy, correctness, and safety. Figure 6 shows the com-
plete trustworthiness ontology with DT adequacy subconcerns and corresponding trustworthiness

properties.

4.1.1. Requirement appropriateness

Requirement appropriateness stems from Element 1 of DT-DAP and focuses on whether proper
requirements are established for DTs. Appropriate Qols and functions should be identified for DTs
such that they can be used to fulfill the requirements of the NAMAC system. The current develop-
ment of the NAMAC system does not explicitly focus on whether the requirements are proper. As
suggested in [3], we identified requirements engineering [37] as a potential trustworthiness prop-
erty addressing requirement appropriateness. Requirements engineering has yet to be explicitly

implemented to develop the NAMAC system, so we will not discuss it here.

4.1.2. Data adequacy

In Element 2 of DT-DAP, existing data will be collected and new data will be generated to
construct the knowledge base. ML models are widely used in the NAMAC system to develop DTs,
and the DT performance is significantly impacted by the adequacy of training data. Therefore,
whether data used to develop DTs are adequate to support the functions of DTs and the entire

NAMAC system may be of concern.
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Figure 6: Trustworthiness ontology used for the development-time trustworthiness evaluation

The GOTHIC EBR-II model [38] generates the data currently used to develop the NAMAC
system and DTs, so data adequacy in this study emphasizes whether the simulation results can
capture the behaviors of real reactors. We examined data adequacy based on the PCMM described
in Section 2.2. The original PCMM matrix consists of six attributes [27]. This study assumed that

the GOTHIC code is well verified, so the four properties in Table 3 are adapted from the rest of

the four attributes of the PCMM matrix to address data adequacy.
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4.1.3. DT training adequacy

The concern of DT training adequacy stems from Element 3 of DT-DAP. Based on the knowl-
edge base and requirements for DTs, NN-based DTs will be trained. Whether DTs are sufficiently
trained can impact DT adequacy. Based on the existing works developing NN-based NAMAC
DTs, this work identifies two trustworthiness properties addressing DT training adequacy, as listed

in Table 4.

4.1.4. DT assessment adequacy

DT assessment adequacy stems from Element 4 of DT-DAP, which assesses NAMAC DTs
through bottom-up and top-down approaches. It will directly affect the credibility of the assessed
DT adequacy. In [25], the UQ of separate DTs is suggested for a bottom-up assessment, and inte-
grated risk-informed analysis is identified as a critical part of the top-down approach. Following

this, this study identifies two properties addressing DT assessment adequacy, as summarized in

Table 5.

4.2. Development-time trustworthiness evaluation using Bayesian network

The updated development-time trustworthiness ontology conceptually models the NAMAC
trustworthiness during development. In [7], the trustworthiness ontology is directly used to reason
CPS trustworthiness and the individuals in the ontology only have two possible states: satisfied or
not satisfied. A concern will be satisfied if all the trustworthiness properties directly or indirectly
addressing it through subconcerns are satisfied. However, it may be difficult to fully satisfy the
trustworthiness concern of a complex nuclear engineering system. Therefore, this study evaluates
NAMAC trustworthiness based on the degree to which trustworthiness concerns and properties are
satisfied. The satisfaction degree of a concern will be the weighted average of satisfaction degrees
of its subconcerns or properties.

Athe and Dinh [28] and Lin and Dinh [29] use a BN for a multiattribute maturity and adequacy
assessment. This study adopts a similar methodology to evaluate development-time NAMAC
trustworthiness by converting the trustworthiness ontology to a BN shown in Figure 7. The nodes

in a BN represent the claims that concerns or properties are satisfied, and the directed edges will
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characterize the relations between concerns and properties. The top node of the BN represents
NAMAC correctness, and root nodes will characterize trustworthiness properties. The BN nodes
will have two possible states: True or False. The degree to which a concern or property is satisfied

will be characterized by the evidence-backed belief that the corresponding node state is True.

NAMAC can provide .
correct recommendations ;" NAMAC N
! structure is j

GOTHIC EBR-II \ adequate /

model is prop-
erly validated.

DTs are
adequate

Training data
are adequate

DT assessment
is adequate

GOTHIC uncertainty
meets requirements

Integrated NA-
MAC system
risk is acceptable

DT training
is adequate

7 Proper requirements
v _  are established P

N
\

Physical models
used are adequate

DT uncertainty
meets requirements

Training plan is
sufficiently refined

Essential geomet-
ric features are
well represented

Hyperparameters
are well optimized

Figure 7: BN for the development-time trustworthiness evaluation (states of the dashed nodes are assumed to be True
with full confidence)

After constructing the BN, the conditional probability distributions and root node beliefs should
be provided to finish the evaluation. This study uses conditional probability tables (CPTs) to
summarize the conditional probability distributions. The root node beliefs will be determined by

collecting and characterzing evidence.

4.2.1. Determination of root node beliefs

The degrees to which a trustworthiness property is satisfied will be characterized by P(N,, =
True), where N,, is the corresponding root node. This study measures how well a trustworthi-
ness property is satisfied using four discrete satisfaction levels [28], {High, Medium, Low, N/A},
considering the similarity between the satisfaction of trustworthiness properties and predictive ca-

pability maturity. This study manually assigns the satisfaction levels of trustworthiness properties
17



following these rules:
* High: The collected evidence can support the satisfaction of all essential requirements
* Medium: The collected evidence can only support the satisfaction of some requirements

* Low: Only few requirements are satisfied based on the supporting evidence collected

N/A: No available evidence can be collected to support the satisfaction of trustworthiness

property.

Since the nodes in Figure 7 only have two possible states, the qualitative satisfaction levels of
trustworthiness properties should be related to the quantitative beliefs in the states of the corre-
sponding root nodes. Table 2 summarizes the beliefs in the root nodes given the satisfaction levels
of the corresponding trustworthiness properties. For instance, if the satisfaction level of training
plan refinement is Medium, the belief that the training plan is sufficiently refined will be 70 %. In

this study, those values are manually assigned based on the authors’ judgment.

Table 2: Beliefs in root node states based on the corresponding satisfaction levels

Satisfaction level | True False
High 100% | 0%
Medium 70% | 30%
Low 20% | 80 %
N/A 0% 100 %

4.2.2. Construction of CPTs

In Figure 7, trustworthiness concerns and properties are connected by directed edges, and CPTs
characterize their relations. As mentioned, we assume that the degree to which a trustworthiness
concern is satisfied will equal the weighted-averaged degree to which the trustworthiness concerns
or properties directly related to it are satisfied, respectively. Therefore, CPTs will characterize
the weights of different trustworthiness properties and subconcerns contributing to their children.

For a child node C with J parent nodes {Ni,...,Nj,...,N,}, the conditional probability can be
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calculated as [28]:
J
PCPINY, . N, NP = 1= Y (1)

where D is the state of node C, M; is the state of node N;, and w; is the weight of node N;. In this

study, the possible states of a node are:
D € {True, False} 2)

M; € {True, False} (3)

The weight w; will satisfy the relation:

J
j=1

4.2.3. Evidence characterization and integration

The GOTHIC EBR-II model has been benchmarked against the Shutdown Heat Removal Test
(SHRT) results [38], and its behaviors are investigated when training data for NAMAC develop-
ment are generated. When the NAMAC system and DTs were developed, efforts were made to
improve their trustworthiness [1, 2, 22, 23]. The evidence for the development-time NAMAC
trustworthiness evaluation is collected from these existing works. Table 3, Table 4, and Table 5

summarize the characterized evidence and corresponding satisfaction levels.

* Representation and geometric fidelity: Medium
This property assesses whether sufficient geometric features are considered. It will ana-
lyze the geometric details neglected for simplification and evaluate their impacts on Qols.
Whether the nodalization is adequate to model the critical system characters will also be

investigated.

Although the computational EBR-II model ignores many geometric features, it is sufficient
to capture most of the essential behaviors during the loss of flow tests [38]. However, de-

tailed representations of fuels may be required to obtain better estimations of Tpgcr, which
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is an essential SSF used by the developed NAMAC system. Therefore, the satisfaction level

for the property of representation and geometric fidelity is considered Medium.

* Physics and material model fidelity: Medium
This property aims to address whether the physical models used by the GOTHIC EBR-II
model are adequate. It will analyze whether the models are physics-based or empirical,
how well models are calibrated, and whether the calibration results apply to the condition of

interest. In addition, it assesses the adequacy of multi-physics coupling.

Although the GOTHIC code has been improved to support simulation of EBR-II reactor,
including fluid property tables constructed for sodium and other molten salts and updated
correlations specifically for liquid metal [38], whether the empirical models can be extrap-
olated to simulate the accident transients is of concern. Therefore, it is assumed that the

satisfaction level of physics and material model fidelity is Medium.

* Model validation: Low
Model validation assesses the accuracy of the GOTHIC model by comparing the simulation
results with experimental results. Experimental uncertainty, data applicability, and scaling
issues should also be addressed. The GOTHIC model may be validated against separate and

integral effects tests.

The GOTHIC EBR-II model is benchmarked against the SHRT experiments [38]. However,
not all the variables used for DT training are measured. One critical parameter, Tpgcr, is not
compared to experimental results. In addition, the SHRT experiments do not fully cover the
conditions that the developed NAMAC system considers. Therefore, the satisfaction level

of model validation is set to Low in this study.

* GOTHIC UQ and sensitivity analysis (SA): Low
The GOTHIC UQ and SA address how thoroughly and comprehensively the uncertain-
ties and sensitivities are quantified. Whether all possible uncertainty sources are identified
and whether the uncertainties are appropriately characterized and propagated through the
GOTHIC model will be investigated.
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UQ of the EBR-II model used to generate the NAMAC data has not been comprehensively
investigated. The GOTHIC data are currently assumed uncertainty-free. Although gener-
ating a GOTHIC database with different manipulated variables can be considered as SA
efforts, major gaps exist for the UQ and SA of GOTHIC, and the satisfaction level is set to

Low.

Training plan refinement: Medium

Training plan refinement selects the proper ML model, input features, and training data to

fulfill the DT requirements.

As part of the refinement, different ML algorithms are compared [35], and optimal input
features are selected [36]. However, the input features are selected based on the model
performance, and the physical interactions between input features are not considered. Com-
prehensive feature engineering may be required to optimize the input features of DTs. In
addition, training data refinement is suggested to balance the model performance and data
generation cost. Therefore, the satisfaction level of training plan refinement in this study is

Medium.

Hyperparameter tuning: High

Hyperparameter tuning focuses on optimizing ML model hyperparameters, which include

the learning rate, number of neurons, and number of layers.

To the best of the author’s knowledge, all the essential hyperparameters including learning
rate, number of layers, and sequence length are considered and can be optimized using
Bayesian optimization [2]. In addition, different learning rate schedulers are compared to
select the optimal one [36]. Therefore, the satisfaction level of hyperparameter tuning is

High.

DT UQ and SA: Low

DT UQ and SA focus on the UQ of separate DTs. The uncertainty sources should be identi-
fied, and their impacts should be comprehensively analyzed. The corresponding uncertain-

ties should then be adequately quantified.
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Preliminary studies of SA and DT UQ have been conducted [1, 22, 35]. However, UQ
of NNs is still being actively investigated, and NN uncertainties are not consistently inter-
preted and utilized through literatures. In addition, some essential uncertainty sources, such
as training data uncertainties, are not properly captured and their impacts are not compre-
hensively investigated. Therefore, major gaps exist for DT UQ and SA, and the satisfaction

level is Low.

Integrated risk-informed system testing: Low

The integrated risk-informed system testing focuses on the overall performance of the NA-
MAC system integrating different DTs. DT errors and uncertainties should be compre-
hensively characterized and propagated through the NAMAC system. Their impacts on

NAMAC risk should be appropriately analyzed.

The current studies of DT error and uncertainty propagations are mostly qualitative and
empirical. Although the necessity of integrated NAMAC risk assessment has been identified,
it has not been comprehensively assessed. Therefore, we assign the satisfaction level of this

property to Low.
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Figure 8: Evaluation of development-time NAMAC correctness based on the BN shown in Figure 7
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Table 3: Characterization of evidence for data adequacy

Property Supporting evidence and identified gaps Satisfaction
level

Representation | * GOTHIC EBR-II model is constructed based on publicly avail- | Medium
and geometric | able information [38]
fidelity * The computational model with simplifications can simulate es-

sential EBR-II reactor behaviors during SHRT tests [38]

Identified gaps:

* Detailed representation of fuel may be required to obtain better

estimations of Tpgcy
Physics and | * Point reactor kinetics model is used to model the power gen- | Medium
material eration [38]
model fidelity | * Sodium property table is generated based on existing literature

[38]

* The interface heat mass and heat transfer model and wall fric-

tion model are improved [38]

Identified gaps:

* The empirical models should be extrapolated to accident tran-

sients with caution
Model valida- | « GOTHIC EBR-II model is benchmarked to EBR-II SHRT-17 | Low
tion and SHRT-45R tests [38]

* The critical steady-state variables can be accurately predicted

by the GOTHIC EBR-II model [38]

* The general trends of the transient are captured, but some fea-

tures, such as some temperature peaks, are not observable from

the simulation results [38]

Identified gaps:

* Some state variables, such as the peak fuel temperature, are

not validated against experimental data

* The validation space does not fully cover the conditions of

interest
GOTHIC UQ | * Generating GOTHIC databases by varying the manipulated | Low
and SA variables can be considered efforts of SA

Identified gaps:

* The GOTHIC simulations are currently assumed to be
uncertainty-free

* The GOTHIC EBR-II model form and model parameter un-
certainties are not characterized

Figure 8 demonstrates the development-time NAMAC trustworthiness evaluation using the

evidence characterized in Table 3, Table 4, and Table 5. The BN is constructed using the Ge-
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Table 4: Characterization of evidence for DT training adequacy

Property Supporting evidence and identified gaps Satisfaction
level
Training plan re- | * Proper input features are suggested for the DT-D devel- | Medium
finement oped using recurrent neural networks (RNNs) by investi-
gating the behaviors of models with different input features
[23]

* Different NN-based models are compared for time-series
predictions [2, 22]

Identified gaps:

» Comprehensive feature engineering may be required to
address the underlying physics between different input fea-

tures
Hyperparameter |  Learning rate scheduling policy is selected from several | High
tuning candidates [36]

» Hyperparameters are tuned with sequential model-based
approach using Bayesian inference [2]

NIe modeler [40], and the weights of each node are labeled as percentages. We assume that the
requirements for DTs are properly established and that the NAMAC structure is adequate. DT
adequacy is of more concern than the NAMAC structure when NAMAC correctness is consid-
ered. Training data are vital to the success of NN-based DTs, so a higher weight is assigned
to data adequacy. Based on the authors’ judgment, subconcerns’ importance to DT adequacy
is ranked as data adequacy (40 %) > training adequacy (30 %) > assessment adequacy (20 %) >
requirement appropriateness (10 %). Trustworthiness properties branched to a concern will have
an equal contribution. With all these assumptions, our belief that NAMAC can provide correct

recommendations is 70 %.

4.2.4. Sensitivity analysis

In the previous section, NAMAC correctness is only 70 % based on the authors’ judgment. As
the first step towards a more trustworthy NAMAC, we use SA to identify the properties with the
most significant contribution to development-time trustworthiness.

In this study, the sensitivity is analyzed using Sobol indices [41], which will be estimated by

an estimator updated in [42]. The SMILE engine [43] converts the BN to a computational model.
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Table 5: Characterization of evidence for DT assessment adequacy

Property Supporting evidence and identified gaps Satisfaction
level

DT UQ and SA | « RNN-based DT-D sensitivity to random noise of input | Low
features is assessed [23]

* Impacts of inputs from failed sensors on DT-D results are
studied [1]

* Model parameter uncertainty and model hyperparame-
ter uncertainty are quantified to capture the uncertainty of
RNN-based DT-P [22]

Identified gaps:

* The robustness of the UQ results is not assessed

* Some uncertainties, such as the training data uncertainty,
are not properly addressed

Integrated * Impacts of error propagation through DTs are qualita- | Low
risk-informed tively assessed [1]

system testing * How DT-D uncertainty propagate through DT-P is inves-
tigated for a simplified NAMAC [39]

Identified gaps:

* NAMAC risk is not comprehensively assessed

* Characterization and propagation of DT uncertainties are
qualitative and empirical/semi-empirical, which still re-
quire more robust and comprehensive investigations

If not specified, one million sets of parameters will be randomly sampled for SA in the rest of this
study.

This study does not consider that no evidence is available to characterize the satisfaction levels
of trustworthiness properties. One million sets of parameters are sampled by randomly selecting
the satisfaction levels from {Low, Medium, High} with equal probability. The estimated Sobol
indices are summarized in Figure 9. §; represents the impacts of the ith parameter without interac-
tions between parameters, and S 7, characterizes the total impacts of the ith parameter considering
its interaction with other parameters.

As shown in Figure 9, training plan refinement and hyperparameter tuning are inherently more
important than other trustworthiness properties. However, their satisfaction levels are identified as
Medium and High, respectively, so development-time NAMAC trustworthiness may not signifi-

cantly benefit from improving them. The other trustworthiness properties are equally important,
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Figure 9: Estimated Sobol indices for SA of development-time trustworthiness

but some are currently identified with low satisfaction levels, such as GOTHIC model validation,
DT UQ and SA, and integrated risk-informed system testing. With current assumptions, we can
conclude that improving trustworthiness properties with low satisfaction levels should be the pri-

ority to make the NAMAC system more trustworthy during development.

5. Run-time Trustworthiness Re-evaluation

Although the NAMAC system may be evaluated as trustworthy during the NAMAC develop-
ment process, this trustworthiness may change and should be maintained during operation. DCA
and the discrepancy checker have already been developed [2, 20, 21] and can be approaches to
evaluate run-time trustworthiness. This section shows how the run-time NAMAC trustworthiness

can be re-evaluated using the currently developed approaches.

5.1. Run-time trustworthiness ontology

The first step is constructing the run-time trustworthiness ontology. Figure 10 depicts the
run-time trustworthiness ontology updated from the ontology shown in Figure 5. Compared to
the development-time trustworthiness ontology, the run-time trustworthiness ontology removes
requirement appropriateness from the subconcerns of DT adequacy since the requirements for DTs
are not considered dynamic during operation. In addition, DTs are not trained during NAMAC

operation, so the concerns regarding DT models are lumped into model adequacy. As a result,
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the run-time ontology decomposes DT adequacy into two subconcerns: model adequacy and data
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Figure 10: Trustworthiness ontology used for the run-time NAMAC trustworthiness re-evaluation

* Data adequacy

Data adequacy focuses on whether data used during NAMAC operation are adequate. Dur-
ing operation, the data used by a DT can be externally provided by sensors and internally
provided by other DTs. Therefore, data adequacy on the ontology is branched with two
subconcerns: sensor data adequacy and DT output data adequacy.
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Sensor measurements are usually inherently noisy. Although sensor uncertainties may be
considered when DTs are developed, and the trained DT may be able to accommodate
small input uncertainties, excessive sensor uncertainties can negatively impact the DT per-

formance and lead to incorrect NAMAC recommendations.

In addition, although DTs may be well modeled and sufficiently assessed during NAMAC
development, their outputs will not be uncertainty-free. As proposed, DTs used during
NAMAC operation will be selected from DT hubs. The output adequacy of the selected
DTs cannot always be guaranteed. Therefore, DT output adequacy is a concern and will be

branched to data adequacy.

* Model adequacy

Model adequacy considers whether DT models satisty the requirements. First, whether the
selected DT model applies to the reactor condition is a concern. By design, a single DT
does not apply to all the possible reactor conditions, so the DT model applicability should
be evaluated to check DT model adequacy. In addition, DT outputs are not uncertainty-free,
which may be caused by DT model inadequacy. Although a DT applies to reactor conditions,
its output errors related to a DT model may be unacceptable to other DTs. Therefore, model

adequacy also depends on DT output adequacy.

We then identify the following three trustworthiness properties to address the run-time trustwor-

thiness concerns of interest.

* DCA

DCA can assess whether the pretrained DTs apply to the current reactor conditions based on
data coverage conditions. As discussed in [39], DCA can also estimate the DT-D uncertain-
ties, so it should also be used to evaluate whether DT output data are adequate. Therefore,
DCA is identified as a trustworthiness property addressing subconcerns of DT output data

adequacy and model applicability on the run-time trustworthiness ontology.

* Discrepancy checker
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The discrepancy checker is designed to prevent NAMAC failures by checking discrepancies.
It checks whether the discrepancies between the expected reactor behaviors and true reactor
states exceed the given limits. As demonstrated in Section 2.1.1, the discrepancy checker
considers the sensor uncertainties, DT-D uncertainties, and data coverage condition of DT-
D. The structure adequacy and DT-P uncertainty may be implicitly addressed by comparing
the estimated discrepancy to the given limits. Therefore, we identify that the discrepancy

checker can be used to address all four subconcerns.

* Sensor failure detection

Sensor failures may significantly weaken the sensor data adequacy, so sensor failure detec-
tion in this work is a trustworthiness property to address the concern of sensor data adequacy.
However, it has not yet been implemented in the NAMAC system, and this study assumes

sensor failures can be confidently detected.

5.2. Run-time trustworthiness re-evaluation using Bayesian network

The previous section identifies three trustworthiness properties to model the run-time NAMAC
trustworthiness. For the simplified NAMAC system used in Section 2.1.1, the discrepancy checker
updated in Section 2.1.3 already considers the DCA of the DT-D and sensor uncertainty. There-
fore, this study treated it as an integrated component addressing the run-time NAMAC correctness.
However, the discrepancy checker only provides deterministic evaluations of run-time NAMAC
correctness and omits the uncertainties involved in the discrepancy-checking process. Therefore,
this study constructs a BN based on the discrepancy-checking process to accommodate a proba-

bilistic run-time trustworthiness evaluation under uncertainty.
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Figure 11 depicts the BN constructed for the run-time NAMAC trustworthiness re-evaluation.
The BN focuses on NAMAC correctness and only applies to the simplified NAMAC system de-
scribed in Section 2.1.1. Based on goal structuring notation [44] and work conducted in [45], this
study categorizes the nodes and corresponding claims in Figure 11 into three types to simplify the

discussion:

* Goal (G.1-G.8)

Goals are the objectives related to the requirements of NAMAC trustworthiness. For in-
stance, the claim that “NAMAC can provide correct recommendations” is a goal related to

correctness.

e Evidence (E.1-E.6)

Evidence refers to the facts or results collected to support the corresponding goals. For
example, the fact that J; (t4) < &, 1is evidence backing the goal that “discrepancy of ¢, is

acceptable.”

e Axiom (A.1-A.6)

The connections between goals and evidence should be rationalized, and the uncertainties
involved in the rationals should be properly captured to evaluate the run-time trustworthi-
ness. There may exist two possible ways to represent rationals in a BN [45]: 1) implicitly
encoding them in CPTs and 2) explicitly encoding them as separate nodes. Either way, the
beliefs can be manually set. This study encodes them as individual nodes and groups them
as axioms to simplify BN construction and SA. For example, the claim that “£;_ is properly

determined” is an axiom rationalizing the connections between G.2, G.5, and E.1.

Based on Figure 2, the discrepancy checker checks discrepancies of ¢. and Tpgcr, so NAMAC
correctness (G.1) will directly depend on the ¢, and Tpgcr discrepancies (G.2, G.3), which will be
backed by the discrepancy checking results (E.1, E.2). To check the credibility of the discrepancy-
checking process, the credibility of the discrepancy limits (A.1, A.2) and that of discrepancy mea-

surement (G.5, G.6) should be evaluated. This work assumes proper discrepancy limits are used,
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so A.1 and A.2 are used to characterize the fidelity of the assumptions. Sensory data and DT-D
results at #., are used to measure discrepancies, so sensor integrity (E.3) and DCA results at 7.
(E.4) are identified as evidence-backing claims G.5 and G.6. A.3 and A.4 rationalize their rela-
tions. In addition, although DCA is activated at #,,,4, assuming DCA results are perfect is usually
unacceptable. To capture the uncertainties caused by DCA, G.4 is appended to G.1. DT-P uses the
results of two DT-Ds, which results in G.7 and G.8. Similar to G.5 and G.6, they are backed by

evidence E.5 and E.6. A.5 and A.6 rationalize the connections.

5.3. Belief characterization

In the previous section, the structure of the BN used for the run-time NAMAC trustworthiness
re-evaluation is determined. The conditional probabilities are determined in the following ways to

evaluate the run-time NAMAC trustworthiness.

e For evidence nodes, we assume that P(E.n=True) will be either 1 or 0, where evidence is

available or unavailable, respectively.

* For goal nodes, we assumed:

P(G.n=Truel|All parents are True) = 1 %)

and

P(G.n=False|Any parent is False) = 1. (6)

That is, we assume that a goal will be achieved only if all its sub-goals are achieved, all the

axioms are validated, and all the required pieces of evidence are available.

* For axiom nodes, we set P(A.n=True) = pa,, which characterizes the credibility of axiom
A.n. In this study, the values of p,, were determined based on supporting data collected

during the development of the NAMAC system and the authors’ judgment.

Axioms A.1 and A.2 are related to whether the discrepancy limits are properly determined.

The discrepancy limits used in [2] are only for demonstration purposes and are based on expert
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judgment. They need to be comprehensively validated and assessed, so we have relatively low
confidence in them and assume ps; = psr = 0.9.

Axiom A.3 assesses the confidence in the sensor measurements produced by sensors working
normally. This study assumes that ¢. can always be confidently measured if no sensor failure
occurs. Therefore, pa3 = 1.

Axiom A.4 is related to the DT-D DCA. At ¢, a DT-D estimates the high-fidelity Tpgcr, which
will be compared to the Tprcp predicted by the DT-P. As discussed in [20], the positive predictive
value (PPV) calculated by Equation 7 quantifies the ratio of true positives (TPs) obtained by DCA
and the total positive instances predicted by DCA, so this study uses PPV as pa4. In [39], the
developed DCA approach is evaluated to support the development of the discrepancy checker.

Based on the evaluation results, psq =~ 0.99.

_ppy=_ P %)
pas = ~ TP + FP

Nodes A.5 and A.6 are also related to the DT-D DCA. pss and pye assess the credibility that
if DT-D covers the reactor conditions shortly before ¢,.,,;, DT-D outputs will be trustworthy. At
tremd» Nseq S€quential estimations for one unobservable SSF are required, where Ny, is the sequence
length, so it is not proper to use PPV as pss and p46. Two possible treatments for p4s and p¢ may

exist:

1) DT-D estimations made at different time steps are assumed to be independent. For a single
estimation, the confidence that the DT-D output is trustworthy can be estimated by PPV. For
N,., independent estimations, the probability p,s that all the N, independent DT-D outputs

are trustworthy can be calculated as PPV"«,

2) DT-D estimations made at Ny, sequential time steps are not assumed to be independent. It
can be assumed that if DT-D can completely cover the reactor states at Ny, sequential time

steps, the probability p4s that all DT-D outputs are trustworthy will be higher than if the N,
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time steps are randomly selected. We may assume that:

PPVVer < pus < 1. (8)

This study adopts the nonindependent treatment. However, analytical quantification of p,s and
Pae may be difficult, so we formulated an evaluation case to empirically approximate pas and pae.
For DT-P N, = 5, so five consecutive DT-D estimations will be treated as a datum. A datum will
be treated as covered if all five DT-D estimations are evaluated as covered. If all the estimations
are truly covered, it will be considered a successful datum. The ratio of the number of successful
data to the total number of data evaluated as covered will be used as empirical estimations of pys
and pg4e in this study. Based on the evaluation results obtained, pss ~ 0.99 and pae ~ 1.

With the conditional probabilities determined in this section, the belief in the run-time NA-
MAC correctness P(G.1=True) can be calculated. The BN is constructed using the GeNle Mod-
eler [40]. Figure 12 demonstrates the assessment of run-time NAMAC correctness, and the con-
fidence that the NAMAC system provides correct recommendations during operation is 79 %. As
illustrated in [45], this approach may only capture the lower limit of the confidence in NAMAC

correctness since it omits the confidence if either of the goals or axioms is not satisfied.
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Figure 12: Evaluation of run-time NAMAC correctness based on the BN shown in Figure 11
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5.4. Sensitivity analysis

This study manually assigns the axiom beliefs to evaluate the run-time NAMAC trustworthi-
ness. We did not investigate how the credibility of p,, can be improved. Instead, SA is conducted
to find the most influential parameters.

The belief P(G.1=True) is selected as the Qol of the sensitivity analysis. In the following
discussions, P(G.1=True) will be reduced to P(G.1), and the impacts of parameters p,, on P(G.1)

will be analyzed. Therefore, the function of interest for SA can be written as:

P(G.1) = f(par,-- - Pas)- )

Axiom A.3 addresses the quality of the sensors deployed in reactors, and we assume the high-
est confidence in it. Axioms A.4, A.5, and A.6 are based on the DT-D DCA, which has been
investigated in [20], so we are more confident in them. In addition, pss and p4¢ are slightly larger
than p44. Axioms A.5 and A.6 are assumed to be of equal credibility. p4; characterizes the users’
understanding of the nuclear reactor and accident transients of interest, and we assumed high
credibility for it in this study. The rest of the parameters quantify the confidence of the proposed
approach to determine the discrepancy limit. In this study, we are least confident in those parame-
ters. Based on those assumptions, the selected parameters are assumed to follow the distributions
summarized in Table 6.

Table 6: Parameter distributions assumed for SA of run-time trustworthiness

Pai1 Pa2 Pa3 Paa Pas Pae
Uosy | Uosy | Uposay | Uoosny | Uoosy | Upos,i

Figure 13 depicts the estimated Sobol indices. S; = S7;, so interactions between parameters
are not major contributors to the total variance. p4; and p4, are the most influential parameters,
and pas is of the least importance. The Sobol indices method is variance-based, so the importance
of a parameter may be related to the variance of the parameter distributions. The rest of this
section designs two experiments to investigate the impacts of the characteristics of the parameter

distributions, including the mean and variance, on the estimated Sobol indices.
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Figure 13: Estimated Sobol indices for SA of run-time trustworthiness using parameter distributions summarized in
Table 6

First, Sobol indices are estimated with independent and identically distributed (i.i.d.) parame-
ters. Figure 14 depicts the Sobol indices if the parameters are independent and identically sampled
from Uy, 1;. It shows that the selected parameters are equally important if an i.i.d. assumption is
made. Then, parameters are sampled with the same variance but different mean values, as summa-
rized in Table 7. Figure 15 shows the calculated Sobol indices. With the same variance, parameters

with smaller means will be more influential.

0.1751

0.150+ = 22;
¥ 0.125 BN pa3
éo.loo : gi:
20.075 .
¥ 0.050

0.025

0.000

Si Sti

Figure 14: Estimated Sobol indices for SA of run-time trustworthiness assuming i.i.d. parameters

Table 7: Parameter distributions with the same variance assumed for SA of run-time trustworthiness

Pal

Pa2

Pa3

Paa

Das

Pae

(L[[O.S,O.SS]

7’1[0,8,0.85]

7/{[0.95,1]

(L[[O.92,O.97]

7/1[0.93,0,98]

1’1[0.93,0.98]
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Figure 15: Estimated Sobol indices for SA of run-time trustworthiness using parameter distributions summarized in
Table 7

Based on the SA results, the parameter importance mainly depends on the credibility of the
corresponding axiom. An increase of the smallest p4, will result in the most significant increase
in NAMAC correctness and trustworthiness. The credibility of the discrepancy limits used in the
discrepancy checker is not assessed, and we only have low confidence in them. Therefore, more

accurate discrepancy limits estimations will be the priority of future improvement.

6. Conclusion

The Al trustworthiness of simulation-based ML-enabled control systems is a critical problem
in addressing the safety of modern engineering systems. This work demonstrates how the trust-
worthiness of a NAMAC system for advanced reactors can be modeled and evaluated. Considering
the differences in key trustworthiness attributes, NAMAC trustworthiness is separately modeled
and evaluated during development-time and run-time. The NAMAC trustworthiness modeling
and evaluation start from trustworthiness ontologies to provide logical and hierarchical represen-
tations of the multiattribute NAMAC trustworthiness. The logical paths are then converted to BNs
for quantitative trustworthiness evaluation, through which evidence is collected, characterized, and
integrated.

For the simplified NAMAC, the development-time trustworthiness focuses on the adequacy
of the DTs stemming from ML of EBR-II system thermal-hydraulics simulation results. It is
evaluated by collecting and characterizing evidence as guided by DT-DAP and PCMM. Major
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gaps exist for the validation and UQ of the GOTHIC EBR-II model, UQ of NN-based DTs, and
integrated NAMAC risk analysis, which should be addressed in future work. The run-time trust-
worthiness is modeled and evaluated based on the DCA of DT-D and the discrepancy checker.
Axioms required to close the run-time trustworthiness evaluation are identified, whose beliefs are
empirically determined or assigned based on expert judgment. Sensitivity analyses suggest that no
axiom is significantly more important than others, and improving the axioms with low beliefs or
high uncertainties should be the focus for a trustworthy NAMAC.

Given the novelty and rapidly evolving field of Al trustworthiness, the proposed framework for
trustworthiness evaluation necessarily involves subjectivity, such as determining the satisfaction
levels of trustworthiness properties. The proposed approach tackles the subjectivity by enhancing
the transparency of trustworthiness modeling and evaluation. With the evidence-based method,
decision makers can be fully aware of the uncertainty sources and subjectivity involved in the en-
tire process. In addition, sensitivity analyses can help prioritize and effectively allocate resources
to mitigate the impact of subjectivity. Future work should also address the interactions between
development-time and run-time trustworthiness. In addition, specifying metrics for trustworthi-

ness attributes should help further reduce the assessment’s subjectivity.
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Appendix A. Complete NAMAC operational workflow

Figure A.16 shows the complete NAMAC operational workflow with a discrepancy checker
proposed in [2]. For readers’ convenience, we here provide a brief description of it. For details of
the NAMAC development, readers can refer to the references [1, 2]. For the development of DTs,
references [22, 23, 46] will provide more information.

At the recommendation time ¢,.,4, DT-D will read the observable reactor states and diagnose
the complete reactor states by estimating unobservable SSFs. Then DT-SI will list all available
control actions based on the complete reactor states. For each control action, DT-P will predict its
impacts on reactor behaviors. With the predicted reactor states, DT-SA will rank the values of all
control actions and recommend the optimal control action to operators. During the operation of the
NAMAC system, a discrepancy checker will assess the NAMAC discrepancy by comparing the
real-time complete reactor states inferred by DT-D and the reactor behaviors predicted by DT-P. If

the discrepancy exceeds the given limit, a SCRAM command will be sent to reactor operators.

Discrepancy checker @

PAMAL @ recommendation Lme L discrepancy checking time £,

Plant Simulator Sensory data
Dhbservable state [ - = ] Complete reactor states
Physics and System | DT for Diagnosis |
Simulation _ Unobservable safety
+ Thermal Hydraulics significant factors
*  Meutronics
Cample:e reactor states
|| Initial
Condition
T : ™
P Strategy I DT for Prognosis ®
Inventary L
Safety 1 Predicted
1 All avhilable icted reactor
L Cha]lenges Preference on controd actions state for all options]
control actions of control actions -
Preference Rewards region @:ﬁ:ﬁﬁﬂ%}
Structures i
o L
Recommended [ | Predicted T
Instrument/Control Tperator Aoons | Strategy Assessment ===
I/C Layout
*  Operator Model R
Carmrmand

Figure A.16: Complete NAMAC operational workflow (reprinted from [2] Copyright Elsevier (2021))
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Appendix B. DT-DAP scheme

Improve and refine DTs for
better performance

_______________________ Element 1
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Figure B.17: DT-DAP scheme (reprinted from [25] Copyright Elsevier (2021))
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