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Detection of False Data Injection Attacks in Battery
Stacks Using Input Noise-Aware Nonlinear State
Estimation and Cumulative Sum Algorithms

Victoria Obrien, Vittal S. Rao, and Rodrigo D. Trevizan

Abstract—Grid-scale battery energy storage systems (BESSs)
are vulnerable to false data injection attacks (FDIAs), which could
be used to disrupt state of charge (SoC) estimation. Inaccurate
SoC estimation has negative impacts on system availability, relia-
bility, safety, and the cost of operation. In this paper a combination
of a Cumulative Sum (CUSUM) algorithm and an improved input
noise-aware extended Kalman filter (INAEKF) is proposed for the
detection and identification of FDIAs in the voltage and current
sensors of a battery stack. The series-connected stack is repre-
sented by equivalent circuit models, the SoC is modeled with a
charge reservoir model and the states are estimated using the
INAEKF. The root mean squared error of the states’ estimation
by the modified INAEKF was found to be superior to the tradi-
tional EKF. By employing the INAEKF, this paper addresses the
research gap that many state estimators make asymmetrical as-
sumptions about the noise corrupting the system. Additionally, the
INAEKF estimates the input allowing for the identification of
FDIA, which many alternative methods are unable to achieve. The
proposed algorithm was able to detect attacks in the voltage and
current sensors in 99.16% of test cases, with no false positives. Uti-
lizing the INAEKF compared to the standard EKF allowed for the
identification of FDIA in the input of the system in 98.43% of test
cases.

Index Terms— anomaly detection, cumulative sum, equivalent
circuit model, false data injection attacks, noisy input, smart grid.

|. INTRODUCTION

ATTERY Energy Storage Systems (BESSs) tied to the
electric power grid are composed of several battery
cells, which are connected to form battery stacks to
meet power requirements [2]-[4]. BESS are cyberphysical sys-
tems (CPSs) that require several electronic control and protec-
tion devices equipped with computation and communications
capabilities for their safe and efficient operation [5]. One of
them, the Battery management system (BMS) is required to
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control the charging and discharging of the cells by monitoring
sensor readings, estimating system states, and ensuring safe op-
eration of the BESS [2], [6], [7]. BMSs typically include stack
current sensors, voltage sensors on each of the battery cells, and
an additional voltage sensor for the battery stack, all of which
could be susceptible to false data injection attacks (FDIAS).
FDIAs corrupt sensor data, which could result in incorrect BMS
protection, operation, and inaccurate state of charge (SoC) esti-
mation [2]. Incorrect SoC or voltage estimates can cause cell
overcharge or deep discharge, which accelerate battery degra-
dation and can cause battery thermal runaway, power outages,
and damage to costly power grid equipment [2], [8]-[13]. The
goal of attackers could range from practical reduction in usable
SoC to accelerated battery degradation to system malfunctions
or to battery failure, in extreme cases.

To compromise system reliability and damage equipment,
the attacker must carefully construct attack vectors which may
be stealthy or agnostic to the targeted system. Stealthy FDIAs
are constructed to evade bad data detection (BDD) techniques
[14], [15]. As discussed in [15], to elude BDD algorithms the
measurement residuals (following the injection of FDIA) must
remain undisturbed. Therefore, designing stealthy FDIAs re-
quires extensive information about the system’s topology and
dynamic models to obtain carefully constructed attack vectors.
Liu et al. [14] discussed multiple methods, including brute-
force and heuristic methods, for designing stealthy attack vec-
tors. In this paper, we consider FDIA vectors that are agnostic
to the system’s topology and parameters. These simpler, non-
stealthy attacks are more straightforward and inexpensive to
launch and are more likely to be encountered in real systems.

For the reliable and safe operation of the grid, it is critical
that FDIAs targeting grid-scale BESSs are detected and miti-
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gated as quickly as possible. Methods for detecting data integ-
rity attacks, including FDIAs, targeting CPSs have been studied
extensively in literature [2], [14], [16] - [25]. The FDIAs are
detected using either model-based or data-driven methods.
Model-based methods typically utilize statistical approaches to
detect anomalies on the residuals obtained by state estimators
[1], [18], [20], [26]. On the other hand, Data-driven methods
[23] - [25] do not require a model of the physical system and
focus on learning system dynamics by processing sensor data
streams. Common statistical methods used to detect FDIAs and
other anomalies are the chi-squared test [18] and variations of
the cumulative sum (CUSUM) algorithm [1], [19], [20], [26].
The chi-squared test is a popular choice to discover abnormali-
ties in CPSs [18], [27] but is known to have higher false positive
rates. The chi-squared test was used to detect outliers in the
measurements of a battery during SoC estimation and was
found to trigger multiple false positives [27]. Bombarding the
BMS with warnings about anomalies when nothing is truly
wrong could hinder system operation, therefore it is critical to
minimize false positives while maximizing true positives. One
benefit of the CUSUM algorithm used in this paper is that the
false positive rate can be adjusted to zero by appropriately se-
lecting the parameters of the algorithm, most commonly the
value of the upper and lower thresholds.

A significant limitation of residual-based FDIA detectors is
their inability to detect errors in the input variables [1], [2].
Most state estimation methods, including variants of the Kal-
man Filter (KF) [28], assume that inputs are accurately known
and deterministic. Therefore, residual-based error detection
cannot be applied to the input since their residuals cannot be
calculated. The dynamic models used in SoC estimation utilize
the stack current as the system input [3], which is obtained from
current sensors. Considering the architecture of BMSs [5], [29],
it is clear that, similar to voltage measurements, current sensors
are also subject to disturbances from noise, faults, or attacks.
Nevertheless, a gap exists in the battery SoC estimation litera-
ture as uncertainty in the input variable is not accounted for.
Variants of the KF that consider noisy inputs, such as [23], [24],
have not been applied to battery SoC estimation nor FDIA de-
tection. State estimators based on the unknown input observer
or robust state estimation (e.g. [21], [22], [30]) could potentially
mitigate errors introduced by FDIA in the input variable or even
detect input attacks in SoC estimation. However, those require
the solution of relatively large optimization problems involving
time-series of sensor data, making them ill-suited for imple-
mentation in real-time embedded systems with limited memory
and computational capacity like BMSs.

Data-driven anomaly identification methods are used more
frequently in literature but have their own set of limitations. Au-
thors in [24] and [25] use deep learning methods, specifically
convolutional neural networks (CNNSs), to detect errors in bat-
tery systems’ operation which may include faults or cyberat-
tacks. In the survey paper [23], Sayghe et al. discuss supervised,
semi-supervised, unsupervised, and deep learning methods to
detect FDIAs in power systems. To train data-driven methods,
hundreds of datasets may be required. For example, to train the

CNN presented in [24], 100 control datasets and 300 fault da-
tasets were used. Battery data used to train data-based methods
is often proprietary data that may be challenging or expensive
to obtain, giving residual-based battery modeling methods an
advantage over data driven methods. In addition, battery mod-
els can be adjusted to account for changing battery parameters
by updating the model parameters [8], [31], whereas data driven
methods rely highly on the training data and algorithm setup to
yield accurate detection [23].

A. Overview of the Method and Paper Organization

This paper extends the work [1] and addresses many of the
aforementioned limitations of the state-of-the-art by developing
an input noise-aware extended KF (INAEKF) to perform SoC
estimation. The INAEKEF is better suited for the SoC estimation
framework than the extended KF (EKF), as it is well known that
battery stack current measurements are susceptible to noise and
may be subject to spoofing attacks [32]. The proposed method
extends the EKF utilized in [1] by considering additive Gauss-
ian noise in the input of the state estimator. Accounting for ad-
ditive noise in the input variable has been previously proposed
for the KF [33] and the unscented KF (UKF) [34], but none of
those methods have been applied to SoC estimation and we
were unable to find literature that provided the framework for
an EKF that considered input noise, which is accomplished in
this paper. These methods allow for estimation of the input var-
iable and, consequently, an input residual, which allows for
postprocessing of the input signal for faults, bad data, and attack
detection. Additionally, the INAEKF can mitigate the error in-
troduced by noisy input data, thus providing more accurate state
estimates than the traditional EKF when the input variable is
subject to zero-mean random noise. That is especially relevant
given that SoC estimation of batteries is known to be suscepti-
ble to measurement errors [35].

To conform to the new state estimation framework, the bat-
tery model proposed in this paper presents improvements upon
the model utilized in [1]. These enhancements include remov-
ing the stack current from the vector of measurements and mod-
eling it in the state estimator as a single noisy input variable,
i.e., its signal is not split into two variables representing the
charging and discharging currents. Instead, a nonlinear function
is used to account for the stack current-dependent Coulombic
efficiency. The case studies demonstrate the superior perfor-
mance of the INAEKF when compared with the EKF in terms
of estimation accuracy and FDIA detection. We also compare
the CUSUM with the chi-squared test for attack detection.

In summary, the key contributions of the paper are:

1) The proposed estimation method, the INAEKF, which is
an extension of the EKF and considers uncertainties in
the input variables;

2) Modifications to the nonlinear equivalent circuit mod-
els (ECM) of the battery stack to accommodate the
noisy input current variables.

3) Aresidual-based input error estimation method which is
accomplished with the INAEKF; and

4) The application of the combination of the CUSUM algo-
rithm with the INAEKF and its input residual estimator
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for the identification of FDIA targeting battery stack SoC
estimation.

In this paper, a three-pronged method is presented to detect
and identify simple FDIAs that are injected to the voltage
and/or current sensors of a series connected battery stack. First,
a battery model is used to describe the batteries” dynamics ac-
curately within the state estimator. Then, the residuals are ob-
tained by comparing the INAEKF-estimated voltages and cur-
rent of the battery stack with their respective measurements. Fi-
nally, the residuals are post processed using a tuned CUSUM
algorithm to identify anomalies, indicating the presence of an
attack. The overall process is outlined in Fig 1.

— FDIA FDIA Detector
2 FDIA
Series
Connected o
Battery Stack
Manipulated Measurements
(Voltage, Current)
BMS
< Residual
Estimator

Battery
Model

Fig. 1. Framework for detection and identification of FDIA in
SoC estimation.

The remainder of the paper is organized as follows. Section
Il. presents the battery models and governing equations. The
INAEKEF state estimation method and the input noise aware fil-
ter are introduced in Section I11. Section V. presents the detec-
tion of FDIAs using the Cumulative Sum (CUSUM) algorithm.
The simulation setup used to assess the performance of the pro-
posed methods is presented in Section V. The results of the case
studies are presented in Section VI. The conclusion of the paper
is presented in Section VII.

Il. BATTERY MODEL

Thevenin ECMs (Fig. 2.) are commonly used to model the
dynamics of single battery cells when subject to changes in the
stack current [16], [26]. The Thevenin ECM used in this paper
includes a voltage source (V) that is a function of the SoC of
the battery cell. The dynamics of the SoC for each battery cell
are represented by a charge reservoir model (CRM) (Fig. 3.),
which defines capacity in units of electric charge [3]. The bat-
tery stack is modeled by considering that multiple battery cells
are connected in series, therefore subject to the same current.

We consider that the stack of batteries is equipped with volt-
age sensors for each cell and an additional stack voltage sensor.
The stack voltage can be found by adding each cell’s voltage,
so including the stack sensor (Vy¢cx) allows for the redundancy
of measurements. The input to the system is the stack current
(ipae[k1), which is used to control the charging and discharging
of the battery stack and is measured using a current sensor.

ipat

Vu(,j

Fig. 2. ECM for the j™ cell in a stack of N batteries.

Ccap,j—-»

ibat
Ms,jSj
Fig. 3. CRM for the j" cell in a stack of N batteries.

!

Instead of considering two input currents to represent the
Coulombic SoC efficiency as in [1], [3], [36] we have decided
to leverage the INAEKEF’s ability to handle nonlinear equations
and utilized the nonlinear function n ; (i,4. [k]) to represent the
current-dependent cell efficiency. This formulation eliminates
the need to represent the stack current as two separate variables
by introducing a function whose value varies between 1, when
the battery is discharging (ip,: < 0), and 7., when the battery
is charging (i,4: > 0). The discrete-time governing equations
describing the physics of the battery stack for ECM and CRM
are summarized in Table I.

TABLE |
GOVERNING EQUATIONS FOR THE J™ BATTERY CELL
State transition:
[kDAt .

gk + 1] = elisheg [f] + LesloadKDAE, k)

cap,j

—At

vy [k + 1] = eesCuiv, [k] + CA—t]_ibat[k]

i,

Charge and discharge efficiency:
Ne,j(pat[KD) = 1+nc; + (1 —1,;) tanh(—aipg[k])

Output:
Vpat,j[k] = Voc j(6j[k]) + vy j[K] + vy ;[k] + Ro jipae (K]
Vstack [k] = VUpat,1 [k] + ot Vparn [k]

In the battery equations ,j is a subscript representing the jt"
battery in the stack, , i is a subscript that denotes the i"" RC pair
in the ECM, At is the sampling time, k is the timestep, v; is the
voltage drop across the i" RC pair, R; and C; are the resistance
and capacitance of the i™" RC pair, respectively, R, is the battery
ohmic resistance, i,q, is the battery current, C.,,, is the battery
capacity, 7. is the charge efficiency, 7, is the self-discharge co-
efficient, a is a parameter for the step function 7 ; (ipq. [K]),
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Vpqe 1S the battery cell voltage, Vi;qcx iS the battery stack volt-
age, v,. is the open circuit voltage (OCV), and ¢ is the SoC.

I11. NONLINEAR SOC ESTIMATION METHODS

The nonlinear relationship between OCV and SoC in the
output equations and the input-based nonlinearities in the state
transition equation of the model require the use of a nonlinear
filter to perform state estimation. This section discusses
nonlinear estimation methods, specifically the EKF in Section
I1LA and its extension considering additive noise in the input
variables, the INAEKF, in Section 111.B.

The basic framework of each estimator was the same as [1]
regardless of the estimator used. For each timestep (k), the state
vector (x[k]) is comprised of the states: the SoC (¢, ...¢y) for
each cell and the RC pairs’ voltage drops
(v1,1, V2.1, .. V1§, Vo ) TOr each cell. The input (u[k]) is the bat-
tery current (i,4:). The vector of system outputs (y[k]) con-
tains: the battery voltage for each cell (v,q¢ 1, ..., Vpae n) @nd the
total voltage of the battery stack (V.qcr). The process (w[k])
and measurement (e[k]) noise was also considered. The noise
vectors are assumed to be Gaussian white noise where
wlk]~ N(0,Q) and e[k]~ N (0, R), with covariances Q and R.
For the INAEKF, an additional noise vector was considered
where n[k]~ N (0, ) with covariance X.

A. Extended Kalman Filter

The EKF requires the calculation of Jacobian matrices, so the
derivatives of the state transition (A), state input (B), and output
(C) matrices must be found, which is simple to compute for this
battery model. The standard EKF equations are used in this for-
mulation and are explained in detail in [1].

B. Input Noise-Aware EKF

In many state estimation applications, such as SoC estima-
tion of batteries, the dynamic system input for state estimation
purposes (e.g., battery current) is a measurement obtained in the
same way as any other system output (e.g., battery terminal
voltages). Therefore, it is expected that the input would be sub-
ject to noise in the same way as the system outputs, and not as
a deterministic and known signal as assumed by most state es-
timation frameworks. In this paper, we assume there is a mis-
match between the input to the plant (the battery stack) and the
input signal obtained by the state estimator, s[k], which is the
input signal corrupted by additive Gaussian noise n[k]. Fig. 4
provides a visual description of the problem.

Accounting for a noisy input signal in the equations of the
EKF follows a similar development applied to the KF and UKF
provided in [33] and [34], respectively, so a summarized ver-
sion of the derivation will be presented in this paper.

The dynamics of the system are defined by (1) and (2). The
state transition function (1) and the output function (2) are af-
fected by process and measurement noise, respectively.

x[k +1] = f(x[k], ulk]) + w(k] 1)
ylk] = g(x[k], ulk]) + e[k], )
slk] = ulk] + n[k]. (3)

lw[k]
ulk] h(x[k], ulk])
»  Plant
nlk] elk]
slkl [ Stae I
Estimator

2[k|K] | £[k|k — 1]
Fig. 4. The framework for SoC estimation developed in this pa-
per considers that the input signal s[k] observed by the state
estimator is corrupted by the noise signal n[k].

The noiseless variable u[k] cannot be observed directly by
the state estimator. Therefore, it is necessary to estimate u[k]
based on the system observed noisy outputs and inputs so it is
possible to track the system states more accurately. By replac-
ing u[k] with s[k] — n[k] in the above equations and aggregat-
ing the noise term n[k] to the state transition and output meas-
urement signals, we obtain the equations

x[k + 1] = f(x[k], s[k]) + W[k], (4)

ylk] = g(x[k], s[k]) + é[k], (%)
where w[k] = wlk] — B[k]n[k] and é[k] = e[k] — D[k]n[k],
respectively, are correlated noise terms considering the linear-

ized approximations B[k] = %ﬁgm) and Dl[k] =
%&';[RD. For the dynamic system model considered in this

paper, D[k] = D will be constant and, for a well-tuned param-
eter a, B[k] is dependent on the sign of the stack current.

Following a similar approach as described in [37], the noise
terms can be made uncorrelated if we apply the transformation

U[k] = (k] — LIk](y[k] — g(x[K], s[kD), (6)
L[k] = B[k]=DT(DEDT + R)™ 1. (7

With uncorrelated noise terms it is possible to apply the im-

proved INAEKF framework to the equations above.
1) Initialization

Similar to the standard EKF, it is necessary to initialize the
recursive algorithm with initial estimates for the states and co-
variance matrix

z[0]0] = E[x[o0]], ®)
P[o]0] = PI0], 9)
where £[0]0] is the initial guess for the state and P[0] is the
initial estimate of the state covariance.
2) State prediction equations

After rearranging the terms and calculating the conditional
expected value with respect to the sequence of outputs Y[k] =
{y[0], y[1],..., y[K]}, E[x[k + 1]|Y[k]] = %[k + 1]k], we then
obtain the state prediction equations

£l + 11k] = f(R[klk], sTkD) + LIIglklk]  (10)
ylklk] = ylle] = g (=[klk], sTk) (1)

Plk + 1|k] = (A[k]
= LIKICIKIKDPIRIKIAIK]

— L[KIC[k|K]DT + BIKk]EB[k]T
— L[K]DEBIK]T + Q
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where X[k + 1|k] is the state predictionat k + 1, P[k + 1|k] is
its covariance matrix, P[k|k] is the covariance of the state cor-

rection vector, Alk] = %[]k;[k]) . Clklk] =
X =X
941kl sl , and ¥[k|k] is the vector of output resid-
oxlk]  lyk)=2[k|k]
uals.

3) State correction equations
Similarly, we can leverage the identity from [37],
E[x[k]|Y[k]] = E[x[k]|Y[k — 1]] + cov(x[k]|y[kD¥[k|k — 1]
to obtain the state correction equations

2lklk] = 2[klk — 1] + K[k]7[k|k — 1], (13)
Jlklk — 1] = y[k] — g(X[k|k — 1], s[k]), (14)
K[k] = Plklk — 1] C[k|k — 1]7(C[k|k — (15)
1]P[k|k — 1]C[k|k — 1]T + DEDT + R)1,
P[k|k] = P[klk — 1](I = Clk|k — 1]"K[k]T),  (16)

where E[x[k]|Y[k]] = ®[k|k] is the vector of corrected states,
Clklk—1] = Bg(xlklsTk]) , I is an identity matrix,
oxlk] xfi=slkik-1]
K[k] is the Kalman gain, and j[k|k — 1] is the innovation.
4) Input estimation
This framework allows the estimation of the input signal
u[k]. Similar to how the state correction is obtained, we can
estimate the value of the input using the linear estimator
E[ulk]|Y[k]] = E[ulk]|Y[k — 1]] + cov(ulk]|y[kD¥lk|k — 1],
which can be developed to obtain
Ulk] = s[k] + U[k]y[k|k — 1], a7
Ulk] = EDT(C[k]P[k|k — 1]1C[k]T + R + DxDT)"1, (18)
where @[k] = E[u[k]|Y[k]] is the input estimate and U[k] is
the covariance between input and the innovations.
5) Residual calculations
The residuals of the measurement (19) and the input (20) are
required to be postprocessed by the CUSUM algorithm for
FDIA detection and identification, and must be calculated
z[klk — 1] = ylk] — y[klk — 1], (19)
S[k] = s[k] — 1[k], (20)
where z[k|k — 1] is the a priori measurement residual and S[k]
is the input residual.
A summary of the equations of the INAEKF considering
noisy inputs is given in Table II.

IV. DETECTION OF FDIA IN BATTERY STACKS USING CUSUM

A. False Data Injection Attack Model

Bad actors could use FDIAs to corrupt the system’s measure-
ments to disturb state estimation. In the case of an attacker tar-
geting SoC estimation, inaccurate estimation could result in the
overcharging or overdischarging of battery cells. For attacks
targeting the output, we assume the FDIA could be injected into
one or more voltage sensors and that all voltage sensors in the
battery stack could be susceptible to FDIAs. Like the study in
[1], the FDIAs injected into the voltage sensors were small
magnitude bias attacks (21). This paper extends the work done
in [1] by also injecting small magnitude bias attacks into the
input of the system (22).

Yalk] =

ylk] + Ay, k] (21)

TABLE 1l
SUMMARY OF THE EQUATIONS OF THE INAEKF
System model:
x[k +1] = f(x[k], ulkD+wlk]
ylk] = g(xlk], ulk]) + e[k]
slk] = u[k] + n[k]
w[k]~NV(0,Q), e[k]~N(0,R), n[k]

~N(0,%)

Initialization:

E[x[0]] = &[0]0] = £[0]
Cov[(x[0] — z[0D)] = P[0]0] = P[0]
State prediction (prior estimation):

[k + 11k] = f(R[k|K], s[k]) + L[K](y[K]
L[k] = B[k]=DT(DEDT + R)~!
Plk + 1|k] = (A[k] — L[k]C[kDP[kIk](A[k] —
B[k12B[K]T — L[k]DZB[k]T + Q

Jlklk—1] = g(x[klk —1],s[kD

Alk] = Of(x[k )|

- g(R[klk], alkD)

LIKIC[KDT +

%[k|k]
09(X[k )

[klk] |x[k X[k|k]
State correction (posterlor estimation):

%[k|k] = 2[k|k — 1] + K[k](y[k] — g(2[k|k — 1], s[k])
Jlklk — 1] = y[k] — g@[k|k — 1], s[k])
K[k] = P[klk — 1] C[k|k — 1]T(C[k|k — 1]P[k|k — 1]C[k|k —
1]T + DXDT + R)!
Plk|k] = P[klk —1](I -

09 Lkl sTk])
Clkle — 1] = %€ 52

Clklk — 17K [k]T)

x[k]=%[k|k-1]

Input estimation:

ilk] = s[k] + Ulk]y[k|k — 1]

Ulk] = =DT(C[k|k — 1]P[k|k — 1]1C[k|k — 1]T + R + DEDT)~?
Residual calculation:

z[klk — 1] = y[k] — 9lklk — 1]

S[k] = s[k] — i[k]

where Ay, [k] denotes a small magnitude attack vector (where
each element may be positive, negative, or zero) added to the
measurement vector (y[k]) and y,[k] denotes the manipulated
measurement vector that is used during state estimation.

Sq[k] = s[k] + Asq[k] (22)
where As,[k] is a small magnitude FDIA added to the noisy
input (s[k]) and s,[k] denotes the corrupted input used during
state estimation.

B. CUSUM Algorithm

The CUSUM algorithm is a statistical method that can be
used to detect a shift in the mean of a timeseries data set [38].
In this paper the a priori measurement residual data and input
residual data are used as inputs to the CUSUM algorithm. The
a priori residual was chosen over the a posteriori residual since
papers such as [26] found the a priori residual to result in more
sensitive detection.

Variations of the CUSUM algorithm are used for change de-
tection and the algorithm can be adjusted to suit the application
it is needed for. An effective CUSUM detector requires the cal-
culation of an upper (UCL) and lower (LCL) control limit, the
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definition of parameters, data preprocessing (including separat-
ing data into samples), and the tuning of parameters. A high
(SH) and low (SL) recursive cumulative sum is used to gauge
if there is a shift in the mean of the random process. The sums
are initialized to zero and then for each subsequent sample the
SH and SL are calculated by using the equations found in Table
I11. The system is considered out-of-control if the SL exceeds
the LCL or the SH exceeds the UCL for any sample. In the con-
text of FDIA detection, an out-of-control system indicates that
an attack is present in at least one of the sensors. The h param-
eter controls the width of the UCL and LCL and can be tuned
experimentally to adjust the sensitivity of the detector. For ex-
ample, increasing the h parameter could reduce or eliminate the
number of false positives while lowering the h parameter could
create a more sensitive detector.

The CUSUM algorithm equations are discussed in detail in
[1] and are summarized in Table Il1l. The parameters for the
CUSUM algorithm are defined in Table IV and are derived in
[1], [26], [39]. Since the timeseries used in the CUSUM algo-
rithm is the residual data, the expected value is assumed to be
zero [40] and therefore the population mean () is equal to zero.
The actual population standard deviation is unknown, but the
population standard deviation (g;) can be estimated with the
equation in Table I1l. The reader should refer to [1] to see how
the parameters are defined in the scope of this algorithm.

TABLE Il
SUMMARY OF CUSUM ALGORITHM EQUATIONS
Parameter selection:

Control limits:

UCL = ho;

LCL = —ho;

Initialization:

SHy =0

SLo=0

Recursive cumulative sums:

SH; =max (0,Z; —u —vyo, + SH;_1)
SL; =min (0,z; —u+yo, +SL;_1)

TABLE IV
CUSUM PARAMETERS [1]
Parameter h 4 m Nyamp a B 6

Value 59045 | 05 86 12 0.0027 | 0.01 1

V. CASE STUDY AND SIMULATION SETUP

A. Battery Characteristics

The battery system discussed in the case studies is modeled
using Fig. 2. and Fig. 3. for a stack of three series-connected
battery cells. The battery cells are LiFePO, and have a nominal

voltage of 3.3 V, consistent with [1]. In this extension i,,; was
used as the system input, which was affected by noise, and the
voltage sensors (Vpgt 1 - Vpatns Vstack) Were used as output
measurements.

The parameters for the battery cells were taken from [16] and
are listed in Table V. The v, curves for each cell can be seen
in Fig. 5. and their functions are described by (23) — (25).

TABLE V
BATTERY MODEL PARAMETERS [16]

Parameter Cell 1 Cell 2 Cell 3
Ry; 0.0043 Q 0.0045 Q 0.0042 Q
Ry; 0.00032 Q 0.00031 Q 0.00034 Q
Cy; 629.7F 6324 F 605.3 F
Ry; 0.0028 Q 0.0031 Q 0.0030 Q
Cy; 2247.7F 2367.5F 2453.6 F
Ceapj 4.369 Ah 4.130 Ah 4.270 Ah
N 0.99 0.99 0.99
N 0.000010 0.000010 0.000010

0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
State of Charge

Fig. 5. Average OCV for each battery cell as done in [1] and
[16].

Voen = 1404¢3 — 2.314¢2 + 1.2693¢ +3.0723  (23)
Voea = 1.3184¢3 — 2.1722¢% + 1.2¢ + 3.0875  (24)
Voes = 1.35¢3 — 2.2404¢2 + 1.2437¢ +3.0781  (25)

B. Battery Cycling Simulations

The effectiveness of the proposed methods was evaluated us-
ing simulations of battery charging and discharging cycles im-
plemented in MATLAB/Simulink. Each simulation ran for one
charge/discharge cycle, which was simulated for 8100 s, with a
sampling time of 0.1 s. Fig. 6 shows Cell 1 charging and dis-
charging following the application of the stack current.

We assume that the input (i,,;) is affected by noise and that
the battery current (i) is the same throughout each cell due
to their series-connected configuration. So, the simulations con-
sider process, measurement, and input noise. The standard de-
viation values of the noise parameters are listed in Table VI,
and all considered noise parameters were applied to both the
sensor measurements and the INAEKF. Then the CUSUM al-
gorithm was run on each sensor’s residual data to determine if
an attack was present in the system.
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Fig. 6. Battery stack current (top) and vy, ; measurement of
Cell 1 (bottom).

TABLE VI
SIMULATION PARAMETERS
Parameter Value
Simulation time 8100 s
Number of battery cells 3
Sampling time of state estimators 0.1s
Number of FDIA detection tests run 4800
Standard deviation of cell voltage noise 0.0017 V
Standard deviation of stack voltage noise 0.005V
Standard deviation of stack current noise 0.0067 A
Standard deviation of SoC process noise 1-107°
Standard deviation of RC voltage process noise 5:-107*V

C. FDIA Protocol

It has been assumed that the attacker could elect to attack one
or more sensors and it was also of interest to evaluate the cases
where no attacks were present to assess the occurrence of false
positives. Consequently, there were 32 possible permutations of
sensors being attacked, ranging from no sensors being attacked
to all the sensors (Vpat1, Vpat 2> Vbat 3 Vstacks ibar) DEING in-
jected with FDIA. To assess the robustness of the FDIA detec-
tion and identification method 4800 simulations were run. At
each simulation run, the combination of attack magnitude, the
number of sensors affected (from 0 to 5), the time where the
FDIA first affected the sensor, and the magnitude of each attack
was varied randomly following uniform distributions. The at-
tack injection time for any sensor was selected randomly from
a uniform distribution with a minimum value of 2000 s and a
maximum value of 7000 s. Once a FDIA was injected, its bias
remained until the end of the simulation.

We have modeled additive FDIAs on sensors as a modifica-
tion of the measurements obtained from discrete-time sampled
values of the voltage and current sensor readings. As such, the
resolution of the attack follows the resolution of the analog-to-
digital conversion used by the BMS. A short survey of commer-
cial BMSs found that a 15-bits resolution is common. Also, cell

voltages are often sampled between 0 V to 5 V, so the measure-
ment and the FDIA resolution is 153 pV.

Assuming large magnitude attacks are simpler to detect, the
maximum attack value used in simulations was limited to
+20 mV, since it has been previously shown that attacks larger
than that could be detected by less sensitive FDIA detection
methods like the chi-squared test [26]. The injected attack on
each voltage sensor was selected randomly between +153 uV
and +20 mV, excluding 0 V as that would indicate no attack
was injected. For the voltage stack measurement, it has been
considered that both its measurement range and resolution are
three times that of the individual cell voltages.

A similar approach was applied to the FDIAs on the current
sensor. We have considered that the stack current sensor meas-
urement range is from -20 A to 20 A, which results in 1.22 mA
of current measurement resolution considering 15-bit sampling.
To exclude overly large FDIA in the current sensor, the maxi-
mum attack value was selected as £500 mA. The parameters
utilized in the attack protocol are summarized in Table VII.

TABLE VII
SENSOR ATTACK PROTOCOL
Parameter Value

Cell voltage attack magnitude range* -20 mV to 20 mV

Cell voltage attack resolution 153 uv
Stack voltage attack magnitude range* -60 mV to 60 mV

Stack voltage attack resolution 459 pv

Stack current attack magnitude range*  -500 MA to 500 mA

Stack current magnitude resolution 1.22mA

2000 s to 7000 s

Attack time range

*Excluding 0.

D. Comparison with the Chi-Squared Error Detector

The well-accepted chi-squared detector [41] was used to pro-
vide a benchmark for the effectiveness of the CUSUM algo-
rithm in detecting FDIA. The chi-squared detector followed a
similar implementation as [26] but considers four degrees of
freedom when processing the output innovations. A second chi-
squared detector was applied to the input variable residuals,
with a covariance equal to U[k]DZ and one degree of freedom.
To minimize false positives, we have chosen a confidence level
of 99.999%, the equivalent of 1 false positive in 100,000 time
steps.

VI. RESULTS

This section contains the results of the tests performed, which
include: an observability study to determine if the estimators
could perform in the event of sensor failures, an accuracy study
comparing the state estimate errors of EKF and INAEKF, and
multiple attack scenarios to determine if the CUSUM was con-
sistent in detecting the presence of FDIAS in one or more volt-
age and current sensors. To allow for a more detailed analysis
of the simulation results, we have divided the sections that pre-
sent results. One section contains a summary of all results, and
the remaining sections discuss attacks on single voltage sensors,
the input current sensor, and multiple sensors.
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A. Observability Study

To perform state estimation, the system must be observable.
Since the system described in this paper is time-variant, an ob-
servability check must be performed at each timestep. An ob-
servability study was done on the stack of three series-con-
nected batteries by calculating an observability matrix for each
timestep k. The system is considered observable if the rank of
the observability matrix is equal to the number of states at each
every timestep. The observability study was performed using
the standard observability matrix, which is shown in [1].

The observability study was first done with all the sensors
active to determine if the system was observable when using the
EKF and INAEKF. To determine if the system remained ob-
servable in the event of sensor failures, the sensors were dis-
connected from the system and the observability study was per-
formed. A disconnected sensor is defined as the sensor being
completely zeroed out from the system.

When all four sensors were online the system remained ob-
servable regardless of the nonlinear estimator used. The redun-
dancy of voltage measurements added by the Vi, sensor al-
lowed the system to remain observable in the event of a single
sensor failure. If two or more sensors failed, the system became
unobservable and state estimation could not be relied on.

B. State Estimation Accuracy of EKF vs. INAEKF

To compare the state estimation accuracy of the traditional
EKF and the INAEKF, we have elected to use the root mean
squared error (RMSE) (24) of the state estimates as the compar-
ison metric. The RMSE is found by comparing the a priori
(X[k] = z[k|k — 1]) or a posteriori (X[k] = X[k|k]) state esti-
mates with the true system state (x[k]) as obtained by the sim-
ulation:

Xruse (X[k]) = \/Zsz(x [k; — 2[k])?

where T is the total number of timesteps, x is the actual state,
and x is the estimated state which could be estimated by the
EKF or the INAEKF.

The RMSE of each state variable (for the a priori and a
posterori state) was calculated using both estimation methods.
Then, the percent change between the INAEKF and EKF results
was calculated following:

(26)

gpred _ 0/ . _fl{?’l\"'l%EEKF(iz[klk_ 1]))
skt = 100%- (1~ e @0
ZINAEKF (%[ k| k
= oo (1-Sgpay) @

Throughout this study all battery parameters and initial con-
ditions were the same regardless of whether the EKF or ad-
justed INAEKF was used. In this specific accuracy study, no
FDIASs were present.

The percent change of the RMSE results for each system
state can be seen in Table VIII. Table VIII presents the reduc-
tion of the RMSE (as a percent) for the a priori (top) and a
posterori (bottom) states when using the INAEKF. For exam-
ple, when estimating the v, state, the INAEKF had a 0.039%

and 0.073% estimation accuracy improvement over the EKF for
the a priori and a posterori state, respectively. The results show
that when considering input noise in the system, the INAEKF
was more accurate in estimating the states than the traditional
EKF in all cases.
TABLE VIII
PERCENT REDUCTION OF RMSE OF INAEKF VERSUS EKF
State RMSE | ¢; S2 3 | V11 |[V21 [Vi2 [V22 (V13 |V23
ghred 0.0470.057 |0.056 | 0.039 | 0.048 | 0.042 | 0.057 |0.037|0.056
0.0470.057 |0.056 | 0.073 | 0.048 | 0.076 | 0.057 |0.071/0.056

>COTT

XRMSE

C. Summary of FDIA Detection

After running 4800 simulations, the FDIA detection results
can be summarized in the confusion matrix shown in Table 1X.
In this case a true positive indicated an attack was injected and
detected, a true negative meant that no attack was present and
none of the CUSUM sums diverged, a false positive meant that
there was no attack injected but the CUSUM falsely flagged
one, and a false negative meant that the CUSUM algorithm
missed an attack that was injected to the system. The CUSUM
algorithm had a correct detection rate of 99.18%, with no false
positives, and a true positive rate of 99.16%.

TABLE IX
CONFUSION MATRIX FOR FDIA DETECTION

| Total = 4800 | Attack Injected | No Attack Injected
Attack Flagged 4611 0
No Attack Flagged 39 150

It was common for multiple output CUSUM charts to di-
verge, regardless of the sensor(s) attacked. Therefore, in these
studies the CUSUM algorithm was not suitable to identify the
corrupted voltage sensor(s). On the other hand, the CUSUM al-
gorithm was able to identify attacks on the input (current sen-
sor) very consistently. The input attack confusion matrix is
summarized in Table X, where true positive indicated an attack
was injected into the current sensor and the input CUSUM chart
diverged, true negative indicated that no attack was injected to
the current sensor and the input CUSUM chart did not diverge,
false positive indicated that the input CUSUM chart flagged an
attack although no attack was injected to the input, and false
negative meant that the attack in the input was not captured by
the input CUSUM chart.

TABLE X
CONFUSION MATRIX FOR INPUT FDIA IDENTIFICATION

| Total = 4800 |Attack on Current Sensor| No Current Attack
Flagged Current Sensor 2510 241
Current Sensor Not 0 2009

Flagged

Based on the confusion matrix in Table X, the true positive
rate was found to be 98.43% and the true negative rate was
found to be 89.29%, making the CUSUM algorithm an effective
method to identify attacks targeting the input of the system.
The tuned CUSUM algorithm presented in this paper was suit-
able for FDIA detection in the voltage and current sensors of
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the studied battery stack and was suitable for FDIA identifica-
tion in the current sensor of the system.

When the CUSUM algorithm was run on the attack-free out-
put and input residual data there were no false positives detected
in the system for both cases (with the EKF or adjusted INAEKF
as the nonlinear estimator). That is, the SH did not exceed the
UCL, and the SL did not breach the LCL for any sample. The
CUSUM algorithm had a false positive rate of zero, that is, the
CUSUM chart did not diverge when FDIA was not injected into
any sensor (Fig. 7 and Fig. 8.).
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Fig. 7. Output CUSUM charts when no attack was injected,
resulting in a false alarm rate of 0%.
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Fig. 8. Input CUSUM charts when no attack was injected, re-
sulting in a false alarm rate of 0%.

D. Single Voltage Sensor Attacks

Single sensor voltage attacks are those in which a FDIA was
injected into a single voltage sensor in the stack (modeled by
Fig. 2. and Fig. 3.). A single-sensor attack is a likely scenario
since the bad actor would want to target the minimum number

of sensors required to disturb state estimation. FDIAS are typi-
cally expensive to implement and require detailed knowledge
of the system’s configuration [14], so targeting the minimum
number of sensors while causing the most damage would be de-
sirable to an attacker. The targeted sensor was varied for each
test, where either vpge 1, Vpar2 s Vbatss OF Vseacr cOuld be se-
lected as the attacked sensor.

The a priori residual data generated by the estimator was used
to calculate the SH and SL to determine if the system was in or
out of control at each timestep. In the scope of this paper, de-
tection is defined as any CUSUM chart diverging during a spe-
cific test case, thereby indicating the presence of FDIA some-
where in the system. An attack was detected when either the SH
exceeded the UCL, or the SL exceeded the LCL for any sample
in any of the CUSUM charts. Throughout this study, the diver-
gent CUSUM chart did not consistently correspond to the af-
fected sensor(s) and could not be relied on to identify the tar-
geted sensor(s). The attack injection time did not appear to af-
fect if the attack was detected or not. Using the traditional EKF
resulted in the detection of slightly smaller magnitude FDIA
than the INAEKEF, but either estimator was found to be suitable
in this application.

In the tests where the EKF was used as the nonlinear estima-
tor the CUSUM was able to detect attacks as low as £500 pVv
in each individual voltage sensor with no false positives [1].
The INAEKF was slightly less sensitive to smaller-magnitude
attacks, and attacks with values of +2mV were detected in each
sensor, without triggering false positives. When attacks were
injected to only the voltage sensors, the current sensor CUSUM
chart did not diverge. The CUSUM charts for a +3 mV FDIA
injected in the v,,,, sensor at 5500 s when the INAEKF was
used is shown (Fig. 9.) where the SH clearly diverges from the
UCL, indicating a FDIA was injected in the system.
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Fig. 9. Output CUSUM charts for a +3 mV attack injected in
the v, 1 Sensor at 5500 s with noisy inputs considered.
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E. Current Sensor Attacks

This paper extends the work in [1] by including a study where
the input was injected with FDIA. When the EKF was used as
the nonlinear estimation method, it is assumed that the input is
deterministic and known, therefore an input residual cannot be
calculated. Using the INAEKF allows the generation of an input
residual, which could be run through the CUSUM algorithm as
done with the voltage sensors’ measurement residuals.

Attacks of + 200 mA or greater on the input were able to be
detected when either the EKF or INAEKF was used. In the case
of the traditional EKF, the CUSUM chart for one or more volt-
age sensors diverged when an attack was added to the input of
the system (in most cases the Vy;,.x CUSUM chart was diver-
gent) (Fig. 10). The implementation with the traditional EKF
was unable to differentiate between attacks targeting the volt-
age sensors and the input, since it is not possible to generate an
Input CUSUM Chart when the EKF is used as the estimator.

The INAEKF implementation allows for the generation of an
input residual, which cannot be done with the traditional EKF.
Therefore, an additional CUSUM chart can be generated for the
input of the system when using the INAEKF. When the attack
on the input was + 300 mA or greater, the input CUSUM chart
was divergent, allowing the input CUSUM chart to identify
when the input is being attacked (Fig. 11.). In voltage sensor-
only attacks, the input CUSUM chart of the implementation
with the INAEKF did not diverge. So, in cases where the input
CUSUM chart diverged, it can be concluded that the input has
FDIA injected to it. In cases where only the output sensor
CUSUM charts diverged it can be concluded that only the out-
put sensors are being targeted.

F. Attacks on Multiple Sensors

Multi-sensor attacks are less likely than single sensor attacks
due to the expense and expertise required to launch FDIAs, but
for completeness this study was included. Every combination
of attacked sensors was tested and the sensors susceptible to at-
tack were the same as in the previous case study. The number
of targeted sensors, selected corrupted voltage sensors, injected
attack value, and injection time were randomly selected.

During some multi-sensor attacks, the CUSUM algorithm
was less sensitive to small magnitude FDIA than during single
sensor attacks. In the multi-sensor attack cases, all attacks of
+6 mV or larger were able to be detected by the CUSUM algo-
rithm in testcases with the INAEKF and +500 pV in the test-
cases with the EKF [1]. Consistent with the results from Section
V.D, the CUSUM algorithm was not able to determine how
many sensors were attacked or identify the targeted sensors.

The CUSUM chart of a multi-voltage-sensor attack is shown
in Fig. 12. In this example, a +3 mV attack was injected in the
Vpat,2 SENSOr at 5722 s and a -3 mV attack was injected in the
Vstack SENSOr at 3745 s. Following the injection of the attacks,
the SHs and SL diverged in the CUSUM charts indicating the
presence of an attack in at least one of the voltage sensors. It is
common for multiple CUSUM charts to diverge, although the
FDIA may only be applied to a smaller sample of sensors.
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Fig. 10. Output CUSUM charts for a +300 mA attack injected
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The implementation with the traditional EKF [1] was able to
detect smaller-magnitude attacks than when using the INAEKF,
but due to the tiny magnitudes of the investigated attacks either
estimator is suitable for FDIA detection in grid applications.
The nominal voltage of each battery cell was 3.3 V [16], so a
+500 uV and +6 mV attack was 0.015% and 0.18% of the
nominal voltage, respectively. Since either method allowed for
the detection of higher-magnitude attacks that would have a
more destructive impact on the system, either implementation
would work for the FDIA detection of BESSs.

G. Comparison with chi-squared error detector

In all 4800 simulations, the chi-squared detector applied to
the output flagged errors at least 10 times over the 81001 time
steps of the simulation. Given the confidence level chosen, this
value is significantly larger than the expected value of 0.81 de-
tections. That means that the chi-squared detector requires a
procedure for processing false positives and processing transi-
ents. Following the filter initialization, its states and covariance
are still far from the values to which they converge, which
causes large residuals. If we consider only the last 61001 time
steps of the simulation, we see a much different result, summa-
rized in Table XI, reaching a correct classification rate of
87.85%, which is much smaller than the 99.18% rate of the
CUSUM algorithm. There is also a correlation between the
number of sensors attacked and the number of times the chi-
squared detector has flagged data as anomalous. These results
are summarized in Table XII.

TABLE XI
CONFUSION MATRIX FOR INPUT FDIA IDENTIFICATION USING
THE CHI-SQUARED DETECTOR

| Total = 4800 | Attack Injected | No Attack |
Attack Flagged 4067 0
Attack Not Flagged 583 150

TABLE XIlI
AVERAGE NUMBER OF DATA POINTS FLAGGED AS ANOMA-
LOUS BY THE CHI-SQUARED DETECTOR (OUT OF 61001)

Attacked

0 1 2 3 4 5
Sensors
Mean Flagged| 4225 | 7867 | 12161 15568 | 19,074
Data Points

The chi-squared detector applied to the input residual has
proven insensitive to attacks, flagging 3 to 5 bad data points in
all simulations regardless of the presence of an attack. It is im-
portant to highlight that, unlike CUSUM, the chi-squared test
requires an accurate (or adaptive) estimate of the signal covari-
ances so that a result matches the theoretical prediction.

VII. CONCLUSION

This paper presents a statistics-based CUSUM algorithm that
was applied to a BESS consisting of three series-connected bat-
tery cells to detect FDIASs targeting the system input and voltage
sensors. A noisy input environment is considered, where the in-
put to the system is not assumed deterministic and known, and

a INAEKF is presented to account for the input noise. The
BESS was modeled (Fig. 2. and Fig. 3.) and a priori residuals
were generated using the nonlinear estimators described in Sec-
tion I11. This paper is an extension to [1] where an alternative
nonlinear estimator, the INAEKEF, is studied and compared to
the nonlinear estimator used the in previous paper (the EKF).
The INAEKF outperformed the EKF during state estimation, in
terms of RMSE. Utilizing the INAEKF also allowed for the
generation of an input residual which could be used to identify
FDIAs targeting the system input. The observability study
proved the extra stack sensor created a redundant voltage meas-
urement that allowed estimation to be performed when a single
sensor failed.

In single sensor attacks, attack vectors as low as £500 pVv
were able to be detected in experiments when using the tradi-
tional EKF and as low as +3 mV when using the INAEKF. The
multi-sensor results for the implementation using the traditional
EKF were the same as the results for single-sensor attack, where
attacks of +500 uV or greater were able to be detected. When
the INAEKF was used, attacks of +6 mV or greater were able
to be detected in multiple sensors. Since the detectable attacks
were a low percentage of the nominal voltage, either estimation
method could be used to generate a priori measurement residu-
als to detect FDIAs in the voltage sensors of grid-scale battery
stacks.

During input attacks, the implementation with the EKF and
INAEKF were both able to detect attacks of +200 mA or
larger. When the attack on the input was +300 mA or larger the
implementation with the INAEKF was able to identify if an at-
tack was targeting the input or not using the input CUSUM
chart. Since the traditional EKF considers the input determinis-
tic and known, it is not possible to generate input residuals and
identify if FDIAs are targeting the input or just the output sen-
sors. The INAEKF allows for the identification of FDIA in the
input, which could help grid operators implement remedial ac-
tions, causing it to be an improvement over the traditional EKF
implementation.

The proposed three-step approach utilizing the ECM and
CRM for battery modeling, the INAEKF for state estimation,
and a tuned CUSUM algorithm for FDIA detection was suc-
cessful in detecting FDIA in the input and output sensors in
99.16% of the 4800 test cases, with a false positive rate of 0%.
In addition, by utilizing the INAEKF an input estimation could
be generated, allowing for the CUSUM algorithm to be run on
the input residual. Post processing the input residual allowed
for attacks to be identified as targeting the current sensor in
98.43% of the 2550 input attack testcases. Comparison with the
popularly used chi-squared method has shown that the CUSUM
method presents a superior anomaly detection rate.

A. Future Work

One of the research gaps identified during this work is that it
is challenging to differentiate between cyberattacks and faults
corrupting the sensor measurements used in FDIA detection
mechanisms. This work focused on detecting corrupted sensor
measurements in the voltage and current sensors of a series-
connected battery stack. In the future we would like to expand
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this work to determine if the sensor corruption was due to a
cyberattack, fault, or another undesirable event. Another exten-
sion to this work is to construct control actions to mitigate
FDIAs detected in the sensors of the battery stack.
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