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Electrical utilities continue to deploy more intelligent electronic devices (IEDs) inside and outside
electrical substation, and are associated with customer-owned distributed energy resources (DERs).
The integrity and confidentiality of data from these IEDs, like power meters and protective relays, is
crucial. Blockchain technology could improve the resilience of microgrids by improving the security
of data sharing. The penetration of customer-owned DERs (renewable energy sources) and the
increasing deployment of IEDs can lead to integrate power system applications with Distributed Ledger
Technology (DLT). In this study, we implemented the electrical faulted phase detection and power
quality monitoring algorithms with a Cyber Grid Guard (CGG) system using DLT. In addition, the DERs
(wind turbine farms) use case and protective relay cyber-event tests were assessed, by using the CGG
system with DLT. In the experimental model, the testbed was created by using a real-time simulator
and CGG system with power meters/ protective relays in-the-loop. The data collected from the CGG
system and IEDs were compared with the same time stamp source. These results had shown the
successful assessment of protection, control and monitoring applications using a CGG system with DLT.
In the future, the ESGT with DERs and the CGG system will be used in other power system applications,

based on implementing smart contracts between electrical utilities with customer-owned DERs.
© 2023 Oak Ridge National Laboratory. Published by Elsevier Ltd. This is an open access article under the
CCBY license (http://creativecommons.org/licenses/by/4.0/).
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1. Introduction

The integration of renewable energy source-based distributed
generation in power systems is continuously increasing due to
extensive technical developments, as because of its clean and
low-cost energy production (Rizwan et al., 2020). Therefore, elec-
trical utilities continue to deploy more types and numbers of
intelligent electronic devices (IEDs), such as power meters and
protective relays. As the market penetration of distributed energy
resources (DERs) increases, so have measurements that rely on
communications between IEDs within and outside the substation
perimeter. In addition, the development of technologies related
to the internet of things, artificial intelligence, blockchain and
big data encourages power system operators to modernize the
power grid and smart city development (Rizwan et al., 2021).
Currently, the most popular blockchain research applications for
electrical utilities are in the field of energy trading (Foti and
Vavalis, 2021). However, utilities have also employed blockchain
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technology to support new functions that can improve the re-
silience of the electrical grid (Banks et al., 2019). Additionally,
researchers are discovering grid management applications that
are non-traditional in scope. Dynamic management capabilities
are possible with customer-owned and managed DERs, as well as
the deployment of smart sensors with IEDs. Therefore, numerous
new blockchain applications are being developed that focus on
control, measurement, and protection.

The integrity and confidentiality of data and control com-
mands between IEDs are crucial. The establishment of the reliance
on communications across the utility—customer interface to en-
hance grid dispatch and control has created a significant threat
vector for secured power system operations, such as cyber intru-
sion and/or communications failures. Also, new scenarios include
the dynamism of the energy market with the penetration of
DERs and the deployment of sensors with IEDs. This opportunity
introduces new players to the energy market, requiring peer-to-
peer energy trading in real time (Jogunola et al., 2020). Blockchain
technology supports such peer-to-peer trading and thus has in-
jected new vitality into the energy market. Currently, research
projects using blockchain technology for distributed photovoltaic
power generation and carbon trading are also emerging.

2352-4847/© 2023 Oak Ridge National Laboratory. Published by Elsevier Ltd. This is an open access article under the CC BY license (http://creativecommons.org/
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The blockchain applications in the electricity sector can be
classified as energy trading; wholesale markets; metering, billing,
and retail markets; trading of renewable energy certifications
and carbon credits; electric vehicle (EV) charging; power system
cyber security enhancements; renewable energy certifications;
and grid operation and management (Nour et al.,, 2022). Based
on energy trading applications, one study presented a joint oper-
ation mechanism of a distributed photovoltaic power generation
market and carbon market (He et al., 2020). This method modeled
two chains that enabled the two markets to share data using an
improved IEEE 33-bus system based on software simulation (He
et al,, 2020). Another source presented a blockchain for trans-
acting energy and carbon allowance in networked microgrids.
Also, the blockchain solution algorithm consisted of column-
and-constraint generation and Karush-Kuhn-Tucker conditions
to solve the two-stage market optimization problems based on
using an IEEE 33-bus and the IEEE 123-bus system with a soft-
ware simulation (Yan et al., 2021). Another publication described
in detail their research based on a blockchain-based, peer-to-
peer, transactive energy system for a community microgrid with
demand response management (Bokkisam et al., 2022). This sys-
tem used two types of architectures: one with the third-party
agent demonstrated using the MATLAB environment and the
other with the virtual agent (without third-party) implemented
using a blockchain environment. Another relevant blockchain ap-
plication was based on cyberattack protection frameworks. A dis-
tributed blockchain-based data protection framework for modern
power systems against cyberattacks was developed in another
source (Liang et al., 2019); the effectiveness of this protection
framework was demonstrated on the IEEE 118-bus benchmark
system with a software simulation. A blockchain-based decentral-
ized replay attack detection for large-scale power systems was
based on the use of a software simulation with an IEEE 3012-bus
transmission grid (Ramanan et al., 2022).

Additionally, the penetration of DERs is becoming an essential
part of smart grid systems and led to the formation of various
aggregation mechanisms, such as virtual power plants (VPPs),
enabling the participation of small- and medium-scale DERs in
electricity markets (Mnatsakanyan et al., 2020). One publication
presented a blockchain-based, decentralized VPP of small pro-
sumers that used a public blockchain and self-enforcing smart
contract to construct a VPP of prosumers to provide energy ser-
vices based on smart contract algorithms (Cioara et al., 2021).
The blockchain was also studied in electric vehicle (EV) research
applications. A smart EV charging station energy management
system based on blockchain technology, which aims to protect
privacy of EVs users, ensure fairness of power transactions, and
meet charging demands for large numbers of EVs, was presented
in a study (Lin et al., 2022). Another article proposed an artificial
intelligence-enabled, blockchain-based EV integration system in
a smart grid platform (Wang et al., 2020). This system was based
on an artificial neural network for EV charge prediction, in which
the EV fleet is employed as a consumer and a supplier of electrical
energy within a VPP platform.

The majority of energy potential applications with blockchain
were based on software simulations (He et al., 2020; Yan et al.,
2021; Bokkisam et al., 2022; Liang et al., 2019; Ramanan et al.,
2022; Mnatsakanyan et al., 2020; Cioara et al., 2021; Lin et al,,
2022; Wang et al, 2020). Although general monitoring for
blockchain applications could be evaluated in operational elec-
trical grids, other blockchain research applications such as cyber-
attack defense and electrical fault detection are not likely to be
performed in operational electrical grids because of possible risks
to network security, equipment failures, and energy provision.
Therefore, creating a testbed with a Cyber Grid Guard (CGG)
system using distributed ledger technology (DLT) is crucial for
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multipurpose blockchain applications. In the present study, the
testbed with a CGG system was established at Oak Ridge National
Laboratory (Piesciorovsky et al., 2022, 2023; Hahn et al., 2022)
and enhanced with two wind farm models. This advanced elec-
trical substation grid testbed (ESGT) was assessed for electrical
fault detection, power quality monitoring, DER use cases, and
cyber-event tests, implementing a CGG system with DLT.

The motivation of this study is based on the increase of
customer-owned DERs (renewable energy source farms) in the
electrical grid, and consequently the rise of the number of IEDs
(power meters and protective relays), with complex communica-
tion networks among electrical substations and customer-owned
DERs utilities. This increase creates the necessity of sharing more
data by electrical substations and customer-owned DERs, risking
the integrity and confidentiality of the data. It is crucial to protect
this information, and the CGG system using DLT represents a
great solution. The ESGT with a CGG system using DL was as-
sessed in Oak Ridge National Laboratory (ORNL). This testbed had
an electrical substation grid architecture with customer-owned
DERs (wind turbine farms); and the electrical fault and power
quality detection, DER control and dispatch, and simulated cyber-
events use cases were performed, assessing the CGG system
with DLT. The next step of this study is to implement more
advanced power system applications, like decarbonization energy
restoration with adaptive protection and zero-carbon emission
load shedding control, using DLT with smart contracts between
electrical utilities and customer-owned DERs.

The superiority of this model with respect to the discussed
problems is due to the novelties of this study, which are focused
on secured data power system application and HIL testing areas
(Table 1). In the secured data power system application area, this
CGG system with DLT improves the communication network for
sharing the hashed and secured data from a single or multiple
IED/s (power meters and protective relays) that belong to one
or different electrical utilities with customer-owned DERs (wind
turbine farms). In this study, the electrical fault and power qual-
ity detection algorithms and customer-owned DERs monitoring
use cases were implemented, with a Cyber Grid Guard system
and DLT. In the HIL testing area, the ESGT with a CGG system
and DLT represents a novel testbed to perform electrical faults
and cyberattack events with IEDs. These situations are not likely
to be tested on the field by electrical utilities, because of the
risk of damaging electrical equipment and/or produce possible
blackouts. Table 1 shows the novelties of this study.

The mission of this study is well organized and presented. In
the experimental model, the electrical grid one-line and three-
line diagrams, equipment, and architecture of the ESGT are de-
scribed. Then, the theoretical frame and equations for the elec-
trical fault event and power quality detection algorithms are
described in detail. The use case scenarios applied on this study
are presented, and the event, boundary and algorithm flow di-
agrams applied at the CGG system are reported. In the results,
the electrical fault detection, power quality monitoring, DER use
cases, and cyber-event scenarios are plotted. In the discussion,
the results are assessed by comparing the data collected from
the simulation source (real time simulator), CGG system, and
protective relays. In the conclusions, the main findings of this
study are described. Also, in the future we will implement other
power system applications but using smart contracts between
electrical utilities with customer-owned DERs.

2. Experimental model
2.1. One-line diagram and equipment
A typical substation testbed with DERs and IEDs was managed

for controlling and monitoring applications using blockchain-
based applications. This testbed used a software model-simulated
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Table 1
Novelties of this study.
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Areas Novelties of this study

Secured data

power system same electrical utility.

A CGG system with DLT for sharing the hashed and secured data from multiple IEDs at

applications A CGG system with DLT for sharing the hashed and secured data from multiple IEDs
between different electrical utilities.
A CGG system with DLT for secured data to detect the faulted phases at electrical fault
and power quality; and customer-owned DERs monitoring use cases.

HIL testing An ESGT with a CGG system using DLT to assess different electrical faults and

cyberattacks that are not likely to be performed on the field by electrical utilities,
because of risk of damaging electrical equipment and/or produce non desired blackouts.

CGG: Cyber grid guard, DLT: Distributed ledger technology, IEDs: Intelligent electronic devices, DERs: Distributed
energy resources, HIL: Hardware in the loop, ESGT: Electrical substation grid testbed.

One-line

ram EE ]
345/12.47kv II

TRANSFORMERS

SUB_SEL4S1_FED1
SEL 451 relay
(GOOSE)

gy DISTRIBOTION
LINES (Utility A)

FOSSIL FUEL

1

1

I

1

SUBSTATION; 1
POWER PLANT !
I

(UTILITY A) 1
] 1
SEL 421 rela E _____
(Sampled Valu‘;s) ! ELECTRICAL
SUB_SEL421 SV | SEL4Slrelay  FAULT
1 (GOOSE)
* The DLT control center collects data |
SUB_SEL4S1_FED2
from all power meters and relays |
Fig. 1

power system that performed electrical faults and cyber-events.
The objective of the testbed was to see if the blockchain architec-
ture was effective in controlling the utility grid and managing its
assets/equipment.

Fig. 1 shows the one-line diagram and equipment rack. The
one-line diagram below represents the design of a 34.5/12.47
kV electrical substation. The electrical substation was based on a
sectionalized bus configuration (Edvard, 2019), with two power
transformers and two radial feeders that were connected to two
customer-owned DERs (wind farms), as shown in Fig. 1a. This
one-line diagram was based on a published report (Piesciorovsky
et al., 2022). Utility A included an electrical substation and dis-
tribution grid that had the control center. Utility A’s electrical
substation had two power transformers of 10 MVA and pri-
mary/secondary voltages of 34.5 and 12.47 kV, respectively. The
electrical grid was a 12.47 kV power system with load feeders
that are usually connected in a radial configuration; however, the
load feeders could be connected to the wind farms (Utilities B
and C). Utilities B and C were the customer-owned DERs with
six 1.5 MW wind turbines (two 9 MW wind farms), and Utility
D was the main source based on a fossil fuel power plant. In
Fig. 1b, the protective relays and power meters of the one-line
diagram are shown in the equipment rack. These IEDs were
wired to a real-time simulator and communication devices that
were connected to a synchronized-time system. The Schweitzer
Engineering Laboratories (SEL) 735 (Schweitzer Engineering Lab-
oratories Inc., 2023a) and SEL 734 (Schweitzer Engineering Labo-
ratories Inc., 2023b) power meters with Generic Object-Oriented
Substation Event (GOOSE) IEC 61850 and DNP3 protocols, re-
spectively. The SEL 421 (Schweitzer Engineering Laboratories Inc.,
2023c) relay at the 34.5 kV side of the electrical substation was
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configured with the sampled values (IEC 61850) protocol, and the
SEL 451 (Schweitzer Engineering Laboratories Inc., 2023d) and
SEL 351S (Schweitzer Engineering Laboratories Inc., 2023e) relays
were configured with the GOOSE (IEC 61850) protocol.

The tests were performed on the feeder inside the red dashed
line square (Fig. 1a) to assess the CGG system for electrical faults
detection, power quality monitoring, DER use cases, and cyber-
event tests. The protective relays measured the phase voltages
and currents; real, reactive, and apparent power; total power
factor; frequency; and breaker states that were collected by the
control center (Utility A).

2.2. Testbed and architecture

The testbed collected and recorded relevant data during the
simulations. The devices (e.g., protective relays, power meters) of
the testbed produced data that were synchronized with a time
source. Fig. 2 shows the ESGT and computer workstations. These
computer workstations in Fig. 2 are: the host computer is located
at (6), human machine interface (HMI) computer at (7), traffic
network computer at (8), and SCADA computer at (9).

Fig. 3 shows the control center HMI, local substation HMI,
virtual machine (VM) Blueframe, and EmSense high-speed smart
visu (SV) servers/computers in the rack for the CGG system.
The architecture of the electrical substation grid with customer-
owned DERs (wind farms) and the CGG system for the testbed had
four layers (Fig. 3). The physical layer (level 1) included the power
lines, breakers, transformers, feeder loads, and other power sys-
tem elements that were simulated by the real-time simulator. The
protection and metering layer (level 2) contained the hardware in
the loop (HIL), represented by the protective relays and power
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Fig. 3. Architecture of the ESGT.

meters. The automation layer (level 3) contained the remote
terminal units and the ethernet switches. The control layer (level
4) contained the supervisory control and data acquisition, HMI,
and synchronized-time system for the CGG system.

The synchronized-time protocols used in this architecture im-
plemented the precision-time protocol and inter-range instru-
mentation group time code B (IRIG-B) signals. The precision-time
protocol communication was implemented in the CGG system
through the Ethernet network, and the IRIG-B communication
was implemented at the power meters and feeder relays. The SEL
421 protective relay transmitted IEC 61850-sampled values mes-
sages. The SEL 451 protective relays and SEL 735 power meters
transmitted IEC 61850 GOOSE messages, and the SEL 734 power
meters transmitted distributed network protocol (DNP) messages.
All these message types are frequently used by electrical utilities
at substations.

2.3. Three-line diagram

The three-line diagram was created in an RT-LAB project by
using MATLAB/Simulink models to run the tests with the real-
time simulator and the IEDs in-the-loop. Fig. 4 shows the elec-
trical substation grid (Utility A) with the customer-owned wind
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farms (Utilities B and C). The electrical substation (Utility A)
was a 34.5/12.47 kV primary/voltage power system, respectively,
and the wind farms (Utilities C and D) were on a 0.575/12.47
kV power system. The wind farms had doubly-fed induction
generator wind turbines. The wind farms of Utilities C and D com-
prised six 1.5 MW doubly-fed induction generator wind turbines
each (two wind farms totaling 9 MW each). Utility A had two
34.5/12.47 kV power transformers of 10 MVA connected in par-
allel and two feeder breakers of 12.47 kV that were controlled by
two SEL 451 protective relays in-the-loop. From Fig, 4, the phase
currents and voltages were collected from the feeder breaker
locations. Each feeder breaker was connected to a radial power
grid, with two 12.47 kV power lines connected to the feeder loads.
One power line had two power loads with 50 T fuses (S & C
Electric Company, 2023), and the other power line had two power
loads with 100 T fuses (S & C Electric Company, 2023). The phase
currents and voltages for the 50 and 100 T fuses were measured
with the SEL 734 and SEL 735 power meters, respectively, based
on the one-line diagram of Fig. 1.

In Fig. 4, the electrical substation grid (Utility A) could have
been connected to two DERs (Utilities B and C). Utility D was
represented by a fossil fuel power plant generator, transmission,
and sub transmission block (Fig. 4a). Utility A consisted of the
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Fig. 4. Three-line diagram of the electrical substation grid with customer-owned DERs (wind farms).

electrical substation (Fig. 4b), power line feeders (Fig. 4c), feeder
loads (Fig. 4d and e), and wind farms (Fig. 4f and g). In Fig. 4,
the switches to control the fault block (Fig. 4h) and to operate
the islanding breaker (Fig. 4i) were set before running the simu-
lations. The breaker at the 34.5 kV side (Fig. 4q) was controlled
by the SEL 421 relay, the substation feeder breakers (Fig. 40 and
1) were controlled by the SEL 451 relays, and the wind farm two-
feeder breaker (Fig. 4n) was controlled by the SEL 351S relay. In
the load feeders (Fig. 4d and e), the phase voltages and currents
were measured by the SEL 734 and SEL 735 power meters.

3. Theory and equations
3.1. Electrical fault event detection

The detection of electrical faults at the radial power lines was
implemented by finding the boundaries between the minimum
root mean square (RMS) current at the electrical faults and the
maximum load RMS current. The threshold current to detect the
electrical faults conforms to Eq. (1):

(1)

where Ityg is the RMS current threshold measured in amps,
Irms max Loap iS the maximum current at normal operation in
amps, and Igus min Faurr 1S the minimum RMS electrical fault
current in amps.

Irms miv Favt = Itr = 1:3 X Irms max 1oap;

3.2, Power quality event detection

The power quality is based on assessing the voltages, fre-
quency, and total power factor for normal operation in the power
grid. The voltage limits were based on the American National
Standards Institute (ANSI) C84.1 Standard (ANSI, 2023). Then, the
service voltage limits and Range B for the nominal voltage level
and user load site location based on ANSI C84.1 Standard (ANSI,
2023) were used, and the voltage boundaries to detect the under-
and overvoltage situations were calculated using Eq. (2):
Vnom X 1:058 > Voyer one mivute = Vivom X 0:95;

(2)

where Vyop is the phase to ground nominal RMS voltage of the
power grid measured in kilovolts. Voyer one mivute 1S the phase to

1103

ground RMS voltage in kilovolts measured for more than 1 min to
detect the voltage limits during the permanent events instead of
transient states (e.g., tripped breakers, electrical faults, switched
tap changers).

The limits for a 60 Hz electrical grid were calculated by using
a range of +0.5% (Wholesale Electricity Spot Market (WESM),
2021), and the frequency boundaries to detect the under- and
overfrequency situations were calculated using Eq. (3):

fnom < 1:005 = fover one minute = fnom < 0:995;

(3)

where fyom is the nominal frequency (60 Hz) measured in hertz,
and fover one mivute 1S the grid frequency in hertz measured for
more than 1 min to detect the frequency limits during the per-
manent events instead of transient states.

The total power factor can be calculated as the ratio of the
total real power to the total apparent power (DTE Energy, 2023).
It could be estimated by using the total real and reactive power
using Eq. (4):

P P
PF = — = p—; 4
IS Q2+ P2 )

where PF is the total power factor measured from O to 1, P is
the total real power in watts, S is the total apparent power in
volt-amperes, and Q is the total reactive power in volt-amperes
reactive.

If the total power factor is measured as a percentage, the
maximum total power factor is 100%, and the minimum percent
total power factor limit is usually between 80% and 98% (DTE
Energy, 2023). If the minimum and maximum power factor are
limited between 0.9 (90%) and 1 (100%), respectively, the total
power factor boundaries can be estimated by Eq. (5):

(3)

where PFyux is the maximum total power factor measured as
a percentage (out of 100%), and PFoyeg one ute 1S the percent
total power factor measured for more than 1 min to detect the
total power factor limits during the permanent events instead of
transient states (e.g., tripped breakers, electrical faults, switched
tap changers).

PFyax = PFover one mivute = PFyax x 0:9;
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Table 2
Use case scenarios for the DLT applications at the ESGT.
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Tests Main situation

Test description (total simulation 100 s)

Fault detection LL electrical fault

The electrical fault for phase A and B located at the end of the distribution power line

was set at 50 s, and the relay tripped the breaker.

Power quality SLG electrical fault with a nontripped

breaker

The phase A to ground electrical fault at the end of the distribution power line was set
at 20 s, and the relay’s breaker did not trip because the trip signal circuit was

disconnected (breaker failure).

DER use case Connection of grid (Utility A) and
wind farm (Utility C) with a 3LG
electrical fault at the distribution

power line

The power grid (Utility A) was connected with the wind farm (Utility C), and a 3LG
electrical fault located at the end of the distribution power line was set at 50 s. Then,
the relay cleared the electrical fault, and the feeder loads were feed by the wind farm
(Utility C).

Cyber- events Combined cyber-event with a SLG

electrical faut

The current transformer ratio setting of the SEL 451 relay was changed from 80 to 1
after 20 s, then a phase A to ground electrical fault located at the end of the

distribution power line was set at 50 s.

3.3. Inverse time overcurrent curve

Inverse time current (ITC) curves were used to set the relays.
Based on the SEL 451 relay (Schweitzer Engineering Laboratories
Inc., 2023d), the inverse time overcurrent setting was based on
the U3 Very ITC curves given by Eq. (6):

K
MK/ — 1

where Ty is the calculated relay time measured in cycles, TDS
is the time dial setting in seconds, M is the applied multiple of
pickup current, and K; (0.0963), K (3.88), and K3 (2) are the curve
constants for the U3 Very ITC curves.
For Eq. (6), the multiple of pickup current (M) is given by
Eq. (7):
Is & .
M=—== ) (7)
Ip Is
where M is the applied multiple of pickup current, Is is the
secondary input current measured in amperes, Ip is the relay
current pickup setting in amperes, I is the primary input current
in amperes, and CIR is the current transformer ratio.
By placing Eq. (7) in Eq. (6), the calculated relay time can be
estimated b%using Eq. (8) or Eq. (S_}Iz.

Tr =TDS x K; + X 60; (6)

1

3:88

Ty = TDS x §0:0963 + ——- K x 60; or (8)
L |
Ip

0 1
3:88

Ty = DS x [30:0963 + > K x60: (9)

=R

Ip

To estimate the calculated relay time at an electrical fault for
an overcurrent relay, Eq. (8) or Eq. (9) could be used. However,
although Eq. (8) is based on the secondary input current, Eq. (9)
is based on the primary input current and the CTR.

4. Use case scenarios and flow diagrams
4.1. Use case scenarios

The multipurpose ESGT with DLT was used to perform electri-
cal fault detection, power quality monitoring, DER use cases, and
cyber-event scenarios. These tests were performed on the feeder
inside the red dashed line square (Fig. 1a). Table 2 shows the use
case scenarios for the DLT applications at the ESGT.

The electrical fault detection test was based on identifying
an overcurrent fault event. The power quality monitoring case
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test was based on monitoring the frequency, RMS phase volt-
ages, and total power factor. The DER use case test was based
on the connection of the power grid (Utility A) and wind farm
(Utility C) with a three line to ground (3LG) electrical fault at
the distribution power line. The cyber-event test was based on
a combined scenario performing a non-desired relay setting with
a 3LG electrical fault to study the relay’s behavior and possible
effect.

4.2. Architecture and flow diagrams

In this study, the architecture of the CGG system was based on
the event, algorithm, and boundary flow diagrams. The event flow
diagram was run in the testbed, and the algorithm flow diagrams
were defined for each power system application. The boundary
flow diagrams calculated the limits of the algorithms, and these
were performed externally.

4.2.1. Event flow diagram

In the CGG system, the DLT was used in the implementation of
the monitoring systems. The DLT is a platform that uses ledgers
stored on separate, connected devices in a network to ensure
data accuracy and security. The three features of the DLT are the
distributed nature of the ledger, the consensus mechanism, and
cryptographic mechanisms. Fig. 5 shows the event flow diagram,
for the event detection module that was implemented in the
Python module powersys_event_detect.py of the CGG framework.
In Fig. 5, the event detection module receives data by subscribing
to notifications from the off-chain database about new windows
of IEC 61850 GOOSE packets that were collected from the net-
work and then stored. Each window has a corresponding SHA256
hash, which is stored in the Hyperledger Fabric DLT to provide
trust-anchoring of the GOOSE data. The event detection module
uses the psycopg? library to read data from the off-chain database
and standard Python libraries, and it functions to structure and
check the windows of GOOSE packet data for events. First, the
rows of data queried from the database are transformed into
a dictionary. Each row of data represents a GOOSE packet and
consists of the goID (GOOSE device ID), time stamp, and data set
values (Table 3). In Fig. 5, the dictionary maps each golD to its
list of rows in the current window. The GOOSE data set fields
can vary by golD. For example, the devices in the current testbed,
such as relays and power meters, have different GOOSE data sets.
The event checks are defined as tuples within a list. Each tuple
contains the check label, a function to perform the check on
the relevant GOOSE data set values, the check description/details
string, and the event duration threshold. Each check function
returns a Boolean value representing whether the GOOSE value(s)
given as argument(s) represent an event (using true) or not (using
false).
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Fig. 5. Event flow diagram.

Table 3

GOOSE data set fields used in event checks.
Field name Value (unit)
magVoltagePhaseA 10-cycle average fundamental phase A voltage magnitude (V)
magVoltagePhaseB 10-cycle average fundamental phase B voltage magnitude (V)
magVoltagePhaseC 10-cycle average fundamental phase C voltage magnitude (V)
magCurrentPhaseA 10-cycle average fundamental phase A current magnitude (A)
magCurrentPhaseB 10-cycle average fundamental phase B current magnitude (A)
magCurrentPhaseC 10-cycle average fundamental phase C current magnitude (A)
magFreqHz Measured system frequency (Hz)
magTotW Fundamental real three-phase power (W)
magTotVAr Fundamental reactive three-phase power (VAR)

For example, a particular check function (e.g., electrical fault
detection algorithm) might check whether values of the phase
current magnitude fields are greater than the current magnitude
threshold value (200 A) based on Eq. (1), resulting in a true
event for that value and returning the result. The event state is
maintained for each goID and event check to determine when
events start and stop. The event duration threshold interval is
used to filter out events that do not meet the minimum duration,
using a default duration of 60 s. The valid events are logged and
inserted into the off-chain database and can be saved automati-
cally as event plot image files using the Pandas, matplotlib, and
Seaborn libraries. This logging is handled by a separate event
plotter class that maintains custom plot settings per event check,
such as y-limits and threshold annotations. These plots can be
used to quickly analyze detected events using visual inspection.
Finally, valid events trigger an attestation check of GOOSE data
by comparing hashes of the current off-chain GOOSE data with
those in the ledger. The blue and green blocks (Fig. 5) were set
according to the power system application within the event flow
diagram.

4.2.2. Electrical fault boundary and algorithm flow diagrams

The electrical fault boundary algorithm was created to detect
the electrical faults at the power system implemented in the
ESGT. Figs. 6a and 6b show the electrical fault boundary and
algorithm flow diagrams, respectively. This algorithm was based
on (1) finding the range between the minimum RMS fault current
and maximum load RMS current to detect the overcurrent elec-
trical faults; (2) setting the single line to ground (SLG), line to line
ground (LLG), line to line (LL), and 3LG electrical faults in the test
bed to measure all electrical fault RMS currents; (3) finding the

minimum electrical fault RMS current, which was calculated by
implementing a power flow simulation on the electrical substa-
tion grid test bed to detect the maximum load RMS current; (4)
setting the threshold value to detect the electrical faults with a
value between the 1.3 X Igys max roap (the maximum load RMS
current) and the Igys miv paurr (the minimum electrical fault RMS
current); and (5) calculating the RMS current threshold (Ityg) to
set the algorithm and detect the faulted phases in the electrical
substation relay feeder.

Based on the ESGT (Piesciorovsky et al., 2022, 2023; Hahn
et al., 2022), the SEL 451 relays located at the electrical substation
feeders had a maximum load current between 70 and 140 A, and
the minimum electrical fault current was 751 A (SLG electrical
fault). From Fig. 6, the selected RMS current threshold was 200 A
to set the algorithm for detecting the overcurrent electrical fault
events.

4.2.3. Power quality boundary and algorithm flow diagrams

In the power quality application, the boundary flow diagram
defines the limits for the algorithm flow diagram. Fig. 7 shows
the boundary flow diagrams for the power quality algorithm. This
boundary flow diagram calculates the voltage (Fig. 7a), frequency
(Fig. 7b), and power factor (Fig. 7c) limits. The voltage limits
(Fig. 7a) were calculated based on the ANSI C84.1 Standard (ANSI,
2023). The voltage limits depend on the nominal voltage level
and the non- or user-load site location of the selected IED. In
this study, the IED was a SEL 451 relay that was not located on a
user load site. Then, the Range B of the ANSI C84.1 service voltage
limits was selected. The voltage was set between 95% and 105.8%
for the minimum and maximum voltage limits, respectively. The
limits for the under- and overvoltage were 6.84 and 7.62 kV,
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respectively. For a 60 Hz electrical grid, the frequency limits
(Fig. 7b) were calculated by using a range of +0.5% (Wholesale
Electricity Spot Market (WESM), 2021), obtaining a minimum
and maximum frequency of 59.7 and 60.3 Hz, respectively. For
the total power factor measured as a percentage, the maximum
percent total power factor was 100%, and the minimum percent
total power factor limit was usually between 80% and 98% (DTE
Energy, 2023). Then, the selected minimum and maximum power
factors were 0.9 (90%) and 1 (100%), respectively (Fig. 7c).

The power quality algorithm is shown in Fig. 8. The calculated
limits for the voltages, frequency, and total power factor were
used in the flow diagrams (Fig. 8). This power quality algorithm
flow diagrams show how the power quality in normal and non-
normal situations was calculated. The overvoltage occurred when
the nominal voltage rose above 105.8% for more than 1 min, and
the undervoltage occurred when the nominal voltage dropped
below 95% for more than 1 min. The frequency range was usually
held within +0.5% of 60 Hz, so the measured range frequency
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should have been between 59.7 and 60.3 Hz. The overfrequency
occurred when the frequency dropped below 59.7 Hz for more
than 1 min, and underfrequency occurred when the frequency
rose above 60.3 Hz for more than 1 min. The measurement of
the total power factor was based on using a range between 0.9
and 1. Then, a low power factor occurred when it dropped below
0.9 for more than 1 min.

5. Results
5.1. Electrical fault detection

An LL electrical fault was simulated, and the algorithm (Fig. 8b)
detected this anomaly situation by predicting the fault currents
within the established limits for detecting the electrical faults.
The CGG system was successful in conveying the protective relay
information and current status. The electrical fault detection was
based on performing an electrical fault test. In this case, the



E.C. Piesciorovsky, G. Hahn, R. Borges Hink et al.

* Condition: for more than 60 s.

l—{ Collect VAFM, VBFM and VCFM W

No

Normal voltage

FREQ* >™Jes
60.3 Hz

Normal frequency

Energy Reports 10 (2023) 1099-1115

Collect FREQ

[Collect 3P_F and 3Q_F|

Calculate the power factor
PEREISPEE(SRERZES QEE2)0S

Over-frequency

No

Under-frequency Low-power factor

| Normal power factor |

The SEL-451 relay calculate the 10-cycle average fundamental A (VAFM), B (VBFM) and C (VCFM) phase
voltage magnitude, system frequency (FREQ), fundamental real (3P_F) and reactive (3Q_F) three-phase power.

Fig. 8. Power quality algorithm flow diagrams.

_ Phase currents from SEL 451 relay substation feeder (Utility A)

3000
— A phase current
< 2000
. Pre-fault state gptr:ase current
£ 1000 | — C phase current
@
= o
3 u Post-fault state
g 1000 @ 7
@© L
< 22000 Fault state

-3000

0 10 20 30 10 50 60 70 80 90
Time [s]

10*

= p A phase voltage
2 B phase voltage
Qb o5 C phase voltage
2
9 0
@
w05
©
<
a4
as " L " " L " " n L s
) 10 20 30 40 50 60 70 80 90 100
Time [s]
5 Breaker pole state from SEL 451 relay substation feeder (Utility A)
» E
1
©° | Breaker pole state [close =1, open = 0]]
%15}
& Breaker is
a. 1 tripped at
=
9]
£ s © fault state
<
© o

Phase voltages from SEL 451 relay substation feeder (Utility A)

100

10 20 30 40 50

Time [s]

60 70 80 90

Fig. 9. (a, d, and f) Simulated phase currents, (b, e, and g) voltages, and (c)
detection test.

electrical fault boundary and algorithm flow diagrams (Fig. 8)
with the event flow diagrams (Fig. 7) were used. The electrical
fault test was represented by an LL electrical fault at the SEL 735
power meter feeder based on the circuit inside the red dashed
line rectangle (Fig. 1) but without the wind farm feeder.

Fig. 9 shows the simulated phase currents, voltages, and pole
state for the SEL 451 relay and SEL 735 power meters in the
electrical fault detection test. The RMS phase currents and volt-
ages from the SEL 451 relay and SEL 735 power meters (GOOSE
messages) were collected from the CGG system computer, as
shown in Fig. 10. During this LL electrical fault, the CGG system
observed a significant increase in the currents of phases A and
B for the SUB_SEL451_FED2 relay, and a threshold of 200 A (red
dashed line) was used to detect the overcurrent electrical fault
events (Fig. 10a). Once the A and B phase currents increased at
the fault state (Fig. 10a), the CGG system computer detected the
electrical fault, but the SEL 451 relay also detected the electrical
fault and tripped the breaker by clearing the electrical fault. The
LL electrical fault was cleared at the postfault state, and the RMS
phase currents dropped to zero at the power line and load feeders
(Fig. 10a-c). Also, the SEL 735 power meters showed how the
phase voltages (Fig. 10e and f) dropped to zero because the fault
was cleared. Fig. 11 shows the phase currents and voltages of

100
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the SEL 451 relay for the electrical fault detection test. After
running the test, the event from the relay was collected to ob-
serve the stamped time, phase currents, and voltages from the
relay (Fig. 11) that were matched with the stamped time, phase
voltages, and currents collected from the DLT system (Fig. 10a-d).
The same time stamp for the events from the relay and the DLT
system proved the synchronization of the data managed with the
DLT algorithms using blockchain.

5.2. Power quality monitoring

A power quality monitoring situation was simulated, and the
CGG system compared the measured voltages, frequency, and
total power factor with the power quality limits by predicting the
power quality situation for the electrical substation main feeder.
The CGG system communications were successful in conveying
the protective relay measurements. The power quality monitoring
was based on performing an electrical fault with a non-tripped
breaker test to assess the power quality boundary (Fig. 7) and
algorithm (Fig. 8) flow diagrams with the event flow diagram
(Fig. 5). The electrical fault test was represented by an SLG elec-
trical fault at the SEL 735 power meter feeder based on the circuit
inside the red dashed line rectangle (Fig. 1) but without the wind
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Fig. 11. (a) Phase currents and (b) voltages of the SEL 451 relay for the electrical fault detection test.

farm feeder branch. The phase A to ground electrical fault at
the end of the distribution power line was set to 20 s, and the
relay’s breaker did not trip because the trip signal circuit was
disconnected (breaker failure).

Figs. 12 and 13 show the test that was based on a simulation
of 100 s to compare the frequency, phase voltages, and power
factor within their limits for the power quality during a period
greater than 60 s. Fig. 12a-c show the simulated frequency, phase
voltages, and power factors for the SEL 451 relay. The frequency,
RMS phase voltages, and total power factor from the SEL 451 relay
(GOOSE messages) were collected from the DLT computer system
as shown in Fig. 12d-h. During the SLG electrical fault, the CGG
system master node observed a significant decrease of the voltage
of the phase A (Fig. 12e) and total power factor (Fig. 12h) for the

SUB_SEL451_FED2 relay. The voltage of the faulted phase (phase
A) was below the undervoltage limit of 6.84 kV (red dashed line)
in Fig. 12e, and the total power factor was below the low-power
factor limit of 0.9 (red dashed line) in Fig. 12h. After running the
test, the event data from the relay (Fig. 13) were collected to
observe the stamped time, phase currents, and voltages from the
relay. The stamped time from the relay event (Fig. 13) matched
with the stamped time of the events collected from the CGG sys-
tem computer (Fig. 12d-h). The same time stamp for the events
from the relay and the CGG system proved the synchronization
of the data managed with the algorithms using blockchain.
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Fig. 12. (a-c) Simulated and (d-h) CGG system frequency, phase RMS voltages, and total power factor of the SEL 451 relay for the electrical fault without tripping

power quality test.

Fig. 13. (a) Phase currents and (b) voltages of the SEL 451 relay event for the electrical fault without tripping power quality test.

5.3. DER use case monitoring

A DER use case monitoring situation with an electrical fault
was simulated, and the CGG system measured the voltages and
currents by predicting the islanding of the customer-owned DERs
(wind farm) in the electrical grid. The communications were
successful in conveying the current information of the relay and
power meters. The DER use case monitoring was based on sim-
ulating the connection of the grid and wind farm during an
electrical fault to assess the measurements of the wind farm
feeder relay (Utility C) and electrical substation relay and load
feeder power meters (Utility A).

Fig. 14 shows the simulated phase currents, voltages, and pole
states for the SEL 451/SEL 351 relays and SEL 735 power meters
during the connection of the grid and wind farm with an electrical
fault test. The electrical fault test was represented by a 3LG
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electrical fault at the end of the distribution power line based on
the circuit inside the red dashed line rectangle (Fig. 1) with the
wind farm (Utility C) feeder connected. The 3LG electrical fault at
the end of the distribution power line was set at 50 s, and the SEL
451 relay tripped the breakers at both sides of the distribution
power line. This test was based on a simulation of 100 s; the
connection of the grid and wind farm with an electrical fault test
was based on assessing the DERs use case scenario with the CGG
system. Before running this simulation, the time switch (Fig. 4h)
to control the fault block (Fig. 4k) was set at 50 s, and the time
switch (Fig. 4i) to control the islanding breaker (Fig. 4j) was set
at 0 s. Initially, the electrical substation (Utility A) and wind farm
(Utility C) were connected to the load feeders. The 3LG electrical
fault was cleared by the SEL 451 relay after 50 s, and the feeder
loads of the SEL 735 power meters were only fed by the wind
farm (Utility C).
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