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Abstract—Most System Integrity Protection (SIP) schemes
deployed in smart gird today are centralized functions relying on
wide-area communication. The highly centralized implementation
makes SIP susceptible to a single point of failure induced by
cyber attacks. In this paper, we present a novel multi-agent-
based design to enhance the cyber resilience of SIP while focusing
on augmenting its situational awareness and self-adaptiveness.
Specifically, we have investigated data-driven anomaly detection
and adaptive load rejection within the decentralized SIP set-up.
After attaining a comprehensive taxonomy of operation states of
a power grid as a cyber-physical system, we are able to convert
the anomaly detection to a multi-class classification problem. A
supervised learning algorithm, named as Support Vector Machine
embedded Layered Decision Tree (SVMLDT), is proposed as a
possible solution. Anomaly detection is carried out by every agent
separately, but the final decision depends on the consensus among
all interconnected agents. Besides, we propose an adaptive load
rejection strategy to mitigate the Denial of Service (DoS) attacks
targeting the load shedding scheme. A real load rejection SIP
scheme adopted by Salt River Project is modified to fit in the
IEEE 39-bus model as a study case. Experiment results show
that the proposed SIP can detect anomalous grid operation states
and then adjust its remedial actions accordingly to adapt to the
under-attack situations.

Index Terms—System Integrity Protection, Cybersecurity,
Multi-Agent System, Anomaly detection, Situational awareness,
Self-adaptive control, Cyber resilience.

I. INTRODUCTION

Modern power grids have already evolved into Cyber-
Physical Systems (CPS) [IL], [2]]. Millions of interconnected
secondary devices are in place (forming the cyber layer of
a so-called “smart grid”) to monitor, protect and control the
holistic process of electricity generation, transmission, and
consumption (forming the physical layer). Wide-area mea-
surement collection, effective data processing, and prompt
controls performed by the cyber layer functions are only pos-
sible because of the application of advanced Information and
Communication Technology (ICT) [3]]. Although the extensive
deployment of ICT highly improves the reliability of a smart
grid while keeping the utilities’ capital investment low, the
reliance on ICT of various cyber layer applications also leads
to worsened cybersecurity [4]]. For instance, when the Opera-
tional Technology (OT) network of utilities is interconnected
to public-accessible Information Technology (IT) network to
facilitate the remote access and control, part of the attack
surface of power grids may have been well exposed to the
adversary [, [6]].

As one of the most critical Wide Area Monitoring, Pro-
tection, and Control (WAMPAC) functions, System Integrity
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Protection (SIP) [7] is designed to prevent system-wide sta-
bility problems by taking out remedial actions such as load
rejection, generation rejection, etc. when it observes certain
predetermined and undesired system conditions [8], [9], [LO],
[L1]. Since SIP schemes heavily deploy wide-area commu-
nication and advanced information technology, besides trying
to reduce the number of natural SIP failures, people start to
realize that it is of equivalent importance to ensure that SIP
schemes in a smart grid do not deteriorate much when facing
cyber attacks.

As of today, most SIP schemes adopt a centralized master-
slave architecture, and few of them are designed with cy-
bersecurity under comprehensive consideration [12]. Major
concerns about conventional centralized SIP schemes include

1) The centralized master is an ideal target. When it gets
compromised, a single point of failure will render the
protection function completely inoperable [13]].

2) SIP schemes usually utilize static protection settings. A
specific set of configuration may become inappropriate
after the system operating state changes, either due to
natural events or cyber attacks [14]].

To secure SIP and enhance its cyber resilience, three types
of solutions could be explored: 1) apply traditional IT security
measures, such as communication networks segregation and
cryptography, to shield the SIP from cyber threats; 2) deploy
multiple protection modules as backup to each other; 3)
redesign the SIP such that it is situation-aware by promptly
detecting the anomalies, and also self-adaptive so it can adjust
its behaviors accordingly when under attack. In this paper,
we mainly focus on the third option seeking a novel attack-
resilient SIP design for the smart grid.

Researchers usually turn to decentralization to address the
security issues of centralized functions [15]. A rule-based
intrusion detection solution based on a Multi-Agent System
(MAS) is proposed in [13]. The presented solution can detect
malicious trips of a relay and distinguish cyber attacks from
normal faults. However, this study mainly focuses on local
protections, and the scalability of the rule-based anomaly de-
tection might become a bottleneck during the application since
effective rules are not always explicit and easy to summarize
for complex functions. The authors of [16] present the idea
of distributed Special Protection Systems (SPS), which is also
comprised of agents. A distributed protection system leverages
“reputation-based trust” to identify untrustworthy agents sta-
tistically and “data retransmission” mechanism to reduce the
impacts of data loss. However, the proposed solution requires
a large amount of redundant data simultaneously to be fed
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into multiple on-line controllers. Although having redundant
measurements and controllers help mitigate the Byzantine type
of failures, countermeasures like advanced cryptography could
help achieve the same goal more effectively and economically.
In our previous work [17], we discussed the application
of MAS in decentralizing the SIP schemes and proposed a
rule-based anomaly detection methodology. Again, rule-based
anomaly detection heavily relies on domain expertise. It is
not able to efficiently process the massive operation data of
a big system. Besides, it is insufficient to mitigate malicious
attacks. As our first trial in leveraging MAS in SIP design,
[17] provides detailed attack impact analysis in the study case,
which is utilized again in this paper.

We attempt to better develop the idea of decentralizing a
load rejection SIP by improving its overall architecture and
communication mechanism, situational awareness, and self-
adaptiveness to malicious cyber activities in this work. MAS
is developed with the Java Agent Development Framework
(JADE) [18] to better emulate the SIP. Besides, finite state
machine methodology is utilized to facilitate the data ex-
change among agents. To attain better situational awareness,
we form the anomaly detection task for agents as a multi-
class classification problem. Despite the popularity of deep
neural networks and ensemble methods [19], [20], we have
focused on statistical learning methods which offer better
interpretability. In [21]], decision tree-based multiclass support
vector machines (DTSVM) are proposed. DTSVM leverages
the merits of both decision tree and SVM by integrating
SVMs into a DT, but it does not distinguish the nominal and
numeric features that are both common in power systems. A
data-driven anomaly detection algorithm named as Support
Vector Machine embedded Layered Decision Tree (SVMLDT)
is proposed, and it separates the two types of features in
its application and partially leverages DTSVM during the
construction of second layer trees. Researchers who work on
theoretical machine learning algorithm development have been
proposing many other multi-class classification methods, such
as the multicategory SVM discussed in [22]. These are out of
the scope for this paper, but any algorithm provides satisfac-
tory detection accuracy, efficiency, and interpretability can be
utilized in the decentralized SIP in a “plug-and-play” manner.
We plan to investigate such algorithms as our future work. As
for the adaptiveness of SIP, we try to make the load shedding
adaptive to both random load change and cyber attacks. Xu
et al. discussed a general MAS-based adaptive load shedding
methodology in [23]]. Agents participating the load shedding
algorithm dynamically exchange the load information based on
an average consensus algorithm, and each agent will calculate
the local loads need to be shed according to the system-
wide demand-supply difference and load connection indices
after the consensus is achieved. However, this work has not
considered the scenarios when the MAS is under malicious
cyber attacks. But being inspired, we propose an adaptive
load shedding scheme based on dynamic programming that
can adapt to DoS attacks. The proposed SIP is no longer
a statically configured master-slave application, instead, SIP
agents interact with each other in a peer-to-peer manner,
and every agent is capable of data processing and decision

making. Overall, the proposed SIP can detect cyber anomalies
and adjust its behaviors accordingly thereafter. The main
contributions of this paper include:

1) a summary of the general operation states of a cyber-
physical system such as power grids, which further
facilitates the supervised learning for anomaly detection.

2) a multi-class classification algorithm, i.e. SVMLDT, that
provides satisfactory anomaly detection accuracy, timing
performance, and high interpretability.

3) An adaptive load shedding scheme based on historical
records. The induced adaptiveness is beneficial when the
SIP is under availability attack like DoS.

4) synergistic combination of the above algorithms as a
MAS and holistic SIP performance assessment. The
study has verified the cyber resilience and efficacy of
the proposed decentralized SIP scheme.

The rest of the paper is organized as follows. In section
II, we introduce the decentralized SIP architecture based on
MAS. The data-driven anomaly detection algorithm and the
adaptive load shedding scheme are presented in section III
and IV respectively. Section V provides the SIP performance
evaluation results, and section VI concludes the paper.

II. MULTI-AGENT BASED DECENTRALIZED SIP

Conventional SIP often comprises a master (the decision-
making module) and a few slaves (sensors/actuators). Such
centralized protection schemes are prone to cyber attacks, and
the loss of the master will either result in hidden failures or
immediate system impacts when the SIP is under coordinated
attacks. This section presents a decentralized SIP based on
MAS, which can deliver the remedial actions to the best effort
as long as not all agents get compromised by the adversary.

A. MAS based System Integrity Protection

A MAS is composed of multiple agents that communicate
and interact with each other to realize various tasks with a
certain level of autonomy. Each agent possesses a specific
set of resources (processors, memories, sensors, actuators,
etc.) and behaviors (inform, request, accept, reject, etc.) [15].
Typically a MAS adopts hierarchical [24], [25] or peer-to-peer
architecture [26]. Since hierarchical MAS still discriminates
between the roles of agents, we focus on the peer-to-peer
architecture in this paper.

Many existing works tend to design the MAS within a
substation [13], [25]. In contrast, the first assumption that
we make in this paper is that an agent represents one entire
substation. Agents in a MAS have to exchange the data and
information with each other, and the communication network
topology greatly affects the performance of MAS. Figl[T|shows
one possible topology where the cyber network is mapped
to the physical grid. The anomaly detection and self-adaptive
control proposed later can be applied regardless of the actual
communication topology and thereby we do not put much
emphasis on the topology design itself.
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Fig. 1. Peer-to-peer MAS architecture

B. MAS characterization

In this section, we will first discuss the data sources ac-
cessible to agents from two different perspectives and then
highlight the main agent behaviors.

1) Data Source: Firstly, the data accessible to an agent can
be classified according to their nature.

o Physical measurements - breaker/switch status,
bus/generator terminal voltage, power injection, power
flows, and system frequency, etc.

o Cyber information - Information from cyber layer such
as the absence of expected measurements/commands,
unexpected types of packets, incorrect control sequential
numbers, anomalous events recorded by log files, and
indications from security management systems, etc.

o Preprocessed metrics - agents can preprocess raw data
to attain information enriched metrics to improve the effi-
cacy of online applications. For example, the time interval
between two sequential frequency dips may reveal the
tendency of cascading events [17].

We can also classify the data sources from the perspective

of their locations.

« Public local data - Data and information collected locally
by an agent, which can be shared with other ally agents
when on request.

« Private local data - Sensitive data of an agent that is not
shareable, such as the load profile of a critical feeder that
an agent cannot lose.

« Global data - Other agents’ public local information that
is successfully retrieved.

2) Agent Actions: The coordination among agents highly
relies on information propagation. We propose a Finite State
Machine (FSM) based protocol for agents’ communication,
and it only allows an agent to communicate with its directly
connected neighbors. If two agents are not directly connected,
they have to exchange the data through other intermediate
agents. Referring to specifications from The Foundation for
Intelligent Physical Agents (FIPA) [27], we adopt “Inform”,
“Confirm”, “Request” and “Receive” as the main agent ac-
tions. FSM is utilized so that agents can exchange information
like anomaly detection outcome and load profiles.

C. Overall MAS design

Fig]] shows the overall MAS operation flowchart, with
anomaly detection and adaptive optimal load shedding as built-
in applications. Anomaly detection is carried out locally by

| Agent initialization ‘

H‘ Regular data collection: every agent collects local and global data ‘
v
‘ Anomaly detection: every agent uses its learning model to detect anomalies ‘
v
Consensus: interconnected agents get to a consensus about the
current situation.
N Remedial action

needed?

N
A 4
Search for allies: determine agents ‘ Emergency ‘ | Record events ‘
that can shed load. Response
’ Alarm ‘ | Degrade to local ‘

protection

‘ Obtain optimal solution

v
‘
v

‘ Actuate load shedding ‘

Fig. 2. Agent operation flowchart

each agent, but a situation consensus has to be achieved among
the agents interconnected before any protective actions are
carried out. The average-consensus algorithm [28]] is utilized
to achieve this.

The requirement on the timing performance varies from
one SIP scheme to another and should be fully considered
to guarantee that the remedial actions can be carried out
in time. Typically, a specific SIP scheme does not involve
many nodes (substations). Even though it’s not uncommon
that the communication between two agents may require the
assistance of intermediate agents, a well-designed commu-
nication network topology can eliminate the communication
bottleneck, reduce the routing hops, and hence decrease the
communication latency.

Although the MAS based SIP can replace the legacy cen-
tralized schemes, a more desirable option is that we keep the
centralized protection, convert its slave nodes into intelligent
agents, and then enable peer-to-peer communication among
them. In such a way, the utilities can leverage the existing
schemes to the best and also keep the system upgrading cost
low.

III. DATA-DRIVEN CPS ANOMALY DETECTION

A question for a centralized SIP is that when a slave does
not receive any command from the master, is it because
no contingency has occurred, or the specific commands are
blocked or selectively filtered out by the adversary? A slave
of legacy SIP cannot distinguish the two scenarios, but an
intelligent agent in the proposed SIP do have such competence.
A data-driven anomaly detection algorithm is provided in this
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Fig. 3. Power system operation states as a CPS

section for the decentralized SIP to achieve better situational
awareness.

A. Cyber Physical System Operation States

The task of anomaly detection is to capture any abnormal
operating states of the Cyber Physical System (CPS), which
can be formed as a multi-class classification problem and
resolved by supervised learning [29]. Labeling the training
data is a prerequisite for supervised learning, and hence we
first provide a categorization of the operating states of a power
system as a CPS.

Conventionally, the operation of a power system can be clas-
sified into 5 different states, “normal”, “alert”, “emergency”,
“in-extremis” and “restorative”, according to the number of
the equality and inequality operation constraints being violated
[30]. Considering the interaction between its physical and
cyber layer, we come up with a more comprehensive state
transition diagram for a power grid as depicted in Fig[3]

o Normal state (N/0) - Both the physical and the cyber
layers are anomaly free. This state is denoted as “N” or
“0” with no difference in this paper, and likewise for the
other states that follow.

« Post contingency state (P/1) - When a physical contin-
gency happens, the SIP in the cyber layer is free of attack,
and works as expected.

o Hidden failure state (H/2) - Part of the cyber layer has
been compromised, but physical contingencies have not
occurred yet.

o Alert state (A/3) - A physical contingency happens, and
in the meantime, the protection scheme, as part of the
cyber layer, is compromised.

o Emergency state (E/4) - The physical system is in a
position where cascading events can be triggered due to
the malfunctioning of the protection scheme.

o In-extremis state (I) - Physical system becomes unstable
and isolation is needed.

In Fig[3] every block represents a state of the power system

and is a combination of the cyber layer state (top blue texts)
and physical layer state (bottom red texts). With these states

bing defined, the anomaly detection function is supposed to
differentiate normal state and the anomalous states that are
either induced by a cyber attack (state H, A or E) or natural
contingency (P). All states except the state I will be utilized
for data labeling since the anomaly detection can’t help much
when the system is already in the In-extremis state. All data
instances of state I are also labeled as state E.

B. SVMLDT for CPS Anomaly Detection

In CPS anomaly detection, both cyber and physical features
should be leveraged so that the underlying correlation between
the two layers can be revealed to reflect the holistic system
operating state. For a complex CPS like the smart grid, it
is inevitable to involve both numeric features (such as active
power flow) and nominal features (such as breaker status and
other indicators) during feature selection from both layers.

Decision Tree (DT) and Support Vector Machine (SVM)
are two popular classification methods used in supervised
learning [29]. DT is famous for its classification efficiency and
works best with nominal features. However, the classification
accuracy of DT can be unsatisfactory when dealing with data
that are not separable with linear decision boundaries. In
contrast, SVM can generate non-linear boundaries and classify
the data with numeric features better, but it is computationally
intense and thus slower compared to DT. Besides, SVM is an
ideal option for binary classification. When it comes to multi-
class classification, common one-again-one or one-against-
rest methodologies using SVM can both result in unclassified
regions [21]. The authors of reference [21] propose an al-
gorithm called Decision Tree based Support Vector Machine
(DTSVM) for multi-class classification. DTSVM successfully
resolves the issue of unclassified region, however, it does
not distinguish the numeric features and the nominal features
during the training. As an improvement, we propose SVM
embedded Layered Decision Tree (SVMLDT), which first
segregate the training data set into subsets based on all nominal
features. This step reduces the dimensionality of the feature
space. Then SVMLDT applies DTSVM for each subspace,
where only numeric features need to be considered.

As aforementioned, SVMLDT first leverages all the nominal
features to stratify the hyperspace by constructing a layer
1 decision tree. Second, DTSVM will be applied to each
leaf node of layer I tree so that each layer 1 tree leaf node
becomes the root node of a layer II tree. In layer I tree
construction, information gain is used for feature selection
following the greedy strategy. The overall SVMLDT training
process is summarized as Algorithm [T} which mainly involve
the following three procedures.

o Step 1: Form the layer 1 tree with nominal features.

o Step 2: For an impure leaf of layer 1 tree, select class
Csep, Which is “farthest” from the other classes accord-
ing to Euclidean distance among centroids of different
classes.

o Step 3: Train a SVM to separate Cj., from the other
classes. Recursively run till all leaf nodes of layer 2 trees
become pure.
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Algorithm 1 SVMLDT(S)

Input: dataset S
QOutput: SVMLDT model

1: procedure SVMLDT(S)

2: Tree=NULL

3: L1_tree=DT(nominal features)

4: Tree=L1_tree

5: for each leaf node S, in L1_tree do

6 if .S, is "pure” then label the leaf node

7 else

8 take .S, as the root of a L2_tree

9: class Csep =selectClass(S,,)

10: run SVM between Cj,, and rest data
11: if (both leaves are pure) not TRUE then
12: do 9-14 recursively for the impure leaf
13: end if

14: embed L2 _tree into Tree

15: end if

16: end for

17: return Tree

18: end procedure

Algorithm 2 selectClass(.S)
Input: dataset S
Result: class Cl.)p

1: procedure SELECTCLASS(S)
2 for each class C; do
3 find centroid distances {d;;,j # i}
4: between C; and the other classes
5 end for
6 i= argMaac]Wjin(dij)
3
7 Csep = Cl
8: return Cj.,

9: end procedure

IV. SELF-ADAPTIVE OPTIMAL LOAD SHEDDING

In [31], the authors dissect a load rejection SIP scheme
that is implemented by the Salt River Project at Palo Verde,
Arizona. Palo Verde has a nuclear power plant with three gen-
erators. Through contingency analysis, operators have found
that if any two units out of the three get disconnected
when the total generation of them exceeds 2550MW, the
California-Oregon Inter-tie (COI) will get overloaded and
system oscillation will be induced. Thus a load rejection SIP
is installed, and its remedial action is to shed 120MW load
near Phoenix. Palo Verde nuclear power plant and fourteen
substations are interconnected by a bi-directional SONET
(Synchronous Optical NETworking) ring. The power plant is
the master in this protection scheme and will send out “Arm”
and “Shed” commands to the fourteen slaves to activate the
load shedding and shed the load respectively. This centralized
load shedding scheme is completely lost whenever all slaves
become unresponsive due to Denial of Service (DoS) attack
targeting the master, as demonstrated in our previous work
[L7]. In this section, we will accommodate this load rejection

scheme in the decentralized MAS.

A. Optimal Load Shedding based on Dynamic Programming

The load shedding scheme that we propose in this section re-
lies on load profile propagation among interconnected agents.
For an interconnected MAS, every agent will broadcast its
load profile globally when it observes significant load change.
On the other hand, an agent collects the load profiles from all
the other agents. The agents regularly solve the 0-1 knapsack
problem as presented in (I)) based on the load data it collects
with dynamic programming. So when an agent needs to shed
load, it can quickly do so.

N K
E g T50ij Py

max
i=1 j=1
N K (1)
S.t. ZZ(E”PZJSPD—C
i=1 j=1
Tij € {O, 1}

The objective function of the optimization problem is to
preserve as much load value as possible after shedding the
required amount of load. In , N is the total number of
substations involved in the load shedding scheme and Kj is the
number of feeders in substation . P;; (MW) and v;; ($/MWh)
represent the amount of load on feeder j in substation ¢ and
the corresponding per unit load value respectively, Pp (MW)
is the total load in the system and C' (MW) is the amount of
load must get shed when SIP is triggered. For load rejection
schemes, C' is normally predetermined by contingency anal-
ysis, and we assume this value is known to every agent as a
constant. Decision variables in this optimization problem are
x;;. The agent will shed the load of the specific feeder when
x,; is assigned value 0, and maintain the load when assigned
as 1. Per unit load value ($/MWh) v;; is defined as , where
LMP is the locational marginal price and A fecqer 1S a constant
indicating the feeder significance. Hence, the value of a feeder
takes the unit $/h and is defined as the product of P;; and v;;.

Vfeeder = LMP x (1 + /\feeder) (2)

B. Self-Adaptiveness under DoS Attack

The load shedding scheme proposed in the last subsection
requires that all the agents participating in the load rejection
are interconnected. This may not be the case when the MAS
is under cyber attacks. An adaptive strategy is proposed by
modifying so that when certain communication channels
are blocked by the DoS attack, the SIP can still deliver the
remedial actions to its best effort.

When the communication among agents gets blocked, the
originally interconnected MAS will be separated into several
interconnected subgroups. Within one subgroup, the real-time
load profiles can still be shared “globally”. Therefore, the
adaptive strategy can be described as below.

1) The total amount of load to be shed is still determined
by contingency analysis.
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2) Additionally, agent ¢ needs to keep a record of the
amount of load it sheds during a historical event j, and
we denote this as P;/. The averaged proportion of the
shed load for the agent 7 is denoted as p;"? (see ).

3) Load profile (including values of P;;, v;;, and p;"?, etc.)
are propagated among interconnected agents.

4) Each agent resolves the dynamic programming problem
as given in (3), and shed its portion accordingly when
needed.

lj vl]

N 3)
ij7] < PD - Czpavg

=1

S.t.

] MB I MN

N
SIpD
N
22
Tij € {O, 1}

N in Nis the number of interconnected agents in one
subgroup, Pp represents the sum of available load in the
subgroup and C' in (I is replaced by the load amount that
this subgroup needs to shed. In this way, the load shed in
all subgroups will still sum up to C MW. A brief proof is
provided below.

Use matrix P, x., to represent the historical load shedding
records for all the n agents and m times of protection
activation as in . P/ is the amount of load that agent i has
shed in the jth event. C still represents the total amount of load
the SIP has to shed every time it is triggered. Equations (5)-
prove that when each subgroup of agents shed their load
according to , C MW of load will be shed in total. One
assumption we made here is that the historical load shedding
records do not have attacks involved. It is reasonable since
the emergency events are rare and any records injected by the
adversary can be filtered out during post-event analysis.

Pl pP? .. P™
1 2 m
P— P2 P2 P2 (4)
P, P; P
Y Pl=C 5)
=1
> > Pl=mC (6)
j=1i=1
ZZ = ™
n n Zm_lpj
vy — == ' 8
;p, 2 = (8)

It is noteworthy that the adaptive load shedding scheme
we propose is resilient to DoS attack induced channel or

Fig. 4.

IEEE-39bus with the load rejection protection scheme

agent failures (availability attack), but not to data integrity
attacks that can lead to Byzantine failures [L16]. To mitigate
data integrity attacks and other types of cyber attacks such
as confidentiality and accountability attack, authentication and
encryption of the communication channels might be a better
option compared to further complicating the MAS operation
mechanism.

V. PERFORMANCE EVALUATION
A. Experiment Set-up

The load rejection SIP introduced in [31] is mapped to
IEEE 39-bus system as a study-case since we have noticed that
the 39-bus system exhibits similar needs for a load rejection
protection under certain conditions. As depicted in Fig.
when G8 in the 39-bus system is out of service, 2 transmission
lines, line 16-19 and line 21-22, will get overloaded. This is
because the subsystem bounded by the blue dotted lines in
the bottom right corner of Fig. [ possesses 37.9% generation
of the whole system, but the load in this area is only 15%,
and the surplus of generation are transmitted to the rest of
the system mostly through line 16-19 and line 21-22. If the
two lines get tripped off due to overload, the whole system
will become unstable. Thus, we pick G8 to represent Palo
Verde power plant, and the load shedding near G8 (involving
bus 25~28) serves as the remedial action to prevent the two
lines from tripping. More details about the SIP mapping and
the simulation results of various scenarios (the normal SIP
operation, SIP performance influenced by DoS attack, replay
attack, etc.) could be found in our previous paper [17].

The overall experiment is set up on the CPS security testbed
at Power Cyber Lab of Iowa State University. Five Virtual
Machines (VM) is created as agents representing plant G8
and bus 25 ~ 28 respectively. Within each VM, the agent
behaviors relating to the FSM operation and load shedding



JOURNAL OF KTgX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

TABLE II
ALGORITHMS COMPARISON FOR AGENT 25

TABLE 1
MEASUREMENTS OF AGENTS
Agent ID Status V  Inj. Flow freq timing Cimnds
Sgen 8 C
-©  Vos Py Pas_2 Atygsrr Carm
A25(Bus 25) | 5252 azs Los  Pas 26 fas Atigsiy Cshed
Sa25_26 -
S26_25 Pog_25
Sae_27  Vae Psg_27 Atasir Carm
A26(Bus 26 — L — !
(Bus 26) Sa6.08  ase 2°  Pagos f2o Atigst2 Cshed
S26_29 Poe_29
Sa7r 26 Vor Par_26 Atigst1 Carm
A27(Bus 27 = L = ¢
( us ) 527_17 a7 2 P27_17 f27 AtlustQ Cshed
Sag 26 Vas P>g 26 Atigstt Carm
A28(Bus 28 — L — as
(Bus 28) Sag 09  ass *®  Pyg g f2s Atigst2 Cshed

are programmed in Java, and Java Agent Development Frame-
work (JADE) [18] is utilized to enable the communication
among agents. All the agents are connected with a virtual bi-
directional ring. The evaluation of the agent communication,
consensus achievement, and load shedding are performed
based on this set-up. For the anomaly detection evaluation,
synthetic data are generated from real-time simulation running
on Opal-RT simulator and will be collected by the agents via
a Kepware OPC server [32]. The same ring interconnection
among agents are emulated in the Simulink model, and the
legacy centralized protection remains functional. The anomaly
detection with the collected synthetic data is performed by R
scripts.

B. Anomaly Detection Evaluation

Table[l] lists the selected features for every agent. First
column Status includes the relevant breakers’ status for
every agent. For example, Sa5 o6 represents the status of
the breaker on line 25-26 near bus 25. The second column
contains features relevant to each bus. V; and a; are the voltage
magnitude and relative phase angle respectively of bus 3.
Active power injections (both generation and load) are listed as
shown in column Inj.. Features in the fourth column are power
flows and that in the fifth is system frequency. According to the
data taxonomy in section II, the aforementioned features are
all physical measurements. In contrast, At listed in column
6 is a processed metric, and it represents the time interval
between two sequential frequency dips. Each agent records the
last two values of this metric, which characterizes the last three
frequency dips. Cyrr, and Cyspeq are cyber information which
indicates the presence of the “Arm” and “Shed” commands
(see section IV) received from the legacy protection master.

Synthetic data are first collected from the following scenar-
ios with system loads being configured as static values. This
data set is split into a training subset and testing subset. The
training data set obtained are labeled according to the CPS
operation states summarized in section II. It is noteworthy that
the testing subset incorporates the information from the same
type of events as the training data set.

« the targeting contingency (i.e. G8 trips) occurs without
attack, and the centralized protection sheds the load
successfully.

« irrelevant natural contingencies occur with no attack
when centralized protection is equipped.

Actual class
1 N P H A E I N P H A E
N [[126 [ 5 0 0 0 0| 8 [19] 10 0 0
P I [67] 0 0 0 I 2 221 0 0 0
2| H 0 0 [468 0 0 2 0 0 [ 468 0 0
%‘ A 0 0 0 | 1657 | 6 3 133 |31 O [1657 | 58
g E 0 0 0 0 418 || 4 6 0 0 0 366
5 111 N P H A E IV| N P H A E
SINJ120] 5 0 0 0 N |[122] 8 0 0 0
&P 6 |67] 0 0 0 [[P| 5 |[54] 0 0 0
H I 0 [ 468 0 0 H| 0 0 [ 468 0 0
A 0 0 0 | 1655 6 Al O [10] O [1657] O
E 0 0 0 2 418 E] O 0 0 0 424
TABLE III
ALGORITHMS COMPARISON FOR AGENT 26
Actual class
I N P H A E 11 N P H A E
NI[[105]10] O 0 0 NJ[103 (21 O 0 0
P 3 1641 0 0 0 P 0 [20] O I 0
2| H 0 0 |490 0 0 H| O 0 | 490 0 0
% A 0 0 0 [1653] O Al 5 [33] 0 [1652]119
2 E 0 0 0 0 423 E 0 0 0 0 304
S 11 N P H A E IV] N P H A E
SIN|[103[12] 0 0 0 NJ[I105[17] O 0 0
&P 5 [62] 0 0 0 P 1 [47]7 0 0 0
H 0 0 [490 0 0 H| 0 0 [490 0 0
A 0 0 0 [1646 | O Al 2 [10] 0 [1653] O
E 0 0 0 7 23 E| 0O 0 0 0 423

when the legacy centralized protection is under a single-
point or double-point DoS attack on the ring network (15
scenarios), and then G8 gets tripped by the adversary.

SVMLDT is implemented in R, and the packages “C50” and
“e1071” are selected for the DT and SVM implementation
respectively. As a comparison, four different classification
methods: I. C50 (decision tree), II. DTSVM, III. SVMLDT, IV.
K Nearest Neighbors (KNN) are trained with the same training
subset. Table[T]- [T present the testing results attained with the
aforementioned testing subset as confusion matrices for agent
25 and 26 respectively. We can notice that C50 and SVMLDT
obtain better detection accuracy if we don’t distinguish states
N and P or A and E. Treating states N and P or A and E
indifferently is acceptable practically considering their needs
for remedial actions. No remedial actions are needed for both
N and P, and to the opposite, the same remedial actions
become necessary for both stae A and E.

To further assess the anomaly detection module, we collect
2 more synthetic data sets to perform “online” testing. The
first one is collected from a scenario where legacy centralized
protection is running while the DoS attack is undertaken
on both sides of VM G8 and then G8 gets tripped. The
second contains data collected during normal system operation
involving a natural line fault and dynamic load changes. That
is, the second testing data set comprises data not been observed
during the training. The online detection results from Agent
28 are plotted in Fig[5] The left vertical axis of all the 4
subplots represents the system frequency, and the right axis
represents the CPS operation state. For instance, a pulse ends
at value 2 represent the hidden failure state H. From the
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Fig. 5. Online anomaly detection evaluation for A28

comparison of subplot (c) and (d), we can tell that both DT
and SVMLDT can distinguish the targeting events correctly.
But the comparison between (a) and (b) shows that DT has
committed more misclassification between N and P than the
SVMLDT on the unobserved test data.

Remark 1: As a complex system, a power grid will possess
countless operation states due to the continuous changes of
loads, control actions, the randomness of renewables, etc. To
train a machine learning model, we wish to leverage data from
all possible scenarios. However, this is not practical in reality.
We decide that it might be better to perform the training itself
with certain disadvantages, such as only include static load in
the simulation, and then check the model’s performance with
unobserved data instances during the model evaluation.

Remark 2: The timing performance of the SVMLDT train-
ing is determined by the scope of the SIP under consideration
and the number of data instances involved in the training. The
more complex the SIP, the more variables we will have to
consider and thus the more sophisticated the machine learning
problem will be. For the load rejection SIP discussed in this
paper, each agent takes into account of around 15 features.
We have collected 1.5 million data instances in total, but
the training data set is downsampled by the ratio 0.002. The
downsampling can be performed because the data collected
do not include high-frequency information. With this setting,
Table. presents the average CPU time consumption to
train an SVMLDT (level 1 tree and level 2 trees) by the
4 agents. Fig[f] provides the average time needed for one
detection. Compared to other classification methods, including
DTSVM, decision tree(C50), KNN and Random Forest (RF),
the timing performance of SVMLDT is not as good. It takes
around 2 ms to accomplish the detection, but this can still
meet the requirement of the load shedding protection under
consideration, and in the meantime, provide better detection
accuracy.

C. Optimal Adaptive Load Shedding Evaluation

To evaluate the optimal adaptive load shedding algorithm,
first, we need to assign the lumped loads on bus 25 ~ 28
in the IEEE 39-bus system to multiple feeders. Therefore, we

TABLE IV
SVMLDT TRAINING TIME CONSUMPTION
lell_tree lel2_tree
Al 0.0329s 0.647s
A2 0.0293s 0.671s
A3 0.0277s 0.657s
A4 0.0276s 0.736s

Timing performance
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Fig. 6. Anomaly detection timing performance

assume that substations 25 ~ 28 each have 6, 4, 6 and 8 feeders
respectively and each feeder transmits a fixed proportion of the
total load on this bus. Load profile of a feeder includes two
facets - amount and value, and the load fluctuation should be
considered and added to the load values provided in the base
case.

1) Dynamic load profile: To make the load shedding sce-
narios more realistic, we utilize Area Control Error (ACE) val-
ues observed by Mid-continent Independent System Operator
(MISO) to mimic the random load changes in the IEEE 39-
bus model. Two hundred ACE values collected from MISO’s
website [33]] are used to generate the ACE Probability Density
Function (PDF) via kernel density estimation. Then we can
draw ACE values from the PDF to emulate the system load
changes. These ACE values are scaled up to fit the IEEE 39-
bus model, and then they are proportionally split and assigned
to each feeder. As for the “value” of the load on each feeder,
typical LMP values from the real-time market of MISO are
leveraged. The LMP for a bus is randomly sampled, and then
the load value is calculated as in (2) to represent the true value
of the load. With this, we can inject the load dynamics in IEEE
39 bus model.

2) Adaptive control results: We first simulate the targeting
contingencies (i.e. G8 is out of service) for ten times, and then
run adaptive load shedding algorithm such that the historical
load shedding records are obtained as shown in (@). Then the
algorithm is tested against ten new contingencies that occur
under different system operation states. The objective value
of the 0-1 knapsack problem is shown as Fig[7] The “2-2
subgroups” represent a scenario where substation 25&26 and
27&28 are separated into two subgroups due to DoS attack.
Similarly, “1-3 subgroups” is the scenario that substation 25
is isolated from other substations. It can be seen that when the
MAS is separated into subgroups, the load shedding outcome
is not as economic as that when all the agents are intercon-
nected. However, the same amount of load is still being shed
to maintain system stability. This implies that the decentralized
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Fig. 7. Load Shedding Results

agents are capable of delivering the remedial actions to their
best effort when under a coordinated DoS attack. It is the
desired improvement compared to the centralized SIP, which
will not shed load at all when the master node is under a DoS
attack.

VI. CONCLUSION

This paper has proposed a cyber attack resilient SIP based
on MAS. A state-aware protocol is utilized to facilitate data
exchange among agents. A supervised multi-class classifica-
tion algorithm is proposed for anomaly detection, and it is
capable of detecting anomalous CPS operating states with
decent accuracy. The adaptiveness of MAS is demonstrated
with optimal load shedding when under DoS attack. It has been
verified that the decentralized SIP will have more flexibility
and resilience when facing malicious attacks compared to
normal centralized protection.

The SIP proposed in this paper can be applied to other
WAMPAC functions. Either the anomaly detection or the self-
adaptive control module can be replaced with other algorithms
in a plug-and-play manner to accommodate varying functional
needs. For functions like load rejection, it allows enough time
for the anomaly detection and adaptive control proposed in
this paper to finish. But a comprehensive analysis of the timing
performance of the algorithms needs to be carefully examined
in practice per the specific requirements.
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