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Abstract: As the Smart Grid initiative continues to advance, the number of intelligent devices 1

monitoring the power grid continues to increase. PMUs are at the center of this initiative and as 2

a result, each year more PMUs are deployed across the grid. Since their introduction a myriad of 3

solutions based on PMU-technology have been suggested. The high sampling rates and synchronized 4

measurements provided by PMUs are expected to drive significant advancements across multiple 5

fields such as the protection, estimation, and control of the power grid. This work offers a review of 6

contemporary research trends and applications of PMU technology. Most solutions presented in this 7

work were published in the last five years, and techniques showing potential for significant impact 8

are highlighted in greater detail. Being a relatively new technology, there are several issues that must 9

be addressed before PMU-based solutions can be successfully implemented. This survey found that 10

key areas where improvements are needed include the establishment of PMU observability, data 11

processing algorithms, the handling of heterogeneous sampling rates, and the minimization of the 12

investment in infrastructure for PMU communication. Solutions based on Bayesian estimation as 13

well as those having a distributed architectures show great promise. The material presented in this 14

document is tailored to both: new researchers entering this field, and experienced researchers wishing 15

to become acquainted with emerging trends. 16

Keywords: PMU; Sychrophasor; Wide Area Measurement Systems; WAMS; Power System Estimation; 17

Power System Protection; Power System Monitoring; Power System Stability; Smart Grid. 18

1. Introduction 19

The introduction of the Phasor Measurement Unit (PMU) has unlocked a new realm 20

of possibilities for researchers and engineers. Today, solutions based on PMU technology 21

expand across multiple areas of research. From state estimation to protection, the PMU is 22

driving exciting solutions that have the potential to revolutionize the power grid, and given 23

the ever increasing number of PMUs installed on the grid, many of these solutions could 24

become feasible in the near future. High sampling rates combined with the synchronization 25

of measurements provided by PMUs, make it possible to detect features or events that are 26

invisible to traditional meters. For example, in the context of system modeling, PMUs offer 27

a dynamic view into the behaviour of a system, which makes it possible to derive system 28

parameters with greater accuracy which in turn, leads to improved estimation, control, and 29

protection. In the context of state estimation, PMUs are expected to be the foundation of 30

dynamic state estimation (DSE), which will allow grid operators to make decisions based on 31

real-time data. In terms of protection and control, PMUs could be used to improve corrective 32

actions in the presence of disturbances due to their ability to synchronize measurements 33

across large distances. In short, PMUs are expected to usher in a new era in terms of grid 34

technology and solutions; however, before these advances can be realized, there are several 35

gaps that must be addressed. This work presents a review of current research trends and 36
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applications of PMU technology in the power grid. After reading this document it will 37

become clear to the reader that the vast majority of PMU applications have a foundation 38

on abnormal data detection. In fact, most of the current obstacles in the field of applied 39

Synchrophasors can be approached as goodness of data problems. In contrast to other surveys 40

of PMU technology, this document reviews PMU applications across the complete range of 41

power delivery: from generation to distribution. While the constraints found at each level 42

of power delivery are very different; some similarities, and in some cases synergies can 43

be found in the context of PMUs. Moreover, as renewables, micro-grids, and distributed 44

generation (DG) become more prevalent, the distinction between generation, transmission, 45

and distribution is becoming less clear. The modern power systems engineer must be 46

proficient in all three areas, this another reason this work does not draw clear lines between 47

generation, transmission, and distribution. However, distinctions must be made when 48

dialing with protection. For that reason, efforts are made to separate the techniques where 49

appropriate, so that consistency can be maintained throughout the paper. The applications 50

covered in this work are grouped into four areas: Estimation, Monitoring, Protection, and 51

Stability. Each of these four areas is dedicated a section where several research efforts are 52

summarized, compared, and discussed. The remainder of this document is organized as 53

follows. The history of the PMU, and some of its key features are summarized in Section 54

3. Efforts related to state estimation are covered in Section 4, while Section 5 highlights 55

work in power system monitoring. Power system stability and protection applications 56

are covered in Sections 6 and 7 respectively. Figure 1 displays the overall structure of this 57

work. The four main areas are further divided into subsections that highlight important 58

and promising areas of investigation. An overall discussion is presented in Section 8, 59

and closing remarks are made in Section 9. In dept coverage of the technical aspects of 60

PMU communication and networking are beyond the scope of this work, however this 61

information can be found in [1]. Most of the works reviewed in this manuscript were 62

released within the last five years, therefore this can be considered a review of the state of 63

the art in PMU applications. 64

Figure 1. PMU application areas covered in this work.

2. Methodology 65

The objective of this work is to highlight the latest trends in PMU research and 66

applications. To that end, a series of works that exemplify currents trends in their field will 67

be presented in each section. Recent works, for the most part published in the last five years, 68

that show potential for significant impact are covered in greater detail. Featured works 69

were selected based on citation metrics. This methodology allows this manuscript to offer 70



Version August 5, 2022 submitted to Energies 3 of 41

a sense of where mainstream trends are heading, as well as a preview of up-and-coming 71

tendencies. 72

3. Origins of the PMU 73

The origins of the PMU can be traced back to the aftermath of the 1965 North-East 74

Blackout in the US. This event exposed several gaps in the grid-monitoring technology 75

of that time, in particular Static State Estimation. In order to mitigate large disturbances, 76

rapid actions must be taken, but the effectiveness of these actions depends heavily on the 77

quality and the quantity of the information available to the system operators. Ideally, real 78

time applications would be used for grid operation, unfortunately, real-time monitoring 79

was something State Estimators of this period were not able to support, at least not across 80

large areas. In light of these limitations, measures were taken to improve the reliability of 81

the power grid. One of the efforts put into motion was the development of real-time Wide 82

Area Measurements (WAMS). The following decades (70s and 80s) saw advancements 83

in power system protection, digital signal processing, and satellite-based navigation that 84

provided a platform for the development of the first PMU in 1988 by researchers at Virginia 85

Tech [2]. After the turn of the century the integration of PMUs into the grid gained 86

significant momentum due to the Smart Grid initiative, which was in part driven by 87

the need to modernize the grid to meet the requirements of alternative energy sources, 88

and as a response to high profile events such as the 2003 Northeastern USA Blackout [3]. 89

Organizations dedicated to the study of PMU technology such as the North American 90

Sychrophasor Initiative (NASPI) [4], networks such as NASPInet [1], and industry standards 91

such as IEEE C37.118 [5], have been established to advance and regulate PMU applications. 92

3.1. Key Features of PMUs 93

The synchronization of PMUs is accomplished by using a common clock as reference, 94

currently this is done via GPS Satellites. This synchronization makes it possible to mea- 95

sure and compare phasors at multiple locations across large distances, ergo PMUs are 96

synonymous with WAMS, and with the term Synchrophasor [6]. A simplified centralized 97

Synchrophasor arrangement is depicted by Figure 2. 98

Figure 2. Simplified centralized Synchrophasor arrangement.

In addition to their ability to make measurements across large distances, PMUs have 99

a high sampling rate (up to 120 hz) [5] relative to other measurement systems such as 100

SCADA (up to several seconds), or smart meters (several minutes) which make it possible 101

to trace and analyze events dynamically. By capturing the dynamics of a system, it becomes 102

possible to extract unique features that can be used to enhance current technologies. The 103

ability of PMUs to take measurements across large distances combined with their high 104
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resolution are two key characteristics that enable many of the applications discussed in the 105

following sections. 106

4. State Estimation 107

One of the original drivers behind the efforts that eventually lead to the development 108

of the PMU was the need to enhance Static State Estimators. This is showcased in [7], where 109

PMUs are used to validate Static Estimators. Eventually, as PMUs continue to be installed 110

across the grid, Dynamic State Estimation (DSE) will likely become the standard for grid 111

monitoring. Presently, however, the infrastructure necessary to support full DSE is limited 112

to a few selected systems. This section is divided into two subsections: DSE and Integrated 113

State Estimation (ISE) as illustrated in Figure 3. 114

Figure 3. State Estimation and sub-areas.

4.1. Dynamic State Estimation 115

One of the first challenges encountered by researchers in this area was a lack of system 116

observability due to low PMU penetration. By leveraging the electrical relationships of the 117

busses in a network along with techniques originally developed for SSE, PMU-observability 118

can be achieved without having to install PMUs at every bus in a system [8]. These ideas 119

are illustrated in Figure 4, where not every bus is equipped with a PMU, yet the algorithm 120

is capable of providing dynamic estimates for all buses in the system. 121

Figure 4. PMU Observable system with a reduced number of PMUs.

PMU-observability can achieved via algorithms based on graph theory that take into 122

account the electrical relationships, as well as the topology of the system [9,10]. Each year 123

the typical utility company receives a fixed amount of funding for PMU installation. This 124

results in a fixed amount of PMUs being added to the grid annually. These new PMUs must 125

be installed at key locations to maximize technical and financial gains. When constraints 126
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such as the cost of installation, or the availability of measurements are considered, the 127

PMU-placement problem can be approached as an optimization problem [11]. In [12], 128

optimal PMU placement is studied under multiple contingency conditions such as line 129

outages and loss of measurements. Robust PMU placement via mutual information (MI) is 130

investigated in [13]. This approach takes into consideration uncertainties such as reduced 131

number of states and PMU outages, as well as financial constraints. Financial constraints 132

are once again considered in a Bayesian estimation-based technique introduced in [14] . 133

The solution presented in [15] attempts to strike a balance between estimation accuracy 134

and cost. This solution defines and minimizes an objective function defined as 135

Minimize (Σk
i=1ciyi + ∆Σe∈E{wh

e + wl
e}) (1)

The variable w represents the set of locations where PMUs can be placed. Each location is 136

given a designation of wl
e or wh

e and is assigned a value of 0 or 1 depending on its impact to 137

overall observability. y represents substations, and is also given a value of 0 or 1 depending 138

on whether or not the substation in question needs to be disrupted for the installation of a 139

PMU. c represents the cost incurred if a substation is disrupted, while ∆ is the cost of the 140

PMU. To ensure that all nodes are observed the following equation must be satisfied 141

Σe∈Ev{wh
e + wl

e} ≥ 1 (2)

Additional constraints such as redundancy for critical buses, prohibited substations, the 142

handling of existing PMUs, and others can be integrated into the optimization algorithm in 143

order to meet a certain design criteria. For the remaining of this review all systems will be 144

assumed to be PMU-observable, unless stated otherwise. 145

DSE frameworks share a common foundation: the Kalman filter (KF) [17]. The goal of 146

KF is to provide an estimate of the state of a system described by the stochastic difference 147

equation 148

xk = Axk−1 + Buk−1 + wk−1 (3)

with system measurements approximated as: 149

zK = Hxk + vk (4)

The uncertainty component in the system is modeled as two random variables. System 150

noise is represented by wk, while the noise in the measurement is represented by vk. wk 151

and vk are assumed to normal with covariances Q and R respectively. Matrix A establishes 152

a relationship between the state of the system at the previous time step and the state of the 153

system at the current time step. Matrix B defines the relationship between the states in x 154

and the input u. Finally, matrix H defines the relationships between the measurements zk 155

and the states in x. 156

The KF process is a series of predictions and corrections. Predictions are made through 157

Bayesian probability, where a posteriori state estimate x̂k is obtained from the linear combi- 158

nation of a priori estimate x̂−k , and the weighted difference between the measurement zk 159

and an estimated measurement Hx̂−k as follows 160

x̂ = x̂−k + K(zk − Hx̂−k ) (5)

the gain matrix K minimizes the a posteriori error covariance and is calculated as 161

Kk = P−
k HT(HP−

k HT + R)−1 (6)

while the a priori and a posteriori estimates of the error covariance are defined as 162

P−
k = E[e−k e−T

k ] (7)
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and 163

Pk = E[ekeT
k ] (8)

The prediction and correction process can be summarized as a prediction of the state 164

x̂−k = Ax̂k−1 + Buk−1 (9)

and a prediction of the error covariance 165

P−
k = APk−1 AT + Q (10)

This followed by the corrections step which includes the calculation of the gain Kk 166

Kk = P−
k HT(HP−

k HT + R)−1 (11)

an update of the estimate 167

x̂ = x̂−k + K(zk − Hx̂−k ) (12)

and the update of the error covariance 168

Pk = (I − Kk H)P−
k (13)

In the next cycle of calculations x̂k and Pk become x̂−k and P−
k . Eventually, a properly tuned 169

KF will converge at values close to the measurements. Parameters Q and R can be adjusted 170

to modify the convergence speed and sensitivity of the KF. An expanded version of this 171

derivation can be found in [16]. 172

Over time variations or extensions of the KF have been proposed to overcome the 173

limitations of the original formulation [17]. In [18], a variation of the extended Kalman 174

filter (EKF) is introduced to improve the performance of the filter in cases where a full set 175

of input measurements is not available. An extension developed to improve the ability of 176

the EKF to track transients and disturbances is presented in [19]. An estimator based on the 177

unscented Kalman filter (UKF) is used in [20] to streamline the estimation process, while in 178

[21], a decentralized scheme based on the UKF is investigated. 179

The work in [22] presents a KF-based technique for systems in which the Qk and Rk 180

matrices contain uncertainties due to noise, saturation, or transients. The idea is to utilize a 181

tuning parameter γ, that is defined as 182

γ2 = λ max{eig(P−1
k|k−1 + HT

k R−1
k Hk)

−1} (14)

Where λ is a positive constant. γ is tuned systematically to ensure the covariance matrix 183

Pk|k remains positive definite. Empirical data shows that acceptable performance can be 184

attained with λ values between 1 and 10. During the correction step matrix Rk is defined as 185

Rk =

[
Rk + HkPk|k−1HT

k (Pk|k−1HT
k )

T

Pk|k−1HT
k −γ2 I + Pk|k−1

]
(15)

The definitions of matrices Kk, x̂k|k, and Pk|k are modified accordingly, these equations were 186

left out for brevity. Ultimate goal of this technique is to satisfy the following equation 187

γ2 ≥ sup
{x0,vk ,wk}

ΣN−1
k=0 ||xk − x̂k|k||2P−1

k|k

||x0 − x̂0|0||2P−1
0|0

+ ΣN−1
k=0 (||wk||2Q−1

k
+ ||vk||2R−1

k
)

(16)

This equation which consists of the differences between estimated and true parameters, 188

serves two functions. First, it establishes a limit on the upper bound of the estimation error 189

of the filter, and second, it minimizes that upper bound. Simulations produced encouraging 190

results as this technique outperformed other similar KF estimation solutions. Being able 191

to deal with uncertainties related to data is a significant contribution that increases the 192
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robustness and the flexibility of DSE. This solution can be further improved by streamlining 193

the tuning process, and by providing a framework that can still perform in the absence of 194

accurate information related to the initial states of the system to be estimated. 195

The work presented in [23] tackles the challenges KF-based DSE encounters when 196

estimating larger power systems. Classical KF based algorithms struggle to overcome 197

uncertainties and nonlinearities present in the state space model of larger power systems, 198

which can lead these filters to become unstable. The Unscented Kalman Filter (UKF) is 199

used as the foundation of this method. The UFK is reinforced by improving its numerical 200

stability though modifications that guarantee key matrices remain positive semi-definite 201

even in the presence of nonlinear events. This introduces an algorithm that replaces matrix 202

Pk with the nearest symmetric semidefinite matrix in Frobenius norm whenever Pk is no 203

longer positive semidefinite. The new matrix Pk is found through a modified version of 204

Dykstra’s projection algorithm [24]. Positive definitiness is enforced by replacing negative 205

eigenvalues with their positive equivalent. This solution performed well in some of the 206

testing scenarios, unfortunately it did not maintain a consistent level of performance across 207

a variety of system topologies. It must be noted that this novel approach did not display 208

the adaptability of more established techniques such as [25] and [26]. 209

An important aspect of DSE is the detection of abnormal data. Some of the classical 210

bad-data detection techniques inherited from traditional SSE, such as residual analysis can 211

be applied to DSE, as seen in [27,28]. However, contemporary solutions are moving in a 212

different direction as new frameworks are being adopted. In [29] a unified PMU placement 213

and bad data detection solution is proposed. First PMU locations are optimized, then 214

abnormal data is detected by analysing the linear independence of the Jacobian matrix. In 215

[30] Lagrange multipliers are used to identify errors in WSL estimations. Erroneous values 216

are identified and removed via mixed-integer programming (MIP) in [31]. An estimator 217

based on the least absolute value (LAV) estimator is presented in [32]. Symmetrical are 218

derived and processed via LAV. This technique offers advantages in terms of efficiency as 219

LAV can handle both the estimations and bad data detection in a single module. Detrended 220

fluctuation analysis (DFA) is used in to develop a novel bad data detection scheme for 221

dynamic estimation in [33]. 222

A decentralized solution for abnormal data detection in synchrophasor measurements 223

is developed in [34]. In this approach several detector types are used in unison. The first is 224

a detector based on linear regression 225

regression = βx + α (17)

where x represents the data set, β represents the slope, and α represents the y axis intercept. 226

The upper and lower detection boundaries are defined as 227

H = βx + α + k × Dev (18)

and 228

L = βx − α + k × Dev (19)

where Dev is the standard deviation of the distances between the y-axis values and the 229

regression line. Data points falling outside of these boundaries are flagged as bad-data. 230

The second detector is a variation of Chebyshev’s inequality 231

P(|X − µ| ≤ kσ) ≥ (1 − 1
k2 ) (20)

where σ represents the standard deviation of the data, µ represents the mean of the data, 232

and X represents the data vector being tested. k is parameter used in the to define the 233

upper and lower detection boundaries as 234

H = µ + k ∗ σ (21)



Version August 5, 2022 submitted to Energies 8 of 41

and 235

L = µ − k ∗ σ (22)

Once again, data points falling outside of these boundaries are flagged as bad-data. The 236

third detector is based on spatial clustering. The clustering detector is meant to complement 237

the other two detectors as it is capable of detecting anomalies that might go unnoticed by the 238

other two detectors. At the global level another layer of detection is used, this one based on 239

Bayesian estimation. This technique was shown to be effective during testing, performing 240

reliably well across a series of tests. This is a data driven solution, and therefore, benefits 241

from a high degree of generality. Another highlight of this technique is its use of Bayesian 242

Estimation, and a distributed architecture, two very promising methods that researches 243

just recently began utilizing. Finally, while the scope of [34] is limited to abnormal data 244

detection, it has the potential to be a stand-alone solution if expanded accordingly. 245

In [35], a decentralized approach based graph theory is presented. The system is 246

broken into a series of observable islands. The number of PMUs is found via optimization 247

algorithms while graph theory ensures observability. 248

Tends: The Kalman filter and its extensions are most prevalent estimators used in 249

contemporary dynamic estimation. In regards to bad-data detection, there isn’t a clear go-to 250

technique, but the trend appears to be shifting away from traditional residual analysis as 251

more holistic approaches are being investigated. Most techniques include a PMU placement 252

module, in this regard, the trend is make the system observable with the least number of 253

PMUs possible. 254

Gaps: As mentioned above, PMU observability is pivotal. Graph theory and opti- 255

mization tools are being used to address this gap. Another significant obstacle in DSE are 256

the possible limitations in terms of communication network infrastructure. Decentralized 257

and distributed approaches are being evaluated to overcome this challenge. This topic is 258

covered in greater detail in Section 6.5. 259

Table 1. Summary of Contributions
260

Key Contribution Reference
Robust PMU placement [12] [13]

Optimization of PMU with cost as a constraint [15]
Extension of the EKF for robustness during disturbances [18] [19]

Extension of the EKF for robustness in the presence of noise [22]
Extension of the UKF for improvements in efficiency [20] [21]

Extension of the KF for improved performance in large systems [23]
Alternative methods for bad-data detection [29] [30] [31] [32] [33]

Decentralized schemes [21] [34] [35]

261

4.2. Integrated Estimation 262

As previously mentioned, currently few systems can support full DSE. Research has 263

been done in attempting to leverage the technology currently deployed in the grid to close 264

the gap between SSE and DSE. The techniques presented in this section leverage Smart 265

Meters (SM), SCADA, and other sources of data in the grid to make sections of the grid 266

PMU-observable. Figure 5 illustrates an arrangement where multiple meter types are used 267

for estimation. 268
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Figure 5. Multiple meter types used in conjunction.

Bayesian Estimation is at the core of these techniques, which represents a significant 269

paradigm shift in SE, as algorithms such as WSL, and KF-based methods remain the most 270

widely utilized techniques in SSE and DSE respectively. This work refers to these techniques 271

as Integrated State Estimation (ISE). These techniques follow a layered approach in which 272

measurements are processed separately based on sampling rate. The outputs of the slower 273

layers are used to augment the PMU layer, which is the fastest layer processing data in real 274

time [36]. This arrangement is illustrated in Figure 6. 275

Figure 6. General structure of ISE scheme.

In [37] Bayesian inference is employed to estimate the probability distribution of a 276

given set of measurements. This process can have a varying degree of complexity depend- 277

ing on the properties of the data set and the assumptions that are made. [37] leverages 278

NNs to carry out the process of retrieving the corresponding probability distributions 279

from historical power-flow measurements. Once the probability distributions have been 280

established, another NN is then used to emulate a mean-squared error (MMSE) estimator 281

for real-time estimation. The goal of the technique is to minimize the MMSE defined as 282

x̂∗(z) = min E[||x − x̂(z))||2] = E[x|z] (23)

Data anomalies are detected using likelihood ratios, and when an anomaly is detected the 283

erroneous measurement is replaced by the mean of the prior distribution. One significant 284

advantage of this approach over other more popular estimation procedures is that Bayesian 285

estimation performs well in systems with low or lack of observability. Probability distri- 286
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butions and Bayesian estimation produce estimates comparable to pseudo measurements. 287

In the case of [37], the technique seemed to outperform classical approaches in terms of 288

accuracy and resolution. The main obstacle of the technique is obtaining the appropriate 289

probability distributions to make the MSSE estimator produce accurate results. 290

The framework presented in [37] is expanded in [38] to incorporate measurements from 291

meters with different sampling rates. In a layered approach, measurements from meters 292

with lower sampling rates are included in the calculation of the probability distributions. 293

Online estimation which is done via an MMSE estimator, utilizes measurements from 294

the meters with the highest sampling rates. A second extension was presented in [39] 295

to enable PMU-observability in a approach that produces quasi-dynamic estimates. The 296

highlights this technique is that it produces results comparable to the results produced 297

by contemporary state estimators (in some cases outperforming them), while utilizing 298

techniques that are not widely used in SE. While extremely promising, this approach is 299

not the most accessible for the average researcher as it requires specialized knowledge in 300

ML and probability theory. This technique can be improved by modifying the structure 301

of the NNs, the number of neurons, and activation functions. The training, and accuracy 302

thresholds can be optimized to meet a particular specification. Additionally, measurements 303

produced by other metering infrastructure could be leveraged to make the solution more 304

robust. 305

In [40] , smart meter and pseudo measurements are processed along with PMU and 306

SCADA measurements as part of a Bayesian estimation solution. The principle behind this 307

work is similar to that of [39]. A Bayesian estimator is once again used, but this time, it is a 308

simpler Maximum a Posteriori (MAP) estimator compared to the more complex MMSE in 309

the previous technique. 310

fX|Z(xSL|zSL) =
fZ|X(zSL|xSL) fX(xSL)

fZ(zSL)
(24)

Per Figure 6, the input from slower metering infrastructure is used to augment the 311

PMU layer of the solution. The state equations developed in this solution resemble those 312

of the Kalman Filter, and they establish relationships between the different measurement 313

layers 314

xSL = x̂SL−1 + ωSL−1 (25)
315

zSL = hSL(xSL) + eSL (26)

where xsl represents the state at the current sampling layer, and x̂SL−1 represents the state 316

at the previous (slower) sampling layer. ω represents uncertainties between the two layers, 317

eSL is the error component at the current layer, and zSL is the measurements at the current 318

layer. An objective function for the estimated states is developed and minimized via the 319

Modified-Newton method. 320

x̂SL = argmax( fX|Z(xSL|zSL)) (27)

Abnormal data is detected via Chebyshev’s inequality. 321

x̂i
SL − k∗

√
Pii

SL ≤ xi
SL ≤ x̂i

SL + k∗
√

Pii
SL (28)

where k∗ is a probability based on a credibility interval, and P is the covariance of the 322

posterior state. The solution produced encouraging results relative to KF and hybrid 323

estimation algorithms. This technique emphasises a low computational burden and the 324

adaptability of the solution to a variety of systems. One assumption that deserves further 325

investigation was that of modeling the probability distributions as Gaussian. Assuming 326

that the distributions were Gaussian, allowed [40] to bypass the computationally intensive 327

step of estimating probability distributions using complex techniques such as NNs, as was 328

done in [39]. 329
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Integrated Estimation formulations without the use of Bayesian techniques have also 330

been proposed. As presented in [41] and [42], SCADA and RTU measurements are used to 331

obtain pseudo measurements which are then used in linear estimators that process PMU 332

data in real time. 333

Whether it is Dynamic or Integrated estimation, the integrity and the quality of 334

measurements used by the estimators remains a key issue. For these techniques to flourish, 335

their results must be robust in the presence of signal quality issues, this topic is covered in 336

greater detail in [43–46]. In [47], quality issues stemming from GPS erros, latency, scaling, 337

and noise are investigated and mitigation solutions are presented. Redundancy between 338

PMU measurements and linear estimators is used to identify abnormalities. The rank of 339

the Jacobian matrix is then used to derive correction factors. 340

Trends: The most simple form of integrated estimation is the expansion of PMU ob- 341

servability through the integration of other (slower) measurement sources such as SCADA. 342

The slower measurements are processed offline to obtain PMU pseudo measurements. 343

Bayesian estimation appears to be experiencing a resurgence as ML is being used to derive 344

probability distributions that are then used for online estimation. Based on the results 345

produced by works such as [39], ISE appears to have the potential to become a viable 346

and powerful estimation platform in the near future until Dynamic Estimation becomes a 347

widespread reality. 348

Gaps: Challenges in ISE can be attributed to the complexity involved in acquiring 349

probability distributions for Bayesian-based ISE. 350

Table 2. Summary of Contributions

Key Contribution Reference
Bayesian estimation [37] [40] [37] [36]

Formulation of pseudo measurements to improve observability [41] [42]
Leverage of machine learning [37] [39]

Techniques for the mitigation of signal-quality errors [47]

351

5. Power System Monitoring 352

The methods presented in this section operate in an area in between estimation and 353

protection. They are divided into two groups, Disturbance Detection and Cyber Security. 354

Solutions in the Disturbance Detection group aim to enhance the situational awareness of 355

the grid. Events such as switching, loading changes, and disturbances such as faults, are 356

monitored and reported by via holistic solutions. For example in [48], big data is analysed to 357

detect disturbances at their inception giving system operators more time to react. Solutions 358

developed for Cyber Security focus on detection of malicious attacks to state estimators 359

and grid control systems, for example, a breakdown of this section is provided in Figure 7. 360

Figure 7. Power System Monitoring and sub-areas.
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5.1. Situational Awareness 361

In [49] µ-PMUs are assumed to be located at the ends of a feeder. After an event is 362

detected changes in voltage and current are calculated at both ends. 363

∆V = Vpost − Vpre (29)
364

∆I = Ipost − Ipre (30)

These deviations are then used to determine the change in impedance 365

∆Z ≜
∆V
∆I

(31)

at both ends of the feeder. The sign (positive or negative) of the real component of each ∆Z 366

relative to each other is used to determine whether the disturbance is internal or external. 367

Once the location of the disturbance has been identified, sweep forward and backward 368

voltage calculations are performed to calculate the change in voltage at every node along 369

the feeder. Discrepancies in nodal voltages are used to pinpoint the exact location of the 370

events. Events such as the switching of capacitor banks, high and low impedance faults, 371

and DERs changing status were identified by this technique. The concept is a relatively 372

simple one to understand and to implement, however considerable drops in performance 373

were experienced as more complexities such as error in measurements, marginal stability, 374

and high fault impedances were added to the events. This solution also lacked a well 375

defined scope and application. Despite a few shortcomings this technique could serve 376

as the foundation of a more robust solution as was done in [50], where ML techniques 377

are used to extract additional features from data reported by PMUs. While this technique 378

improved on the work of its predecessors, extensive training of ML algorithms represents 379

an implementation challenge. 380

Another data driven method is introduced in [51]. First in order to reduce the data 381

burden produced by PMUs, the minimum amount of data required to monitor the system 382

is found by changing the sampling intervals of the measurements until estimates produce 383

errors that violate a criterion. In other words, less data is used until the system can no 384

longer be recognized. Once a satisfactory sampling interval has been established, Principal 385

Component Analysis is used to estimate key system parameters. Density-based clustering is 386

then used to identify data outliers and locate them. This approach presented an interesting 387

take on PMU data processing and is an approach that doesn’t rely on sampling at the higher 388

end of current PMU technology. As expected lower sampling rates had a negative impact 389

on performance, but a balance between the capacity of the PMUs, infrastructure available, 390

and the requirements of the user can be used to optimize the operating parameters of the 391

program. 392

PMUs and NNs are utilized for load forecasting in [52]. Meanwhile in [53], NNs are 393

used in a novel capacity to create heatmaps that are used to monitor system stability. The 394

rotor angles of generators connected to a network are monitored and are used as input to 395

the NN. This technique produced interesting results, and presented stability information 396

in a novel form. Several steps in this process were of empirical nature, in particular the 397

structure and parameters of the NN. While solution doesn’t revolutionize the state of the 398

art it brings new ideas to the table. 399

Efforts in the area of situational awareness are also delving into system validation 400

and topology. These efforts leverage PMUs to monitor changes in topology in order to 401

deliver a comprehensive view of the grid in real-time. Trees are used in [54] to monitor the 402

topology of radial systems. In [55], results from simulations are used to build a database of 403

baseline values which are then used to calculate differences between them and real-time 404

measurements. This method uses these deviations as indicators of changes in topology. In 405

[56], variations in topology are identified via µ-PMUs and power-flows. Finally in [57], a 406

situational awareness technique based on waveform analysis is validated in a real world 407

test. 408
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Trends: The main trend in situational awareness is the development of holistic solu- 409

tions that: 410

• Track deviations or changes in the system to uncover issues early. 411

• Facilitate the access to the true status of the system in terms of states, phasors, and 412

topology. 413

This is done to enhance the level of knowledge of operators and the system, so that the 414

decision making process can be expedited. Given the diversity of the techniques used in 415

situational awareness, it is difficult to identify a method or tool is that is being widely used. 416

Gaps: This area seems to lack focus, or least a well-defined goal or methodology. 417

While some interesting ideas can be encountered in this area, presently it’s hard to see any 418

of them being implemented in the real world. One possible target of situational awareness 419

could be to replace EMS systems in the future. 420

Table 3. Summary of Contributions

Key Contribution Reference
Impedance-based event detection [49] [50]

Alternative methods for improvements in efficiency [51]
Machine learning and neural networks [50][52] [53]

Load forecasting [52]
Topology monitoring [54] [55] [56]

421

5.2. Cyber-Security 422

In [58] Cyber-Attacks (CAs) in DE are detected via techniques borrowed from the field 423

of System Control. Modified versions of observers are developed which are used to extract 424

key system parameters. The following equations bear some resemblance to those used to 425

describe the Kalman Filter in previous sections. 426

l̇(t) = (A + ACT
q Cq)l(t) (32)

427
r(t) = yq(t)− Cql(t) (33)

Where l(t) represents the state of the filter, and r(t) represents the error or residual. Matrices 428

A and C are the system matrix and output matrix respectively, based on the state space 429

representation, 430

ẋ(t) = Ax(t) + Bww(t) (34)
431

yq(t) = Cqx(t) + vq(t) (35)

Residuals r(t) are compared to a threshold to determine whether the corresponding state is 432

under attack. A mitigation procedure is also introduced where a weighted deterministic 433

treat level (WDTL) is defined as 434

z =
∫ (k+1)T

kT
[Y(yq(τ)− ŷq(τ))

2 + W(ŵ(τ))2]dτ (36)

where z is the WDTL of the ith PMU, while Y and W are weight matrices. PMUs with 435

high WDTL values are quarantined and their measurements removed from the estimation 436

process. In order to ensure the system remains observable some of the constrains of the 437

estimation process are relaxed. This solution produced interesting results, indicating that 438

this work has the potential to become a framework for future solutions. However, in the 439

form presented in [58], the issue of how to handle the removal of a PMU that renders the 440

system unobservable was not addressed in detail. Moreover, there are potential gaps in 441

performance when highly dynamic conditions and marginal stability are introduced. 442
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In [59], multiple types of CAs are mitigated. First measurement attacks, which take 443

place at the PMU level by either disabling or corrupting measurements [27], are detected 444

by finding a MAP estimate of the attack parameter f as follows 445

arg max P( f i
t |X) =

zi
pr,t + zi

t − 1

ΣT
t=1(z

i
pr,t + zi

t − 1)
(37)

where the subscript pr represents predicted values. The expected value of an attack 446

parameter f , at node i at a time T, is defined as 447

E[ f i
t |X, zi

t] =
zi

pr,t + zi
t

T + ΣT
t=1zi

t
(38)

Parameter errors, defined as systemic errors at the database level [27], for instance an attack 448

that modifies the impedance matrix of the system, are detected through a filter. The output 449

of the filter and the error parameters previously derived are used to calculate residuals via 450

further filtering steps. While this technique takes a very important step in providing the 451

means to detect both measurement and parameter errors, the formulation is highly complex 452

compared to other solutions such as those based on Chi-Squared error detection. The 453

use of multiple filters simultaneously in addition to Bayesian estimation is an interesting 454

approach that can be refined to reduce the computational and data-transfer burden of the 455

solution. In [60], Bayesian-based approximation filters (BAFs) are deployed throughout the 456

network in a distributed architecture approach. 457

In [61] ML is used to develop a distributed CA detection algorithm based on autoen- 458

coders. Detectors are deployed throughout the system and each one focuses on identifying 459

issues locally. This eliminates constant data transfer from each measurement node to a 460

centralized location. The autoencoders are trained with historical data, and several features 461

are used for anomaly detection such as voltages, currents, impedances, and phase angles. 462

These values are then used to calculate the relative-root-mean-square error between a 463

measurement and the corresponding estimation. The error threshold value τ is found 464

empirically through an F1 score as follows 465

accuracy =
TP + TN

TP + TN + FP + FN
(39)

466

precision =
TP

TP + FP
(40)

467

recall =
TP

TP + FN
(41)

468

F1 = 2 · precision · recall
precision + recall

(42)

where in the context of detection, TP refers to true positives, TN are true negatives, FP are 469

false positives, and FN are false negatives. The technique performed well during testing, 470

but as it is the case with ML-based approaches additional work can be done to standardize 471

the training process and streamline the tuning of parameters. 472

The technique presented in [62] focuses on the elimination of biases that may occur 473

in measurements provided by PMUs. States are projected unto a rectangular coordinate 474

system where magnitudes and angles are monitored. The correction relies on redundancy 475

provided by adjacent PMU nodes. In [63], when an abnormal results is obtained from 476

the state estimator, data from multiple sources including SCADA, PMU databases, and 477

power-flows are used to verify the validity of the estimated results. A similar approach 478

is taken in [64], where PMU data, load forecasts, generation data, SCADA, and EMS are 479

used to validate and correct abnormal results produced by state estimators. Several types 480

of attacks are investigated in [65], including some that have the capability of remaining 481
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undetected by commonly used bad data detection methods. This solution proposes a 482

technique for detecting and mitigating attacks where counter measures are taken based on 483

deviations observed in the network’s impedance. 484

Trends: A recurrent theme in this area is the use of redundancy to identify and correct 485

issues. In some solutions this is done by using PMUs to validate the results of static 486

estimators. In others, PMU readings are validated by power-flow results. Utilizing multiple 487

sources of information is the foundation of virtually all solutions in this area. 488

Gaps: Finding multiple sources of data is a very significant challenge. That means 489

that these applications could be limited to highly monitored systems such as critical 490

infrastructure. Power plants could be a viable target audience for these techniques. 491

Table 4. Summary of Contributions

Key Contribution Reference
Bayesian techniques [59] [60]

Machine Learning and Neural Networks [61]
Detection and correction via geometrical tools [62]

Redundancy-based detection [63][64] [65]
Alternative techniques from control are utilized [58]

492

6. Stability Applications 493

As previously discussed, improving state estimators was a pivotal need that drove the 494

development of PMUs. This is because state estimators play a critical role in the mitigation 495

of conditions that lead to instability. This section is structured per Figure 8. 496

Figure 8. Power System Stability applications of PMUs.

6.1. Overview of Power System Stability 497

In order to understand how instability conditions arise, it might help to think of 498

generators as motors. An induction motor takes electrical power and converts it into 499

mechanical power. When the motor is energized a series of magnetic fields form inside 500

the motor which produce an electromagnetic force that causes the rotor to spin [66]. As 501

long as the load driven by the motor, which could be a pump or a fan, doesn’t exceed the 502

torque generated by the motor, the motor will drive the load at rated speed. Problems 503

arise when the motor becomes overloaded, that is, the load exceeds the capacity of the 504

motor. When a motor operating at rated speed is overloaded, the motor will slow down 505

and attempt to regain speed by drawing more current [67]. If the motor is overloaded 506

beyond a critical point, the relative synchronism of the magnetic fields inside the motor 507

will be broken and the motor will come to a halt drawing destructive levels of currents [68]. 508

One can think of a generator as a motor that takes mechanical power and converts it into 509

electrical power. A turbine drives the rotor, and once a relative synchronism is established 510

between the magnetic fields generated between the rotor and the stator, the generator is 511
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ready to supply electricity. The load in this case is the combination of devices drawing 512

from the power supplied by the generator. This load applies an electromagnetic force 513

in the opposite direction of the torque produced by the generator [69]. The motor-load 514

and generator-load relationships are effectively the same, the motor and generator must 515

overcome the force (torque) of the load. Once again, problems arise when the system is 516

perturbed. When a generator accelerates or decelerates, the angular position of the rotor 517

relative to the other machines will change. This angular difference will redistribute the 518

loading of the system with some load being transferred from the slower machine to the 519

faster machine, this redistribution of load tends to bring the machines back to relative 520

synchronism [70]. As long as critical thresholds aren’t surpassed, the system will be recover 521

and return to nominal operating conditions. Instability occurs when a deviation in angular 522

position surpasses the restoring torques (ability to re-synchronize) of the machines. This is 523

the primary concern of Transient Stability (TS) [71]. 524

Instability can also be caused by loads as they try to recover from a disturbance 525

[69][72]. As previously explained, when a motor experiences a disturbance that causes it 526

to slow down, it will draw more current as it attempts to return to nominal speed. This 527

sudden increase in power demand places an addition burden on the electrical network 528

[68]. Electric machinery (motors, transformers, and generators) are of particular concern as 529

they temporarily increase their reactive power demand in response to disturbances. This 530

increase in reactive power consumption leads to dips in voltage. If the power system is 531

unable to meet the reactive power demands of the load beyond a critical threshold, the 532

system’s voltage could collapse leading to blackouts. This type of instability is the primary 533

focus of Voltage Stability (VS) [70]. 534

Following a significant disturbance, a large interconnected system might be split into 535

smaller systems called islands. Frequency Stability, which in this work is referred to as 536

Under-Frequency Stability (UFS), is concerned with the ability of an island to attain a stable 537

operating condition [68][71]. For the purposes of UFS, the average frequency across the 538

island is measured and used as a benchmark instead of using the individual frequencies at 539

the generator nodes. Inadequate response from protection and control equipment as well 540

as insufficient contingency generation can lead to under-frequency conditions [70]. 541

Stability is also closely related to protection of generators [71]. Once critically low 542

speeds or frequencies are reached by a generator, the generator-turbine system is exposed 543

to significant mechanical damage, and components such as turbine blades can fail as the 544

turbine attempts to drive the rotor of an overloaded generator. Generator protection will try 545

prevent such extreme situations from occurring by disconnecting the overloaded generator 546

from the grid [68]. The sudden removal of a generator, places an additional burden on 547

the units that remain connected to the grid which can have a cascading effect, in severe 548

cases leading blackouts [71]. It must be noted that the removal of a generator is a carefully 549

choreographed process, and simply opening breakers can send a generator into an over- 550

speed condition which also exposes the unit to damage. For the interested reader, details of 551

motor and generator operation can be found in [67]. 552

Most of the techniques discussed in this section (and in power system stability in 553

general) employ the swing equation to model the dynamics of the generators. In the state 554

space form the swing equation is defined as 555

d∆ωr

dt
=

1
2H

(Tm − Te − KD∆ωr) (43)
556

dδ

dt
= ωo∆ωr (44)

where δ is the rotor angle in electrical radians, ωr is the angular velocity of the rotor in 557

electrical radians per second, ωo is rated angular velocity, Tm is the mechanical toque, Te is 558

the electrical torque, and H is the inertia constant of the generator. Kd is the damping factor 559

in pu torque per pu speed deviation. A complete derivation of the swing equation can be 560

found in [71]. 561
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6.2. UF Stability Applications of PMUs 562

Frequency Stability (FS) is defined as the ability of a power system to maintain a steady 563

frequency, and to recover or re-converge, at the nominal operating frequency following a 564

disturbance that results in a significant imbalance between the generating capacity and 565

the load connected to the power system [72]. The FS of a system is primarily driven by its 566

ability to maintain or restore the load-generation balance while minimizing loss of load[70]. 567

A common method of mitigating dips in frequency is the removal of load from the system 568

so the load-generation balance can be regained [68]. This process is called Load Shedding 569

and it is illustrated in Figure 9. 570

Figure 9. Simplified load-shedding action.

[73] proposes an adaptive technique to UF Load-shedding (UFLS). Traditional UFLS 571

schemes are based on fixed values; when the system frequency dips below a given thresh- 572

old, select loads are disconnected from the system. While traditional UFLS schemes have 573

provided satisfactory UF mitigation, they are not perfect as they don’t adapt to the continu- 574

ously changing conditions of the grid. [73] leverages PMUs to develop an adaptive UFLS 575

scheme that optimizes the load-shedding process. A model for system frequency response 576

with integrated load-shedding is defined as 577

Ṗmi =
KmiFi
2Ri H

ΣN
i=1Pmi −

1
Ti

Pmi −
Kmi
TiRi

∆w +
KmiFi
2Ri H

(∆P − Pshed(t)) (45)

578

∆ẇmi =
1

2H
(ΣN

i=1Pmi + ∆P − Pshed(t)) (46)

where Ti and Fi are constants related to the turbine driving the generator. Ri represents the 579

droop, Pmi represents the mechanical power, and Kmi is a mechanical gain factor. Deviations 580

in power are represented by ∆P, while deviations in frequency are represented by ∆w. 581

Finally, H represents the inertia of the system. This procedure shed load in steps, these 582

steps are adjustable, and the total amount of load to be shed corresponds to the total power 583

imbalance 584

∆P = ΣN
i=1∆Pi =

2ΣN
i=1Hi

fn

d fc

dt
(47)

fc is the center of inertia-frequency defined as 585

fc =
ΣN

i=1Hi fi

ΣN
i=1Hi

(48)

At the generator level, the disturbance is defined as 586

∆Pi =
2Hid fi

fndt
= Pmi − Pei (49)

Once ∆Pi worth of load is shed, the system regains balance. The role of PMUs in this scheme 587

is to provide measurements that are used to monitor the inertia and frequency of the system 588



Version August 5, 2022 submitted to Energies 18 of 41

in real time. This solution produced satisfactory results, in some cases outperforming 589

traditional UFLS schemes. The effectiveness of this scheme is influenced by the selection 590

of the UF pick-up settings. The selection of those settings was left unexplored, as was 591

the selection of the load(s) to be shed. Both of these can be approached as optimization 592

problems in an extension of this framework. 593

A more complete UFLS approach is presented in [74]. The fundamental idea of [74] 594

is estimate the state of the system’s frequency a few seconds in advance. When an UF 595

condition is predicted the solution finds a combination of loads to drop that matches the 596

predicted power deviation. The mathematical models used in this solution are similar to 597

the ones used in [73] , and are omitted for brevity. The logic behind this approach is that 598

by taking proactive actions this solution mitigates unknowns such as breaker trip times. 599

The predictions are made via polynomial curve fitting, this allows for a reduced number 600

of PMUs to be used. Provisions are made in cases where an accurate estimate cannot be 601

produced. The load-shedding step is broken into stages, this allows for further estimates 602

and corrections in real-time. This solution also presents a load-shedding philosophy and 603

settings. Experimental results were favorable and the use of predictions for load-shedding 604

is novel. This framework could be expanded by utilizing alternate means of prediction. 605

Works dedicated to the islanding process are presented in [75,76]. [75] introduces 606

algorithms that calculate and find the load needed to be shed in order to regain balance. 607

[76] examines the validity of commonly used anti-islanding methods based on frequency 608

drift. 609

In [77] the feasibility of real time and adaptive UF Schemes based on PMUs was 610

investigated through simulations. The results of the experiments validated the use of PMUs 611

for these types of applications, however, some limitations were identified: 612

• Noisy measurements 613

• Transients 614

• Harmonics 615

All had detrimental effects on the performance of the scheme. These issues can be addressed 616

by adopting mathematical models which increase the system’s robustness to power/signal 617

quality related issues. Increased filtering and data processing can also be applied to alleviate 618

these issues at the expense of increasing the computational requirements. 619

Table 5. Summary of Contributions

Key Contribution Reference
Adaptive scheme [73]

Optimized load-shedding [73] [74]
Predictive scheme [74]

Optimized islanding [75] [76]

620

6.3. Transient Stability 621

TS examines the ability of generators connected to the power grid to remain synchro- 622

nized in the aftermath of a disturbance [71]. How resilient the system is, is determined by 623

the generators’ ability to maintain and regain a balance between electromagnetic torque 624

and mechanical torque [70]. 625

The techniques described in this section utilize the Equal-Area Criterion (EAC) to 626

establish stability limits in terms of rotor angles in response to disturbances. EAC follows 627

the relationship between the power P and the rotor angles δ at the generator as illustrated 628

in Figure 10 [69]. 629
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Figure 10. Power-rotor angle equilibrium

In short, EAC suggests that if corrective actions are taken to mitigate disturbances 630

before large δ derivations are produced, the generator should be able to reach a new 631

equilibrium point [69]. Before δ settles at a new operating point, it oscillates around this 632

new point of equilibrium. If the oscillations in both directions are equal in magnitude, then 633

they should eventually be damped out and δ will converge at δ1 as shown in Figure 11 [72]. 634

Figure 11. Equal-Area Criterion - stable case.

The key to stability per EAC is for corrective actions to occur within a window that 635

allows oscillations in both directions to be balanced [72]. In real-life applications TS limits 636

are estimated through Transient Stability studies. When corrective action is not taken in 637

a timely manner, the oscillations will not damped out and the system will enter unstable 638

conditions as illustrated in Figure 12 [69]. 639
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Figure 12. Equal-Area Criterion - unstable case.

To integrate the principles behind EAC into mathematical models, Lyapunov’s meth- 640

ods are used. Additional information on Lyapunov’s First and Second method can be 641

found in [70] and [71]. 642

Among the first applications of PMUs in the area of stability, was their integration 643

into out-of-step (OOS) relaying schemes as presented in [78,79]. Recently, more intricate 644

techniques such as [80] have been presented. In [80] system parameters are estimated 645

via the UKF from a dynamic model based on the swing equation, details can be found 646

in [81]. Once the system’s parameters have been established, Individual Component 647

Analysis [82] and the Discrete Fourier Transform (DFT) are used to divide the system into 648

coherent groups (zones). At each zone, the Equal Area Criterion is used to develop the 649

OOS settings. Since the settings developed in this work are adaptive, they provide high 650

selectivity compared to traditional OOS schemes. While promising, this technique relies 651

on complex calculations at a centralized location. It also doesn’t specify locations and the 652

sampling rates of the PMUs involved. Finally, although the scheme is of an adaptive nature, 653

initial settings are still developed using transitional techniques. Overall this technique 654

utilizes novel tools to develop clusters and adaptive OSS settings, but several open items 655

are yet to be addressed. 656

Machine learning has been leveraged in the development of new TS solutions, [83] is
an example of this. In this solution a long short-term memory (LSTM) process, which is an
improvement over the recurrent neural network (RNN), is trained offline to detect rotor
angles δ that lead to instability. The output of the NN, y is defined as

yt =

{
1 (Stable) for η > 0, t = 1, 2, ..., T
0 (Unstable) for η ≤ 0

(50)

where 657

η =
360 − δmax

360 + δmax
(51)

and δmax is the maximum deviation between any two generators. After training, fixed time 658

windows are used to update the stability thresholds. As new real-time data is processed 659

by the algorithm, LSTM allows for fast results at the expense of decreased accuracy. In 660

[84], NNs are used in similar fashion to [83] to derive key parameters which are then used 661

to produce coherent groups as done in [80]. In [85], an improved denoising autoencoder 662

(DAE) along with synthetic data are used to develop a TS scheme. These ML-based 663

approaches displayed strong performance with rapid online calculations, which make them 664

an attractive framework for future solutions, however, the process of training the NNs, the 665

need to conduct a series of studies to extract important training data, and the optimization 666

of PMU placement, offer opportunities for improvement. 667
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In [86] a predictive Transient Stability (TS) monitoring scheme is presented. After a 668

disturbance occurs, the center of oscillations (CoO) triggered by the disturbance is located. 669

This is done by relating the frequencies at two ends of a line as follows 670

fcoo(ti) = a · f1,ti + (1 − a) · f2,ti (52)

Where f1 and f2 represent the frequencies at each end of a line at time ti. Knowing that 671

fcoo must be constant at the CoO, an optimization routine can be utilized to find a. Once 672

the location of the CoO has been identified, a simplified equivalent model of the generator 673

affected by the disturbance is created. The stability of the equivalent model is monitored 674

via Lyapunov energy functions and Lyapunov’s direct method. In order to do this, the 675

potential and kinetic energy of the system is calculated as follows 676

Epotential =
∫ δ

δs
{Pe,post(δ(t))− Pm} dδ (53)

677

Ekinetic =
1
2
· M · ω2(t) (54)

By leveraging the reduced equivalent model and applying the swing equation, the potential 678

and kinetic energy of the system is defined as 679

Epotential = −
∫ δ

δs1−δs2

{M
ωs

2H1
(Pm1 − Pe1(δ))− M

ωs

2H2
(Pm2 − Pe2(δ))} dδ (55)

680

Ekinetic =
1
2
· M · (ω1 − ω2)

2 (56)

By monitoring the potential energy of the system simultaneously with the total energy (the 681

sum of potential and kinetic energies), the generator can be seen drifting into instability 682

before any thresholds are surpassed. This allows for corrective actions to take place sooner 683

than with traditional schemes, helping mitigate equipment damage and disturbances from 684

escalating. As presented in [86], this solution tested on relatively simple systems. More 685

validation with larger, more complex systems should be done, however this is a very 686

promising solution that can serve as a foundation for future work. 687

As a power network reacts to transient, un-intentional islanding of certain sections 688

of the system could occur as the protection scheme attempts to isolate the problem. Un- 689

intentional islands tend to be at a higher risk of stability loss due to lack of contingencies 690

and access to additional resources located outside of the island. These conditions are 691

are addressed in [87–89]. [87] proposes an improvement to non-detection zones (NDZs) 692

via modal analysis. [88] focuses on the communication requirements for anti-islanding 693

schemes. In [89], simulations and decision trees are utilized to detect islanding. Decision 694

trees are once again used in [90], but this time they are used to generate stability indexes. 695

Table 6. Summary of Contributions

Key Contribution Reference
Adaptive scheme [80]

Machine learning and neural networks [83] [84] [85]
Predictive scheme [86]

Anti-islanding [87] [88] [89]
Stability Index [90]

696

6.4. Voltage Stability 697

VS examines the ability of a power system to maintain steady voltages, across all of the 698

buses in the system following a disturbance [68]. How resilient the system is, is determined 699

by its capacity to meet the power demands of the load and prevent progressive changes in 700

voltage [70]. 701
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Most VS solutions are based on power-voltage relationships as illustrated in Figure 13. 702

A particular value of power delivered can take place at multiple voltage levels, but not all 703

of the voltage-power relationships will fall under satisfactory operating conditions [71]. 704

Figure 13. Voltage-power curve

In real life applications, the different voltage-power operating conditions can be 705

estimated via power-flow studies. From the power-flow studies multiple VS thresholds 706

can be obtained as shown in Figure 14 [72]. 707

Figure 14. Voltage-power curve with power factor

These voltage-power relationships play a key role in the VS solutions that are now 708

discussed. 709

In [91] a VS solution based on PMU measurements is presented. Thevenin Equivalent 710

models at each bus are produced and used to derive impedance values. Spline Extrapola- 711

tion is used to find the trajectory of the impedances as a function of loading. The maximum 712

loading parameter λmax,i at the ith bus, is defined as the point along the impedance trajec- 713

tory where |Zline| is equal to |Zth|, signaling the point of maximum power transfer. The 714

bus with the lowest λmax, sets the maximum loading point for the whole system. This can 715

be defined mathematically as 716

λsys = min {λmax,i|i = 1, 2, ..., n} (57)

λmax,i is then used to determine the voltage stability margin (VSM) of the whole system as 717

VSM =
λsys − λ0

λ0
× 100% (58)
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A relatively simple formulation and the utilization of well known techniques are the 718

strengths of this solution. It was assumed that accurate and reliable measurements were 719

available through filtering techniques that were not part of the solution. The integration of 720

data filtering into this solution presents one possible opportunity for improvement. The 721

performance of the system in the presence of significant disturbances was also not explored. 722

In [92] a more complete solution composed of a VS index and a load-shedding scheme 723

is presented. Similar to [91], parameters are calculated from Thevenin Equivalent circuits at 724

each bus. These parameters used to build a stability index. Each index value corresponds 725

to a loading level. The following relations are used during the load-shedding step: 726

∆PL = PL(Pidx2)− PL(Pidx1) (59)
727

∆QL = β∆PL (60)

Where ∆PL is the difference in power between a stable loading point (index 2) and a 728

unstable loading point (index 1). β is a multiplier corresponding to the power factor of the 729

load to be shed. This technique displayed a strong performance during testing. Once again, 730

the simplicity of the method is a strength, however more testing is needed to see how the 731

algorithm performs in conditions of considerable measurement noise and transients. 732

ML techniques have also been leveraged in the development of VS solutions. In [93] 733

and [94] solutions based on random forest algorithms that adapt to the operating conditions 734

of the system are presented. Stability indexes are used in [95], locations at risk of falling 735

into instability are identified proactively. This done though the use of equivalent network 736

models obtained via PMUs. These network models are studied in real-time to produce 737

stability indicators. 738

Table 7. Summary of Contributions

Key Contribution Reference
Equivalent models [91] [92]

Optimized load-shedding [92]
Machine learning and neural networks [93] [94]

Stability Index [95]

739

6.5. Small Signal Stability & Controller Design 740

Small signal stability is focuses on the ability of the power system to remain synchro- 741

nized in the presence of small disturbances [71]. The nature of small signal disturbances 742

is related to oscillations produced by the mechanical dynamics of the generator and the 743

auxiliary and control electronics around it [72]. This phenomenon is usually addressed 744

through controllers [70], but in order for controllers to be effective, these modes of oscil- 745

lation must first be identified. In [96], a regularized robust recursive least squares (R3LS) 746

method is used to determine oscillatory modes from PMU measurements. This technique 747

also utilizes moving averages and optimization tools to mitigate the impact of abnormal 748

data. In [97], modes of oscillation in extra high voltage (EHV) lines are identified via 749

hybrid dynamic models based on differential algebraic equations. Solutions developed 750

to overcome challenges generated by the noise introduced by hardware are presented 751

in [98] and [99]. Signals are analyzed in the Fourier spectrum to obtain eigenvalues in 752

[100]. Empirical mode decomposition (EMD) and wavelet shrinkage analysis are used in 753

[101]. The Hilbert transform together with synthetic measurements are utilized in [102]. 754

Low signal-noise-ratio conditions are examined and mitigated through a self-coherence 755

method in [103]. Once a suitable method for the identification of oscillatory modes has 756

been selected, a controller can be designed. 757

In [104] a Wide-area damping controller (WADC) based on Robust Control is presented. 758

This controller is used to damp and eliminate low-frequency oscillations while considering 759
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variables such as latency in communication networks, and data transmission failures. To 760

account for delays the state space model is presented as 761

x(t + 1) = Ax(t) + ζ(t)Bu(t − τ(t)) + Dw(t) (61)
762

z(t) = Cx(t) (62)

where latency introduced by the network is represented by τ(t) and the matrices A, B, C,
and D are the typical matrices corresponding to the state space representation of a system.
The delivery of a data packet ζ is modeled as a Bernoulli random sequence where

ζ(t) =

{
1 if the control input is received at time t
0 if the control input is lost at time t

(63)

The probability distribution of each occurrence is defined as 763

Pr{ζ(t) = 1} = γ0 (64)
764

Pr{ζ(t) = 0} = 1 − γ0 (65)
765

γ0 ∈ (0, 1) (66)

where γ0 is the probability of a successful delivery. The discretized form of the closed-loop 766

controller is defined as 767

xk+1 = Axk + ΣN
i=0ζk−iBkiKkiCxk−i + Dwk (67)

768

zk = Cxk (68)

The controller gain Kki varies over time to adapt to the dynamic conditions of the system. 769

The design of the controller is finalized by applying stability constraints and performance 770

indexes in a minimization procedure. The results produced by this solution are encouraging, 771

and its use of adaptive parameters is an improvements over traditional controllers. 772

In [105] a TS solution via distributed control is presented. This solution leverages the 773

continuous data influx provided by PMUs to provide a controller with adaptive gains as 774

seen in [104]. They key difference is between the two approaches is that [105] does not rely 775

on centralized data processing. The distributed nature of this approach translates into a 776

significantly lower strain on the communication network, as well as increased security in 777

case of a cyber-attack since losing one single control point will not cause the entirety of the 778

control system to collapse. The controller used in this work is of the robust type, and the 779

system’s model is derived from the swing equation. The dynamics of the rotor speed are 780

modeled as 781

ω̇i =
1

Mi
(−Diωi + Pa,i + di(t) + ui(t − τi)) (69)

where di(t) represents time-varying disturbances, and τi represents delays in the control 782

input. The objective of the controller is ensure the rotor angle δi matches the desired angle 783

δi,d , this done by actuating distributed storage sources (DSSs). The error between the two 784

angles over a period of time is presented as 785

e0i =
∫ t

0
(δi(θ)− δi,d(θ)) dθ (70)

The dynamics of the system in terms of ei are re-written as 786

e1i = ė0i + αie0i (71)
787

ri = ė1i + βie1i + ηieui (72)
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where α, β, η are adjustable control gains, and ri is a function of the rotor speed and angle. 788

The closed loop form of the system is defined as 789

eui =
∫ t

t−τi

eξi(θ−t)ui(θ) dθ (73)

where ui is the control input, τi represents delays in ui, and ξi is an adjustable control gain. 790

Global stability constraints are developed via Lyapunov stability analysis to ensure the 791

system as a whole is stable. This method displayed a strong performance, however, some 792

open items remain in terms of the availability and capacity of DSSs, and the frequency at 793

which parameters are updated at both the local and the global level. 794

Several distributed control algorithms are presented in [106]. The principal motiva- 795

tion behind the development of these distributed solutions is the simple fact that current 796

communication infrastructure will not be able to handle the myriad of data that could be 797

generated by centralized synchrophasor applications [107]. In [108] it was shown how 798

distributed computing technology is likely to grow at a faster rate than the communi- 799

cation infrastructure needed to support centralized solutions. [106] makes a significant 800

contribution by not only formulating a mathematical solution but also elaborating on the 801

system architecture to support it. The algorithms at each processing location are based on 802

eigenvalue estimation. Several architectures with varying degrees of communication in 803

between processing nodes are presented. Architectures with global consensus presented 804

advantages in terms of coping with network delays and data privacy, however, it presented 805

several drawbacks such as single point failure exposure due to the central point of com- 806

munication, as well as high volumes of data traffic. When a central communication node 807

was removed, and each processing location communicated with a sub-set of locations, the 808

exposure created by a single point failure was eliminated. However, with this configuration 809

delays become more consequential, data privacy is decreased, and data traffic volumes 810

remain high. An architecture combining the two aforementioned architectures delivers a 811

system network where processing nodes are grouped into areas. Within each area, there is 812

communication between the processing nodes, but only one of them communicates with a 813

central unit. The central node communicates with one specific processing unit in each area. 814

With this configuration, the exposure presented by the single point of failure returns. Also, 815

data privacy , and delays remain a problem. However, this configuration alleviates the data 816

volume issues present in the other architectures. Clearly a one-size-fits all architecture is 817

far from finalized, and it is very likely that compromises will need to be made depending 818

on the requirements present at each location. Communication challenges in the context 819

of PMUs are further explored in [109,110]. Obstacles encountered in centralized architec- 820

tures are emphasized in [111], while [112] focuses on challenges specific to distributed 821

architectures. 822

As seen in other areas of stability, indexes have been proposed for small-signal stability. 823

In [113], eigenvalues and their corresponding modes are monitored and given a rank. This 824

solution is based on graph theory and decision trees. 825

Trends: For the area of stability, the discussion of trends and gaps was combined into 826

one. Across the field of stability a prominent movement is the development of predictive 827

techniques. Since the loss of stability happens gradually (not instantaneously), and given 828

the computing capacity of modern computers and relays, the trend is to identify conditions 829

that will lead to the loss of stability while the system is still operating under normal 830

conditions. This allows the system to optimize its response. In some cases, that response 831

could be to separate the system into islands, with a predictive approach an optimization 832

routine could be used to calculate and find the precise amount of load needed to be shed. 833

The use of adaptive thresholds is also a significant trend in stability. 834

Gaps: Latency will always be a factor in time constrained applications. The robustness 835

of data during heavy disturbances is an aspect that could have a detrimental impact on the 836

performance of these techniques. Methods designed to provide reliable results during fault 837

conditions can be found in Section 4.1. It must be noted that since these solutions make 838
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decisions upon identifying a drift into instability, the impact of latency and disturbance- 839

related distortions is expected to be moderate compared to solutions that take a more 840

reactive approach (those that wait until stability thresholds have been surpassed). 841

Table 8. Summary of Contributions

Key Contribution Reference
Techniques for the detection of oscillatory modes [96][97][101] [102]

Noise mitigation [98] [99][103]
Robust control techniques [104]

Distributed control techniques [105] [106]
Stability Index [113]

842

7. Power System Protection 843

This section is divided into three areas as seen in Figure 15. Some of the applications 844

in Transmission protection share the same foundation and execution approach as some 845

of the applications designed for Distribution protection. However, it must be understood 846

that the constraints and obstacles presented at those two levels of power delivery are 847

vastly different, and therefore, those applications deserve to be examined independently. A 848

third subsection is dedicated to specialized protection applications of PMUs, where more 849

experimental yet intriguing techniques are presented. 850

Figure 15. Power System Protection applications and sub-areas.

Several of the solutions covered by this work deal with the topic of Adaptive Protection 851

(AP). AP schemes are used to cope with drastic changes in the available fault current of 852

a system. In over-current (OC) protection, when the magnitude of the current exceeds a 853

determined threshold, corrective actions are taken, usually in the form of circuit breakers 854

tripping [68]. The term available fault current refers to the expected current magnitudes 855

seen during a fault. In most systems, the magnitude of the available fault current isn’t 856

of too much concern beyond equipment sizing, which takes place during the design 857

phase. This is because most systems fall into one of two categories: 1. The available fault 858

current magnitude is fixed or 2. The available fault current can vary but it always remains 859

significantly higher than the nominal load current value [69]. As such, simple rules for 860

the setting or programming of protective devices such as setting the pick up value of the 861

device somewhere between 2 × Inominal and 1
3 I f ault, have provided reliable protection for 862

many years [68]. However, with increasing penetration of Distributed Generation (DG), 863

fixed protective settings can leave the system exposed during certain operating conditions. 864

Figure 16 illustrates a condition where four sources are connected to a system when a fault 865

occurs (left). With the four sources connected, the system can supply enough current to trip 866

the corresponding breakers and clear the fault preventing further damage (right) [69]. 867
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Figure 16. Power system with distributed and utility sources - all sources online.

On the other hand if some of the sources are removed from the system and a fault 868

occurs, as seen in Figure 17 (left), it is possible that the remaining sources might not be 869

able to supply enough fault current to operate the protective devices [69]. This type of 870

situation can lead to larger outages (upstream breakers tripping), equipment damage (the 871

line burning), and represents a clear safety hazard [68]. 872

Figure 17. Power system with distributed and utility sources - utility sources offline.

While these scenarios might seem far fetched, one must remember that the typical 873

inverter will shut itself off once its current output reaches 1.5-2 PU [114]. One possible 874

solution could be to install multiple relays, but that option is not the most cost effective. Di- 875

rectional relays can alleviate the issue, but don’t always offer a complete solution. Another 876

alternative could be to program multiple sets of settings into a relay. The problem with 877

that is that while modern relays can have multiple settings groups programmed into them, 878

switching from one set of settings to another usually requires human interaction, either 879

in person or remotely, and some relays require a reboot when another group of settings 880

is selected, meaning that the relay (and protection) will be disabled for several seconds 881

[115]. As a result of these limitations in OC protection, AP protection schemes are being 882

developed to dynamically adapt to the various operating conditions the modern grid can 883

present [68]. 884

7.1. Distribution 885

In [116], a distributed approach for fault detection and location in active distribution 886

networks is presented. The fundamental idea is to leverage PMU measurements as inputs 887

for multiple Linear Weighted Least Squares State Estimators (LWLS-SE). The estimation step 888

is a familiar one, similar to the estimation techniques presented in Section 4. This approach 889

assumes all buses in the network are equipped with PMUs. The status of key devices such 890

as circuit breakers is taken into account when the admittance matrices corresponding to 891

each estimator is built. This is done by assuming that the status of the device is sent to the 892

PMU. Errors are detected via a metric called Weighted Measurement Residual (WMR). 893

WMRj = ΣD
i=1

|zi − ẑj
i |

σzi

j ∈ [1, ...., m] (74)

The WMR of all the LWLS-SEs are calculated and compared. If a line’s WMR deviates from 894

the mean WMR for two consecutive time-steps at an increasing rate, the line is flagged 895

as faulted. The WMRs of the all faulted lines are then compared, the largest deviation 896

revealing the true faulted line. The results of simulations produced encouraging results 897
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in regards to its accuracy, ability to detect a variety of faults types, and doing so with a 898

reasonable processing time of under 122 milliseconds. The algorithm displayed a strong 899

performance in the presence of DGs. Another advantage is the use of well known estimation 900

techniques, although as mentioned before classical estimation techniques under-utilize 901

PMU measurements. The assumption that every bus is equipped with a PMU is a strong 902

one, particularly at the distribution level. It is unclear how this method would perform 903

in a system with a large number of buses. Performance would be expected to decline as 904

the number of buses increases due communication latency and processing times when 905

comparing a large number of residuals. 906

A dynamic setting-less protection scheme is presented in [117]. This solution takes a de- 907

centralized approach to alleviate the strain DE can place on communication networks due 908

to high data-transfer rates. This technique assumes key components such as transformers, 909

generators, and converters are equipped with PMUs or other metering devices capable of 910

high sampling rates. DE is performed locally at these key locations with Chi-Square testing 911

used to detect anomalies. The estimated states are given a time stamp and sent over to a 912

central location where classical SSE for the complete system is performed. This technique 913

assumes that PMU sampling rates of 60 hz are available at the DE locations. This sampling 914

rate makes it possible to apply the dynamic models this technique uses to describe the 915

behavior of the devices being monitored. Once again differential protection is used as the 916

foundation of this DE-based protection scheme. This work is based on the premise that 917

when internal faults occur the WSL estimates will have large errors, while external faults 918

will only produce slight errors if any at all. The Chi-Square test with v degrees of freedom 919

is defined as 920

v = m − n (75)
921

ζ = Σm
i (

hi(x̂)− zi
σi

)2 (76)

Where v is the difference between the number of measurements m and the number 922

of states n. h(x̂) is the estimated measurement and zi is the actual measurement. When 923

ζ reaches a critical value, the corresponding estimate x̂ is classified as abnormal. This 924

method showcased a significant degree of sensitivity as it was able to correctly identify 925

high impedance faults and in some cases outperformed differential protection. This strong 926

performance can be attributed to use of dynamic models which allow for an in depth look 927

into the behavior and condition of the system. While it is encouraging see techniques 928

pushing the boundaries of current technology, it must be noted that high end relays 929

are currently capable of sampling rates of only 30 hz [118], meaning that presently, this 930

technique could only work with PMUs or other devices with high sampling rates. Another 931

drawback of this technique is that implementing it could require significant engineering 932

work as parameters such as flux linkages and mutual/self impedance would have to be 933

calculated beforehand. 934

[119] introduces an adaptive protection scheme that focuses on the impedance angles 935

of a line. This technique assumes that both ends of a line are monitored by PMUs. The 936

readings of the two PMUs are utilized to estimate impedance angles which are then tracked 937

in a polar coordinate plane. This technique is similar to distance or impedance relaying 938

where the magnitude and angle of the apparent impedance of a line is used to identify 939

faults. The impedance angles are calculated through a very simple approach 940

SII =
V11 + V21

I11 + I21
(77)

where SII is designated as the positive sequence integrated impedance. Similarly the 941

angles or integrated impedance angles I IAs are calculated as 942

I IA = arg
V11 + V21

I11 + I21
(78)
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where the subscripts 1 and 2 represent the ends of the line. These voltages and currents are 943

found via KCL and KVL. Slight modifications are made to the equations above to account 944

for various modes of operation and fault types. The capabilities of the PMU are leveraged to 945

capture measurements during disturbances. Zones related to different operating conditions 946

based on impedance angles, were determined empirically. It was found that in general 947

impedance angles between 5 and −5 degrees from the origin represent normal conditions. 948

Angles between 5 and 90 degrees represent external faults, while angles between −5 and 949

−90 degrees represent internal faults. Calculated impedance values at both ends of the 950

line are used to provide redundancy. This solution’s results were robust, even in the 951

presence of high impedance faults, and as DG sources were added and removed. The 952

highlight of this technique is its simplicity, however its reliance on empirical data deserves 953

further investigation. Additionally, multiple equations and relationships are estimated by 954

this technique, however, it is not clear how they are applied once a disturbance has been 955

identified. 956

A distribution protection scheme developed to provide consistent performance across a 957

wide range of topologies and disturbance events is presented in [120]. Changes in topology 958

and DGs are considered in [121]. Multiple metering sources are utilized in the protection 959

scheme presented in [122]. Overload conditions in distribution lines are addressed in [123]. 960

Trends: In distribution, adaptive protection is taking a more central role as researches 961

look for ways to provide reliable protection in the presence of micro-grids and distributed 962

generation. This a key issue modern relays have not fully addressed. 963

Gaps: PMU observability becomes a major issue at the distribution level. µ-PMUs 964

could play a central role in making these solutions feasible. Presently these solutions could 965

be limited to micro-grids. 966

Table 9. Summary of Contributions

Key Contribution Reference
Adaptive protection techniques [116] [117] [119]
Integration of equipment status [116]

Decentralized scheme [117]
Impedance based protection scheme [119]

Provisions are made considering changes in topology [120] [121] [122]
Overload conditions are considered [123]

967

7.2. Transmission 968

As PMUs communicate to produce Synchrophasor measurements a latency is intro- 969

duced by the communication network. In general, a delay between 40 to 100 milliseconds 970

is to be expected from the moment a reading is taken, to the moment the measurement 971

becomes available at another location in the network [68]. In the relaying world, where 972

decisions and actions are measured in terms of cycles, 40 to 100 milliseconds is a significant 973

delay, this delay makes WAMS not suitable for high speed protection. At the transmission 974

level where distance relaying is widely used, high speed protection corresponds to Zone 1, 975

where delays are normally not introduced. For a Zone 1 event, a modern relay is expected 976

to operate in less than 1.5 cycles [118]. However, as delays are introduced in Zones 2 (200 977

to 500 milliseconds), and 3 (400 milliseconds to 1 second) [124], the integration of WAMS 978

into protection schemes becomes feasible. These three zones of protection are illustrated in 979

Figure 18. Zones 2 and 3 provide a redundancy or back-up to outer areas in case primary 980

protection fails at those locations. Given the delayed nature of PMU-based protection, the 981

following solutions are presented as back-up protection schemes intended to complement 982

traditional relay-based protection. 983
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Figure 18. Typical distance protection scheme with zones of protection.

Historically, the integration of Synchrophasor technology into transmission level 984

protection has been given considerable attention. This is because transmission systems are 985

typically equipped with communication infrastructure that is more capable than what is 986

normally encountered at the distribution level. Another factor is that events or failures at 987

the transmission level tend to have a greater impact than events at the distribution level. In 988

the past PMUs, have been used to as part of differential, out-of-step, and back-up protection 989

schemes [125]. 990

In [126] a PMU-based back-up protection scheme is presented. This technique aims to 991

provide reliable back-up protection without highly complex computations during condi- 992

tions of high stress for the grid. The operating principle behind this technique is a variation 993

of voltage differential protection. Measurements at broth ends of a line are used to derive 994

the following voltage and current relationships 995

Vi,1 = cosh(γL)V j,1 − ZC sinh(γL)I j,1 (79)

Ii,1 =
1

ZC
sinh(γL)V j,1 − cosh(γL)I j,1 (80)

where γ is the propagation constant and L is the length of the line. ZC represents the surge 996

impedance of the line, and the number 1 in the subscript represents positive sequence 997

values. Deviations in voltage are used to build an index that is then used to identify 998

abnormal conditions such as faults. The lines that produce abnormal voltage deviations are 999

selected for further analysis where the following parameter is calculated 1000

DFi =
1

γi,jLij
tanh−1(

A
B
) (81)

where A and B represents line parameters calculated during the fault. The DFi values of 1001

the lines involved in the disturbance are compared to determine the location of the issue. 1002

The premise presented by this technique is that examining voltages can lead to a more 1003

robust detector during disturbances which can prevent misoperations seen in current based 1004

protection. This work also includes its own algorithm for optimal PMU placement, this 1005

algorithm is similar to the ones covered in Section 4. This technique provided acceptable 1006

results across a variety of tests. The main appeal of this solution is its simplicity, and 1007

relatively low computational burden. One drawback is that perhaps this technique doesn’t 1008

tap into the full capacity of PMUs. 1009

In [127] in addition to using voltage readings to identify issues as was done in [126], 1010

frequency data is integrated into the algorithm. Voltage measurements are compared 1011

to an average that is recalculated every n cycles. PMUs whose readings are flagged as 1012

abnormal are then tracked for n cycles and are assigned a value based on their deviations 1013

from the average. The readings with the largest cumulative deviation are sent to another 1014

module where events are classified via feature extraction. In the classifier module, a variant 1015

of the wavelet transform is applied to extract the oscillatory modes corresponding to 1016

the measurements during the disturbance. The dominant spectral component, skewness, 1017
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distortion, and the rate of change of the spectral components are some of the features used 1018

to build event profiles which are then fed to a ML algorithm that identifies the event class. 1019

Overall this technique displayed a strong performance with reasonable processing times. 1020

Some opportunities for improvement can be found when dealing switching events, as 1021

this solutions struggled to identify these occurrences. As is the case with solutions that 1022

integrate ML or NNs into the algorithm, the process for choosing the optimal parameters 1023

and structure of the NN deserves further investigation. It is important to note that this type 1024

of solutions tests the capabilities of PMUs, as they leverage the high sampling rates of PMUs 1025

to develop algorithms that process data across multiple domains. Rigorous applications 1026

like this one can lead to further improvements in technology. 1027

In [128], an adaptive PMU-based protection scheme is presented. This scheme utilizes 1028

techniques that are popular in classical estimation, this allows for ease of implementation 1029

with a relatively low computational burden. Overall the approach is similar to other tech- 1030

niques previously discussed. A key distinction lies in its use of Backup Protection Zones 1031

(BPZs). After a PMU-placement algorithm determines the optimal locations for PMU in- 1032

stallation, this technique proceeds to divide the system into subsections. These subsections 1033

referred to as BPZs, are established based on observability and network topology. The 1034

principle behind BPZs is similar to differential protection, where the sum of the currents 1035

entering the zone must equal the sum of the currents leaving the zone [68]. Faults are 1036

identified when the currents entering a zone exceed a threshold. These relationships are 1037

determined as follows, 1038

Ient,BPZk > Ith,BPZk
(82)

where Ith is the current threshold. Ient is defined as 1039

Ient,BPZk = |Σl∈Lk
Il | (83)

where Il represents the current of a line. Ient is simply the sum of the line currents at the bus. 1040

The adaptive aspect of this technique is accomplished by updating the Ith every minute. 1041

When a fault is identified voltage-current relationships of the affected BPZ are used to locate 1042

the fault via Linear Least Squares. This solution is based on tried-and-true techniques 1043

(differential protection and linear regression), and as expected produced solid results. 1044

Solid performance combined with relatively simple implementation make this solution 1045

appealing. Opportunities for improvement exist in the following forms: This technique 1046

has requirements regarding topology, which means that the algorithm might struggle to 1047

maintain the same levels of performance when applied in systems with a complex topology. 1048

The solution also does not address distributed generation and their potential impact on 1049

fault current flows. Finally, the solution is rather rudimentary does not make the most of 1050

Synchrophasor technology. 1051

The work presented in [129], combines PMU measurements with traveling wave 1052

theory to detect and locate faults in transmission lines. Fault detection methods based on 1053

wave theory and transforms have been investigated for protection applications producing 1054

positive results [130] [131]. As expected the results of [129] were robust, however, imple- 1055

mentation could be an issue as the solution envisions using PMUs with sampling rates of 1056

2,880 hz, which is much higher than those of the typical PMU. High sampling rates are a 1057

common theme among solutions based on wave theory, and many of them choose Digital 1058

Fault Recorders (DFRs) as part of the solution due to their high sampling rates. 1059

Another type of transformation, in this case the Hilbert Transform, is applied in the 1060

solution presented in [132]. The Hilbert Transform has some parallels with the popu- 1061

lar Fourier Transform. Test results showcased the method’s ability to produce accurate 1062

estimates in the presence of noise, harmonics, and decaying DC components, but the 1063

PMU-sampling rate was still on the higher end of the range at 128 hz. Moreover, the 1064

technique was tested on rather a simple system. Modifying the technique so that it can 1065

function with lower sampling rates, and additional testing with more complex systems 1066

offer opportunities for improvement. 1067
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In [133], the principle of integrated impedance is used to formulate a back-up protec- 1068

tion solution for transmission lines. The operating principle is similar to the one presented 1069

in [119], which is itself similar to impedance based protection. Meanwhile [134] expands the 1070

principles presented in [119] and [133] to produce a formal wide-area protection scheme. 1071

In particular [134], address back-up protection for adjacent lines. The direction of the 1072

fault currents seen by the PMUs and their relative locations are used to coordinate the 1073

back-up operation. An equation that determines the operation time of each back-up zone is 1074

presented as 1075

Top(i) = CTI · fi(1 + f f orward) + CTI (84)

where CTI is a predetermined coordination time interval, a CTI value of 0.2 seconds was 1076

used during testing. fi is binary multiplier, 1 when the line Li is faulted and 0 when the line 1077

Li is not faulted. f f orward is the sum of the statuses of the lines downstream of Li. Per Figure 1078

19 , zone f3 would operate in 0.4 seconds, while zone f1 would operate in 0.6 seconds for a 1079

fault at f3. 1080

Figure 19. Operating sequence for a fault at f3.

During testing this scheme displayed an acceptable level of performance. There are 1081

several ways this solution can be improved, but the main takeaway is that [134] shows how 1082

PMU based protection can be expanded and formulated as a formal protection scheme. A 1083

predictive blocking scheme is presented in [135], to prevent missoperations in the zone 1 of 1084

distance relays to due transients. Modal decomposition is used in [136] to formulate an 1085

adaptive protection scheme for parallel transmission lines. Symmetrical components and a 1086

modified version of the Discrete Fourier Transform (DFT) are used in [137] to protect EHV 1087

transmission lines. Two-terminal protection schemes for transmission lines are presented in 1088

[138] and [139]. These solutions are reportedly highly accurate, but require PMUs at both 1089

ends of the line. A technique designed to be robust in presence of errors is presented in 1090

[140]. 1091

Trends: In regard to transmission protection, back-up and adaptive schemes are the 1092

most investigated applications. Back-up applications, which include time delays by design, 1093

are able to leverage PMUs to locate faults and coordinate corrective actions. Adaptive 1094

and setting-less protection are also used in applications closely related to stability. Most 1095

techniques appear to be a variation of either differential or impedance/distance protection. 1096

Many techniques are taking a decentralized approach and modify the techniques discussed 1097

in Section 4.1 for the purposes of protection. 1098

Gaps: The majority of PMU-based protection applications seem incomplete. For 1099

instance, coordination which is a critical aspect of protection, is covered by only a few 1100

solutions. 1101

Table 10. Summary of Contributions

Key Contribution Reference
Back-up protection schemes [126] [127]

Adaptive protection techniques [115] [128] [136]
Fault location techniques [129] [132] [137] [138] [139]

Predictive scheme [135]
Measurement error mitigation [140]

1102
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7.3. HIF 1103

Finally, in this section this manuscript reviews specialized applications of PMUs of a 1104

more experimental flavor. As made evident by several techniques presented in this work, 1105

the synchronization and high sampling rates of PMUs allow for new venues of power sys- 1106

tem analysis. Transient and dynamic behaviour provide a wealth of insight into the system 1107

being studied [107]. These types of events are invisible to traditional metering infrastruc- 1108

ture, and although modern digital relays and DFRs are capable of capturing disturbances 1109

at high resolutions, recording in these devices is usually triggered by disturbances, which 1110

makes them reactive tools, rather than a proactive means of protection. Equally fundamen- 1111

tal is the synchronization of the measurements which allows for the dynamic estimation 1112

of crucial system parameters [8]. This section focuses on the development of PMU-based 1113

solutions for HIFs. Over-current protection has lead to to the development of a myriad 1114

of protection schemes due to its reliability, effectiveness, and simplicity [68]. However, as 1115

the grid evolves, more complex and in some cases stochastic events have appeared. These 1116

events have forced protection engineers to find alternative means of protection beyond 1117

over-current based schemes. For instance, at the transmission level, distance (impedance) 1118

protection is generally the default protection scheme, and it monitors voltage-current re- 1119

lationships in addition to the apparent impedance angle. Another example are voltage 1120

differential schemes, which track changes in bus voltage instead of currents at locations 1121

where monitoring changes in current becomes unfeasible due to high current magnitudes 1122

or CT ratios that are hard to match [124]. A very important, yet relatively overlooked 1123

problem in power system protection is the issue of HIFs. This is an area where over-current 1124

protection has historically struggled due to the relative low current magnitudes, and the 1125

highly stochastic nature of these faults. In many cases HIFs are not detected and the fault 1126

either clears itself (a tree branch is completely burned through), or the HIF escalates into 1127

a more severe fault (higher current magnitude) [141]. Several techniques reviewed in 1128

previous sections were capable of detecting and locating HIFs, however in most cases that 1129

was a byproduct of the solution and therefore the typical obstacles associated with HIFs 1130

were not fully explored. The following three techniques take a deeper dive into HIFs and 1131

highlight some of the obstacles the state of the art is yet to overcome. 1132

In [142], ML and PMUs are leveraged to uncover the key features of HIFs so they can 1133

be used for HIF detection. Mathematically the solution is based on the findings of [141], 1134

which introduced the anti-parallel source-diode HIF model shown in Figure 20. 1135

Figure 20. Anti-parallel source-diode HIF model [141].

This model has become widely used and highly influential in the area of HIFs. The 1136

reason for its popularity is that it manages to emulate many of the complex features of 1137

HIFs. While powerful, the application of this model requires extensive simulation where 1138

faults are modeled using many different combinations of fault parameters, which is clearly 1139

very impractical. In [142] simulation data using the anti-parallel source-diode HIF model is 1140
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used to train a Semi-Supervised Learning algorithm. The solution produced strong results 1141

across several categories including accuracy and robustness to noise, however, this solution 1142

doesn’t address the fundamental problem of HIFs: their stochastic nature. 1143

The solution presented in [143] suggests a drastic move away from traditional tech- 1144

niques that attempt to model and predict key characteristics of HIFs such as [142]. Instead 1145

this solution focuses on monitoring deviations from a benchmark. A general data-driven 1146

solution is emphasised with little to no input from humans. First, currents and voltages 1147

at both ends of a line are utilized in a subspace estimation procedure with the goal curve 1148

fitting. In order to increase the reliability of the solution, timers and multiple zones of 1149

protection (boundaries) are utilized, similar to those seen in OOS protection. When an 1150

eigenvalue drifts outside of the inner zone, a timer starts, if the eigenvalue returns to the 1151

inner zone before the time expires, no events are flagged and the parameters of the cluster 1152

are updated. If on the other hand, the eigenvalue does not return to inner zone on time 1153

or drifts outside of the outer zone, the event is flagged as a fault. The solution displayed 1154

extreme sensitivity when detecting faults, as it was able to detect faults with a resistance of 1155

1000 Ω, which is much higher than most HIF solutions, even those utilizing PMUs. It must 1156

be noted that this solution completely eliminates the need to model the stochastic behaviour 1157

of HIFs, and it instead establishes a reference or baseline of normal eigenvalue behavior. 1158

The sensitivity displayed by the technique did come at a price however, as sudden increases 1159

in the level of noise of the measurements can result in false positives. 1160

In [144] a solution for fault location in underground systems is developed. By lever- 1161

aging measurements at both ends of a cable via PMUs, a model based on symmetrical 1162

components is estimated. This solution focuses on monitoring the capacitance of the cables. 1163

Changes in capacitance can be used detect degrading insulation which is closely related 1164

to faults. As it relates to underground systems, capacitance-based fault location might 1165

offer some advantages over impedance-based fault location in particular when dealing 1166

with ground faults. The results of the solution interesting, however, it was noted that the 1167

accuracy of the solution fluctuated as the length of the line varied. In addition to length 1168

related limitations, this technique was not tested with resistances beyond 100 Ω. 1169

The solutions presented is this section demonstrate that PMUs can be capable of 1170

offering more than just back-up protection, and in some cases they can become the primary 1171

source of protection. 1172

8. Discussion 1173

In regards to estimation and observability, most solutions rely on sampling rates on the 1174

higher end of the PMU spectrum (60 hz or higher) which might make them unpractical in 1175

the short term. The vast majority of buses do not have PMUs installed, and while modern 1176

relays such as the SEL421 produce Sychrophasor measurements, they do so at rates of 1177

30 hz [118]. It is likely that in the future PMU-observability will be possible through a 1178

combination of PMUs, µ-PMUs, and PMU-ready relays, however, the sampling rates will 1179

likely be below 60 hz, as older units are combined with newer PMU models. Researchers 1180

should take this limitation into account when developing solutions, as solutions with less 1181

stringent sampling rate requirements will have a higher degree of feasibility. 1182

In the mid-term future, integrated techniques appear to be very promising as they 1183

could be capable of delivering quasi-dynamic estimation by leveraging various types of 1184

metering infrastructure in addition to PMUs. 1185

Many techniques don’t appear to utilize the full capabilities of PMUs and simply take 1186

measurements and process them using traditional tools such as WLS. On the other hand, 1187

mathematical techniques that produce predictions or estimates into the future, such as 1188

filtering or Bayesian estimation have produced encouraging results cross multiple areas, 1189

yet they remain relatively unexplored. 1190

ML and NN based techniques are far from general as they require a high degree of 1191

customization, which makes it difficult to reproduce the findings reported by their authors. 1192
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In the context of protection and control, most solutions don’t take into account or 1193

leverage status sharing and reporting that already exists in between devices and EMS, such 1194

as breaker open/closed status. Many of the techniques presented do not offer a formal 1195

or complete solution. When developing a solution in the area of protection researchers 1196

should ensure that the technique offers an improvement over modern relaying techniques. 1197

Many of the methods discussed in this work assumed that PMUs are installed at every 1198

bus, and in that case it would be fair to compare those solutions to systems where modern 1199

digital relays are located at the ends of every line. A simple differential scheme is capable of 1200

detecting and locating faults with accuracy while using standard, off-the-shelf equipment 1201

[125] [145]. 1202

Finally, there is strong evidence that indicates that the future of synchrophasor-based 1203

power system applications might be in the form of distributed schemes. That is due to the 1204

immense burden centralized dynamic PMU communication will place on the networks 1205

[106] [107]. It has been suggested that distributed solutions can deliver performances 1206

comparable to those by centralized solutions, with lighter data traffic, and with increased 1207

network security [146]. 1208

9. Conclusions 1209

This work provided an overview of current research trends and applications of Syn- 1210

chrophasor technology. The majority of the solutions discussed in this document were 1211

released within the last five years, and can therefore, be considered state-of-the art. These 1212

solutions were divided into four areas: Estimation, Monitoring, Stability, and Protection. 1213

In most cases these solutions spanned across multiple categories, indicating that there 1214

might be opportunities to find synergy among them. Indeed, fundamentally all of the 1215

applications reviewed can be approached as goodness of fit problems. During this review it 1216

was found that many techniques don’t utilize PMUs to their full capacity. Many of them 1217

rely on classical processing techniques such as WSL estimation, and basic voltage-current 1218

relationships, which have benefits as they are easy to understand and require relative low 1219

computing power, but do not truly advance the state of the art. While some of the more 1220

experimental techniques might not be feasible in the immediate future, they play a key 1221

role in testing the capabilities of modern PMUs, and providing a framework for future 1222

advancements. Techniques utilizing mathematical transformations and alternative means 1223

of estimation such as Bayesian estimation have provided very promising results yet they 1224

remain largely unexplored. Tools such as Machine Learning and Neural Networks can 1225

also be leveraged to bridge gaps in existing schemes, however, ML-based solutions carry 1226

an inherent lack of generality which can make them impractical. Widespread dynamic 1227

solutions will likely not be feasible in the near future due to lack of infrastructure, yet they 1228

are the focus of the majority of research efforts related to PMUs. On the other hand, a 1229

new paradigm in between static and dynamic, which might become feasible in the near 1230

future is largely unexplored. Quasi-dynamic solutions which integrate measurements 1231

from meters at multiple sampling rates, could become pivotal in smart-grid applications in 1232

the near future. Similar to dynamic techniques, centralized solutions are also the subject 1233

of significant research, despite the fact that their feasibility has been called into serious 1234

question. 1235
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ML Machine Learning
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