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Abstract—Supporting reliable and seamless wireless connec-
tivity for unmanned aerial vehicles (UAVs) has recently become
a critical requirement to enable various different use cases of
UAVs. Due to their widespread deployment footprint, cellular
networks can support beyond visual line of sight (BVLOS)
communications for UAVs. In this paper, we consider cellular
connected UAVs (C-UAVs) that are served by massive multiple-
input-multiple-output (MIMO) links to extend coverage range,
while also improving physical layer security and authentication.
We consider Rician channel and propose a novel linear precoder
design for transmitting data and artificial noise (AN). We derive
the closed-form expression of the ergodic secrecy rate of C-
UAVs for both conventional and proposed precoder designs.
In addition, we obtain the optimal power splitting factor that
divides the power between data and AN by asymptotic analysis.
Then, we apply the proposed precoder design in the fingerprint
embedding authentication framework, where the goal is to
minimize the probability of detection of the authentication tag at
an eavesdropper. In simulation results, we show the superiority of
the proposed precoder in both secrecy rate and the authentication
probability considering moderate and large number of antenna
massive MIMO scenarios.

Index Terms—Artificial noise, authentication, fingerprinting,
massive MIMO, physical layer security, precoding, UAV.

I. INTRODUCTION

In recent years, unmanned aerial vehicles (UAVs) received
considerable attention as a promising future technology for
various different use cases. Applications of UAVs include
monitoring and surveillance for military missions, search and
rescue, package delivery, and broadcasting of live video for
commercial uses [2]. Furthermore, a UAV can be deployed in
the sky as a flying mobile base station (BS) for improving reli-
ability and flexibility in cellular networks [3]. To support such
diverse potential applications, high-throughput, low-latency,
and long-range connectivity are essential. Massive multiple-
input-multiple-output (MIMO) communications is one of the
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key technologies that can support high and stable throughput
by using large number of antennas on the BS [4]. In this
paper, we consider cellular-connected UAVs (C-UAVs) that
are served by the massive MIMO technology from BSs on the
ground for improved coverage.

Security is a highly critical aspect of wireless communica-
tions. Traditionally, security in communications is established
by cryptographic encryption techniques at the application
layer, which relies on computing power limitation for the
decryption. Physical-layer security concepts have received
more attention since the wire-tap channel is introduced in
[5]. In that work, information-theoretic secrecy, known as a
secrecy capacity, is defined by the maximum rate that the
legitimate user can achieve while the eavesdropper is not able
to decode the message. Secret communication by generating
artificial noise (AN) in the MIMO system is first studied in
[6], and is followed up with several follow up works over
the past decades such as [7], [8]. The achievable secrecy
rate was evaluated in [9], [10] considering various precoder
design schemes. Data precoder is designed by the multi-user
linear precoding such as matched-filter (MF), zero-forcing
(ZF), and regularized channel inversion (RCI), while AN is
precoded by either null-space precoding or Gaussian random
vector generation. The allocated power between message and
AN is also optimized by the maximum secrecy rate. In [11],
directional jamming in the Rician channel is proposed and its
performance is compared with that of the uniform jamming. In
[12], the RCI precoding is optimized for the secrecy in massive
MIMO systems without AN transmission. Hybrid structure
precoding, which splits analog and digital parts in precoder
design for secure transmission is studied in order to reduce
the hardware complexity with secrecy performance loss [13].
In [14], design of secure transmission in cognitive satellite-
terrestrial networks is investigated.

The existing literature on secure communications for UAV
networks is mostly focused on the UAV trajectory design and
power control. In [15], [16], the trajectory and the transmit
power are jointly optimized by the secrecy rate. A jamming
UAV is considered in [17], and user scheduling is jointly
optimized in [18]. In [19], physical-layer security in UAV-BS
network and the UAV-relay network are explored. However,
the precoder design for the UAV massive MIMO system is
rarely studied. In the above papers, the location information of
the passive eavesdropper, whether it is perfect or imperfect, is
utilized in designing the trajectory and optimizing the transmit



power. In this sense, we adopt the similar assumption of the
passive UAV eavesdropper (UAV-Eve) and assume that the
ground station (GS) is able to obtain the imperfect location
information of the UAV-Eve in designing precoders.

In addition to maintaining secure communications with
UAVs, accurate authentication of the UAVs carries critical
importance to establish the communication link in the first
place, and we will tackle this problem jointly with secure
communications. Fingerprint embedding authentication frame-
work is a physical layer authentication that distinguishes the
identity of a message while denying the impersonation attacks
from the eavesdropper [20]. In this framework, the transmitter
superimposes the low-power authentication tag on the data,
and the tag is encrypted by the secret key. The intended
receiver authenticates the tag by using an already shared key,
while the attacker tries to guess the correct key by the received
signal. The probability that the attacker successfully guesses
the secret key is a typical performance metric to characterizes
the vulnerability of the authentication framework. To our best
knowledge, the fingerprinting authentication is introduced and
applied in a MIMO system in [21], while in [22], the fin-
gerprint embedding framework is validated by single-antenna
software defined radio (SDR) experiments. In [23], the AN is
introduced in the authentication framework in the multiple-
input single-output (MISO) system. In [24], the imperfect
channel state information (CSI) is considered with AN in a
MIMO system. However, to our best knowledge, fingerprinting
authentication on a multi-user MIMO system as well as with
UAVs have not been studied yet.

In our previous work [1], we focus on designing various
linear and non-linear precoders for a millimeter wave UAV-
BS serving ground users while also minimizing information
leakage to eavesdroppers. Our new work presented in this
paper focuses on the linear precoder design while deriving
closed-form expression of the ergodic secrecy rate, considering
the Rician channel model and large number of antennas
regime. We now consider a ground BS serving to UAV users,
and we analytically show the superiority of our proposed
precoder design over existing techniques. The contributions
of our work can be listed as follows.

— We propose the data and AN precoder based on ZF
precoding with the imperfect location information of
UAV-Eve. We compare it with the conventional approach
where the data precoder is designed by ZF precoding and
AN precoder is designed by null-space precoding [10].

— We model calibration error of the elevation angle of the
line-of-sight (LoS) by the real-valued Gaussian random
variable and derive the mean square error (MSE) of LoS
component channel by an approximation to show the
dependency of the parameters.

— We consider the Rician channel model and express the
closed-form expression of the ergodic secrecy rate for
both the conventional and the proposed precoder designs.
We also show the large antennas and high Rician K-
factor limit on the ergodic secrecy rate. Many analytical
derivations refers to [9], [25].

— We find the optimal power splitting factor that maximizes
the ergodic secrecy rate by the large antennas analysis.

hyay
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Fig. 1. Illustration of the system model with a ground station, multiple UAV-
UEs and single UAV-Eve.

— We adopt the fingerprint embedding authentication frame-
work and optimize the tag power factor. We show that the
proposed precoder design outperforms the conventional
precoder design in the authentication framework.

II. SYSTEM MODEL

In this section, we present the system design of the UAV
cellular networks as shown in Fig. 1. We consider a single
GS with multiple UAV users (UAV-UEs) and single UAV-
Eve in scenario, and the multiple-input single-output single-
antenna-eavesdropper (MISOSE) type of wiretap channels
[26]. The GS equipped with [Ny antennas transmits zero-mean
unit variance complex data symbols (s;) toward K single
antenna equipped UAV-UEs through the designed multi-user
MIMO (MU-MIMO) precoder (W). On the other hand, a UAV-
Eve attempts to monitor the data and illegally pretends to
be the GS. To protect the data, the GS transmits zero-mean
unit variance complex Gaussian distributed AN (z;) with Nay
dimensions AN precoder design (V) as well. Furthermore, the
low power authentication tag (ti) is superimposed on the data
and simultaneously transmitted for the purpose of security.

Then, we can formulate the received signal of the UAV-UEs
as follows:

Z \/E%th (V{1 = 0)s + Vo)™

NAN

VP«
+Z \/%h}f\/lf¢viz?+nf}, (1)

where y,, indicates the received signal of the u., UAV-UE,
Pty is transmit power, PL,, denotes path-loss of the us, UAV-
UE, h,, is small-scale fading channel of the wu;, UAV-UE, z;
is zero-mean unit variance complex Gaussian AN symbols,
and n,, is additive complex Gaussian noise of the wuy, UAV-
UE whose entries follow CA'(0,02). In addition, the power
of precoders W, V are spilt by the power splitting factor (0 <
¢ < 1), and the power of t; is allocated by the tag power
factor (0 < § < 1).
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Fig. 2. Tllustration of flows of different streams of signals to the UAV-UE and
the UAV-Eve. The power splitting factor (for AN) and the tag power factor
(for authentication tag) are denoted by ¢ and &, respectively.

Similarly, the received signal of the UAV-Eve is given by
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where the subscript of ‘e’ indicates the component of UAV-
Eve; e.g. h. denotes the small-scale fading channel that
corresponds to the UAV-Eve. In Fig. 2, we show the flows
of different steams of signals to a UAV-UE and the UAV-
Eve respectively. To operate secure UAV communications,
UAVs are necessary to mount communication equipment. We
can consider a lightweight, small-sized, low-power-consumed
software-defined radio (SDR) such as Universal Software
Radio Peripherals (USRPs) B2xx and E3xx [2], [27].

A. Channel Model and the Location of UAVs in the Network

We adopt Rician fading channel for the ground-to-air chan-
nel between the GS and UAV-UEs, and between the GS and
the UAV-Eve. It is well-known that the LoS is easily secured
in ground-to-air propagation due to the height of the aerial
objects [28], [29]. The deterministic LoS component (hyos )
and the scattered random component (hyios ;) are mixed by
Rician K-factor (k) as [11]

——h ——h 3
=4/ +1 LoS,k + 1/ +1 NLoS, ks 3)

where the entries of hyios is independent and identi-
cally distributed (i.i.d.) complex Gaussian random variable
~ CN(0,1). The LOS component, h|os ; can be represented
by the steering vector as follows:

hios k= an, (0k Los), 4

where 0, |os indicates the elevation angle of the LoS of the
kin UAV-UE as shown in Fig. 1. We consider that the vertical
oriented uniform linear array (ULA) antenna and the steering
vector are given by

sin 60

e I
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— T
an(0) = [1e77%5 5N sin]

where ds, A denote antenna spacing and wave-length. The
dB scale path-loss is calculated by 3GPP urban micro (UMi)
environment given as [30]

PL, =324 +21 loglo (dk,LoS) + 20 loglo (fc> R (6)

where dj |05 is the LoS distance of the k¢, UAV-UE, which
can be calculated by the horizontal distance (dx) and the UAV
height (hyav) as di,Los = \/di + hijy. and f. denotes the
normalized carrier frequency by 1 GHz. By the same way, we
can express the small-scale fading channel of the UAV-Eve as

[ K /1
h.=,/——h ——h . 7
e K+ 1 LoS,e + K+ 1 NLoS,e ( )

We assume that all UAVs’ heights are fixed at the same
altitude without loss of generality and the horizontal distance
from the GS to UAV-UE (d;) follows uniform distribution
~ U[dmin, dmax). Note that the UAVs’ heights affect path-loss
and the elevation angle of the LoS. In addition, the horizontal
distance from the GS to the UAV-Eve (d.) is fixed at dmin,
which is a securely the vulnerable case that the GS is nearer
to the UAV-Eve than UAV-UE:s.

B. Channel Knowledge Assumption of Ground Station

In this subsection, we discuss the channel assumption in
designing the precoders by the GS. We assume that the CSI
of the UAV-UEs is perfectly known by the GS, while the
imperfect LoS elevation angle information of the UAV-Eve
is known by the GS. A GS obtains the channel information of
UAV-Eve by the LoS elevation angle. Because of buildings,
mountains, restrictions on where UAVs can fly, a UAV-Eve
may in certain scenarios be expected to be only in a specific
area or direction, otherwise it will be easily spotted. Using the
estimated LOS component channel, we are able to improve
the precoder design in Section III. We assume that the GS is
capable of detecting the location of the UAV-Eve; this may
be possible through techniques such as RF sensing, cameras,
or radar, as was recently studied in the literature [31]-[34].
In particular, low-cost frequency-modulated continuous-wave
(FMCW) radar can be used to detect and track UAVs regard-
less of day or night [32], and the machine learning-based UAV
detection and classification techniques are explored in [33].
The GS may also detect the UAV-Eve by monitoring the local
oscillator power that inadvertently leaked from its RF front
end from the eavesdropper when UAV-UEs are periodically
silent to allow the GS to sense a small amount of leakage
power [35]. With these assumptions, the LoS elevation angle
of the UAV-Eve can be expressed as

hUAV> ' ®)

de

Then, the imperfect LoS elevation angle of the UAV-Eve can
be written as

0c,Los = arctan <

fo.Los = Bo.Los + € 9)

where ¢ indicates the angular calibration error (the unit is
degree) following zero-mean Gaussian distributed real-valued
random variable (0, 0?).



C. Secrecy Rate for UAV-UE

We can express signal-to-interference-plus-noise ratio
(SINR) of the UAV-UE using (1) as follows

_ H H
SINR, — o(1 — §)whh,hilw,

Zkgéu ¢Wk hlthu Wi + ZNAN( - ¢) Hh hHVL + Pu
(10

where p,, = PL . Similarly, the SINR of the UAV-Eve can
be written by (2) ‘as follow

o(1 — &)wHh.hfw,
ST (1 - ¢)vihehvi + ot
where p. = PL . We consider the worst case assumption
for the SINR formulatlon of the UAV-Eve that the UAV-Eve
is able to fully decode and eliminate contributions from the
other UAV-UEs [9]. Then, the ergodic secrecy rate can be
written by the above SINR expressions as [9]

RS = [E [logy(1 + SINR,)] — E [logy(1 + SINR.)]| ™ (12)
=[Ry —ReJ" (13)
+

SINR. =

(1)

where [z]" = max(0, x).

III. PRECODER DESIGN

In this section, we design the MU-MIMO precoder (W)
for the data, as well as the precoder for the AN (V). We
first introduce already established conventional precoder de-
sign that utilizes only UAV-UEs CSI. Then, we propose a
precoder design that takes into account the limited CSI of
UAV-Eve as well as the CSIs of the UAV-UEs. Our proposed
precoder design uses the location information of the UAV-Eve,
which brings the degree of freedom to improve the secrecy
performance.

A. Conventional Precoder Design without UAV-Eve CSI

The secure precoder design for the massive MIMO system is
initially studied in [9]. The authors design the MF precoder for
the data, and the random matrix and the null-space precoding
are designed for the AN precoder. In another work, [10]
extends the study of the linear data precoders to the ZF and
the RCI precoders. In this paper, we consider the ZF precoder
for the MU-MIMO data precoder and the null-space precoding
for AN precoder. This is the smart way to design the precoders
without the eavesdropper information for secure transmission.
One can choose other well-known linear precoder designs such
as water-filling or generalized ZF precoder that could achieve
better performance in general MIMO scheme [36]. However,
these precoder designs may not guarantee the optimality in
secure communication scheme. The ZF precoder eliminates the
interference from the other users’ data, while the AN precoder
transmits noise that is orthogonal to the users’ channel such
that it is canceled out at the users. In this manner, the AN
does not degrade UAV-UEs’ channel, while it degrades the
UAV-Eve’s channel.

The ZF design for the MU-MIMO precoder is given by

W =HH"H)! (14)

where H = [hy, ..., hg] is the aggregate channel matrix of
K UAV-UEs. The power of each column vector of precoder

W = [Wy,..., W] is uniformly allocated by making it satisfy
the power constraint |[W||> =1 as
S 15
" VKTl "
The null-space AN precoder can be expressed as
V = null(H?), (16)

where each column vector of V = [¥1, ..., Vx,,] is orthogonal

to the users channel matrix, and the maximum number of

Nan satisfies Nay = Ny — K. Similarly, the uniform power

allocation of precoder is applied with the power constraint

IV =1 as

v L v

" VNanlvil

The above MU-MIMO precoder and AN precoder design

are used as a reference in order to compare it with the proposed
precoder design that is described in the next subsection.

A7)

B. Proposed Precoder Design with Limited UAV-Eve CSI

We propose the MU-MIMO data precoder and AN pre-
coder with the elevation angle information of the UAV-Eve
(ée,LoS) that the GS obtains. The location information of the
eavesdropper with the potential error is already used in the
UAV trajectory design for secure communications in several
papers [15], [16]. Unlike the conventional AN precoder design
that broadcasts the jamming noise to the multiple dimensional
spaces, we design the precoder such that the energy is fo-
cused on the direction of the UAV-Eve. Furthermore, the data
precoder is designed such that it is null to the direction of
the UAV-Eve. By doing so, we can considerably suppress the
quality of the signal on the UAV-Eve. The benefit of directional
jamming compared with uniform jamming is studied in [11].
However, the paper designs the directional jamming based on
the null space precoding and selecting a few good column
vectors out of the total, but not based on the actual direction
of the eavesdropper.

Our proposed precoder designs is described as follows. We
can express the directional vector of the UAV-Eve as

g. = an, (0e Los)- (18)

Treating g, as if it is a regular user, the ZF precoder is given
as follows:

F=G(G"G)! 19)

where G = [H g_] is a virtual channel matrix which aggregates
the UAV-UEs channel and the UAV-Eve’s directional vector.
By this manner, the columns vectors fy,...,fx nullify not
only other users but also the direction of UAV-Eve. Besides,
the columns vector fx 1 is orthogonal to K UAV-UEs while
it correlates with the direction of the UAV-Eve.

Then, we design the proposed MU-MIMO precoder for
UAV-UE:s as follows:

W=I[f,... fx]. (20)



We apply the uniform power allocation by (15) to obtain W.
Moreover, the proposed AN precoder is given by

v="_ri1. 21

Similarly, v is obtained by the uniform power allocation using
(17). Note that Nan = 1 in the proposed design since it is the
single direction.

IV. ANALYSIS OF ACHIEVABLE SECRECY RATE

In this section, we derive the closed-form equation of the
ergodic secrecy rate in (12) for both the conventional and the
proposed precoders designs. We compare the performance of
the two precoder designs by the obtained results. In addition,
we discuss the effect of the angular calibration error (¢) on
the ergodic secrecy rate.

A. Ergodic Achievable Rate of the UAV-UE

The ergodic achievable rate of the UAV-UE is expressed
from (10), (12) as

R, = E {log, (1 + SINR,)}
= E{log2 (1 + W)}

pul
a 1-9)E hHWu 2
pu

where the approximation (a) comes from the [25, Lemma 1].
Since interference from other users and AN is cancelled out
by precoder designs in both the conventional and the proposed
designs, the first and the second terms of denominator in
SINR,, in (10) is removed in (22). We denote the conventional
MU-MIMO precoder and AN precoder as W, V', and the
proposed precoders as WPP, VPP for convenience.

1) Conventional precoder design: The closed-form expres-
sion of the ergodic achievable of UAV-UE for the conventional
precoder design is derived in the following theorem.

Theorem 1: The ergodic achievable rate of UAV-UE in (22)
for the conventional precoder design can be written as

(Ve — K)o(1 — 5))
K [Eﬁ 1]uupvj ! .
Proof: See Appendix A. ]
2) Proposed precoder design: The closed-form expression
of the ergodic achievable of UAV-UE for the proposed pre-
coder design is derived in the following theorem.
Theorem 2: The ergodic achievable rate of UAV-UE for the
proposed precoder design can be expressed as

(Ve = K — 1)o(1 - 6)) o

RS = log, (1 + (23)

K (g uu +A) pu*

Proof: See Appendix B. ]

Corollary 1: From the closed-form expression of Theorem

1 and Theorem 2, we can conclude that the ergodic achievable

rate of UAV-UE for the conventional precoder design is always
greater than the proposed precoder design as follow

R > RPP,

RPP = log, <1 +

(25)

Proof: Comparing (23), (24), we can observe only two
different terms between the equations and we can compare
them as

Ny—K>N,—K—1, (26)
Ba'Juu < [By'uu + A @7)
From above observations, we can easily obtain (25). |

Note that the performance degradation of the proposed
precoder design results from adding a UAV-Eve directional
vector in the ZF precoding such that the precoder needs to
make an additional dimension to be orthogonal. However,
adding on a single dimension in the ZF precoding does not
have much effect, especially when MV, is sufficiently large.
Thus, the performance loss in the proposed precoder design is
minimal in the large N;. Furthermore, two ergodic achievable
rates in Corollary 1 asymptotically become the same as NVy
goes infinity by the following Corollary 2.

Corollary 2: The ergodic achievable rate of the UAV-UE for
the proposed precoder design converges to the conventional
precoder design as

RS — RPP — 0, as Ny — oc. (28)

Proof: We prove it by showing that expressions on the
two sides of the inequalities in (26), (27) converge to the same
value as N; grows without bound. Firstly, we can easily get

Ny — K — Ny — K — 1, as Ny — oo. (29)
From (80) and [25, Corollary 5], we can also get
it =1, as Ny — oo. (30)
By using [25, Corollary 5], we can have
]\/,itH{IOsge — 0, as N; — 0. (31)
From (31), we can also get
b—0,¢c—0, as Ny — <. (32)
Then, we can plug (30), (32) in (86) to show
A — 0, as Ny — oo. (33)
Finally, using (33) we can obtain
(B luw + A = [Zguws as Ny — oo (34)
|

B. Ergodic Achievable Rate of UAV-Eve
The ergodic achievable rate of the UAV-Eve is written from
(11), (12) as follows:

_ §)lhEw, |2
Re=E {bg2 (1 b o= Olhe vl _1) }
> it (1= @) vil? + pe

1-§E{|hf'w,|?
~log, [ 1+ NAN(b( ) {| :I | } — | 35
Z¢:1 (1-9¢)E {lhe Vi‘Z} =+ Pe
where the approximation comes from [25, Lemma 1]. We

derive the closed-form expressions for both the conventional
and the proposed precoder designs from above equation.




1) Conventional precoder design:

Theorem 3: The closed-form expression of the ergodic
achievable rate of UAV-Eve for the conventional precoder
design is given by

RgY
| - ¢(1—10) (K(Hl+1) sl [hLoS@hIL{oS,eFW])
= 0g2
(1-9) (%HTY [hLos,chIL{os,CTv] + %H) +pat
(36)
Proof: See Appendix C. ]

2) Proposed precoder design: In this part, we derive the
closed-form expression of the ergodic achievable rate of UAV-
Eve with the assumption of that t%Los = 0 Los, Which means
that the GS knows the exact angle direction of the UAV-Eve.
Instead, we discuss the effect of the angular calibration error
in the later subsection separately.

Theorem 4: The closed-form expression of the ergodic
achievable rate of UAV-Eve for the proposed precoder design
is expressed as

1
p(1-96) (12@;;15)
K N—K—1 1 -1

(-0 (et + )+
(37
Proof: See Appendix D. ]
Since the ZF precoding in the proposed precoder cancels out
data signal from the LoS channel but focuses AN power to
the LoS channel, we can make sure that the ergodic achievable

rate of the UAV-Eve for the proposed precoder design is lower
than the conventional precoder design as

RS > REP.

REP =log, | 1+

(38)

However, it is not tractable to show it directly by the derived
expressions in Theorem 3 and Theorem 4. Instead, we show
that (38) asymptotically holds as NV, goes infinity.
Corollary 3: If Ny — oo, RgY > REP.
Proof: We first obtain

Iy =E{ve (v}

OF) {Niw (1 —H(H"'H) HH)}

1 Hyy) ! gH
e s )
where (a) comes from [10]. Then, by applying the property,
N%HHH — I as N; goes infinity [25, Lemma 2], we can
rewrite

Tr [hios chits V)

1 1
KTr {hLosyehE}S’e (I —-E { ﬁtHHH })]

Nt_
K

1 . 1
- Tr |hiosohflc, (1— — I
Nt—K r|: LoS,efL oS, < Nt <H+1

K H
——H,,sH
+ﬁ+1 LoS Los))]

1
Nt _ KTr [hLOS,ehII:IoS,e] =

(39)

—

Ny

Ny
N_K

_>

(40)

By plugging it in (36), if N; — oo, we can get

RgY

6(1 =) (g + 757 Tr [Buos.chihs ]
—logy | 1+ —

(1= ¢)+ pe
41

We can also easily get

Ny—K-—1

> 1, as Ny oo 42)

36 e

By applying it to (37) and compare it with (41), we can obtain
the result. [ ]

Now, we can obtain one of the key results by combining
results from Corollary 2 and Corollary 3.

Corollary 4: The ergodic secrecy rate for the proposed pre-
coder design is always greater than the conventional precoder
design as [V; grows without bound as follow

R < RSP as Ny — o0, (43)
where R37V, RS°“PP is the ergodic secrecy rate for the conven-
tional precoder and the proposed precoder design, respectively.

We can also observe another interesting asymptotic behavior
of the ergodic achievable rate of the UAV-Eve when Rician

K-factor x grows without bound. As x — oo, the result in
Theorem 3 tends to

RS
1—6) (Tr [hies chite Ty
N 10g2 1+ (rb( ) ( r [ L Ii» LoS,e }) — ) (44)
(1— ) (Tr [hros.chibs Tv]) + pe

On the other hand, the result in Theorem 4 converges to
RPP
e

¢(1 —9)

K(1— o) (U[;fp + 1) LK+ 1)

=logy | 1+

— 0. (45)
Note that this behavior holds regardless of ¢ (e.g. ¢ = 1).
From the above observation, we can also have the following
corollary.

Corollary 5: The ergodic achievable rate of the UAV-Eve
for the proposed precoder design goes to zero as k — oo,
which means that we can completely protect the data from
the UAV-Eve and achieve the perfect security.

It is worth noticing that we only take into account one-side
massive MIMO (N — o0) in our analysis. However, we are
able to extend the massive MIMO system to the case that
Ny — oo and K — oo and Ny/K — «, which is called
double-sided massive MIMO [37]. In general, this condition
is far more challenging than one-sided massive MIMO.



C. Power Splitting Factor (¢) Allocation Strategy for the
Proposed Precoder Design

In this subsection, we optimize the power splitting factor
(@) for the proposed precoder design by the observation of the
asymptotic behavior of the ergodic achievable rate. The power
splitting factor decides the balance between the transmitted
power of data and AN. If we allocate more power to the AN,
we can enhance the protection of the data from the UAV-Eve
but the data rate of UAV-UEs decreases. Thus, it is meaningful
to find the optimal value. We first replace ¢ with 1 — 7. Note
that 0 < ¢ < 1 holds if « is non-negative real-value. Then we
present the following theorem from the result of Theorem 4

Theorem 5: If we allocate the 0 < a<1lingp=1-— W’
we have

REP — 0, as Ny — oc. (46)
Proof: Substituting ¢ =1 — —(, into (37), we get
1 _1
R =log, | 1+ (== ) (1 5) (xeem)
e 2 1 No—
NE ( 1 [2 K+1> +pet
(47

When, 0 < a < 1, we can easily obtain (46). |
Note that when o = 1, Theorem 4 converges to

(1-9) (ﬁ)

REP — log, | 1+ , as Ny — oo. (48)
(nJrl) + pe
When o > 1, we can get
(1-0) (7wm)
RPP s log, [ 1+ RO as Ny = 00, (49)

pe

Theorem 5 shows that if we allocate 0 < « < 1. it means
that we already put too much power on AN since the ergodic
achievable rate of UAV-Eve is zero. On the other hand, if
we allocate o > 1, it means that we need to reduce AN
power since the ergodic achievable rate of UAV-Eve already
reaches the maximum point. As a result, we have the following
Corollary.

Corollary 6: For the proposed precoder design, when N;
grows without bound and if the maximum value exists 0 <
¢ < 1, the optimal value that maximizes the secrecy rate is
« = 1, which indicates ¢ =1 — ﬁ.

Note that if the maximum ergodlc achievable rate of UAV-
Eve in (49) is not sufficiently high so that the secrecy rate
becomes the increasing function, then we do not have to allo-
cate any power to the AN and the secrecy rate is maximized
at ¢ = 1.

D. Effect of Angular Calibration Error €

In this subsection, we discuss the effect of angular calibra-
tion error (¢) on the proposed precoder design. In previous
sections, we assume that the GS utilizes the perfect elevation
angle of the UAV-Eve for the proposed precoder design and
derives the ergodic achievable rates. However, imperfect angle
information leads to leakage in the ZF precoding.

From (9), we can express the LoS component of the small-
scale fading channel of the UAV-Eve as

hLoS,e = aNt(ée,LoS - €>~ (50)
By (5), we can rewrite the entry of the vector as
hios.e], = ¢ 3 () (51

where [X],, indicates ny, entry of the vector. By using 1 order
Taylor expansion at € = 0, we can approximate it as

—j 27;ds (n—1) siIl(ée,LoS)

2mdg

[hLoS,e]" e

+e COs(ée,LoS) (TL — l)eij( 27ds (n—1) Sin(ée,Los)*%)

= [BLOS,ej|
27mdy

)\ (TL - 1)67'](%('”*1) Sin(ée,LoS)fg) ’

(52)

Then, we can obtain the MSE of the estimated LoS component
channel as

E {”hLoS,e - l?lLoS,e||2}

N ar2(dy)?

+ ecos(ée’Los)

= 0'62 COSQ(ée’LOS) Z T(n — 1)2
n=1
. 472(dg)? Ny (Ny — 1) (2N, — 1
= 02 c05? (fe.Los) — ()" TV 3 JEN =D (53

From (53), we can conclude that the performance degradation
by the angular calibration error depends on the variance of
error (02) the number of GS antennas (IV;), and the elevation
angle (e, Los). The degradation increases when a , N; increase
and 0. |os decrease, which correspond to UAV- Eve being far
from the GS if the height of UAV-Eve is fixed. In addition,
when Ny goes to infinity, the MSE diverges to infinity as
well, which means that the estimated angle asymptotically
cannot carry the correct angle information of UAV-Eve due
to angular calibration error, and the small-angle error is
able to greatly degrade the performance for large number of
antennas. However, it is observed in our simulations in Section
VI that the proposed precoder design still outperforms the
conventional precoder in the presence of angular calibration
error with a large IV;.

V. FINGERPRINT EMBEDDING AUTHENTICATION

In this section, we introduce the fingerprint embedding
authentication framework. Authentication is a different aspect
of the physical layer security than the secrecy rate that we
discuss in the previous section. However, the analysis of
secrecy rate and authentication at the physical layer are related
closely [38]. The secrecy rate is the maximum possible rate
that data can be securely and reliably sent to the trusted
parties while the eavesdropper not being able to successfully
decode them. On the other hand, the authentication focuses on
protecting shared secret key from the impersonation attack of
the eavesdropper while considering authentication pass from
the trusted parties. In this paper, we consider both aspects of
physical layer security in evaluating the performance. Note that



we are able to evaluate both approaches using a unified system
model, which ensures a fair comparison of both aspects.
The fingerprint embedding authentication framework has been
studied in point-to-point communications [21], [24], but it is
not extended to the multi-user MIMO scenario and the perfor-
mance comparison between different precoder designs is not
focused on. In this paper, we apply the fingerprint embedding
framework in our scenario described in Section II, along with
the conventional and the proposed precoder designs.

The authentication tag is generated from the GS by a
one-way collision-resistant function (e.g. cryptographic hash
function) as follows:

te = f(sk, M), 54

where 75 is a secret key that is shared between the GS and
the Ky, UAV-UE. The GS superimposes the authentication tags
on the data symbols (sg) with a fraction of the total power
using the tag power factor () such that the data rate is not
affected, and it transmits them to the UAV-UEs. It is worth
noting that data symbols and tags are precoded by W before
being transmitted.

A. Authentication Procedure of the UAV-UE

The UAV-UE estimates authentication tag from the received
signal in (1) as follows

H v VProw H
r, = - h wi(v/(1—29)s
u yu \/m u \/5 k( ( ) k)
where r,, denotes residual signal. Then, the estimated authen-
tication tag can be expressed as

(55)

H PLurH
“ \/PT>< h . Wa,
h w
=t 4+ 7 H’“ (V1 = dsi + Vot,)H
k#u h

multiuser interference
Nan
Z RV 1-— h V; H + PLu H
VO hku VP10 h W, T
_,_/

artificial noise additive noise

(56)

We assume that the UAV-UE successfully decodes data sym-
bols without errors and substrates the corresponding contribu-
tions from the received signal, and then equalizes it. Since both
the conventional precoders and the proposed precoders are de-
signed such that they eliminate the multi-user interference and
the artificial noise, we can rewrite the estimated authentication
tag as

~H H PL, LH
v b thu -

Next, the UAV-UE generates the expected tag by using already
known shared key and decoded data symbols, as

Eu = f(Su, M),

where f(-) indicates tag-generation function which is com-
monly implemented by a cryptographic hash function. Then,

(57)

(58)

a binary hypothesis test is carried out to authenticate the
message. The test statistic is given by the correlation between
the expected tag and the estimated tag, as

~H~

7 = R(t, t,), (59)

where R(-) refers to a function return the real part of the
complex argument. The threshold hypotheses test is designed
by
Hj : not authentic,
H; : authentic,

To < Tihr,
Ty > Tthr,
where 7y, is the test threshold. If the channel matrix is

regarded as a deterministic matrix, the mean and the variance
of 7, under each hypotheses is given by

E{mp|Ho} = pru,0 = 0, (60)
Var{ry|Hy} = 2, = 2t <1+ Py ) 61)
T = = — —_— s
T U ol P
E{7p|H1} = pru,1 = L, (62)
Var{,|H: } 2 Var(||t, ||) + L. ( P )
7 =i, = u N\ =)
b 1 u,l 2 (S(b‘hgwu‘Q
(63)

where L, is the length of the authentication tag and we assume
that the tag and data are uncorrelated. If we consider complex-
valued Gaussian distribution for the tag, Var(||t,||?) = Lx.
With sufficiently large L;, we can approximate the distribution
of 7, as Gaussian by the central limit theorem, and we
can obtain the threshold that limits the probability that the
authentication accepts the wrong tag as follows

(64)

Tthr = ¢71(1 - pfa)Vu,O7

where ®(-) is the CDF of the Gaussian distribution, and
Dt denotes a false alarm probability that admits the wrong
authentication tag. To the end, the authentication probability
that the true tag is accepted can be expressed as

Py=1- (Tthr_MuJ) )
Vy,1

B. Impersonation Procedure of the UAV-Eve

(65)

The UAV-Eve estimates the authentication tag from the
received signal in (2) as

N,
i ey fﬁ— Shlly; 5 VPL, L (66)
L Voohilw, Pr.0ohllw, ©

artificial noise additive noise

We would like to remark that the worst-case assumption is
considered in the above equation, in which the UAV-Eve is
able to fully eliminate the contributions from messages and the
tags of the other UAV-UEs. Next, the UAV-Eve generates the
expected authentication tag by the decoded messages. Since
the UAV-Eve does not know the secret key, it generates all
possible tags by iterative keys selection from the keyspace |K|,
and find the best key that maximizes the correlation with the



estimated tag. In other words, UAV-Eve faces |K| hypotheses
tests. The test statistic is given by

7o = R(iL ). 67)

The best key is decided by the maximum likelihood (ML)
estimation as

7; = arg max 7o(7). (68)

nex

Note that we do not take into account the computation com-
plexity of the ML estimator in searching all possible keys. The
mean and the variance of 7, under the Hy, H; hypotheses are
expressed as

E{7e|Ho} = pte,0 = 0, (69)
Var{re|Ho} = v,
Nan H. 2 1
Ly (1 —¢)|he vy P
=5 |1t + . (70
: ( 2 omtwae ot ) T
E{7e|H1} = pte,1 = L, (71)

Var{7re|H1} = 1/3,1

Nan H, |2
Ly (1 — d))|h Vi|
= Var(||t,[|*) + - ( e+
> \ 2 Santw, p

pet
dohe'w,[? )
(72)
Then, we can derive the probability that the UAV-Eve success-
fully recovers the secret key in a single observation by the ML
estimator [24], as

oo B [Kl-1 .
Py — / @ <Tﬂo) ; (W) dr. (73)
—0 Ve,0 Ve 1

where o(-) is the probability density function (PDF) of Gaus-
sian distribution.

C. Tag Power Factor (0) Allocation Strategy

In this subsection, we design an algorithm to optimize
0. The GS needs to prevent the UAV-Eve from recovering
the secret key, while the UAV-UE surely authenticates the
messages with high probability. In this sense, the problem of
interest is given by

(74)
(74a)

Hléil’l PKa
s.t.  Pa > DPthr,

where py,, is the threshold of the authentication probability.
From the variances of the hypothesis test statistics in (61),
(63), (70), (72), we can easily observe that all variances are
decreasing functions of d, which means that both Py and Py
are increasing function of §. Therefore, it is concluded that §
reaches the optimized point when Pa(dopt) = Pthr. By using
the fact that Pa(d) is an increasing function starting from 0
to 1, we can find dop¢ by an iterative algorithm as illustrated
in Algorithm 1.

Furthermore, we also consider the dependency of the power
splitting factor (¢) on the authentication probability in the
algorithm. It is worth noting that the power splitting factor
divides power between data plus tag and artificial noise, and

TABLE I

SIMULATION SETTINGS
Parameter Value
Transmit power (P1y) [25, 30, 35] dBm
Number of antennas at UAV-BS (V) [16, 128]
Number of users (K) 4
Number of UAV-Eve 1
K-factor of Rician channel (k) [10,30] dB
UAV-UEs horizontal distance to GS distribution (d.) U[10,100] m
UAV-Eve horizontal distance to GS (de) 10 m
UAVs height (hyay) 100 m
Angular calibration error (o) [0,5,10] °
Length of authentication tag (Lt) 1024

Number of key bits 64

False alarm probability (pg) 0.001
Threshold authentication probability (pgny) 0.999
Thermal noise —174 dBm/Hz
Noise figure 9 dB

high ¢ leads to high power allocation of the authentication
tag. We define a new constant, as

Y =09,

where v decides the joint contribution of two power factors
in the authentciation probability. Then, we can rewrite the
variances of the test statistic in (61), (63) as

(75)

L —1

2 t Pu

o= 14 Lt ), 76

0 2( w|h5wu2> (76)
L —1

2 2 t Pu

v;, 1 = Var(||t, + = — . 77

Then, we can find the optimal ¢ that satisfies Pa(1)) = Dthr-
By finding the optimal ) first, we can easily find the dop €ven
if we vary ¢.

Algorithm 1 Iterative algorithm for finding the optimal ¢
1: Initialize: k£ < 1, PA(k_l) — 0, =D 0
2: while P’ék_l) < Pthr do
3 Compute 1)« k=1 L gy

4 Compute P;" by (62). (64), (6), (76). (77)

5

6

7

k+—k+1
: end while
(k—1)
: 6opt = )

VI. NUMERICAL RESULTS

In this section, we present simulation results for the per-
formance of the proposed precoder design by comparing it
with the conventional precoder design. We consider a scenario
that is an extension of Fig. 1, and the specific simulation
settings/parameters are listed in Table I.

A. Ergodic Sum Secrecy Rate versus Transmit Power

Fig. 3 shows the ergodic sum secrecy rate depending on the
transmit power (Pt,), where the transmit power is controlled
by changing ¢ as described in (1). We consider the results
with the moderate number of antennas (/N; = 16) and the
large number of antennas (/V; = 128) in Fig. 3a and Fig. 3b,
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Fig. 3. Ergodic sum secrecy rate depending on the transmit power when
k=10 dB, oe = 0°.

respectively. To compare the performance in various kinds
of linear precoder designs, we plug in the RCI and the MF
precoding [10] for the conventional MU-MIMO precoder in
(14) and plug in the RCI precoding for the proposed MU-
MIMO precoder in (19). The RCI precoder is slightly better
than the ZF precoder in both conventional and proposed ones
with a moderate number of antennas, while the RCI precoder
performs the same as the ZF precoder with a large number of
antennas. We also observe that the MF precoder is way worse
than the ZF precoder. It is observed that the performance of
the proposed precoder design is superior to the conventional
precoder design in all the transmit power settings, which
indicates that even if varying the transmit power, our proposed
precoder design outperforms the conventional precoder design.

Secondly, for the moderate number of the antennas case, we
can observe that the conventional precoder design is slightly
better than the proposed one in the low ¢ range, but with
a large number of antennas, the proposed precoder always
outperforms the conventional precoder for the whole ¢ range.
We can explain it as follows. When ¢ is low, the BS transmits
a relatively higher power of AN and the the AN reduces the
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Fig. 4. Ergodic sum secrecy rate depending on the Rician K-factor when
Ptx = 35 dB, e = 0°.

achievable rate of the UAV-Eve for the low data rate regime.
As a result, the ergodic secrecy rate (R*° = [R, — Re]+) is
dominantly affected by the achievable rate of the UAV-UE. For
the conventional precoder design, this achievable rate of the
UAV-UE is greater than that of the proposed precoder design
(Corollary I). However, the performance gap disappears as Ny
grows without bound (Corollary 2) and the ergodic secrecy
rate for the proposed precoder design becomes always better
than the conventional precoder design (Corollary 4).

Thirdly, it is observed that the optimal point that maximizes
the ergodic sum secrecy rate is ¢ = 1 — N% in both the
moderate and large number of antennas, which means that
the asymptotic analysis in Corollary 6 holds quite well even
the moderate number of antennas. Note that the curve of the
ergodic sum secrecy rate can be an increasing function of ¢,
if the ergodic achievable rate of the UAV-Eve is too small to
make it concave, which is shown for the case of P, = 25 dB
with a moderate number of antennas.



o]

—8— Conventional precoder design

—©--Proposed precoder design -z -

[ 4/’@ ,e"( 77—:(3‘@
“%
d

&~ (o2}
OO

Ergodic Sum Secrecy Rate [bps/Hz]

(a) Ny = 16

S
o

—&— Conventional precoder design
—©--Proposed precoder design

w
©

1

36 = = 1l
o o b 583

o o~ e

341 B eagcle Ne. Q
g o o100 G

32t '

w
o
T

n
fe5]
T

n
(<]

Ergodic Sum Secrecy Rate [bps/Hz]

n
Q-h

(b) Ny = 128

Fig. 5. Ergodic sum secrecy rate depending on the standard variance of
angular calibration error (o) when P, = 35 dB, x = 10 dB.

B. Ergodic Sum Secrecy Rate Depending on Rician K-factor

In Fig. 4, we show the ergodic sum secrecy rate depending
on the K-factor (k). From this simulation results, we only
consider ZF precoding for MU-MIMO precoder. We consider
K-factor = 10 dB and 30 dB as the moderate and the high
K-factor values, respectively. It is observed that the proposed
precoder design achieves better performance compared with
the conventional one for both K-factors. In addition, we also
observe that when x = 30 dB, the ergodic sum secrecy rate
keeps increasing until ¢ reaches 1 in the proposed precoder
design. This is due to Corollary 5 that the achievable rate of
the UAV-Eve asymptotically goes to zero as x grows without
bound and the ergodic sum secrecy rate becomes an increasing
function of ¢.

C. The Effect of Angular Calibration Error and Tag Power
Factor on the Ergodic Sum Secrecy Rate

Fig. 5 shows the effect of angular calibration error (€) on
the ergodic sum secrecy rate. The performance degradation

-
fee]

—&— Conventional precoder design
—©--Proposed precoder design g/

0=0, 0.025, 0.05

-
(o)

-
N

Ergodic Sum Secrecy Rate [bps/Hz]

oo
o
N}
o
w
o
£
o
o
o
o
o
~
o
©
o
«©

Fig. 6. Ergodic sum secrecy rate depending on the tag power factor (§) when
Ptx =35 dB, Ny = 16, xk = 10 dB, o = 0°.

is clearly observed as the variance of the error increases.
Moreover, the degradation is bigger for a large number of
antennas when compared with the case for moderate number
of antennas. These observations are expected from (53), which
explains the dependency of these parameters on the amount of
the MSE.

In Fig. 6, we show the effect of a tag power factor on the
ergodic secrecy rate. Although we optimize the tag power
factor (9) in (74), we need to ensure that the amount of
0 that we obtain does not degrade the secrecy rate much.
It is observed that the small amount of the power on the
authentication tag by ¢ slightly degrades the performance.
However, it shows that the effect on ergodic sum secrecy rate
is trivial even at § = 0.05.

D. Ergodic Sum Secrecy Rate versus the Number of Users

Fig. 7 shows the change of the ergodic sum secrecy rate
when the number of users (K) increases. With the moderate
number of antennas (/Vy = 16), it is observed that the secrecy
rate is the highest when K = 6 and the proposed precoder
design outperforms the conventional approach until K = 12.
On the other hand, with a large number of antennas (/Vy =
128), we observe that the secrecy rate peaks at around K =
55 and the proposed precoder design always outperforms the
conventional precoder design for the considered number of
users.

E. Effect of UAV-UE Mobility on the Ergodic Sum Secrecy
Rate

In this subsection, we study the scenario when UAV-UEs
move along a rectangular UAV trajectory around the GS.
The initial setting of the trajectory is shown in Fig. 8a. We
fix UAV-Eve nearby the GS. The initial locations of UAV-
UEs are randomly chosen on the trajectory. In Fig. 8b, it is
observed that the performance of the proposed precoder design
is superior to the conventional one in both the moderate and
the large number of antenna cases.
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F. Secret Key Recovery Probability of UAV-Eve

Fig. 9 shows the optimal tag power (dopt) that is obtained
using Algorithm 1. It is observed that the optimized value of
0 for both the moderate and large number of antennas cases
are below 0.015. Since we already observe from Fig. 6 that
0 = 0.025 is not enough to degrade secrecy rate, dopt Will not
degrade the ergodic sum secrecy rate as well. We also observe
that the optimal ¢ is the rational function of ¢, which can be
expected from line 7 of Algorithm 1.

In Fig. 10, we show the secret key recovery probability of
the UAV-Eve in (73). We compare the performance with the
false alarm probability (ps,) of the authentication probability
in (65) which is the same as the probability of success of the
random tag attack from the UAV-Eve. If Px is higher than
Pfa, We can no longer guarantee the security level that the
random tag attack can achieve. Note that UAV-Eve is able to
randomly generate a tag from the keyspace and transmit it to a
user to impersonate GS. The probability that the secret key is
recovered at the UAV-Eve for the conventional precoder design
is fairly higher than that for the proposed precoder design in
both the moderate and the large number of antennas cases.
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Fig. 8. Ergodic sum secrecy rate as UAV-UEs move along the trajectory when
Pry =35 dB, k = 10 dB, ¢ = 1 — 1/N;, K = 4, UAV-UE speed = 10
m/s.

Moreover, the probability for the conventional precoder design
is higher than the false alarm probability, which means that
the probability that UAV-Eve guesses the correct secret key
is higher than UAV-Eve can guess it by a random tag attack.
On the other hand, the proposed precoder design protects well
from the attack from the UAV-Eve.

VII. CONCLUSION

In this paper, we study the precoder designs for the physical-
layer security and the authentication on UAV massive MIMO
networks. We propose a precoder design considering the
imperfect location information of the UAV-Eve and compare
the performance with a conventional precoder design. We
obtain the closed-form expressions of the ergodic achiev-
able rate as well as a large number of antennas limit for
both the conventional and the proposed precoder designs and
analytically show the superiority of the proposed precoder
design. Furthermore, we optimize the power splitting factor
by the asymptotical analysis. We also adopt the fingerprint
embedding authentication framework and optimize the tag
power factor. By simulation results, we show that the proposed
precoder design outperforms the conventional precoder design
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Nt=128

Secret Key Recovery Probability (PK)

in terms of the ergodic sum secrecy rate as well as the physical
layer authentication framework.

APPENDIX A
PROOF OF THEOREM 1

We first derive |hw<'|? as follows:

(a) 1 1
|h5wcv|2 = ~cvig H
K”Wu H K |:<V~VCV> V~ch:|
uu
© +, (78)
K[(H"H) ™

where (a) comes from (15) and h'wS = 1, (b) comes from
(14), and [X],,,, indicates us;, diagonal entry of matrix X. Note
that H'H follows a non-central Wishart distribution and it is
not tractable to derive analytical expression. However, we can
approximate it to a central Wishart K x K complex-valued

random matrix with N; degrees of freedom with covariance
matrix Xy as [25, Theroem 4], [39]

H"H ~ Wi (N, ), (79)
where the covariance matrix Xy is given by
1 K
Sh = I H H 80
H 1 + Nt(li—i—l) LosHLoS, (80)

where Hios = [hios 1, - - -, hios, k] is the aggregate matrix of
the LoS component of the UAV-UEs channel. Then, under the
above approximation, 1/[(H"H)~'],,, follows a Chi-squared
distribution and we can obtain

uu} _M (81)

E {[(H"H)~
By plugging it in (22), (78), we can obtam (23).

APPENDIX B
PROOF OF THEOREM 2

Similar to Theorem I, we first derive |hfwPP|2 as follows:

1 1
hHwpp 2 =
‘ ‘ K||WPPH2 K [(pr>Hpr]
1
- - 82
KI(G'G) 1, ®2

By using the way in Theorem 1, a non-central Wishart
complex-valued matrix G™'G can be approximated as a central
Wishart distribution (K +1) x (K 4 1) complex-valued matrix

as follows:
G"G ~ Wk 41(Ny, Bg), (83)

where the covariance matrix 3¢ can be expressed from (80)
as the following block-wise matrix

o — | X %H{Iosgc
| Nt\/\/ETgHHLoS ~gllg,
- Vi uH
_ X No/ngT Hlos8e (84)
| wre Hus 1
[ Zu | b
=T |1 } : (85)

The expression above follows from G = [H g.], and b, ¢ are
the substitution of the block-wise expression in (84). By using
the block-wise inversion formula [40, Proposition 2.8.7], we
can obtain the following expression,

[E(_;l]uu = [Eﬁl]uu + [E
= [Eﬁl]uu + A,

b (1 —eZg'b)
(86)
where the second term is replaced with A. Note that the index
u=1,..., K, and the last (K + 1)}, diagonal entry of Eal
is given differently from the block-wise inversion formula as
[S6 ety = [Bg'lee = (1 — ¢Sy 'b)

Note that we replace the index (K + 1) to ‘e’, since the last
diagonal entry contributes to the UAV-Eve direction. By the

87)



same approach with Theorem 1, 1/[(GMG)™1],, follows a
Chi-squared distribution and we can obtain from (86)

- [z;f]w
Dol £
= . 88
Ny — K —1 (88)

By plugging it in (22), (82), we can obtain (24).

E{[(G"G

APPENDIX C
PROOF OF THEOREM 3

We first rewrite E {|h?wcu"|2} as follows:
E{[h¢'wi|*}

[ K
hoe
< Kk+1 LoS,e
(39)

where the expression comes from (7). Then, we also get
E{|h¢'wiy[*}

1hNLoS,e> WEV ’

:E{ ‘hLoSe Wy, ’ {1 (hLoSe u) (hNLoSe u>*
{1 (hLoSe u) (hNLoSe u)+7|hNLoSe Zv’2

(90)
By removing the terms with zero mean, we can rewrite it as
E{h¢'wiy[*}

K cv 1 CV 2
=1 {’hLoSe }‘*‘ﬁE{’hNLose }
oD
The first term of (91) can be simplify as

E {( ) hios, ehLoS e ;:LV}

"]

b -

K
= Tr |:hL057ehI|_{oS e {

+1

I€+1

K
s T I [hios.chiys I

92)

where I'y, = E {WZV (WZV)H)}. Then, the second term of (91)
can be rewritten as

1 2] (@ 1
K+ 1 {|hNLoSe u|}7li—|—1

L e —
K(k+1)
(93)
where (a) comes from the fact that w¢ is independent of the

small-scale fading vector hyios . and |hNLoSe | follows
(scaled) chi-square distribution with 2 degree of freedom [9,
Lemma 2].

Next, we calculate ZNAN E {\hH |2} as follows:
Nan

ZE{“IH v}

(U his e + Vi hyios e) Vi’

(94)

By using similar calculation with E{|/hfw<'|2}, we can get

Nan
> E{Ihdve?}
i=1
K Nan Nan " )
= {;\mose “ }+ HE{; By o5 Ve }
K - Nan
= Bl VY (V) s} 4 vaWu
1
= Ki 1Tt [Bios.chics o Ov] + —— 95)

where Ty = E ivcv (VeyH

}. Finally, by plugging (91), (92),
(93), (95) in (3

), we can obtain (36).

APPENDIX D
PROOF OF THEOREM 4

We first calculate E {[h['wPP|?} as follow

E{[he'wir[*}

2
(1 [ ——— LoS e \/ o+ 1hNLoS e) sz
} (96)

where (a) comes from the fact that (hLos,e)HWZ" = 0. Note
that the wPP is designed by the ZF precoding which nullifies
h| s . vector by treating it as other channel vector. By using
[9, Lemma 2], we can also obtain

(2 1
k41

{‘(hNLoS o) wPP

1
E{hfwPP*} = ——||wPP|? = ———.. 7
(w2 = el = o)
Next, we derive 3"V E{[h!1vPP|2} as follow
Nan
Z]E{‘hH pp‘ }
2
<\ / hLoS e hNLoS c) VEV
(98)

where we use the fact that Nay = 1. By using a similar
approach to Theorem 3, we can also get

Nan

ZE{|hH PP 2

1
:KL_’_]_ {‘hLoSe pp| }+ﬁE{’hﬁLoS,ev?p|2}

(@ K 1 n 1
T R 1E{(GEG) T} R+l
N, —K -1 1
©_ & K- , (99)
K+1 [35 ]ee K+1

where (a) comes from (82) and the subscription ‘ee’ indicates
(K + 1), diagonal entry of the matrix, and (b) comes from



(88). Note that v¢* is the (K + 1)y column vector of the
ZF precoder of G channel matrix and it correlates with the
directional vector of UAV-Eve (see (21)). By plugging (97),
(99) in (35), we can obtain (37).
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