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Fig. 13. Observability recovery processes (maximizing amount of observable
power, 5 PMUs/Step, system partitioned into 4 areas).

Fig. 14. Observability recovery processes (maximizing number of observable
buses, 5 PMUs/step, 20 essential PMUs for heuristic methods).

three areas can restore 1 PMU per restoration step, and the674

remaining one can restore 2 PMUs per restoration step. The675

simulation results of the three strategies without partitioning676

and with partitioning are shown in Fig. 13. As can be seen677

from the figure, all strategies perform better without parti-678

tioning compared to the respective curves with partitioning,679

which indicates that a slower restoration process will result680

after partitioning the system. This is because the algorithms681

are now forbidden to move restoration resources between dif-682

ferent areas, which results in a local optimum within each683

area instead of a global optimum for the entire power systems.684

Under such condition, the optimized strategy is still able to685

improve the system observability upon the random and the686

greedy strategies.687

F. Maximization of the Number of Observable Buses With688

Minimal Number of Candidate PMUs689

The previous cases show the situation where the heuris-690

tic approaches do not have a priori knowledge about global691

system observability. Finally, we will examine the case where692

the greedy and random strategies have the a priori information693

of a minimum set of PMUs which can maintain system694

observability. With such knowledge in advance, the restoration695

process would be faster, in that all resources will be allocated696

to restore the PMUs belonging to this minimum set. The sim- 697

ulation results of this situation are shown in Fig. 14. In this 698

case, it is assumed that 5 restoration resources can be used in 699

each step, and a minimum set of PMUs which can recover full 700

system observability, which obtains 20 PMUs, is found prior 701

to the performing the greedy and random algorithms. From 702

the observability curves shown in the figure, it is evident that 703

although the number of steps required for all three strategies 704

are the same (4 steps), the optimized strategy is still perform- 705

ing better than the heuristics strategies by optimal decision on 706

the sequence of PMU restoration activities, which gains the 707

highest level of observability during the restoration process. 708

V. CONCLUSION 709

In this article, we develop the concept of observabil- 710

ity recovery for power systems measured by PMUs after 711

disastrous scenarios such as massive cyber attacks. We for- 712

mally formulate the observability recovery (PMU restoration) 713

problem as a MILP problem, and consider different objec- 714

tive functions for quantifying system observability level. The 715

solution to the optimization problems will provide the loca- 716

tions of PMUs to be restored in a sequential manner, which 717

will make the system reach a high observability level within 718

a short period of time. 719

Through simulation results on the IEEE 57-bus system, we 720

demonstrate that solving the formulated MILP problem pro- 721

vides the optimal strategy for the restoration process, which 722

outperforms two heuristic methods, i.e., the greedy algorithm 723

and random assignment methods. 724

The proposed algorithm can help recover the observ- 725

ability of the power system after cyber infrastructures of 726

power systems are severely compromised, eventually helping 727

to improve grid-wide situational awareness and the cyber- 728

physical resilience of power systems. 729

Based on this work, one of the future research directions 730

is the coordinated modeling of power networks and trans- 731

portation networks, such that detailed models for the traveling 732

of rescue teams between PMU locations can be accurately 733

developed. Other important research topics for the future are 734

to address both the cyber and physical power system restora- 735

tions coordinately and to consider the detailed cost of PMU 736

restoration. 737
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Optimal PMU Restoration for Power System
Observability Recovery After Massive Attacks
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Abstract—Cyber-physically resilient power system operation1

requires rapid recovery of situational awareness after disastrous2

scenarios such as massive cyber attacks. In this article, the con-3

cept of optimal sequential restoration of Phasor Measurement4

Units is introduced, aiming at rapid recovery of power system5

observability in post-attack scenarios. The observability recovery6

problem is formulated as a Mixed Integer Linear Programming7

problem to maximize the cumulative observability level gained8

over time during the restoration process. Three alternative objec-9

tive functions—maximizing the number of observable buses,10

the number of observable branches, and the total amount of11

observable power flow—are considered. The effectiveness of12

the proposed optimal strategy is verified by comparing it with13

heuristic approaches on the IEEE 57-bus system.14

Index Terms—Cyber-physical system, observability, phasor15

measurement unit, power system restoration, resilience.16

I. INTRODUCTION17

THE ABILITY to restore power systems quickly after18

a partial or complete blackout is crucial for a resilient19

supply of electricity. Large-scale blackout events occurring20

around the world [1], [2] definitively show the need for21

a proper restoration plan to effectively mitigate the nega-22

tive impact of a blackout [3]. The main objective of power23

system restoration is to bring the system back to normal oper-24

ating conditions as quickly as possible so as to minimize the25

power supply losses and restoration time. The procedure of26

power system restoration includes determining the state of the27

system, preparing the equipment for restoration, reintegrating28

the system, and balancing generation and load in a controlled29

manner [4]. Over the years, researchers have attempted to30
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solve power system restoration problems with the help of 31

various algorithms such as case-based reasoning, genetic algo- 32

rithms, artificial neural networks, fuzzy logic, Petri nets, and 33

multi-agent technologies (see [3] for a detailed review). 34

With the rapid development and deployment of communi- 35

cation and information technologies, the concept of cyber- 36

physical systems has been introduced into power system 37

research [5]. A cyber-physical system can be defined as an 38

integration of physical elements in the real world and the 39

sensing, communication, and computing elements in the cyber 40

space [6]. As cyber infrastructures are increasingly interacting 41

with physical power systems, cyber security becomes a major 42

factor to be considered in power system operations [7]–[9]. 43

In order to fully address the operational challenges arising 44

from the cyber domain, the cyber and physical components of 45

power systems should be modeled and analyzed coordinately. 46

Recently, an increasing amount of research has been dedicated 47

to the cyber-physical resilience of power systems [10]–[13]. 48

This research has explored enhancement of the ability to 49

absorb disturbances, as well as to recover from the distur- 50

bances with full consideration of both the cyber and physical 51

domains of a power system. Obviously, the concept of power 52

system restoration should no longer be limited to the restora- 53

tion of physical electricity delivery infrastructures, but should 54

be extended to the restoration of cyber infrastructures on which 55

system operation depends. 56

In power system operation, state estimation is the core func- 57

tion for developing situational awareness [14]. In order to 58

effectively estimate system state variables, observability has 59

to be secured by integrating a sufficient number of reliable 60

measurements from various locations. In recent years, syn- 61

chronized Phasor Measurement Units (PMUs) have emerged 62

as highly accurate sensing devices for delivering system 63

observability. For planning purposes, the problem of optimal 64

PMU placement for ensuring system observability has been 65

extensively studied (see [15] for a detailed review). 66

Although a large volume of research has been conducted 67

on PMU placement, a vast majority of the proposed strate- 68

gies only aim at maintaining full observability after the loss 69

of a small number of PMUs (in most studies, only the loss 70

of a single PMU is considered). Nevertheless, under disas- 71

trous scenarios such as a massive cyber attack, a large number 72

of PMUs can be compromised simultaneously, and none of 73

the existing PMU placement strategies may provide effective 74

solutions in such circumstances. In fact, there is no way to 75

1949-3053 c© 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
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ensure that full observability can be maintained under dis-76

astrous scenarios, even if resilient PMU configurations have77

been implemented ahead of time. Rather, optimal restoration78

strategies for the compromised PMUs should be considered in79

order to re-establish system observability as quickly as possi-80

ble after the disasters. So far, no systematic solution has been81

provided to address this challenge.82

In parallel with the conventionally discussed optimal83

restoration of physical components of power systems for84

rapid recovery of electricity delivery, this article conceptu-85

ally proposes the optimal restoration of cyber components of86

power systems, especially PMUs, for rapid recovery of system87

observability after disastrous scenarios. We formulate the PMU88

restoration problem as a sequential decision-making problem,89

whose goal is to maximize cumulative observability levels90

over time with the optimal order of PMU restoration actions91

under limited-resource scenarios. Instances of both full black-92

out and partial blackout are taken into consideration for the93

observability recovery problem. The problem is formulated as94

a Mixed Integer Linear Programming (MILP) problem, which95

can be readily processed by well-developed MILP solvers. The96

contributions of this article can be summarized as follows:97

1) For the first time in the literature, we formally establish98

the concept of observability recovery of power systems99

by means of restoration of cyber components of the100

power systems, specifically PMUs.101

2) We formulate the observability recovery (PMU restora-102

tion) problem as a MILP problem. The solution to the103

problem provides the optimal strategy for PMU restora-104

tion, which facilitates situational awareness for system105

operators after disastrous scenarios such as massive106

cyber attacks.107

3) Through comparative simulation results, we demonstrate108

the need for systematic development of optimal PMU109

restoration strategies for rapid observability recovery110

of power systems, which cannot be achieved by naive111

heuristic methods such as the greedy strategy.112

The rest of this article is structured as follows. Section II113

reviews basic concepts of observability analysis for power114

systems measured by PMUs. Section III describes the mathe-115

matical formulations of optimal observability recovery (PMU116

restoration) problems with various objectives, and indicates the117

solution algorithms. In Section IV, detailed simulation results118

are presented to compare the optimal solution with heuristic119

solutions such as greedy and random assignments. Concluding120

remarks are given in Section V.121

II. OBSERVABILITY OF POWER SYSTEMS122

MEASURED BY PMUS123

In order to operate power systems securely, constant mon-124

itoring of system operating conditions is necessary. It is125

essential to gain observability of the system, which means126

that bus voltage phasors can be uniquely estimated with the127

available measurements. Full observability implies that volt-128

age phasors at all buses can be uniquely estimated, and partial129

observability implies that voltage phasors at certain subsets of130

buses can be uniquely estimated.131

Fig. 1. Observability of systems measured by PMUs.

Monitoring power systems with recently deployed PMUs 132

has some advantages over traditional SCADA measurements: 133

higher sampling rate, measurement synchronization, availabil- 134

ity of phase angles, and linear state estimation formulations. 135

As a PMU installed at a given bus can measure the voltage 136

phasor at the bus as well as the current phasors along all the 137

branches incident to that bus, there is no need to place PMUs 138

on each bus to make the system fully observable [16]. Before 139

discussing the observability recovery problem, the basic con- 140

cepts of observability analysis in the presence of PMUs will 141

be briefly reviewed in this section. 142

If the voltage phasor at a bus can be estimated with the avail- 143

able measurements, then the bus is referred to as an observable 144

bus. Similarly, if the current flowing through a branch can 145

be estimated, then the branch is considered as an observable 146

branch. This concept can be understood by considering a two- 147

bus local area of a system, as shown in Fig. 1. If a PMU is 148

installed at bus M, then the voltage phasor at bus M (VM∠θM) 149

can be measured directly by the PMU. Hence, bus M will 150

become observable. The PMU at bus M can also measure the 151

branch current incident to bus M (IMN∠δMN). If we know the 152

line impedance (ZMN), using Kirchhoff’s Voltage Law: 153

V̇M =
(

İMN − YMN

2
V̇M

)
ZMN + V̇N, (1) 154

from which the voltage phasor at bus N can be obtained: 155

V̇N =
(

1 + YMNZMN

2

)
V̇M − ZMNİMN (2) 156

In the same way, if the voltage phasors of two adjacent 157

buses are known, then the branch current can be calculated, 158

and thus the branch will become observable. For example, if 159

the voltage phasors at buses M and N are both known, we can 160

rearrange (1) to calculate the current phasor along the line 161

between bus M and bus N as follows: 162

İMN = 1

ZMN

[(
1 + YMNZMN

2

)
V̇M − V̇N

]
(3) 163

From the above example, it is shown that if a PMU is placed 164

at a bus, then all the neighboring buses, as well as all the inci- 165

dent branches, will become observable. Hence, the condition 166

for a bus being observable becomes that either the bus has 167

a PMU, or it is connected to a bus that has a PMU. Similarly, 168

the general condition for a branch being observable becomes 169

that both terminal buses of the branch are observable. 170

On the basis of observability analysis, the optimal PMU 171

placement problem has been formulated by many researchers 172
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Fig. 2. Observability recovery process.

in the past [16]–[20]. Suppose there are n buses in a power173

system: the optimization problem can then be formulated as174

follows:175

minimize wTx176

subject to Cx ≥ 1 (4)177

where x = [x1, x2, . . . , xn]T is a binary decision variable178

vector, whose entries can be defined as179

xi =
{

1, if a PMU is installed at bus i
0, otherwise

(5)180

w is the cost vector of PMU installation at different buses; 1181

is a vector of ones; and the connectivity matrix C is defined as182

Ckm =
⎧⎨
⎩

1, if k = m
1, if bus k and bus m are connected
0, if otherwise

(6)183

The constraint in (4) ensures that each entry of the vector184

Cx is equal to or greater than 1 to make sure that all the buses185

are observable with the resulting PMU configuration.186

III. OPTIMAL OBSERVABILITY RECOVERY PROBLEM187

A. Conceptualization188

In contrast with the optimal PMU placement problem for189

planning purposes, in this article, we will formulate the190

optimal PMU restoration (observability recovery) problem for191

operational purposes. It is assumed that the power system192

has already experienced a disastrous scenario such as a mas-193

sive cyber attack, and most of the PMUs are not functioning194

properly. As we cannot obtain or trust measurements from195

the non-functioning or malfunctioning PMUs, the system196

inevitably loses its observability. At this point, observability197

can only be recovered by bringing the compromised PMUs198

back to the normal status. Since the operators have limited199

resources (for example, a limited number of cyber security res-200

cue teams), the PMU restoration tasks have to be prioritized.201

In other words, we will need to develop an optimal sequence202

for restoring the compromised PMUs in order to expedite the203

recovery of system observability.204

In order to formulate the optimal observability recov-205

ery (PMU restoration) problem, the following assumptions206

are made.207

1) Cyber rescue teams have to be sent to the substations208

to repair the compromised PMUs, and each team can209

restore only one PMU at a time.210

Fig. 3. Comparison between the performances of two restoration processes.

2) Restoration of each PMU takes the same amount of time. 211

Owing to limited resources, it is typically not possible to 212

restore all PMUs at a single time step, and sequential decision- 213

making needs to be performed. 214

In Fig. 2, we illustrate the objective of the observability 215

recovery problem. The observability level of the system is 216

plotted against the time of restoration for a specific restoration 217

process. Our objective is to maximize the area under the curve. 218

This can be interpreted as follows. 219

1) For a given time instant, we would like to maximize the 220

level of observability. 221

2) For a given observability level, we would like to mini- 222

mize the time taken to reach this level. 223

Consider point E in Fig. 2, for example. The consumed 224

restoration time is b and the achieved observability level is a. If 225

the restoration time b is given, then we would like to maximize 226

the observability level a by pushing this point upward. On the 227

other hand, if the observability level a is given, then we would 228

like to minimize the restoration time b by pushing this point 229

to the left. If we push every point on the curve upward and 230

to the left, this is equivalent to maximizing the area enclosed 231

below the curve. 232

We further illustrate the idea by considering two sequen- 233

tial PMU restoration processes r1 and r2, shown in Fig. 3. 234

The area enclosed by restoration process r1 is α, and the 235

area enclosed by restoration process r2 is β. Obviously, 236

area α is larger than area β, and restoration strategy r1 is 237

more beneficial to system operators than restoration strategy 238

r2, since it reaches higher observability levels with shorter 239

restoration times. 240

From the above observations, it can be concluded that the 241

performance of the restoration process can be evaluated by the 242

area enclosed below the curve. 243

Assume that a power system has n buses and m branches, 244

and we need k steps to restore the compromised PMUs. 245

Define a set of binary vectors x(1), x(2), . . . , x(k) to record the 246

locations of PMUs that have been restored up to each step. 247

For example, x(j) = [x(j)
1 , x(j)

2 , . . . , x(j)
i , . . . , x(j)

n ]T is a binary 248

decision vector for the jth step, which is defined as follows: 249

x(j)
i =

⎧⎨
⎩

1, if the PMU at bus i is restored
at step j or prior to step j

0, otherwise
(7) 250

Next, we will develop all the constraints that will be used by 251

various formulations of observability recovery problems. 252
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B. Formulating Constraints253

1) Constraints on Observable Buses: For a given step254

j, the constraint for determining observable buses can be255

formulated as256

Cx(j) ≥ y(j) (8)257

where C is the connectivity matrix, whose entry satisfies the258

following:259

Ci1i2 =
⎧⎨
⎩

1, i1 = i2
1, bus i1 and bus i2 are connected
0, otherwise

(9)260

and y(j) = [y(j)
1 , y(j)

2 , . . . , y(j)
i , . . . , y(j)

n ]T is a binary vector for261

the jth step. Its ith entry, y(j)
i , can take the value of 1 only if262

there is at least one PMU at bus i or its neighboring buses,263

i.e., only if bus i has become observable at step j.264

2) Constraints on Observable Branches: In order for265

a branch to be observable, both terminal buses of the branch266

have to be observable. The constraint can be formulated as267

1

2
Ay(j) ≥ z(j), (10)268

where A is a branch-bus incidence matrix that relates branches269

with their terminal buses. For this matrix, each row represents270

one bus, and each column represents one branch. The entries271

of this matrix satisfy the following:272

Ali =
{

1, if branch l is connected with bus i
0, otherwise

(11)273

where z(j) = [z(j)
1 , z(j)

2 , . . . , z(j)
l , . . . , z(j)

m ]T is a binary vector for274

the jth step. Its lth entry,z(j)
l , can take the value of 1 only if275

both of its terminal buses are observable.276

3) Constraints on the Amount of Observable Power277

Injections: Observable power injections can be defined as the278

power injections at a bus that can be effectively estimated. It279

should be noted that when a bus becomes observable (voltage280

phasor being known), it does not automatically follow that the281

net injection at this bus will become observable. Instead, the282

constraint on observable power injections can be formulated as283

Dz(j) ≥ u(j), (12)284

where D shows how each bus is related to all of its incident285

branches, and can be formulated as follows:286

D = NAT (13)287

Here, N is a diagonal matrix, whose diagonal entries con-288

sist of the reciprocal of the number of incident branches at289

a particular bus, satisfying the following condition:290

Nij =
{

1∑
branch incident at bus i if i = j

0 if i �= j
(14)291

u(j) = [u(j)
1 , u(j)

2 , . . . , u(j)
i , . . . u(j)

n ]T is a binary vector for the292

jth step, which represents the buses where the net injections293

are observable. Its ith entry, u(j)
i , can take the value of 1 only294

if the power along all the incident branches is observable.295

4) Constraints on the Number of PMUs That Can Be 296

Restored at Each Step (i.e., Number of Cyber Rescue Teams): 297

The number of PMUs that can be restored at each step is 298

constrained by the number of rescue teams, which can be 299

formulated as follows: 300

1T
(

x(j) − x(j−1)
)

≤ d(j), (15) 301

where d(j) is a scalar representing the number of PMUs that 302

can be restored at step j. 303

5) Constraints on Maintaining the Normal Status of 304

Already-Restored PMUs: It is assumed that the PMUs which 305

are not affected by the disaster or have been restored via the 306

previous steps will remain in the normal status during the 307

following steps, i.e., the restoration process does not reverse: 308

x(j) − x(j−1) ≥ 0, (16) 309

where 0 is a null vector. 310

With all the constraints available, we will now formu- 311

late the observability recovery (PMU restoration) problems 312

with various objectives in Section III-C through Section III- 313

E. Three possible objectives are considered: (1) maximizing 314

the number of observable buses; (2) maximizing the number 315

of observable branches; and (3) maximizing the total amount 316

of observable power. As the restoration process is carried out 317

in steps, the area enclosed below the restoration curve (as 318

discussed in Section III-A) is evaluated as a summation of dis- 319

crete functions, instead of using an integration of continuous 320

functions. 321

C. Formulating Optimization Problem for Maximizing the 322

Number of Observable Buses 323

In this subsection, we will formulate the PMU restoration 324

problem for maximizing the number of observable buses. The 325

number of observable buses is used as the metric for the 326

“observability level” shown as the vertical axis of Fig. 2. 327

For maximizing the area enclosed below the curve, the 328

optimization problem can be formulated as follows: 329

maximize
k∑

j=1

pTy(j)
330

subject to Cx(j) ≥ y(j)
331

1T
(

x(j) − x(j−1)
)

≤ d(j)
332

x(j) − x(j−1) ≥ 0 (17) 333

In (17), p = [p1, p2, . . . , pi, . . . , pn]T is a weight vector. In 334

order to maximizing the area enclosed below the observabil- 335

ity recovery curve in Fig. 2, this vector should be assigned 336

as a vector full of 1s. However, system operators can readily 337

assign its values as per the importance of each bus empir- 338

ically, such that the observability for more important buses 339

can be prioritized. In (17), the value of k can be determined 340

using the number of steps required by a heuristic method, as 341

the number of steps needed by a heuristic method is typically 342

greater than or equal to the number of steps needed by the 343

optimization method. More details on examples of heuristic 344
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methods can be found later in Section IV. The solution vec-345

tors x(j) (j = 1, 2, . . . , k) of optimization problem (17) will346

provide the optimized sequential PMU restoration strategy for347

improving observability of the system as quickly as possible,348

and vectors y(j)(j = 1, 2, . . . , k) will indicate the specific buses349

that become observable after each step of restoration.350

D. Formulating Optimization Problem for Maximizing the351

Number of Observable Branches352

Using the number of observable branches as the observ-353

ability metric, the optimization problem can be formulated as354

follows:355

maximize
k∑

j=1

qTz(j)
356

subject to Cx(j) ≥ y(j)
357

1

2
Ay(j) ≥ z(j)

358

1T
(

x(j) − x(j−1)
)

≤ d(j)
359

x(j) − x(j−1) ≥ 0 (18)360

In (18), q = [q1, q2, . . . , ql, . . . , qm]T is a weight vec-361

tor, which represents the importance of each branch, which362

can be set similarly as in (17). Solutions to vectors x(j)(j =363

1, 2, . . . , k) here will provide the optimized sequential PMU364

restoration strategy, and vectors z(j)(j = 1, 2, . . . , k) will indi-365

cate the specific branches that become observable after each366

step of restoration.367

E. Maximizing the Amount of Observable Power368

In this subsection, we consider the total amount of observ-369

able power as the observability metric. It is the summation of370

all the net power injections and branch power flows that can371

be estimated:372

maximize
k∑

j=1

(
fTz(j) + gTu(j)

)
373

subject to Cx(j) ≥ y(j)
374

1

2
Ay(j) ≥ z(j)

375

Dz(j) ≥ u(j)
376

1T
(

x(j) − x(j−1)
)

≤ d(j)
377

x(j) − x(j−1) ≥ 0 (19)378

In (19), f = [f1, f2, . . . , fl, . . . , fm]T is a weight vector, which379

represents the branch power flow associated with each branch.380

For example, for branch l, which connects bus i1 to bus i2,381

the corresponding entry can be evaluated as follows:382

fl =
√

1

2

(
P2

l1
+ Q2

l1
+ P2

l2
+ Q2

l2

)
, (20)383

where P and Q denote real and reactive power, respectively,384

and subscripts l1 and l2 denote the flows measured at bus i1385

and bus i2, respectively; f l represents the root mean square of386

the apparent powers at the two terminals of the branch.387

Similarly, g = [g1, g2, . . . , gi, . . . , gn]T is a weight vector, 388

which represents the net power injections associated with each 389

bus. For example, for bus i, the corresponding entry can be 390

evaluated as follows: 391

gi =
√

(PGi − PDi)
2 + (QGi − QDi)

2, (21) 392

where subscripts G and D denote generation and load, 393

respectively. 394

By solving the optimization problem (19), the optimal 395

sequence of PMU restoration, which makes the largest amount 396

of power observable as quickly as possible, can be obtained. 397

It should be noted that after the system loses observability, 398

it becomes impossible to accurately estimate the net injec- 399

tions and branch power flows so as to set the weight vectors 400

exactly. However, the power flow data from before the disaster 401

takes place or from historically similar days can be used for 402

approximating these values. 403

F. Maximizing the Amount of Observable Power for 404

Multi-Area Power Systems 405

Finally, we consider the situation where a large-scale power 406

system needs to be partitioned into smaller areas, and each 407

individual area has a specific amount of resources to be 408

allocated within itself. This problem formulation becomes 409

practical when the traveling distances of rescue teams becomes 410

a concern, or when the power system is owned by multiple 411

entities and the restoration resources cannot be allocated 412

across different entities. Assuming that the power system 413

is divided into t areas, the binary decision vector x(j) for 414

the jth step can be divided into subvectors as: x(j) = 415

[x(j)
1 , x(j)

2 , . . . , x(j)
v , . . . , x(j)

t ]T , where each subvector corre- 416

sponds to an area. For an area v, the constraints on the number 417

of cyber rescue teams can be reformulated as follows: 418

1T
(

x(j)
v − x(j−1)

v

)
≤ d(j)

v (22) 419

where d(j)
v is a scaler representing the number of cyber rescue 420

teams available in area v at step j. 421

Using total amount of power as observability metric, the 422

optimization problem can be formulated as follows: 423

maximize
k∑

j=1

(
fTz(j) + gTu(j)

)
424

subject to Cx(j) ≥ y(j)
425

1

2
Ay(j) ≥ z(j)

426

Dz(j) ≥ u(j)
427

1T
(

x(j)
1 − x(j−1)

1

)
≤ d(j)

1 428

... 429

1T
(

x(j)
v − x(j−1)

v

)
≤ d(j)

v 430

... 431

1T
(

x(j)
t − x(j−1)

t

)
≤ d(j)

t 432

x(j) − x(j−1) ≥ 0 (23) 433
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By solving optimization problem (23), the solution vectors434

x(j) (j = 1, 2, . . . , k), which provides the optimized sequential435

PMU restoration strategy, can be obtained.436

There are two criteria that can guide system partitioning in437

practice.438

(1) Ownership and maintenance responsibility of PMU439

assets: Typically, a large-scale power grid can be divided into440

multiple areas, each of which is owned by a utility company441

or managed by an area control room. It is reasonable for442

each utility company or control room personnel to have its443

own cyber crews, and in case of a cyber attack, these crews444

will be responsible for restoring the PMUs in their respective445

service areas.446

(2) Geographical feasibility for PMU restoration activities:447

The area should be divided reasonably for cyber crews to448

travel. To this end, the choice should be left to the users of449

the proposed algorithm (e.g., grid operators), who can divide450

the areas based on their specific transportation conditions and451

available resources. The choice of system partitioning by the452

users does not affect the general effectiveness and applicability453

of the proposed approach.454

It is noteworthy that the system is partitioned only to limit455

the use of restoration resources within each area, and not to456

split the power system into smaller subsystems for observabil-457

ity analysis. As a result, the produced strategy still ensures that458

the entire system will become observable. In this case, it is459

possible to run multi-area state estimation for each partitioned460

area [21], [22], but it is not required.461

Problems (17)–(19) and (23) formulated above can be read-462

ily solved by well-developed MILP algorithms [23]–[26],463

which will not be elaborated here.464

Finally, before moving forward to the simulation section,465

it should made clear that this article only addresses scenarios466

where PMUs are compromised, and does not address scenarios467

where there is a physical system blackout induced by compro-468

mised PMUs. It should be noted that cyber attacks on PMUs469

do not necessarily or inevitably lead to physical system black-470

outs, for two obvious reasons. (1) Many types of PMU attacks471

do not aim to inflict massive physical system blackout. Denial472

of service attacks and false data injection attacks may aim to473

interrupt system monitoring or create inefficient system dis-474

patch [27]–[31]. (2) PMU signals are not directly fed to relay475

protection systems. Relay protections have separate sensing476

and communication infrastructures which are not likely to be477

impacted by PMU data problems. It is certainly possible that478

cyber attacks on PMUs may lead to physical system blackouts,479

but such scenarios are not covered by this single paper.480

IV. SIMULATION RESULTS481

In this section, we will illustrate the proposed observabil-482

ity recovery problems and solution strategies on the IEEE483

57-bus system, and compare the performance of the proposed484

optimization approach with two heuristic approaches: random485

assignment and the greedy algorithm. These two heuristic486

approaches are developed to mimic the possible behaviors of487

system operators after cyber attacks on PMUs, as there is no488

existing optimization tool for the restoration of the PMUs to489

Fig. 4. IEEE 57-bus test system.

recover the system observability. For random assignment, ran- 490

dom PMUs are selected to be restored at each step. For the 491

greedy algorithm, the PMUs which provide the greatest imme- 492

diate boosts of system observability are selected to be restored 493

at each step. 494

A one-line diagram of the IEEE 57-bus system is shown in 495

Fig. 4; it has 57 buses, 80 branches, 7 generators, and 42 loads. 496

37 PMUs are installed to make the whole system observable, 497

with some redundancy. The locations of the installed PMUs 498

are marked by red circles in Fig. 4. 499

In order to evaluate the performances of different 500

approaches, we introduce the concept of observability loss, 501

which can be defined as the cumulative difference between the 502

observability levels and the full observability condition over 503

all time steps before the restoration process is completed. It 504

is calculated from the area enclosed between the observability 505

curve and the full-observability line for a specific restoration 506

process. Specifically, we define three indices, R, S, and T, to 507

represent observability losses. 508

For the restoration strategy that maximizes the number of 509

observable buses, i.e., the solution to problem (17), the observ- 510

ability loss can be calculated by subtracting the number of 511

observable buses at each step from the total number of buses 512

n and then taking the summation: 513

R =
k∑

j=1

(
n − pTy(j)

)
. (24) 514

In the same way, for the restoration strategy that maxi- 515

mizes the number of observable branches, i.e., the solution 516

to problem (18), and the restoration strategy that maxi- 517

mizes the amount of observable power, i.e., the solution 518

to problem (19), the observability loss indices can be 519

calculated as 520

S =
k∑

j=1

(
m − qTz(j)

)
(25) 521
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Fig. 5. Observability recovery processes (maximizing number of observable
buses, 1 PMU/step).

and522

T =
k∑

j=1

(
s − fTz(j) − gTu(j)

)
, (26)523

respectively, where m is the number of branches and s is the524

total amount of apparent power.525

In addition, we define two more indices, F, and H, to eval-526

uate the performance of different restoration strategies, which527

represent the number of steps required to reach half observ-528

ability level and the number of steps required to reach full529

observability level, respectively.530

In order to solve the MILP problems (17)–(19) and (23),531

MATLAB 2019b is used to conduct the following simulation532

cases. Besides MATLAB, any other commercial software with533

an MILP solver can be used to solve the problems.534

A. Maximization of the Number of Observable Buses535

Using the system topology and PMU configuration shown in536

Fig. 4, we simulate the restoration process after all the avail-537

able PMUs are compromised. Fig. 5 shows the comparison538

between the observability restoration curves of the optimized539

strategy, the greedy strategy, and the random strategy when540

the resources are limited to restoring 1 PMU per step. For the541

simulation cases, the weight vectors are considered as vec-542

tors with all 1s, which yields the factor that all the PMUs543

are of equal importance. As the random assignment and the544

greedy algorithm both involve random procedures (for the545

greedy algorithm, when there are multiple PMUs that pro-546

vide the same immediate boost of observability, they will be547

selected randomly), more than one possible PMU restoration548

sequence can be obtained. For that reason, the results for ran-549

dom assignment and greedy algorithm are generated 10 times,550

and averages of the results are taken to compare with the551

proposed optimized strategy. From Fig. 5, it can be seen that552

both the random strategy and the greedy strategy take 37 steps553

to make all the buses observable, whereas the optimized strat-554

egy takes only 20 steps to make all the buses observable.555

Although the random strategy takes the same number of steps556

as the greedy algorithm to complete the restoration, during the557

Fig. 6. Observability recovery processes (maximizing number of observable
buses, 5 PMUs/step).

Fig. 7. Observability recovery processes (maximizing number of observable
branches, 1 PMU/step).

restoration process, the random strategy makes fewer buses 558

observable than the greedy strategy in each step; this can be 559

seen from the fact that the random-strategy curve is lower than 560

the greedy- strategy curve throughout the entire restoration 561

process. The optimized strategy outperforms all samples of the 562

heuristic strategies. In particular, the curves of the optimized 563

strategy and greedy strategy remain close at the beginning, but 564

they gradually deviate from each other, with the curve of the 565

optimized strategy being higher. This owes to the fact that the 566

optimized strategy is obtained by treating the multi-step pro- 567

cess as a global problem, whereas the greedy algorithm seeks 568

a local optimum step by step, yielding an overall suboptimal 569

solution for the entire restoration process. 570

We also examine the case where there are sufficient 571

resources to restore 5 PMUs per step, and compare the results 572

of the three algorithms, as shown in Fig. 6. In this case, we can 573

see that both the random assignment and the greedy algorithm 574

take more steps than the optimization algorithm to make all the 575

buses observable. If we compare the curves of the greedy strat- 576

egy for this case and for the previous case, it can be found that 577

the greedy strategy falls behind the optimized strategy even 578

from the first step. The reason is that as the number of PMUs 579

to be restored at each step increases, the number of combi- 580

nations of candidate PMUs increases drastically. As a result, 581
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TABLE I
OBSERVABILITY LOSS COMPARISON FOR BUS AND BRANCH INDICES

Fig. 8. Observability recovery processes (maximizing number of observable
branches, 5 PMUs/step).

it is not feasible to check the exact observability boosts for582

all the combinations, but instead, it is only practical to eval-583

uate the summation of observability boosts brought about by584

each member of a combination. Since there might be over-585

lapping buses that multiple candidate PMUs make observable586

simultaneously, this selection algorithm cannot exactly find the587

candidate combination that gives the greatest boost of observ-588

ability as a whole for the given step. The optimized strategy,589

on the other hand, is always able to select the combination590

that is most beneficial for improving system observability.591

For a quantitative comparison between different strategies,592

the observability loss indexes, R, for the cases of 1 PMU per593

step and 5 PMUs per step are shown in Table I. The “ran-594

dom,” “greedy,” and “optimized” columns present the values595

of the observability loss index for those respective strategies.596

We also evaluate the percent reduction of observability loss597

index R brought about by the optimized strategy with respect598

to the random strategy (the “random vs. optimized” column),599

and with respect to the greedy strategy (the “greedy vs. opti-600

mized” column). For example, for the case of 5 PMUs per601

step, the optimization algorithm reduces observability losses602

by 36.89% and 15.89% relative to the random and greedy603

strategies, respectively.604

B. Maximization of the Number of Observable Branches605

We also consider the case where the number of observ-606

able branches is taken as the metric for observability. Fig. 7607

Fig. 9. Observability recovery processes (maximizing amount of observable
power, 1 PMU/step).

Fig. 10. Observability recovery processes (maximizing amount of observable
power, 3 PMUs/step).

and Fig. 8 illustrate the simulation results for the three dif- 608

ferent algorithms, considering 1 PMU and 5 PMUs to be 609

restored per step, respectively. All the curves of the random 610

and greedy strategies are below the curves of the optimized 611

strategy. For a better comparison, observability loss indexes, S, 612

for the three algorithms are listed in Table I. It can be seen that 613

the optimized strategy performs far better than the heuristics. 614

C. Maximization of the Observable Amount of Power 615

For the case of maximizing the amount of observable power, 616

we simulated 4 cases: restoring 1 PMU, 3 PMUs and 5 PMUs 617

per step after a full observability blackout, and restoring 618

5 PMUs per step after a partial (75%) observability blackout. 619

Figs. 9, 10, and 11 illustrate the cases of restoring 1 PMU, 620

3 PMUs and 5 PMUs per step, respectively, after a full observ- 621

ability blackout. The results for the case of 1 PMU per step 622

are particularly interesting: compared with the optimized strat- 623

egy, the greedy strategy brings slightly higher observability to 624

the system during the first 3 steps, but starts to fall behind 625

after the 4th step. Finally, the optimized algorithm achieves 626

a much better performance over the entire restoration process 627

compared to the greedy algorithm. Again, this owes to the fact 628

that the greedy algorithm is only able to plan one step ahead 629

instead of handling the problem in a global fashion. For the 630
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Fig. 11. Observability recovery processes (maximizing amount of observable
power, 5 PMUs/step).

Fig. 12. Observability recovery processes (maximizing amount of observable
power, 5 PMUs/step, 25% PMUs initially intact).

cases of 3 and 5 PMUs per step, the advantage of the proposed631

optimized strategy is even greater.632

D. Maximization of the Amount of Observable Power633

Comparing the results of maximizing observable power with634

the results of maximizing observable buses or branches, it635

can be found that curves for power are initially steeper; then,636

after several steps, they become “saturated.” In contrast, the637

curves for the observable bus and the observable branch cases638

have relatively more stable slopes throughout the restoration639

processes. The reason is that each bus is typically connected640

to a limited number of buses and branches, and restoring one641

PMU cannot make a very large number of buses or branches642

observable. On the other hand, certain buses may have a very643

large amount of power flowing through them. As a result, with644

recovery of the observability of a bus handling a large amount645

of power, the curve will rise very quickly. After buses of this646

type are exhausted, the rate of recovery in terms of observable647

power will become slower.648

We consider a case of partial blackout where 25% of the649

PMUs remain intact after the disaster, and 5 PMUs can650

be restored per step. As a result, 716.9 kVA of power is651

initially observable, and the observability of the remaining652

3161.1 kVA of power needs to be recovered. As is apparent in653

TABLE II
OBSERVABILITY LOSS COMPARISON FOR POWER INDEX

TABLE III
TIME TO REACH HALF OBSERVABILITY AND FULL OBSERVABILITY

Fig. 12, the optimized strategy completes observability recov- 654

ery after 3 restoration steps, whereas the greedy and random 655

strategies take 6 and 7 steps, respectively. 656

The observability loss indices T for the random, greedy, and 657

optimized strategies are listed in Table II. Again, remarkable 658

reductions of observability losses can be achieved by using 659

the optimized strategy. 660

The half observability level indices F and the full observ- 661

ability level indices H for the random, greedy, and optimized 662

methods are shown in Table III for comparing the different 663

methods quantitively. It can be concluded from the com- 664

parisons that the proposed optimized algorithm recovers the 665

full observability of the power system more rapidly than the 666

heuristic methods. 667

E. Maximization of the Amount of Observable Power in 668

Multiple-Area Power Systems 669

We consider a case where the power system is partitioned 670

into four areas, and the observability metric is the amount 671

of observable power. For each area, the number of resources 672

that can be used per restoration step are limited such that 673
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Fig. 13. Observability recovery processes (maximizing amount of observable
power, 5 PMUs/Step, system partitioned into 4 areas).

Fig. 14. Observability recovery processes (maximizing number of observable
buses, 5 PMUs/step, 20 essential PMUs for heuristic methods).

three areas can restore 1 PMU per restoration step, and the674

remaining one can restore 2 PMUs per restoration step. The675

simulation results of the three strategies without partitioning676

and with partitioning are shown in Fig. 13. As can be seen677

from the figure, all strategies perform better without parti-678

tioning compared to the respective curves with partitioning,679

which indicates that a slower restoration process will result680

after partitioning the system. This is because the algorithms681

are now forbidden to move restoration resources between dif-682

ferent areas, which results in a local optimum within each683

area instead of a global optimum for the entire power systems.684

Under such condition, the optimized strategy is still able to685

improve the system observability upon the random and the686

greedy strategies.687

F. Maximization of the Number of Observable Buses With688

Minimal Number of Candidate PMUs689

The previous cases show the situation where the heuris-690

tic approaches do not have a priori knowledge about global691

system observability. Finally, we will examine the case where692

the greedy and random strategies have the a priori information693

of a minimum set of PMUs which can maintain system694

observability. With such knowledge in advance, the restoration695

process would be faster, in that all resources will be allocated696

to restore the PMUs belonging to this minimum set. The sim- 697

ulation results of this situation are shown in Fig. 14. In this 698

case, it is assumed that 5 restoration resources can be used in 699

each step, and a minimum set of PMUs which can recover full 700

system observability, which obtains 20 PMUs, is found prior 701

to the performing the greedy and random algorithms. From 702

the observability curves shown in the figure, it is evident that 703

although the number of steps required for all three strategies 704

are the same (4 steps), the optimized strategy is still perform- 705

ing better than the heuristics strategies by optimal decision on 706

the sequence of PMU restoration activities, which gains the 707

highest level of observability during the restoration process. 708

V. CONCLUSION 709

In this article, we develop the concept of observabil- 710

ity recovery for power systems measured by PMUs after 711

disastrous scenarios such as massive cyber attacks. We for- 712

mally formulate the observability recovery (PMU restoration) 713

problem as a MILP problem, and consider different objec- 714

tive functions for quantifying system observability level. The 715

solution to the optimization problems will provide the loca- 716

tions of PMUs to be restored in a sequential manner, which 717

will make the system reach a high observability level within 718

a short period of time. 719

Through simulation results on the IEEE 57-bus system, we 720

demonstrate that solving the formulated MILP problem pro- 721

vides the optimal strategy for the restoration process, which 722

outperforms two heuristic methods, i.e., the greedy algorithm 723

and random assignment methods. 724

The proposed algorithm can help recover the observ- 725

ability of the power system after cyber infrastructures of 726

power systems are severely compromised, eventually helping 727

to improve grid-wide situational awareness and the cyber- 728

physical resilience of power systems. 729

Based on this work, one of the future research directions 730

is the coordinated modeling of power networks and trans- 731

portation networks, such that detailed models for the traveling 732

of rescue teams between PMU locations can be accurately 733

developed. Other important research topics for the future are 734

to address both the cyber and physical power system restora- 735

tions coordinately and to consider the detailed cost of PMU 736

restoration. 737
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