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1. Abstract:

In this work, the suitability of magnetic Barkhausen noiSe. as an intrinsic fingerprint of
ferromagnetic components is determined. This technique has potential for this application
because it is based inherently on the near surface microstructural’ features of ferromagnetic
materials. All materials typically display some variation in, their microstructure simply as a
result of the manufacturing process (rolling, heat treating, welding, grinding), thus providing the
potential that Barkhausen noise measurements between noeminally similar components will be
unique. In this work, we demonstrate that Barkhausen noisexmieasurements are both repeatable in
time for a single sample made from a ferromagnetic material, and unique across a number of
instances of nominally similar samples. The results of this work have profound implications in a
variety of applications in forensics and physical security. For example, consider the fabrication
of the next generation of tamper-evident'containers and devices using conventional processes for
steel. In addition, since Barkhausen noise is sensitive to changes in microstructures due to
grinding and welding, these 4measurements can be used to detect clandestine repairs and
tampering. Finally, because the method inherently results in a time series measurement at each
point on a sample, it is expected to havefar higher dimensionality than physically similar eddy
current measurement. However,the higher dimensionality of Barkhausen measurements suggest
that they should be harder to counterfeit than eddy current measurements.

2. Keywords: Barkhausen noise, intrinsic fingerprint, ferromagnetic, tool mark, attribution,
unique identifier, physical.security, tamper-evidence.

3. Introduction:

Barkhausen naise is a@magnetic noise phenomena that is observed in ferromagnetic materials
when they are .exposed to a time-varying magnetic field. This phenomena was discovered by
Heinrich Barkhausen [1], [2], [3] and is caused by rapid shifting of the walls of magnetic
domains \(regions where electron “spin” arrangements are the same for all atoms) in
ferromagnetic'materials. With the aid of vacuum tube amplifiers he observed the presence of
weak magnetic field noise emanating from ferromagnetic materials when a time-varying
magnetic field was applied.
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The phenomenon of ferromagnetism originates due to the details of the electronic structure of
the atoms in a material. No more than two electrons can occupy a given energy’level.in the
electronic band structure of a group of atoms, and these two electrons are viewed as having
opposite “spins”. Each spinning electron is a moving charge that induces a small magnetic field
and causes the electron to act like a tiny magnet. In elements with even numbers of electron,
there are generally just as many electrons with one spin as the other, andithe overall magnetic
effects cancel. Conversely, for materials with unfilled sub-valence shellsy a greater number of
electrons have spin in one direction relative to the other. The material exhibits a net magnetic
moment under these conditions. A material is defined as ferromagnetic if.the magnetic moments
are sufficiently strong and the atoms are close enough to promoté” spontaneous magnetic
alignment of surrounding atoms to form the so-called domains.

In the presence of a magnetic field, the magnetic moments in the many domains in a
ferromagnetic material can become aligned and the material'becomes magnetic. Conversely, the
domains are oriented randomly when in a non-magnetized state, and the overall effects cancel.
Note that the magnetic effect may be permanent after removal of the magnetic field. In this case,
the material is described as magnetically hard. In general, mechanically hard materials are often
found to also be magnetically hard. It appears that the/presente of crystallographic defects, such
as dislocations, precipitates and substitutional atoms, as well as residual strains hinder the
migration of domain walls thereby retaining their alignment and the magnetic effect. Loss of the
magnetic effect and randomization of the domain alignment can often be achieved by annealing
of the material.
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Figure 1 Plot of flux density (B) as a function of magnetic field intensity (H) in a
ferromagnetic material. Barkhausen jumps on the curve are shown in the inset.
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The Barkhausen phenomenon arises from the discontinuous changes in the magnetic_flux
density magnetism that occur as time-varying magnetic field intensity is applied, toa
ferromagnetic material (Figure 1). The change in flux density is irregular andsSsporadic as a
result of momentary starts/stops in migration of walls of the magnetic domains from'interactions
with crystallographic defects [4]. Consequently, the walls of the magnetic domains move in an
abrupt manner and produce a noise-like signal known as Barkhausen noise [5], [6].

Barkhausen noise is currently used in industry to measure the presencerof residual stress and
for quality control applications [3]. It has been used to detect a number of different
characteristics of ferromagnetic materials including plastic deformation [7], fatigue damage [8],
and residual stress [9], and is sensitive to microstructure, stress state, and"hardness [6].

It is of particular interest to the present work that the concept.of the Barkhausen noise-based
bar-code was patented in 1998 by Beli [10]. A review on Barkhausen noise research can be
found in [2]. Significant work has been done to study the Barkhausen noise phenomena.
However, to the best knowledge of the authors, the possibility of using naturally occurring
Barkhausen noise as an intrinsic fingerprint of ferromagnetic components that may nominally be
similar has not been explored.

In this work, we propose to demonstrate that Barkhausén noise can be used as a unique,
intrinsic, identifier for nominally similar,components /made from ferromagnetic materials.
Barkhausen noise can therefore be used as a “fingerprint” to differentiate nominally similar
components.

In order to establish that Barkhausenneise can be used as a unique identifier, three properties
of the measurements must be confirmed. Eirst, it must be demonstrated that the Barkhausen noise
measurement for a given sample is stable in‘time. More specifically, measurements from the
same sample must be adequately repeatable over the time scale over which a fingerprint is
required. Second, Barkhausen noise measurements from different samples must be different
enough that they can be adequately/ distinguished from one another with an acceptable
misclassification rate. This property. must continue to hold even when the samples of interest are
nominally similar. Three, any physical characteristic used for fingerprinting must be sufficiently
difficult to alter/counterfeit.

The authors cannot conceive of any way to reproduce the Barkhausen noise properties of a
given object without resorting to extreme and perhaps impossible measures. For example, a
counterfeiter would need/access to Barkhausen noise measurement equipment outfitted with
odometry, coupled with‘atool such as a numerically controlled laser engraver, and perhaps even
expertise in_model-based control/optimization to deal with the spatio-temporal response of a
ferromagnetic material to the laser engraver. For many applications, the availability of such tools
and expertise is limited enough that it can be safely assumed that they are not available to a
potential counterfeiter.

Nevertheless, it may be possible to counterfeit a Barkhausen noise response with an
appropriately significant investment. However, further description of the concerted effort
required to counterfeit a Barkhausen noise measurement is beyond the scope of the current work.
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Finding unique intrinsic identifiers of components is particularly important for applications
that require verification of chain-of-custody of a component, as well as verifying that a
component has not been corrupted or compromised. A number of techniques have:been explored
for verifying chain-of-custody and providing evidence of tamper. Olinger studied the.use of
acoustic techniques to determine whether a container had been opened [11].. Tolk,[12] provided
initial results showing that eddy current measurements of welds couldsbe used to uniquely
identify a container made from austenitic stainless steel.

The use of Eddy current for authentication has been proposed [as a unigue identifier of
containers [13]. This technique was further exploited to build the Trusted Radiation
Identification System (TRIS) [14] [15]. Busboom has explored the use of 3D laser scanning
approaches to look for changes in container geometry to indicate whether tampering of a
container had occurred [16], [17]. Merkle showed that active thermography could be used to
detect small drilled holes in containers indicative of tampering,[18]. Finally, the use of structural
modal analysis was explored as a method for maintaining a continuity of knowledge of
containerized items in [19].

In this work, we report for the first time the“use of Barkhausen noise as an intrinsic
fingerprint that can be used to uniquely identify nominally:$imilar components. In addition, a
signal processing and classification framework is presented that can be used to automatically
analyze the data from Barkhausen noise measurements in order to determine their efficacy as a
unique fingerprint. To the best knowledge of.the authors, this signal processing/data analysis
framework has not been presented previously in the literature for either Barkhausen noise or
Eddy current measurements. The signal processing/data analysis framework presented in this
work would be applicable to either form of measurement.

4. Materials and Methods:

Figure 2 shows a schematic of the measurement setup for collecting Barkhausen noise
measurements. Typically,/there'is an electromagnetic excitation coil and a pickup coil placed in
the proximity of the samplel The pickup coil detects magnetic field fluctuations which are
amplified, band-pass. filtered, and digitally sampled. An example of a Barkhausen noise
measurement can be'seen. in Figure 3.
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Excitation

Example of Barkhausen Noise Measured from.AR400 Steel Pla
Electromagnet

Pickup
Coil

Voltage (V)

v Amplifier 2

Band Pass
/T\ Filter 4 ~
ADC ——050040 -0.0035 -0.0030 ﬂ—r]01':)2(55) -0.0020 -0.0015 -0.0010
Figure 2 Schematic representation a Figure 3 Representative example of a
Barkhausen noise measurement. Barkhausen,noise measurement in a sample
of,AR400 steel.

In order to test the suitability of Barkhausen noise as.an intrinsic fingerprint, two types of
steel samples were used. The first type of sample‘was mild steel plate, while the second type of
sample was AR400 steel plate. The mild steel samples consisted of a quantity of 6 samples of
unpolished, cold-rolled mild steel plate. The mild steelwas obtained from McMaster-Carr (part
number 6544K53) and is advertised as being 1006-1026 carbon steel. The mild steel plate was
1.524 mm (.060 inch) thick with as/-_.127 mm (.005 inch) tolerance on the thickness. The
samples were cut to 152.4 mm x 152.4 mm (6”x 6”). Images of the mild steel samples can be
seen inFigure 4. These figures illustrate that these samples are all nominally similar and difficult
to tell apart from visual inspection alone.

The AR400 samples consisted of a.quantity of 6 samples of hot-rolled Abrasion Resistant
AR400 carbon steel obtained from McMaster-Carr (part number 1607T111). The AR400 carbon
steel plate was 3.175 mm (.125 ﬁch) thick, with a +.762 mm (.030 inch), -.254mm (.010 inch)
tolerance on the thickness.' The samples themselves were cut to 152.4 mm x 152.4 mm (6” x 6”).
Images of the AR400 samples can'be seen in Figure 5. These figures illustrate that these samples
are all nominally similar and.difficult to tell apart from visual inspection alone.

AR400 is an abrasion resistant (AR), quenched and tempered alloy steel that exhibits high
abrasion resistance and hardness. The addition of carbon (0.02 wt. %) and manganese (up to 1.5
wt. %) combined with quenching and tempering, increase the hardness of the steel and create a
durable, impact-resistant surface. This steel alloy is commonly used in components subject to
heavy wear such asearth moving and mining equipment.
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a) Sample 1 b) Sample 2

c) Sample 3 d) Sample 4

e) Sample 5

Figure 4 Mild steel samples.

f) Sample 6
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a) Sample 1 b) Sample 2

c) Sample 3 d) Sample 4

e) Sample 5 f) Sample 6

Figure 5 AR400 samples.
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The Barkhausen noise measurements were made using a Rollscan 350 from ‘Stresstech
with a Stresstech S1-18-13-01 sensor. In all of the photos of the samples horizontaldlinear.marks
can be seen. These marks are caused by the carbon portion of the Barkhausen noise sensor
electrodes rubbing onto the sample. For the purpose of this work, the only component.of the
measurement that was recorded and used for analysis was the magnetoelastic parameter (MP).
The MP parameter is the root mean square value (RMS) value of the filtered Barkhausen noise
burst [3]. All measurements in this work were completed using the Rollsean 350 finite impulse
response (FIR) filter set with a passband from 10 to 70 kHz. A sinusoidal excitation was used
for all samples. The parameters of the excitation for the different types of samples used in this
work are shown in Table 1: -

Table 1 Parameters associated with the sinusoidal excitation for.each'sample type.

Sample Type Sinusoidal Parameters
Mild steel 400 Hz, 7 Vpp

Mild steel with polymer cover 400'Hz, 7 Vpp

AR400 150Hz, 7 Vp.p

AR400 with polymer cover 150 Hz,"16 Vpp

The plate samples were placed on.an aluminum fixture affixed to an XY translational stage in
order to move the sensor across the samples atia-.uniform rate. The sensor itself was affixed to a
vertical translational stage to move the sensor. in the Z direction. The measurement setup can be
seen in Figure 6.
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Barkhausen Measurement Sensor
$1-18-13-01

I LXK 8

Plate Sample of
Ferrous Material

Figure 6 Experimental setup for making Barkhausen noise raster scans.

Measurements were taken as the sensor was passed across the sample plates in a raster scan
pattern as shown in Figure 7. Al measurements were taken over an 80 mm x 80 mm section
of each sample at a traverse rate of 5’-mm/s. A 2.5 mm step was taken between the rows of
the raster scan, and MP values were measured every 10 milliseconds. These values suggest
that 1600 MP measurements were taken for each row. In actual practice, however,
approximately 1630 MP values were collected on each row. The discrepancy and variation
in the number of MP values-in,each row is thought to result from small timing mismatches
between the XY stage and the Rollscan 350. Regardless, the small discrepancy in the
number of measurements between raster scan rows is expected to have minimal impact on
the ability to ascertain the suitability of Barkhausen noise as an intrinsic fingerprint of
ferromagnetic materials. "The sensor was moved up in the Z direction between every row of
the raster scan.in orderto avoid damaging the sensor.

Examination of the tolerances of the plate samples reveals that the AR400 samples
exhibit a'significant-amount of variation in their thickness in comparison to the mild steel
samples.. The problem with this thickness variation, from the standpoint of a Barkhausen
noise measurement, is that the sensor will experience variations in contact with the surface of
the plate sample that will affect the magnitude of the MP measurement.
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2.5 mm step
between passes

Horizontal passes: 32
Measurement interval: 10ms
Scan velocity: 5 mm/s

Figure 7 Barkhausen noise rasterscan parameters/ Thesetup of the sensor for the mild
steel plate measurements.is show.

In order to address this issue, a spring loaded mechanism was developed to improve the
ability of the sensor to maintain contact with the plate while performing a raster scan on the
AR400 samples. The spring loaded mechanism,can beseen in Figure 8.

N o / t J
‘( H \\ 5

Figure 8 The spring-loaded mechanism developed for ensuring good contact between
Barkhausen noise sensor and the AR400 plate samples.

5. Methodology for Data Preprocessing and Fingerprint Comparison Analysis

As a practicalsmatter, some data normalization needed to be undertaken in order to compare
Barkhausen noise raster scan measurements in a practical manner. First, during the scans there
tended:to.be slight variations in the number of data points collected for each row of the raster
scan. Consequently, each measurement had a slightly different dimensionality. Many statistical
classification procedures that could be used to compare the similarity and differences of the
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measurements require that the dimensionality of the data be the same, and for this reasonnit was
decided to use a cubic interpolation procedure across each raster scan row to achieve the same
number of data points in each row. It was not necessary to perform a similar procedure for the
raster scan rows because the number of rows in a scan was always the same. All measurements
were treated in this way, and ultimately each raster scan resulted in a measurement vector.with
dimension N = 63968 (derived from 32 rows multiplied by 1999 points per row). These values
were used later to calculate the Euclidean distances between measurements for. the purpose of
comparison and to quantitatively evaluate the suitability of Barkhausen noise as an intrinsic
fingerprint. The values are referred to throughout the paper as the“interpolated measurement
vectors. -

In addition, for the purpose of the visualization of the Barkhausen noise measurements that
are shown in this work, it was also necessary to perform a cubicuinterpolation procedure to
increase the number of rows in the data matrix. The choice of the new number of rows for the
visualization data matrix was selected so that the ratio between the'number of rows and number
of columns in the visualization data matrix would maintain the same value of the ratio of the
total distance in the direction of the rows versus thetotal distance in the direction of the columns.
These values are referred to throughout the paper as the intérpolated visualization vectors. An
artifact of the interpolation is that sometimes horizontal rows appear to be present in the
measurements. These rows are simply the result of collecting only 32 horizontal rows of
measurements for each sample.

In order to account for systematic differences between samples and measurements, the MP
measurement values MPorg Of each individual interpolated Barkhausen noise scan were scaled to

MPscaled as Shown here:
MPorg—Hump
MPscated = T (1)

where pump was the mean of the MP values across a single given Barkhausen noise scan and omp
was the standard deviationof the MPavalues across a single given Barkhausen noise scan and is
calculated as:

1
Omp = N1 11\1]=1(MPU'HMP)2 (2)
where N was the total number of data points in a single given Barkhausen noise scan across a
sample. For both,the interpolated measurement vectors and the interpolated visualization
vectors, this procedure was carried out after the appropriate interpolation across the rows and
columns was complete.

In order to ‘examine whether Barkhausen noise MP measurements could be used as an
intrinsic fingerprint for ferromagnetic components, the Euclidean distance between MP
measurements was calculated for each pair of MP Barkhausen noise scans of interest. The
Euclidean distance 6ij between the i and j™" MP Barkhausen noise scan was defined as:
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2
6i,j = \/ZII:LI(MPscaled,i,n'Mpscaled,j,n) (3)

However, since the dimensionality of each scan measurement vector was ‘N = 63968;.(32 rows
multiplied by 1999 interpolated points per row), it was decided to perform a dimensionality
reduction step prior to using the Euclidean distance. In order to perform the dimensionality
reduction, a method known as “random projection” was used [20] [21]..«The random projection
method is based on the Johnson-Lindenstrauss lemma [22] which states «that points in a
sufficiently high dimensional space can be projected down into a lewer=dimensional space that
roughly preserves the pairwise distance between the points. In this work, the random projection
technique was implemented using the method of Achlioptas [23].. The Acliopatas matrix ®a was
used to perform the random projection and lower the dimensionality,of the data. The values of
the Aclioptas matrix @a at each element were selected with the,following distribution:

(+1 with probability 1/ 6

Dpij = { 0 with probability. 2/5 “
v
k -1 with probability 1/ 6

So, ultimately the Euclidean distances were, calculated using the down-projected, scaled MP
values MPscaled A.

MPh scated =2PaMPscateq (5)
Finally, the Euclidean distances in the down-projected space 6,;;84,;; were calculated for the
measurements of interest.

2
8A,i,j N JZE:1(MPA,scaled,i,n'MPA,scaled,j,n) (6)

In this work, the Aclioptas matrix'was-chosen to have dimensions of 100 rows X 63968 columns.
Thus, the dimensionality was/reduced down from 63968 to only 100. The main reason for
performing the dimensionality. reduction using the random projection method is to reduce
computational and memary. burden. In applications that make use of the field deployment of
Barkhausen noise for measuring the unique fingerprint of components, it is anticipated that the
technique would be executed using a small, low-power, embedded computer. It is also
anticipated that the userwill have only a short period of time to determine whether or not a given
component is. in<fact 'the ‘component of interest. In these applications the user may need to
uniquely.identify.one component among many thousand or even tens of thousands of nominally
similar fcomponents. By using dimensionality reduction techniques such as the random
projeetion method, we open up the possibility of reducing the amount of data needed to store the
Barkhausen:noise fingerprint associated with each component, while simultaneously maintaining
a large enough dimensionality in our feature vector to uniquely capture a Barkhausen noise
fingerprint for each nominally similar sample. To give an illustrative example, using a
dimensionality of only 100, and using only 8 bits to store the data for each dimension, it is

Page 12 of 32



Page 13 of 32

oNOYTULT D WN =

AUTHOR SUBMITTED MANUSCRIPT - SMS-106816.R2

possible to capture 256°° unique measurements. For comparison the estimate of the number of
atoms in the observable universe is 108%. It must be stressed that this example dogs not.imply
that all the possible unique measurements can reliably be distinguished from oned@nother during
actual applications. It does however show that the space of possible measurements is:plausibly
large for engineering applications.

Furthermore, in many applications of interest, it is desirable to maintain an information
barrier that does not allow sensitive technical information about an object'to be, revealed while
still providing information on whether a given object is in fact the object it claims to be [24],
[25], [26], [27] . In prior work, random projections have been demonstrated as a means of
authentication [28]. It is possible that variations on techniques similar to random projection
could also be used in conjunction with Barkhausen noise measurements tonable trusted, unique
identification of ferromagnetic components without revealing sensitive technical information.
This will be a topic for future work.

6. Results & Discussion - Barkhausen Noise Barcode

The concept of the Barkhausen noise barcode was patented in 2003 [10]. For the sake of
the reader, it is instructive to demonstrate how Barkhallsen noise manifests itself under
controlled circumstances such as a purposgely induced barcode. An Orion i? Series micro pulse
welder was used to imprint a checkerboard pattern into one of the mild steel samples in a half-
checkerboard pattern as shown in Figure 9. Each square in the checkerboard measured 6.4 mm
X 6.4 mm. The micro pulse welder used«32.J of energy to produce each weld. Multiple spot
welds were required to form each square,yand no filler material was used. Energy was simply
deposited into the sample to change the microstructure.

The mild steel sample was covered with a 0.13 mm thick polymer sheet for the
measurements. The purpose of. this sheet was twofold. First, it was desired to see if the
Barkhausen noise measurement.could’be made through a polymer sheet in order to determine if
measure intrinsic fingerprints could be made through coatings such as paint. Second, the surface
created by the micro welds was:sufficiently rough that it would cause damage to the sensor head
as it automatically performed the raster scan across the mild steel sample.
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>
X

6.4 mm” x 6.4 mm” grid
~32 ) of energy used in each spot weld.

Figure 9 Barkhausen noise barcode s
Polymer sheet on top of sample is .227 mm

y direction

of standard deviations

from the mean.

%0

1000
x direction

Figure 10 shows a repre mple of the Barkhausen noise measurements made
across the sample after ulgjected to the scaling procedure described previously in
section 5. The check : ern was clearly discernable even though a sheet of
polymer separated om the sample. The microstructural changes imparted by

the micro pulse welge in lower Barkhausen MP values. These results confirm that
Barkhausen nois > loited for barcodes, even when covered by a thin layer of
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y direction

from the mean.
=)
)

Number of standard deviations

NI
no o

x direction

Figure 10 Barkhausen noise measurement collected from the:barcode sample. Mean has
been subtracted out and the measurements are scaled by the standard deviation of each
measurement. Colorbar ranges from blue indicating -2.5 standard deviations and red
indicating +2.5 standard deviations from the mean.

7. Results & Discussion — Effect of Spring-Loaded Mechanism on the Quality of the

Barkhausen Noise MP Measurements on AR400. Plate;Samples

Before examining the Barkhausen noise measurements for all the samples, it is instructive to
show the effects the spring-loaded mechanism (Figure 8) had on the Barkhausen noise
measurements. Figure 11 shows representative Barkhausen noise MP measurements from two
samples of AR400. Measurements. are shown with and without use of the spring-loaded
mechanism. For both samples, the measurements without the spring exhibited predominantly
low spatial frequency components. In contrast, the measurements made with the spring-loaded
mechanism displayed substantially.more high spatial frequency components. The measurements
seemed to exhibit a spatial resolutionsthat is more similar to the measurements made on the
relatively flat mild-steel samples of uniform thickness. The current hypothesis implies that the
low spatial frequency components'obsefved in the measurements without the spring are the result
of the sensor effectively' measuring the slowly changing thickness variations in the plate.
Geometric variations'in the plate.are causing the Barkhausen noise sensor to in some cases lose
contact with the plate, andas a.result the resulting measurement is driven primarily by the loss-
in-contact with the'metal as opposed to the material properties of the plate itself. By adding the
spring the Barkhausen noise sensor maintains better physical contact with the sample, helping to
ensure that the Barkhausen noise measurement is primarily driven by the material properties of
the plate as opposed t@ geometric irregularities in the surface of the plate. Based on these results,
it was determined.the MP measurements on the AR400 samples can be improved by using the
spring-loaded mechanism.

8. [ Results'& Discussion - Barkhausen Noise MP Measurement Repeatability

First, consider the issue of ensuring that the Barkhausen noise MP measurements are
repeatable. For every sample, at least 5 Barkhausen noise MP raster scan measurements were
completed. A quantitative comparison of the similarity and differences between all the samples
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and measurements in terms of Euclidean distance will be shown in the confusion matrix.plots
(e.g.Figure 19). Consider the 5 examples of Barkhausen noise measurements of the first sample
of mild steel plate with no polymer cover (Figure 12). A thorough visual examination of these
plots reveals subtle differences between the measurements, however, from a, visual standpoint
they are predominantly the same. It is quite easy to pick out features in the Barkhausen noise
measurements that are common across the samples. For instance, thegisolated spot of low
Barkhausen noise in the center-bottom of each measurement. The small- amount of variation
seen in these measurements is not uncommon if all the Barkhausen noise measurements taken for
a single sample were examined.

No Spring With Spring

Number of standard deviations
from the mean
Number of standard deviations
from the mean

n.-‘l on‘

Vf-n“m '

from the mean.

Number of standard deviations
from the mean
Number of standard deviations

Figure 11 The effects of having good contact between the Barkhausen noise sensor and the
AR400 sample is illustrated. A much higher spatial resolution measurement is made with
the:spring. With no spring, the variation in thickness in the plate has a significant impact
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on the measurement. Mean has been subtracted out and the measurements are
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Figure 12 Example of 5 representative Barkhausen noise measurements for the mild steel
plate sample 1 with no polymer cover. Mean has been subtracted out and the
measurements are scaled by the standard deviation of each measurement. Colorbar ranges
from blue indicating -2.5 standard deviations and red indicating +2.5 standard deviations
from the mean.

Results & Discussion - Barkhausen Noise MP Measurement Uniqueness Between Samples

Next, consider the issue of uniqueness of the Barkhausen noise MP measurement between
samples. To consider this question, we examined representative Barkhausen noise measurements
for each types of sample. The sample cases were, mild steel plate with no polymer cover, mild
steel plate with a .20 mm thick polymer cover;,AR400 plate with no polymer cover, and AR400
plate with a 0.13 mm thick polymer cover. . Forieach type of material there are 6 different
samples. The same samples were used.for the polymer/no polymer cases. The only difference
between these cases is that a thin polymer.sheet was placed between the sensor and the sample.

Representative Barkhausen, noise MP ‘measurements for each sample type are shown in
Figure 13 through Figure 16, respectively. A quantitative analysis of the similarities and
differences between the Barkhausen noise MP measurements made between the samples will be
shown in the confusion matrices (e.g Figure 19). Visual inspection of these measurements
showed that a unique Barkhausen noise MP measurement was obtained for each sample. It is
possible to see some similarity between the mild steel measurements for each sample with and
without the polymer sheet (compare samples in Figure 13 with Figure 14). The same
observation held true.for the AR400 samples (compare samples in Figure 15 to Figure 16).
Barkhausen noise/MP measurements for the same sample with/without a polymer sheet were
expected to be similar. The thin polymer sheet should have a small impact on the magnetic
excitation and the resulting magnetic Barkhausen noise response. In most cases, it is probably
preferable that.the Barkhausen noise measurement of a sample remain similar even if the surface
of the sample is painted. The results in these plots demonstrated visually that Barkhausen noise
measurements of nominally similar samples did in fact exhibit unique signatures that can be used
to unmiquely identify ferromagnetic samples.
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Figure 13 Representative examples of each of the MP measurements from the mild steel
samples with no polymer cover. The mean value have been subtracted from each sample
and the MP values have been scaled by the standard deviation of each sample. Colorbar
ranges from blue indicating -2.5 standard deviations and red indicating +2.5 standard
deviations from the mean. Samples are numbered as 1 to 6 starting at the.upper left and
going horizontal and downward to the lower right.
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Figure 14»Representative examples of each of the MP measurements from the mild steel
samples with a.20 mm thick polymer cover. The mean value have been subtracted from

each sample and the MP values have been scaled by the standard deviation of each sample.

Colorbarranges from blue indicating -2.5 standard deviations and red indicating +2.5
standard deviations from the mean. Samples are numbered as 1 to 6 starting at the upper
left and going horizontal and downward to the lower right.
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Figure 16 Representative examples,of each of the MP measurements from the AR400
samples with a .13 mm thick polymer cover. The mean value have been subtracted from
each sample and the MP valuesshave been scaled by the standard deviation of each sample.
Colorbar ranges from/blue‘indicating -2.5 standard deviations and red indicating +2.5
standard deviations from the mean. Samples are numbered as 1 to 6 starting at the upper
left and. going horizontal and downward to the lower right.

9. Results & Discussion - Barkhausen Noise MP Measurement Euclidean Distance

Confusion Matrix

Finally, consider the quantitative similarity and repeatability between the measurements of
the different samples. In order for Barkhausen noise measurements to be useful as an intrinsic
fingerprint for nominally similar components it is necessary to show that each component has a
Barkhausen, noise measurement that is unique with respect to all the other nominally similar
components., Furthermore, it is necessary to show that the Barkhausen noise measurement for
each component is repeatable. Examining the suitability of Barkhausen noise as an intrinsic
fingerprint for ferromagnetic materials was accomplished by forming a confusion matrix based
on Euclidean distance for each of the four sample cases and then forming a composite Euclidean
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distance confusion matrix that included all the measurements. The confusion matrix was formed
by calculating oa,,j for every pair of measurements for each sample case. The results were then
arranged in matrix form and visualized. Confusion matrices are widely used to evaluate the
performance of statistical classification algorithms that feature multiple classification categories
[29], [30]. The elements in a confusion matrix indicate the propensity for a,given sample to be
classified as a given category. The confusion matrix provides informationghat allowsan analyst
to tell if the system has a tendency to misclassifying a sample as a different:sample.

In this work we display a variation on the confusion matrix we ‘refer todas the Euclidean
distance confusion matrix. In the Euclidean distance confusion matrix'the.elements of the matrix
are the Euclidean distance Ja,j for every pair of measurements for géach sample case. The
Euclidean distance confusion matrix provides an analyst withhinformation on how close in a
Euclidean sense the compressed Barkhausen noise measurements are. lIdeally, the Euclidean
distances between randomly projected Barkhausen noise measurements from the same sample
should be have low values. In addition, the Euclidean distances between randomly projected
Barkhausen noise measurements from different samples should-be have high values. These
properties facilitate the automated determination of*whether or not a given Barkhausen noise
measurement corresponds to a given sample. 4

The Euclidean distance confusion matrices for the 4 sample cases are shown in Figure 17.
Because the confusion matrices show pairwise distances, the confusion matrices are forced to be
symmetric about the diagonal. A perfect confusion matrix would be block diagonal with all red
off the diagonal and all blue blocks‘on‘the diagonal. This pattern would indicate that the MP
measurements for any given sample were highly repeatable (blue blocks, small Euclidean
distance) and that the MP measurements were:unique and distinguishable from one another (red
off-diagonal, large Euclidean distanee). Although even this pattern is not really achievable
because the MP measurement/ of some samples will naturally be closer to one another than
others. It is more reasonablesto.believe that the MP measurements from the same sample and
sample type will be very close/o one another (blue) and that they will be on average different
from the other samples and sample cases (green).

In this work 5-6.measurements were made for each of the plate samples. The indexes
associated with the 'measurements in Figure 17 are arranged in such a way that the 5-6
measurements for each sample are place right next to one another. Because the measurements
are placed rightsnext,to one another we expect that if they appear in the same portion of the
Euclidean space they should all have small Euclidean distances with respect to one another and
that this shouldimanifest itself as blocks of low values in the Euclidean distance confusion matrix
(blue). Af these measurements are also different from the measurements obtained from the other
samples we expect that the off-diagonal terms in the Euclidean distance confusion matrix will be
large (red) because they are quite different from the measurement under consideration. Visual
examination of the confusion matrices for the four sample cases show that the calculated
confusion‘matrices roughly achieve this pattern. The confusion matrices demonstrate a strong
block-diagonal structure indicating that in most cases the MP measurements show repeatability
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within a sample and uniqueness between samples. The fact that these matrices ‘are»block
diagonal illustrates that the technique is both repeatable and provides a means for uniquely
identifying the samples.

Next, a Euclidean distance confusion matrix was constructed by combining measurements
for all 4 sample cases, (Figure 18). In this set of data, the no polymer/polymer measurements for
a given sample immediately proceeded one another. In most applicationspit is preferable if the
polymer and no-polymer measurements are similar to one another so.anrideal, block-diagonal
confusion matrix is obtained. A block diagonal structure of this nature is more pronounced for
the AR400 samples than for the mild steel samples. The confusion matrix.reveals a notable
difference between the AR400 samples and the mild steel samples which fesults in the division
of the confusion matrix into quadrants.

The differences in characteristics are not surprising since thexsamples are two different
ferromagnetic materials and should exhibit different Barkhausen ‘noise characteristics. The
disparities in behavior of the two sample types may stem from two features. The first feature
relates to mechanical properties developed through different heat treatments. The AR 400 steel is
guenched and tempered, and consequently has a structure referred to as (tempered) martensite
with much greater hardness and strength relative to thexmild steel samples that are likely
annealed and slow cooled. The second aspect involves the uniformity of microstructure. The
mild steel microstructure is characterized typically by coarser and more localized distributions of
carbides in comparison to the martensite phase.

Evidently, the mild steel samples didsnot have the same degree of similarity between the
polymer and no-polymer case that was seen in the case of the AR400 samples. Furthermore, it
appears there might be a greatér. potential forsmisclassification between the mild steel samples
because there were a number of light-blue squares in the off diagonal. To investigate this further,
we constructed a confusion matrix for only the mild steel samples. The resulting confusion
matrix is found in Figure 19,
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Figure 18 The Euclidean distance confusi vith all the data from the mild steel
and AR400 samples both with.a ithout a polymer sheet cover.
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| applications the next step in using the Euclidean distance information would
ve using expert judgement to select a threshold value of the Euclidean distance which
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would be used to decide whether or not a given measurement corresponded to a given sample
based on prior measurements of each sample.

10. Results & Discussion - Future Work and Potential Improvements

The confusion matrix for all the mild steel samples (Error! Reference.source not found.)
displayed the expected block diagonal form, however, the polymer andsno-polymer samples
tended to show imperfect resemblance to one another in this case. However, in'this view, with a
rescaled color bar it was more apparent that there were very few instances of'misclassification
between the samples. The tendency for the polymer and non=polymer /instances of the
measurements to appear dissimilar in a Euclidean distance sense is notfideal, however for many
practical applications it may not matter. Furthermore, in the course of performing this work, it
was observed in early measurements that the selection of the Barkhausen noise excitation voltage
and frequency can have some effect on the same-sample, repeatability and cross-sample
uniqueness. It was hypothesized that a more thorough dnvestigation into the selection of these
parameters may help guide the selection of these qparameters»in such a way that the MP
measurements for the same sample with and withoutpolymer will look more similar.

It must be noted that no additional preprocessing was performed to construct these confusion
matrices, and despite this fact, they still tend to exhibit the desired properties. In some isolated
cases, some measurements might misclassify a.sample, but the block diagonal nature of the
confusion matrices suggests that an obvious, mitigation for this is to simply take multiple
measurements of the same sample and seeswhich other measurements it corresponds to the most.
In many forensic applications, there is noxreason to prevent multiple measurements of the same
sample. In addition, there aréssome knownismall contributors to noise and variance in the
measurements that have not beenrationalized. For example, in the case of the AR400
measurements with the spring-loaded mechanism, there is a possibility for small XY positional
errors in the Barkhausen noise measurements. This issue could be addressed by employing a
registration algorithm prior to® calculating the oa,; values, but this added complication is
considered beyond the,scope of this work. Furthermore, performance could probably be
improved by engaging in a detailed study of the appropriate Barkhausen noise current and
excitation frequency for. a given application of interest that results in the best same-sample
repeatability and.cross-sample uniqueness in terms of MP measurement. In addition, reducing
the dimensionality to.a value of only 100 using the random projection method was motivated by
a reduction of computational burden during the calculation of the Euclidean distance confusion
matrices. A 'more thorough examination of the amount of compression, as well as alternative
dimensionality reduction techniques, may lead to a further improvement in the use of
Barkhausen noise as an intrinsic fingerprint of ferromagnetic samples. Of course, there is great
promise in-using improved feature extraction [31] and classification techniques to reduce
classification errors. These results suggest that Barkhausen noise has considerable potential to
act as-anintrinsic fingerprint of ferromagnetic components.
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It is possible that differences might be observed in the absolute value of that Barkhausen
noise measurements when different sensors are used to make the measurement.” In, many
applications such as treaty verification, this issue would be mitigated during agreements on how
to use the sensors. Treaty verification generally requires that the sensors used for the verification
be agreed to by all parties and therefore a calibration/testing/analysis protocol would be agreed to
beforehand and the nature of the sensors would most likely be standardized during the
development of this protocol, thus mitigating differences in Barkhausenmnoise measurement for
different sensors. Furthermore, it is expected that nominally similar sensors may exhibit some
differences in the absolute value of the Barkhausen noise measurement. ‘However, the nature of
the measurement over the surface of the plate would not be expected40 change. As a result it
should be possible to apply a normalization procedure to the4measurement across the plate to
facilitate comparison of measurements using nominally similar ‘sensors that might exhibit a
difference in the absolute value in the measurements. The technique proposed in this paper is
expected to naturally do this because as part of the processing the'measurements are scaled by
the standard deviation of the individual Barkhausen neise measurements are each point across a
given measurement of a sample.

This work demonstrates under laboratory conditions that"Barkhausen noise has potential to
be used as a unique identifier for nominally.similar ferromagnetic components. In order to use
this technique in field applications work needs to continue on the development of a sensor that
maintains constant contact with the measurement surface of interest and is also capable of
keeping track of the location of the sensor.as. it 1S, moved across the surface of the component of
interest. Furthermore it will be necessary. to study the effect of corrosion and stray magnetic
fields that might be present in field applications on the quality of the measurements. Regardless,
many applications of interest such.asimaintain continuity of knowledge during shipping will take
place over relatively short time scales onithe matter of months or less over which the effects of
corrosion will probably be.minimal. /Other important applications will feature monitoring
components that are primarily indoors and therefore will also be expected to experience minimal
disturbance from corrosion. “Applications that involve maintaining continuity-of-knowledge of
components that are stored in warehouses are also expected to experience minimal impact from
corrosion or stray magnetic fields.

Barkhausen .noise measurements have some physical similarity with eddy current
measurements..-One additional interesting property of Barkhausen noise measurements is that
they are magneto-elasticnin nature. In fact, a correlation has been found between acoustic
emission measurements and Barkhausen noise measurements [32]. The correlation between
these measurements suggest that techniques for measuring acoustic emission may also be
effective for characterizing the Barkhausen noise properties of materials. Therefore, advances in
measurement techniques for acoustic emission may eventually be leveraged to characterize the
Barkhausen noise properties of a material.
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11. Conclusions:

The results of this work have demonstrated clearly that Barkhausen noise measurements have

great potential as an intrinsic fingerprint of ferromagnetic components. It has been shown that
Barkhausen noise measurements are both same-sample repeatable and cross-sample unigue: The
measurements continue to be unique even when the samples are nominally, similar.»This
uniqueness for nominally similar samples is most likely the result of very small variations in the
manufacturing process. By demonstrating that Barkhausen noise measurements have the
properties of repeatability and uniqueness, it has been shown that intrinsic Barkhausen noise has
potential to be used as a unique identifier for ferromagnetic components: In addition, a
contribution of this paper is the presentation of a method for preprocessing and uniquely
identifying Barkhausen noise measurements collected from fieminally Similar ferromagnetic
components.
These results have significant ramifications relative to manufacture of tamper evident component
to protect custody of items. To the best knowledge of the authors, there is no method currently
available to create a counterfeit sample with identical Barkhausen noise characteristics as a
desired sample. It is conceivable that an attacker could use a laser engraver and a Barkhausen
noise measurement system to attempt to create a/counterfeit®duplicate. However, this approach
would require two specialized pieces of equipment and access to the sample for an adequate
period of time. The challenges associated withicounterfeiting Barkhausen noise measurements
will be studied in future work because some, applications require robustness to well-funded,
highly skilled counterfeiters. For examplepconsider the increased dimensionality and complexity
associated with making a counterfeit of sufficient quality if the full Barkhausen noise burst data
were used.
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