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The BACnet Campus Challenge – Part 1

< By Ken Masica and Steve Tom / Version 1 / December 21st 2014 >

INTRODUCTION: The Benefits and Challenges of BACnet for Large Campuses

The BACnet protocol was designed to achieve interoperability among building automation 
vendors and evolve over time to include new functionality as well as support new 
communication technologies such as the Ethernet and IP protocols as they became prevalent and 
economical in the marketplace. For large multi-building, multi-vendor campus environments,
standardizing on the BACnet protocol as an implementation strategy can be a key component in 
meeting the challenge of an interoperable, flexible, and scalable building automation system. The 
interoperability of BACnet is especially important when large campuses with legacy equipment 
have DDC upgrades to facilities performed over different time frames and use different
contractors that install equipment from different vendors under the guidance of different campus 
HVAC project managers. In these circumstances, BACnet can serve as a common foundation for 
interoperability when potential variability exists in approaches to the design-build process by 
numerous parties over time. Likewise, BACnet support for a range of networking protocols and 
technologies can be a key strategy for achieving flexible and scalable automation systems as 
campuses and enterprises expand networking infrastructures using standard interoperable 
protocols like IP and Ethernet.

A campus that standardizes on BACnet and specifies native BACnet as a requirement in the 
design phase expands its options in terms of the range of vendors and equipment that can be used 
to achieve the design specifications. Through the interoperability that BACnet provides, DDC 
designs can leverage multiple equipment vendors that offer best-in-class products based on 
functionality and cost instead of specifying control equipment from a single vendor based on
legacy compatibility concerns. Because control modules and equipment from different vendors
can exchange data and distribute network point values using the BACnet protocol, Project 
Managers have a wider range of vendors, equipment, and cost options at their disposal. It also 
positions the facility and the campus for more flexibility in the future because new equipment 
can be added or old equipment replaced while maintaining compatibility with the existing 
BACnet automation system.. 

A valuable aspect of the BACnet protocol for large campus implementations is the underlying 
networking capabilities that allow equipment, control modules, servers, workstations, and 
software to communicate with each other and exchange BACnet data. In large campus 
environments, there is often a need to send BACnet traffic across an IP network backbone 
infrastructure that interconnects the buildings on campus and also between different campus 
locations as well. For example, DDC systems in buildings may need to communicate with a 
central server that runs the automation software that provides the system configuration, user 
interface, reporting, alarming, and supervisory control functions. The automation software 
provides a graphical interface for a Facility Manager or Facility Engineer to monitor HVAC 
equipment performance, receive and process alarms, and view stored trend data. Another 
example may be the need to distribute BACnet data across the campus between buildings when a 
common sensor value such as outside air temperature is used in an energy savings strategy. 

BACnet protocol support for various networking standards also enables interoperable 
communication among equipment, controllers, and automation servers. To achieve 
interoperability at the communications level, BACnet supports a variety of physical-layer and 
link-layer networking protocols. For example, lower-bandwidth communication between



controllers and equipment can be achieved with BACnet over MS/TP (RS-485 multi-drop) or 
BACnet over PTP (RS-232 point-to-point) serial communication. For intermediate-bandwidth 
communication between controllers, BACnet over ARCNET or BACnet over LonTalk can be 
implemented to create daisy-chained strings of controllers within a building. And for the highest-
bandwidth requirements between controllers, BACnet over Ethernet can be used. However, for 
communication of BACnet traffic across a high-speed backbone network between buildings or 
between different campus locations, BACnet over IP is used. The diversity of networking 
protocols supported by the BACnet standard provides design flexibility in order to achieve cost
objectives, communication requirements, and interoperability with existing network 
infrastructure.

Along with the benefits of BACnet described above, however, come some challenges when 
dealing with large campus environments. As noted, facilities can be upgraded over different time 
frames by different contractors working with different equipment. As a result, there is a need to 
plan large BACnet implementations for scalability and develop numbering schemes for devices 
and networks in order to prevent conflicts between equipment and controllers from different 
vendors as the automation system expands across the campus. Furthermore, understanding how 
to protect BACnet traffic when integrated with a campus network infrastructure is critical from a 
performance and cyber security standpoint, as is the need to understand the broadcast nature of 
BACnet and how to control its transmission across a campus IP backbone network for efficient 
and reliable operation.

This is the first of two articles that will address some of the challenges of planning and 
implementing a BACnet network in a large campus environment. In this first article, the 
emphasis will be on achieving an understanding of the BACnet protocol object model including
how automation device properties are described and identified for purposes of data  
communication and interoperability. This explanation will then be followed by a description of 
BACnet network numbering and the need for a consistent numbering plan to ensure that assigned 
numbers are unique and scalable across the campus infrastructure. Some guidelines for BACnet 
network numbering BACnet object naming will then be discussed as well as some examples
provided. In the second article to be published in a subsequent issue of the ASHRAE Journal, the
information provided on the BACnet object model and the device and network numbering rules
will be applied to the practical challenges of how BACnet networks can be integrated within
campus IP network infrastructure as well as how that traffic can be isolated and protected for 
performance and security. An explanation of how BACnet traffic can be controlled and routed 
across a campus IP backbone network will also be provided in order to understand the broadcast 
aspects of the protocol. A final section in the second article will then tie together all the concepts 
explained in both articles by presenting an example implemented at the Lawrence Livermore 
National Laboratory (LLNL) that leveraged the interoperability and flexible network support 
features of the BACnet protocol to integrate an on-site Meteorological Tower with the campus-
wide automation system as part of an energy savings strategy.

FIRST CHALLENGE: Understand BACnet Objects

In order to understand how BACnet can be applied to a large campus network, it’s necessary to 
have some understanding of BACnet addressing and how information is sent across a BACnet 
network. BACnet was designed to allow multiple vendors’ systems to work together. Many 
older, proprietary systems were “memory mapped,” meaning the front-end translated control 
algorithms into a series of instructions that told the controller what to do with the information in 
specific memory locations. For example, a controller might be instructed to multiply the value in 
location “A” by the value in location “B” and store the result in location “C.”  The controller had 
no idea that the information in location “A” was an average flow velocity, that the information in 



location “B” was the cross sectional area of a duct, and that the information in location “C” was 
the total flow.  If another vendor’s system wanted to read the total flow or edit the duct area, it 
could not get that information from the controller because the controller literally did not know 
what information it contained. Only the front-end knew that information, and it stored the 
information in a proprietary format that was not easily accessed by other vendors’ systems. 
Stand-alone controllers were undecipherable because there was no front end to explain what 
information was in the controller or where it was stored. To address this problem, BACnet 
created a standard way to package this information into objects which were contained within 
devices as well as a standard way to address these objects over one or more networks.

In a BACnet system, information is packaged together in well-documented “Objects” which are 
contained within a device such as a controller and can be discovered by other devices including 
those from other vendors’ systems.  Object-oriented approaches in other disciplines such as 
systems engineering, software design, and distributed computing protocols are well established 
and consist of defining a set of objects that define the system domain (in this case a building 
automation system) and the objects in turn serve as the containers that store descriptive 
properties and define interfaces for other systems to access those properties. Access can occur 
over a network that interconnects the devices and includes the ability to read or write the object 
properties stored in those devices. For example, information that comes from an outdoor air 
temperature sensor connected to one controller might be packaged into an object (e.g. Analog 
Input #1) within that controller that can then be accessed by other controllers on the BACnet 
network.  That object could contain many properties, such as the Present Value (e.g. 72.4), the 
Units (e.g. °F), and the Reliability of the reading (e.g. No Fault Detected).  

Two of the most important properties of a BACnet object are its Name and its ID. The name 
property is a character string that can be used to identify the object within a device, and the ID is 
a 10-bit number within a BACnet protocol packet that also identifies the object. These properties 
are important because they uniquely identify in both a human friendly text format and a machine 
efficient numerical format a single specific object within a device because a device can include 
more than one object. In the example given in the previous paragraph, the controller contains the 
object named “Outdoor Air Temp” which describes an outdoor air temperature sensor wired to 
the controller but it could also contain another object named “Outdoor Air Humidity” with 
properties that characterize an outdoor relative humidity sensor. Another controller on the 
BACnet network that wants to access and read the outdoor air temperature value would need to 
specify the correct object name property (“Outdoor Air Temp”) and the correct object property 
that contains the current temperature reading (“Present Value”) in order to distinguish the query 
from the second object contained with the controller.

SECOND CHALLENGE: Understand BACnet Devices

Devices consist of individual nodes on a BACnet network and as noted previously serve as the 
containers for BACnet objects. For example, a controller is a device. Note, however, that a 
controller is itself a BACnet object (a Device Object) in keeping with the BACnet standard 
object model.  Since a device is an object, it also has properties that include a name and an ID 
that are referred to as the Device Name and Device ID, respectively. Devices can respond to 
requests from other BACnet systems, and can provide a list of all the objects they contain when 
queried. So, if an automation system needed to know the outdoor air temp and knew nothing 
about how the system was configured, it could query each device for a list of its objects, and 
when the “Outdoor Air Temp” object was discovered, it could then query that object for its 
“Present Value” property. If the automation system needed more information, it could also query
for the values of the “Units” and “Reliability” properties. For this system to work, object names 
and IDs need to be unique within the devices that contain them, and device named and IDs in 



turn need to be unique within the BACnet system. This allows a building automation system to 
access any object within the entire system by specifying both a device and an object. Either text 
names or numerical IDs can be used to specify devices and objects within a BACnet system.
As noted in the Introduction, it is important for these naming and numbering rules regarding 
uniqueness to be followed so that the automation system is scalable across a large campus 
installation.

THIRD CHALLENGE: Understand BACnet Networks

BACnet was designed to be compatible with many different types of networks for flexibility and 
to achieve a range of performance and cost objective during the design phase. The BACnet 
standard specifies and supports equipment running on a combination of standard network types 
that include IP, Ethernet, MS/TP, ARCNET, LonTalk, and PTP.  To unify these networks into 
one system, the BACnet standard introduced the concept of BACnet Network Numbers and 
Hardware Addresses. The network number is a unique number which can range from 1 to 
65,534.  A network number is assigned to every subnet in the BACnet system, and the hardware 
address is determined by the type of physical network which connects a device to the BACnet 
system.  For example, on a twisted pair network such as MS/TP or ARCNET the hardware 
address is a one byte address (0-254) that is set by dip switches or rotary switches on the 
hardware itself.  On an IP network the hardware address is based on the IP address of the device, 
such as 198.162.162.3.  BACnet Routers serve the purpose of connecting two or more BACnet 
networks. They read the destination address of incoming messages and route them to the 
appropriate BACnet network or networks, as appropriate.  They function much like IP routers in 
this regard, but their functionality is limited to working with BACnet messages.

The first time a BACnet device needs to query an object property from another device (such as 
the “Outdoor Air Temp in a previous example) it will send a BACnet broadcast message “Who 
Has Outdoor Air Temp” to every device in the BACnet system.  Campus IP routers block 
broadcasts to prevent excessive network traffic, so special devices called BACnet Broadcast 
Messaging Devices (BBMDs) are used to ensure these broadcasts get to the BACnet devices that 
need them. (The topic of BBMDs and managing broadcast traffic over a campus network will be 
covered in more detail in the second part of this article.) The first router to relay the “Who Has” 
broadcast will add the BACnet network number to the hardware address of the device that sent 
the broadcast. As this broadcast is relayed from router to router, each router inserts its own 
address as the most recent router to handle the message. As each router receives the broadcast it 
looks at this information to “learn” what router it should contact to send a message to that 
BACnet network in the future. This is one way the routers build their routing tables. Eventually 
the device which has the object “Outdoor Air Temp” will receive the broadcast, to which it will 
reply “I Have Outdoor Air Temp.” It will include its BACnet network number and hardware 
address in its reply message. This tells the device which sent the original request the network 
location (BACnet network plus device hardware address) of the device which contains the 
“Outdoor Air Temp”. That device is now bound to the object, so if it needs to read the ”Present 
Value” property of the “Outdoor Air Temp” object in the future it will send a request specifically 
to the hardware address and network number of the device containing the object. For example, it 
may send future queries to an hardware address of 6 on a BACnet network number of 100.  It no 
longer has to broadcast this request to the entire system once it is bound to the object and know 
how to reach it directly.
The preceding example is simplified in that it assumes there is only one object named “Outdoor 
Air Temp” in the system, but it illustrates how broadcasts allow a device to learn the network 
number and hardware address of a specific BACnet object and how BACnet routers learn the 
BACnet network configuration as they process broadcasts and messages. Other BACnet 
commands can be used to discover devices, networks, or even the entire set of objects within a 



device. These commands are primarily used when a system is first commissioned or when 
changes are made to a network implementation. Steady-state BACnet communication between 
devices are handled using directed messages, which include both the device and the object in the 
address, rather than through broadcasts after the binding process occurs.

Another important concept to understand regarding BACnet networking is Change of Value
(COV).  This mechanism in the BACnet standard allows network traffic in an automation system 
to be further minimized through COV Reporting. COV is an optional BACnet feature but one 
which is supported by many vendors. When a device requests object properties from another 
device, such as the request for the “Present Value” property of the “Outdoor Air Temp” object 
described previously, it may also ask if the other device supports COV reporting. If it does, it can 
Subscribe to this service, which means it will automatically be notified every time the property in 
question changes by more than a user-configured amount. Thus, instead of sending a request 
every two or three minutes to see if the outdoor air temperature has changed, the device will 
automatically be notified every time the outdoor air temperature changes by 0.25 °F for example. 

The last two rules regarding BACnet networks to be discussed are designed to protect the health 
of the network. When a BACnet router receives a broadcast, it repeats the broadcast over every 
other network to which it is connected. It does not “remember” the broadcast, it merely passes it 
along. Consider the BACnet system in Figure 1, in which system consists of four BACnet 
networks connected by four BACnet routers. Note that there is more than one path between 
Router A and Router B:

Figure 1: Circular BACnet Route

BACnet router A receives a broadcast over BACnet Network 1.  It rebroadcasts it to BACnet 
router B over BACnet Network 2 and to BACnet router C over BACnet Network 6.  BACnet  
router B rebroadcasts the message over BACnet Networks 3 and 4, while BACnet router C 
rebroadcasts the message over BACnet Network 5. BACnet router D receives this broadcast over 
BACnet Network 4 and over Network 5.  It does not recognize this as being different copies of 
the same message, so it rebroadcasts the message it got from BACnet Network 4 over BACnet 
Network 5, and it rebroadcasts the copy it received over BACnet Network 5 over BACnet 
Network 4.  Now there are two copies of the broadcast. BACnet routers B and C in turn don’t 
recognize this as a broadcast they’ve already seen so they rebroadcast it, and the problem quickly 
becomes exponential. Soon the network is flooded with duplicate copies of the same broadcast
and no useful traffic can get through.

A similar, though less obvious problem can occur if BACnet network numbers are not 
consistently assigned within a campus BACnet automation system. This most often happens 
when two BACnet systems that were initially designed as separate, stand-alone systems are 
connected. If the BACnet network numbers were not consistent when they were assigned, the 
physical network that connects two routers might have two different BACnet network numbers 
as shown below in Figure 2.



Figure 2 Inconsistent Network Numbers

This situation is not as serious as the circular route problem in Figure 1, but it is still something 
to be avoided.  In this diagram BACnet router A thinks the network between it and BACnet 
router B is called “Network 2.”  BACnet router B thinks that same network is called “Network 
4.”  What happens if a device on that network tries to communicate to other networks, say by
sending a “who has” request?  BACnet router A will claim the requesting device is on Network 
2, while BACnet router B will send a broadcast announcing the device is on Network 4.  Like 
duplicate device numbers, these conflicting address numbers can cause confusion and 
communication problems for devices that reside on the “two” networks.

How can you avoid these problems?  The most important thing is to have a plan for your BACnet 
network that includes a BACnet addressing scheme. The numbering plan isn’t important in itself, 
as long as it follows the basic rules outlined previously, but it’s important to implement this plan 
in all BACnet projects installed on the campus, even if they are not initially interconnected into a 
single system because it should be assumed they will eventually be connected into a unified 
system. Ensuring that the BACnet network numbers being assigned on campus are unique 
without duplication will avoid this problem. In the early days of BACnet, vendors helped avoid 
conflicts between their systems by using their BACnet Vendor Number as the first two digits of 
their device and network numbers.  Thus, vendor #24 would install Network 2401 with devices 
240101 and 240102, secure in the knowledge that this would not interfere with any systems 
vendor #18 might install. That convention became less predictable when the number of vendors 
exceeded 100, but more importantly it did not prevent conflicts between multiple projects
installed by the same vendor. For example, if a new DDC system installed in a building last year 
had a BACnet Network Number of 2401 and a building installed this year using the same vendor
equipment but perhaps a different contractor also was give the same 2401 number, then the two 
buildings might experience problems if the two buildings were later connected into a single 
campus automation system.

FOURTH CHALLENGE: Develop a Campus BACnet Naming and Numbering Plan

Now that the basics of BACnet addressing have been covered, application to a campus 
environment will be discussed. There are a few key rules for assigning BACnet names and 
BACnet IDs:

 BACnet Object names and IDs need to be unique within a device.

 BACnet Device names and IDs need to be unique within the entire BACnet system.

 BACnet Network Numbers need to be unique and consistent within the entire BACnet system.

 There must be one and only one BACnet network path between any two routers.

The first two rules ensure that any BACnet object in the system has a unique address by 
specifying the BACnet device and the object contained within the device. Either names or IDs 
can be used in this address, but the device address needs to direct a message to one and only one 
device in the system and to one and only one object within that device. Otherwise, there may be
duplicates in the automation system, and if duplicate device addresses occur then messaging 



becomes ambiguous. For example, a device could send a request to read a property of “object 
abc in device xyz” and get two replies. In that situation the most recently received reply is 
accepted, but depending on network conditions the next time it sends a request the other device 
could win this race condition. The requesting device might also subscribe to COV updates in 
both devices as a result of the duplication and then be bombarded by conflicting updates.

BACnet object names can in theory be as descriptive as desired. BACnet only requires the name 
to be unique within the device. Some design engineers have advocated more sophisticated 
naming schemes that make the name unique within the system. For example, a typical VAV zone 
will have an object to measure zone temperature somewhere within its controller.  If the object is 
simply named “Zone Temp” it may have the same name as numerous other “Zone Temp” objects 
across the campus. If the object were named “Zone Temp/Rm 102/Bldg 1209”, however, it 
would be possible to uniquely identify this value by its object name. The drawbacks to this
scheme are the following:

 Making every BACnet name unique requires a huge amount of labor.  Using the VAV example, 

there may be thousands of VAV controllers across a campus, each containing fifty or more 

BACnet objects.  Whether the controller is using a custom control algorithm or a “canned” 

algorithm, this program will undoubtedly be copied to all similar VAV zones.  An object name of 

“Zone Temp” will automatically be duplicated by the copy process.  Incorporating room and 

building numbers into the object names will require editing the object names in every 

controller.

 Many vendors use configurable controllers rather than fully programmable controllers, 

particularly for unitary equipment.  These controllers may or may not have editable BACnet 

object names.  Requiring unique names may limit the number of vendors who can bid on a 

project.

 To keep the User Interface manageable and understandable, many vendors restrict the number 

of characters that may be used in an object name.  Again, requiring unique names may limit the 

number of bidders.

While the goal of having unique BACnet names is understandable, there are other ways to 
achieve the same purpose. Since a complete BACnet address specifies both the device and the 
object, using a unique numbering scheme for devices will uniquely identify the objects within 
the device.  For example, a typical BACnet object reference (using one vendor’s convention) 
might be “bacnet://DEV1209102/zone_temp”. This would identify the object as being the zone 
temperature in room 102 of building 1209.

Regarding device naming practices, some vendors still use their vendor ID in their default 
numbering scheme, but a more prescriptive approach is needed for a campus system. Since any 
consistent numbering scheme will work, many campuses have chosen to incorporate building 
numbers, floor numbers, and sometimes room numbers into their device numbering schemes.  
This allows them to quickly locate any device that may need attention. Device IDs can range 
from 0 to 0 4194302, so fairly complex building numbering schemes can be accommodated. For 
example, a campus with up to 4,000 buildings, none of which exceeded 9 stories or 99 rooms on 
a single floor, could use the first four digits to represent the building number and the next 3 digits 
to indicate the room number. Room numbers beginning with “0” might be reserved for 
mechanical rooms, electrical closets, or other spaces that might not have a traditional room 
number. Device 1209102 would therefore be located in room 102 (presumably on the first floor) 
of building 1209. Device 0307001 would be in space 001 (possibly the electrical closet housing 
the building network point of entry) in building 307. Device names can be of variable length and 
are only restricted to using printable characters, so in theory a device name could be as 



descriptive as desired. In practice, device names are generally kept short to limit network traffic 
and may be limited to a fixed number of characters by a particular vendor’s system configuration 
software application tool. In practice, most BACnet message addressing is done using a 
combination of the Device ID and some letters. For example, “DEV1209102” could be used as 
the device object name in a BACnet message.

Regarding network numbering practices, the specific numbering convention used is not as 
important as applying it consistently.  A campus with fewer than 10,000 buildings might choose 
to use the last four digits to indicate the building number associated with a network, while a first 
digit of “0” could indicate that the network was entirely contained within the building while a 
first digit of “1” indicated it connected two or more buildings.  Other campuses might choose to 
use the first digit to indicate the network type.  (IP, MS/TP, ARCNET, etc.)  Campuses with 
fewer buildings could construct a more elaborate numbering scheme.  Again, the main goal is to 
ensure that network numbers are unique and consistent throughout the campus BACnet system.

Any addressing convention you choose to use that meets these requirements will work.  Ideally, 
you should choose a convention that is easy to implement and which helps you locate devices 
and networks within the system. It should also make it easy to assign new addresses when you 
add to the system. Many campuses have chosen to designate a BACnet System Manager to 
manage network and device name assignments similar to the way a Network Manager manages 
IP addresses. The BACnet System Manager should pre-assign BACnet network and device 
numbers in the instructions given to contractors before any new BACnet work begins.

CONCLUSION: Four Challenges Down, Four to Go

The first part of this two-part article has described both the benefits and the challenges of 
implementing BACnet in large campus environments. Adopting native BACnet as a primary 
design requirement can be a key strategy in achieving an interoperable and flexible multi-vendor 
building automation system that can scale to large campus installations, integrate with modern 
campus networking infrastructures, and address legacy equipment issues that can occur when 
DDC upgrades are done by different contractors using different equipment vendors over 
different time frames. Inherent in such an approach, however, are certain challenges that include 
understanding the BACnet protocol model that is based on defined objects, devices, and 
networks. This article has explained the BACnet object model so that large campus 
implementers can then develop object naming conventions and device and network numbering 
plans so that implementations can scale to large campus or multi-campus environments.

In the second part of this two-part article, the additional challenges of integrating a BACnet 
system within a campus networking infrastructure and protecting the communication network 
traffic as well as controlling the resulting broadcast traffic will be addressed. An example 
implementation that unifies the concepts presented in both articles will also be presented in the 
second part.
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