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Abstract. Generally, it is impossible for an observer
to learn something about an unknown physical system
when given only basic information about it. Remarkably,
for quantum systems, it turns out the observer can work
in the so-called device-independent quantum information
processing (DIQIP) framework1–7, where the state of
a complex quantum system can be estimated under a
minimal set of assumptions. The central idea is to use an
empirically testable inequality called Bell’s inequality8,9,
which if violated, implies the detection of entangle-
ment. In practice, however, a conclusive violation of
Bell’s inequality is extremely challenging to achieve,
mainly due to the locality10,11 and detection12,13 loop-
holes. Here, we present a Bell-like inequality that
allows e�cient device-independent characterization of
entanglement with arbitrarily lossy and poorly isolated
devices. Particularly, our Bell-like inequality exploits the
ideas of programmable quantum measurements14,15 to
limit the amount of information a local strategy can learn
about the measurement settings16. As a result, we find
that the inequality is satisfied by all separable strategies
(including local operations and classical communication
(LOCC) strategies) even with post-selection. There-
fore, we anticipate that our finding will motivate a
paradigm shift in DIQIP, and lead to an unprecedented
level of confidence in practical entanglement certification.

Main result. The goal of DIQIP is to trade the tech-
nical di�culties of a complex quantum experiment with
a much smaller set of assumptions that are tractable in
both theory and practice. The current approach is to use
Bell’s inequality, which presents a powerful and elegant
way to investigate entanglement under a minimal set of
assumptions, provided the Bell experiment is loophole-
free. However, the implementation of a loophole-free Bell
experiment is extremely di�cult, and in fact, is one of
the longest standing challenges in experimental quantum
physics. The main di�culty comes in the simultaneous
closure of both the detection and locality loopholes9, and
to do that, we would need a highly e�cient Bell exper-
iment whose measurement devices are space-like sepa-
rated or properly isolated. Such a Bell experiment is un-
fortunately beyond our current experimental techniques.

In this Letter, we propose a loophole-free paradigm
for DIQIP, in which observers can conclusively certify
entanglement using arbitrarily lossy, poorly isolated and
uncharacterized devices. The main ingredient of our con-
tribution is a generalized version of the Clauser-Horne-
Shimony-Holt17 (CHSH) inequality that is based on pro-
grammable quantum measurement (PQM) devices14,15.

A PQM device is a generic measurement device whose
measurement is entirely determined by the quantum
state of a quantum program register. The crucial obser-
vation here is that if the number of possible measurement
settings is larger than the dimension of the program reg-
ister, then no external observer can fully learn the correct
measurement choice16. Consequently, any local strategy
is also limited in its ability to reproduce correlations that
depend on the chosen measurement settings. As we will
see later, this intuition can be formally analyzed by draw-
ing a connection to the problem of local state discrimi-
nation18–20.
For simplicity, we first present our Bell-like inequal-

ity in the scenario where the experiment is fully e�-
cient. In the proposed experiment, there are two ob-
servers, called Alice and Bob, who each have an un-
characterized PQM device. They each have four possible
measurement settings to choose from, which we denote by
two-bit strings x = (x1, x2) and y = (y1, y2), respectively,
and we write the corresponding outcomes as binary vari-
ables, a and b. For each measurement choice v = v1v2,
each observer prepares a corresponding program qubit
given by |vihv| = Hv1 |v2ihv2|Hv1 for v 2 {0, 1}2, where
{|v2i}v2=0,1 is some computational basis and H is the
Hadamard matrix defined in that basis, and sends it to
his or her PQM device for measurement. They repeat the
prepare & measure step until they have su�cient data
size, and then they compute the following function

SGen =
1

4

X

x1x2,y1y2

(�1)x1^y1�x2�y2C(x1x2, y1y2), (1)

where C(x, y) := Pr[a = b|x, y]�Pr[a 6= b|x, y] is the cor-
relation function. We note that in the standard classical
inputs scenario, equation (1) is in fact a symmetric exten-
sion of the CHSH inequality. More specifically, the first
bit of each party determines his or her measurement set-
ting, and the second bit determines if he or she flips the
measurement outcome. Indeed, it can be easily verified
that equation (1) is an average of four CHSH inequali-
ties conditioned on x2 and y2. This means that the local
bound for our inequality in the standard scenario is 2;
alternatively, the local bound can also be computed by
searching over all the 256 deterministic local strategies.
In the generalized scenario, the measurement basis

choice is determined by the basis in which the program
qubit register is prepared, and the bit flip value is en-
coded into the eigenvectors of that basis. The main ad-
vantage, as we mentioned earlier, is that no external ob-
server can access the full value of k when given the pro-
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FIG. 1. Equivalence to local state guessing game. Gen-
eralizing classical inputs to quantum program registers brings
us to a local state discrimination game. That is, the measure-
ment devices have to guess the output of a fixed balanced
boolean function, f(x, y) = x1 ^ y1 � x2 � y2, when given ac-
cess to quantum information !

x

= |xihx| and ⌧

y

= |yihy|. The
game is won if they output a� b = f(x, y), and it can be veri-
fied that the winning probability is related to SGen by GWin =
Pr [a� b = f(x, y)] = (SGen + 4)/8.

gram qubit register |kihk|: i.e., the maximum amount of
accessible information is at most one bit.

Building on the original ideas of Bell8,9, we consider
local strategies that are given by general local quan-
tum operations, namely separable measurements. A mea-
surement is called separable if it can be expressed as a
convex combination of tensor products of local measure-
ments. More formally, a positive-operator valued measure
(POVM) {M

i

}n

i=0 is separable if Mi

=
P

k

Q
i,k

⌦R
i,k

⌫ 0
for each i and

P
n

i=0 M
i

= 1. Furthermore, we note that
the set of separable measurements contains LOCC mea-
surements as a proper subset, which implies that any
result obtained with separable measurements automati-
cally follows for LOCC measurements. Specifically, the
bounds for di↵erent strategies follows as such: SGen 
�LOCC  �Sep  �, where � is the maximum value of
equation (1) obtained over all possible quantum (pos-
sibly entangled) strategies. Thus � is analogous to the
Cirel’son’s bound21, i.e., the maximum quantum bound
for the CHSH inequality.

Next, we introduce the possibility of having an in-
conclusive outcome for each PQM device, i.e., a, b 2
{0, 1, ;}, where ; is the outcome capturing all incon-
clusive events such as empty detection or double detec-
tion. To analyze how di↵erent measurement strategies
would take profit from inconclusive outcomes, we work
in the post-selection regime, where the correlation func-
tions are normalized over the conclusive events. That is,

equation (1) is converted to

Sps
Gen =

1

4

X

x1x2,y1y2

(�1)x1^y1�x2�y2Cps(x1x2, y1y2), (2)

where Cps(x, y) := C(x, y)/
P

a,b 6=; Pr[a, b|x, y] is the
normalized correlation function. In the following, we
show how the post-selected bounds �ps

Sep and �ps can be
computed through the lens of a local state discrimination
game18–20, i.e., see Fig. (1).
To start with, we consider a guessing game in which

two measurement devices have to guess the identity of an
unknown quantum state randomly drawn from a known
set {⇢0, ⇢1}. Furthermore, the devices are allowed to
output an inconclusive outcome whenever they fail to
distinguish the states, but the average inconclusive rate
is fixed a priori. More formally, let {M

a,b

}
a,b

be the
POVM associated with the outcomes of the Bell-like ex-
periment, and denote the POVM elements correspond-
ing to outcomes a � b = 0 and a � b = 1 by ⇧

a�b=0 =
M0,0+M1,1 and ⇧a�b=1 = M0,1+M1,0, respectively. Fur-
thermore, let ⇧; = 1� ⇧

a�b=0 � ⇧
a�b=1 be the POVM

element associated with all the inconclusive outcomes.
Then, the post-selected probability of winning the game
is defined as

Gps
Win =

GWin

⌘
A

⌘
B

=
1
2Tr [⇢0⇧a�b=0 + ⇢1⇧a�b=1]

⌘
A

⌘
B

, (3)

where

⇢0 =
1

8

X

x,y

s.t.f(x,y)=0

!
x

⌦ ⌧
y

, ⇢1 =
1

8

X

x,y

s.t.f(x,y)=1

!
x

⌦ ⌧
y

.

The connection to equation (2) is made by noting Gps
Win =

(Sps
Gen + 4)/8. The optimal value of Gps

Win can be ana-
lytically solved through semidefinite programming22, a
form of convex optimization that maximizes a linear func-
tion over the intersection of a semidefinite cone and an
a�ne plane. More specifically, the optimal solution for
the semidefinite program is obtained whenever the op-
timal values of the primal and dual programs coincide,
i.e., strong duality is met. Assuming the PQM devices
have the same detection e�ciency, ⌘

A

= ⌘
B

= ⌘ for
⌘ 2 (0, 1], the optimal solution for Gps

Win(⌘) over general
measurements is found to be

maxGps
Win(⌘) =

(
1
2

⇣
1 + 1

⌘

22
p

2

⌘
if ⌘ > 1p

2
1
2 + 1

2
p

2
if ⌘  1p

2

. (4)

The optimal value of Gps
Win(⌘|Sep) for separable measure-

ments20 is computed over an equivalent class of opera-
tors called positive partial transpose (PPT) operators23;
note that the equivalence holds only for low dimensional
Hilbert spaces, which is the case for our analysis. In par-
ticular, the winning probability is found to be indepen-
dent of ⌘, i.e.,

maxGps
Win(·|Sep) =

1

2
+

1

4
p
2

⇡ 0.677. (5)
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FIG. 2. Winning vs e�ciency. From the optimal winning
probabilities, the post-selected bounds are �

ps
Sep =

p
2, �ps =

2
p
2 for ⌘2  1/2 and �

ps =
p
2/⌘2 for ⌘2

> 1/2. Here, we see
that in the case of perfect e�ciency, both the separable and
general bounds reach the well-known minimum-error bound,
i.e., GWin = 1/2+k⇢0�⇢1k1/4. This implies that in the limit
of perfect e�ciency, general measurements do not have an
advantage over separable measurements.

Remarkably, the generalized Bell-like inequality per-
forms very di↵erently from the CHSH inequality in the
presence of detection loss. In particular, equation (2)
thrives in the low detection regime, whereas the post-
selected version of CHSH inequality would require very
high detection e�ciency (i.e., ⌘ > 0.667) to see some
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FIG. 3. A quantum measurement scheme that reaches

the maximum quantum bound. Alice’s program qubits
are given by |x1x2i = (|Hi + (�1)x2 exp(ix1⇡/2)|Vi)/

p
2,

and Bob’s program qubits are given by |y1y2i = (1 �
(�1)y1 i)|Hi/2 + (�1)y2 |Vi/

p
2, where |Hi and |Vi are

orthogonal polarized states in the rectilinear basis. The
programmable measurement device is a linear Bell-state-
measurement (BSM) that can discriminate between | +i =
(|HVi + |VHi)/

p
2 and | �i = (|HVi � |VHi)/

p
2. Here a

 + projection (detection in D1H & D1V or D2H &D2V) cor-
responds to outcome “0”, and a  � projection (detection in
D1H & D2V or D2H &D1V) corresponds to outcome “1”.
The rest of the detection patterns are classified as inconclu-
sive. The maximum quantum violation is obtained when the
photon pair source outputs | +i. Note that the maximum
conclusive rate (assuming perfect detector e�ciency) in this
case is ⌘2 = 1/4.

conclusive violation24. Furthermore, the ability of our
inequality, i.e., Sps

Gen 
p
2, to detect entanglement is

significantly enhanced, which is in agreement with the re-
cently proposed semi-quantum games25,26. We note how-
ever that semi-quantum games analyze a weaker class of
local strategies called local operations and shared ran-
domness (LOSR).
The fact that equation (5) also holds for LOCC strate-

gies means that in practice, the PQM devices do not
need to perfectly isolated, i.e., our Bell-like experiment
can tolerate any amount of cross-talk. Therefore, we ex-
pect our result to greatly simplify the complexity of prac-
tical device-independent random number generators3,4

(DIQRNGs) where measurement devices are typically
placed in close proximity, e.g., experiments involving
Josephson phase qubit states27 or ions traps28.
Conceptually, our finding can be seen as an experi-

mentally optimal trade-o↵ in the assumptions of DIQIP.
More specifically, our Bell-like inequality requires an
additional assumption in that the observers are able to
prepare trusted program qubits, but by doing so, we are
able to avoid di�cult loopholes faced by Bell’s inequal-
ity. More importantly, our Bell-like inequality can be
implemented using o↵-the-shelf optical components, e.g.,
see Fig. (3), and the trusted program qubit assumption
can be further relaxed to weak coherent laser sources via
the decoy-state method29. In this respect, our proposed
Bell-like inequality presents a general and practical
platform which DIQIP tasks can migrate to, thereby
bridging the gap between the theory and practice of
DIQIP.
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Ridge National Laboratory, operated by UT-Battelle
for the U.S. Department of Energy under Contract No.
DE- AC05-00OR22725. The author acknowledges sup-
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ment program.
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Methods

Accessible entanglement in separable states. To
start with, let us quickly point out a key observation that
explains why general measurements are more predictive
than separable measurements for our choice of program
qubit registers. Recall that the goal is to discriminate
between two mixed separable states, namely,

⇢0 =
1

8

X

x,y

s.t.f(x,y)=0

!
x

⌦ ⌧
y

, ⇢1 =
1

8

X

x,y

s.t.f(x,y)=1

!
x

⌦ ⌧
y

.

where !
x

and ⌧
y

are defined as !
x

= Hx1 |x2ihx2|Hx1

for x = x1x2 2 {0, 1}2 and ⌧
y

= Hy1 |y2ihy2|Hy1 for
y = y1y2 2 {0, 1}2, respectively. The main point here
is that ⇢0 and ⇢1 can be simultaneously diagonalized and
the eigenvectors are maximally entangled states. That
is, using the standard Bell states definition, i.e., |�±i =
(|00i ± |11i)/

p
2 and | ±i = (|01i ± |10i)/

p
2, we have

⇢0 =

2

664

�+ 0 0 0
0 �� 0 0
0 0 1

4 0
0 0 0 1

4

3

775 , ⇢1 =

2

664

�� 0 0 0
0 �+ 0 0
0 0 1

4 0
0 0 0 1

4

3

775 , (6)

where �± = (1 ± 1/
p
2)/4, and the corresponding eigen-

vectors are given by |�1i =
p
2�+|��i +

p
2��| +i,

|�2i =
p
2��|��i �

p
2�+| +i, |�3i = |�+i and

|�4i = | �i. For instance, we have �+ = h�1|⇢0|�1i =
h�2|⇢1|�2i. From equation (6), we immediately see that
the best measurement strategy is to first project the
unknown state onto the subspace |�1ih�1|+ |�2ih�2|, and
then discriminate between the two orthogonal maximally
entangled states |�1i and |�2i (i.e., to pick the maximum
eigenvalue). Indeed, the conclusive projection rate is at
most �+ + �� = 1/2, which agrees with our optimal
solution found using semidefinite programming (see
below). On the other hand, if we were to use separable
measurements, then it is clear that some amount of
mixing between the eigenvalues of ⇢0 and ⇢1 would
occur, which thus leads to a guessing value that is less
than the maximum eigenvalue. As we will see soon, this
is indeed the case.

Additional notations. In order for us to provide
a more precise description of our semidefinite programs,
we would need to introduce a few mathematical no-
tations. Let Alice’s and Bob’s complex Hilbert spaces
be denoted by A = C2 and B = C2, respectively.
The set of linear operators, Hermitian operators and
positive semidefinite operators acting on the composite
Hilbert space are written as L(A ⌦ B), Herm(A ⌦ B)
and Pos(A ⌦ B), respectively. Furthermore, we write
Q ⌫ 0 to indicate that Q 2 L(A ⌦ B) is positive
semidefinite. The set of separable operators, which is
a closed convex cone, is denoted by Sep(A : B). Ad-
ditionally, we would require the partial transpose

operation, TB = IL(A) ⌦ T , which performs the trans-
pose operation, T , on Bob’s Hilbert space. The set
of positive partial transpose operators is defined as
PPT(A : B) := {Q : TB(Q) ⌫ 0, Q 2 Pos(A ⌦ B)}. Also,
we denote a diagonal matrix by Q = diag[�1, �2, �3, �4].
As mentioned in the Letter, the bounds for our in-

equality for separable and general measurements can be
analytically solved using convex optimization techniques,
namely, semidefinite programming22. Specifically, the
idea is to find feasible solutions for the primal and dual
programs, which principally provide lower and upper
bounds on the optimal value, i.e., by the virtue of the
weak duality principle. If the feasible solutions lead
to values that coincide, then we say that the optimal
solution for the semidefinite program is found. That
is, by the strong duality principle, the duality gap is zero.

Optimal bound for general measurements.
The objective of the semidefinite program is to maximize

Gps
Win =

GWin

⌘
A

⌘
B

=
1
2Tr [⇢0⇧a�b=0 + ⇢1⇧a�b=1]

⌘
A

⌘
B

.

over general measurements {⇧
a,b

}
a,b

under the con-
straint that the joint detection rate is fixed to ⌘

A

⌘
B

= ⌘2

for ⌘ 2 (0, 1]. The primal program is given as

Primal program (general)

maximize :
1

2
Tr [⇢0⇧a�b=0 + ⇢1⇧a�b=1]

subject to : ⇧
a�b=0 +⇧a�b=1 +⇧; = 1A⌦B

1

2
tr [(⇢0 + ⇢1)⇧;] = 1 � ⌘2, i = 0, 1

⇧
i

2 Pos(A ⌦ B), i = 0, 1, ;,

and the corresponding dual program is found to be

Dual program (general)

minimize : Tr [Y ] � (1 � ⌘2)�

subject to : 2Y � ⇢
i

⌫ 0, i = 0, 1

4Y � �1L(A⌦B) ⌫ 0

Y 2 Herm(A ⌦ B)
� 2 R.

For the region 0 < ⌘  1/
p
2, we exploit the aforemen-

tioned observation to build a feasible solution for the pri-
mal program, {⇧̃

a,b

}
a,b

, that is diagonal in the basis of
equation (6), i.e.,

⇧̃
a�b=0 = diag

⇥
2⌘2, 0, 0, 0

⇤
,

⇧̃
a�b=1 = diag

⇥
0, 2⌘2, 0, 0

⇤
,

⇧̃; = diag
⇥
1 � 2⌘2, 1 � 2⌘2, 1, 1

⇤
.

A direct computation of the objective function thus gives
maxGWin(⌘) � G̃Win(⌘) = ⌘2

�
1 + 1/

p
2
�
/2. A feasible
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solution for the dual in the same region is found to be

Ỹ =
1

8

✓
1 +

1p
2

◆
IL(A⌦B), �̃ =

1

2

✓
1 +

1p
2

◆
,

which gives maxGWin(⌘)  G̃Win(⌘) = ⌘2
�
1 + 1/

p
2
�
/2.

This gives us the optimal solution (i.e., equation (4)) in
the region 0 < ⌘  1/

p
2. For the other half of the region,

1/
p
2 < ⌘  1, a feasible solution for the primal program

is

⇧̃
a�b=0 = diag


1, ⌘2 � 1

2
, ⌘2 � 1

2
, 0

�
,

⇧̃
a�b=1 = diag


0, 1, ⌘2 � 1

2
, ⌘2 � 1

2

�
,

⇧̃; = diag
⇥
0, 0, 2(1 � ⌘2), 2(1 � ⌘2)

⇤
,

which leads to a lower bound of maxGWin(⌘) �
G̃Win(⌘) = (2⌘2 + 1/

p
2)/4. An feasible solution for the

corresponding dual program is

Ỹ =

2

64

µ1 0 0 �µ2

0 µ1 µ2 0
0 µ2 µ1 0

�µ2 0 0 µ1

3

75 , �̃ =
1

2
,

where µ1 = (2 + 1/
p
2)/16 and µ2 = (1 + 1/

p
2)/8 �

�1. Plugging these into the dual objective gives
maxGWin(⌘)  G̃Win(⌘) =

�
2⌘2 + 1/

p
2
�
/4. Combining

the lower and upper bounds, we thus get the other half of
equation (4), that is, maxGps

Win(⌘) =
�
1 + 1/(⌘22

p
2)
�
/2

for ⌘ > 1/
p
2.

Optimal bound for separable measurements.
The computation for the separable bound is carried
out via an equivalent class of operators called positive
partial transpose (PPT) operators, which admit a
concise mathematical characterization. In particular, for
any linear operator Q 2 L(A ⌦ B), it is separable if and
only if it is PPT23. That is, the set of separable oper-
ators and the set of PPT operators are equivalent, i.e.,
Sep(A : B) , PPT(A : B). Note that this is generally
not the case if we consider higher dimension Hilbert
spaces, where PPT does not imply separability. The
primal program for separable measurements is given by

Primal program (separable/PPT)

maximize :
1

2
Tr [⇢0⇧a�b=0 + ⇢1⇧a�b=1]

subject to : ⇧
a�b=0 +⇧a�b=1 +⇧; = 1A⌦B

1

2
tr [(⇢0 + ⇢1)⇧;] = 1 � ⌘2, i = 0, 1

⇧
i

2 PPT(A ⌦ B), i = 0, 1, ;,

and the dual program is

Dual program (separable/PPT)

minimize : Tr [Y ] � (1 � ⌘2)�

subject to : 2 (Y � TB(Qi

)) � ⇢
i

⌫ 0, i = 0, 1

4 (Y � TB(Q2)) � �1L(A⌦B) ⌫ 0

Y 2 Herm(A ⌦ B)
Q

i

2 Pos(A ⌦ B), i = 0, 1, 2

� 2 R.

Similarly, we construct feasible solutions for the primal
and dual programs, and show that their optimal values
are identical. For the primal program, a feasible solution
is

⇧̃
a�b=0 = diag


⌘2, 0,

⌘2

2
,
⌘2

2

�
,

⇧̃
a�b=1 = diag


0, ⌘2,

⌘2

2
,
⌘2

2

�
,

⇧̃; = diag
⇥
1 � ⌘2, 1 � ⌘2, 1 � ⌘2, 1 � ⌘2

⇤
,

where each element is diagonal in the basis of equa-
tion (6). Using this solution, we get maxGWin(⌘|Sep) �
G̃Win(·|Sep) = ⌘2

�
2 + 1/

p
2
�
/4. Moving on to the dual

program, we found a feasible solution to be

Ỹ =
1

8

✓
1 +

1

2
p
2

◆
1L(A⌦B), �̃ =

1

2

✓
1 +

1

2
p
2

◆
,

Q0 =
1

8
p
2
|�2ih�2|, Q1 =

1

8
p
2
|�1ih�1|, Q2 = 0L(A⌦B),

which gives maxGWin(⌘|Sep)  G̃Win(·|Sep) =
⌘2

�
2 + 1/

p
2
�
/4. Therefore, the obtained upper and

lower bounds imply that the optimal solution for the SDP
for separable measurements is

maxGps
Win(·|Sep) =

1

2

✓
1 +

1

2
p
2

◆
.
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