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ABETRACT

These pressntations were developed for and given to the Applied
Computer & Systems Technology Section. The purpose of the

presentaticns was to provide specific, software gquality-related
tralning to the persconnel of that Section in the following three

arsas:

1. Project Management Procedures
2. WR Softwvare (uality Regquirements

3. HNon-WR Related Software Quality Racuirsments

_fﬁrthaé the salinnfs ware designed to familiarize personnel with the
orlgina of the Sactiﬁn's S0A Procedures and Policies contained in
Systens Manual 212. Specifically addressed are the requirsments set
forth in MD-10196, "Software Quality Assurance Policy/Procedure’ and
MD=10249, "Quality Plans".
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PROJECT MANAGEMENT
PROCEDURES

AC&ST Section Meeting
May 18, 1989

Phil Bantz
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OUR PROJECT MANAGEMENT PROCEDURES
ARE DETAILED IN SM212, PROCEDURE BP.1

©C ©C O O O O

Types of Requests

Project Levels

Stages In the Project Life Cycle
Roles for PM, Managers and Staff
Project Management Checklist
SQA



CUSTOMER REQUESTS ARE CATEGORIZED
INTO THREE TYPES

o Projects
o Enhancements

o Maintenance -



A PROJECT IS AN IDENTIFIABLE TASK WITH STATED
OBJECTIVES AND COMPLETION CRITERIA

o Sponsor

o Commitment of Manpower
o Financial Resources

o Project Manager



PROJECTS ARE INITIATED THROUGH THE
ISM MANAGER

LEVEL 1
— Require significant, coordinated support

from multiple AC&ST groups.
— Affect customers in multiple departments.

— Require significant interfacing.

LEVEL 2

-~ All others
— Lead technical person acts as Project Manager

— Enhancements



AN ENHANCEMENT 1S A CHANGE OR
ADDITION TO A CURRENT SYSTEM

o Completed Quickly

o Minimal or No Interfacing

o No Impact to Other Project Commitments
o Not Practical.to Hold for Future Version



MAINTENANCE REQUESTS ARE TO FIX
A CURRENT SYSTEM THAT STOPS

FUNCTIONING PROPERLY

External Factors {New Operating System)
Logged Through Help Desk

Review with Your Manager if Impact on Projects
Document Changes in Project Folder

SQA Signoffs are Obtained

Cc © O © O



STAGES OF A PROJECT LIFE CYCLE

Initiation
Requirements
Design
Construction
Implementation
Release
Evaluation




INITIATION STAGE

o Formally Start the Project
o Define the Desired Results

o Obtain Management Commitment
o Initiate Project Log Book
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INITIATION STAGE DOCUMENTS

o Project Initiation Request Signed

o Logged into PACS; Number Assigned
o Project Charter

o Priority Rating Worksheet



Project No.

Applied Computsr & Systams Technology
- PROJECT INITIATION REQUEST SDA or
DSA No.

i
i
| Data Rec'd
I
I
|

Project Name:

Degsired Resgult(s):

Justification:

Requestor Name:
Sponzoring Cost Center:
" Project Emguest Init,. Date:

SPONSOE APPROUVAL (SENIOR BANAGER)

WR SQA Procedures Apply:
TL/NY OC REVIEWEE APPROVAL IF WR SOA RBQULBED:

ACCEFTANCE SIGHOFY

Reguestor Signature: Date:

AC&ST U3R CHLY

Project Manager: Lead Technical Peraon:

System Manual cli, BF.1, Appendix B (5739

- _'Ll-



FROJECT CHARTER®

The designated project manager will have authority to use required resourcss,

expend approved AC&ZST funda and to make use of designated resgurces from the
sponsoring section.

A key functional contact from the sponsoring section, The Key Customer, will
be assigned to thizx projeect. Thix Key Cuztomer shall have the autherity for
final approval on mandatory snd desirable systea specifications, on final
design, and of the delivered system. If appropriate, prajsct goals will be

established and included on the project Core Team members’ [(including sponsor
department) JRAS.

The conduct of this project and the project deliverables shall be in
accordance with Systems Manual 212 Section BP.1.

The sponsor personnel are jointly responsible with ACLST personnel for

supgnrting Softwvare Quality Control and Computer Becurity procedures when they
ApPlyY-

Sponsor Name:

Date:

Sponsct Approval (Seniot Hanager)

#+Thiz is an example of the conteat that should be included in a Project

Charter, It may be necesszary to modify this docusent to meet a specific
project's neads.



PRIORITY RATING WORREHEET PFOR PROJECTS

Project No. Project Desc.

WT. FACTOR CAT. RATING* CATEGORY
MAJOR CATEGORY (ASSIGHED) 0-10{BEST) SCORE COMMENTS
Extecrnal Raguirsment 10 X -

Pecsonnel Health & Safety -
DoE Directive

CPAF Milsztona

Design Agency Requirement

Governmant Requirement

Schedule (Shipping Product} a X _ =
WR Production
WR Development
Pact Of Integrated Mfg. Pkg.
CIM/CAE
Reimburzeable Orgder
*B" Item

Quality 8 X -
Procass Control
Product/Proceass Analysis
spC
80a/Documentation:
Incident Investigation
Vandor

Cogt {IROR} 4 X _ =
Softwars
Hardware
Internal Rate of Return (IROR)
Low <25% = 2
Medium 25-50% = §
High »50% = 10
Punding Availabllity

Ganeral Customer Eufputt 2 X -
F:inlril{ Intecna
Good Business Sensa
Stand-alone/Impact Other Sys,
Effect Of Not Doing

TOTAL RATING =

AC&GST PERSONNEL DATE

* Use detailed factors to assign points to each Majer category (maxs=l0}.
Multiply categery pte. by weight to get the category score.
Total category scorex to determine Priority Rating. Max. Rating =320

-13—
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REQUIREMENTS STAGE

o Define the requirements and obtain approval
of the Initial plan.

o Assemble the Core Team.

0 Analyze and seiect approach for the
implementation.

o Formally present deliverables to sponsor.

o Obtain sponsor signoff.

o Freeze the requirements.



_ET_

REQUIREMENT STAGE DOCUMENTS

o initial Plan
o IROR

o Schedule
O

o

Requirements
Deliverables
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DESIGN STAGE

o Document Design Specifications
o Develop Implementation Plan

o Design System
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DESIGN STAGE DOCUMENTS

o Design Specifications

o Purchase Orders

o ADP Acquisition Proposal
o Conversion Plan |

o Training Plan |

o System Test Plan -




CONSTRUCTION STAGE
o Develop Detailed Design

o Construct the Deliverables
o Test the Deliverable_s

CONSTRUCTION DOCUMENTS

o Detailed Design

o Detailed Test Plan with Data
o Peer Review Signoff

o Screens, Code, Transactions, etc.
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IMPLEMENTATION STAGE

o Implement the Deliverables
o bExecute Test Plan

o Provide Appropriate Training
o SQA Requirements Satisfied

IMPLEMENTATION DOCUMENTS

o Detailed Documentation
o fTest Plan Results -
o0 SQA Approves
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RELEASE STAGE

o Customer Acceptance of System Test Results

o Obtain Sign—off for Project

RELFASE DOCUMENTS -
o Sign—off of Completed Project



-TZ_

EVALUATION STAGE

o Document Project History

o Document Project Performance
(Deviations from iP)

o Complete Team Member Evaluations

EVALUATION DOCUMENTS

o Documents of Previous Stages Filed
in Project Log Book
o Evaluation of Project Performance,

Team Members, and Project Manager.
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THE PROJECT MANAGER IS RESPONSIBLE
FOR THE TOTAL PROJECT AND IS

THE PRINCIPLE POINT OF CONTACT WITH THE

PROJECT SPONSOR

GO

0O
O
O
O

Coordinates Efforts of Project Team

Develops and Maintains Schedule

Maintains Project Log Book with Documentation
Ensures SQA Compliance

Mediates Project Conflicts
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A GROUP MANAGER PERFORMS SUPERVISION AND
ADMINISTRATIVE FUNCTIONS AND PROVIDES
TECHNICAL RESOURCES FOR PROJECTS

o Interacts with Project Manager to define project
level and develop initial plan.
o Stresses commitment to ensure schedule is met.

o Ensures adherence to standards (SQA).
— SQA, Hardware, Software, Communications, eic.

o Plans for necessary training.
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SECTION MEMBERS WILL PARTICIPATE
IN ALL STAGES OF A PROJECT AS ASSIGNED

o Act As Lead Technical Person
and/or Project Manager

o Provide Task Estimates to PM

o Complete Assigned Activities

o Report Project Status to PM

o Adhere to Department Standards

o Provide Maintenance for Existing Systems



BROJECT MANAGEMENT CHECXLIST*
Revised 5/17/89

Projecst Ho.

Project Description

Proj. Mgr.

IRITIATICH
Reguast Is Received

Request Is Logged inte PACS

Justification and Chartar
Reviewed With Customer

Priority Rating Determined

Sponcor Management Commitmeant
REQUIREMENTE

Praject Lasval Determined
Initial Plan (IF) Desvelopmant

Team Assigned
Lead Tech. Perscn Named (Lev 2}
Initial Plan Tasks

IROR

Prez. Requicements

Estimate of Tasks

Project Duration

ACEST Resource Req.

Sponsor Resource Req.

Othar Rsspurce Eeq.

Other Costs Hard/Soft

Total Costs

Graphic Network /Archit.
Review IP With 13M Group
Review I[P With ACZET Staff
Review IP With Computer Services
Review With Sponser 0rqg.
Obtain Approval/Go Ahead
GL{s) Commits Resources
Core Team Assigned (LTP Lavel 1)

-75-

Yot Datws Documentation

Signoff Proj. Initiation
Reguest

Chartet
Priority Rating
Werksheet

IROR Spreadcsheet

51 Initial Plan

o
e ]
o
2
L]



PROJECT MANAGEMENT CHECKLIST (Cont.)

REQUIREMENT (Cont.) Yes Date Documentation

Core Tean
Refing Est. of Work
Updats Schedule
Contract for Completion
of Regs. Stage
Analysis Completed
Revisw Requireasnts, ngprnlch,
Deliverables, Schadule with IEN,
Comp. Services & ACEST Persconnel
Presantation to Sponsor, etc.

Requirenents Prozen Signaff Requirements
Deliverables Set

Resources Contracted for v/ GL

DESIGN

Developoment of Punctional Specifications
System Tlow :
BEardwares/Software
Comnmunications
Conversion Plan
Training Plan
Systam Test

Computer Security Sign-0ff

Deaign Review with ISM, Computer
S5ervices & ACEST Personnas —_—

Dexi Review with Sponsor, ste. Signoft Design

Initial Plan. Revised . . -

Rescurces Contracted for w/ GL

ADF Plan, Pur. Reg

Security Plan

CONSTRUCTICN

Daliverables Testad
Test Plan

Walk-throughs signotf Feear Review

- -



PROJECT MANAGEMENT CHECKLIST {Cont.)
IMPLEMENTATION

Detailed Documentation System and User
Conversisn Ready
Test Plan Pasrforaesd
Training Implemented
FPM and Tear Sign-0ff

Tect Regults

h

|11

RELERSE

Usar Acceptance Test
Maintsnance Resp. Assigned

Sponaaor Fersonnal Signcif

Quality (WR} Signoff

Design Agency Bignoff SQA Req,
EVALUATION

Project Log Complete

Project MHesting Minutesx
Project Pearformance Summary
Individual Performance Input
Project Officially Terminated

Evaluaticon

*Project size and complexity will detecmine degree to which Checklist
iz completed.

-27=



MOUND SOFTWARE DE(?ELOPMENT STAGES

MOUND

&
DESIGN AGENCY
CONTROLLED
SOFTWARE
RELEASES

STAGE 1

Y

STAGE 2

Changes Only

STAGE 3.

STAGE 4

| USERS

ELEMENTS

Initiation Request &
Requirements Document

Software Design Plan
Test Plans
Verification

Review

Demonstrote & Test Softwore
Document (Methods/Results)
Authorize Release (ACO)
Documents/Printouts /ACQO

to Drawing Control

Implementation



SQA FOR WR-RELATED PROCESS
CONTROL & DATA ACQUISITION SYSTEMS

AC&ST SECTION MEETING
MAY 11, 1989

RAY LOWREY



SOFTWARE QUALITY ASSURANCE IS A COMMON SENSE
METHOD OF SOFTWARE DEVELOPMENT/MAINTENANCE
AND A CRITICAL BUSINESS PRACTICE
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MOUND’S METHOD OF SUPPORTING SQA FOR
WR-RELATED SOFTWARE IS DEFINED IN MD-10196

ISSUE 8

* OVERVIEW OF POLICY
* POLICY REQUIREMENTS
* AC&ST POLICY COMPLIANCE
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MD-10196 DEFINES THE BASIC POLICY
REQUIREMENTS FOR MOUND’S
WR-RELATED SQA PROGRAM

* PURPOSE OF SQA

* SCOPE OF SQA

* COMPLIANCE DEFINITIONS

* SPECIFIC SQA REQUIREMENTS
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MD-10196 IS INTENDED TO PROVIDE GUIDANCE FOR...

"..THE DEVELOPMENT, ACCEPTANCE AND CONTROL OF
COMPUTER SOFTWARE USED IN THE MANUFACTURING,
PROCESS CONTROL, INSPECTION, TESTING AND/OR
ACCEPTANCE OF WR MATERIAL, AND OTHER PROGRAMS

AS APPROPRIATE."
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MD-10196 APPLIES TO ALL MOUND PERSONNEL
IMPLEMENTING SOFTWARE ON ALL SYSTEMS
EXCEPT FOR THE CCF

* MOUND GENERATED SOFTWARE
* EXTERNALLY DEVELOPED CUSTOM CODE
* COMMERCIALLY AVAILABLE & PUBLIC DOMAIN CODE
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SOFTWARE MUST BE IMPLEMENTED IN COMPLIANCE
WITH MD-10196 IF CERTAIN CRITERIA IS MET

* PROVIDES COMMAND & CONTHOL OF THE FUNCTION OF
EQUIPMENT

IBS, CRIMPING STATION

* PROVIDES ANALYSIS CAPABILITY FOR THE REDUCTION
OF DATA TO DETERMINE THE ACCEPTABILITY OF WR
PRODUCT

ELECT. MEAS. STATION, WEIGH STATION, XSTAT
* PROGRAMS THE MEMORY OF ACTIVE (WR) COMPONENTS
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THE SPECIFIC REQUIREMENTS DEFINED IN MD-10196
ARE IN FOUR PRIMARY AREAS

* DEVELOPMENT AND VALIDATION

* CHANGE AND CONFIGURATION CONTROL
* OUTPUT FORMAT |
* DOCUMENTATION AND IDENTIFICATION
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MD-10196 OUTLINES FOUR STEPS IN THE
DEVELOPMENT AND VALIDATION PROCESS

* STAGE 1 - INITIATION

* STAGE 2 - DEVELOPMENT PLAN
* STAGE 3 - CODE REVIEW

* STAGE 4 - FINAL ACCEPTANCE



Design Agency Mound
Controlled Controlied

Y
1

Software
‘ Stages

- s . A
] ' -
‘\"' Y "‘\ ""

-~
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THE FIRST STEP IN ANY PROJECT {S INITIATING
THE REQUEST & DEFINING THE REQUIREMENTS

* REQUEST/REQUIREMENTS FORMALLY SIGNED & RETAINED

* PRODUCT SPECIFICATIONS DEFINES DESIGN AGENCY
REQUIREMENTS -

NOTE: CURRENTLY OPTIONAL FOR MOUND CONTROLLED CODE



IT IS CRITICAL TO VERIFY THAT THE PROJECT
DELIVERABLES WILL MEET THE CUSTOMER’S
EXPECTATIONS

* ADDRESSES THE IDENTIFIED REQUIREMENTS
* PERFORMS THE INTENDED TASKS

A

NOTE: CURRENTLY OPTIONAL FOR MOUND CONTROLLED CODE
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A PEER REVIEW IS ESSENTIAL TO ENSURE THAT
THE FUNCTIONAL REQUIREMENTS WILL BE MET

* SOFTWARE CODING IS ACCURATE
* TASK PERFORMANCE IS COMPLETE
* REVIEW IS RELATIVE TO THE SCOPE OF THE TASK

B
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THE FINAL SOFTWARE ACCEPTANCE DOCUMENT IS
CRUCIAL TO THE FINALIZATION OF THE SOFTWARE
DRAWING PACKAGE

* DEMONSTRATION TO CUSTOMER THAT REQUIREMENTS
ARE MET

* FORMAL APPROVAL THAT REQUEST HAS BEEN SATISFIED

W

%

Y
SN

A
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SQA DOCUMENTATION SHOULD BE VIEWED
AS THE SOFTWARE DRAWING PACKAGE

l’m /I'EQUIHEMENTS
DESIGN REVIEW

IMPLEMENTATION REVIEW

SOFTWARE
ENGINEER
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CHANGE & CONFIGURATION CONTROL IS ESSENTIAL
TO MAINTAINING A COMPLETE AUDIT TRAIL

* DRAWING CONTROL MAINTAINS A RECORD OF HISTORICAL
HARD COPY LISTINGS

* INDIVIDUAL GROUPS MAINTAIN A MASTER COPY LIBRARY

* ALL. CHANGES ARE APPROVED BY AUTHORIZED PERSONNEL
THROUGH MOUND’S ECN SYSTEM
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ANY SOFTWARE THAT GENERATES AN OUTPUT REPORT
USED FOR A PERMANENT PRODUCTION RECORD MUST
COMPLY WITH MD-10196

* HEADER INFORMATION MUST BE COMPLETE ENOUGH TO
PROVIDE A RECORD OF THE PROCESS OR PROCEDURE
(LOT NUMBER, PRODUCT CODE, SOFTWARE CONTROL. #)

* SPECIFICATION LIMITS MUST BE DISPLAYED IF THEY
ARE USES TO VERIFY DATA

* ERROR MESSAGES SHOULD BE RECORDED WHEN
APPLICABLE
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MD-10196 REQUIRES THAT SUFFICIENT DOCUMENTATION
IS MAINTAINED TO DEMONSTRATE THAT SOFTWARE IS

BEING EFFECTIVELY CONTROLLED

* MOUND CONTROLLED SOFTWARE USED A DRAWING CONTROL
NUMBER (DSA) PREFIX, A SIX DIGIT DRAWING NUMBER AND

A THREE DIGIT ISSUE NUMBER
* A SOFTWARE DOCUMENTATION NUMBER (SDA) IS OPTIONAL

FOR MOUND CONTROLLED SOFTWARE

DSA-870733-D PROBOND.C



IN ORDER TO TRACE THE ACTUAL CODE, A
STANDARD LABELING METHOD IS DEFINED
IN MD-10196

* MASTER COPY IS IDENTIFIED WITH A BLUE LABEL
AND IS ATTACHED TO THE COPY KEPT IN THE
MASTER LIBRARY

* WORKING COPY IS IDENTIFIED WITH A RED LABEL
AND IS ATTACHED TO THE COPY USED IN
PRODUCTION

* SOFTWARE ON A HARD DISK OR ROM SHOULD
DISPLAY THE DSA NUMBER TO THE SCREEN
IF POSSIBLE
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THE SOFTWARE DRAWING PACKAGE IS A KEY
ELEMENT OF THE TOTAL DOCUMENTATION SET
FOR A MOUND BUILT PRODUCT

* STAGE 3 DOCUMENTATION
* STAGE 4 DOCUMENTATION (INITIAL)

* SOFTWARE CONTROL NUMBER

* SOFTWARE TITLE & ORIGINATOR

* SOFTWARE CLASSIFICATION

* HARDCOPY LISTING

* APPROVED/COMPLETED ACO (CHANGES ONLY)
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AC&ST COMPLIES WiTH MD-10196 THROUGH THE
USE OF INTERNAL PROCEDURES AND PRACTICES

* DEVELOPMENT AND VALIDATION IS TIED TO PROJECT
MANAGEMENT PROCEDURES

* SOFTWARE CHANGES ARE MADE THROUGH THE
ECN SYSTEM

* OUTPUT FORMATS INCLUDE ALL REQUIRED INFORMATION
* PHYSICAL MEDIA IS LABELED APPROPRIATELY
* INDIVIDUAL GROUPS MAINTAIN A MASTER COPY LIBRARY
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SQA REQUIREMENT

STAGE 1

STAGE 2

STAGE 3

STAGE 4

AC&ST DOCUMENT

PROJECT REQUEST/
‘REQUIREMENTS SIGNOFF

DESIGN REVIEW SIGNOFF

IMPLEMENTATION SIGNOFF

RELEASE SIGNOFF
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FAILURE TO COMPLY WITH MD-10196 CAN DIRECTLY
IMPACT PRODUCTION SHIP SCHEDULES

"“UNTIL SATISFACTORY CORRECTIVE ACTIONS HAVE BEEN
TAKEN TO CORRECT THESE DEFICIENCIES, MATERIALS
PROCESSED WITH THE PRODAC SYSTEM WILL NOT BE

ACCEPTED BY THIS OFFICE."




#1 Inikiadion

WH SQA REQUIREMENTS

| STAGE | = MIMUNACTIVITIES | seniiuM BEQUARED DOCUMENTATION | REQUIRED APPROVALS/SIGNATURES

1a. Projoct initiation Fecpest

1b. Develop & Approva Custone:
Requirements,

-¥bo-

2a. Detall Design Prepared and Revigwodl,

25, Test Plans Prepared and Reviewed.

1a. Project initlation Request, AGO, or Design
Agency Product Speciication.

1b. Final recuiramants documeant of ACD.

2a. System Flow Diagrams, Sywiom Block
Diagram, Functional Dacompoaition
Schemetics, Hardware Schametics,
Procass Flow Diagrams, Room Layouts,
Fiauwrs Designs, Data Base Schemas,
Fila/Record Layouts, Scroon Designs,
Secreen Logic, Report Layouts, Module
Flow Diagrams, PSUEDOD Code and

Algorithims,

2b. Test Plans for the systems test; Test Plans
for aach job or DCL string; Test Plans for
8aoh moduia.

4. Peor Roviaw of tha Exaecution of tha
Test Plans.

4a. Customer Review of the Exec tiow of the
Test Plans.

3a. Tast Data, Tast Sconaros, Tast Scripls,
Test Resulis, Probloms encounterad and

Probiem fxes.

1a. Sponsor or Requestar and QO Reviewer,

1b. Requester and Developer of Project
Manager.

2a, Software Davelopers and Reviewars,
{(Ravicware must b knowlodgaabla of
e application requinenents but not
necaasarly of programming.)

2b. Software Davelopers and Reviewers.
{Reviewars must be knowledgaable of
the appication requiramaents but not
necaasarily of programming.)

3a. Software Davalopor(s) ard Softwans
Reviewear{s).

43 A Memno of Accaptantce of the Software
or and approved ACO,

4a. Requeastar, QC Reviewer, Developer and
ciher Roviewsrs 35 appropriata.

NOTE: Tha Srmoml Of GEIaR FICRNIET §1 176 COCUImSrilalion SRouky D8 suclt thal e S of (e e SIages & mel,
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SOFTWARE QUALITY ASSURANCE

FOR WR—RELATED {NFORMATION SYSTEMS

IBM AND DEC

_55_

AC&ST SECTION MEETING
MAY 25, 1989
ANDY JACKSON



-g -

THE CONCEPT OF SQA SHOULD BE AN INTEGRAL
COMPONENT OF DOING BUSINESS IN THE INFORMATION
SYSTEMS FIELD. THE INTENT IS TO INSURE A HIGH
LEVEL OF QUALITY IN THE AREAS OF:

z
r

« DESIGN AND DEVELOPMENT OF SOFTWARE
* ~ VALIDATION AND ACCEPTANCE OF SOFTWARE

* CONTROL AND MANAGEMENT OF SOFTWARE
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POLICIES AND PROCEDURES TO INSURE QUALITY OF
WR—RELATED SOFTWARE ARE DEFINED IN

MD—-10196, ISSUE #8

* OVERVIEW OF SQA POLICY

* POLICY AND PROCEDURAL REQUIREMENTS

* COMPLIANCE TO POLICY — IBM & DEC INFO.
SYSTEMS



POLICY OVERVIEW

THE PURPOSE OF MD—10196 IS DEFINE POLICIES AND
PROCEDURES REGARDING QUALITY ASSURANCE OF
WR—RELATED SOFTWARE.

MANUFACTURING . . .
PROCESS CONTROL . . .
INSPECTION . . .

TESTING . . . |

ACCEPTANCE OF WR MATERIAL;
OTHER PROGRAMS AS APPROPRIATE.

#* #* * * * *




POLICY OVERVIEW

THESE REQUIREMENTS MUST BE MET IF THE SOFTWARE

» PROVIDES COMMAND AND CONTROL OF THE
FUNCTION OF EQUIPMENT

*  PROVIDES ANALYSIS CAPABILITY FOR THE
REDUCTION OF DATA TO DETERMINE
ACCEPTABILITY OF WR PRODUCT

* PROGRAMS THE MEMORY OF ACTIVE (WR)
COMPONENTS
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POLICY OVERVIEW

MD—10196 POLICIES AND PROCEDURES APPLY TO ALL
WR—RELATED SOFTWARE, WITH THE EXCEPTION OF PCE

BASED SOF TWARE.

THREE CATEGORIES OF SOFTWARE:

* SOFTWARE DEVELOPED AT MOUND

*+ SOFTWARE CUSTOM—DEVELOPED BY
OUTSIDE CONTRACTORS

= “OFF THE SHELF SOFTWARE" —
COMMERCIAL AND PUBLIC DOMAIN
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POLICY OVERVIEW

POLICY REQUIREMENTS SPECIFICALLY DEAL WITH

% % % ®

DEVELOPMENT AND VALIDATION

CHANGE AND CONFIGURATION CONTROL
OUTPUT FORMAT -

DOCUMENTATION AND [IDENTIFICATION

. . . OF WR—RELATED SOFTWARE.
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POLICY OVERVIEW

DEVELOPMENT AND VALIDATION REQUIREMENTS ARE
INTENDED TO INSURE THAT THE REQUIRED LEVEL
OF QUALITY iS ENGINEERED INTO THE SOFTWARE.

* ¥ ¥ *

INITIATION
DEVELOPMENT PLAN
SOFTWARE REVIEW
FINAL ACCEPTANCE
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POLICY OVERVIEW

INITIATION STAGE IS INTENDED TO ENSURE
UNDERSTANDING OF THE REQUIREMENTS BETWEEN
REQUESTOR AND DEVELOPER.

*»  WRITTEN REQUEST. SIGNED BY REQUESTOR .
AND DEVELOPER, ALONG WITH DEFINITION
OF FUNCTIONAL REQUIREMENTS

*+ REQUEST SUBMITTED AS A PRODUCT
SPECIFICATION DOCUMENT

— MANDATORY FOR DESIGN—AGENCY
CONTROLLED SOFTWARE (ORIGINAL RELEASE)

— RECOMMENDED FOR MOUND CONTROLLED
SOFTWARE (ORIGINAL RELEASE)
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POLICY REQUIREMENTS

DEVELOPMENT PLAN ACTIVITIES ENSURE THAT THE
SOFTWARE DESIGN ADDRESSES IDENTIFIED REQUIREMENTS,
AND THAT IT WILL PERFORM THE INTENDED TASKS.

* DONE PRIOR TO CODING THE SOFTWARE

* DESIGN MUST BE REVIEWED BY A PERSON NOT
DIRECTLY INVOLVED WITH DEVELOPMENT OF THE

SOFTWARE

*  SIGNATURES OF REVIEWER AND DEVELOPER
ARE REQUIRED

— MANDATORY FOR DESIGN—AGENCY CONTROLLED
SOFTWARE (ORIGINAL RELEASE)

~ RECOMMENDED FOR MOUND CONTROLLED SOFTWARE
(ORIGINAL RELEASE)



POLICY REQUIREMENTS

A SOFTWARE REVIEW |S PERFORMED TO ENSURE THAT THE
SOFTWARE 1S ACCURATE AND WILL PERFORM THE INTENDED

TASKS.

+ DEMO IS GIVEN TO REVIEWER TO VALIDATE THAT ALL
FUNCTIONAL REQUIREMENTS ARE MET

*+ SIGNATURES OF DEVELOPER AND REVIEWER ARE
REQUIRED

~ MANDATORY FOR ALL ORIGINAL RELEASES OF
MOUND AND DESIGN—-AGENCY CONTROLLED
SOFTWARE

— MANDATORY FOR ALL CHANGES TO SOFTWARE



POLICY REQUIREMENTS

FINAL ACCEPTANCE ACTIVITIES ARE PERFORMED TO ENSURE
THAT THE SOFTWARE PERFORMS THE REQUIRED FUNCTIONS

PRIOR TO RELEASE AND IMPLEMENTATION.
*+ DEMO FOR THE SOFTWARE ACCEPTANCE REVIEW TEAM

* SIGNED CONCURRENCE BY ALL TEAM MEMBERS IS

REQUIRED

— MANDATORY FOR ALL ORIGINAL RELEASES OF
MOUND AND DESIGN—~AGENCY CONTROLLED

SOFTWARE



QG ENQINERR DATE [FACD, ENGINIEA QATE |TECH. REBF, DATH e M
| E. L. Dehart, 10-20-86 P, 0. Baye2, 10-20-B6 | B. L. Dahare, 10-20-84

Design Agency Mound
Controlled Controlled:

Software -I
Stages

2 — - 29

'd 3 ~
4 \
f/ \
c
41 | Com
\ 4
. /
~afuse}l ~

| Required

” -
% Optional  PICURE 1: ORIGINAL SOFTWARE RELEASE
Issue B: 12
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POLICY REQUIREMENTS

CHANGE AND CONFIGURATION CONTROL REQUIREMENTS
ENSURE THAT CHANGES TO SOFTWARE ARE REQUESTED

AND APPROVED BY AUTHORIZED PERSONNEL AND THAT
EFFECTIVE TRACEABILITY IS MAINTAINED.

» CHANGES MUST BE APPROVED BY AUTHORIZED
PERSONNEL, AND PROCESSED THROUGH THE ECN

SYSTEM
MASTER COPY LIBRARY WITH CONTROLLED ACCESS

X
MUST BE MAINTAINED
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POLICY REQUIREMENTS

ANY REPORT USED AS A PERMANENT PRODUCTION
RECORD MUST INCLUDE: *

« HEADER INFORMATION TO PROVIDE A RECORD
OF THE PROCESS OR PROCEDURE

+ SPECIFICATION LIMITS USED FOR VERIFICATION
PURPOSES MUST BE INCLUDED ON THE REPORT

+ ERROR MESSAGES ARE REQUIRED TO PROMPT
USER FOR PROPER ACTION IN EVENT OF
EQUIPMENT OR PRODUCT PROBLEMS
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POLICY REQUIREMENTS

DOCUMENTATION MUST BE MAINTAINED WHICH
DEMONSTRATES EFFECTIVE CONTROL OF WR—-RELATED
SOFTWARE. SPECIFIC CONVENTIONS ARE IDENTIFIED

IN THE POLICY FOR

» DOCUMENTATION
* |DENTIFICATION

~» LABELING

» TOTAL DOCUMENTATION PACKAGE FOR DWG CONTROL



_t L=

FOLICY COMPLIANCE

MD—10196 SPECIFIES PROCEDURES TO BE MET BY
ALL ‘GROUPS, EXCEPT THE PCF. PCF PROCEDURES
ARE DEFINED IN SM 212. THE GENERAL INTENT OF

THE POLICY MUST BE MET.

* ACCEPTABLE PERFORMANCE DEMONSTRATED PRIOR
TO RELEASE AND IMPLEMENTATION

* CHANGE & CONFIGURATION CONTROL PROCEDURES
ARE ESTABLISHED AND . MAINTAINED

*+ SOFTWARE CHANGES ARE PROPERLY AUTHORIZED

* ACCESS TO WR SOFTWARE IS CONTROLLED

*+ TRACEABILITY IS AVAILABLE FOR ALL SOFTWARE
CHANGES




POLICY COMPLIANCE

PCF SYSTEMS SATISFY THE INTENT OF MD—10196
THROUGH COMPLIANCE AND USE OF INTERNAL TOOLS
AND PROCEDURES

« DEVELOPMENT & VALIDATION REQUESTS ARE MET
THROUGH DOCUMENTATION OF COMPLIANCE WITH
PM PROCEDURES

+ CHANGE AND CONFIGURATION CONTROL,

TRACEABILITY, AND ACCESS CONTROLS ARE
SUPPORTED THROUGH THE USE OF TOOLS
AVAILABLE ON IBM AND DEC MAINFRAMES
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POLICY COMPLIANCE

DOCUMENTS GENERATED IN THE NORMAL PROJECT LIFE
CYCLE FULFILL THE INTENT OF THE DEVELOPMENT AND
VALIDATION REQUIREMENTS.

*  INITIATION — PROJECT REQUEST &
REQUIREMENTS DEFINITION

+ DEVELOPMENT PLAN —w» DESIGN REVIEW

»+ SOFTWARE REVIEW —=» [MPLEMENTATION SIGNOFF
+ FINAL ACCEPTANCE —» RELEASE SIGNOFF



POLICY COMPLIANCE.

FEATURES OF THE ON—LINE CHANGE MANAGEMENT
SYSTEMS (IBM & DEC) ENSURE PROPER CHANGE AND
CONFIGURATION CONTROL.,, AND TRACEABILITY.

» CHANGES ARE SUBMITTED THROUGH THE CHANGE
MANAGEMENT SYSTEM, AFTER RELEASE SIGNOFF

« CHANGE MANAGEMENT SYSTEM UPDATES PRODUCTION
LIBRARIES WITH THE NEW VERSION OF SOFTWARE

(INFOMGT)

» FULL ARCHIVING IS DONE, PROVIDING COMPLETE
TRACEABILITY OF ALL PREVIOUS VERSIONS

(LIBRARIAN, CMS)
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POLICY COMPLIANCE

WR SOFTWARE IS CONTROLLED TO PREVENT
UNAUTHORIZED ACCESS |

« RACF — IBM'
« VMS SECURITY (ACL'S) — DEC
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POLICY COMPLIANCE.

GUIDELINES AND PROCEDURES ARE DETAILED IN
EXISTING DOCUMENTS. FOLLOWING THESE
PROCEDURES WILL ENSURE COMPLIANCE WITH
THE INTENT OF THE SQA POLICY.

» GENERAL \PROCEDURES — SM 212, BP.1

» CHANGE MANAGEMENT GUIDE —
OPERATIONS SUPPORT

* LIBRARY NAMING CONVENTIONS —
IBM — SM 212, BP.13
DEC — DRAFT DOCUMENT IN REVIEW
— K. E. ZINK

+ LIST OF PRODUCTION LIBRARIES —
IBM — SM 212, BP.14
DEC — DRAFT DOCUMENT IN REVIEW
— K. E. ZINK
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POLICY COMPLIANCE

WR SOFTWARE SHOULD BE CONSIDERED AN INTEGRAL
COMPONENT IN THE MANUFACTURE OF A PRODUCY, AND
SHOULD, THEREFORE, BE CONTROLLED AND MAINTAINED
IN A MANNER WHICH ENSURES CONSISTENT QUALITY.

+ DEVELOPMENT AND VALIDATION
* CHANGE AND CONFIGURATION CONTROL
* AUTHORIZATION OF CHANGES

» TRACEABILITY OF CHANGES
*+ ACCESS CONTROL



DOE 8700.6B QUALITY PLANS
FOR NON-WR RELATED PROCESS
CONTROL & DATA ACQUISITION SYSTEMS

ACAST SECTION MEETING
JUNE 8 70859
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DOE /AL ORDER 5700.6B REQUIRES
ALL DOE PROGRAMS TO HAVE
QUALITY ASSURANCE (QA) PROGRAMS

NON-WR - NQA-T Q4 Program Regulrements
ror Nuc/leer Facliit/es/

Wiy - QC-7 (DOE 4L Qualty Criteria)
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MOUND’S METHOD OF SUPPORTING SQA
FOR NON-WR RELATED SOFTWARE IS
DEFINED IN MD-102490, ISSUE 1




WR ACTIVITIES ARE DEFINED AS:

“an aoctivities dairectly re/ated (o weapons
op8ralions InCludng acguisition oFf researc/
ang technology daals, deve/lopment Joes/on,
SIgINSernNg, 1estling, procuction conponent
rabricat/on eassembly, 'tmnspada&b@

storage, stockpl/e evaluvalion, and retirement ”




ATTACHMENT B
Weapons Activities

The fallowing is a tisting of some weapons activities that fall within the DOE
Dafense Program.  Thiz listing 13 net all inglusiva but 15 intandad %o —-
illustrate the scops of weapons activities.

- Ressarch 1nto the properties of materials in support of nuclear weapons
coscepts, saginasring, design, or production. Classified ressarch into the
chemwical, physical, nutlesr, structural, metillurmgical, hydrodynawic,
compatibility, and aging proparties of tritium, beryllimm, heavy satais,
specialized compounds, ceramics, alloys, composites, amorphous materials, and
explosives falls into this category.

= Tha development and use of computer codes for the examination and development
of nuclear weapons concapts, the conduct of nuclear weapons physics and
enginegring studies, and tha development, transmissiom, and use of nuclear
weapofis design information.

- The design, preparation, canduct, and analysis of nuclaar weapons design
experiments, including laboratory experiments in support of cosponent,
subsystam, and system design, and nuclear sxplosive experiments conducted as
part of the nuclear test progras.

- Nuclear tast device emplacemsnt aperations.

- Preparation and issuance of design -sketchas and design information.

- Fabrication and measyremgnt of products for design expariments.

- Procurement of material snd prodect for tse in design and development tests
and exparinents.

- Tasts of development hardwere--this covers components and assemblies tested
in laboratory and flight environments.

- Design reviews.

- Dazigw and development affort on production tooling, testers, and gages for
use in production.

- Ees:gn and development affort on instrusentation for davelopment f1ight
BILS.

- General and specific procedures that are directive on the design
organizations and enginegrs in their performance of research and devalopment,
design, and testing.

- Standards and calibration laberatorias and thetr oparating procsdures.
- Deveiopment of reliability allocattons.

~ Procass development related to nuclear weapons praduction.

- 32_



ATTACHMENT B (continued)

- Preparation and issuance of design specifications and procedures for the
production of weapon components and assemblies.

- Evaluyation of production processes prier to autherizimg production.
- Contral of destgn spacifications and procedures.

- Production activities covarad by the Albuguarque Operations Office QA Policy
0C-1 dated March 24, 1976.

- Yransportatinon and storage of nuclear test devices and nuclear weapons,
including matters related to safeguards and security.

- Disassembly, examination, testing, and final disposition of weapon: and
wedpons components for purposes of stockpile evaluation,

- Disassembly and dispositicn of retired weapons and weapons components.



_Fa -

NON-WR ACTIVITIES ARE DEFINED AS:

Al sctities outs/de the respons/ibiity of

DOE Derense Frogreams or those activitles whlc/r
rovioce Gepnerel/ Operations/ Support or (he
Weapons LFrograms.”

S~ F




ATTACHMENT A

Nopweapons Activities

b

The fllowing 1isting provides some exemples of activilies Liei wouid Ge
covered under nonweapons. This Tist 45 not a1l inclusive but 5 intended to
indicate the scops of nonweapons activities. Whem sach activities involve
Restrictad Data,. thay-weuld fall under wapsnssatiivities:

-

Maintonance of facilities and utilities. Includes heating, cooling,
vantilation, powsr systems, air compressors, hydranlic systems, structures,
roofs, lighting systems, and cleamliness of facility.

Health and safety activities.

Installation and m3intenance of security systems,

chn’ssing of commarcial and manufacturing waste that needs controls because
of environmental concerns.

Design of new faciiiries or medifications to existing facilities.
Construction and remodeling,

Decontamination and du::n-'l:rtunmg.

Frocurement of matarials and eguipment from commercial sources. -
Design, construction, opsration, and maintenance of sciestifi¢ apparatus for
general use, such as particle accelerators, nuclsar reactors. electran
nicroscopes, scientific computers, and so on.

Procuremeni, installation, operation, ind maintenance of commerctal machine
tools,. walding machines, and presses for general use.

Air operations.
Radiological controls.
Utilities systams.

Equipment and procedures for construction, wining, drilling, and general
suppert for nuclear waapons design experiments.

Cranes and hoists to De used to handle apparatus for nuclear weapons
expariments.

Containment radi¢logical monitoring.
Radioactive waste management.

Fire protection,
_25_.
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IF A NON-WR ACTIVITY INVOLVES
RESTRICTED DATA

IT IS NOW CONSIDERED WR AND

MUST FOLLOW WR REQUIREMENTS

S5
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MD-10249 DEFINES THE BASIC POLICY
REQUIREMENTS FOR MOUND’S NON-WR
RELATED SQA PROGRAM

* Furpose orF Polloy
* Soope of Policy
* ReSponsS/Hilt/es

* Quallly /Indicalors




THE PURPOSE OF MOUND'S 85700.6B
QUALITY PLAN POLICY AS DEFINED

IN MD-10249 18 TO INSURE
COMPLIANCE WITH AL ORDER 5700.6B
QUALITY ASSURANCE REQUIREMENTS
FOR NON-WR PROGRAMS

-
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MD-10249 1S APPLICABLE TO ACA3ST AND
COMPUTER SERVICES SECTIONS OF THE
TECHNOLOGY DEPARTMENT. TWELVE QUALITY
PLAN ELEMENTS WERE USED TO DEVELOP
MOUND’S QUALITY PLANS.

* Quality FPlan ror Proceass Control & Dals
Acguisition Systems, Instrument & Frocess
Auvtomation, and Produvofl andg FProcess
Analyste (PCRDAS, /8PA, and PARPA)
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RESPONSIBILITIES

* DEPARTMENT DIRECTOR
Roview and approyve the Cusy Flans ror
implementation of AL Order S700.68 fo
navre consistanl sporopriele and imely
applioation. (Yonry Wollermann/

* ACAST MANAGEMENT
Acceptl uitimele resporns/biNy rfor ihe
implementaltion aoouracy, andg contents or
e COuaily Flerns generated for iAler
groupssrTunotions. Den MY, Group Lesders)

* DEPARTMENT QUALITY ASSURANCE COORDINATOR
Frovide coordination and Mhlerpretation of
oranges i AL Order S700.88 to the Q.A.
Seotion Representailives (Elaine Lisdrechi)



http://srOO.ee

.

QUALITY INDICATORS REPRESENT THE
OVERALL QUALITY OF THE VARIOUS
FUNCTIONS PERFORMED BY THE ACAST
SECTION. (PCaDAS, I1&aPA, and PAPA)

* Project Acceplance :
* Projfect Completion Dele
« Error Reports '




PROJECT ACCEPTANCE

PROJECT J;COEF'TED
7

OJEGT FIE-JEOTED



PROJECT COMPLETION DATA

PROJECT CANGELLED

TH 10
i DID'NT MEET SCHEDULE
16

y

COMP. ON OR BEFORE
78

8QA~13
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ERROR REPORTS

NOT MOUND HARD/SOFT
80

MOUND SOFTWARE
15

MOUND HARDWARE
26

SQA-14
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TWELVE QUALITY PLAN ELEMENTS
CURRENTLY QUIDE THE PC&DAS,

1&PA, AND PAPA GQGROUPS.
(AL ORDER 85700.08 DATED 4 24-84)
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PROCUREMENT

* Maintain adequate control! over procurement to
assure that aervices and material coform to
apeocified requiresments.

» Follow esliabished Aoung procedires &8s slieled
n Volumes /7 & [ Purohesing Pollcy end
Procedures’ Purchase speoliication and
rOGUIIMOnt COOUMONIS are Ihe responsiiny
or the Group Lesder:
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CONTROL OF PURCHASED ITEMS

AND SERVICES

* Control ahall provide for the following: aocurce
esvaluation and saselection, esvidence of quallty
furnished by the Supplier, aocurce Inapection,
audita, and examination of itema or services
upon deilvery or completion.

* Purchesed compuler earoware end soffYware are
Sudject 1o eccepliance lfesting by ACAST Personrel

* Major purchased ems angd services are gusrenteed
fo perform as Staleo.

-




ITEM IDENTIFICATION AND CONTROL

* atablish adeguate msthoda and fnnlli@l.a for
oontrolling the identification, handling and
atorage of tems and technology data.

* An lnventfory ofFf &/ maejor A‘;?P OFUDment /s
ma/ntained by the Compulter Operalions Group.
SHL IR, Section EP./

» Control of software and assoc/ated ouvipuft{vala)
/s deltelied /it SME2IE Secitlion 5P 7

Lo S
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INSPECTION

* A program of Inspeotiona and testa shall be
established to assure that development,
production, faoliities, operations and the
acquislation of research and teohnology data
ars in oconformanoe with redquired quality
standarde and design doouments.

* Inspectons and fests are estebiished fo nsure

rhat egulbmenl comporents ang e aoguls/ition
of fechnologioal dals ere Deng maelniained and
8Ire perrorming as expecolted. (SME 1L SeoWon B8P 1)

S -
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CONTROL OF NONCONFORMING EVENTS

* Meoasurea shall be established to control data,
facliities, Hems, servioes or activities which
do not conform to requirements.

* Nonconrornming everls wiyl de logoed /v lhe

Droject documentation socordng fo SMErL
Seotor SR 7. '

-




-c01-

CONTROL OF DEVELOPMENT
AND PRODUCTION

* Maintain sufficlent ocontrol over development
and manufaocturing prooesses to prevent or
minimize product defsotivensss and variabliity.

* A/ projecis are oontroljed by Froject

Adansgemernt FProcedures as stialed in SME 1L,
Section BP. 7. '

S -EL




-£01-

CONTROL OF MEASURING AND

TEST EQUIPMENT

* Assure acouracy and rellablity of
measurements and teata through the
use of sultable Inspection, measuring
or test equipment of the range,
acocuraocy, and types required.

* Dovelopment messuring ang fest egupment
arv o De maintained v cealbretion by
he AMound Standervs Group

Foaa-2 ¥
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CONTROL OF MEASURING AND
TEST EQUIPMENT (CONT.)

* Establish and maintain a ocalibration
system whioh adheres toc nationally recognized
standards values and assure proper oalibration
and maintenanoce of gages and teat squipment.

* MO-YOOSE Moundg Standeros and Calibration
Syslem /[fo used to melnleln compliance o
LOGLIrements, :

S-S
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QUALITY RECORDS

* Records shall be maintained to furnish
svidenoe of the quality of facliltles,
services, items, and activities. These
Inoclude resulta from reviews, Inapectiona,
tests, audits, material analyses, sto.

* Dooumeniston fo be maniainred ror eachHh
projfect o derined iIn SMEIE, Section BF.7

SEM 2T
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CORRECTIVE ACTION

* Establish and maintain & system to
assure that conditions adverse to gquality
are promptly |dentifled and oorrected.

» Corrective actions wil be J/Jogged /»

e project documeniebon accoroing fo
SMe 1L Seclion SR 1.

S Eb




=LGT-

PERSONNEL TRAINING

* Neoessary training shall be provided to

assure that proper quality le achleved and
malintained.

* Group Leaders cetesmipe f(Pe oepree oF fYralning
NS STUCREON POSTed 1O RSSUIre Droper guailty.
Reoooroe of he /ndiidvels lralning ere
maintained by AMound personnel

oM E T




-BDT~-

QUALITY REVIEWS

* Establiah a asyatem for conducting reviews
to verify compliance with all aspsocts of the
quality program. Reauilta are to be doocumented.

* Se/Ff audits are conducled within ACSST per SAM2r1L,

Secition DrF 7.
* A minirnrcm oF one SOT-evaluiabion oFf compliance wilh

hls guamly plarn /s comduvcled per year by personne/
ROt respornsibie ror e runction or execubtion or /e

orocedure balng evaelusied
* Devel/opment operaiions are Subject o0 /niternel self

ang o extfernal reviews. - vVerricelions.
. el =ik
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CHANGES ARE UNDERWAY FOR
MD-10249 BASED UPON AL ORDER
5700.6B, REVISION 1; DATED
9-13.88. THIS CHANGE IS TO

BE COMPLETED BY 9./30./89.

-8
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THE TWELVE QUALITY ELEMENTS
HAVE NOW BEEN EXPANDED TO
EIGHTEEN QUALITY ELEMENTS.
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INSTRUCTIONS, PROCEDURES,

AND DRAWINGS

* Activities atfecting quiality shall be
performed In accordance with dooumented
inatructiones, prooedures, or drawinge.
Quantitative or qualitative acoceptance
oriteria shall be Included.

S
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DOCUMENT CONTROL

* The preparation, ilsaue, and change of
documents that apecify quality
requirements or presoribe activities
affecting quality, shall be controlied
to asaure that correot doocuments are
being smployed.

—— i e e — — ——
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CONTROL OF PROCESSES

* Prooeassss affecting quality of items or
servicoes shall be ocontrolled. Qualified
personnel are to be used for speolal
Prooceseses.

S -LF
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TEST CONTROL

* Teasta required to verity oconformance to
requirsments and to demonstrate that Hemas
perform satisfaotorily in servios, shall
be planned and exeocuted. (ano Jdooumenied)
- System teats
- ACO ohange teasta

S - T
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HANDLING, STORAQE, AND SHIPPING

* Handling, storage, cleaning, paokaging,
shipping, and preservation of Hems, shall

be ocontrolied to prevent damage or loss
and to minimize deterioration.

St -
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INSPECTION, TEST AND

OPERATING STATUS

* Statuas of Iinspsotion and test activiiies shall
be Identified to assure raquired Inapeotiona
and tesata were performed and to assure that
Rema that have no passed the required
inspections and teasts, are not Inadvertently
inatalied, used, or operated.

SEM I
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AUDITS (WAS QUALITY REVIEWS)

* Planned and soheduled audits shall be
performed to verify compliance with all

aspecis of the guality assurance program
and to determine It sffeotivensss.

ST
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DoE 5700.68B QUALITY PLANS
FOR INFORMATION SYSTEMS

AC&ST SECTION MEETING
JUNE 1, 1989

AL GOLDMAN



BACKGROUND

+ DoE/AL Order 5700.6B requires that
all DoE programs, including the
weapons, must have Quality
Assurance (QA) programs.

* Weapons programs are exempt from
the specific provisions of the order.

- DEFINITIONS

* NONWEAPONS ACTIVITIES: All activities
outside the responsibility of Dot
Defense Programs or those that provide
general operational support

* WEAPONS ACTIVITIES: All activities
reloted to weapons activities, including
research through retirement.

See document published by D. Blane

-11%-



™
.

Honwezpons Versus Weapons Activitias

Pyrpose: To provide a definition or distinction batween weapons and
nonweapons activities,

Sackgqrouynd: ODUE/AL Order 5700,08 Teduires that Rij DOE programs, inciuding
tha weapoas, nust have Quality Assurance {QA) pregrams. Howaver, Order
5700.68 sxpmpts weapons proqrams from the specific provisions of the

Order, MNomweapons QA activities are 1o be davelopad per the requirements
of HQA-]1 (QA Progrim Requirements for Nuclear Facilitias) and QA activities
for waapons under the auspices of QC-1 (DOE/AL Quality Criteria).

Qafinitions

a. Monwszoong Activitipg: A1) activities outside the responsibility of
DOt Defense Programs or those activities which provide gepera]
gperational sypogrt of the weapons programs. Examples would include
actions associated with ail aspects of facilities acguisition,
maintenance and operations: general procurements, safety and health

activities, waste management, envirommental controls, atc. (ses
Attachmant A).

b. Heapons Activities: A1l activities directly related to weapons
operations, including acquisition of ressarch and technology data,
development, design, enginesring, testing, production, component
fabrication, assembly, transportation, storage, stockpile evaluation,

. and retirement. (See Attachment B for examples.) ] i '

B. E. Blane

-120-



ATTACHMENT A

Mpmweapons Acttvities

The following listing piovides some examples of aclivities Lial wouid be
covared under nonweapons. This 1ist is not all inclusive but 1s intended to
indicate the scope of nonweapons activities. When such activities invalve
Restricted Data, they would fall under weapons activities.

- Maintenance of facilities and utilities. Includes heating, cooling,
ventiTation, power systems, air compressors, hydrauiic systems, structures,
roofs, 1ighting systems, and clean)iness of facility.

- Health and safety activities.

- Installaticn and maintenance of security systems.

- Processing of commercial and manufacturing waste that needs cantreis because
of environmental concerns.

- Dasign of new facilitfes or wodifications to existing facilrties.

- Construction and remodeling.

- Dazontamination and decommissioning.

- Procurement of materiils and equipment from commercial :uul;:ns:

- Design, construction, operstion, and maintenance of scientific apparatus for
general use, such as parttcle igcelerators, nuclear reactors, electron
microscopas, scientific computars, and so on.

- Procurement, installation, operation, and maintenance of commercial machine
tools, welding machines, and presses for genera) use.

- Atr oparations.
- Radiological controls.
- Utilities systems.

~ Equipment and procedures for construction, mining, drtiling, and general
support for nuciear weapons design experiments.

- Cranes and hoists to be used to handle apparatus for nuclear weapons
sxperiments.

- Containment radiological monitoring.
- Radicactive waste managemant.

« Fire protection.
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ATTACHMENT B
Weappns Activities

The follawing is a listing of some weapons activities that fall within the DOE
Defensa Program. This Tisting is nat all inclusive But is intendad o —
iTlustrate the scope of weapons activities,

- Rasearch into the propertiss of materials in support of nuclear weapons
concapts, angineering, dasign, or production. Classified research into the
chemical, physical, nuclear, structural, metallurgical, hydredynamic,
compatibility, and aging proparties of tritium, deryllium, heavy metals,
speciaiized compounds, caramics, alloys, composites, amorphous materials, and
axplosives falls into this category.

= The devélopment and use of computar codes for the examination and development
of nuclear wgapons concapts, the conduct of nu¢lear weapons physics and

éngineering studies, and the developmant, transmission, and use of nuclear
weapons design information.

- The design, preparation, conduct, and analysis of nuclear weapons design
expericents, including labaratory experiments in support of component,
subsystem, and system design, and nuclear explosive experiments conducted as
part of the nuclear test program.

- Huclear test device emplacement oparations.

- Preparation and i1ssvance of design sketches and design information.

- Fabrication and measurement of products for design experiments.

- Procurement of material and product for use in design and development tesis
and experiments.

- Tests of development hardware--this covers companents and assemblies tested
in laboratory and fiight environments.

- Dasign reviews,

- Design and development effort on production tooling, testers, and gages for
uysé in production.

- Dezign and develgpment effort on instrumentation for development f1ight
tests.

- Ganeral and spacific procedures that are directive onm the design

srganizations and ¢ngineers in their parformance of research and deveiopment,
design, and tasting.

- Standards and calibration laboratories and their operating procedures.
- Devalopment of relfability ailocations.

- Process davelopment related to auclear weapons productien.
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ATTACHMERT 8 ({continued)

- Preparation and isseance of design specifications and procedures for the
production of weapon cowmponents and assembiies.

- Evaluation of production processes prior to authortzing production.
- Control of design specifications and procedures.

- Productton actfvities covered by the Albuquerque Operations Office QA Policy
GC-1 dated March 24, 1976.

- Transportation and storage of nuclear test devices and nuciear weapons,
including matters relatad to safeguards and security,

- Disassembly, examination, testing, and Final disposition of weapons and
weapons components for purposes of stockpile evalyationm.

- Disassembly and disposition of retired weaapons ind weapons conponents,
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QA FOR NONWEAPONS SYSTEMS

NQA—1
ANSI/ASME—NQA—1

AL Order
5700.6B

MD—-10249

Quality Assurance Requirements
for Nuclear Facilities

The requirements of this order

apply to Non—Weapons Quality
Assurance Activities

Quality Plans for AC&ST and
Computer Services. Consistent
with 5700.68
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SQA FOR WEAPONS SYSTEMS

QC-1

MD—-10196

DoE Quality Criteria

Software Quality Assurance for
Information Systems directly
related to weapons operations.

Study/initiative underway.to determine if 5700.6B and
QC—1. can be combined into a common document.
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5700.6B is three plans
(MD 10249 Issue 1)

1. Quality Plan for ADP Production

~ AC&ST
— Computer Services

2. Quality Plan for the Systems Software Group

3. Quality Plan for:
— Instrument and Process Automation
(Sizemore)
— Process Control and Data Acquisition
(Lowrey) |
— Product and Process Analysis

(Ciramella)

MD—10249 Issue 1 is currently under review and will
be revised

This presentation is based on the current plan.

— Stewoart, Beck, Evans, Lindesmith and Cole are

AC&ST representatives.




QUALITY PLAN ELEMENTS
FOR

AC&ST AND COMPUTER SERVICES

* % * W

*

*

* % % *

Design Control

Procurement

Control of Purchased Items and Services
ltem ldentification and Control
Inspection

Control of Nonconforming Items (N/A)

Control of Development and Production

Contro! of Measuring and Test
Equipment (N/A)

Quality Records
Corrective Action
Personnel Training
Quality Reviews
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QUALITY PLAN ELEMENTS
DESIGN CONTROL

* Design Control procedures are outlined in the
AC&ST Project Management Procedures of

SM212, BP.1
— New projects, maintenance and enhancements

— Defines policies and procedures for the project
life cycle
— Presentation by P. Bantz

* Audit Staff review of System Design detailed
in SM212, BP.5
— Evaluation of program application design
— Check of original design against final
installed system



QUALITY PLAN ELEMENTS (CONT'D)

PROCUREMENT

* Procurement procedures for the acquisition of
computer equipment software, and resources
are detailed in SM212, EP.1

* Procedures administered by the Computer Advisory
Council (CAC)
(P. Bantz is chairman)

* In addition, all ADP acquisitions must comply
with the procedures outlined in AL 1360.1C

(Acquisition and Management of Computing Resources
and Policy Procedure 4016)
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QUALITY PLAN ELEMENTS (CONT'D)

CONTROL OF PURCHASED ITEMS AND SERVICES

* Purchased hardware and software are subject to
acceptance testing by technicolly competent
AC&ST and Computer Services Personnel.

* Purchased items and services are contractually
guaranteed to perform as stoted

*+ Problems are resolved between Mound personnel,
the vendor, and Purchasing
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QUALITY PLAN ELEMENTS (CONT’D)
ITEM _IDENTIFICATION AND CONTROL

* Computer Operations has the responsibility of
verifying that output is distributed to the intended
recipients per an authorization list

* Developer has responsibility for identification
of output per SM212:
- Standard Mound COBOL classification routine
"RPTCLASS" in SM212, BP.11
— Job Card security classification parameter in
SM212, PB.12

» ADP equipment inventofy maintained by Operations
per SM212, EP.7

* Magnetic tape library inventory is controlled by
an automated management system.

SM212, CP13-19
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QUALITY PLAN ELEMENTS (CONT’D)
INSPECTION

* The Computer Security CGroup performs risk analyses
for applications that process sensitive unclassified

data on any type of computer system at Mound.
SM212, CP.21

— Calculated annual loss expenditures

* Random reviews of user data files used on Mound

systems to minimize misuse or abuse.
SM212, CP.23
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QUALITY PLAN ELEMENTS (CONT’D)

CONTROL OF DEVELOPMENT AND PRODUCTION

* Project Development is governed by Project
Management Procedures

+ Changes to the PCS are controlled by the online
Change Management System per SM212, DP.5
(General) and DP.6 (Specific)

— Change Management provides archiving and
traceability for software and hardware changes

» Production jobs are controlled by an automated
job. scheduler

* Security administration is decentralized —
Group Administrators and/or Computer Operations.

SM212, DP.1
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QUALITY PLAN ELEMENTS (CONT'D)

QUALITY RECORDS

* PCF system availability charts are generated monthly.

* Charts and graphs of imp;lemented changes and
reported problems are produced monthly.

* Training requirements for various personnel is the
responsibility of supervisors. (The training section

maintains records of training for all employees).
'SM 212 DP.4.

» Evaluation reports and checklists for self—
evaluations are maintained by Computer Operations.



sesses SYETEM MANAGEMENT FACILITY - COMPUTER PERFORMANCE ANALYSIS orsver
Transaction Processing (IMS) Trend Analyses and Short Term Projections
Transaction Processing (1MS) Response Time Trends
Class One Transactions
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Color notation is: Mean Service Time, Service Lavel, Grand Mean, 85th Percentile
Symbolic notation is: Star — Mean Service Time, Square — 95th Percentile
Dashed — Service Level, Solid — Grand Mean
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sseess SYSTEM MANAGEMENT FACILITY —~ COMPUTER PERFORMANCE ANALYSIS #eeese

Batch Processing Trend Analyses and Short Term Projections
Prime Shift Batch Turnaround Times

Tirma in Minries

e o el sty — —— -
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Calendar Date

]
Color Notgation is; Service Time, Sersice Level, Grand Mean, 90th Percentile
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QUALITY PLAN ELEMENTS (CONT'D)

CORRECTIVE ACTION

* The HELP desk facility allows Mound users to make
a single phone call to report DP related problems.
— Problems are logged into the Problem

Management System for tracking and resolving
problems as detailed in SM212, DP.2.

* Production rerun instructions are provided in the
event production jobs need to be rerun. SM212 BP.6

» Cnitical production files are backed up on a

scheduled basis and recovery procedures
established. SM212, CP.11.

* Corrective actions specified as a result of
self—-evaluations must be completed within 30 days.


http://CP.11
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QUALITY PLAN ELEMENTS (CONT’D)

PERSONNEL TRAINING

* Supervision/management is responsible for all

aspects of training needs as outlined in
SM212, DP.4.



QUALITY PLAN ELEMENTS (CONT’D)

QUALITY REVIEWS

* Self audits are conducted with AC&ST
and Computer Services in accordance
with SM212, DP.7 to insure that
procedures are followed.

* One self—evaluation for each AC&ST
quality plan is to be conducted each
year by personnel not responsible for
the- execution of the procedures being
evaluated. (Project Management
Procedures this year).

* Stages of the project life cycle are
subject to quality reviews both by the
developers and end users of the system.

* AC&ST and Computer Services are
subject to DoE/AL evaluations audits
such as the Annual A1 Security Survey,
the ADP Management Survey, and the
Inspection and Evaluation Audit (I&E).
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SUMMARY

* Plans Exist

- 5700.6B
-~ MD-10249.
— SM212

* Adhere to SM212

x Failure to do.so can result in Audit
findings.
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