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WE/CONTRACTOB COWPONHlT Oak Ridge Assoc ia ted  U n i v e r s i t i e s  

ASSESSABLE UNIT L i f e  Sc iences  Research and Nuclear  Medicine App l i ca t ions  

RELATED HggDQUARTEBs OFFICE O f f i c e  of Hea l th  and E n v r i o m e n t a l  Research 
PROGRAM LEVEL BbB BO, HB ($421K f o r  FY-84, 6.4 MY) 

1. BREF DESCRIPIIOI OF PROGRAM OR ADMIEISTRATIVE RJNCTIOB: This  program pro- 
v i d e s  f o r  t h e  s u p p o r t  of r e sea rch  aimed a t  developing a conceptual  basis of 
t h e  mechanisms i n  l i v i n g  systems involved  i n  how phys ica l  and chemical 
agen t s  d i s r u p t  normal processes  i n  p l a n t s  and  an imals  and f o r  r e sea rch  on 
t h e  biomedical a p p l i c a t i o n s  of i s o t o p e s  f o r  medical  d iagnos is .  The spe- 
c i f  i c  programs i n c l u d e d  i n  our v u l n e r a b i l i t y  assessments  were: 

1. 

2. 

3. 

4 .  

Reproduct ive Toxicology (HB 01) $llOK f o r  Fy-84, 1.75 MY. 
suppor t s  r e s e a r c h  i n  spermatogonial  cytology t o  determine stem-cell 
k i n e t i c s  and  degree  of sperm-producing impairment a f t e r  t e s t i c u l a r  
exposure t o  r a d i a t i o n  and o t h e r  t o x i c a n t s  i n  non-rodent spec ies .  

This  program 

A l t e r a t i o n s  i n  L i p i d s  and Membranes by E m i r o r m e n t a l  Toxicants  (HB 01) 
$24K i n  FY-84, 0.38 MY. This program suppor t s  r e s e a r c h  t o  determine 
t h e  r o l e  of l i p i d s  a s  c e l l  media tors  and membrane c o n s t i t u e n t s  i n  re- 
s p i r a t o r y ,  n e o p l a s t i c ,  ca rd iovascu la r  and inflammatory d i s e a s e s  wt ih  
t h e  development and use  of f o s s i l  f u e l s  a s  energy sources .  

Diagnos t ic  Nuc lea r  Medicine Procedures  f o r  Lung Disease (HI3 02 01) 
S118K f o r  FY-84, 1.73 MY. This  program suppor t s  a m u l t i d i s c i p l i n a r y  
nuc lea r  medicine r e s e a r c h  program s tudy ing  pulmonary func t ion  by us ing  
po s i  t r o n  em i s  s i  on computerized tomography and s u i t a b l e  po s i  t r o n  e m i t t i n g  
r ad iopha rmaceu t i ca l s  f o r  t h e  purpose of developing s e n s i t i v e  noninvasive 
d i a g n o s t i c  t echn iques  f o r  t h e  d e t e c t i o n  and/or  e v a l u a t i o n  of e x i s t i n g  
ch ron ic  lung  d i s e a s e ,  e s p e c i a l l y  i n  workers  exposed t o  non-nuclear f u e l  
by- pr odu c t s . 
C l i n i c a l  Development of Radiopharmaceut icals  (HJ3 0 2  01) $169K f o r  FY-84 
2.53 MY. This program suppor ts  s t u d i e s  on  rad iopharmaceut ica ls  and new 
medical  i n s t r u m e n t s  for p o t e n t i a l  r e s e a r c h  and c l inical  a p p l i c a t i o n s  i n  
a n  e f f o r t  t o  develop.new and improved d i a g n o s t i c  procedures  i n  nuc lea r  
medi.cine. 
of t h e  d i s e a s e s  of t h e  r e s p i r a t o r y  and g a s t r o i n t e s t i n a l  t ract .  

Emphasis i s  p laced  on  pa thophys io logic  changes c h a r a c t e r i s t i c  

r:- 2. APWOAQI: Senior Officials  T i t l e s :  

W1 W i l l i a m  E. F e l l i n g  Execut ive  Di rec to r  
Manager of Finance 

c 

o& w i l l i a m  F. Count iss  
Kenneth E, F l a t t  Manager of Admini s t r a t i  on 



Team T i t l e s  : 

Harold Hatmaker Head, Management S e r v i c e s  

Head of D iv i s ion  o r  Off i c e  where program/ f u n c t i o n  i s  
performed 

Program Manager f o r  i n d i v i d u a l  program/funct ion 

3 .  SCOPE: Cons ide ra t ion  g iven  t o  i n h e r e n t  r i s k  and c o n t r o l  f e a t u r e s  e x i s t i n g  
f o r  t h i s  func t ion .  Th i s  i nc luded  personnel ,  scope of r e s p o n s i b i l i t y ,  
o r g a n i z a t i o n a l  checks and ba lances ,  a d m i n i s t r a t i v e  c o n t r o l s ,  e s t a b l i s h e d  
procedures ,  and p r i o r  management reviews. 

4. AUDIT AIID RUMAGEMEET REPORTS CONSIDERED: See a t t c h e d  l i s t i n g .  

5 ,  RESULTS OF VuLNEBBBzLITY d S S E S S m T :  High Moderate @ 

6 ,  BASIS FOR OVERALL BBTIUG, Strong management and o r g a n i z a t i o n a l  c o n t r o l s  
a r e  i n  place.  Also, c e n t r a l i z e d  f u n c t i o n s  such as purchasing, p a y r o l l ,  
account ing ,  a u d i t i n g ,  personnel ,  s a f e t y ,  etc. ,  provide b u i l t - i n  c o n t r o l s  
t o  monitor  func t ions .  There i s  l i m i t e d  oppor tun i ty  f o r  f r a u d  or abuse. 
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QUEST I ONNA I RE FOR 
EVALUATING GENERAL aNTROL ENVIRONMENT 

OOE/CONTRACTOR OOMWNENT Oak Ridge Associated Universities 

icine Application - HB U S E s s A 8 E  UNIT L i f e  Sc-pps R ~ q u c h  & war M ~ E ]  

QUEST IONS 

A. Management A t t i tude  

1 .  

2. 

3. 

4. 

5.  

6. 

7. 

8. 

9. 

10. 

11.  

I s  management mare of  ex is t lng  control  
obJectlves and oontrol techniques and 
the  i r e f f e c t  I veness? 

Ooes management mcagnlre the importance 
of the establishment and maintenance of 
s t rong Internal  controls and is t h e i r  
ccmnitment comnunlcated I n  wr i t ing?  

00es management 'actively par t i c ipa te  I n  
t h e  evaluation and improvement of 
In ternal  oontrols? 

Does management systemat 1 ca I I y mn i tor 
t h e  performance of internal  control  
responslbl I i t i e s  of subordinates? 

Ooes management c u l t i v a t e  pos i t i ve  atti- 
tudes i n  regard to the Internal  control  
process ? 

Does management follow up and mr rec t  
aud i t  and o t h e r  reported def I c i m c i e s  I n  
timetly manner? 

06 personnel perceive management t o  be 
interested i n  the importance of internal  
cont ro ls? 

Does management enforce presal bed 
procedures established by the Internal  
Control System? 

Do employees seek shortcuts a- attempt 
t o  avoid necessary b u t  unp leasant 
rout i ne? 

Do management and employees seem to  have 
an appreciation for the benef i ts to  be 
derived fran )he Internal  Control System7 

Dcms management readi ly  accept suggest- 
ions for improvanent of the systan and 
implement the suggestions where feasible1 

- 
?€SI 

YES 

- 
- 
X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

COMNTS 
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QUEST I ONNA I RE FOR 
EVALUATING GENERAL CONTROL ENVIRONMENT 

k t i e s  DOE/CONTRACTOR COMPONENT Oak B i d p n  u a t p d  1. l n i  v p r  

ASSESSABLE UNIT Life Sciences R~.se@ & N i i r l e n r  M P ~  i c i n e  App l i ca t ion  - HB 

I YES 
QUEST I CNS 

I s  lt management's po l l cy  to employ 
competent Ind iv iduals  and to give t ra in -  
l ng  where feasible? 

8 .  Organizatlonal Structure 

1 .  

2 .  

3.  

4. 

5.  

6. 

7. 

8. 

defined wr i t ten  goals and obJectlves? 

Does the crganlzatlonal u n l t  have 
author l ty  , responsl b l  I i t y ,  and resources 
t o  achieve i t s  p a l s  and object lves? 

I s  the organizational u n i t  held account- 
able for the resu l ts  of I t s  operations? 

Are repor t ing and respons i b i  I i t y  r e  I a- 
t ionships well deflned, documented and 
operat ional ly  effective? 

I s  m e  organizational u n i t  s u f f i c l e n t l y  
f l e x i b l e  to  accomnodate change? 

Are there c lear ly  defined job desa ip -  
l i o n s  rhlch re la te  t o  accomplishing the 
organ lz r t ion 's  goals and object lves? 

Does a current  crganizational c h a r t  
exist? 

Does the organizational u n i t  have a 
manual which includes: 

Does the agan i ra t i ona l  u n i t  have c lea r l y  x 

X 

X 

X 

X 

x 

X 

a. A I l s t l n g  of informatton a i g l n a t i n g  
with each Indivldual, and supporting 
documents 7 

b. A statement as to each employee who 
has authority to oommit assets? 

c. A mission statement fo r  the  aganlza-  
t l ona l  un i t?  

d. A mlsslon statement for  each 
d lv is lon? 

e. A statement of statutory author l ty? 

X 

X 

a x  

X 

X 

C O M N T S  

Annual FTP 
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EVALUATI N G Q & $ d f f N % & & f R E ? 4 V  1 RONMENT 

DOE/CONTRACTOR COMPONENT Oak Ridge Associated Universities 

ASSESSABLE UNIT Life Sciences Research & Nuclear Medicine Application - HB 

CUESTIONS 

C. Personnel 

1. 

2. 

3. 

4. 

5.  

6. 

7 .  

8. 

9. 

10. 

11 .  

Do personnel exh lb l t  high standards of 
i n t e g r l t y ?  

Are personnel adequately competent by 
experience, t ra ln ing,  Q education to  
accompl Ish thei r ass1 gned duties? 

A r e  per iod lc  performance revlews o f  a l l  
employees scheduled and performed? 

Are there accurate and up-to-date 
pos 1 t Ion descr I p t  1 ons and performance 
(competency) standards? 

Is there a t r a i n i n g  program i n  e f f e c t  to  
improve competence and to  keep personnel 
current? 

Are s t a f f  turnover and/w vacancy r a t e  
low? 

Are personnel f u l l y  mare of t h e i r  
assigned dutles and respons lb l l l t l es?  

D o e s  management have knowladge of the 
objectives o f  an Internal control system 
and convinced o f  i t s  value to  the 
organ 1 ra t l on?  

Does management know the capabi I it les  of 
each employee, functions performed by 
each and the Impact of each employee on 
t he  obJectl vas of the a g a n l  zatlocr? 

Do employees know the l r  own Job and tha t  
o f  every other employee under hlm cr her:  

Do employees understand reasons for the 
contro l  procedures that they are requirsc 
t o  follow? 

- 
lESl 

‘ES 
- 
- 

K 

K 

K 

K 

K 

K 

K 

X 

x 

X 

X 
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WEST I ONNA I RE FOR 
EVALUATING GENERAL CONTROL ENVIRONMENT 

WEST I ONS 

0. Oelegatlons L Carmunlcatlons of Authority d, 
Resoons I B i I 1 t v  

1. 

2 .  

3. 

4.  

5 .  

6. 

Do delegations of author l ty  to appro- 
p r l a t e  management levels e x l s t  i n  
w r l  tl ng? 

Do delegatlons of author l ty  c lea r l y  
del lneate dutles and responslbl I l t i e s ?  

Do delegatlons of author i ty  lnclude 
s u f f i c i e n t  author i ty  t o  e f f e c t l v e l y  
carry  cut respons lb i l l t i es?  

Are delegattons of author i ty  made as t o  
preclude overlapping and dupl icat ion of 
responslbi I l t i e s ?  

Are the condltlons under whlch the 
delegated author l ty  may Q m a y  not be 
exerclsed spel led out c lea r l y  In wr i t l ng?  

Are appropriate managers fu l  l y  aware of 
and do they c lea r l y  understand the 
de I egat 1 ons of author I ty and respons 1 - 
b i  I i t i e s  made to them? 

E. Budgeilng and Reportlng 

1 .  

2. 

3.  

4. 

5. 

6. 

7. 

Have spec i f l c  goals and objectives been 
establ lshed I n  wr l t lng?  

Are the goals and objectives comnunicated 
t o  responsi b l e  1 I ne and operational 
personne I 7 

Does management develop long- and short- 
range plans and r e l a t e  such plans t o  
budgets and budget requests? 

Are resu l ts  o f  operatlons systematically 
monitored against plans and budgets and 
var I at i ons Invest I gated? 

Are reporting systems In tegrat ing 
f lnanc la l ,  program, and other data 
u t l l l r e d  to e f f e c t l v e l y  Inform manage- ' 

ment a t  a l l  levels of resu l ts  of 
act1 v l t l e s ?  

Are reports tlmely, accurate and 
re1 lab le? 

Are report and data base contents 
per lod lca l l y  substantlated and evaluated? 

YES - 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

NO - COMMENTS 

Annual FTPs 
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1 N/A 

QUESTIONNAIRE FOR 
EVALUATING GENERAL CONTROL ENVIRONMENT 

QUEST IONS 

F. OrganIta+ional Checks and Balances 

G. ADP Considerations 

1 . A r e  supervlsfon and review of operations 
adequate to ensure tha t  ADP Input, output 
and d l s t r l b u t l n g  o f  reports are actom- 
pl lshed only by ar thor l red  personnel 
accordance with prescr 1 bed procedures 
and policies? 

lnd lv ldua l /o f f l ce  performs more than one 
o f  the fo l lowing operations: 

a. a l g l n a t l n g  data 
b. Inpu t t ing  data 
c. processing data 
d .  d l s t r i b u t l n g  data 
e. reviewing output 

2. Are duties segregated to  ensure )hat no 

1 .  

2. 

5 .  

4. 

5.  

6. 

7. 

8. 

Are responsibi l f t i e s  for assigned duties 
segregated 50 t ha t  no s lng le ind iv idual  
can contro l  a transaction from beglnnlng 
t o  end? 

Are recordkeeping and documentation 
pe r iod i ca l l y  reviewed and kept  adequate? 

Are approval or review levels  for trans- 
actions appropriate fo r  r l s k s  Inherent 
transactions being accomplished? 

Has there been an aud1 t of S I  gn I f I cant 
p o r t  ions of the prograrn/admi n i s t r a t i  v e  
a c t l v i t y  i n  the past three years? 

Are there regular management revlews t o  
ensure tha t  pol l c i es  and procedures are 
e f f i c i e n t  and e f f e c t l v s  I n  accomplishing 
the  mission? 

Has management provided for segregatlon 
o f  duties so tha t  the work of one 
employee oc o f f i c e  Is checked by another 
u i thou t  dup I i cat  Ion? 

Are management revlews a par? of the 
ongoing operations? 

Has the author i ty  t o  w t h o r l r e  trans- 
act ions been separated from custody of 
the  re la ted  assets? 

RESPONSE 

T COMMENTS 
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Do procedures provide tha t  on I y approved 
input  is accepted for processing and t h a t  
approved input  i s  processed? 

Do data WnversIon procedures provl de 
t h a t  data i s  accurately converted to  
machine readib le  form? 

Do current  writtm procedures e x i s t  for 
use of the PDP equipment, ADP processing, 
and In te r re la ted  manual processes? 

Is sensi t ive and c lass i f i ed  data properly 
safeguarded? 

I s  access to  source documentation 
r e s t r  i cted to  author I zed personne I on I y? 

Are source documents maintained In a 
su i tab le  sequence for a s u f f i c i e n t  perloc 
o f  t ime foc research? 

Are there prescribed procedures to avoid 
t h e  processing of source documents twice? 

Are a l i  Impoctant input data f i e l d s  
v e r i f l e d  and edited? 

Are check d i g l t s  used where appropriate? 

I f  data transrnisslon cr converslon equip- 
ment i s  used, is the accuracy of the 
o r lg ina l  punching, the conversion of dati 
and the transmission o f  data ve r i f i ed?  

Are such techniques as p a r i t y  checking, 
card counts, control to ta ls ,  message 
counts and numbers, batch and has t o t a l s  
emp I oyed? 

Are changes made to master f l l e s ,  such a1 
pay rates, and pr lce changes, properly 
authorlzed and 1s thelr posting t o  t h e  
f i l e  v e r l f i e d  and reviewed by the 
o r l g i n a t l n g  department? 

Are a r tpu t  l o t a l s  and record counts 
balanced to the control t o t a l s  generated 
p r loc  t o  cr during input processing? 

Are the control t o ta l s  pnera ted  by some 
one o t h e r  than the equipment operator? 

QUEST I ONNA 1 RE FOR 
EVALUATING GEN-AL CONTROL E N V  I RONMENT 

OOE/CONTFUCTOR aMPONENT oak R i d g e  A . u p d  it ies 

ASSESSABLE U N l T L i f e r h  & N u r u  dicine Application - HI3 

G. POP Considerations (Continued) 

3. 

4. 

5. 

6. 

7. 

a. 

9. 

10. 

1 1 .  

12. 

13. 

14. 

15. 

16. 

K SF 

E S  

- 
- 

I SE 

NO 
- 
- COWENTS 

N/A 



QUEST I ONNA I RE FOR 
EVALUATING GENERAL CONTROL WVIRONFENT 

21. Are the  contro ls  adequate t o  readi l y  
I den t i f y  re jected transactions t o  prevent 
reentering in to  the  systwn? 

QuESTioNS 

26. I s  mssage amten t  val idated before dl s- 
playing, w l t l n g ,  cr p r l n t l n g  on the 
termlnal output device?  

G. EDe Considerations (Continued) 

27. Do +wminal devlces need to be logged o f f  
u t  the end of the day w when not In  use 
so t h a t  they w i l l  be disconnected fran 
t h e  canputer-based system? 

17. Are output mpocts revlewed c r i t i c a l l y  by 
supervitocy personnel I n  user departments 
as to general reasonableness and qual i t y  
In r e l a t l o n  to p r l o r  periods? 

COMMENTS 

N/A 

18. Are batch mntrols  over dol Iars  and/or 
number of items estab1 lshed by user 
depariment p r i o r  t o  the submission of 
source documents fo r  t ranscr ip t ion? 

19. Are procedures p resa lbed  to assure tha t  
t ransact lons are transmitted to  and 
recel  ved by the data process1 ng depart- 
ment (e.g., the use of prenumbered forms, 
document counts, Btc.)? 

20. Are a n t r o l s  malntalned to  Insure that 
a l l  batches are u l t imate ly  balanced and 
the  a r r e c t i o n s  properly made and 
reentered Into the system? 

22. Are transaction I l s t l n g ,  avai lable on a 
regular  basis cr on demand, prepared 
ea r l y  i n  the  processing cyc le  t o  f a c t l i -  
t a t e  research and to meet other control 
requirements? 

23. Is f u l  I data val Idat ton and ed l t l ng  per- 
formed m a l l  f i l e s  in te r fac ing  wlth the 
appl l ca t ion? 

- 

24. Are contro ls  l n  place tu prevent over- 
r i d i n g  op bypasslng data va l ldat ien and 
edl t i ng prob I ems? 

25. Are mafntenance of and ac~cbss to the 
f I ies f ran  terminal devices control led? 
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QUEST I ONNA I RE FOR 
EVALUATING GENERAL CONTROL ENVIRONMENT 

DOE/CONTRACTOR COMPONENT O a k f e d  u v e r s  i t i e s  

ASSESSABLE UNIT L i f e  Sciences Research & Nuclear Medicine Appl ica t ion  - HB 

WEST I ONS 
~ 

H. Pol i c l  OS & Procedures 

1 .  

2. 

3.  

4. 

5.  

6. 

7 .  

8. 

9. 

Are current po l l c ies  and operatlng 
procedures c lear ly  stated i n  w l t l n g  and 
systematical ly crganired i n  manuals, 
handbooks, cr other publ lcat lons? 

Are pol l c l es  and procedures systemat- 
lcally communicated through the 
organ 1 za t  i on? 

Are wr i t t en  pol i c ies  and procedures 
read1 l y  avai lable t o  a1 I appropriaie 
personnel? 

Are wr i t ten  po l l c ies  and procedures 
d l  r e d  and under standab I e? 

00 personnel a t  a l l  levels understand 
t h e  organizational u n l t ' s  po l l c l es  and 
procedures? 

Are pol l c i es  and procedures systemat- 
i ca l  I y revfsed and updated as necessary? 

Do po l i c ies  and procedures provide fo r  
documentat 1 on of every transaction? 

Are po I i c i  85 and procedures cons 1 stent  
with appl lcable laws, regulat ions, and 
po l i c i es  prescribed by higher levels? 

Are internal control ob ject ives and 
techniques l den t l f l ed  as such In  manuals, 
handbooks, cr other pub1 lcat ions? 

- 
I SE 

No 

- 
- 

X 

COWNTS 

W i l l  have i n  place by March 1986 
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QUEST I ONNA I RE FOR 
EVALUATING E N E R A L  CONTROL ENVIRONMENT 

DOE/CONTRACTOR C3MWNENT Oak Ridge Ass ociated Universities 

ASSESSABLE UNIT Life Sciences Research & Nuclear Medicine Application - HB 

I .  Other Factors 

1. Does information flow only t o  those who 

2. 

have a need t o  know? 

I s  every transaction supported by 
documentation? 

3. A r e  documents sequential ly numbered? 

4. Are documents s u f f i c i e n t l y  duplicated? 

5. I s  r sspons ib i l l t y  for mIIBCtlng, 
comparing, etc., documents flowing from 
d i f f e ren t  d i rect ions c lear ly  defined? 

Do author I r a t  1 ons and/or approva I s appear 
on a l l  appropriate documents? 

6. 

X 

X 

X 

X 

X 

X 

I 

When applicable 

Original signed by 
Signature W I W  F. COUp(TLss Date 

Al lG 2 9 1984 Reviewed by: William F. Countiss 



N A L Y S I S  O f  GENERAL CONTROL ENVIRONMENT 

Cnaganen 

k g a n  1 rat 

Psrsonne I 

F A C T O R  

At t i tude  

onal Structure 

De legat 1 on, 
Comnunl catlon 
Of  Authority 
And Responslbi l l t y  

Budget1 ng and Report 1 ng 

Organ 1 t a t  lona I Checks 
And Bal ances 

ADP Conslderatlons 

Pol lcles and Procedures 

Other Factors 

€ V A L  

SATISFACTORY 

X 

X 

X 

X 

X 

X 

I r T  I O N  

Overall Evaluation: a Satlsfactory Other 



QUEST I ONNA I RE FGR 
EVALUATING INHERENT RISK 

YES 1 

Page 1 of 3 

I 
I 

X 

X 

X 
X 
X 

X 
X 

DOE/CONTRACTOR COFPONENT Oak ~ P P  As- * e r s i t i e s  

ASSESSABLE UNIT Life Scigpces Res- Medicine Application - HB 

QUEST IONS 

A. Purpose and Charac)erlstIcs 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

Are legislative authority or 
regu lat I ons broad or vague? 

Are leglslatlve authorliy or 
regulatory rqulrements cumbersome? 

Are mlsslons, goals or obJectlves 
broad or vague? 

Do operatlons ental1 a hlgh degree 
of cow lexlty? 

Are there acTlvltIes operating under 
severe time restrictlons? 

Are there aetlvltles Involving the 
hsndllng of cash receipts? 

Are there cash Ilke Instruments which 
may be converted and rea l l zed  I n  cash 
or utilized for personal beneflt? 

Are there actlvltles lnvolvlng: 
a. approval of appllcatlons 
b. granting of authority 
C. cert l f  icatlons 
d. Issuance of licenses or permits 
e. Inspections 
f. enforcement? 

8 .  Budqet Level 

1. Are there relatlveiy largo amounts 
of budget allocation to thls program/ 
administrative function? 

2. Are there control led areas of 
signlflcant dollar value (I..., 
prop- management function, loan 
guarantees) which are not measured 
budget I eve I?  

resources allocated to thls program/ 
adminlstratlve function? 

Are there signi f lcant revenues 
collected? 

5. Is there a large amount of staff 

4. 

No - 
X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

COMNTS 
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QUESTIONNAIRE FOR 
EVALUATING INHERENT RISK 

QUEST I ONS 

C. Procurement and Asslstance 

I .  Are contract agreements: 
a. nulllerous 
b. Involved or compilcated? 

2. Is t he  d o l l a r  a m n t  of the average 
t ransact ion large? 

3. Are contract  agreements frequently 
adjusted? 

4. Are there s ign i f i can t  controls I n  place 
t o  measure the  contractor/reclpIents 
progress? 

Does the type of contract agreement 
reduce DOE'S d i r e c t  control over 
program execution? 

5. 

0. Impact Outside T h e  Agency 

1. i s  there s ign i f i can t  inpact o f  the 
admln ls t ra t ive functlon outside the  
agency (/.e., a c t i v i t i e s  such as 
Issuance reg ls t ra t ions  or permits, 
standard se t t i ng  rate making, and 
i lcens lng)? 

a. f lnanc la i  
bo 

2. I f  yes, Is t he  outside Impact: 

nm-f 1 nanc I a I 
In ternal  controls? 

E. Aqe and L i f e  ExDectaney 

I .  Has the  program/adml n I s t r a t  1 ve 
funct ion been i n  existence fo r  less 
than two yearS? 

funct lon recently, or Is it presently, 
undergoing substantial mod l f l ca t im  o r  
reorganlzatlon? 

3. I s  t he  program/admlnistrative funct ion 
phasing ou t  w i th in  two years? 

2. Has t he  program/admlnistrat i~a 

RESPONSE 

YES - 

X 

X 

X 

No - 

X 
X 

X 

X 

X 

X 

X 

- 

COMMENTS 

Reorganization of work under HB 02 01 
due to personnel changes 

Funding ceases on September 30, 1984 
for HFi 01 



QUESTIONNAIRE FOR 
EVALUATING INHERENT RISK 

Page 3 of 3 

OOE/CONTRACTOR CObPONENT Oak Ridge Associated Universities 

ASSESSABLE UNIT Life Sciences Research & Nuclear Medicine Application - HB 

QUEST I ONS 

F. Deqree of Centrallzatlon 

1. Oai ly  operations can be managed on a 
centra 1 I zed, decentra I I zed, or parti- 
cipant admlnistered basis. CouId 
operations be more effectively 
controlled If a dlfferent degree of 
centrailratlon were utllized? 

G. Speclai Concerns 

1. Has the program/admfnIstratIve functlon 
been the focus of special attention 
(1.0.~ madla attmtfon, litigation, 
deadlines set by leglslatlon, or 
special interest exhibited by the 
PreJIdent, COtlgreSS, ome, OT the 
Secretary)? 

H. Prfor Revlews 

1. Have slgniflcant portions of the 
admInfstratlve function not been 
audlted or simllarly revleued within 
the last t h r e e  years? 

Has audit or revicn coverage resulted 
i n  repeated and/or slgnlflcant 
f lndlngs? 

2. 

1 .  Management Responslveness 

1. Has management taken actions on matters 
brought to their attention 
or other evaluation groups? 

IG, GAO, 

Original signed by AL; 2 9 1984 
R e v l a e d  by William F. Countiss S I g n a t u r e ~ ~ c F  Date 



. -  

LOW r n E R A T E  
I T E M  

1 2 

PURPOSE N O  CiAAACTERISTlCS SPECIF IC /  3ROAO/VAR I E9 

X LIMITED 

EUDGET ALLOCAT I ON : 

PERSCNNEL 6 . 4  X 
FUNDS (000) $421K WALL 4-0 I b?4 

W A L Y S I  S CF lNHE3ENT ? I  S K  

CHARACTER I ST I CS 41':D R I fK V.4LUES 

I 

H l G i i  

3 

Y A G W C O P ? X #  

CdGE 

7 

DOE/C:ITRACTCFI CZ;..!FC?ENT Oak Ridge Associated Universities 

PRliSR AUDITS >NO i;EVI2!u'S 

ASSESSASE UNIT Life Sciences Research & Nuclear Medicine Application - HB 

ilOOERATE '4 I N i VAL 
CGCD CE)VE%GE, G I V E W Z ,  CClVE?AG, 
FE'd i E F  I C I ENC I E5 Sv̂ ?.E K'EWL 

x DEFICIEXIES OEFlCIENClES 

s:*u M D  I UM 
X 

U R G E  

I SELECT I E 1 VAJ3R 
X I IMPACT CUTSIDE CCG 1 MINI!AAL 

c I I I I 
FEDEXAL 
3ECEIUTRAL I ZED x 

PART I c I PANT 

I I I I 
I I I 
EFFECT I VS 
RES FQON SE 

PART I XLLY 
RES?GNS I 'E I 

Original signed AGG 2 s 1984 Reviewed by William F. Countiss Signature F 5ate 



ANALYSIS CF I N H S E ' . I T  91SK 

RISK VALUE 

1 

1 

1 

- 1  

1 

1 

1 
1 

1 

~~ ~- ~ ~~ 

I TEEM 

P u r p o s e  and C h a r a c t e r  i st i cs 

Budget A I I ocat  i on 

Procurement and Ass 1 stance 

Impact Cutsids COE 

Age and L i f e  Exoectancy 

Oegree of CentraI lr*t[on 

Speci a I Canczrns 

P r i o r  l i u d l t s  and 2=vior: 

:lanasenant Resixnsivezsss 

COMMENTS 

TOTAL 

P,\,\B 2 9 1384 Original signed by 
Revieved by Countiss signature W w  F. COUNT&e 



QUESTIONNAIRE FOR 

OF INTERNAL CONTROL 
EVA LUAT I NG C W  L I ANCE W I TH GAO STANDARDS 

. 
QUEST IONS 

A. Reasonable Assurance 

h n e f  1 t s  der 1 ved? 

to ry  level of confidence? 

b i  I l t y  o f  detect lng waste, fraud, abuse, 
or error? 

a c t i v i t y ?  

cow I I ance? 

1. Do costs of  In te rna l  control exceed 

2, Do cont ro ls  In  place provide a sa t l r fac -  

3. Do contro ls  I n  place a l l m  the  proba- 

4. Do contro ls  In place prevent inproper 

5. Do contro ls  I n  p lace enhance regu latory 

B . Support I ve A t t  i tude 

1. Are managers and enployees at ten t ive  t o  
contro l  matters which promote the  effec- 
t lveness o f  cont ro ls? 

Are managers responsive t o  I n f o r m t l o n  
developed through In ternal  control 
reviews, audi ts  or  evaluations? 

Are managers committed t o  achieving 
strong management contro ls  through 
actlons concerning: 

a. Organization s t ructure 
b. Personne I Pract  I ces 
C. Comn ica t l ons  
d. Perlodlc accountabl I i t y  
0. Moni tw lng  and rwort 
f. General leadership 

1 adequate supervision 
T proper t r a i n i n g  

2, 

3. 

motlvation 

IES - 
rEs - 

X 

X 

X 

X 

X 

X 

X 
X 
X 
X 
X 
X 
X 
X 
X 

USE 

No 

- 
- 
X 

Pag. 1 o t  4 

C W E N T S  



QUEST IONNA I RE FOR 
EVALUATING COWLIANCE W I T H  GAO STANOAROS 

OF INTERNAL CONTROLS 

OOE/CONTRACTOR COWONENT Oak Ridge Associated Universities 

ASSESSABLE UNIT Life Sciences Research & Nuclear Medicine Application - HB 

OUEST I ONS 

C. Cometent Personnel 

1. 

2. 

00 managers and employees demonstrate 
personal and profosslonal i n t e g r i t y ?  

00 managers and employees demonstrate a 
level of s k i l l  necessary t o  ensure 
o f f  ect I ve performance? 

Do managers and enpioyees demonstrate a 
su f f i c i en t  understanding o f  in ternal  
controls t o  e f fec t i ve l y  discharge t h e i r  
responslbl I l t l e s ?  

3. 

4. Are personnel glven the  necessary formal 
and on-th-job t r a  I n I ng? 

D. Control Objectives 

1. Have control obJectIve6 been i d e n t i f i e d  
or  developed fo r  a l  I programs and admln- 
l s t r a t l v e  functions? 

2. Are t he  contro l  obJectIves: 
a. Logical 
b. Applicable 
C. Reasonably com~ lete 

E. Control Techniaues 

1. Do control techniques I n  place provide 
a high degree o f  assurance t h a t  in ternal  
control objectives are being achieved? 

2. Are the  contro l  techniques I n  place 
e f fec t i ve  and e f f i c i e n t ?  

3. Have the  f o l l a l n g  general con t ro l  
techniques been put i n  place? 

a. Speclf I C  pol i c Ies  
b. Specif ic procedures 
c. Plans of organlzatlon ( lnc lud lng  

d. Physlcal arrangements (such as 
separatlon of duties) 

f i r e  a l a r m )  

F. Documentation 

1. Are event cycles, cont ro l  obJectlves 
and techniques documented? 

2. Are a l l  per t inent  aspects o f  a 
transaction and other s ign l f l can t  
events documented? 

ba traced from beginning to end? 
5. Can transactions and re la ted  Information 

?ES 

Y E S  

- 
- 

X 

X 

X 

X 

X 
X 
X 

X 

X 

X 

NSE 

tu 
- 
- 

X 

X 

X 

Page 2 o f  4 

COWEMS 

Will be in place by March 1986 

Will be in place by March 1986 

Will be in place by March 1986 



QUESTIONNAIRE FCR 
EVALUAT I NG COWL I ANCE U I TH GAO STANOARDS 

OF INTERNAL CONTROL 

. .  OOE/CONTRACTOR COWONENT- ~ i d o p  ~ C c n r i a t p d  T T n i v P r s y  t i  P G  

ASSESSABLE UNlTT, i fp  V R e s e a r r h  & 

u 

p l i c a t i o n  - HB . .  

QUEST IONS 

G. Rocordlng O f  Transactions And Events 

1. Aro transactlons recorded promgtly? 

2. Have adequate u r l t t e n  po l  l c l es  and 
procedures been prepared descr I b l  ng 
recording lnst ruct lons? 

Are Inst ruct lons p r i o d l c a l  l y  r e v l e w d  
by a responslble official? 

3. 

4. Are transactlons properly c lass i f l ed?  

H. Executlon O f  Transactlons And Events 

1. Are transactlons and other s l g n l f l c a n t  
events authorlzed and executed only by 
persons act ing w i th ln  the  scope of t h e l r  
author I ty? 

2. Is a u t h o r l r a t l m  c lea r l y  comunlcated t o  
managers and enp loyees? 

3. Have the  responslbl I l t l e s  o f  each 
a c t l v i t y  of the  organlzatlon been 
c lea r l y  deflned i n  wr l t l ng?  

Has author l ty  commensurate w i th  responsl- 
b l  I I t y  been delegated i n  wr l t l ng?  

5, Are the  condltlons under uhlch the  
delegated author l ty  may o r  may not  be 
exercised spelled out  c lear ly?  

4. 

I .  Separatlon of Duties 

1. Aro dutlos and respons lb l l l t l es  assigned 
systematically t o  a number of Individuals 
t o  ensure tha t  e f fec t l ve  checks and 
balances ex i s t?  

Have key dutles such as authorlzlng, 
approvlng, and recording transactlons; 
Issuing and recelv ing assets; maklng 
paymontr; and reviewing or aud l t lng  
transactlons been separated? 

2, 

I ES 

'ES 
- 
- 

c 

c 

c 

K 

K 

X 
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CCWENTS 

I 



WEST I ONNA i RE FOR 
EVALUATING COMeLIANCE W I T H  GAO STANDARDS 

OF INTERNAL CONTROL 

Page 4 of 4 

DOE/CONTRACTOR CCUPONENTD~ so ciated Universities 

ASSESSABLE UN 1 T L l f e p p l i c a t i o n  - HB 

OUEST I ONS 

1. Do supecvlsors contfnuously revlew and 
approve the assigned work of thlar 
staffs? 

2. Do supervlsors provlde thelr staffs wlth 
necessary guldance and traInlng? 

3. Are dutles, responslbllltles, and 
accountabllltles asslgned to each staff 
member clearly cormxlnicated? 

I ntended? 
4. Do supervisors ensure that work flows as 

K. Access To And Accountabl I Ity For Resources 

1. Is the access to resources and records 
limited to authorlzed lndlvlduals? 

2. I s  the accountability for the custody and 
use of resources assigned and maintalned 
by dlfferent Individuals? 

Are perlodlc comparlsons made of 
resources wlth the recorded account- 
ability to determine whether the two 
agree? 

I s  the frequency of comparlsons based 
on the vulnerablllty of the assets7 

3. 

4. 

L. Audit Resolutfon 

1.  Do managers promptly evaluate flndlngs 
and recomnendatlons reported by wdltws? 

response to audl t f indl ngs and rocomnod- 
atlons? 

2. Do managers determlne proper actlons In 

3. 00 managers canplete, wlthln ostablfshed 
tlme frames, a l l  actlons that correct OT 
resolve matters brought to their 
attent I on? 

Are managers responslve to flndlngs whlch 
produce Improvements? 

perlodlc reports or dlscussions? 

4. 

5. Is top management kept Informed through 

RESPONSE - 
YES 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

COWENTS 

h u  ktmaker Date - - Performed by: Harold Hatmaker Si gnature 
.I u: 

AUG 2 9 199S a- Original signed by 
h> Revlewd by: William F. Countiss Signature W w  F. COUNW 060 



. .‘ . 

Assessment o f  Compliance w i t h  Standards o f  Internal Control 
Based on Completion o f  a Vulnerability Assessment 

DOE/CONTRACTOR COMPONENT 

ASSESSABLE UNIT:- S-ces Research & Nuclear Medicine App l i ca t ion  - HB 

0- A w e d  U n i v e r a  * i e s  

Standard 

Reasonable Assurance 

Atti tude  

Competent Personnel 

Internal control objectives 

Internal control techniques 

Documentation 

Recording o f  transaction 

Execution o f  transaction 

Separation o f  duties 

Supervi si.on 

Access t o  Resources 

Audit Resolution 
- 

Compl iance 
(Yes, No, N/A) 

~~ ~ 

Yes 

Y e s  

Y e s  

No 

No 

No 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Comments 

W i l l  be i n  p l ace  by March 19E5 

W i l l  b e  i n  p l ace  by March 1985 

Except f o r  event  c y c l e s ,  e t c . ,  a s  
noted 

- 

OVERALL COMMENTS: 


