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VULNERABILITY ASSESSMENT RESULTS SHEET

DOE/CONTRACTOR COMPONENT Oak Ridge Associated Universities

ASSESSABLE UNIT Life Sciences Research and Nuclear Medicine Applications

RELATED HEADQUARTERS OFFICE Office of Health and Envriommental Research
PROGRAM LEVEL B&R NO. HB ($421K for FY-84, 6.4 MY)

1. BRIEF DESCRIFPTION OF PROGRAM OR ADMINISTRATIVE FUNCTION: This program pro-
vides for the support of research aimed at developing a conceptual basis of
the mechanisms in living systems involved in how physical and chemical
agents disrupt normal processes in plants and animals and for research on
the biomedical applications of isotopes for medical diagnosis. The spe-~
cific programs included in our vulnerability assessments were:

1. Reproductive Toxicology (HB 01) $110K for FY-84, 1.75 MY. This program
supports research in spermatogonial cytology to determine stem—-cell
kinetics and degree of sperm-producing impairment after testicular
exposure to radiation and other toxicants in non-rodent species.

2. Alterations in Lipids and Membranes by Envirommental Toxicants (HB 01)
$24K in FY-84, 0.38 MY, This program supports research to determine
the role of lipids as cell mediators and membrane constituents in re-
spiratory, neoplastic, cardiovascular and inflammatory diseases wtih
the development and use of fossil fuels as energy sources.

3. Diagnostic Nuclear Medicine Procedures for Lung Disease (HB 02 Q1)
$118K for FY-84, 1,73 MY. This program supports a multidisciplinary
nuclear medicine research program studying pulmonary function by using
positron emission computerized tomography and suitable positron emitting
radiopharmaceuticals for the purpose of developing sensitive noninvasive
diagnostic techniques for the detection and/or evaluation of existing
chronic lung disease, especially in workers exposed to non-nuclear fuel
by-products,

4, Clinical Development of Radiopharmaceuticals (HB 02 01) $169K for FY-84
2.53 MY. This program supports studies on radiopharmaceuticals and new
medical instruments for potential research and clinical applications in
an effort to develop.new and improved diagnostic procedures in nuclear
medicine. Emphasis is placed on pathophysiologic changes characteristic
of the diseases of the respiratory and gastrointestinal tract.

2, APPROACH: Senior Officials Titles:
‘ William E, Felling Executive Director
oolp é&AﬁgﬁV William F, Countiss Manager of Finance

REPOSITORY Kenneth E, Flatt Manager of Administration
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Team Titles:
Harold Hatmaker Head, Management Services

Head of Division or Office where program/function is
performed

Program Manager for individual program/function

SCOPE: Consideration given to inherent risk and control features existing
for this function, This included personnel, scope of responsibility,

organizational checks and balances, administrative controls, established
procedures, and prior management reviews.

AUDIT AND MANAGEMENT REPORTS CONSIDERED: See attched listing.

RESULTS OF VULNERABILITY ASSESSMENT: High Moderate @

BASIS FOR OVERALL RATING. Strong management and organizational controls
are in place. Also, centralized functions such as purchasing, payroll,
accounting, auditing, personnel, safety, etc., provide built-in controls
to monitor functions., There is limited opportunity for fraud or abuse.
Small amount of funds involved. Minimal impact outside of DOE. No
problem disclosed by reports and reviews,

PLANS AND COMMENTS: Plans include the establishment of event cycles,
control objectives and control techniques by March 1986.

Performed by: Harold Hatmaker Sigmature

Reviewed by: William Countiss SignatureQ/

Approved by: William Felling Signatur

e



DOE/CONTRACTOR OOMPONENT Oak Ridge Associated Universities

ASSESSABLE WIT_Life Sciences Research & Nuclear Medicine Application - HB

QUEST IONNAIRE FOR

EVALUATING GENERAL CQONTROL ENVIRONMENT

Page | of 9

QUEST IONS

RESPONSE

YES| NGO

COMMENTS

A. Management Attitude

te

10.

11.

1115507

|s management aware of existing control
obJectives and control techniques and
their effectlveness?

Does management recognize the Importance
of the establIshment and maintenance of
strong internal controls and Is their
commitment communicated in writing?

Does management actively participate In
the evaluation and improvement of
internal controls?

Does management systematically monitor
the performance of Internal control
responsibllities of subordinates?

Does management cultivate positive atti-
tudes in regard to the internal control
process?

Does managemenf follow up and correct
audit and otner reported deficienclies In
timely manner?

Do personnel percelve management to be
interested in the importance of internai
controls?

Does management enforce prescribed
procedures established by the Internal
Control System?

Do employees seek shortcuts o attempt
to avoid necessary but unpleasant
routine?

Do management and employees seem to have
an appreciation for the benefits to be
derived from the Internal Control System?

Does management readily accept suggest-
fons for improvement of the system and
Implement the suggestlions where feasible?
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QUESTIONNAIRE FOR
EVALUATING GENERAL CONTROL ENVIRONMENT

DOE/CONTRACTOR COMPONENT_Qak Ridge Assaociated Iini ities

ASSESSABLE WNIT Life Sciences Research & Nuclear Medicine Application - HB

Page 2 of 9

QUESTIONS

RESPONSE

YES| NO

COMMENTS

12.

|s 1t management's policy to employ
competent Individuals and to give train-
Ing where feasible?

B. Organizational Structure

FLI5609

1.

2.

Does the arganizational unit have clearly
defined written goals and objectives?

Does the organizational unit have
authority, responsibllity, and resources
to achleve its goals and objectives?

Is the organizational unit held account-
able for the results of Its operations?

Are reporting and responsibility rela-
t+ionships well defined, documented and
operationally effect!ve?

Is the organizational unlt sufficiently
flexible to accommodate change?

Are there clearly defined job descrip-
tions which relate to accomplishing the
organization's goals and objectives?

Does a current organizational chart
oxist?

Does the organizational unlt have 2a
manual which includes:

a. A listing of information originating
with each Individual, and supporting
documents?

b. A statement as to each employee who
has authority to commit assets?

c. A mission statement for the organlza-
+ional unit?

de A mission statement for each
division?

e. A statement of statutory authority?

Annual FTP



DOE/CONTRACTOR COMPONENT QOak Ridge Associated Universities

EVALUAT |NG QRERER AANAMRERE R eny 1 ronmeNT

ASSESSABLE UNIT _Life Sciences Research & Nuclear Medicine Application - HB

Page 3 of 9

QUESTIONS

RESPONSE

YES| NO

COMMENTS

C. Personnel

1.

2.

115610

Do personnel exhibi+ high standards of
integrity?

Are personnel adequately competent by
experience, training, or education to
accomplish their assigned duties?

Are periadli¢ performance reviews of all
employees scheduled and performed?

Are thers accurate and up=-to-date
position descriptions and performance
(competency) standards?

|s there a training program in effect to
improve competence and to keep personnel
current?

Are staff turnover and/or vacancy rate
low?

Are personnel fully aware of their
assigned dutles and responsibllities?

Does management have know!ladge of the
ocbjectives of an internal! control system
and convinced of its value to the
organization?

Does management know the capabilities of
each employee, functions performed by
each and the impact of each empioyee on
the objectives of the organlization?

Do employees know thelr own Job and that
of every other employee under him or her?

Do employees understand reasons for the
control procedures that they are required
to follow?




QUESTIONNAIRE FOR
EVALUAT ING GENERAL CONTROL ENV!IRONMENT

DOE/CONTRACTOR COMPONENT gk Ridge Associated liniversities
ASSESSABLE WIT_Ljife Sciences Research & Nuclear Medicine Application - HB

Page 4 of 9

QUESTIONS

RESPONSE

YES| NO

COMMENTS

o.

L1ISb I

Delegations & Communications of Authority &

Reésponsibi 11Ty

l.

2.

5.

Oo delegations of authority to appro-
priate management levels exist in
writing?

Do delegations of authority cleariy
delineate duties and responsibilities?

Do delegations of authority Include
sufficient authority to effectively
carry out responsibilities?

Are delegatlions of authority made as to
precliude overiapping and duplication of
responsibilities?

Are the conditions under which the
delegated authority may o may not be
exerclsed spelled out clearly In writing?

Are appropriate managers fully aware of
and do they clearly understand the
delegations of authority and responsi-
bilities made to them?

Budgeting and Repor+ing

1.

2.

4.

Se

7.

Have specific goals and objectlives been
established In writing?

Are the goals and objectives communicated
to responsible Iine and operational
personnel?

Does managemenfvdevelop long= and short-
range plans and relats such plans to
budgets and budget requests?

Are results of operations systematically
monitored against plans and budgets and
variations Investigated?

Are reporting systems Integrating
financial, program, and other data
utilized to effectively Inform manage—-
ment at all levels of results of
activities?

Are reports timely, accurate and
reliable?

Are report and data base contents
periodicaliy substantiated and evaluated?

Annual FTPs



QUESTIONNAIRE FOR

EVALUAT ING GENERAL CONTROL ENVIRONMENT

OCE/CONTRACTOR COMPONENT_Qak Ridge Associared lniversjties

Page 5 of 9

ASSESSABLE WNIT Life Scjences Research & Nuclear Medicine Application - HB
RESPONSE
YES| NO
QUESTIONS COMMENTS
F. Organizational Checks and Balances

Ge

VIISb12

te

Are responsibilities for assigned duties
segregated so that no single individual
can control a transaction from beginning
+o end?

Are recordkeeping and documentation
periodicaliy reviewed and kept adequate?

Are approval or review levels for trans-
actlons approprlate for risks Inherent
transactions belng accompl!ished?

Has there been an audit of significant
portions of the program/administrative
activity In the past three years?

Are there regular management reviews to
ensure that policlies and procedures are
efflicient and effective In accomplishing
the mission?

Has management provided for segregation
of duties so that the work of one
employee or office is checked by another
without duplication?

Are management reviews a part of the
ongoling operations?

Has the authority to authorlze trans-
actions been separated from custody of
the reiated assets?

Cons ideratlions

Are supervision and review of operations
adequate to ensure that ADP input, output
and distributing of reports are accom—
plished oniy by authorized personnel
accordance with prescribed procedures

and pollicies?

Are dutles segregated to ensure that no
Individual/office performs more than one
of the following operations:

a. originating data
b. Inputting data

c. processing data
d. distributing data
e. reviewing output

N/A



QUESTIONNAIRE FOR

EVALUATING GENERAL CONTROL ENVIRONMENT

DOE/CONTRACTOR QOMPONENT _ 0sk Ridee Associated Univergities

ASSESSABLE UNIT_ 1ife Scjences Research & Nuclear Medicine Application - HB

Page 6 of 9

QUESTIONS

RESPONSE

YES| NO

COMMENTS

G. ADP

Considerations (Continued)

3.

1‘.
12.

13.

14.

15.

16.

Do procedures provide that only approved
input is accepted for processing and that
approved Input is processed?

Do data converslon procedures provide
that data is accurately converted to
machine readible form?

Do current written procedures exist for
use of the ADP equipment, ADP processing,
and interrelated manual processes?

Is sensitive and classified data properly
safegquarded?

Is access to source documentation
restricted to authorized personnel only?

Are source documents maintained In a
sultabte sequence for a syfficient perlod
of time for research?

Are there prescribed procedures o avoid
the processing of source documents twice?

Are all Important input data fields
verified and edlted?

Are check diglts used where appropriate?

I¥ data transmission or conversion equip=-
ment Is used, Is the accuracy of the
original punching, the conversion of data
and the transmission of data verified?

Are such technliques as parity checking,
card counts, control totals, message
counts and numbers, batch and has totals
emp |oyed?

Are changes made to master flles, such as
pay rates, and price changes, properly
authorized and 1s thelr posting to the
t{ile verified and reviewed by the
orlginating department?

Are output totals and record counts
batanced to the control totals generated
prior to or during input processing?

Are the control! totals generated by some-
one other than the equipment operator?

119013

N/A



QUESTIONNAIRE FOR
EVALUATING GENERAL CONTROL ENVIRONMENT

DOE/@NTRACTOR COMPCNENT Qak Bi dgp Associataed Univeseities

ASSESSABLE UNIT Life Sciepnces Research & Nuclear Madicine Application - HB

RESPONSE
YES| NO
QUESTIONS COMMENTS
G. ADP Conslderatlons (Continued)
17. Are output reports reviewed critically by N/A

supervisory personnel in user departments
as fo general reasonableness and quality
In relation to prior perlods?

18. Are batch controls over dollars and/or
number of items established by user
department prior to the submission of
source documents for transcription?

19. Are procedures prescribed to assure that
+ransactions are transmitted to and
recelved by the data processing depart-
ment (e.g., the use of prenumbered forms,
document counts, etc.)?

20. Are controls maintalned to insure that
al! batches are ultimately balanced and
the corrections properly made and
reentered into the system?

21. Are the controls adequate to readily
ldentify rejected transactions to prevent
reentering into the system?

22. Are transaction listing, avallable on a
reqular basis or on demand, prepared
early in the processing cycle to fact!i=
tate research and to meet cother control
requirements?

23. Is full data validation and edl—ﬂng per=
formed on all files interfacing with the
spplication?

24. Are controls in place to prevent over-
riding or bypassing data valldaticn and
editing problems?

25. Are mafntenance of and access to the
flles from terminal devices controlled?

26. |s massage content valldated before dis-
playling, writing, or printing on the
terminal output device?

27. Do terminal devices need to be logged off
at the end of the day or when not in use
so that they will be disconnected from
the computer-based system?

F1ESolh



QUESTICNNAIRE FOR
EVALUATING GENERAL CONTROL ENVIRONMENT

Page 8 of 9

DOE/CONTRACTOR COMPCNENT_Qgk Ridge Associated Universities
ASSESSABLE UNIT_Life Sciences Research & Nuclear Medicine Application - HB

QUESTIONS

RESPONSE

YES| NO

COMMENTS

He Policies & Procedures

1.

2.

1100

Are current policies and operating
procedures clearly stated in writing and
systematically organized in manuals,
handbooks, or other publications?

Are policies and procedures systemat-
ically communicated through the
organization?

Are written policies and procedures
readily available to all appropriate
personnel?

Are written pollcies and procedures
direct and understandable?

Do personnei at all levels understand
the organizational unit's policles and
procedures?

Are pollcles and procedures systemat-
ically revised and updated as necessary?

Do policles and procedures provide for
documentation of every transaction?

Are poiicies and procedures consistent
with 2pplicable laws, regulations, and
policies prescribed by higher levels?

Are internal controi objectives and

techniques ldentifled as such in manuals,
handbooks, or ather publications?

15

Will have in place by March 1986



QUESTIONNAIRE FOR
EVALUATING GENERAL CONTROL ENVIRONMENT

Page 9 of 9

DOE/CONTRACTOR COMPONENT Ogk Ridge Associated Universities
ASSESSABLE UNIT Life Sciences Research & Nuclear Medicine Application - HB
RESPONSE
YES| NO
QUESTIONS COMMENTS
l. OQther Factors
1. Does Information flow only to those who X
have a need to know?
2. |s every transaction supported by X
documentation?
3« Are documents sequentialiy numbered? x When applicable
4. Are documents sufficlently duplicated? X
5. 1Is msponslbillﬂ for collecting, x
comparing, etc., documents flowing from
different directions clearly defined?
6. Do authorizations and/or approvals appear| x
on all appropriate documents?

Ot Segned By

[N
Performed by: _ Harold Hatmaker Signature  Warch Halmaxer

pate AUG 2 9 1984

Original signed by

bate AUE 23 1984

Reviewed by: William F. Countiss Slgnature WILLLAM F, COUNTISS
2aginal Signed v
Approved by: William E. Felling Signature A0 E FE juc

oate AT 28 1024

115610



ANALYSIS OF GENERAL CONTROL ENVIRONMENT

DOE/CONTRACTOR COMPONENT Qak Rjdge Acsencriated linjversities

ASSESSABLE WNIT 1:f. criences Research & Nuclear Medicine Application - HB

EVALUAT I ON

FACTOR SATISFACTORY OTHER
Management At+ltude X
Organizationa! Structure X
Personnel X

Delegation, %
Communication

0f Authority

And Responsibiiity

Budgeting and Reporting X

Organizationa! Checks

And Balances X
ADP Considerations X
Pollcles and Procedures X
Other Factors X

Overall Evaluation: m Satisfactory D Other

Origiral S'aned By

Performed by Harold Hatmaker Signature Harcll i tncker Date " Toooh
Original signed by P R T tate it

Reviewed by William F. Countiss gignatyre WILAM F. COUNTISSate T
ioal Sigrec. A6 2 9 1984

Approved by _ William E. Felling Signaturewf irME FELUNG pate

MR



Page | of 3

QUESTIONNAIRE FOR
EVALUAT ING INHERENT RISK

DOE/CONTRACTOR COMPONENT_Qak Ridge Associated Universities

ASSESSABLE UNIT Life Sciepces Research & Nuclear Medicine Application - HB
RESPONSE
YES| nO
QUESTIONS COMMENTS

A, Purpose and Characteristics

l« Are legisiative authority or X
regulations broad or vague?

2, Are legisiative authority or
reqgulatory requirements cumbersome? X

3. Are missions, goals or objectives

X

broad or vague?

4, Do operations entail a high degree X
of complexity?

5. Are there actlivitles operating under %
severa Time restrictions?

6., Are thers activities involving the X
handiing of cash receipts?

7. Are there cash like instruments which X

may be converted and realized In cash
or utilized for personal beneftit?

8. Are there actlvitlies involving:
a, approval of applications
b. granting of authorl!ty
c. certitications
d. Issuance of llcensaes or permits X
8. Inspections
f. enforcement?

E R

i

B. Budget Level

1. Are there relatively large amounts x
of budget aliocation to this program/
administrative function?

2. Are thers controlied areas of x
significant dollar value (l.e.,
property management function, loan
guarantees) which are not measured by
budget level?

3. s there a large amount of statt
resources allocated to thls program/ x
administrative function?

4, Are there signiflcant revenues %
col lected?

FH1Sb 18



Page 2 of 3

QUEST IONNA(RE FOR
EVALUATING [NHERENT RISK

DOE/CONTRACTOR COMPONENT oy Ridge Asanciated Ilniversities
ASSESSABLE UNIT 14ife Sciences Research & Nuclear Medicine Application - HB

RESPONSE
YES| NO
QUEST IONS COMMENTS
C. Procurement and Assistance
1. Are contract agreements:
a. numerous X
b. Involved or complicated? x
2. |Is the dollar amount of the average X
transaction large?
3. Are contract agreements frequently X
ad justed?
4, Are there signlficant controls in place
to measure the contractor/reciplients X
progress?
5. Does the type of contract agreement x
reduce OQE!s direct control over
program execution?
D. |Impact Outside The Agency
1. Is there significant impact of the X

administrative function outside the
agency (i.e., activities such as
Issuance registrations or permits,
standard setting rate making, and
licensing)?

2., 1f yes, Is the outside Impact:
a, tlinanclal
be non-=financial
Internal controis?

E. Age and Life Expectancy

1« Has the program/administrative
function been In existence for less X
than two years?

2. Has the program/administrative R .
function recently, or Is It presently, X Reorganization of work under HB 02 01

undergoing substantial modification or due to personnel changes
reorganization?

3, 1Is the program/administrative function X Funding ceases on September 30, 1984
phasing out within two years? for HB 01

L11ab 1Y



QUESTIONNAIRE FOR
EVALUATING INHERENT RISK

DOE/CONTRACTOR COMPONENT_Oak Ridge Associated Universities

Page 3 of 3

ASSESSABLE UNIT_Life Sciences Research & Nuclear Medicine Application - HB

RESPONSE

YES| NO
QUEST IONS

COMMENTS

F, Degree of Centrallzation

1, ODally operations can be managed on a X
centrailized, decentralized, or parti-
cipant administered basis. Could
operations be more effectively
controlled it a difterent degree of
centralization were utilized?

G. Speclal Concerns

e Has the program/administrative function X
been the focus of speclal attention
(l.0., medla attention, litigation,
dead| ines set by legislation, or
speclal interest exhibited by the
Presldent, Congress, OMB, or the
Secretary)?

H, Prior Reviews

1. Have significant portions of the
administrative function not been
audited or simllarly reviewed within
the last three years?

2, Has audit or review coverage resulted
in repeated and/or significant
findlings?

|, Management Responsiveness

i, Has management taken actlons on matters X
brought to their attention by 16, GAO,
or other evaluation groups?

Origns! Signed By
Marckl Hatmaker

Pertormed by Harold Hatmaker Signature

AUG 2 9 1984

Date

Original signed by
Reviewed by William F. Countiss Signature WLIAM E COUNTISS

Osiginal Signed By
Approved by William E. Felline Signature WILIiAM € FELLING

oate AUG 29 1984

FTlsuzl



. ANALYSIS CF INHERENT USK

CHARACTERISTICS AND RISK VALUES

COE/CIHTRACTCR COMPONENT Qak Ridge Associated Universities

ASSESSASLE UNIT Life Sciences Research & Nuclear Medicine Application - HB

Aporoved by

Reviewed by

R1SX VALUE
LOW MODERATE HIGH
I TEM
1 2 3

PURPOSE AND CHARACTER!STICS SPECIFIC/ 3ROAD/VARIED VAGUE /cOMPLEX

LIMITED <
BUDGET ALLOCATION:
FUNDS (000) S$421K SMALL MED | UM LARGE
PERSCMNEL A x
PROCUREMENT (000) N/A MALL MEDIUM LARGE
ASSISTANCE (000) T/, X
IMPACT CUTSIDE CCE MINIMAL < | SELECTIVE 1A JOR
AGE AND LIFE SXPESCTANCY STABLE x | CHANGING NEW
CSGRES CF CENTRALIZATICM FECERAL FEDERAL PARTICIPANT

CENTRAL | ZED DECENTRALIZED X | ADMINISTERED
SPSCIAL CONCEANS MINIMAL X | MCOERATZ SUBSTANTIAL

. MODERATE MINTMAL

PRICR AUDITS AND REVIZWS 5000 COVERAGE, COVERAGE, COVERAGE,

FSW CEFICIENCIES | SOME SEVERAL

x | DEFICIENCIES DEFICIENCIES

MANAGEMENT PEZPONSIYENESS SFFICTIVE PARTIALLY NOT

RESPONSE x | RESPONSIVE RESPONSIVE

Geigine! Signed By
(RSN tmaka‘
Performed by Harold Hatmaker Signature Harcs S nate AUG 2 S 1984

William F. Countiss Signature

William E. Felling

1115b21

Original signed by

Onginal Signed Sy

Signatura ‘i "AM . TELING

nare AUG 2 S 1984

ALG 2 S 1984

Date




ANALYSIS CF INHERENT RISK

COE/CCMTRACTCR COMPOMENT ok Ridee Associated Universities

ASSESSABLE UWNIT _14fe Sciences Research & Nuclear Medicine Application - HB

1TEM

RISK VALUE

QOMMENTS

Purpose and Characteristics
Budget Allccation
Procurement and Asslstance
Impact Cutsice COE

Age and Life Expectancy
Degree of Cantrallzation
Special Concarns

Prior Audlits and Ravisws

Managemant Respensivenass

1

[

[ e N T i e el

Qverail Evaluaticn of lnherent Risc: Low E

TotaL 9

Reviewed by William F. Countiss

Aoproved by William E, Felling

1115024

Mocerate [ | Hign [ ]
CEigﬁ!ﬂ S%‘ﬂoA !5,

Sisnature Mo r Ozte

AUG 2 § 1984

Original signed by

Signature ‘WHLiAM F, COUNTESte

MG 2 5 1504

Dmiginal Sighec v

SignaturSil_ M E. FELLNG Cate

Al 2 5 1984




DOE/CONTRACTOR COMPONENT (a1 Ridge Assgciatred Illnjversities

QUESTIONNAIRE FOR

EVALUATING CCMPLIANCE WITH GAQO STANDARDS

OF INTERNAL CONTROL

ASSESSABLE UNIT_Tife Sciences Research & Nuclear Medicine Application - HB

Page | ot 4

QUESTIONS

RESPONSE

YES| NO

COMMENTS

A, Reasonable Assurance

le

2.

3.

4,

5.

Do costs of internal control exceed
benet|ts derived?

Do controls in place provide a satisfac-
tory level of confldence?

Do controls in place aliow the proba-

bility ot detecting waste, fraud, abuse,
or error?

Do controls in place prevent improper
activity?

Do controls in place enhance regulatory
comp | lance?

B. Supportive Attitude

1.

3.

Are managers and emp loyees attentive to
control matters which promote the effec-
tiveness of controls?

Are managers responsive to Information
developed through internal control
reviews, audits or evaluations?

Are managers committed to achleving
strong management controls through
actlions concerning:

a. Organization structure
b. Personnel Practices
¢ce Communications
d. Periodlc accountabl|lty
e, Monitoring and report
t. General leadership

1 adequate supervision

proper training
3 motivation
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QUESTIONNAIRE FOR Page 2 of 4
EVALUAT ING COMPLIANCE WITH GAO STANDARDS
OF INTERNAL CONTROLS

DOE/CONTRACTOR COMPONENT Oak Ridge Associated Universities

ASSESSABLE UNIT Life Sciences Research & Nuclear Medicine Application - HB

RESPONSE

YES| NO
QUESTIONS COMMENTS

C. Competent Personnel

1. Do managers and emp loyees demonstrate X
personal and professiocnal Integrity?

2. Do managers and emp loyees demonstrate a X
level of skill necessary to ensure
eoffective performance?

3. Do managers and emp loyees demonstrate a X
sufficient understanding of Internal
controls to effectively discharge their
responsibiliities? .

4, Are personnel given the necessary formal X
and on=th~job tralning?

0. Control Objectives

1. Have control objectives been Identifled x | Will be in place by March 1986
or developed for all programs and admin-

Istrative functions?

2. Are the control objectives:
a. Llogical
be Applicable
C. Reascnably compiete

E. Control Techniques

1. Do control techniques In place provide x | Will be in place by March 1986
a high degree of assurance that internal

control objectives are being achieved?

2, Are the control technlgues In place
etfective and efflcient?

3« Have the following general control
techniques been put in place?

3. Speciflic pollicles

b Speclfic procedures

c. Plans of organization (including
separation of duties)

d. Physical arrangements (such as
fire alarms)

L

F. Documentation

1. Are event cycles, controi objectives i i
and Techniones docmentod? x | Will be in place by March 1986

2. Are all pertinent aspects of a b4
transaction and other signiflicant
events documentad?

3. Can transactions and related Information
be traced trom beginning to end?
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QUESTIONNAIRE FOR

EVALUATING COMPLIANCE WiITH GAO STANDARDS

OF INTERNAL CONTROL

ASSESSABLE UNIT_1ife Sciences Research & Nuclear Medicine Application - HB

Page 3 of 4

QUEST IONS

RESPONSE

YES| NO

COMMENTS

G. Recording 0f Transactions And Events

L
2.

3.

4,

Are transactions recorded promptiy?
Have adequate written policlies and
procedures been prepared describing
recording Instructions?

Are Instructions periodically reviewed
by a responsible officlai?

Are transactions properly classifled?

H, Execution Of Transactions And Events

le

5.

Are transactions and other slignificant
events authorized and executed only by
persons acting within the scope of thelr
authority?

is authorization cleariy communicated to
managers and emp loyees?

Have the responsibilitlies of each
actlivity of the organization been
clearly defined in writing?

Has authority commensurate with responsi-
biiity been delegated in writing?

Are the conditlions under which the
delegated authority may or may not be
exercised spelled out cleariy?

1. Separation of Duties

LI

2.

Are duties and responsibilities assigned
systematically to a number of Indlviduals
to ensure that effective checks and
balances exist?

Have key duties such as authorizling,
approving, and recording ftransactlions;
Issuing and receiving assets; making
payments; and reviewing or auditing
transactions been separated?
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EVALUATING COMPL IANCE WITH GAO STANDARDS
OF INTERNAL CONTROL
DOE/CONTRACTOR COMPONENT .k Ridge Associated Universities
ASSESSABLE UNIT 1ife Sciences Research & Nuclear Medicine Application - HB
RESPONSE
YES| NO
QUESTIONS COMMENTS
Jo Supervision
1e Do supervisors continuously review and X
approve the assigned work of thier
staffs?
2. Do supervisors provide their staffs with X
necessary guldance and tralning?
3« Are dutles, responsibiilties, and x
accountabllities assigned to each staff
member clearly communicated?
4. Do supervisors ensure that work flows as |
I ntended?
Ke Access To And Accountabl!ilty For Resources
1. |Is the access to resources and records X
limited to authorized Indlividuals?
2. |s the accountablility for the custody and
use of resources assigned and maintalned X
by dlfferent Individuals?
3« Are perlodlc comparisons made of X
resources with the recorded account-
abllity to determine whether the two
agree?
4. |s the frequency of comparisons based x
on the vulnerabllity of the assets?
L. Audit Resolution
1. Do managers promptly evaluate findings x
and recommendations reported by auditors?
2. Do managers determine proper actlions in X
response to audit findings and recommed-
atlons?
3. Do managers complete, within established X
time frames, al! actlons that correct or
resolve matters brought to their
attention?
4. Are managers responslve to findings which| x
produce [mprovements?
5. Is top management kept Informed through X
perlodic reports or discussions?
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Assessment of Compliance with Standards of Internal Control
Based on Completion of a8 Vulnerability Assessment

DOE/CONTRACTOR COMPONENT Qak Ridge Associated Upiversities

A$SESSABLE UNIT:_ Life Sciences Research & Nuclear Medicine Application - HB

Standard Compliance Comments
(Yes, No, N/A)
Reasonable Assurance ’ Yes
Attitude Yes
Competent Personnel Yes
Internal control objectives No Will be in place by March 19&%
Internal control techniques No Will be in place by March 19&5
Documentation No Except for event cycles, etc., as
noted
Recording of transaction Yes
Execution of transaction Yes
Separation of duties Yes
Supervision Yes
Access to Resources Yes
Audit Resolution Yes
OVERALL COMMENTS:
St Cact pncd 2
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