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VULNERABILITY ASSESSMENT RESULTS SHEET 717278

\

DOE/CONTRACTOR COMPONENT Oak Ridge Associated Universities

ASSESSABLE UNIT Biological & Envirommental Research

RELATED HEADQUARTERS OFFICE Office of Energy Research
PROGRAM LEVEL B&R NO. HA 02

1. BRIEF DESCRIPTION OF PROGRAM OR ADMINISTRATIVE FUNCTION: This program sup-
ports research to develop information required for a comprehensive under-
standing of the various processes of production and utilization of energy.
It encompasses a broad effort to gain an understanding of the interaction
of radiation and other energy-related pollutants with living organisims
and ecosystems. The specific programs included in our vulnerability as-
sessment were:

1. Health and Mortality Studies (HA 02 01) $2,435K for FY-84, 28 MY. This
study is to evaluate on a continuing basis the disability and mortality
experience of persons with a history of employment in selected instal-
lations associated with nuclear energy research and development. The
primary purpose of the study is to determine if such employment his-—
tories are associated with an increase in age, sex-specific mortality in
general, or with selected causes of death., Some determinant factors to
be studied are: The adequacy of comparison populations to predict the
expected mortality experience of the defined study population; the type,
level, and dose rate of radiation exposure of the study population; and
the length of time elapsed from first employment in a nuclear industry
to morbidity and mortality.

Support activities of the study are:

DOE/Death Certificate Retrieval Office

DOE/Data Processing Support

DOE/SSA Data Searches for Health and Mortality Studies
Human Health Studies and Evaluations

2. Radiation Emergency Assistance Center/Training Site (HA 02 01) $1,007.5K
for FY-84, 13.5 MY, The overall objective of this program is to assure
and improve medical care and treatment of persons injured in radiation
accidents, Fulfilling this objective involves the use of a special
treatment facility equipped to treat radioactively contaminated patients
properly; to handle, in conjuction with the staff at Oak Ridge Hospital,
radiological emergencies for the DOE nuclear worker population locally
as well as outside the Oak Ridge area; provide training and support of
nation-wide distributed personnel in radiation accident preparedness;
provide follow—up of accident survivors through a formed registry system
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which also includes all U.S. cases of occupational over-exposed and
DTPA-treated cases for plutonium contamination; to develop improved
diagnostic and therapeutic methods for the medical care of persons con-
taminated or injured in radiation accidents; and to provide biological
radiation dosimetry through cytogenetic methods and apply these methods
to detect chromosomal changes secondary to toxic agents in occupational
(energy production) enviromments,

DTPA Chelation Therapy (HA 02 01) $52.5K for FY-84, 0.85 MY. The ob-
jective of this program is to provide guidance in the safe clinical
usage of DTPA drugs and in the development of new chelating drugs for
decorporation of occupationally acquired transuranic contaminants. The
program provides for DOE/Human Health and Assessment Division management
of the IND”s for Ca- and Zn-DTPA and, through the DTPA Registry, eval-
uates the clinical usefulness and safety of these drugs. It is re-
sponsible for submitting to FDA through DOE IND modifications and new
IND applications., Promising research leads for improving chelation

therapy are monitored, evaluated and, in some cases, tested experi-
mentally.

Former Patient Care (HA 02 01) $50K for FY-84,no staff allocation.

The objective of this program is to provide funds for nonrecoverable
medical expenses of former patients of the Medical and Health Sciences
Division”s in-patient program which was terminated in October 1974.
This program is necessary to meet AEC/ERDA/DOE commitments to provide
medical services and patient care to these former patients.

Late Somatic Effects of Energy Pollutants (HA 02 02) $24K for FY-84, 0.1
MY. The objective of this program is to determine the longevity of
heavily irradiated burros and to learn whether radiation-induced late
somatic effects (such as oncogenesis) cause life shortening in a long-
lived domestic animal.

Alterations in Lipids and Membranes by Envirommental Toxicants (HA

02 02) $446K for FY-84, 7.12 MY, The objective of this program is to
determine the role of lipids as cell mediators and membrane consti-
tuents in respiratory, neoplastic, cardiovascular and inflammatory
diseases with the development and use of fossil fuels as energy sources.
Emphasis in the experimental approach is on delineating biochemical
mechanisms at the molecular, organelle and cellular level and to relate
these results to physiological or pathological processes that occur in
vivo,

HBCU Faculty and Student Research Participation Program (HA 02 02)
$100K for FY-84, 0.20 MY. This program provides support to faculty
and students from Historically Black Colleges and Universities (HBCU)
for training and collaborative research participation opportunities in
biological and envirommental programs at DOE sites.,

Laboratory Graduate Participation/CO2 (HA 02 05) $6K for FY-84, no staff
allocation. This program provides support for particiaption by graduate
students in carbon dioxide research.
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10.

11.

Review of C02 Research Staffing and Academic Support (HA 02 05) $45K

for FY-84, 0.45 MY, This program supports a review of the current
status and potential future direction of staffing requirements and aca-
demic support programs of DOE, taking into account carbon dioxide and
related research supported by other govermment agencies and the private
sector, The phase I work will provide: preliminary estimates of quan-
titative and qualitative manpower implications for senior and junior re-
searchers, postdoctorates, and graduate and undergraduate students by
research category; a review of existing evidence about the adequacy of
supply for the disciplines appropriate to carbon dioxide and related re-
search; a review of the existing literature about the effects of various
programs to stimulate student enrollements and participatiom in specific
areas; and a description of alternative approaches that might be used to
enhance DOE"s academic research support programs and future manpower
pool.

Carbon Dioxide Research (HA 02 05) $367K for FY-84, 4,25 MY. This pro-
gram supports research in the area of the behavior and effects of carbon
dioxide released from fossil fuel combustion including research on (a)
future levels of atmospheric carbon dioxide and projections of future
fossil fuel use and the uptake and redistribution of released carbon
dioxide in the oceans and the terrestrial biosphere; (b) climatic ef-
fects of increasing atmospheric concentrations of carbon dioxide includ-
ing effects on the physical, chemical, and biological characteristics of
the oceans and effects on the extent of the cryosphere; (d)social,
political, and economic costs of envirommental changes; and (e) strate~
gies and technological methods for ameliorating the consequences of

carbon dioxide effects, The specific activities at ORAU are:
(a) Modification and Use of Energy/Cabron Dioxide Emissions Model;
(b) 1Impact of Future Energy Systems on Atmospheric Carbon Dioxide;

(¢c) Development of Carbon Dioxide Emissions Data from Global and Na-
tional Fuel Data.

Nuclear Medicine Applications (HA 02 07) $493K for FY-84, 7.24 MY. This
program supports research on developing beneficial applications of nu-
clear medical procedures to improve our understanding of diseases of the
respiratory tract, the digestive system, and the brain. Disease which
are thought to be largely envirommentally and occupationally derived are
emphasized, In addition to investigating how physiologic and metabolic
processes can be studied through the use of radioactive labels on
natural metabolites and drugs to detect and diagnose pathophysiologic
states, the group has the expertise and physical facilities for the pre-
clinical and clinical development of radiopharmaceuticals. Cooperative
arrangements with the staffs of area hospitals provide outpatients for
the clinical studies, For convenience in scientific organization and
definition of inter-group responsibilities, this program is structures
in the following areas:
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(a) Preclinical Development of Radiopharmaceuticals: This program ap-

proaches the problem of early detection of disease processes in man

through the development of new radiopharmaceuticals that can be
used to study organ and cellular function, Emphasis is placed on
agents labeled with positron-emitting radionuclides, e.g., 11 C,
68 Ga, 64 Cu,and 18 F, These agents are used to study malignant

and non—malignant diseases of the intestinal tract, lung, brain and

cardiovascular system utilizing positron tomography. This group
has the overall responsibility for 1) development of chemical
synthetic and rapid hot-cell production methods; 2) investigation
of the tissue distribution, toxicity and mechanism of action of
potential new radiopharmaceuticals in animals; and 3) the supply
of these new agents for clinical trials,

(b) Clinical Development of Radiopharmaceuticals: In these studies
radiopharmaceuticals and new medical instruments are investigated
for potential research and clinical applications in an effort to
develop new and improved diagnostic procedures in nuclear medi-
cine. Emphasis is placed on pathophysiologic changes charac-—
teristic of the diseases of the respiratory and gastrointestinal
tract. Computer techniques for quantitative image analysis are
an integral part of this program which has inter-group responsi-
bility for clinical trials (Phase I and II studies) with new
radiopharmaceuticals developed in Preclinical Development of
Radiopharmaceuticals.

12, Radiopharmaceutical Internal Dose Information Center (Ha 02 07) $108K
for FY-84, 2.6 MY. This program provides support work in anmalyzing

data and provides information concerning internal radiation dose to DOE,
DOE contractors, medical researchers, and others. To aid the process of

collecting, analyzing and correlating information used to estimate
radiation dose from radioactive materials within the body, the Center
abstracts internal dose information from the scientific literature and
maintains a bibliographic data base devoted to internal dose. The
Center also develops mathematical models and computer programs needed
for internal dose calculations, analysis of biological distribution
patterns, and uptake and retention of radionuclides.

APPROACH: Senior Officials Titles:
William E. Felling Executive Director
William F. Countiss Manager of Finance
Kenneth E. Flatt Manager of Administration
Sul
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Team Titles:
Harold Hatmaker ' Head, Management Services

Head of Division or office where program/function
1s prepared

Program Manager for individual program/function

SCOPE: Consideration given to inherent risk and control features existing
for this function, This included personnel, scope of responsibility,
organizational checks and balances, administrative controls, established
procedures, and prior management reviews. N

AUDIT AND MANAGEMENT REPORTS CONSIDERED: See attached listing.

RESULTS OF VULNERABILITY ASSESSMENT: High Moderate Low

BASIS FOR OVERALL RATING. Stong management and organizational controls are
in place. Also, centralized functions such as purchasing, payroll, ac-—
counting, auditing, personnel, safety, etc.,, provide built-in controls to
monitor functions. There is limited opportunity for fraud or abuse.

PLANS AND COMMERTS: Plans include the establishment of event cycles,
control objectives and control techniques by March 1986.
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DOE/CONTRACTOR COMPONENT Oak Ridge Associated Universities

ASSESSABLE UNIT Biological & Environmental Research - HA 02

QUESTIONNAIRE FOR

EVALUATING GENERAL CONTROL ENVIRONMENT

Page 1 of 9

QUEST | ONS

RESPONSE

YES] NO

COMMENTS

Ao

Management Attitude

l.

2’

3.

8.

1.

|s management aware of existing control
objectives and control techniques and
thelr effectiveness?

Does management recognize the Importance
of the establishment and maintenance of
strong internal controls and is their
commitment communicated in writing?

Does managemeanacflvely participate in
the evaluation and improvement of
Internal controls?

Does management systematically monitor
the performance of internal control
responsiblilities of subordinates?

Does management cultivate positive atti-
tudes in regard to the internal control
process?

Does management follow up and correct
audit and other reported defliciencies In
timely manner?

Do personnel perceive management to be
Interested in the importance of internal
controis?

Does management enforce prescribed
procedures established by the Internat
Control System?

Do employees seek shortcuts or attempt
to avoid necessary but unpleasant
routine?

Do management and employees seem to have
an appreciation for the beneflts to be
derived from the lnternal Control System?

Does management readlly accept suggest-
fons for Improvement of the system and
Implement the suggestions where feasible?
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QUESTIONNAIRE FOR
EVALUATING GENERAL CONTROL ENVIRONMENT

DOE/CONTRACTOR COMPONENT Oak Ridge Associated Universities

ASSESSABLE UNIT Biological & Environmental Research - HA 02

Page 2 of 9

RESPONSE
YES| NO
QUEST I ONS COMMENTS
12. {s 1+ management's poilcy to employ X
competent indlividuals and to give train-
ing where feasible?
B. Organizational Structure
1. Does the organizational unit have cleariy|

6 b

2'

defined written goals and objectives?

Does the organizational unlt have
authority, responsibility, and resources x
Yo achleve its gals and objectives?

Is the organizaticnal unit held account-
able for the results of Its operations? X

Are reporting and responsibility rela-
tionships well defined, documented and X
operationalily effective?

Is the organizational unlt sufficiently

tlexible to accommodate change? x
Are there clearly defined job descrip- X
tions which relate to accomplishing the
organization's goals and cbjectives?

Does a current organizational chart X

exist?

Does the organizational unlt have a

manual which includes:

a. A listing of information aoriginating x
with each individual, and supporting
documents?

b. A statement as to each employee who %
has authority to commit assets?

c. A mission statement for the organiza-
tional unit? X

de A mission statement for each x
division?

e. A statement of statutory authority? N/A




DCE/CONTRACTOR COMPONENT Oak Ridge Associated Upniversities

ASSESSABLE UNIT__Biological & Enviropmental Research — HA 02

EVALUAT 1 NG OMERER RNAL =60 R eny 1roNMENT

Page 3 of 9

QUEST I ONS

RESPONSE

YES] NO

COMMENTS

c.

tIs

Personnel

1.

2‘

3.

by

Do personnel exhibit high standards of
Integrity?

Are personnel adequately competent by
experience, training, or education to
accompl ish their assigned duties?

Are perliodlc performance reviews of all
employees scheduled and performed?

Are there accurate and up~to-date
position descriptions and performance
(competency) standards?

Is there a training program in effect to
Improve competence and to keep personnel
current?

Are staff turnover and/or vacancy rate
low?

Are personnel fuily aware of thelr
assigned dutles and responsiblilities?

Does management have knowladge of the
objectives of an internal control system
and convinced of its value to the
organization?

Does management know the capabillitlies of
each employee, functions performed by
each and the impact of each employee on
the objectives of the organization?

Do employees know thelr own job and that
of every other employee under him or her?

Do employees uynderstand reasons for the
control procedures that they are required
to follow?

1




DOE/CONTRACTOR COMPONENT

ASSESSABLE WNIT

QUESTIONNAIRE FOR

EVALUATING GENERAL CONTROL ENVIRONMENT

Oak Ridge Associated Universities

Biological & Environmental Research - HA 02

Page 4 of 9

QUEST | ONS

RESPONSE

YES| NO

COMMENTS

0.

Delegations & Communications of Authority &

Kesponsidt 1Ty

1.

Do delegations of authorlity to appro-
prlate management levels exist in
writing?

Do delegations of authority cleariy
de!lneate dutles and responsibitities?

Do delegations of authority Include
sufficient authority to effectively
carry out responsibilities?

Are delegations of authority made as to
preclude overlapping and duplication of
responsibilities?

Are the conditions under which the
delegated authority may or may not be
exercised spelled out clearly In writing?

Are appropriate managers fully aware of
and do they clearly understand the
delegations of authority and responsi-
bitities made to them?

Budgeting énd Repor+ting

1.

2.

6.

Have specific goals and objectives been
established in writing?

Are the goals and objectives communicated
to responsible llne and operational
personnei?

Does management develop long~ and short-
range plans and relate such plans to
budgets and budget requests?

Are results of operations systematically
monitored against plans and budgets and
variations Investigated?

Are reporting systems Integrating
financial, program, and other data
utitized to effectively Inform manage-
ment at all levels of results of
activities?

Are reports timely, accurate and
rellable?

Are report and data base contents
periodically substantiated and evaluated?




QUESTIONNAIRE FOR
EVALUATING GENERAL CONTROL ENVIRONMENT

Page 5 of 9

DOE/CCNTRACTOR COMPONENT QOak Ridge Associated Universities

ASSESSABLE UNIT Biological & Environmental Research - HA 02

QUESTIONS

RESPONSE

YES| NO

COMMENTS

F.

Organizational Checks and Balances

1.

Are responsibllities for assigned duties
segregated so that no single individual
can control a transaction from beginning
to end?

Are recordkeeping and documentation
periodically reviewed and kept adequate?

Are approval or review levels for trans-
actlons appropriate for risks Inherent
transactions belng accomplished?

Has there been an audit of significant
portions of the program/administrative
activity In the past three years?

Are there regular management reviews to
ensure that policles and procedures are
efficient and effective in accomplishing
the mission?

Has management provided for segregation
of duties so that the work of one
employee or office is checked by another
without duptication?

Are management reviews a part of the
ongolng operatlons?

Has the authority to authorize trans-
actions been separated from custody of
the related assets?

Considerations

Are supervislion and review of operations
adequate to ensure that ADP input, outpuyt
and distributing of reports are accom-
plished only by authorized personnel
accordance with prescribed procedures

and policies?

Are dutles segregated to ensure that no
individual/office performs more than one
of the following operations:

a. originating data
b. inputting data
c. processing data
d. distributing data
e. reviewing output

MMM X

Except where the operating staff and
the usage of ADP are small



QUESTIONNAIRE FOR
EVALUATING GENERAL CONTROL ENVIRONMENT

DOE/CONTRACTOR COMPONENT Oak BJ’dga A ciated Uni ities
ASSESSABLE WNIT  Bioclogical & Fnvironmental Regearch - HA 02

Page 6 of 9

QUESTIONS

RESPONSE

YES| NO

COMMENTS

G. ADP Considerations (Continued)

3.

14.

15.

115080

Do procedures provide that only approved
input is accepted for processing and that
approved input is processed?

Do data conversion procedures provide
that data Is accurately converted to
machine readible form?

Do current written procedures exist for
use of the ADP equipment, ADP processing,
and interrelated manual processes?

ls sensitive and classified data properly
safequarded?

Is access to source documentation
restricted to authorlzed personnel only?

Are source documents maintained in a
suitable sequence for a sufficient period
of time for research?

Are there prescribed procedures to avoid
the processing of source documents twice?

Are all Important input data fields
verified and edited?

Are check digits used where appropriate?

If data transmission or conversion equip~
ment is used, Is the accuracy of the
original punching, the conversion of data
and the transmission of data verifled?

Are such techniques as parlty checking,
card counts, control totals, message
counts and numbers, batch and has totals
emp loyed?

Are changes made to master flles, such as
pay rates, and price changes, properly
authorized and s thelr posting to the
flle verified and reviewed by the
originating department?

Are output totals and record counts
balanced to the control totals generated
prior to or during input processing?

Are the control! totals generated by some-
one other than the equipment operator?

Where appropriate

N/A

N/A



QUESTICNNAIRE FOR
EVALUATING GENERAL CONTROL ENVIRONMENT

Page 7 of 9

DOE/CONTRACTOR COMPONENT Oak Ridge Associated Universities

ASSESSABLE UNIT Biological & Environmental Research - HA 02

QUESTIONS

RESPONSE

YES] NO

COMMENTS

G.

PE155a1

ADP

Considerations (Continued)

17.

i9.

20.

21.

22’

23.

24.

25.

26.

27.

Are output reports reviewed critically by
supervisory personnel In user departments
as to general reasonableness and quality
In relation to prior perlods?

Are batch controls over doitars and/or
number of [tems established by user
department prior to the submission of
source documents for transcription?

Are procedures prescribed to assure that
ftransactions are fransmitted to and
recelved by the data processing depart-
ment (e.g., the use of prenumberea forms,
document counts, etc.)?

Are controls maintained to insure that
alil batches are ultimately balanced and
the correctlons properly made and
reentered into the system?

Are the controls adequate to readily
identify rejected transactions tc prevent
reentering into the system?

Are transaction listing, available on a
regular basis or on demand, prepared
early in the processing cycle to facllti-~
tate research and to meet other control
requirements?

Is full data validation and editing per-
formed on all files interfacing with the
application?

Are controls in place ‘o prevent over-
riding or bypassing data validaticn and
editing problems?

Are maintenance of and access to the
flles from terminal devices controlled?

Is message content valldated before dls-
playing, writing, or printing on the
terminal output device?

Do terminal devices need to be logged off
at the end of the day or when not In use
so that they will be disconnected from
the computer-based system?

Where appropriate

Where appropriate

N/A

Automatic disconnect in some cases



QUESTIONNAIRE FOR
EVALUATING GENERAL CONTROL ENVIRONMENT

Page 8 of 9

COE/CONTRACTOR COMPONENT Qak Ridge Associated Universities

ASSESSABLE UNIT_ Biolpeoical & Fnvironmental Research - HA 02

QUESTIONS

RESPONSE

YES| NO

COMMENTS

He. Policies & Procedures

l.

Are current pollicies and operating
procedures clearly stated in writing and
systematically organized in manuals,
handbooks, or other publications?

Are policles and procedures systemat-
fcally communicated through the
organization?

Are written policies and procedures
readily available to all appropriate
personnel?

Are written policies and procedures
direct and understandable?

Do personnel at al! levels understand
the organizational unit's policlies and
procedures?

Are pollcles and procedures systemat-
ically revised and updated as necessary?

Do policles and procedures provide for
documentatlon of every fransaction?

Are poiicies and procedures consistent
with applicable laws, regulations, and
policles prescribed by higher levels?

Are Infternal control objectives and
techniques identified as such In manuals,
handbooks, or other publications?

Will be in place by March 1986



QUESTIONNAIRE FOR
EVALUAT ING GENERAL CONTROL ENVIRONMENT

Page 9 of 9

DCE/CONTRACTOR COMPONENT  Qak Ridge Associated Universities

ASSESSABLE UNIT Biological & Environmental Research - HA 02

RESPONSE
YES| NO
QUESTIONS COMMENTS
l« Other Factors
1. Does Information flow only to those who X
have a need to know?
2. |s every transaction supported by
documentation? X
3. Are documents sequentlally numbered? X When formal reports are distributed
4. Are documents sufficlently duplicated? X
5. |Is responsibillity for collecting, b'e
comparing, etc., documents flowing from
different directions clearly defined?
6. Do authorizations and/or approvals appear| X
on all appropriate documents?
Origra! Smined By |
. Attt horaekaar AUDL 23 “984
Performed by: Harold Hatmaker Signature Werca, b Date
Original signed by 3 1984
Reviewed dby:  wWilliam F. Countiss Signature Wilam F COUNTISS  paye ' - 2 9
.;ac:{{r.‘-.v \»!l:", v T ;:.4 _; j 1’&
Approved by: William E. Felling Signature WILiwawvi € FELUNG Date




DOE/CONTRACTOR QOMPONENT
ASSESSABLE UNIT

ANALYSIS OF GENERAL CONTROL ENV{RONMENT

Qak Ridge Associated Universities

Biglogical & Fnvironmental Besearch - HA Q72

EVALUATION

Communication
Of Authority

And Responsibility

Budgeting and Reporting

X
Organizaticonal Checks X
And Balances
ACP Conslderations X
Policles and Precedures X
Other Facfcrs. x

FACTOR SATISFACTORY OTHER
Management Attitude X
Organizational Structure X
Personnel X
Delegation, X

Overal| Evaluation: Satlisfactory D Other

Per formed by

Harold Hatmaker

Reviewed by

Origral Signed By
Signature Marckl Hatmaker . . AjG 2 9 1984
Original signed by I IR GLY
i 2 ,

William F, Countiss Signaturewiilam F. COUNTISg, .,

Approved by

Omgsine: Sigrerd 8y

William E. Felling Signature WHikni s 7 _.AiDate
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QUESTIONNAIRE FOR
EVALUATING INHERENT RISK

DOE/CONTRACTOR COMPONENT Oak Ridge Associated Universities

ASSESSABLE UNIT Biological & Environmental Research - HA 02

RESPONSE
YES| NO
QUESTIONS COMMENTS
A, Purpose and Characteristics
1. Are legislative authority or X Authority is broad but not vague
reguiations broad or vague?
2. Are legislative authority or X In the Health & Mortality Studies
regulatory requirements cumbersome?
3. Are missions, goals or objectives X In the Health & Mortality Studies
broad or vague?
4. Do operations entall a high degree X Technically or administratively complex
of complexity? . p

but not from vulnerability viewpoint
5. Are there activitles operating under . .
sovers time restrictions? X In certain programs (milestones)

6. Are there activities Involving the x In training courses REAC/TS

handiing of cash receipts?

7. Are there cash llke instruments which X
may be converted and realized In cash
or utilized for personal beneflt?

8. Are there actlivities Involving:
a, approval of applications
b. granting of authority
ce certifications
d. lIssuance of |icenses or permits
e, Inspections
f. enforcement?

L

X |In certain projects

bl

B. Budget Level

i« Are there relatively large amounts X On some projects
of budget atlocation to this program/
administrative function?

2. Are there controlled areas of X
signlficant dollar value (i.e,,
property management function, loan
quarantees) which are not measured by
budget level?

3, Is there a large amount of staff : . . . _
resources allocated to this program/ X In certain projects, especially in re

administrative function? placing departed personnel

4, Are there signlflicant revenues
col lected?
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QUEST IONNAIRE FOR
EVALUATING INHERENT RISK

Page 2 of 3

DOE/CONTRACTOR COMPONENT 0Oak Ridge Associated Universities

ASSESSABLE UNIT Biological & Environmental Research - HA 02

QUEST IONS

RESPONSE

YES{ NO

COMMENTS

C. Procurement and Assistance

LS

S5e

Are contract agreements:
a, numerous
b. Involved or complicated?

Is the dollar amount of the average
transaction large?

Are contract agreements freguentl|y
ad justed?

Are there signlficant controls In place
to measure the contractor/reciplients
progress?

Does the type of contract agreement
reduce DOE's direct control over
program execution?

De. Impact Qutside The Agency

1.

E. Age

Is there signiflicant impact of the
administrative function outside the
agency (l.e., activitles such as
issuance registrations or permits,
standard setting rate making, and
licensing)?

If yes, Is the outside Impact:
a, financial
b non-financial

Internal controls?

and Life Expectancy

2.

3.

115596

Has the program/administrative
function been in existence for less
than two years?

Has the program/administrative
function recently, or is It presently,
undergoing substantial modification or
reorganization?

|s the program/administrative function
phasing out within two years?

In some projects

In some projects

Except some indivisual projects may be
phased out



QUESTIONNAIRE FOR
EVALUATING INHERENT RISK

DOE/CONTRACTOR COMPONENT Qak Ridge Associated Universities

ASSESSABLE UNIT Biological & Environmental Research - HA 02

Page 3 of 3

RESPONSE

QUESTIONS

YES

NO

COMMENTS

F, Degree of Centralization

e Dally operations can be managed on a
centralized, decentralized, or parti-
clpant administered basis. Could
operations be more effectively
controlled 1f a different degree of
centralization were utilized?

G. Special Concerns

1. Has the program/administrative function
been the focus of speclal attention
(l.0., medla attention, litigation,
deadlines set by legisiation, or
special interest exhibited by the
President, Congress, OM3, or the
Secretary)?

H, Prlor Revlews

1. Have significant portions of the
administrative function not been
audited or similarly reviewed within
the last three years?

2. Has audit or review coverage resulted
In repeated and/or slignificant
findings?

|+ Managemant Responsl!veness

1. Has management taken actions on matters
brought to their attention by 1G, GAO,
or other evaluation groups?

Performed by Harold Hatmaker Signature

Approved by _william F. Felling Signature

115597
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ANALYSIS CF

INHERENT RISX

CHARACTERISTICS AND RISK VALUSS

DOE/COMTRACTOR ¢oivPanenT Oak Ridge Associated Universities

ASSESSASLE WNIT Biological & Environmental Research - HA 02

RISXK VALUE
|
LOwW MODERATE HIGH
I TEM
1 2 3
PURPOSE AND CHARACTER!STICS SPECIFIC/ 3ROAD/VARIED VAGUE /COMPLES
LIMITED X .
BUDGET ALLOCATION:
FUNDS (000) $5,134 SMALL VED | UM LARGE
PERSONNEL LYK X
PROCUREMENT (000) 890.5 SMALL MEDIUM LARGE
ASSISTANCE (0CQ) — X
IMPACT OUTSIDE OCE MIN[MAL SELECTIVE YAJOR
X
AGE AND LIFE EXPICTANCY STaRLE CHANG ING NEA
CEGRES OF CENTRAL ! ZATICN FEDERAL FEDERAL PARTICIPANT
CENTRAL | ZED DECENTRAL ! ZED ADMINISTERED
X
SPECIAL CONCERNS MIN{MAL MCDERATZ SUBSTANTI AL
X
MODERATE MM AL
PRIOR AUDITS AND REVIZWS G0CO COVERAGE, COVERAGE, COVERAGSE,
FEW DEFICIZNCIES | SOME SEVERAL
X DEF ICIENCIES CEFICIENCIES
MAMAGEZMENT REZPONSIVEMESS SFFECTIVE PART I ALLY NOT
RESPONSE RESPONS | V2 RESPONS | VE

Performed by

Harold Hatmaker

Countiss

Signature

Raviewed by William F.

Acoroved by William E.

Felling

Si gnafureﬁ‘

PI15590

Signature 7 7Dzt féf 4/”/
oy
1
! ’

4

Date



ANALYSTS OF INHERENT RISK

DOE/COMTRACTOR coveonenT  Oak Ridge Associated Universities

ASSEssAsLE u!T  Biological & Environmental Research - HA 02

ITEM RISK VALUE COMMENTS

Purpose and Characteristics 2
Budget Allocation
Procurement and Assistance
impact Cutside COE

Age and Life Expectancy
Degree of Centralization
Special Concerns

Prior Audits and Ravisws

R I T S I O

Management Respensivensss
G

TotaL 13 l

Overall Evaluz*icon of Inherent Risk: Low i}g Moderate [] High [:1

7/ 'f / // ) / i LS
Periormed by Harold Hatmaker Signaturs //‘j{f Aoty ALY Y
VA P AR T

Reviewed b)}»Jllllam F. Countiss Signature 4 ! . {’7‘55‘1'5 3/ ,5\"’

Approved by William E. Felling Signaturs, o ﬂ)i AM

13598



DOE /CONTRACTOR COMPONENT Oak Ridge Associated Universities

ASSESSABLE UNIT

QUESTIONNAIRE FOR

EVALUATING COMPLIANCE WiTH GAO STANDARDS

OF INTERNAL CONTROL

_Biolaoeical & Epvironmental Research - HA 02

Page ! of 4

QUESTIONS

RESPONSE

YES{ NO

COMMENTS

A, Reasonable Assurance

1.

2,

3.

4,

5.

Do costs of internal control exceed
benefits derived?

Do controls In place provide a satisfac=-
tory level of confidence?

Do controls In place allow the proba-
bility of detecting waste, fraud, abuse,
or error?

Do controls in place prevent improper
activity?

Oo controls In place enhance regulatory
conrp | fance?

B. Supportive Attitude

‘.

2.

Are managers and employees attentive to
control matters which promota the effec-
tiveness of controls?

Are managers responsive to information
developed through Internal control
reviews, audits or evaluations?

Are managers committed to achieving
strong management controls through
actlions concerning:

a. Organization structure
b. Personnel Practices
ce Communicatiocns
d. Perlodic accountabl!ity
e. Monitoring and report
f. General |eadership
1 adequate supervision
2 proper training
T motivation

115000
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QUESTIONNAIRE FOR
EVALUATING COMPLIANCE WITH GAO STANDARDS
OF INTERNAL CONTROLS

Page 2 of 4

DOE/CONTRACTCR COMPONENT Qak Ridge Associated Unij ties
ASSESSABLE UNIT__ Biological & Environmental Research - HA 02

QUEST IONS

RESPONSE

YES] NO

COMMENTS

C. Competent Personnel

2,

3.

4,

Do managers and employees demonstrate
personal and professional integrity?

Do managers and emp loyees demonstrate a
level of skiil necessary to ensure
ettective performance?

Oo managers and emp loyees demonstrate a
sufficient understanding of internai
controls to effectiveiy discharge their
responsibilitlies?

Are personnel given the necessary formal
and on~th=job tralining?

D. Contro! Objectives

te

Have control objectives been identified
or developed for all programs and admin-
istrative functions?

Are the control objectives:
8. Logical

b. Applicable

c. Reasonably complete

E. Control Technlques

Do control techniques In place provide
a high degree of assurance that Internal
control objectives are being achieved?

Are the control techniques In place
effective and eftlicient?

Have the following general control
technliques been put Iin place?

a. Specific policiles

b. Specitic procedures

c. Plans of organization (including
separation of duties)

de Physical arrangements (such as
fire alarms)

F, Documentation

Te

2.

3.

Are event cycles, control objectlives
and techniques documented?

Are all pertinent aspects of a
transaction and other signlficant
avents documented?

Can transactlions and related (nformation
be traced from beginning to end?

1150601

L]

»

Will be in place by March 1986

Will be in place by March 1986

Will be in place by March 1986



QUESTIONNAIRE FOR Page 3 of 4
EVALUATING COMPLIANCE WITH GAO STANDARDS
QF INTERNAL CONTROL

DOE /CONTRACTOR COMPONENT Oak Ridge Associated Universities

ASSESSABLE UNIT__Biological & Epvironmental Research - HA 02

RESPONSE
YES! NO
QUESTIONS COMMENTS
G. Recording Of Transactlions And Events
le Are fransactions recorded promptiy? b 4
2. Have adeguate written policies and X
proceduras been prepared describing
recording instructions?
3. Are Instructions perlodically reviewed X
by a responsible official?
4, Are transactions propecly classiflied? P4
H, Execution Of Transactions And Events
l. Are transactions and other significant X
events authorized and executed only by
persons acting within the scope of their
authority?
2, Is authorization clearly communicated to | x
managers and emp loyees?
3. Have the responsibilities of each X

activity of the organization been
clearily deflned [n writing?

4, Has authority commensurate with respons|-| ¥
bility been delegated In writing?

5. Are the conditlions under which the X
delegated authority may or may not be
exercisad spelled out clearliy?

I, Separation of Duties

e Are duties and responsibllities assigned | X
systematically to & number of Individuals
to ensure that effective checks and
balances exist?

2. Have key duties such as authorizing, x
approving, and recording transactions;
Issuing and receiving assets; making
payments; and reviewing or auditing
transactlions been separated?




QUESTIONNAIRE FOR
EVALUATING COMPLIANCE WITH GAQ STANDARDS
OF INTERNAL CONTROL

Page 4 of 4

DOE/CONTRACTOR COMPONENT 0Oak Ridge Associated Universities

ASSESSABLE UNIT

Biological & Environmental Research - HA 02

QUESTIONS

RESPONSE

YES| NO

COMMENTS

de

K.

Supervislion

1. Do supervisors continuously review and
approve the assigned wark of thier
staffs?

2. Do supervisors provide their staffs wlth
necessary guidance and tralning?

3« Are dutles, responsibillties, and
accountabl iities assigned to sach staff
member clearly communicated?

4. Do supervisors ensure that work fiows as
i ntended?

Access To And Accountablillty For Resources

1. |Is the access to resources and records
{imited to authorlzed Indlviduals?

2. |s the accountabiliity for the custody and
use of resources assigned and malntalned
by different [ndividuals?

3« Are periodlc comparisons made of
resources with the recorded account-
abllity to determine whether the two
agree?

4. |s the frequency of comparisons based
on the vulnerabllity of the assets?

Audlt Resolution

1. Do managers promptly evaluate findlings
and recommendations reported by audi{tors?

2. Do managers determine proper actlons in

response to audit findings and recommed-
ations?

3. Do managers complete, within ostabllshed
time frames, ali actlons that correct or
resolve matters brought to their
attention?

4. Are managers responsive to findings which
produce improvements?

5. s top management kept Informed through
perlodic reports or discussions?

Performed by:

Reviewed by: wiljiam F. Countiss Signature

Harold Hatmaker Slgnature

Oripirat-Gigned-By.

booox VLA eker

Frequent comparisons are standard
practice, but not motivated from
vulnerability

Date UG 2 5 1984

Original signed by

Willlam F, COUNTISS A 2 9 1984

Date ~
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Approved by: Willigm E. Felling Signature WRUAM E. FELLNG 'hwm” el *"%ﬁ‘




Assessment of Compliance with Standards of Internal Control
Based on Completion of a Vulnerabjlity Assessment

DOE/CONTRACTOR COMPONENT Oak Ridge Associated Universities

ASSESSABLE UNIT: Biological & Environmental Research ~ HA 02
Standard Compliance Comments
(Yes, No, N/A)
Reasonable Assurance Yes
Attitude Yes
Competent Personnel Yes
Internal control objectives No Will be in place by March 1986
Internal control techniques No Will be in place by March 1986
Documentation No Except for event cycles, etc., as
noted
Recording of transaction Yes
Execution of transaction Yes
Separation of duties Yes
Supervision Yes
Access to Resources Yes
) Audit Resolution Yes
OVERALL COMMENTS:
Laatnal Chipad B

Performed by Harold Hatmaker Signature Marckd HaUmﬂmrDate ALG 2 S 1984

Original signed by
.  yqs . . WULIAN, £, COUNTISS
Reviewed by William Countiss Signature ¥ B COUNTBSh te
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(111 . " Sigrec 7, e
Approved by William Felling cignaturemy .mt & NG Date
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