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1. BRIEF DESCRIPTION OF PROGRAM OR BDpzlRISTRATIVE FUNCTION: T h i s  program sup- 

p o r t s  r e s e a r c h  t o  develop i n f o r m a t i o n  r e q u i r e d  f o r  a comprehensive under- 
s t a n d i n g  of t h e  v a r i o u s  p r o c e s s e s  of p roduc t ion  and  u t i l i z a t i o n  of energy. 
It encompasses a broad e f f o r t  t o  g a i n  a n  unde r s t and ing  of the i n t e r a c t i o n  
of r a d i a t i o n  and o t h e r  ene rgy- re l a t ed  p o l l u t a n t s  w i t h  l i v i n g  organis ims 
and ecosystems. 
se ssment were : 

The s p e c i f i c  programs inc luded  i n  our v u l n e r a b i l i t y  as- 

1. Health and M o r t a l i t y  S t u d i e s  (HA 02  01) $2,435K f o r  FY-84, 28 MY. This 
s tudy i s  t o  evaluate on a con t inu ing  b a s i s  t h e  d i s a b i l i t y  and m o r t a l i t y  
experience of persons w i t h  a h i s t o r y  of employment i n  s e l e c t e d  i n s t a l -  
l a t i o n s  a s s o c i a t e d  w i t h  n u c l e a r  energy r e s e a r c h  and development. The 
primary purpose of t h e  s tudy  i s  t o  determine i f  such employment h i s -  
t o r i e s  a r e  a s s o c i a t e d  w i t h  a n  i n c r e a s e  i n  a g e ,  s ex - spec i f i c  m o r t a l i t y  i n  
g e n e r a l ,  o r  w i t h  s e l e c t e d  causes  of death.  Some determinant  f a c t o r s  t o  
be s t u d i e d  a r e :  The adequacy of comparison p o p u l a t i o n s  t o  p r e d i c t  t h e  
expected m o r t a l i t y  expe r i ence  of t h e  de f ined  s tudy  popu la t ion ;  t t e  type ,  
l e v e l ,  and dose r a t e  of r a d i a t i o n  exposure of t h e  s tudy  popu la t ion ;  and 
t h e  l e n g t h  of t ime e l a p s e d  from f i r s t  employment i n  a n u c l e a r  i n d u s t r y  
t o  morb id i ty  and m o r t a l i t y .  

Support a c t i v i t i e s  of t h e  s tudy a r e :  

DOE/Death C e r t i f i c a t e  R e t r i e v a l  Off i c e  
DOE/Data P rocess ing  Support  
DOE/SSA Data Sea rches  f o r  Hea l th  and M o r t a l i t y  S t u d i e s  
Human Hea l th  S t u d i e s  and E v a l u a t i o n s  

Rad ia t ion  Emergency Ass i s t ance  Cen te r /Tra in ing  S i t e  (HA 02  01) $1,007.5K 
f o r  FY-84, 13.5 MY. The overall  o b j e c t i v e  of t h i s  program i s  t o  a s s u r e  
and improve medical  care and t reatment  of pe r sons  i n j u r e d  i n  r a d i a t i o n  
a c c i d e n t s .  F u l f i l l i n g  t h i s  o b j e c t i v e  i n v o l v e s  t h e  use of a s p e c i a l  
t r ea tmen t  f a c i l i t y  equipped t o  t r e a t  r a d i o a c t i v e l y  contaminated p a t i e n t s  
p r o p e r l y ;  t o  handle ,  i n  c o n j u c t i o n  w i t h  t h e  s t a f f  a t  Oak Ridge H o s p i t a l ,  
r a d i o l o g i c a l  emergencies f o r  t h e  DOE n u c l e a r  worker popu la t ion  l o c a l l y  
as  w e l l  as  o u t s i d e  t h e  Oak Ridge area;  provide t r a i n i n g  and suppor t  of 
na t i  on- wide d i  s t r i but e d p e r  s o m e  1 i n  r a d i  a t  i on a cc i de n t  pr e par  edne s s ; 
provide follow-up of a c c i d e n t  s u r v i v o r s  through a formed r e g i s t r y  s y s t e m  



which a l s o  i n c l u d e s  a l l  U.S .  c a s e s  of occupa t iona l  over-exposed and 
DTPA-treated c a s e s  f o r  plutonium con tamina t ion ;  t o  develop improved 
d i a g n o s t i c  and t h e r a p e u t i c  methods f o r  t h e  medical c a r e  of persons  con- 
tamina ted  o r  i n j u r e d  i n  r a d i a t i o n  a c c i d e n t s ;  and t o  provide b i o l o g i c a l  
r a d i a t i o n  dosimetry through c y t o g e n e t i c  methods and apply  t h e s e  methods 
t o  d e t e c t  chromosomal changes secondary t o  t o x i c  a g e n t s  i n  o c c u p a t i o n a l  
( e ne r gy pr odu c t i on ) e w ir  onment s . 

3 .  DTPA Che la t ion  Therapy (HA 02  01) $52.513. f o r  FY-84, 0.85 M Y .  The ob- 
j e c t i v e  of t h i s  program i s  t o  provide  guidance i n  t h e  s a f e  c l i n i c a l  
usage of DTPA drugs and i n  t h e  development of new c h e l a t i n g  drugs  f o r  
de c o r p o r a t i o n  of o c c u p a t i o n a l l y  a c q u i r e d  t r a n s u r a n i c  contaminant s. The 
program p rov ides  f o r  DOE/Human H e a l t h  and Assessment D i v i s i o n  management 
of t h e  IND's f o r  Ca- and Zn-DTPA and, th rough t h e  DTPA R e g i s t r y ,  eva l -  
uates t h e  c l i n i c a l  u s e f u l n e s s  and s a f e t y  of t hese  drugs. It i s  r e -  
s p o n s i b l e  f o r  submi t t i ng  t o  FDA through DOE I N D  m o d i f i c a t i o n s  and new 
I N D  a p p l i c a t i o n s .  Promising r e s e a r c h  l e a d s  f o r  improving c h e l a t i o n  
the rapy  a r e  monitored, e v a l u a t e d  and, i n  some cases ,  t e s t e d  expe r i -  
menta l ly  . 

4. Former P a t i e n t  Care (HA 02  01) $50K f o r  FY-84,no s t a f f  a l l o c a t i o n .  
The o b j e c t i v e  of t h i s  program i s  t o  provide  funds f o r  nonrecoverable  
medical expenses of former p a t i e n t s  of t h e  Medical and Hea l th  Sc iences  
Div is ion ' s  i n - p a t i e n t  program which was t e rmina ted  i n  October 1974. 
Th i s  program i s  necessa ry  t o  m e e t  AEC/ERDA/DOE commitments t o  provide 
medical s e r v i c e s  and p a t i e n t  c a r e  t o  t h e s e  former p a t i e n t s .  

5. Late Somatic E f f e c t s  of Energy P o l l u t a n t s  (HA 0 2  02) $24K f o r  FY-84, 0.1 
MY. The o b j e c t i v e  of t h i s  program i s  t o  determine t h e  l o n g e v i t y  of 
heav i ly  i r r a d i a t e d  b u r r o s  and t o  l e a r n  whether rad ia t ion- induced  l a t e  
somatic e f f e c t s  (such as oncogenes i s )  cause l i f e  sho r t en ing  i n  a long- 
l i v e d  domestic animal.  

6 .  A l t e r a t i o n s  i n  L i p i d s  and Membranes by Environmental Tox ican t s  (HA 
02 02) $446K f o r  FY-84, 7.12 MY. The o b j e c t i v e  of t h i s  program i s  t o  
determine t h e  r o l e  of l i p i d s  a s  c e l l  med ia to r s  and membrane c o n s t i -  
t u e n t s  i n  r e s p i r a t o r y ,  n e o p l a s t i c ,  c a r d i o v a s c u l a r  and inflammatory 
d i s e a s e s  w i t h  t h e  development and use  of f o s s i l  f u e l s  a s  energy sources .  
Emphasis i n  t h e  expe r imen ta l  approach i s  on d e l i n e a t i n g  biochemical 
mechanisms a t  t h e  molecu la r ,  o r g a n e l l e  and c e l l u l a r  l e v e l  and t o  r e l a t e  
t hese  r e s u l t s  t o  p h y s i o l o g i c a l  or  p a t h o l o g i c a l  processes  t h a t  occur i n  
vivo.  

7 .  HBCU Facul ty  and S tuden t  Research P a r t i c i p a t i o n  Program (HA 02 02) 
$100K f o r  FY-84, 0.20 MY. T h i s  program provides  support  t o  f a c u l t y  
and s t u d e n t s  from H i s t o r i c a l l y  Black  Co l l eges  and U n i v e r s i t i e s  (HBCU) 
f o r  t r a i n i n g  and c o l l a b o r a t i v e  r e s e a r c h  p a r t i c i p a t i o n  o p p o r t u n i t i e s  i n  
b i o l o g i c a l  and envi ronmenta l  programs a t  DOE s i t e s .  

8. Laboratory Graduate P a r t i c i p a t i o n / C 0 2  (HA 0 2  05) $6K f o r  FY-84, no s t a f f  
a l l o c a t i o n .  Th i s  program p rov ides  suppor t  f o r  p a r t i c i a p t i o n  by g radua te  
s t u d e n t s  i n  carbon d iox ide  r e s e a r c h .  



9.  Review of C02 Research S t a f f i n g  and Academic Support  (HA 02  0 5 )  $45K 
f o r  FY-84, 0.45 MY. This  program s u p p o r t s  a review of t h e  c u r r e n t  
s t a t u s  and  p o t e n t i a l  f u t u r e  d i r e c t i o n  of s t a f f i n g  requi rements  and aca-  
demic suppor t  programs of DOE, t a k i n g  i n t o  account  carbon d ioxide  and 
r e l a t e d  r e s e a r c h  suppor ted  by o t h e r  government agenc ie s  and t h e  p r i v a t e  
s e c t o r .  The phase I work w i l l  p rovide :  p re l imina ry  estimates of quan- 
t i t a t i v e  and q u a l i t a t i v e  manpower i m p l i c a t i o n s  f o r  s en io r  and j u n i o r  re- 
s e a r c h e r s ,  p o s t d o c t o r a t e s ,  and g radua te  and undergraduate  s t u d e n t s  by 
r e s e a r c h  c a t e g o r y ;  a review of e x i s t i n g  ev idence  about t h e  adequacy of 
supply f o r  t h e  d i s c i p l i n e s  a p p r o p r i a t e  t o  carbon d ioxide  and r e l a t e d  re- 
s e a r c h ;  a rev iew of t h e  e x i s t i n g  l i t e r a t u r e  about  t h e  e f f e c t s  of v a r i o u s  
programs t o  s t i m u l a t e  s tuden t  e-nrollements and p a r t i c i p a t i o n  i n  s p e c i f i c  
areas;  and  a d e s c r i p t i o n  of a l te rna t ive  approaches t h a t  might be used t o  
enhance DOE'S academic r e s e a r c h  suppor t  programs and f u t u r e  manpower 
pool.  

10. Carbon Dioxide Research (HA 0 2  05) $367K f o r  FY-84, 4.25 MY. This  pro- 
gram s u p p o r t s  r e s e a r c h  i n  t h e  a r e a  of t h e  behavior  and e f f e c t s  of carbon 
d iox ide  r e l e a s e d  from f o s s i l  f u e l  combustion inc lud ing  r e s e a r c h  on ( a )  
f u t u r e  l e v e l s  of a tmospher ic  carbon d iox ide  and p r o j e c t i o n s  of f u t u r e  
f o s s i l  f u e l  use and t h e  uptake and r e d i s t r i b u t i o n  of r e l e a s e d  carbon 
d iox ide  i n  t h e  oceans  and t h e  t e r r e s t r i a l  b iosphe re ;  ( b )  c l i m a t i c  e f -  
f e c t s  of i n c r e a s i n g  atmospheric  c o n c e n t r a t i o n s  of carbon d ioxide  inc lud -  
i n g  e f f e c t s  on  t h e  phys ica l ,  chemical ,  and b i o l o g i c a l  c h a r a c t e r i s t i c s  of 
t h e  oceans  and  e f f e c t s  on t h e  e x t e n t  of t h e  c ryosphere ;  ( d l s o c i a l ,  
p o l i t i c a l ,  and economic c o s t s  of environmental  changes; and ( e )  s t r a t e -  
g i e s  and  t e c h n o l o g i c a l  methods f o r  a m e l i o r a t i n g  t h e  consequences of 
carbon d iox ide  e f f e c t s .  The s p e c i f i c  a c t i v i t i e s  a t  ORAU a r e :  

( a )  M o d i f i c a t i o n  and Use of Energy/Cabron Dioxide Emissions Model ; 

( b )  Impact of Fu tu re  Energy Systems o n  Atmospheric Carbon Dioxide; 

( c )  Developnent of Carbon Dioxide Emissions Data from Global and Na- 
t i o n a l  Fuel  Data. 

11. Nuclear  Medicine App l i ca t ions  (HA 0 2  07)  $49313 f o r  FY-84, 7.24 MY. T h i s  
program s u p p o r t s  r e s e a r c h  on developing b e n e f i c i a l  a p p l i c a t i o n s  of nu- 
c l e a r  medica l  procedures  t o  improve our unders tanding  of d i s e a s e s  of t h e  
r e s p i r a t o r y  t r a c t ,  t h e  d i g e s t i v e  system, and t h e  bra in .  Disease which 
a r e  thought  t o  be l a r g e l y  envi ronmenta l ly  and occupa t iona l ly  der ived  a r e  
emphasized. 
p r o c e s s e s  can  be s t u d i e d  through t h e  use of r a d i o a c t i v e  l a b e l s  on 
n a t u r a l  m e t a b o l i t e s  and drugs t o  d e t e c t  and diagnose pa thophys io logic  
s ta tes ,  t h e  group h a s  t h e  e x p e r t i s e  and p h y s i c a l  f a c i l i t i e s  f o r  t h e  pre- 
c l  i n i c a l  and c l i n i c a l  development of rad iopharmaceut ica l  s. Cooperat ive 
a r rangements  w i t h  t h e  s t a f f s  of a r e a  h o s p i t a l s  provide o u t p a t i e n t s  f o r  
t h e  c l i n i c a l  s t u d i e s .  For convenience i n  s c i e n t i f i c  o r g a n i z a t i o n  and 
def i n i  t i o n  of i n t  er-gr  oup res  ponsi b i l  i t i e  s , t h i s  program i s  s t r u c t u r e s  
i n  t h e  f o l l o w i n g  areas: 

I n  a d d i t i o n  t o  i n v e s t i g a t i n g  how phys io log ic  and me tabo l i c  



12. 

( a )  P r e c l i n i c a l  Development of Radiopharmaceut icals  : T h i s  program ap- 
proaches t h e  problem of e a r l y  d e t e c t i o n  of d i s e a s e  p rocesses  i n  man 
through t h e  development of new rad iopha rmaceu t i ca l s  t h a t  can be 
used t o  s tudy  organ  and c e l l u l a r  func t ion .  
a g e n t s  l a b e l e d  w i t h  pos i t ron -emi t t i ng  r a d i o n u c l i d e s ,  e.g., 11 C ,  
6 8  Ga, 6 4  Cu,and 18 F. These a g e n t s  a r e  used t o  s tudy  malignant  
and non-malignant d i s e a s e s  of t h e  i n t e s t i n a l  t r ac t ,  lung, b r a i n  and 
c a r d i o v a s c u l a r  system u t i l i z i n g  p o s i t r o n  tomography. This group 
has  t h e  overal l  r e s p o n s i b i l i t y  f o r  1 )  deve lopnent  of chemical 
s y n t h e t i c  and  r a p i d  h o t - c e l l  p roduct ion  methods ; 2) i n v e s t i g a t i o n  
of t h e  tissue d i s t r i b u t i o n ,  t o x i c i t y  and mechanism of a c t i o n  of 
p o t e n t i a l  new rad iophamac_eut ica ls  i n  an ima l s ;  and  3)  t h e  supply 
of t h e s e  new a g e n t s  f o r  c l i n i c a l  t r ia ls .  

Emphasis i s  placed on 

(b) C l i n i c a l  Development of Radiopharmaceut icals  : I n  t h e s e  s t u d i e s  
r ad iopha rmaceu t i ca l s  and new medical i n s t rumen t s  a r e  i n v e s t i g a t e d  
f o r  p o t e n t i a l  r e s e a r c h  and c l i n i c a l  a p p l i c a t i o n s  i n  a n  e f f o r t  t o  
develop new and improved d i a g n o s t i c  procedures  i n  n u c l e a r  medi- 
c ine .  Emphasis i s  p laced  on  pa thophys io log ic  changes charac- 
t e r i s t i c  of t h e  d i s e a s e s  of t h e  r e s p i r a t o r y  and g a s t r o i n t e s t i n a l  
t r a c t .  Computer techniques  f o r  q u a n t i t a t i v e  image a n a l y s i s  a r e  
a n  i n t e g r a l  p a r t  of t h i s  program which h a s  in t e r -g roup  respons i -  
b i l i t y  f o r  c l i n i c a l  t r i a l s  (Phase I and I1 s t u d i e s )  w i th  new 
rad iopha rmaceu t i ca l s  developed i n  P r e c l i n i c a l  Development of 
Radiopharmaceut ical  s. 

Radiopharmaceut ical  I n t e r n a l  Dose Informat ion  Center  (Ha 02  07) SlO8K 
f o r  EY-84, 2.6 MY. This  program provides  suppor t  work i n  ana lyz ing  
d a t a  and provides  in fo rma t ion  concerning i n t e r n a l  r a d i a t i o n  dose to DOE, 
DOE c o n t r a c t o r s ,  medical  r e s e a r c h e r s ,  and o t h e r s ,  To a i d  t h e  process  of 
c o l l e c t i n g ,  ana lyz ing  and c o r r e l a t i n g  in fo rma t ion  used t o  e s t i m a t e  
r a d i a t i o n  dose from r a d i o a c t i v e  m a t e r i a l s  w i t h i n  t h e  body, t h e  Center  
a b s t r a c t s  i n t e r n a l  dose informat ion  from t h e  s c i e n t i f i c  l i t e r a t u r e  and 
m a i n t a i n s  a b i b l i o g r a p h i c  d a t a  base devoted t o  i n t e r n a l  dose.  The 
Center  a l s o  develops mathematical  models and computer programs needed 
f o r  i n t e r n a l  dose c a l c u l a t i o n s ,  a n a l y s i s  of b i o l o g i c a l  d i s t r i b u t i o n  
p a t t e r n s ,  and uptake  and r e t e n t i o n  of r ad ionuc l ides .  

2. APPROACH: Senior Off ic ia l s  T i t l e s :  

W i l l i a m  E. F e l l i n g  Execut ive  D i r e c t o r  
W i l l i a m  F. Coun t i s s  Manager of Finance 
Kenneth E. F l a t t  Manager of Admin i s t r a t ion  



Team T i t l e s  : 

t iarold Hatmaker Head, Management S e r v i c e s  

Head of D i v i s i o n  or o f f i c e  where program/funct ion  
i s  prepared  

Program Manager f o r  i n d i v i d u a l  program/ f u n c t i o n  

3. SCOPE: Cons ide ra t ion  g iven  t o  i n h e r e n t  r i s k  and c o n t r o l  f e a t u r e s  e x i s t i n g  
f o r  t h i s  f u n c t i o n .  This  i n c l u d e d  pe r sonne l ,  scope of r e s p o n s i b i l i t y ,  
o r g a n i z a t i o n z l  checks and b a l a n c e s ,  a d m i n i s t r a t i v e  c o n t r o l s ,  e s t a b l i s h e d  
p rocedures ,  and p r i o r  management rev iews .  

4. AUDIT AND MI?AGJQfKNT REPORTS CONSIDERED: See a t t a c h e d  l i s t i n g .  

5 .  RESULTS OF VULNERABILll'p A ! X E S S m :  High Moderate (Law) 
6. BASIS FOR OVEBALL RATTAG. Stong management and o r g a n i z a t i o n a l  c o n t r o l s  a r e  

i n  p l ace .  Also,  c e n t r a l i z e d  f u n c t i o n s  such as purchas ing ,  p a y r o l l ,  ac- 
coun t ing ,  a u d i t i n g ,  personnel ,  s a f e t y ,  e t c . ,  p rovide  b u i l t - i n  c o n t r o l s  t o  
mon i to r  f u n c t i o n s .  There i s  l i m i t e d  o p p o r t u n i t y  f o r  f r a u d  o r  abuse.  

7. PLBRS AKD COHMKN'B: Plans  i n c l u d e  t h e  e s t ab l i shmen t  of even t  c y c l e s ,  
c o n t r o l  o b j e c t i v e s  and c o n t r o l  t echn iques  by March 1986. 

Performed by: Harold Hatmaker S i g n a t u r  te p2-: 29 
Reviewed by: W i l l i a m  Count i ss  S i g n a t u r  te&RW 

Approved by: W i l l i a m  F e l l i n g  S i g n a t u r  t e l h / H  
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QUEST I ONNA I RE FOR 
EVALUATING GENERAL DJNTROL ENV I RONMENT 

DOE/WTRACTOR COMPONENT Oak Ridge Associated Universities 

ASSESSABLE UNIT Biological & Environmental Research - HA 02 

QUEST IONS 

A. Management Attitude 

1 .  

2. 

3. 

4. 

5 .  

6. 

7. 

8. 

9. 

10. 

1 1 .  

Is management mare of ex1 stlng control 
obJectlves and control techniques and 
their effectiveness? 

Does management recognize +he importance 
of the establ ishment and maintenance of 
strong internal controls and is their 
cmitment communicated I n  wrltlng? 

D-s management 'actively partictpate i n  
the evaluation and improvement of 
Internal controls? 

Does management systemat f ca I I y mon I tor 
the performance of internal control 
responslbl I ltles of subordlnates? 

Does management cu I t I vate pos It I ve a t t  I - 
tudes in regard to the Internal control 
process? 

D o e s  management follow up and oxrect 
audit and other reported def lcienci es In 
timely manner? 

od personnel perceive management to be 
Interested in the importance of internal 
controls? 

Does management enforce prescribed 
procedures established by the Internal 
Control System? 

Do employees seek shortcuts Q attempt 
to avoid necessary but unpleasant 
rout I ne? 

Do management and enployees s ~ e m  to have 
an appreciatlon for the benefits to be 
derlved from the Internal Control System? 

Does management read I I y accept suggest- 
ions for Improvement of the  system and 
implement the suggestions where feasible? 

RESPONSE + 
X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

I 
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QUEST I ONNAl RE FOR 
EVALUAT I NG GENERAL CONTROL EHV I RONMENT 

DOE/CONTRACTOR COMPONENT Oak Ridge Associated Universities 

ASSESSABLE UNIT B i o l o g i c a l  & Environmental Research - HA 02 

QUEST I ONS 

12. Is It management's pollcy to employ 
competent lndivlduals and to give train- 
ing  where feasible? 

6. Organlzatlonal Structure 

1. 

2. 

3.  

4. 

5 .  

6. 

7. 

8. 

h s  the organiratlonal unlt have clearly 
defined wrltten qals and objectives? 

D o e s  the organlzatlonal unit have 
authority, responsibillty, and resources 
to achieve its gals and objectives? 

Is the organizational unit held account- 
able for the results of Its operations? 

A r e  reporting and respons I b i  I i ty re I a- 
tionships well deflned, documented and 
operat i ona 1 1 y effect I ve? 

Is the crganizational unlt sufficiently 
flexible to accommodate change? 

Are there clear ly defined job descrip- 
tions rhich relate to accomDlishing the 
organization's wals and objectives? 

D o e s  a current organizational char? 
exist? 

Oces the crganlzstlonal unit have a 
manual which includes: 

a. A llsting of Information crlglnatlng 
with each individual, and supporting 
documents? 

b o  A statement as to each employee who 

c. A mission statement for the aganiza- 

d. A mlssion statement for each 

has author 1 ty to canm it assets? 

tional unit? 

d I V I  s Ion? 

e. A statement of statutory authority? 

- 
?E S 

rES 
- 
- 
X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

COMNTS 

N / A  
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CCE/CONTRACTOR a l M ! ' O N E Y T Y  t i e s  

ASSESSABLE UNIT Bio- & &v ironmental Research - HA 02 

WEST I ONS 

C. Personnel 

1. 

2. 

3. 

4. 

5. 

6. 

7 .  

8. 

9. 

10. 

1 1 .  

Do personnel e x h l b l t  h lgh standards of 
i ntegr I t y ?  

Are personnel adequately competent by 
experience, t r a i n i n g ,  or education t o  
accomplish t h e i r  assigned dut ies? 

Are p e r l o d l c  performance revlews of a l l  
employees scheduled and performed? 

Are there accurate and up-to-date 
p o s i t l o n  descr fp t lons and performance 
(competency) standards? 

Is there a t r a i n i n g  program i n  e f f e c t  t o  
improve mmpetence and t o  keep personnel 
cu r ren t?  

Are s t a f f  turnover and/or vacancy r a t e  
I o w ?  

Are personnel f u l l y  w a r e  of t h e f r  
assigned dut ies and r e s p o n s i b l l l t i e s ?  

Does management have knowladge of t % e  
ob jec t  i ves of an 1 nterna I cDntr3 I system 
and convinced of i t s  value t o  the 
organizat lon? 

Does management know the capab i I It 1 es of  
each employee, funct ions performed by 
each and the impact of each E X T I O ~ O ~ ~ ~  on 
t h e  object ives of the organizat ion? 

Do employees know t h e f r  own job and t h a t  
of every other employee under h i m  or her? 

Do emoloyees understand reasons fo r  t he  
contro I procedures t h a t  they are required 
t o  f o l  low? 

X 

X 

.. A 
X 

X 

X 

X 

X 

X 

X 

X 

COMMENTS 
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QUESTIONNAIRE FOR 
EVALUAT I NG GENERAL CDNTROL E N V  I RONPENT 

DOE/CONTRACTOR CDMPONENT Oak Ridge Associated Universities 

ASSESSABLE UNIT Biological & Environmental Research - HA 02 

GUEST IONS 

0. Delegations b Communlcatlons of  Author i ty  L 
Resoons I b I I I t v  

1. Do delegat ions of au tho r l t y  t o  appro- 
p r i a t e  management l eve l s  e x l s t  i n  
w r i t r n g ?  

del ineate du t i es  and r e s p o n s l b i l l t i e s ?  
2. Do delegat ions of au tho r i t y  c l e a r l y  

3.  Do delegations of au tho r i t y  Include 
suf f I c i  en t  author 1 t y  t o  ef f e c t  I ve I y 
ca r ry  ou t  r e s p o n s i b l l l t i e s ?  

4. Are delegations of  au tho r i t y  made as t o  
prec I ude over I app i ng and dup I 1 ca t i on  of 
r e s p o n s l b i l l t i e s ?  

5. Are the  condi t ions under which the 
delegated au tho r l t y  may cr may not Se 
exerclsed spel led o u t  c l e a r l y  In  w r i t i n g ?  

6. Are appropr iate managers f u l  l y  a w w e  of 
and da they c l e a r l y  understand the  
de I egat Ions of author I t y  and respons 1 - 
b l l  l t i e s  made t o  them? 

E. Budgeting and Report ing 

1 .  

2 .  

3.  

4.  

5 .  

6 -  

7. 

Have spec1 f IC goa I s and object  I ves Seen 
establ ished i n  w r i t i n g ?  

Are t h e  goals and object lves communicated 
t o  responsible l l n e  and operational 
personnel? 

Does management develop long- and short-  
range plans and r e l a t e  sgch plans t o  
budgets and budget requests? 

Are r e s u l t s  o f  operations systematical l y  
monitored agalnst  plans and budgets and 
vat- I a t  i ons I nvest  i gated? 

Are repo r t  i ng systems I ntegrat  1 ng 
f i nanc ia l ,  program, and other data 
u t l l l z e d  t o  e f f e c t i v e l y  inform manage- 
ment a t  a l l  l eve l s  o f  r s s u l t s  of 
a c t l v i t i e s ?  

Are repor ts  tlrnely, accurate and 
r e l i a b l e ?  

Are repo r t  and data base contents 
p e r i o d i c a l l y  substant iated and evaluated? 

SESI 

YES 

- 

X 

X 

X 

X 

X 

I( 

X 

X 

X 

X 

X 

X 

X 

NSE 

NO 

- 
- COWENTS 
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QUESTIONNAIRE FOR 
EVALUATING ENERAL 03NTROL ENVIRONMNT 

OOE/CCNTRACTOR COMWNENT Oak Ridge Associated Universities 

ASSESSABLE UNIT Biological & Environmental Research - HA 02 

QUEST I ONS 

F. Oraaniza+lonal Checks and aalances 

1. 

2. 

3.  

4 .  

5 .  

6. 

7. 

8 .  

Are r e s p o n s i b l l l t l e s  fo r  assigned dut ies 
segregated so t h a t  no s ing le  i nd i v idua l  
can con t ro l  a t ransact ion from beginning 
t o  end? 

Are reco rdkwp ing  and documentatton 
p e r i o d i c a l l y  reviewed and kept adequate? 

Are approval cr revfew levels  fo r  t rans- 
act ions appropr iate fo r  r i s k s  inherent 
t ransact ions being accomplished? 

Has there been an audi t  of s i g n i f i c a n t  
po r t i ons  of the program/administrative 
a c t i v i t y  l n  the past three years? 

Are t he re  regu I a r  management rev lews t o  
ensure t h a t  p o l i c i e s  and procedures are 
e f f i c i e n t  and e f f e c t i v e  In  accomplishing 
t h e  mlssion? 

Has management p r w i  :ed fo r  segregation 
o f  dut ies so t ha t  the uork of one 
employee of o f f i c e  i s  decked by another 
wi thout  dup I i ca t  I on? 

A r e  management reviews a p a r t  of the 
ongoing operat ions? 

Has the au tho r i t y  t o  author i  t e  t rans-  
act ions been separated from custody o f  
t h e  r e l a t e d  assets? 

G. ADP Considerations 

1 .  Are supervis ion and review of operations 
adequate t o  ensure tha t  rv)P input, outpul 
and d i s t r i b u t i n g  of repor ts  are a c c m  
p l l shed  only  by authorlzed personnel 
accordance with prescribed procedures 
and poi 1 c les? 

I nd i v I dua I /o f f  i c e  perf wms m r e  than one 
o f  t he  fo l lowlng operations: 

a. o r i g i n a t i n g  data 
b. i npu t t i ng  data 
c. processing data 
d. d l s t r i b u t l n g  data 
e. reviewing output 

2. Are dut les segregated to ensure t h a t  no 

RESPONSE 

YES 
- 

X 

X 

X 

X 

X 

X 

X 

X 

X 

- 
NO 
- 

X 
X 
X 
X 
X 

COMENTS 

Except where the operating staff and 
the usage of ADP are small 
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QUESTIONNAIRE FOR 
EVALUATING GZNERAL CONTROL ENVIRONMENT 

QUEST I ONS 

G. ADP Considerations (Continued) 

3.  

4. 

5 .  

6. 

7. 

a. 

9. 

10. 

11.  

12. 

13. 

14. 

15 .  

16. 

Do procedures prov ide t h a t  only approved 
input  i s  accepted for processing and t h a t  
approved inpu t  i s  processed? 

Do data conversion procedures provide 
t h a t  data I s  accurate ly  converted t o  
machine read ib le  f o r m ?  

Do current  w r i  t t e o  procedures e x i s t  f o r  
use of  the ADP equipment, ADP processing, 
and i n t e r r e l a t e d  manual processes? 

I s  sens i t i ve  and c l a s s i f i e d  data proper ly 
safeguarded? 

I s  access to source documentation 
r e s t r i c t e d  t o  author ized personnel on ly? 

Are source documents maintained i n  a 
s u i t a b l e  sequence fo r  a s u f f i c i e n t  per iod 
of t ime for research? 

Are there prescr ibed procedures t o  avoid 
t h e  processing o f  source documents twice? 

Are a l i  Important input  data f i e l d s  
v e r i f i e d  and edi ted? 

Are check d i g i t s  used where appropriate? 

I f  data t ransmission cr conversion equlp- 
ment i s  used, Is the accuracy of the 
o r l g i n a l  punching, t h e  conversion of datz 
and the transmission of data ver i  f led? 

Are such techn i ques as par I t y  d e c k  i ng , 
card counts, con t ro l  t o t a l s ,  message 
counts and numbers, batch and has t o t a l s  
ernp I oyed? 

Are changes made to  master f 1 les, such as 
pay rates, and p r i c e  changes, proper ly 
authorized and Is t h e i r  post ing to t h e  
f i l e  v e r i f i e d  and reviewed by me 
o r i g i n a t i n g  department? 

Are output t o t a l s  and record counts 
ba I anced to  t h e  contro I t o t a  I s generated 
p r i o r  t o  a- dur ing Input  processing? 

Are the contro l  t o t a l s  generated by s o m e -  
one other than t h e  equipment operator? 

1E SI 

'ES 
- 

K 

K 

K 

K 

X 

X 

X 

X 

X 

X 

X 

X 

N SE 

NO 
- 
- COMMENTS 

Where appropriate 

N /A 

N / A  
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QUEST I ONNA I RE FOR 
EVALUAT I NG GENERAL CONTROL ENV I RONFENT 

OOE/CONTRACTOR COMPONENT Oak Ridge As s o  (3 i a  t ed Univer s i t i e s  

ASSESSABLE UNIT Biological & Environmental Research - HA 02 

WEST IONS 

G-  ADP Cons 1 defat Ions (Cont I nued) 

17. Are output repor?s reviewed a l t l c a l l y  by 
superv i sory personne I 1 n user depar-kments 
as to general reasonableness and qual I t y  
I n  r e l a t i o n  t o  p r l o r  per lods? 

18. Are batch con t ro l s  over d o l l a r s  and/or 
number of Items establ  ished by user 
department p r l o r  to  t h e  submission of  
source documents f o r  t r a n s c r i p t i o n ?  

19. Are procedures p resc r l  bed t o  assure t h a t  
t ransact  1 ons are t ransmi t ted  to  and 
received by the data processlng deoart- 
ment (e.g., t he  use of prenumberea forms, 
document counts, etc.)? 

20. Are oontro ls  maintained t o  fnsure t h a t  
a I I batches are u I t imate I y ba I anced and 
t h e  m r r e c t l o n s  proper ly  made and 
reentered i n t o  t h e  system? 

1 dent i  f y  re jec ted  t ransact ions tc Drevent 
reen te r ing  i n t o  t h e  system? 

21. Are t h e  con t ro l s  adequate t o  r e a d i l y  

22. Are t ransact ion l i s t i n g ,  ava i l ab le  on a 
regu la r  basis OT on demand, prepared 
e a r l y  i n  the  processing cyc le  t o  f a c i l l -  
t a t e  research and t o  met ather  con t ro l  
requirements? 

23. Is f u l l  data va l i da t ton  and e d i t i n g  per- 
formed on a l l  f i l e s  i n t e r f a c i n g  w l t h  the  
app I I cat  ion? 

r i d i n g  OT bypasslng data v a l l d a t i c n  and 
e d l t l n g  problems? 

f l  les from terminal  devices con t ro l  led? 

26. I s  message content val I dated before d l  s- 
playing. u r l t i n g ,  cr p r l n t l n g  on t h e  
terminal  output device? 

27. Do termtnal devices need to  be logged o f '  
a t  t he  end of  t h e  day o r  when no t  i n  use 
so t h a t  they w i  I I be dlsconnected from 
t h e  computer-based system? 

24. Are contro ls  In place t o  prevent over- 

25. Are maintenance of and access t o  t h e  

COMMENTS 

Where appropriate 

Where appropriate 

Automatic disconnect in some cases 
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QUEST I ONNA I RE FOR 
EVALUATI NG GENERAL CONTROL. E N V  I RONMENT 

CGE/CONTRACTOR COMPONENT Oak Ridge  Associated U n i v e r s i t i e s  

ASSESSA0LE UNIT ~iol.ogi~~1 & ~~~i~ - HA 02 

QUEST I ONS 

H. P o l i c i e s  b Procedures 

1 .  

2. 

3.  

4. 

5 .  

6 .  

7. 

8 .  

9. 

Are current  p o l i c i e s  and operat ing 
procedures c l e a r l y  s ta ted  I n  w r i t i n g  and 
sys temat i ca l l y  a g a n i r e d  i n  manuals, 
handbooks, or other pub I t  cat ions? 

Are pol I c l  es and procedures systemat- 
I ca l  I y mmrnun I cated through the 
organ I z a t  ion? 

Are w r i t t e n  p o l i c i e s  and procedures 
readi  l y  ava i l ab le  t o  a1 I appropr iare 
personnel? 

Are w r i t t e n  p o l i c i e s  and procedures 
d i  r e c t  and understandab I e? 

Do personnel a t  a l l  l eve l s  understand 
t h e  organi rat lonal  u n l t ' s  pol i c i e s  and 
procedures? 

Are pol l c i e s  and procedures systemat- 
i c a l l y  rev ised and updated as necessary? 

Do p o l l c l e s  and procedures provlde for 
documentatlon of  every t ransact ion? 

Are pol i c i  es and procedures mnsl s ten t  
w i th  appl icable laws, regulat ions,  and 
p o l l c l e s  prescr ibed by higher leve ls? 

A r e  I nterna I contrD I ob jec t  I ves and 
techniques i d e n t i f i e d  as such I n  manuals, 
handbooks, or other  pub l i ca t i ons?  

- 
?E S 

YES 

- 
- 

K 

x 

K 

x 

x 

x 

X 

X 

- 
N SE 

NO 
- 
- 

X W i l l  b e  i n  place by March 1986 



QUEST I ONNA I RE FOR 
EVALUATING GENERAL CONTROL ENVIRONMENT 

DOE/CONTRACTOR COMPONENT Oak Ridpe Associated Universities 

ASSESSABLE UNIT Biological ti Environmental Research - HA 02 

QUEST I ONS 

I .  Wher Factors 

1 .  

2. 

3. 

4. 

5 .  

6. 

Ooes inforrnatlon f low only t o  those who 
have a need t o  know? 

I s  every t ransac t ion  supported by 
documentat 1 on? 

Are documents sequentla1 l y  numbered? 

Are documents suf f i c i  en t  I y dup I i cated? 

Is r e s p o n s i b i l i t y  for c o l l e c t i n g ,  
cornparlng, etc., documents f lowing from 
d i  f fe ren t  di r e c t  ions c lear  I y def i ned? 

Do author i r a t  Ions and/or approva I s appear 
on a I I appropr i a te  documents? 

- 
RESf 

YES 

- 
- 
X 

X 

X 

X 

X 

X 

- 

I i 155‘13  



PNALYSIS OF GENERAL CCNTROL ENVIRONMENT 

F A C T O R  

Management A t t i t u d e  

Organizational S t ruc ture  

Personnel 

Delegat ion, 
Cornnun i c a t  ion 
O f  Author I ty 
And Responsib i l i ty  

Budgeting and Report ing 

Organizatlonal Checks 
And Ea I ances 

ADP Cons 1 derat ions 

Pol i c res  and Procedures 

Other Factcrs 

E V A L U A T I O N  

SAT I SFACTORY 

X 

X 

x 

x 

S 

x 

OTHER 

Overal I Evaluation: S a t i s f a c t o r y  0 Other 
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QUEST I ONS 

QUESTIONNAIRE FOR 
EVALUATING INHERENT RISK 

YES NO 
COMMENTS 

DOE/CONlRACTOR COWONENT Oak Ridge Associated Universities 

ASSESSABLE UNIT Biological & Environmental Research - HA 02 

RESPONSE 

A. Purpose and Character is t ics  

1. Are l e g i s l a t i v e  au tho r i t y  or 
regu l a t l o n s  broad of vague? 

2. Are l e g i s l a t i v e  au tho r i t y  or 
regu la to ry  requirements cumbersome? 

broad or vague? 

o f  complexi ty? 

Are the re  a c t l v l t l e s  operat ing under 
severe t ime r e s t r i c t l o n s ?  

3. Are missions, goals or obJectives 

4. 00 operat ions e n t a i l  a high degree 

5. 

X 

l x  I x  
X 

x 

Authority is broad but not vague 

In the Health & Mortality Studies 

In the Health & Mortality Studies 

Technically or administratively com>lex 
but not from vulnerability viewpoint 

In certain programs (milestones) 

6. Are t h e r e  a c t i v i t i e s  invo lv ing the  In training courses REAC/TS 
handl ing of cash receipts? 

7. Are the re  cash l i k e  Instruments which 
may be converted and rea I lzed i n  cash 
or u t i l i z e d  fo r  personal bene f l t ?  

8. Are the re  a c t i v l t l e s  involv ing:  
a. approval o f  appl icat ions 
b. grant ing o f  author i ty  
C. c e r t i f i c a t i o n s  
d. issuance of I lcenses or permits 
e. inspect ions 
f. enforcement? 

0 .  Budqet Level 

1. Are the re  r e l a t i v e l y  large amounts 
of budget a l l o c a t i o n  t o  t h i s  program/ 
admin i s t ra t i ve  funct ion? 

2. Are t h e r e  con t ro l l ed  areas of 
s i g n f f i c a n t  d o l l a r  value (I.e., 
proper ty  management function, loan 
guarantees) which are not measured by 
budget I eve I ? 

resources a l located t o  t h i s  program/ 
admin l s t ra t l ve  funct ion? 

3. Is  t h e r e  a large amount of s t a f f  

4. Are the re  s i g n l f l c a n t  revenues 
c o l l e c t e d ?  

X 
X 
X 

X 
X 

X 

X 

X 

X In 

On 

certain projects 

some projects 

X 

In certain projects, especially in re- 
placing departed personnel 

X 
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QUESTIONNAIRE FOR 
EVALUATING INHERENT RISK 

DOE/CONTF?ACTOR COWONENT Oak Ridge Associated Universities 

ASSESSABLE UNIT Biological & Environmental Research - HA 02 

QUEST IONS 

C. Procurement and Assistance 

1. Are contract agreements: 
a. numerous 
b. Involved or complicated? 

I s  the dollar amount of the average 
transaction large? 

adjusted? 

2. 

3. Are contract agreements frequently 

4. Are there slgnlficant controls In place 
to measure the contractor/recIplents 
progress? 

5. Does the type of contract agreement 
reduce OOEls direct control over 
program execution? 

D. impact Outslde The Aqency 

1. is there signlflcant Impact of the 
administrative functlon outside the 
agency ( i  .e., actlvitles such as 
Issuance registrations or permits, 
standard setting rate making, and 
licensing)? 

a. financial 
b. 

2. If yes, Is t h e  outside Impact: 

non-f 1 nsnci a I 
internal controls? 

E. Aqe and Life Expectancy 

1. Has the program/adminlstratlve 
function been In existence for less 
than two years? 

functlon recently, or I S  It presently, 
undergoing substantial modification or 
reorganltation? 

3. Is the program/admlnIstratlve function 
phasing out wlthln two years? 

2. Has the program/admlnlstrative 

RESPONSE 

YES 
- 

X 

X 

X 

Nc 
- 

X 

X 

X 

X 

X 

X 

X 

X 

COMMENTS 

In some projects 

In some projects 

Except some indivisual projects map be 
phased out 
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QUESTIONNAIRE FOR 
EVALUATING INHERENT R I S K  

DOEKONTRACTOR COWONENT Oak Ridne Associated Universities 

ASSESSABLE UNIT Biological & Environmental Research - HA 02 

QUEST I ONS 

F. Deqree o f  Cen t ra i l za t l on  

1. Da i l y  operatlons can be managed on a 
centra I I zed, decentra I I zed, o r  p a r t i  - 
c lpan t  administered basis. Could 
operat ions be more e f f e c t i v e l y  
con t ro l l ed  I f  a d l f f e r e n t  degree o f  
c e n t r a i i z a t l o n  were u t i l i z e d ?  

G. 

H. 

Speclal Concerns 

1. Has the  program/administrative func t i on  
been the  focus o f  speclal a t t e n t i o n  
(i.e., media at tent ion,  l i t i g a t i o n ,  
deadlines se t  by leg is la t lon.  or 
specla l  i n t e r e s t  exhlb l ted by t h e  
President, Congress, OW, or t h e  
Secretary)? 

P r l o r  Reviews 

1. Have s i g n i f i c a n t  por t lons of t h e  
admin ls t ra t lve funct ion not  been 
audi ted o r  s l m i l a r l y  reviewed w l t h l n  
t h e  l a s t  three years? 

Has aud i t  o r  review coverage resu l ted  
I n  repeated and/or s l g n l f i c a n t  
f ind ings? 

2. 

1 .  Manaqement Responsiveness 

1. Has management taken act lons on matters 
brought t o  t h e i r  a t ten t i on  by IG, GAO, 
o r  other evaluat ion groups? 

Performed by Harold Hatmaker SI gnature 

RES 

YES 

- 
- 

X 

- 

)NSE 

No 
- 
- 
X 

X 

X 

X 

COMMENTS 

Date 

' t C  ?if Original signed by 
Revlewed by William F. Countiss Signature WI~PJH f. CaUhTiSs DateAUG 2 2 ' -  



ANALYS I S CF INHERENT 51 SY 

CHARACTER I ST I CS 4% %I SK \ / . A L E S  

I T E H  

PURPOSE AND CHrUACTER I ST I CS 

EUDGET ALLOCATION: 
FUNDS (000)  $5,134 
PERSONNEL .T 

PROCUREhENT (000 1 890.5 
ASS I STANCE (000 1 

IMPACT OUTS I OE 3CE 

AGE N I O  L I FE E'(?ECT.VICY 

CZSFIEZ CF E N T M L  I M T  I CEI 

SPEC I A L  C?IC5?4 s 

PFIIOR AUOlTS A'G E V I E ; V S  

!.MNAGS!-ENT PEC?I;:IS I '/E>!ESS 

. .  
R I S : <  V A L U E  

LOW MODERATE HlGd 

1 2 3 

SPEC IF I C/ 3ROAD/VAR I ED VAGL'E/COMPLES 
L I M I T E D  X 

SVALL E D  I lJ?4 LAiiGE 
X 

9ALL E D  I U M  LARGE 
X 

?.I I N I ?-.(AI- SELECT I ' /E '4% J32 
X 

?.E':/ 
~~ - 1  ~~ 

% P ? G  I NG 

FEDEgAL 
CJECENTRALIED 

X 

?.i2T I C I P>>IT 
.AC?l I :: I STEQED 

i 5 TAE LE X 

FE3EZAL 
CENTRAL I ZED 

$ ' ! C  M I N I l4AL I V C i ) F T  ,L~ST"NT I XL 

bXDERATE , '11 1 :i i :?>,L 
s:4x3 C3VEZ#AGE, C3VE?%.\C<, C3VERAX, 
CC'd ?EC 1 C I E>lC I ES %O?.lE 55 'J  F? ,A L 

X 9EF I CIE:ICI ES SEF I C I  ENC I ES 

-r Ff CT I VE PART I ALLY KIT C' 

i7E S ?ON SE ., 2ES?CNS I 'E 9C,S?3NS I '/E 

Perforin& by Harold Hatmaker S i  gnatlure 
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I TEN 

Purpose and Charac te r i s t i cs  

Budget A I I ocat ion 

Procurement and Ass i stance 

Impact Cutside COE 

Age and L i f e  Exoectancy 

Degree of Cen t ra l i za t i on  

Speci a I Canczrns 

P r i o r  A i c d i t s  2nd 2svi3ws 

Yanagenant Zssscns i veness 

WALYSI  j OF INHEilE'JT 91 S K  

R I  SK VALUE COMMENTS 

2 

1 

1 

- 2  

1 

2 

2 

1 

1 

, T9TAL l3 1 

DCE/CCFIT~ACTCR CC,V%;.iENT 

A S S E S S A ~ L E  W I T  Biological 6 Environmental Research - HA 02 
Oak Ridge Associated Universities 

#illiam F. Countiss 

Aoproved by William E. Felling Signatur t Y  g)!q& 



QUEST 1 ONNA I RE FOR 

OF INTERNAL CONTROL 
EVA LUAT I NG COWL I ANCE W I TH GAO STANDARDS 

DOE/C;N~ACTOR C ~ ~ O N E N T  Oak Ridge Assoc ia t ed  Universities 

ASSESSABLE UNIT R i o l n p u  & -Research - HA 02 

QUEST IONS 

A. Reasonable Assurance 

1. Do costs  o f  i n t e r n a l  c o n t r o l  exceed 

2. Do con t ro l s  i n  p lace prov lde a s a t l s f a c -  

3. Do con t ro l s  I n  place a l l a  t h e  proba- 

benef 1 t s  der! ved? 

t o r y  leve l  of confidence? 

b i  I i t y  of de tec t i ng  waste, fraud, abuse, 
or e r r o r ?  

4. Do c o n t r o l s  I n  p lace  prevent inproper 
a c t  i v l t y ?  

c o w  I I ance? 
5. Do con t ro l s  i n  p lace  enhance regu la to ry  

0 .  Supportive A t t i t u d e  

1. Are managers and employees a t t e n t i v e  t o  
con t ro l  matters r h l c h  promote the e t f e c -  
t iveness o f  con t ro l s?  

2. Are managers responsive t o  l n f o r m t l o n  
developed through 1 nterna I control 
r e v l w s ,  aud i t s  or evaluat ions? 

Are managers committed t o  ach i e v i  ng 
s t rong management contro I s through 
act ions concerning: 

a. Organization s t r u c t u r e  
b. Personne I Prac t  I ces 
C. Cotmunications 
d. Per lod ic  accoun tab i l i t y  
e. Monitor ing and r e p o r t  
f. General leadershlp - 1 adequate supervis ion 

2 proper t r a i n i n g  - T mot ivat ion 

3. 

i E S  

YES 

- 
- 

X 

X 

X 

X 

X 

X 

X 
X 
X 
X 
X 
X 
X 
X 
X 
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QUESTIONNAIRE FOR 

OF INTERNAL CONTROLS 
EVA LUAT I NG C O W L  I ANCE W I fH GAO STANDARDS 

DOE/CONTRACTOR COWONENT O-dpp Associated T u v p y s l t  ' i s  g 

ASSESSABLE UNIT B i o l o g i c a l  & Environmental  Research - HA 02  

QUEST 1 ONS 

C. Cometent Personnel 

1. 

2. 

Do managers and employees demonstrate 
personal and professional  i n t e g r i t y ?  

Do managers and emloyees demonstrate a 
level  of s k i l l  necessary t o  ensure 
e f f e c t i v e  performance? 

Do managers and enployees demonstrate a 
s u f f t c i e n t  understanding of In te rna l  
con t ro l s  t o  e f f e c t i v e l y  discharge t h e i r  
respons I b i I i t i es? 

4. Are personnel given t h e  necessary formal 
and on-th-job t r a i n i n g ?  

3. 

0. Control Object ives 

1. Have con t ro l  ob jec t ives  been i d e n t i f i e d  
or developed f o r  a l l  programs and admln- 
l s t r a t i v e  funct ions? 

2. Are  t h e  con t ro l  obJectIves: 
a. Logical 
b. Appl l cab le  
c. Reasonably c ~ p  l e t e  

E. Control TechnlQues 

1. Do cont ro l  technlques I n  place provide 
a high degree of assurance t h a t  In te rna l  
con t ro l  ob jec t ives  are  being achieved? 

2. Are t h e  con t ro l  techniques I n  place 

3. Have t h e  fo i l cw ing  general con t ro l  
techniques been pu t  i n  place? 

a. Spec i f i c  p o l i c i e s  
b. Specif IC procedures 
c. Plans of o rgan l ra t lon  (Including 

d. Physical arrangements (such as 

e f f e c t i v e  and e f f i c i e n t ?  

separation of  du t ies )  

f i r e  alarms) 

F. Documentation 

1. Are event cycles, con t ro l  object lves 
and techniques documented? 

2. Are a1 I per t i nen t  aspects of a 
t ransac t ion  and other  s l g n l f l c a n t  
events documented? 

3. Can transact ions and re la ted  lnformation 
be t raced from beginning t o  end? 

tESi - 
I ES - 

X 

X 

X 

X 

X 
X 
x 

X 

X 

X 

JSE 

No 
- 
- 

X 

X 

X 

Page 2 o f  4 

COCMENTS 

W i l l  be  i n  p l a c e  by March 1986 

W i l l  b e  i n  p l a c e  by March 1986 

W i l l  b e  i n  p l a c e  by March 1986 



QUESTIONNAIRE FW 
EVALUATING COWLIANCE WITH GAO STANDARDS 

O f  I NTERNAL CONTROL 

DOE/CONTRACTOR COWONENT Oak Ridge  Associated Universities 

ASSESSABLE UNIT Binlogical & ~~v ironmental Research - HA 0 2  

QUEST I ONS 

G. Recordlng Of Transactions And Events 

1. Are transactions recorded promptly? 

2. Have adequate wrltten pollcles and 
procedures been prepared descrlblng 
recording instructions? 

3. Are Instructions periodically reviwed 
by a responslble otflcial? 

4. Are transact Ions properly c lass If 

H. Execution Of Transactions And Events 

1. Are transactlons and other slgnlf 
events authorized and executed on 
persons act 1 ng u I th i n the scope o 
authority? 

1 .  

ed? 

cant 
Y by 
the r 

2. Is authorlzatlon clearly comnunlcated to 
managers and enployees? 

3. Have the responslbilltles of each 
activity o f  the organizatlon been 
clearly def ined in wrltlng? 

Has authority commensurate with responsl- 
bi I Ity been delegated In wrltlng? 

5. Are the conditions under which the 
delegated authorlty may or  may not be 
exercised spelled out clearly? 

4. 

Seoaration of Duties 

1. Are duties and responslbllltles assigned 
systematically to a number of Individuals 
to ensure that effective checks and 
balances exist? 

Have key dutles such as authorizing, 
approving, and recording transactlons; 
issuing and receiving assets; making 
Payments; and revlewlng o r  audltlng 
transactfons been separated? 

2. 

NSE 

Nc 
- 
- 
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QUESTIONNAIRE FOR 
EVMUATING COMPLIANCE WITH GAO STANOARDS 

OF INTERNAL CONTROL 

YES 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 
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RESPONSE 

NO 

DOE/CONTRACTCU COMPONENT Oak Ridge  Associated Universities 

ASSESSABLE UNIT Biological & Environmental Research - HA 02 

WEST IONS 

J. Suoervlslon 

1. Do supervlsors contfnuousiy revfew and 
approve the assigned uork of t h l e r  
s t a f f s ?  

2. Do supervlsors provide t h e i r  s t a f f s  wi th  
necessary gul dance and t r a i  n 1 ng? 

3. Are dutles, respons lb l l l t f es ,  and 
accountabl l l t ies  assigned t o  each s t a f f  
member c lea r l y  comnunicated? 

Intended? 
4. Do supervlsors ensure t h a t  work flows as 

K. Access To And Accountabf l i tv  For Resources 

1. Is the access t o  resources and records 
l lm l ted  t o  authorized ind iv iduals? 

2. Is the accountabi l i ty  foc the  custody and 
use of CesoUrceS asslgned and malntalned 
by d l f f e r e n t  l nd l v ldua l r?  

Are per lodIc cmparisons made of  
resources w 1 t h  the  recorded account- 
a b l l l t y  t o  determine whether the two 
agree? 

I s  the frequency of comparisons based 
on the vu lne rab i l i t y  of  the assets? 

5 .  

4. 

L. Audlt Resolution 

1 -  Do managers promptly evaluate f ind ings 
and recomnendatlons reported by audi tors? 

response to  audi t  f indings and recomned- 
at lons? 

2. Do managers determine proper act lons In 

3. Do managers complete, w l th ln  ostabl lshed 
t lme f r a m ,  all actlons that  correct  or 
resolve matters brought to t h e i r  
a t ten t  Ion? 

Are managers responsive t o  f lndfngs whlch 
produce lnprovements? 

Is top management kept informed through 
per lod lc  reports oc dlscusslons? 

4. 

3.  

C O M N T S  

Frequent comparisons are standard 
praccice, but not motivated from 
vu In er ab i I i t y 



* . .  

Assessment of Compliance with Standards o f  Internal Control 
Based on Completion of a Vu1 nerabi 1 i ty Assessment 

DOE/CONTRACTOR COMPONENT 

ASSESSABLE UNIT: Biological & Environmental Research - HA 02 

Oak Ridge Associated Universities 

Standard 

Reasonable Assurance 

A t t i  tude 

Competent Personnel 

Internal control objectives 

Internal control techniques 

Docurnenta t i  on 

Recording o f  transaction 

Execution o f  transaction 

Separation o f  duties 

Supervi s i-on 

Access t o  Resources 

Audit Resolution 

Compliance 
(Yes, No, N/A) 

Yes 

Y e s  

Yes 

N 0 

No 

No 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Comments 

Will be in place by March 1986 

Will be in place by March 1986 

Except for event cycles, etc., as 
noted  

OVERALL COMMENTS: 
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