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Manager, Field Operaticns, Oak Ridge :
TROM: John 4. Dorry, ..cting Gencral Manager, Viashington

SUZJLCT: ..S.;.F.BLTSHII' CR"‘Z.'IRIA FTOR FRCPER CLASSIFICATICH CF I]'FG:JJ"’IOﬂ

“

There is, a= you know, & pressing need for a more nearly
uniforn system of proper classification of informatien,
terial and operations of Cormission.

It is recognized that the civersity of activities of the
Commission, its contractors, subcontractors and licensees
makes it impracticeble to present, in a single instruction,
particulars and examples of matiers which whould be classified
T0? SZCRZT," SECRET, COEFIDZNTIAL or RESTRICTZD anmd vhich would
be applicable for wll Commission activities,

ioreover, 1t is especially desirable that a fresh evaluation
be made of informetion, classifiable TOP SZCRET, SZCRET,
COXFIDZRTIAL and RESTRICTED. It would be appreciated if you
vould take steps to have the following accomplished and the
results mailed to the Washington Office by September 15, 19547:

2. Convene a group consisiing cf zpprovriste technical,
scientific, research and administrative personnel,
representing-areas and important facilitles in your
j\risdic'bion, to fincticn as & classifieation board,

- b. Eave such board crystellize a draft and forward
(in triplisete) particulers and ezemples under TOP
SSCRET, SECRET, CORFIDENTIAL, FSSTRICTED and

- WICLASSIFIZD for inclusion in a clessification

guide appropriste to dmcuments, information, material
and overations within yowr jurisdiction. Such
examples should be considered in the light of existing
standards contained in the Declassilication Guide.

i After the proposed guide has been reviewed at Commission
Headquarters end correlated with similer guides from cther
offices, it will be redrcduced for proper dzatri‘bution )
authorized hdindmls at facilities within your jm-lsdiction.
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SUBJECT:

PO N TELEE A 42}

Vinlter Je Killiems . DATE: August 9, 1547
Monager, Field Operstions, Oak Ridge _
Jolm A Darry, Acting General Manager, Washington

ESTABLI G CPI‘I’ERIA FOR FROPER CLASSIFICATIOR OF IIFORMATICN

In assembling the classification boarc, it may perhaps be
wise to ineclude individuals who would be Teadlly available
from timo-to time to hendle local problems on elassifieation
and to sudmit eny proposed chenges in the classification
guide to the Weshington 0ffice.

Rtinchad is 2 proposod instruction covering subject. Also
ettached is a list of examples under the various categories.
Alshough these examples have been based on suggestions from
differont sources, it is not presumed that such cxamplos
rcflect all items that mey be classified under the appropriate
c-ades, or that the items listed eors irrevocably classified,
The examples should be considered as puides only in arriving
at a new ewvaluziion of criteria for clessifieation appropricte
to operatioms throughout your jurisdictiom. Youwr board,
however, may find it desiradle to recormend to Commission
Hoadquarters thes issuance of the list of examples apponded
hereto for generel distribution im vowr jurisdiction, with
the undersicndring that such list will be supplemented by
another list of particulars and exemples which are peculiarly
epplicable ;t0 your activity and have been approved by the
Yashington ‘Offices Such supplement should then be given a
more hmted distribution.

Wher the m:truct:.on is issued,. in lieu of the exemples under
the verious’ grades, reference will be mede that the classification

guide will ae issued seperatelye.:
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2 Inclsa: | ’
l.. Froposed Ipstruction (5 pages)
2. List of Examplcs (7 pegos)
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SSTABLISHING PROPER CRITERIA POR CLASSIFICATION OF
RESARICTED DAJA ARo OlheR CLISSIFIsD WATIER
CONCERNIN ACTIVITIES OF OR ASSOCinieD WITH 18
TEISSION

REF ; GM Instruction # Procedures for Processing Clasazified
Hatter; Section 'I'G_I'emie Energy Act of 1946; Espionage Act,
50 G.5.C. 31 and 52 as amended. This Instruction supersedes
ail pnar Instructions on the above subjeo‘b.

SCOPE:; 4ll :.ctivi‘bios of, or associated with, the U. S. Atomic Emergy
Cu:missioa.

1, PURPOSE: Thi- :.nstruction presents procedures designed to effect
& uniform syste:n of classifying and grading restricted data and

other classi.r;ad mtter .

(

a. Proper and Uni.rom Classification are Esssntial: Proper and

\ni form f'elaasmcation and grading of restrioted data and cther
classif;od mtt;r ere essential. OConsequently, all official

matter :hould 'be exumined with care. If a chssifieation is
reou:.red the Ieast restrictive classification, consistent
with nroper snfeguarding of the mattor concerned, should be
as.»ignsd. Ovar-classi!‘ica“:.on should be avoided, sinoe it
dapreciates the importance of clessified matter in the minds
of ha.ndli_ng pe:sonnsl.

b. Function'ef & Classification: It should be berme inm mind thet

a classiﬁcatiéﬁ, in effect, is a brief label for prescribed
proceau.rts Yo ‘bc followed in order to secure cant:.mad pro‘bection
of restricted da.'ba sod other classified matter, ralnted in varying
dogree to the l!a.’cional security of the United Statea, or %o
actlv:,'by, lmowledge of which should be denied uncontrolled

o:.rculntlon.

s. Diffiecu EZ of Compiling & Comprchensive Guide: The diversity ia

idoo4
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INSTRUSTION £
GM # - CL2SSIFICATION OF INFORMATION

aotiv.tti.es of the Commd ssion, its contractors, subeontractora and
— . . hoenaus nukes it impractioable to presont, in a single instruec-
tion, ;:_art:.culara and e:mnples of mattcr which should be classified
TOP schm SECRET, CONFIDENTIAL or RESTRICTED with & viow to having

such pnrt;culars and examples Commission-wide in their appliocation,

v

d. Rcsnonsibzhty .&ceordingly, oach Marmeger of Operations, or Area

Hnmger as is the casc, has taken stcps to effect the following

in order to inplumcnt this Iastruction:

(1) Tha setting up and meintenancs of a Classification Board to
crystallizo particulars and cxamples for TOP SECRET, SECRET,
COFFIDENTIAL or RESTRICTED applicable to mi'omation, matoriel
nn:! operetions throughout his jurisdietion, and nlso eyamples of
sox;a information or othor matter which is considered unclassified. |

(2) 'J."na’ propéz; distribution of a classification gui.&e for his
jnz.:.\.sdic:i:i;on. ’

(3) I’ha' consider\.t:.on cnd solution of clzssification problems which -
..r}.se throughout his jurisdiction.

(L) Tha sutmission of axy proposed changes to tho approved
clv;;s&‘fi &tion guido to the General Mapager's office for
cozg__:eurreiﬁo prior to the adoption of such changes.

2. DEFINIIIONS:% ' '

f. Infomaéion ii defined as knowledge, hownver given or aocguired,
and inoludas 9.11 sources from which kncwlodgc may be gained.
b. Cla.ss:.ﬁod Ma.‘btor: The term "clussiﬁe& mt‘.:er a8 usea herein applies

to restric ted da.‘l:a end to all other informiion ‘or matter

which pc-'l:a:.ns to the official busincss of the Commission, its

contractgrs :ubeontrac‘tors 13 echsaes end other associated agencies:
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and wi;tch roquircs 8 classifieation iﬁ order to indicate tho
dogrco:\-‘; of pfotection ncooseary for its proper su.feguarding.

Thus, elassiﬁed matter mzy oonsist of

Restricted data e defincd in | or other classified

Atomic Energy Aot of‘_ 19L6 information Graded

e eeevn-..| ToP sEcRET
e | sEemER
: « e+ o a. . | CORFIDENTIAL

c. Ths tam restrictnd date™ o8 defined in the Atom:lc Energy Act of
1946 mx-.ns all datas concerning the manufocture or utilizetion of
a.tmc weo.pons, the production of fissionablae mtonal or the use R
of ‘issicmblo materizl in the produciicn of power, but shall not
1nclude: any-dgta which the Commission from time to time determincs
mny be }ublishcd without adversely affecting the common defcnse
znd se;zri“‘y.; - Restricted data mey ‘be classified TOP SECRET, or
SECEET, for GOI!FIDLNTIAL and in no case should it ever be classified
lower ﬂmn GOHI"IDEN"‘IAL.

d. Doctment is dafuzed as, but not limited to, any forn oI‘ recordsd
:.nfomation or data including printed, mimeographed, typewritten,
photosutod and written matter of all k:.nds oharts, meps, di.agrams
photographs, motion pictures, 'blueprints &ll information recordad
in voi ca or ul»_sound, sorrespondence, plans, notes, etec.

€. nntena... (ﬁute;'iel) is defined as any substance, product, or gas,

article, or zpparatus, including equipment, supplies, models, dies,
'.. 3 - .

o- v -
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rixturcs, in gredients, cormoncnts, and ~ccossoric= to ertioles,
1pp..!'3tus cquivment modols or supplies,

f. Dotm-g_gchn; is defined as ¢ doterminntion that a lowor classifica-
tion tJun thr:.t previously assigned provides ndequ-xtc protection
Lor th__e information or mottor dovnm-graded. When the lowering of
olassificati’on is complete (i.e., the information becomes unclessi-

ﬂ

I‘:.ed),-_ such a downegrading is referred to =23 decl=gsifieation,

//52 TOP S"C? Ccrtain documents, informction or materizl,

security ..s_peet of which is peramount and the unauthorized dis-

closuro of vdu.ch vould cause cxeaptionally grave de.me.ge to the . g

K.tlon(shhll be classified TOP SECRET. &
h, S“CRAT; Certain documents, informction or mterinl the unauthor-

ized disclosu:e of which would cndenger the Na.t:.onnl security, ozuse -

sanoul irjury to the interests or prestige of the Netlon, or any. -~

Govermanta.l ‘activity thereof, or would be of great advautege. to o -

forczgxz netion shall be olassified SECRET.

i. CONFIDENTIAL: Documents, information or moterizl, the umsuthorized

c‘isclo;ure of which vhile not endangering the Metionel security, vi:

fd W

would be p'ejud:.ci..l to tho interests or prestisc of the Fation or
any Govermcn‘l:al cctivity, or individual, or would cause administirz-
. tive' enbarr..sment or be of ndv’.n‘b.ve toe torcign nntion shall be
classiﬁ.sd GOIE'IDEN"’I:;L
ﬁ,,"?j' azsmzc;mg (No‘te- This does not refer to restricted dats) Docu-
' ments, ;nfomation or material, other thon TOP SECRET, SECRET or .

COWIDENTIAL, which require protection to the extent that it

should %e donied public sirculatior, except for officicl purposes,
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includ:.ng patent purposcs, or dozicd uncontrolled publication for N

reasou of administrative privacy. .

ko UNGLASSIFIE: Documents, infnmt:.on or mtonal, other thon

TOP SECR.«T SBCP...I' CUNFIDENTIAL or PEo‘mIGTED which 2r¢ within
the control o!‘ the Commission or associztod ngenc;»s zad which
tal,ta ezclusively to coertain ficlds of scienco as axnouncod

from t:.zm to ‘time by tho Commission or whish rclctc to other
m..tters of 1ntorest to tho Coxmissior, itz contractors, sﬁb-
contr-etor° or liconscos znd assoeiated gcnoi.c.-,‘ and which, efter
r.ppruv?l by tho Commission, may be made publio.

(1) C:.uhon £11 technical inform.tion or metier though not
nzrked ﬁth e classification is p:-esumed wherc restricted
d;te. 18 imrolved to be clessifiod no lower thon CONFIDERTIAL,
uat:.l sueh classificetion is officially chnnged

3. Parti culars and oxumplas of TOP SECRET, SECREZI, COWFIDENTIAL, RESTRICTZD
and somo infomtion on other motter which is oconsidcred UNCLASSIFIED,
%will be issued smrate.y by responsidle Xanagers of Opcrat:.ons 2nd,

where appropnato, by the responsible Area Monager.
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1. THE FOLLOWING AKE GUIDING EXAMPLIS OF INCOTATION OR MATTER WHICH
SHOULD BE GRADED TOF SECIET:

a, Production Iiguns, it costs, imventories, and schedules, both

actusl ard forecast, obt&ined at, and referring to the production
of uranium 2_35 R urapimn 233, plutonium and such other special
materials which t.he.‘ComissiUn my designate from time to time as
being in this catekbxy.

b, Vital infomition j:;rtaining to the military use of uranium 235,
urarium 233, p]ntonium ard other matenals spec:.fzcally desig-
nated by the Comm:.:s:.on. This eritical information ircludes

det2ils of d;sxgn, fabricatm s time of use, shippmg data per-
taining tbercto, and stockpile information .of waapons in exist-
ence and under dmlo;nent.

¢. KRew sc;entlfic chscovenas believed at the time of discovery to
be of potentill m jor military significance.

d. Quantities (the matcnal itself) of U235, plutonium and such

. other matev-:.als as mty be established by the Commission from
time to time as 0P SECREI‘ naterisl. )

e. Information co':cm-nmg the utilization of atomic weapons where
recormended by the Armed Forces. .

f. Documents rev:pahng cmprehens:.ve future opmﬁona_l plans for
the Comissiéz or mhtters of high overell pelicy.

g Information '«h:.ch wauld reveal the schedule, route or method of
shipzent of SCRB‘I‘ apd TOP SECRET material.

2. THE FOLLOWING ARE GUIDIKG EXAMPLTS CF INFOAMATION OR MATTER WHICH
SEDULD HE GAADED EC" Rels

2. Unit costis, invonbories and schedules, both actwal and foreeast,

obtalned at, and rei‘errz.ng to research and/or development
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facxlit:.es of the Atomic Energy Commis=cion.

Ini'omation regarding specific design ddetails, dia.gzamatic or
descriptive, ot the complete basic or key equipment, apparatus,
m=tr1ments or: mach:mery developed for the Manhattan Project or
the Comiss:.on -and employed in the processmg and production of
uranium: 233, uramnn 235, amd plutonium. In the electromagnetic
plant, t.he calutrm would be classified SECRET and the detailed
design d;amgs of this instrurment would be classified SECRET.
In the Hani‘ord P:.le Plant, the lattice design dimensions of the
piles, pgwer lavels, and chemical separatien plants and the
piles tﬁemselves would be classified SECRET. In the gaseous
d:.ffusxon plant, the units and the details ol the dii'i‘uszon
apparatus and p.mps would be ¢lassified SZCHET.

Docunents nrepnred from infor=ation developed for the Muphattan

. Project or the commisslon cm‘lzin_ng complete flow sheets, dia-

~

grams arwreact..ms :mcluding specific pressures, temperatures, :
voltagas, rat.es, fomulae or other operating details specifi-
cally r!:lated to a eritical step in the prepaﬂ.txm s processing,
chemcaL separztmn, parification or metellurgy of uranium 2nd
thorium Irom the ore to the finished metal.

Informatim develcped for the Xanhatten Project or the £LEC on
the rmclaar cha.racter:.stz.cs of fissionable or Ierln&’) ‘materials
:.ncluding capture, fission, and scattenng cross secﬁons for
211 enerzies of neutrons, mumber cf neutrons nroducad per fis-
sion, spcntaneous fission ‘rates, fission neutrons spectra, and

related inromation for all fissiem 'isotopes of the elements. .
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Documents cmr.aining information on the stocks and rese:ves of
noyrmal uranhun, thc;num » and such other materials as the Commis~
sion m3y rrom tme to time designate.

Documents po‘:.ntmgl ;out the existence of unique o?entional or
production l:azards,‘ their specific characteristics and solutiam,
€. g-, preei:c data invelving the severity and quantity of
hzzardous xuatene.l released under controlled procedures into agd-
jacent areaa and the resulis theredf.

Details pertad.nmg to features of special shipoing containers »
of SECEET and TOP SECRET material. .

Information develaped for the Manhattan Project or for the Con~
mission, d:.sclosmg critical steps in the preparatien, process-
ing separaticn, purifieat:.m and metallurgy (11' apphcable) or
beryllium, demerinm, and materials of similar importance to
the Pro;ect,' or mfoma tion disclosing production figures, pro-
duction schadules s (either 2ctu2l or forecast), stocks or re-
serves of sueh materials.( |
Specificatin;s of sxtreme Ligh purity materials such as graph:.te,
tho=ium, berylhum, et.c., that are essential to armd heve been
developed in .connectien with & self-sustaining chain reaction.
Information :ouceming the utilization of etomic weapons where
reccmmended by the Amad Forces 2md where such information is
not eless:.f:.ab]e as TOP SECEET.

Unique process mi'ome.t:.on, sm:fx as the Tfollowing:

(1) Tre e'-renll enr.lchment achieved by the electrcmagnetie,

thermal diffusion, 2nd the gaseous diffusion processes,

[
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the ennc}ment achieved per stage in each plant, and the
isotupic gmstitutim of uwranium at any atage of the pro-

cess. i

{2) H&hods oi’ meaufacturing of the barrier used in the gaseow
dirfusmnf plant, the barrier itself, and the research, de~ L
valopnent, ard testing comected with its manufacture and B

itnprovement .

t

(3) Expeximental, theoretic2l, and engineering mrk on convert-
eré, bmeders and power piles; dats and other information =

pemimng thereto. .
(4) Des;gn ami efficiency of neutron reflectors and shislds for
} k
expermex:tal and productian piles.

X

*—

{5) Res-arch, *«lesign » and -operatim of chemical prccesses it
; voIv‘.‘ng mracbiun and decontamination of transe~uranie
ccnpatmdw
(6) Resee.rch deslgn , 2nd operation of chemieal processes for
. uranium e:&.rac tion and decontariretion frem irradiated .

1 o

t‘wrimn.
{7) Intgmat:.cn pertaining to preparat:.on of mtallic wranium
and thcr.um for pile iz—a.dlaticu.

1y v gy

1. Documents shmd.ng the meaning of a cxde, name or Symbol connot~
ing ducunents, aatenal or operations classified as SEOREI. -
n. Safe cmbiuat:.cns of repositories ccntam:ng zatter cle.ssified -
no lu.gher than SBCBET.

3. THE FO L_mmrr- ARE sznna RN PIES OF INFOREATICN OF MATTER WEICH
SHOUTD B= sm:“mm.

z. Infornatio.'x rev.al.ng specific design det2ils of incomplete .
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ccmponants of bc-Sic or key equipnent, app:.ratus, instruments,
or machinez:y mployed in the precessing and production of uran-
ium 235, m‘anitm 233, or plutonium.

Inco:nplete, uncoded flow sheets, diagrams or reactions, or Spe=
cific pnssurui temperatures, voltages, rates, formulae, and ,
other operating details, related to 2 nonecritical step in the
prepa.raiion, n;ocessmg, separation or pun“zcation of uranium .

and thorium frm the ore, 2nd of the separation of urenium 235,
uran:mm 233 p and plntoniuz, wrch were developed for the kanhat-

R I Ik

tan Project or for the Commission.

The natérials themselves and information xevellmg physical amd
chamicai chamct.enst:cs or critical details covering the manu-
facture thereo! (not uranium 233, uranium 235, or plutonium) _.
used to vaver-ame ocperztional problems unique to the Atomic
Energy Cumn::.ssibn when this meteri2l or :.ni‘ormatmn was desvel-
opad "or the ?-a.nha‘-tan Project or the Commss:.on.

Unique chem:.cal ard physical methods of anzlysis and testing,
used as ;mc..ssrcuntrol or acteptance tests in eritical stages
of the nanui‘ac"ure of fission2ble meterizl.

Details pertaining to features of speci2l shipping con‘a:.ners ’

routes, and schgdules of shipments eof ccnfiden'bial paterials.

¥
lidmmstrat:.ve matter such as personnel mvestigat:.on reports

B A ORI a ‘ iiT .

and the hke.

‘l'\

Inf omation con"emmg the utilization of atomic weapons where

\

recamendsd by the frmed Forces 2nd where such information is

P

not class:lf:.ed u TOP SECRET or as SECHET . '

5
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h; Documen ts showi.ng the m:aning of &8 cale, name or Symbol comnnot—

ing dacuments, mterizl or operations classified as CONFIDENTIAL.

4, THE FOIL(WING ARR GU'ID..NG EXAMPIES OF INFORMATIOF OR MATIER WHICH
THOULD Rt Gieony MeSTRICIED. (Note: Imis does not refer to re—
stricted data.)

a. Documents concerning relatively wnimportant sdministrative, fis-
¢ : ‘
tal and:persornel matters which should not be disclssed to the

gencralipublio except on 2 controlled basis, such as organiza-

%

tion chérts, and plans, policy-making regulstions, working con-
dit:.cnséof empluyecs, ete,
b. Documents conccm:.ng technical and cperating mfomation which

should not be disclnsed to the general public except on 2 cone .

¢‘ .

trolled basm, buc_-x as' routine repetitive log sheets comceming

non—cntical steps in the mmfacture of fissionable materiels,.

chemcah control forms which rafer to z small pcrtion only of .
% e
pmcees,,,technologr, design and fzbrication of equipment and

appar.tud where speci..ic epplicatian to a2 process is not indie

i

AT AR

cated.

c. Informati.on otherwisc declassifiable but on which a.puropnate .

steps for patent purposes hdve not yet been taken.
. UNFMSSIE‘IE‘D:

2. Ini‘omaticn of a s:ientif:.e or technical nat.:re which relates
exclusiveiy to certain fislds of science as amounced from time
to time ‘by the Atemic Znergy Commission. Such mfomt:.on will
not be connected nth the Atomic Dpergy Conmission in such 2 way

2s to diedlrse the motivation for development or & classified

¢
epplicati éh of the infomation.' Any newly developed information

2
£
£
*

4
.’...:

DO

14
*0
an
aene

IIXYIL]
s de
3e

.
se vl
[]

»
saay
sade

L]
nende
anogd
woPesH»

.

.

»




02/07/938

05:31

b.-

Ce

"‘3‘301- 803 1230 _-aois

... P - - v
ce

3 -

P

—7-

W AN R RE

in these fields which could have awhcatmn in plants for the .
manu..a-cture of classi.ti.ed substances or to nilitary utilization
of at.omic energy must be given an appropriate classificatiom.

It °ha11 be tha responsibility of the directer of the orgariza-
tien coécerned to see that documents issued 2s "unclass:.fied"
under the pronsions of this sub-paragraph are 'troper:b' scruti-
nized to ascerta:.n that security of information and patent rights
of the govemment are protected. The provisions of this sub-
parag:ra& are applicable to the Iollowings .

(1) Inatnments s as follows:

n

plagk

(a)c Counters
(b)
(c)i Eneré—insensitive reutron detectors

(d)

Ionizition chapbers

G e

Cycloirons s van De Greff generators, betetroms, and

Y L R

other par't-icle accelerztors , _f-; i
(e),; mectronic and electrical circuits relavant to the

2': abmre
£ . _ _ .

(2) Fluoroc&bon chemistry and manufzcture '

(3) Flu:ime chOm.Stry

Document&krelating to wclassified ectivities of all types, in-

clud.mg routine admna.stratzve matters and the like.

Iniomatim already officially released by the Manhattan District S

or by the: -Atmlc l‘nerg' Comisszon. Yatter which purports tc

contzin only prc'nously released information® will be carefully

scrutin;zed to insx.re that o chenge in meaning or addition of

class:.a.eé facts has baen made,

o
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7. ACCUMULATIONS 6? CLASSIFIED INFORMATION: ' “ .

a. It must be ;eeognizad in assigning appropriate classification to
inf omat.;on that it is possible to accumilate, into one report,
file, libru-y, or vault, so many facts, each one of a~relative]y
low "class:.fication ," that the accummlation gains a Nsulting
classxticatlon h:.gher then any of the individual parts. Thus, a
libra:y or vault. emtsining a great many SECHET reports and doe~
uments mght contain so much ard S0 comprehensive an accumula-
tion of such data’ as to warrant the consider2tion of the 1ibrary
or vault as pOP SECREI‘.
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