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ABSTRACT

~ Forsmlzs for the probability of a psychotic or szaboteur
succesnfully detomating a warhead by random signals applied st the
input pins are derived, A méthod of reducing this prcbab‘lity in
discussed end general framework for extending such computation to a
more complex situation iz presented.
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RAMDOM DETONATION AND DUDDERS SR S T
by
D. C. Kleinecke, 8124~2

INTRODUCTION

' In the course of the never-ending attempt to reduce the probability of a

premature atomic detonation & great deel of words have been spent on what might
be called "the paychoteur" (defined as a psychotic, saboteur, or plain old-
fashioned ifdiot). Prematures caused by & psychoteur are not component wmal-
functions, but nevertheless Sandia Corporatica should make every attempt to re-
duce the probability of such prewatures. This memorandum shows ome way in
which the probability of detomation by 2 paychoteur cen be estimated; pre-
sumably this will make it possible to studv ways in which the probabllity can
be reduced,

The theoretical psychoteur operates as follows: sgomehow he comez across
an atomic warhead and attempte to detonate it., He is szssumad to have all the
equipment {Power supplies, leads, etc.) he neede to apply signale at the wer-
head ieput. Howewver, he is aspuemed to be completely ignorant of the datailed
varhesad design. Hence, he takes two leada with the proper voltages and begins
2pplying them, at random, to peirs of pins st the ioput. He continues to do
this repeatedly until the warhead detonates,

The paychoteur is not to be confused with the genuine saboteur who ap-
proaches the warhead armed with (at least) some knowledge of detailed design
and circumvents the builr-in gsfety features (for exempie, by cutting into the
varhead and bypassing safety devices). The genuine saboteur cannot bs fruse
trated by detaile of desizn znd is not, tharafore, & design concern of Sandia
Corporation. However, the higtory of disssters and near-~dizasters throughsut
the world chows that the paychoteur does indeed exist gnd in great gaough nums
barg that he cannot be ignored.

4 SIMPLIFIED EXAMPLE

4z a simple exampis of the psychoteur in action corsider sn ideslizged
warhead which ig fired in two stepa, If signals are applied at regular inter-
valy the warhesd must firgt be armed and than be fired; 1f the firing circuit
iz pulsed im an woarmed condition the warhead is dudded; if the signal 4wm-
nedigtely following an amming signel doeas not fire the warhead the srnzing is
logt, There ave many poszible combinations of applied signals, and when pairs
of ping are selected to be pulmxed, A" equalg the probability that the pair
armg, aud "B" equels the probability that the peir fires (or duds; no pair
both srme and £ires), The prebability of neilther firinmg wmor arming ia
CmilA~5g,

&fver a signal has been applied, the warhead ig in one of four possible
conditions: passive, amwed, dudded, or fired., The psssive condition iz the
noxmal, wmedified condition, The condition of the warhesd is academic after
it hes buen fired, but it is convenient to consider a fired warhead as simply
another condition and to think of a ghostly psychoteur contimwing to proba
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with vaporized lesds. Starting from any one of these four conditions, or states,
there is a definite probablility of getting to another state after one more siznal.
These probabilities are given in Table 1,

Initial Final Condition .
Condition Passive Armed Dudded Fired
Paagive c A B 0
Armed ¢ A 0 B
Dudded 0 0 1 0
Fired 0 1 i
TABLE 1
Probability of Going from Initial Condition to Final Condition with
One Signal

The first two columng of Table 1 have been f£illed in accordance with the
original assumptione; when the warhead has been dudded or fired it siays dudded
or fired regardless of what the psychoteur may do, and so the probabilitles are
1 (equals certainty) of ataying in the imitial conditiom.

How suppose the psychoteur is allowed to probe forever into the warhead.
Clearly, the warhead iz ultimately either dudded or fired; the question im:.
what is the probsgbility of firing instead of dudding?

' The probability of firing after an infinite number of signals is fairly
eazily computed, Let P{A) be probabily .of?firing if the warhead starts in an
armed condition; P(B) the probability J7 thé warhead starts fired; P(C) if theé:
wvarkead starts psasive; end P(D) if the warhead starts dudded. Theén:P(A) equals
the sum of probabilities of getting to each condition after the first signal
(beginning from the armed condition) times the probebility of firiang beginning
&t that condition; and the same is true for P(B), P(C), and P(D). In symbols:

P{AY = CP(C) + AP{A) + B2(B)
P(B) = 2(B) ,
P(C) = CP(C) 4 AP(A) + 3P(D) ,
P(D} = P{D) .

Obvicusly P(8) = 1 snd P(D) = 0, go that:

{1-4) P{A) = CP{C) + B , B , 1
{1-8) PLC) = AP(A) . ‘ '

These two equations are quickly solved, so that:

P(C) = AB mA . ' | (2)
1~A-§c ‘ :

Thie result shows that the probability of ultimately firing the warhead
(sseuming 1% was oxiginally passive) ls equal to the probability of ammiug"i:.
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ensily obtained values for an infinite number of repetitioms can be used to

It is possible to use the same sort of reasoning to find the probadility of
firing in a8 finite number of signals. Let P(A,N) be the probability of firing
in N signals or less if the warhead is originally armed, and define P(B,N),
P(C,N), and P(D,N) in the same way. Then, as before:

P(A,N) = CP(C,N-1) + AP(A,N-1) + B,
P(C,N) = CP(C,N-1) + AP(A,N-1) .

It is convenient to use the generating functions

e
PAX) « ) N =0 P(a,N) X"
P(C;X) = ) N =0 P(C,N) X |
to solve these e&ﬁétionsﬂ Since P(A,0Q) = 0 and P(C,0) = 1 |

]

R N '*
P(A X} = CXP{C;X) + AXP(A,X) + BX/(1-X) y _ .
P(C;X} = CXP(C;X) + AXP(A,X) '
or, in terms more like equation 1:
(1-AX)P(A,X) = CXP(C;X) + BX/(1-X) ,

(1-CXYP(C;X) = AXP(A,X) .

So that
PeCiE) = —ABX . X
1-(A + CYX i-X
Y S
= A kB °zi§go a0y & (a3C) ) ja0 X ;
A+ C
snd

N
P(C,N) = A [ieae)  r T . w0

This expregsion for P(C,N) naturally goes to A, the value previously obe
tained for P{C), as N goes to infinity. The rate at which P(C,N) approaches
P(CY is fairly slow if the probasbility, B = 1-4~(, of hitting the firing pins
is low. V¥or exsmrle 1f B = 0,01, then 458 repetitions are required to reduce
the differemce betwszen P(C) and P{C,N) to less than 1%. However, a paychoteur,
once he gets an opportunity teo begin his dirty work, could essily have time for
several hundred repetitions. It can be concluded from this that the dependence
of firing probability on the number of repetitions can be ignored and the more

estimate the firing probability.

A THIIRE GRMARAL Dassini.

The calewlations in the preceeding example can be extended te more
geraral exemples. Suppose, now, that the psychoteur's operations are the same
a8 in the laat example except that the warhead behaves in & more general fash-
jon, If the warhesd is initially passive,; the probabilities are the same am
before: A for arming, B for dudding, C for rumsining passive, If the warhead




is inftially armed it stays armed through K succeeding signals (X = 1 in the
preceeding example), and the probabilities of rearming and firiug are D and E
(which need not be D=A and E=B as in the preceeding exemple). In addition,
there is a probability F thet the armed warhead will be dudded rather than
fired {F=0 in the preceeding example)}.

In order to handle the fact that the warhead stays armed through K
repetitions, additional armed conditions Al, A2, A3...., AK are introduced
which depend on how long the warhead has been armed.’ Then the analogue of
Table 1 is Table 2, which applies to this more general example (G=1-D-E-F).

Initial Final Condfition
Condition
, Pagsive Armed Dudded Fired
All A2§ A3f - - I AK
Passive C A 0 0 - - <10 B 0
Al 0 D G 0 A N ¢ F E
Armed A2 0 D o G R A F E
Al G D G o] SO i ¢ F E
AX G plotloj=- - *to F E
Dudded 0 V] O O - - <10 1 ()]
Fived ] 0 0 0 . . «10 0 1
TABLE 2 i

Probability of Going from Initisl Condition to Firmal Condition with
one gignal (generslized exsmple)

Ag before, let P(B), P(C), and P(D) be the probabilities of ultimately
firiug 4f the warhead starts in a fired, passive, and dudded condition; let
P(Al), P{A2), ... P(aK) be the probabilities if rhe warhead starts in the
warious armed conditions. Then the snalogues to equation (1) are:

(1-C) P(Q) = AP(Al), 3

(1-Dy P{AL)= GP(A2) + B

5
AT\ n
B UL AALl T uP(A?;} v

J
A3) = DP(ALl) 4+ GP(A4) + E R

t

LI B

= DP(AL) + GP(C) +
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The solution to equations (3) is

P(C) = AES , (4)
(A+B) (1-DS) - GK A

where S =1+ G + ... + 6K~1 = (1K) / (3-G). I1£K =1, F=0,D=A, E=B
and G = C, then golution (4) reduces to solution (2) of the preceeding example.,ﬁ

An especially interesting case of formula (4) arisea when K = 1, F = 0, ‘ 5
D =(1-P)A, E = P 4+ (1-P)B, and G = (1-P)C, which occurs when the firat example i
is modified by assuming that an armed warhead has a probablility P of spontan- :
eously firing before the next signal is applied. In this case, solution (4) ;
beccemes t

P + B(1-P
P(C) = (1-%) A . . (52
B + AP ‘

This formela was used by G. Davis (8124-2) in Sandia Technical Memorandum

SCTM 61~-58-81, “A Study of Proposed XW-45 Safing Methods and Resultant Re-
iiability Implicationsg”.

DUDDERS

The probability P{C) of a psychoteur ultimately firing the warhead can’
be reduced by intrcducing dudders into the warhead. These duddexrs might be
sguibe which blow 2part the detonator cables (and a monitoring line) so that
the warhead cannot fire. The dudders are activated by introducing signais on
vérious non~functional pairs of pins.

The presence of dudders naturally increasea the failure probability cof
the warhead, but this may be accepteble when the psychoteur premature probability
is reduced. Probably it is not desirable to allow the psychoteur to essily de-
tect the fact that he has dudded the warhead, since he may continue his at~
tempte to detonate and be caught in the act. However, some¢ kind of dudding
monitor line is useful to the user who cannot be sure the warhead haz not been
accessible at some time te a8 paychoteur who dudded it,

Without going into the hardware implications afybdilding and ingtalling
dudders, the effectiveness of dudders can be studied by changing values of B
and P in equaticn (4), Incidentally, the smallest possible value for P(C) is
pbviously obtained by latting € » D = G = 0, which corresponds to dudding the
warhead unless the first two signals ere ez&cyly right; in this case P(C)=AR.

It may be pogsiblie to build dudders which dud an armed warhead but not
an uvnarmed warhead, but this possibility will not be cconsidered. Inacead, sup~
pose theye are 2 certain number of pairs of pins which dud whenever a signal
ie applisd across them, If it is assumed that dudders operate befora any
apontaneous fiving of an armed warhead, that K = 1, &nd that thers 12 a2 proe
bability P of spontaneove firing of an armed warhead, them B = R + S,

D= {1-P)A, E = P 4 (1-P}R, F = (I~P)S, and G = (3~P)C, where R is the pro-
bability of applying z signal to 2 pair of firing pius, and S the probability
of appiying & uiynal to a dudder,




R 4+ S + AP

vhich differs from equation (5) (except for notation, since R corresponds to
B) only in the S term in the denominator. Since R+AP is the sum of the pro-
bability of getting the firing pins and the probability of getting the arming
pins followed by a spontaneous detonation, it is probably quite small, Then
the S term dominates in the denominator, and fairly modest probabilities of

getting dudders result in large reductions in P{C). For example, if R+AP=0.01, l
then S=0.09 reduces P(C) to one tenth of its original value,

Several other ways have been proposed to prevent the psychoteur from y
firing the weapon; for example, environmental switches. Each of these i
othar systems has a definite failure probability. When these other systems .
fail the dudders still provide some safety against the psychoteur. It must
be decided whether the increased failure probability with dudders is worth
the additional factor in premature safety.

GENERAL FORMULATION

The psychoteur firing probabilities can be computed in much more com- .
plicated situations than those envisioned in either of the first two ex- ‘
emplea. The general methods apply, moreover, not only to the paychoteur
but also to other modes of failure and premature detonation caused by re-
pested applications of a8 single effect; for example, the failure proba-
bility of & bomb swinging free in & bomb bay and pounding against the sida

of the bay.

It iz necegsary to define a szeries of possible warhead conditions as
in the examples and to £1ll out the analogue of Tables 1 and 2. for these
conditions. Suppcse the conditions defined are Cl, €2, C3,..0..CM and
the entry in the tsble correspowding to any initial coadition CI going to
finsl condition CJ is TLJ. The equations corresponding to equatioas (1)
and {3) sre then

P(CI) = Z g TIT - BED

vhere P(CI) is the probahility of ultim#tely firing beginning in~conditioh'
CI. This equation is written more conveniently in matrix and vector nota=~

tion as ‘

PowTf . e

Thie equation iz not in itself enough for solving for the vector P;
hovever, 4f the components for firing from the fired condition and ‘the dud-
ded conditica axs set 2gual to 1 and 0. respectively, the equations, if pro-
perly formulated, should be solvsble. ' : '




If the probabilities after finite numbers of repetitions are desired, the
proper ecquations are

P(CL,N) 2}:.! TIJ . P(CI,N~1) ,

where P(CI,N) is the probability of firing in N steps or less, beginning in con-
dition CI. 1In matrix notation:

P(N) = TP(R~1) .
where P(N) is the vector with components P{CI,N). Then

PQ) = ™ P(©O) , (7)

and exact values are moat easily obtained by diagonalizing T so that powers of

e

T are convenilently calculated. : .

These processes can be {llustrated by the problems involving the simple
situation presented in Table 3.

Initial Final Condition

Condition Passive Dudded Fired
Psasgive c B A
Dudded 4] 1 ‘ 0
Fired o ) 0 ’ o

Table 3 Siwple Exemple

Equation (6) bhas the form,

P(L\ C B.A\/PQ)
P(2)V = [0 101l PED)
B(3) 80 1/\P(3

CP(1) + BP(2) + AP(3)

= P(2) :

B(3) .

and since P(2) =0 and P(3) = 1,
P{l) = CP(1) + A .

Hence

P(l) W cvcimpamnesnrecs v
1«0
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Equation (7) has the form P(N) = TNP(O), where T is the matrix derived from
Table 3. Suppose UTU™ is a diagonal matrix; then

UP(N) = Q(N) = (UTU")N Q(0) . This is a standard mathemat! .al problem dis-
cusged in any book on matrix theory. One sclution is

-C ~B-A
U ={0 1 O
0 0 1 ; i
then !
c 0 0
uty” = (0 1 0 4
0 0 14 .

Now P(0) is the probability of reaching fired condition in zero repetitions, T
so that - a

0 il A
2(0) = \0 . Q0) = UvP(O) = 0
1) N 1

/

Then
N
Q) =1 0 1, POM =UQW = | 1€
1
1 ]

g0 thet the probability of firing in N or less repetitions startiang in a2
passive condition is .

4

POY = g (-0,

1=
which clearly goes into expression (8) when N goes to infinity,

Thene results might have been obtained more esegily by nther methods, but
they {llustrate the method of solving the general problem. In a complex situ-
gtion where many warhead conditione are defined, it will probably be necessary
to use a computing machine te solve the problems. The manipulations involved
are well known machine problems, and solutions should be readily available for
uge,

The reader who wishes to see this general formulation treated in its
ugual technical form may be inteéresied in the discussicu im Chepist IV of
Sandia Corporation Momograph SCR-11l, "Lectures on Geme Theory, Markov Chains
and Related Topics®™ by G. L. Thompson.
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