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I.

DOMESTIC SAFEGUARDS CONTROL

DIVISION OF NUCLEAR MATERIALS MANAGEMENT

Historical Background

The need for safeguards control of nuclear materfale has been a prime
conaideration of the AEC ayer piuce ita incepeion. Indeed, the many
daliberacions which led te the Atomic Energy Act of 1946, and to the
formation of cthe International Atomic Energy Agency, assume that safe-
guards contrel is mandatory, and from chat starcing polnt debace the

pros sod cons of one system versus another,

DiMM's domestic ssafegusrds control system ie patternad largely after
the technologlcal centrol plan proposed by Bermard Baruch, then the U.5.
representative te the Unlted Hatiun&.{I) Although his plan, calling for
international cwnership and mapagement of essential nuclear activities,
was not accepted by the U,N., his concept of technologicel controle waa
recognized to be basically identical to the meassureas normally associated
with sound management and operation, amd 15 equally applicable to ao in-
spection type control avatem,
"Included, for example, are accouncing for esssntis]l materials,
taking of inventories, checking and improving anglytical . . .
methods, establishing proper sampling procedures . . . The
reduction of unaccounted losaes . . . and the derermination of
the cause of changes In such losses are po less a part of
efficient operacicm tha? g means of preventing diversion of
fissionable matrerials." (2
The MMM system of domestle materials control has been reviewed on
numercue occasicne, both by AEC and cutside consultante., The latestc
review, reported in 1962 by Stanford Research Institute, come:luded that
the requirements of the AEGC's domestic system for coatrol as applied ko
contract material are generally applicable to specifal buclear matarial
without regard to the method of diatribution, i.e., by contract, by

(3>

leass, or by salsa. {See Section III.}

(1}

(2}
(3)

Baruch, Berpard M., "The International Contral of Atomic Encrgy,"
val, VI, "Technologicel Control of Atomic Energy Activities,™
October 1946, Govermment Printing Office.

ibid, pg. 170.

KEinderman, E, M, and K. R, Tarrice, "Review of AEC Wuclsar Marerials
Management Systems," August, 1962 (Secret-Restricted Data},




II1.

Domestic Philosophy

A,

Dafinicion of Safegusrds Control

The term gafeguarde control as used herein iz defined to mean "A
eontinuing quantitative knowladge of the phyeical location and
suthorized utilization of all apacial nuclear makerial.” Tt in-
cludea such aceivicies as recording and reporting transactions,
iovantories, and lossee; maintepance of adequate internal comtrol,
messurement, and physical inventory procedures; prompt and accurate
detection and measurement of losses and loes mechanisms; and the

raduction of unaccountad for quanticies.

Hewrever, taken in a broad sense, this definiticon encompasses many
diverge activities. For example, Lt alec includes activities such
ge those by the FBI or CIA co detect clandeastine activities, and
those by AEC and sther eecurity proups to prevent theft or diversion
by ezetablichmene of physical barriers, In gome measgure it includes
the zffores of health and eafety experts to preveni cthe spread of
radicaceive contanination, Measures such ag jmporxt and export
controls, limicacfions on production, possesejon, or tranefer imposed
by Dnited States law and regulation alse are important to domestic
safeguards control, The most important safeguarde control activity,
however, and the cne considered primarily Iin this reporet, 1s the
sygtem of matarial control, with inspectlon, to asaure that nuoelesr
materiale can be accounted for as aselgied to authn;ized facilieiee

and utilizatione,

This definition of safeguards control differs from the generally
sccepted international definition in several respecta. Firat, the
DM definition makes no mention of safeguarding equipwent., No
attempt is made to verify that a shutdowm reactor remains shutdown,
or that an experimental reactor is not nsed for eaperimenta relsted
to the jmprovement of nuclear weapons technology. However, in

general, both of these controls are achieved indirectly through
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the important raguirement that all suelear material be subject to

the domestic eafeguards control system,

Becond, DNMM conaiders pafegusrde control in the context of
duthorized utilization rather than to peaceful use. Thile iz because,
¢ from the U.8, peint of view, the theft or unauthorized diversiom
i
E of nuclear materials for clandestine weapons preduction 1s te be
'
iprevented or detected regardless of whether the sovrce of the mate-
}rial iz a peaceful application ¢r an authorized AEC weapcns productlcm
operation, A suspected thefc of plutonium would be of serfous con-

cern, whether it came from AEG's Savannah River planc or from the

privately financed WF3 plant.

B. Baglc Elements

Bafeguards control as developed and {mplemented by the Division of
Nuclear Materials Management is cumprisgd of three essential inter-
relaced components, The first 1Is an {infamﬂtim BertE.E}Df records
| ——— et

and reports throegh which all material subject to conmtrel is

accounted for by actuwal phyeical location, The sgecond ir a systen

of routine office review of all documents of transfers of SHM and

of all periodically reported material balances, and the third Ie a
system of pericdic survevs or inspections to verify reported data

and to assure that actual material usage {3 In accord wich aucthorized

activicies,

It 18 worth emphasizing that safeguards control cannot be effective
if any of these components is operated independently of the other,
or 1f one componenc does not exist. The most carefully designed
Information system 13 meaninglese unless data can be monitored and
evaluated as reported, and then verified by actual inspectiom, and
unless assurance can be obtained by actual inspeciiom, that material
is oot being vsed for unauthorized purposes. On the other hand, the
meat rigorous lnspectlon provides s2ssurance only coocerning the

records avdfted and the materfal actually inspected, and 1s of little
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value unless an information syetem exists te e2stablish that all

gignificant qudantitieg of material have been coffered for inspection.

To achisve 2oordinated safeguards eontrol, the AEC requires that:

1. Both shipper and receiver indepandently adviss AEC of all
phveical transfers;

2, Al] persons or faellities holding nuclear materiale maintain
sppropriace recorde of their inventery, trameactione, and
losgae and gubmit periodic material balance reporte summarizing
the same;

3. Al]l facilities take and report pericdic physical inventories:

4, At least the major fabrication and processing facilieies submit,
and maintain current, written descriptiens of their material
accounting, internal comtxel, processivg anmd measurement
proceduvres; and

5. The AEC have the right to audit all pertinent records, to inspect

the material, and to take samples wherz feasible.

Discugsion

There is a general presumption ip the U.S. that most American citizene
are honest and loyal to their country. Thus it is geoerally assumed
that while theft or diversion could oeccur as the action of a gingle
person cor as the organized activity of a relatively small group of
peocple, diversicen is not 1likely to cccur as a management directed
activity of any cowpaty, or as an organized activity of a group of

companies.

This presumption, however, is not essential to the DNMM philoscphy
of safeguards control. Bather, the INMM program of safepuards con-
trol is predicated on the philosophy that independent objactivea
controls do not depend wpon any assumption of honesty and loyalty,
on. the part of either individuals or competiies, o achieve fts ob-

Jectives. Bven if a philosophy prevailled that diversion might be
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an crganized company policy, few, if any, changea would result in
the appreach set forth herein, However, it should be clear that
the depth of ingpection would be increased to counteract the added

risk of compAny maifeasanca.

The concept that all known quantiriee of macerial wmust be zubject

to contrel, howayey, ie most important. If all known material can

ba aceounted for, then theye fs smme aRgurance that noe clandestine

farilities are operating. On the other hand, 1f large gquantities

of material not gubject’to cafeguards are kn €o exist, then the
',

task of the safeguards ingpectars can be congiderably more diffi-

cult, perhaps even impnssiﬂlﬁ.

II1. Digtributicn of Material

The basic concept of safeguards control is, of course, independent of

the financial or legal basis for cvmership eor physical possession. The
requirements enumerated in Section B above, however, must he stated by
regulation, contractual document, or mutual agreement. Thus, current
authorities and responsibilities are keyed to the gpecific documents

which authorize possession, and which define the rights of the AEC to
require safeguards control procedures. The most important means by which.
a person may acquire special nuclear macerial are:

a. under the terms of an AEC cost-type contract;

—_

s

under the terms of an AEC contract {fixed price)} which requires

(!

i agsumption of financial liability for losses;*
¢. under the terme of an AEC Supply Agreement which requires payment
of a use charpa and aggunption of financial 1fabiliecy for loases;
d. wunder tha terms of an AEC Leasa Apresment which requiras payment

of &8 use charpe and assumption of fimanciasl 1lability for lossas;¥

*Both use charges auwd payment for loases are subject to specific waiver and
in many instances are waived. For example, loss payments occasionally have
been required only to the extent losses exceeded some arbitrary percentage,
often 0.5 or 2.0%.
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e. under the termg of an AEC Interagency Loan Agreement which re-
quires assumptiom of financial liability for losaes;*

f. under the terms of an AFC Educational Institution Loan Agreement
which requirea aasumption of financial liabhility for loames;*

g. by prodoction in & nuclear resctor;

h. by purchase, from the ARC or from whoever has material for sale; and

f. under & leazse or sale Agreement executed pursuant to U.5. bilaceral
or multilateral agreements, including the U.5.-Euratom agreement, and

the agreement with the International Atomic Energy Agency.

Contractual documenta in categories a,, b., and c¢. define AEC's righes
in regard to safeguardz comtrol, and reaponeibillity for implementetion

has baan assigned to DNMM,

DNMM hae responsibility to aceummlate and wverify for financial purposes
material quantity data submitred purzuant to lease/loan agreements
(categories ¢., e., and .}, including the right to perform on-site
inspections., Theze documents cypically permit phyzical pozsession by
other rthan the lessee, however, and inspection righte at these cthird party
facrilities are not clearly defined, Alec, it shonld be noted that re-
gpongibilicy and authoricy for enforcing corrective actiom under cates

gories b, throupgh f. i3 lese than clear,

DNMM has noe assigned responsibilifies in connection with categories g.,
h,, and i, As a practical matter, however, production of speecial nuclear
matarial in domegtic reactore is verified ae part of the financial gquanticy

data ilnepectiong performed over leasged materisl,

Speclal nuclear materiale subject to safeguards control by DHMM are

located at more thap 200 different gites, with the value of the material

*Both use charges and payment for losges are gubject to specific waiver and
in many instances are weived. For sxample, loss pgyments oceaslonally have
been required only to the extent losses exceeded some arbitrary perceeotage,
often 4.5 or Z.0%,
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at the individual sites ranglng from a few thousand dollars to several

bhumdrad millions of dollars. The types of operations in which these
materials are used include the gaseous diffueion plants; reactors for
production of plutonlum, trititum, U-233, apd Pu-238; fabricacion of
weapons; fabrication of fuel elements; power reactors; chemical re-
covery plants for both irradiated fuel elements aod cold scrap; and
research and development facilities ranging from swmall undversity pro-

grams Lo large national laboratories.

IV. Materialg Subjeck to Conkrel

“ihe Division of Huclear Materials Management adminfseters an informatlion
system which encompasses all AEC-owned 55 material® in the United States.
Privately-owned speclal nuclear material currently is included as a memo
bzlance only and implementation of private cwnershlp will reault in loes
of control unless existing regulations are changed. Be Information is
available ¢to DMMM on privately-owned sourcs materials, The DHMM informa-
tion system does pot decail the location of special nuclear materials
distributed abroad, but does indicate the total amounts distributed anpd

returned, by country.

As of December 31, 1964, the total special muclear material recorded in
the DMMM informatlon system had a dollar value of $4.635 billion. Of
this total $4.49 billion was subject to DMMM safeguards cootrol, and an
additional $87 million was contralled by MM through the verification
of finencial quantity data. As of the same date, the dollar value of
other 58 material in the DMMM information system was 51.51 billiom, of
which §1.45 billion wes controlled by DNMM. DNMM ipventory control
proceduras covering these other 55 materials provide assurance against
significant unrecognized loss or diversion comparable to that provided
for speclal nuclear material under zafeguarda control. (Bone of theze
dollar values include material transferred to the DOD pursuapt to Seccion

91b of the AE Act, which material iz not subject to AEC safeguards control.

*M55 materlal” is a generic term used to refer to source material {(natural and
depleted vuranium and thorium} special nuclear material {U-233, uranium enriched
in the isotope U-235, and plutonium) and other materlals controlled by DHMM
fenriched lithium Li-6, dencerium, tricium, and neptunium-237).
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Alsc excluded iz $19 million of special nuclear matarial sold/barterad

to the UK which ia net subject to AEC safeguards.)

V., DHMM Safeguayds Contrel Program
[

A,

Information System

In corder jor the would-be\ diverter to escape detection, he must
cTeate the\hepearance {1 at he never recelved the missing mate-
riel, {2} thﬁthe shipped th 1IImianl:[l::g meterfal to someeone elee (in-
cluding discarﬁ%&n waste), {J)Rthat the material in gquestion is seill
oo inventory, nriﬁij thet the m%terial wee discarded or lest, TIn
all but the most highly ntganizeh divergiom activities, the first
two of theee four meodes of concesxlment are guarded against by a ré-
quirement that both shipper and receiver iodependently report the
physical tranefer to 2 eafeguarde conrrol information syetem,
Wherever feasible, both shipper apd recelver are expected to measure
the quantity of materizl traneferred aud to report the results of

their meesurement, regardless of any contractus] sgreement as to the

data to be ueed for fimancial purposes,

Within the Upited States, two stenderd trapsfer forme ere in use,

Form AEC 10] is used to document the transfer of material between AEC
contractors (see Appendix A). Form AEC 388 iz used ta document the
transgfer of meterial between ap AELD contractor apd a lesgee, or be-
tween two lessees (go0e Appendix A). No form has vet been prescribed
for the doovmentation of transfers of privately-owmed material.

Staff discuesions are in process, huwéﬁer, to Tequire that all tramsfers

be decumented on a revieed Form ARC 101, regardlezs of the legal or.

financial conditiome associated with the trvansaction.

These tyansfer forms are used by the AFC as the basgis of a system of
records capable of showing at all times exactly how wuch puclear
material should be on hand in each facility, Semi-ennuelly as of
December 31 and June 30, each faciliey ie required to report 8 summary
material balance showing quantities received, produced, sbhipped, lost
or consumed, and physically on hand. Form AEC-577 {or comparable)

is used by AEC contractors to report their material balances, and

Form AEC-578 is used by lagseas (see Appendix A). Differences between
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quantities raported and those on the AFC records are reconciled.

Work is now well upderway to accumulsate 2)] transfer and report

dete on EDP equipment at COele Ridge.

It ias not expected that the information avatem of itself would

detect theft or diversion. However, by the insistence on independent
measurement and transfer reports by both shipper and receiver the io-
formation system introduces g aignificant elament of difficulty inta
any would-be diversiom affort. It also serves gz a basis for the

office review and Inspections described below.

Boutine Ofifice Beview Syatem

A comtinuing office reaview 1{s made of all tramsfer and report data.
Tha review would ha expected to detect such an anomely as a U-235
content which does not agree with the stated eorichment, & plutonium
production which wae tot consistent with the koown reactor power
cutput or U-235 coneumption, or a trancfer inmrolving an illogieal

quantity of material or an fllogical second party.

Where both shipper and receiver have measured the quantity of material
trancferred, the shipper-receiver differences are analyzed using
statistical techniques wherever appropriate. Likewise, pericdic
materinl balance reports are analyzed to determine the reascnableness
of the reported normal cperational losses and discardes of materials
and to determine that the amount of material reported as unaccounted
for is uét excegsive. The analysie further establishes from the
related composition of inventory report whether an excesgive accumula-

tion of scrap or other difficult-to-measure materials has occurred.

Any of these factors may signal the need to schedule the next inspection
on an accelerated basis, or the item in question may be noted for a

more thorough investigation during the next inspection. Procedure
manuals and personal knowledge of the investigator as te the technical
processes used at various facllities are invaluable assets in recognizing

the oeed for further investigation of reported data.
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Surveys or Inspections

L,

z,

3.

Frequency. Clearly, no safeguards control aystem can be

effaccive unleaa it includes pericodic inspectione of at leaat

4ll significant quantities of specilal nuclear material., DHEHM

requites that major facilities subject te its control be in-

spected at least once every 12 months. Lesser facllitier, de=-
fined as those having less rhan $150,000 dollar value of imven-
tory, or flow of less than $500,000 par anmm, are not exempt

frem inapectfion, but may be inspected leaz frequently. As a

spacial case, noclear power reactors aAre inspected om a frequency

of approximately 13=18 wonths,

Team Composition. Becauvse of the highly teechnical nature of such

diverse and complex operations as are found at laboratories, fuel

fabrication plants, reactors and spent fuels proceszing facili-
ties, each inepection is performed by & team of pecople trained in
the professions appropriate to the inspecticn mission, such as,
reactor technolegiste, statisticians, physicists, chemical en-
gineers, chemists apd auditors. The actuzl size and professional
makevp of the inspection team, the acope and the details of the
varicus measurement, audit a2nd statistical ceste will vary with
the type, size, and complexicy, as well 28 the numbers and types
of traneactions performed by the facility being Inepected.

Scope. For ipepectione ta be effective In detecting diversiom,

the following elements are egsential:

#. all facllities possepsing materigl are subject to inspection.
Those possessing minimal quantities sre pot inspected routinely,
but Tandomly selected facilities are checked. Facilities
processing large quantities of material are subject to Toutine
periodic inspection;

b. inspection teems receive from the informatiop syetem, and

verify at the site, an up=~to-date material balance;
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¢. 1nspection teame verify the site phyeiecal inventery, by
cheervation and testing, as necesesary and appropriate; and

d. for major facilities, inapectiocn teams have avallable and
varlfy by direct observetion apd testing, written procedurea
describing how meteriels are handled aod accounted for at the
facility, and in particular, describing how quantity measure-
ments are performed. This requirement c¢f written procedures
13 generally enforced at larger 2nd more complex facilities,
and is absolutely essential st major fuel fabricatiop end
reprocesginog sites,

Beports. The findipgs and recommendatiops resulting from sach

inspection are reported in some detall to AEC management, in the

form of writtep reporte. QCorrective action is obtalned through

contract chanpels.

The meximum quanrtity which cen be diverted from any given facility
without Jdetection is 4 fupction of 2 oumber of fzactors, an

importaot one of which is the degree of materlal control exercised
by that fzcility., DHMM places considerable emphasis on encourzging
facilities to improve their internzl material coptrol. By including
recommendations sand suggestions for improved materizl control in

its reports, DNMM believes thet the 1imit of detectable diversion

is graduelly reduced.
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Field Inspecticn Procedures

Nocwithatanding the wide variations that exiet between {indfvidual in=

spactions, cartain types of examinations ave always performed. A state-

ment of the objective of each, together with a brief deseription nsed
to attain the objective, is contained in the succaeding paragraphs.
To engure that no essential inspection procedure i1s mmitted, several
inspection programs or cheeck liste heve been developad For uee by AEC

inspection teams, (Appendix B),

I+ should be noted chat DNMM's inspection procedures are designed to
achieva the maximom assuranca with a fipite number of inepectors. It
ig trua, for exampla, that increasad inventory testing would in large
part eliminate the need for a review of measurement procedures, Man-

powar requirements, however, would be greater, DNMM believes that it

hag achieved a reascnable balance between inapection team size, durztion

of inspections, and degres of asgurance obtained.

A, Phveleal Invantory Verificztion

The objective of the phyaical inventory verification

is to obtain an independent opinion by inspection

personnal as to the validity of stated imventory

quantitiez, including the element and, where appro-

priata, the isctepic content, as distinet frowm merely

ascertaining that containers, items, or gross weights

&Ye presect,
The physical inventory verificaticon ie the most important single
¢lement in DNMM'e safeguards control inspection, and comsiderablsa
effort {s expended to ensure that the resultant phyelecal quancity

dats iaz ae accurate ag is feasible.

At the outset it should be noted that INMM inventory verification
procadaras do not provide for "taking or somductiog a2 phyeical in-

ventory" in that the plutonium or uraniwvm and U-235 values are not

irdepandently established by the AEC for all items and guantities on

hand, Sueh actlons as 2 practicable matter, are infaasible if not
impesaible except in installatione where the material guantities

ars ineignificant and the form is easily samplable,
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For major facilities, DNMM attempts to schedule its inspection to
coincdde with the time the feecility harxr echaduled for fts physeiezl
imventory. By doing this, the AEC is akle to observe the techniques
vsed at the facility and thue to obtain additional assurance that

guch procedures are adequate feo produce an accurate imwentory,

The actval technigques used will vary from facility to faecility and
will depend upon many cireumetances, the mopt important of which is
the chemical ar physical form of the material being imventoried. Due
to the limjtatiens of ecime and space, itk is not peossible to describe
herein the presise DBMM ioventory verificacien ceschniques to be
Follesred on each inspection, nevertheless ie is possible to deseribe
the general approaches:

1. Obtaio a complete listing of all material in a faciliey. This
may be dens by aceepting a listing from the faeiliry, paxtieipating
in fits prepatatiom, or preparing such a liacing in its entirety,
Generally, it is not practicable for the AEFD even to list the entire
imwventory excapht &t relatively smwall research inastallations or at
reactor facilities where the mmber of Inwventery live {tems is
small and the material 1s relatively atatic, A recent physical
lnventory at United Nuclesar -- Fuelg Diviaion was completed in e
period of about 10 hours by 24 contractor persornel accouwpanied by
7 AEC inspectors. Subsequent ilnventory testing required spproxi-
mately & additional man days of AEC effort.

2, Test selected inventory ltems for accuracy of gquantity data.
Normally a statistical sampling plan is used which will provide
the degree of azsurance whiech the inspection team leader wishes
to achieve, This plan takes into account the form of material
and {te amenability to identification, weighing, sampling, and
enalysis. When metarials asuch azs fusl platas or rods are oot
subject to destrustive zampling, nomdeztructive methods are

available, Typizally, the inspection team will:
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a. verify in total or by randim selection that the items con

the imventory listing are represented by containera;

COoT=-

varsely, determine that all containers in the plant are

listed on the invantory.

b. where possible, check weigh, oemple and analyze, both chemi-

cally and isctopically, the pelected items.

c. where the materizl ie not subject to the direct tests io

b., nondestyuetfve matheds such 38 gamma spectroscopy are

nzed if the materinl is suitsbla. For motarial in hetera-

gensous acrap, reactors, ete,, verification fa accomplished

indirectly through auch techniquesz as uge of data accumulated

through the review of the process and the measurement syatem

and examination of reactor operating records. (Bacavse a

high percentige of speclal nuclear material is contairad in

these kinda of inventorias, DMMM places & high degree of im-

portance on thege aspecits of verification.)

3. Compares the results of the teste with the dsta recorded on the

inventory list; extend and total all items; and compsre teotal to

the audited total which was supposed to be on hand.

Audit of Material Becords_and Reports

The abjective of the audit of material recocrds and
reporte is tao evaluate the integrity and accuracy

of the materials accounting records and the correck-
ness of the material balance reporte prepared there-
from.

The reccrde audit will include a comparison of shipmente and

ag reported in the information system with those recorded in

recelpts

the

facility's transfer journal and general ledger. However, since both

the AEC information 3yatem records sad the facility's axtersal transfer

records represent esagsentiatly one set of data, an important ocbjective

of the records audit team 1s to establiah the internal consistency

and accuracy of the facility's record. Amomg other tests, recorded

receipts or shipments are compared to internal receiving or shipping
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reports prepared in the appropriate department; laboratory analytiecel
reporta sre compared with reported material analyses: and {nternal

material transfers are traced and verified. The records audit should
substantiate & detailed statament, by intarnal matarial Balence areas,

of the quantities of nuclear material which should be om hand.

The records audit at a major processing facllity generally raquires
3-10 men weeks; omly at those nom-processing facilities where the
loventory is fairly small or static is the audit completed in much
less than one man-week.

Beview of Meagurement Procedures

The objective af the review of meggurement procedures

ig to evaluste the adequacy of the techniques of

welghing, sampling, chemical and iactople analyses, and

cazleulations of reactor materisls production and con-

aumpt ion.
Since the DNMM inapection reliez heavily on test checksa, the review
of the messurenent system provides valuabkle evidence on which ta
base decisions concerning levels of teating. If, for example, the
facility's weighing techniques are such that large errors occur with
an unacceptable frequency, then that portion of the inoventory

dependent uwpon such techniques would be subjected to an increased

level of testing.

The review of measurement procedures indicates whether shipper-
receiver measurement data cen be accepted as evidence of the true
quantity transferred, In particunlar, the review will Indfcete where
the receiver is in fact not mesasuring the materisl tramsferred, but

rather is accepting shipper's data.

The accuracy of internal measurements ia reviewed as am aid to
localizing lesses and becauvse such measurements normally are the
basis of much of the phyesical inventory data, Thus evalvation of
internal weasuvemente is essential to form an opinion comcerning the
irventery. The review of measurement data also is eszsential to the

eliminaéien or reduction of blases. Biased analytical procedursa
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can hide the lose of large quantities of material, or can cause

it to appear that large losees have cccurred when in fact theay have

not, The followicg may be noted zs5 the most commocly used reviews

and tests;

l. = review of scales or cother weighing equipment, not only for
accuracy st the time of checking, but to determine the manner
and frequency with which they are checked routinely:

2. & teview of tsnk calibraticn dacs for accurscy, frequency, snd
meuner of testiog;

3, & review of zampling techniques;

4, & comparison of analytical procedures with these published
as etandard methods of known sccuracy; and

5. & review of waste monitering techniques as an adjunct e the
review of losses and less mechanieme.

The review of calculations of reactor nuclear losa and productiom

is an especially important measurement review, because such calcula-

tions are the only basis foxr checking disaclver measurements at
chemical processing plants. The calculations thue maintain the concept

of independent measurements by both shipper and receiver.

Measurement reviews may require from a few hours te a few days to
complete, Often net all measurement polnts are reviewed durling each
inspection, especially where procedures are hknowe from past inepections,

Beview of Interoal Control Procedures

The objective of the review of ionternal waterial centrel
procaedures is to evaluats the extent to which the facility
hea inatalled and maintains a aystem of checks and Lalances
in the diviasion of dutles, designed sc¢ thet the work of ¢ne
peraom aervea to verify the work of another.
The ipterdependence of work functions and of documents contributes the
most importent features of internal contral. The presepnce or abseoce

of theas characterlstics of mansgewent direction has a significant

iefluence oo the scope and depth of each Inspection. The dntermal

contrel review ls made as early In che inspection as practicable to
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achieve the maximam bensfit In terms of poasible modificatiomns to
the overall Inspection program. During the aubsequent course of the
inapection each inapector ims alert to variances from the internal
contrals regquired by facility menagement ard ta whether his recorded

obsarvations suppart the intarnal controls as he understood them.

Some of tha more usaful approaches to rayiawing and avaluating interoal
control warrant mention. The obtaining of an orgenizatrion rhart 1ia
eggential, Inspectors identify those in & position to foflvence the
gctivities pertaining to the materjal. Associaripng individuals with
positions and gqualificetions with individuals is helpful. Flow cherrs,
both of nuclear materials a2nd of related documents and records, are
revealing 2nd have an Influence on the dirasction end scaope of in-
spection efforts. Brief descriptions of major programs fmwolving

nuclear materials assist Inspectors during their field activities.

& gerles of questions relating to rhe interdependence of facility
persommel and documents iz formulsted to be asked of menapement
(Appendix B). The replies are recorded and referred to doring the
inspection, and are comparaed to replies made to the same or similar

questione during prior inspections.

Alert, progregsive organizations will alresady be uvaing many internoal
contral techniques as tools of management. To the extent that these
techniques are fdentified and comfirmed by inspeactors, the latter
uguidlly may apply less effort to those areas, thereby freeing them-
gelves for more intensive review of thoses areas not bounded by
suitable controls,
Use of Mathematical Statiseilcs

The objective of the review of statistical procedures

uged by facility perszommel, and of the uge of the

techniques of wathemarical estaristire by the inapection

tzam iz ro define as quenticarively as posaible the

results of the ingpection, eop that consistent levels

of inspection can be maintained, and so that maximum
utilization can be made of the availsble inspection date,
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Historically, conefdersble discuspion hes been devored to the
queation of what constitutes a significant diversion, end ta the
posaibility of deaigning & astatistically controlled safeguards

gyatem which would have & stated probability of detecting diversion
of that quantity while maintaining an acceptable risk of felsa
nccusation.(a’jj DNMM prefers to conslder the powerful techoiques of
mathematical statistics to be tools eo aild erained and experisnced
inspectors in making informed Judgmenta, Thus while diversiom of
slightly less than the amount specified in such a hypothetical eystem
would mot trigger the statistical conkrel, it undoubtedly would arouss
the suspicions of the trained inspector, and would signal the need

for an increased level of inepection effort.

Among the many possible statistical techniques, the followlng may

be mentioned as being of primary value:

1, The use of sampling plans to define the levels of risk inwolwved
in performing less thean 100% testing. Sewpling plans are nearly
always used in inventory wverification; less frequently they are
used in other areas of the inspection, such as in commection with
sampling internal records for audit testing.

2, The use of technfques for combining limite of errer for individual
meaguiements to estimate the probable uncertainty in the total
m=terial bhalsnce.

3. The upe of Ehewhart control charts and related techniques ko
compare current date with past experience,

Mothematical statiatics can also be & powerful tool to the mensgement

of complez nuclear facilities. Where such procedures =re used, the

DEMM inspection team reviews such use to sssist in determining needed

AEC tests,

(6}

{5}

Bermett, C, A,, et al., "Contrel and Inspection Systems for Plutenium
Production," BW-62119, October 1959 (CUOQ)

Drukey, D. L., "Final Report under Fhase III of the MWuclear Materisls
Contrel System," Ramo-Wooldridge, Canoga Park, California {(Dec. 1960).
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Logeee and Loes Mechanieme

The aobjective of the review of losses and loss

mechanigms is to evaluate known losses epd form

an opinion concerning the probakle dispoaition

of upsccounted for quantities,
Alehough the determination of the quaotity of materizl last iz an
epsential part of eny safeguarda control fospection, it is not
sufficient to stop with 2 simple evaluation of the meagnitude of this
loas, Equally fmportant {s the review of leoss mechanisma, Any large
procesafing plant will, from time te time, experieace spllls, leaks,
ot other process accidents which result {n higher than normal lesses

over a short pericd of efme, Leosses may alse be abnermally high

during the development of new processes,

MMM inspections Include an obkservation of actual processing operations,
to identify a2nd evaluate potentlal loss mechaniems. As one example,

an inspecteor reviewing a machining operation would inquire as to

losses to the machining coolant, If the coolant s filtered and dis-
carded, he would arrange to sample current material as an indicacicn

of the valldity of xecorded discarda. He would alsc inspect the

fileer, attempt to eatimate the amount of material accumulated therein,

and establish the disposition of used fileers.

Bistorical data is maintained on losses, including records of explana-
tiona of unusual losses, a8 a@ basia for the evaluation of currant loss
data. Unuzually low losses are as inportant as unusually high losses;
they sometimes signal the need for a re-examination of inmventory o

measurement daca,
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Form AEC 101
Form ARG 388
Form AEC 577

Form AEC 578
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APPENDIX B

SAMPLE IMSPECTYCN PROGRAMS, CUESTIONMAIRES AND CHECE LISTS

Safeguarde Control Survey Program

Survey Program (Muclear Reactors - Inikial Survey)
Inventory Questionnaire

Inventory Listing

Test Result Data Bheet

SBampling Data Sheet

Audit Program

Scale and Balance Check List

Internzl Control Questionnaire

Procedure Manwal Check List




SAFEGUARDS CONTRNL SURVEY PROGRAM

Factlity Surveyad

Reporting Idantification Symbol Survey No.
Period Covered Date of Survey
Name

Nerking Paper
Reference

Part I - Survey Planning

A. General - Arrange in writing with the appro-
priate facility personnel for the survey
dates, inventory dates and plans, initial
moeting of facility personmel with survey
team, and completion by facility personnel
of TCQ. Motify the facility of the period
covered by the survey and parsonncl on
survey teawm and request information onm
specific aspects that facility personnal
believe should be given special attsntion
during the survey, Arrange for a prelimi-
nary visit if such is needed,

B, Personnel Assignment - Prepare a schedula
of survey personnel and the specific survey
assignments for each, Each survey team
member should sirn off on the assipnment
schedule after preparing a list or schedule
of his assignments or obtaining a copy of
the master schedule,

C. Document Review - Each member of the survey
team shall reviewr prior survey working
papars, suspense files, material balance
or stetus reports, and other documents
pertinent to his assigned portions of the
survey and shall prepare a schedule or
schedules of items for investigatlion which
pertain to his assignment.

D. Review of Contracts and Agreements - Review
pertinent data from all contracts, leases,
and other agreements concerned with 55
material for all such agreements in effect
during the survey perlod, HNote terms and
conditions relative to 55 material financial
responsibility, discards, commingling, scrap
recovery, shipper-recelver differences,
quality contral, etc,
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E.

F.

I.

Mane

¥orking Paner
Reference

Inventory

1, Review the facility procedure manual
and other instructions pertaining teo
the facility's inventory plans and
procedures,

2. Using the most current inventory date
available, prepare the inventory plens,
inventory questionnaire, master data
sheet, and sampling ‘data sheets sinilar
to those of Exhibits B, C, and D, and
as discussed in Part I, Sectlon B,
Paragraph 4 of this handbock,

3. Make personnel assignments and prepare
specific inventory instructions for
the survey team menmbers,

Records and Reports -~ Complete Audit Progranm,
Exhibit E, Part 1 - Planning.

Measorements System Review

1. Review facility procedure manuals, orior
working papers, speciel reports, and
other information sources to update prior
JY t0 PTepaAre New MeRsSUrement system
material flow charts or measurement

tabulations such as Exhibits H and I.

2. Based on the data in Item 1, select the
areas of the measurement system to be
piven special emphasis and those to be
given less emphasis or not to be re-
viewed and make persomnel assigmments.

Statistics Review - Review measurements
system and assoctated reliability data, and
other documents and reports pertaining to
measurement. reliabjility and statistical
controls; Note problem areas and items to
be given special emphasis.

Internal Control Review

1. Review the facility procedure manual and
other deocuments pertaining to the facility's
55 material comtrol procedures, Conplete
the procedurs manual check 1list, Exhibit J,

2. Review the IC) completad by fisld office
“or facility perSonnel to mote obvious
discrepancies and areas requiring special
Teview, .

—_—

Initizl Meetings

‘1, Prepare notes for an initial mesting

with facility manapement responsible for
55 material control to outline the scope
of the survey, note any areas which will
be given special attsmtion and request
of the management any sreas thay halieve
nead attention,
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Part 11

A.

B,

C.

Nanma

Working Paper
Refarence

2. Prepare notes for an initial meeting
with supervisory personnel directly
responsible for 55 materisl contrsi
to discuss detailed plans for con-
duct of the survey,

= Conducting the Survey
Initial Meetings
1. Discuss with facility management the

general aspects and scope of the
SUYVeY,

2, Disecuss details of the survey and the
facility with facility 55 material
control personnel.

3. Through the 55 material contrel perscnnel
arrange meetings with other facllity
persomnel to discuss and verlfy procedures
and observe practices related to 55 mate-
rial control,

Inventory

1, Review detailed inventory plans with
appropriate faeility personnel,

2. Observe and test inventory as plannad.
Note changes from stated plans along
with reasons for the changes.

3. Document obzervations, and complete
. inventory questionnaire for each area.

4, Inventory Sumsarization and Re¢onciliation

a, OCheck facility prepared data, ex-
tensions, footings, conversions, ete,.,
using factors ssteblished or verified
in measurements review.

b, 'Trace selected items to final inven-
tory listings and selected listings
to the items, :

¢, Prepare inventory sunmaries and
teconcile with reported invemtories
- by project; contract, lease; etc.,
and by total facility.

Records and Reporty— Complete Audit—
Progran, Exhibit E, Part Il - Conducting
the Audit.
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Name

Norking Paper
Reference

Msasuroements Systam Review

L.

2.

3.

4,

Review-the neasurements aysten with
appropriate facility persomnmel to
datermine that ths writtem procedures
are valld and what changes have been
made,

Observe those areas selected in planning
gnd as a result of the discussions in 1,

to establiah actual measurement practices.
Complete chock lists and questionnaires

az appropriate for the measurement systen
and individual measurement points. Note
all changes and differences between written
procedurss and actusl practice.

Evaluate the measurement system guantita-
tively and qualitatively as indicated on
the Measurement Point Data Sheets,

Eatablish validity of all factors used
to convert net weights to 55 and isoetopic
weights,

Statistics Review

1.

2,

Review and evaluate statistical hases
for measurement reliability of individual
measurement points, procedures, factors,
otc,, as notad on the Measurement Point
Data Sheeots,

Deternine that the procedures for deter-
mining and controlling the reliabilicy
of measurements includes

‘ a, Apprapriate and accurate sampling

and measursment methods for generating
data on which to base reliability
statemants,

b. Valid statistical methods for deter-
mining the precision and accuracy of
sampling and measurement methods,

€. Adequate controls on the submission
of "known" and "disguised" control
samples within the labopratory.

d. Specific procedures for determining
and minimizing sampling and analytical
biases within the facility's labora=-
tory or between different laboratorios,

e. Adeguate analytical statistical con=-
trol programs. Exhibits H and I may
be used to assist in this review and
evaluation.
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Nams

Working Paper
Reference

3. Review and evaluate controls and sur=-
veillance maintained over shinper-roceiver
differences including validity of limits
of error on transfer documents, normal
operational losses, material unaccounted
for, and other material control indicators.

F. Internal Control Review

1. PReview notes from various reviews com-
paring practices with written procedures
and determine adequacy of procedure
manual with respect to:

a, reflecting current practices,

b, complete coverage of 55 material
control procedures,

2. Complete I or verify answers given
- by facility perzonnel, lse notas-and
data callacted during comduct of various
observations and discussions in =ll

phases of the survey parformance.

Part III - Reporting Survey Results
A, Coordination of Findings

1. The survey team leader should dixcuss
sarvey results with the survey team to:

a, determine adequacy af overall nate-
- rial control at the facility.

‘b. determine adequacy of major aspects
of facility material control,

¢, determine facility action on prior
recommendations and suggestions.

d, deternine areas in whieh improve-
mant is neaded and develop recom-
nondations and/or suggestions to
accomplish the improvemsnts,

&, develop points for discussion with
facility management and facility 55
material control persennel,

. B. Final Meetings

‘17 "Arrange to disvmEs detailed fimdttings,
recomwandations and soggestions with
facility MMM personnel prior to re-
porting to facility management,

o




C,

Part IV
A,

B.

C.

SAFEGUARDS CONTROL SURVEY PROGRAM -f -

Name

Norking Paper
Reference

2, Discuss with facility management
significant findings including
recommoendations and significant
suggestions that will appear in
the survey repore,

Propare and issue written report as
promptly as possible,

= Survey Working Papers

Conplete and tie-in all working papers.

Check to determine that date, initial and
title are on all working papers.

Index and cross-reference all working
papers to:

1. other working papers

2, permanent flle

3. survey report

4, office fileg,

Bring psmanent file up-to-date,

Have survey working papers reviswed by -

-supervisory personnel, prefarably not

& survey partleipant,




SURVEY FTROGRAM

Ruclear Reactors — Initlsl Swrvey

A,

B.

HP-1,

Part I = Preliminsry Office Activities

PFlanning and Logletlc Preparsticon

1.

3

by

L
Advise resctor operator of desired survey dates, and srrenge
for an injtial meeting, When the reactor ie not at the same
locetion as the company offices, determine where the data
needed for the survey 1s kept.

Enta'bilisl}h survey team composition, and essign general eTeas
ol responsibllity.

For surveys of power reactors operating oo leased aspecial
ouclesr material, request copies of all Materiel Stetus
Reports for the survey pericd, together with transactions
subseguent o the last report period,

Make necessary trevel and hoiel arrangements,

Working Paper Freparation

1.

2.

[

.

Frepare a survey working peper folder, inserting a survey
progrem, general index, ste.

Frepare a brief sumery description of the reactor, noting
Tuel composition, power lgvels, ete, In particular, note
best avallahble values for ©f {capture to fission ratic), €
{Tamt Tisslon fector), snd C.R. (plutonium conversion ratio),

From forms ABRC=57T or %78, as appropriste, prepare leed
schedule for each 55 material, using the format to be used
in preparving ihe audited Material Balance Statement,

Prepare summary schedules of guclear lossg and plutonium
or U233 production, Sub-total by core discharge for com-
parieon with heat balance data,

Examine niclear losg and production deta for gensral con-
sistency. IT signifieant differences are noted, edvise the
reactor operator, requesating that corrected data be preparsd
for review by the survey team,

Prepars noben for an initisl meeting with the reactor
aperatoris mensgemeni, outlining the purpose of the survey,
and the {fests planned, and particularly noting any antici-
pabed peobloms,

Mrrepare notes tor more detailed discussicns with the reactor
operatorts onglnesrs, covering the planned review and audit of:
a, power generalion deata
B, nuclear loss and proeduction ealeulations

Develop a tenptative maater plan for taking or testing the
nuelear materials inventory.

Done By  Ref




SUBYEY FROGRAM

Nuclear Reactors = Initial Survey

Part I1 = Survey Fleld Work

A,

c.

5p-2

Audit of Leage Mgteriasl Records

1.

31

Trace quentities on the lead sehedules to the reactor cpera-
tor's recoxds.

Verdfy the mcouracy of the records by:
a, foobtlng journals apd ledgers
. reconeiling booke of finel entry with booke of
original sntry
¢, tegt-checking extensione, postinga, and footings of
transfar doctmenta

Detall any sdjusting entrica meade nescessary by the survay,
and arrange for their inclusion in the next report, {For
lessee's, & supplemental rt 1o coincide with ths survey
cut-cff date 1s prefervble,

FPhysical Inventory Verification

1.

=

3.

Review the tentetive master lnventory plan, make changes as
nzcessary, and dsvelop a firm plen for inventory verification,

Following the mester plen, verify the reactor physical
ioventory,

Uplng transfer documents for wmused slements and reactor
caleulation data for spent elements or elements in the resc-
tor, develop & physical Inventory total for each 52 material,
arnd lnsert in the records audlt lead schedules,

If the reactor operator dld not take a physicel inventory
during the survey fleld work, determine when the last
physical Inventory was taken, or what plane exist to teke cne
in the future. If possible, review the date and results of
the lmst physical loventory.

Power Gensration

1.

3

3

Petermine the method and equipment used to msasure or
calculate reactor thermal power, including such factors as
the frequency of measurement, and/or conversion and the
marmer In which data and calculablions are documented.

Review ths gauges and other equipment used in the power
generation measurements. Wherg possible, review or obtaipn
data as Lo accuracy and precislion, frequency of callbraiion,
etc. In all céses, record at least a quellitative opinion as
to the validity of the asource data,

Heview secondary heat aources and sinks to determine that
their effect on the recordsd reactor thermal power has been
considersd,

Frepare an andited schedule of reactor thermal power, and
compare with data used by the reactor operator in nuclear
loss and production calculations.

Verify the data in the power geperation summary scheduls by
preparing sub-schedules for at least one month, taking data
from dally operating logs and repeating or checking the
calculations,

Done By BRef




SURVEY FROGRAM

Nuclsar Feectors = Inmitial Survey

Part II - Survey Field Work (cont)

D,

Huclear Loss apnd Production

1., Ietexrmine how muclear loss and production 1s esleulated, by
the reactor operator, including the computer besis for the
valeulations, and any reconciliation of emplrical dats with
computer predictod valucs,

Voo Teing the powes dats proviously obtalned, calculate muslesr
Towst wondl prisiuetion [or cach veport period, and compare with
Llial, vuporbed,

de  Debermins how individual Tusl element factors are derived,
atil Ll possible, test Lhe acouraey of the factors,

L, Verify the core loading dsta sz determined during the audit,
waing data developed In the steps above,

5. Using best avalleble velues for the essentlal parameters, show
that reported muclear loss and producilon quantities are
conalstent with besic miclesr theory,

Pavh IIL - Flnal Office Activitics

A

lia

6 P 3

Wirile a swvoy vopert, addriacced Lo the sppropriate AEC Fleld
(1 BT

Drvpaze a drat's Ledtor to Lle rescbtor operator, for lssuanoce
Ly Lerr aoptopriale AEC FLeld Ofilce, sumsarizing the survey
IFirudlrgn:,

Avemilile, bind, Index, aod crooo-reforence the working papers.

Fevad, w Bfwe vopDetosd snlevey , wakdiyy ootes on actlong to be taken
peioe oo dwring tle next sorvey,

Done By Ref




THYENTORY (UESTIONNAIRE

Reporting Identification Symbol Survey No. Date
55 Material
location Custodian

Survey Teawm Observer

Answer and/or
Working Papar
Raferance

i. Was the material arranged in such a manner as to expedite
inventory taking?

2. Were proper cut-off procedures used?

3. Was the inventory taken in g systematic and accurate manner?

4, Approximately what portion of the inventory was taken by the
following methods:

a, piece count?

b, weight?

e, item or container idemtification?

d. bulk measurement, sammpie, and analysis?

8, <calculation from measured parsmeters?

f, othar ([specify)?

5, ¥Were the methods of determining the $S material quantities
adequate?

6. Were scales, balances or instruments calibrated properly
befors use in making inventory measarements?

F. MWere descriptions, labeling and specificationst of materials
adequate for inventory contral?

inventsry issuas, inventory worksheets, kardex, single or
doubla entry books, ete,)?

8, What inventory racords does the custodian maintain (e.g.,
L
3

H, HWeare transfer and receipt documents on hand to support
the inventory of record?

10, Doss ths custodian have and follow written inventory procedures?

11. Wera thers any differences between writtanuih}entnry prnceﬁﬂ;as
I and actual inventory practices?

i— —_— — -

f2. Were those practices that differad from procodures adegquate
! for u propsr inventoery?

3, Are the material storsge facilities adequate from the stand-
point of ease of taking inventory?

custadian record inventory?

I
k4. Was the physical inventory on hand in agreement with the
i
l
F




IVENTORY LTSTITNG

Rupnr-ting Identification S}rmhﬁl Survey No,

Matorial Type

Deseriprion Identificatien Gross _ Net Element Weight Isotepe
of Maverial (Manbar) Wolpht Keipht Weight % Isotove Weinht

L
e

T

tials : thers




TEST RESULT DATA SHEET

Reporting Idemtification Symbel Survey No.

Muster Data Sheet Reference

Sanple Data Sheet Refsrence

Inventory Identificetion

Sample Test Results gigﬁﬂ“ :I;E:::t:::
W_-E_T—_ -
Ldentification ue d Tvey ‘eam Survey Team References

Survey Tean Member

Date
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Reporting Identificatien Symbol

AIDIT PROGRAM

Survey No,

Pariod Covered

Dates of Survey

Working Paper
Name Rafarance

Pare 1 . Plnnning the Audit

A, Document Review - Review documents and
eontracts 83 indicated in the Survey Progranm,
Part 1, C and D and note itams pertinent to
records and reports examinatien,

1,

2.

3.

4,

5.

Review contract data for terms and condi-
tions under which 55 material is held,

Review facility reports (or suspense
files notes from routine review) for:

a, date and proper signature,

b. proper form, including subschedules,

¢, basis for inventory,

d. explanation of MUF,

g, timely receinpt.

Review receiving and shinpfhg documnents
{or suspense Tlle notes prepared from
routine review) for preparation and
issuance in accordance with requirements
and regulations,

Review backup documents and authorizations
for HWOL's and write=-offs.

Prepare notes ih workine papers of
specific items to investigate,

B. Ffrocedure Manuals and Intermal Control

1.

2,

Review procedure nanual, Internal Control
Questionnaires and associated documents
to become resacanainted with facility
with regards to records and reports.

Prepare notes on speclflic ltems to ba
investigated,

2y Triasl Balances

1.

Schedule gl) receipts and removals in-
clading separate schedules for sales

and procurement, nuclear loss and
production, and, MBR Line 60 items, as
appropriate, using either the facility
material balance Teports and/or material
status reports or the fleld office or
leasing office transfer journals,




AUDIT PROGRAM -2 -

2.

Name

Using the schedules prepared in C.1, set
up pro-farma trial balances for each
material and material type showing total
facility balances in all cases and
balances for each contract or lease in
the case of fixed=vrice contractors and
lessees,

b. Samrling Plans

1.

Prenare master data sheet and sampling
nlans for audit tests to be performed

on statistical sampling basis. Pre-
liminary nlans and sampling nlan criteria
can be establizhed nrior to survey hased
on data from prior survevys and revorts
and ceneral knowledpe of facility,

Part II - Cnnducting the Audit

A, At initial meetings with facility personnel:

1,

2.

3.

4,

Discuss information developed in
audit planning;

Review audit plans where necessary;

Discusz any changes in facility precedures
that affect records and reparts; and

Arranpge for necessary assistance snd
availability of records and reports,

B. Review generel and subsidiary ledgers and
list and investigate anv unusual items
pecurring in journal vouchers or posting
media,

C. Receiptz

1.

Procurement

i, Using invoires as bases, trace
quantities to permenent records,

b. Test internal data supporting
receipts {e.g., by use of receiving
reports, measurement results, etc.)
using statistical samples where
appropriate.

¢. Peview purchase orders and pavment
vouchers to determine quantities
of material purchased agree with
invoices.

d. Test-check extensions, footings,
and postings of inveoices and/or

other documents supporting quanti-
ties procured using statistical
sampling plans where appropriate,

J— B J— ae B —_ - — — o —— e — amm——— -

Working Paper
Effcrence




AUDIT PROGRAM -

3.

4,

-

Name

Muclear Production

a, Cheek reactor operating data for
material nroduced and trace to
recards,

b, Check extensions, additions, and
cilculations of production.

From other 55 Categorles - Check bases
of transfer and reconcile with cerollary
ecount under "Removals™,

DOD Returns - Check data, letters, receipts,
ete,, 100% to quantities in records.

AEC Transfer Documents - Test-check postings
of Forms AEC-101 and AEC-388 te the records
using statistical sammling »lans whera
appropriate.

D. Removals

L.

2,

3.

T R ——— T b Y - = ".__-___'_'r

Normal Operational Losses, Write-0ffs,
and Material Unaccounted For.

4. FProm material balance reporis, pre-
pare schedules of each account for
the survey period,

b, Trace schedule to ledgers,

¢. Examine supporting evidence for
posting documents,

d, Test=check postings of source docu-
ments to ledger using statistical
+ sampling plans where appropriate,

e, Check footings, extemnsions, descrip-
tlons of data on source documents to
ascertaln correctness and propriety
of data,

Sales

a. Check sales authorizations,

b. Check sales slips and/or invoice
quantities to ledgers,

c. Check footings, extensions, ete,,
of posting documents,

d, Trace postings to ledgers,

DO Tranafers = Check data, letters,
receipts, etc,, 100% to quantities
in records,

Working Paper
Refarance

|

e E———— ——

e




AUDIT PROGRAM -4 -

Name

4, Muclear Losses or Burnup (These stops
may be dene in connection with step
C.2 above).

a. Check reactor operating data for
burnup and trace to records.

b. Check oxtensions, additions, and
burnup calculations,

5. Decay - Check calculations on the-
basic posting documents and trace
postings to records,

6, To Other 5SS Categories - Check bases
of transfer and reconcile with
corollary account onder "Receipts",

7:  AEC Transfer Documents

d. Test-check postings of Forms AEC-101
and AEC-3B8 to ths records using
statistical sampling plans where

appropriate,

E. Internal Transfers

1. Trace documents supporting internal
transfers (e.g., production notices,
laboratory reports, weight tallies,
transfer forms) to records.

2. Check footings, postings, and extensions
aof intra-area supporting documents.

3. PReview internal transfer dn:ﬁments for
propriety and numerical sequence of intra=-
area transfer forms.

4. HReconcile records of internal transfers
to books of final entry.

F. Measorement Records - Trace ont a selected
basis using statistical sampling plans
when appropriate:

i 1, fuantities from records to laboratory
; workbooks, .

2. Results in laboratory workbooks to
e quantities in records,

3, theck extensions, footings, descriptioms,
as appmlicable.

G, Sommarize findings to be discussed with
other team nmenmbers, facility personnel
and management and to be included in

report.

Working Paper
Reference




SCALE AND BALANCE CHECK LIST

Reparting Identification Symbol Survev No. . Date
Answer and Working
Paper Reference
»
1. Are written calibration and use procedures available?
2. 1Is calibratlon performed nroreriy and at satisfactory
intervals?
3. Are calibrations traceable tv NBS standards?
4, Are repular inspections, testing, and service performed?
5. Are pape cards available?
6. Are inspection stickers on equipment?
7. 1Is there a training or gualification program for
operators, supervisors?
8. Are working standards available and sat%sfactnry?
9, Are working standards checked? How often?
10. Are working standards accurate, handled with lifters or
gloved hands, kept under cover when not usad?
11, Is the squipment sufficiently accurate for the intended use?
12, Are contrnl charts or other statistical media maintained
for scale and balance precigion and accuracy?
13, Is statistical determination of precision and accuracy
(weighing.linits of error) performed?
14, Are weiphts handled parefully - net slid in place, etce,?
5, Are temperature and air current effects taken inte con-
sideration in the procedures and in practice?
6. Is proper action taken to correct weighing errors?
17, Are only approved scales used?
18, Are scales checked beforas aach use?
19, Are scales nermanently identified?
g ]
' ¥, Are red tags applied to scales out of order™ Do these tapgs
| show reason why they are not vsed that calibration is re-
, quired after repair, signatura, followup action?
I. Are weights verified by more than ome person (or printed
tape) for shipments, receipts, scrap, ete,?
Is responsibility for scales azsigned?

B
b
[ ]

References: Weights and Measures Administration - Natienal Bureau of Standards

—r———

Handbook 82, Issued .June 22, 18962

Reviswed-by
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INTERNAL CONTROL QUESTIONNALRE

Facility Surveyed

Reporting ldentification Symbol Survey No.

Data of Survey

An

swar and W/P
Reference

A, General

t.

3.

4.

5,

6.

Has the Pacility's Nuclear Matesrials Management Group
a material flow chart of the station? If not - have
one prepared and submitted to the field office prior
to survey,

Has the Facility's Nuclear Materials Management Group
2 material records flow chart of the station? If not -
have one prepared and submitted to the fisld office
arior to survey.

lHlas the Facility's MNuclear Materials Management Group
an organization chart of the station? If not - have
one prepared and submitted to the fisld office prior
to survey,

Has an internal audit been performed in all material
balance areas within the last 12 months?

Who perforns internal mudits (list names, titles, and
organization)?

0o facility internal auditors render written reperts
on 55 material accounting and control?

Hotes and Comments:

B. ﬂrgani:atinn

1.

2.

3.

4,

Is the Nuclear Materials Management Group crganizationally
independent of the operating and storage departments?

foes the group include (or have available) personnel
qualified in:

a. Accounting?

b, Chemlstey?

c. Statistica?

Can the group cross organizational Iines to enforce policy?

Are the analytical and assay msasurement lsboratories organi-
zstionally independent of the operating and storage depart-
nenta?

Notes and Commants:




-
jf{fffff’jlﬁ/ff. Is provision made for accounting for all such forms?

INTERNAL CONTROL NUESTIOMNAIRIE - 2 =

Answer and W/P
Refarence

C. Records and Reparts

1. 1Ia the facility's naterial accounting systeéem so desiphed
that it will clearly delineate responsibility for the
materials?

2, 1= the facility's subdivision into internal material
balances commensurate with the need for control of the
S5 material?

3. Are double entry records maintained?

4, Are subsidiary accounts periodically reconciled to control
pccounts?

E., Are perpetupl inventory records maintained?

6. Are perpetual inventory records adjusted periodically to
physical inventories?

-
7. 1s thee written approval by a reszponsible enployes for
all-adjustments to controlling accounts, subsidiary
Lcounts, and perpetual invemtory records?

Are properly designed and approved forms used for recording
adjustments to prior recorded quantities?

10, Are all SS material wmeasuroments (&,.g., productiom contrel,
experiments) routinely reported to the material accounting

aoffice?

11. Are applicable measuroments used in the preparation of
accounting records?

12. Are serially numbered forms used to report material transfers
between:

a, Individual=?

b. Material balance areas?

13, Is there a system [(e,g: pre-mumbering of forms) to accoumt
for all internsl transfer forms?

Kotes and Comments:

_ D. RacaiEts o L

1. Is receiving of 55 material centralized at the facility?

2, 1Ia receiving performed by smployess other than thoss who
kaop material accounting records?

3. [Is receipt of material acknowledged in writing by
responsible omployeas?




INTERNAL CONTROL QUESTIONNATRE - 3 -

Answer and W/P
Reforence

4, 1% a lot or item humber assigned after receint?

5. Is the materlal identified by its assigned number on
the various accounting and production forms?

6., Are receiving reports initialed by supervisor?

7. Are coples of receiving reports sent to the accounting
office:

a, Immediately?

b, Directly?

8. Is information from the Teceiving department compared with
the quantities aml deseription on the shipping form?

9, 1Is the checking completed prior to signing the shipping
form which is returned to the shipper?

10, Is an item count made and the pross weight of material
deternined on receipt?

11, Are tare and net welghts determined?

12. 1s material sampled and analyzed upon receipt?

13, DPoses the receiver take an independent xample (or partici-
pate in the shimper's sampling)?

Notes and Comments:

E. Shinuaﬁts

1, Are written instructions as to lots or items to be shipped
issued to the shipping departments?

2. 1s notice of shipment sent directly teo the materials
accounting office?

3. 1s the shipping form, AEC-101, prenared from loading sheets
or other evidence received from the shipping department?

4, After preparation, is the AEC-101 checked by other than the
typist, prior to signature”

5., Are there defined nrocedures for processing receinted shipping
forms retutned by the receiver, including:

n, Review for authorized signatures and completemess of
information?

b, Evidence on the shipping form (e.g., by emnloyees'
initials) that the required work has been deme?




INTERNAL CONTROL QULSTIONNATRE -4 -

Answer and W/P

Reference
6., Is the gross weight of material determined prior to
shipment?
7. Is the tare weight of each individual shipping centainer
determined?
8. Is each lot shipped sampled and analvzed?
9. Are reference samples vetained for a Teasonable period
of tima? :
Notes and Comments:
Dther Oparations
1. Storage
a, Are coentainers labelled?
b, Is there adequate control over materiasl issuances?
2., W¥Write-Offs

a, Is field office aprroval obtained pricr to write-off
and discard of materials?

b. Is a fila maintained of approved write-offs and
supporting deata?

¢, Does the Nuclear Materials Management Group maintain
a record showing the location of materials written of€?

3. Inventories

8. Are physical inventories performed?

b. Freguency of phy¥sical inventorles?

&, Are inventorics hased on measured values?

d. Are inventory summariés compiled from original data
(tallies, listings, analytical reports) rather than
from perpetual inventory records?

@. Are the results of the physical inventory reflected

__in the 55 accounting records and reporta? I
£, Iz the facility's reported inventory Suppnrted hy state-
lonts signed hy an authorized raprasantativn?
4, nrnnl Ezgrntinmnl Losses (NOL)

m. Are there continuing studies with respsct to prncassing
discards and rasidues, such as:

(1) Their relation to production yields?

(2) The accuracy of the measurements?




INTERNAL CONTR{H, QUESTIONNAIRE - 5 =

Cs

Can the lota or pieces of products, secondaries and
residues, be related to feed material lots or pieces
mut inte proccess:

Are control charts or limits maintained for NOL'a?

5. Material Unaccounted for (MUF

a,
b,

Ca

d.

1s MUF localized by material bhalance area, project
ar precess, as applicable?

T8 there a routine procedure for investigating MUFT

Are written explarations of circumstances whlch may
contribute to MUF submitted by operating supervision
to the 55 materials accounting office?

Are control charts maintainod for MUF?

Are there other statistical technlques annlled for
control of MUF?

6. Shipper-Receiver Differences (S/R}

a,

Is there a routine procedure for investigation of
S/R differences?

Ares written explanations prepared of circumstances
which may contribute to 5/R's?

Are control charts maintained for S/R's?

Are therv other statistical techniques applied for
control of 5/R's?

Notes and Comwments:

Answer and W/T
Reference




PROCEDURE MANUAL CHECK LIST

Fagility Name

rRupnrting [dentifitatinﬁ-Symbul - Date

Reviewer

When using this check list to review a facility procedure manual, referenced supple-
mentary documents and appandixes are to be considered a mart of the manual, With
this taken into conslderation, does(do) the facility procedure manual{s) containsthe
following information and is that .information in agresment with current nractices:

1,

2,

3.

L
e,

General

a, Description of the facility internal audit propram?

b. Description and discussion of the procedures and
responsibilities for contract activities related te
58 material procurement and control?

c¢. Date of issuance or revision?

Facility Organization

a., Organization charts of:
(1} the facility organization?
{2} the nuclear materials managemegg_grnun#~—
b, Listing, descriptions, ar chari; af all MBAs?
c. BPasis for establishment of MBAs?
d. Statoments of responsibility and authority for:
{1} the central- M group?
{2} MBA custodianz?

(3} others concerned with NMM?

Facility Operations

a. Functional statemesnt of the facility operations and
processas? )

b, Material flow description:
(1} by charts? -
(2} by narrative?

(3} including material composition or type at sipni-
ficant points?

(4) including usual or normal material quantities?

Answer and/or Working
Paper or Mrocedure
Manual Reference




PROCEDURE MANUAL CHECK LIST -2 -

Answer and/or Working
Paper or Procedure
Mahual Reference

4. Recedving, Shipning and Other Receipts and Removals

a, Description of shipping and receiving points?

(1) notation of these voints on material flew chart?

{2) descrintion of the receiving and shipping procedures
at each point?

b. Procedures for review, evaldation, and resolution of
shipper-receiver differences?

¢, Description of and procedures for determining reporting
and recording other additions to or removals from in-
ventory?

d. Procedures for evaluation and control of removals
from inventory such as MUF and NOL%

e, Statements of receliving and shipping responsibilities?

He Invanturz

. Procedures by MBA?

b. Statements of invemtory timing and frequency?

c. Cot-off and plant shutdown procedures?

d, Inventery measurement procedures?

2, Description of general inventory technigues?

f. Supplemental inventory instructions?

g. Statement of lnventory responsibilities?

6; Storage and Internal Transfers

a, Description of procedures and mechanisms for segregation
of 55 material:

(1] by material type?

{2] by profect, coniract, lease, etc.?

v, Specific 55 material labelimpg vreocedures?

¢. Description of storage facilities?

d, Description of burlal grounds iﬁcluding location records?

#. Description of precedures, documents, and document fiows
for internal transfers of 55 material?

—_—

f. Methods of determining 55 material quantities transferred
or stored?

g. Statement of storage and internal transfer responsibilities?




PROCEDURE MANUAL CHECE LIST « 3 -

Answer and/or Working
Paper or Procedure

Mapual Refersnce

7. Measurements and Statistical Controls

B

L

£.

Descrintion 6f 55 material sampling and measurement
points:

{1) by process or material flow chart?

[2) by narrative description?

[3) for all marerial streams?

+

Pescription of mathods and technigues used at each
sampling amd measurement point including:

{I) weight or voiume measurements?

(2} sampling procedures?

(3) spacial equipment for sampling or measurements?

(4) analytical procedures?

(5} measurements for calculation of quantities related
to nuclear loss or production, caseade inventory,
or factors?

Deserintion of supporting programs:

(1) se¢ale and balance nrosram?

(2) calibration programs?

{3) quality control programs?

(4} analytical control programs?

Description of the techniques, methodology and progranms
emploved to deternine the measurements system reliability?

Description of the flow and use of measurement data?

Procedures and techniques for statistical evaluation of:

(1] shipper-receiver differences?

{2} material unaccounted for?

{3} normal operational losses?

{4) transfer documant limits of error?

(5} other? - ' " -

Statemonts of responsibility for measurements and
statistical contrpls® T




PROCEDURE MANUAL CHECK LIST -4 -

8, Records and Reports

a, Chart of accounts?

1)
{2)
{3
(4]

reneral ledger accounts?
subsidiary accounts?
plant and MBA accoumts? R

’

controel accounts?

b, Document flow chart?

(1)
(2)
(3)

physical flow of documents?
posting paints?

retention points?

€. Description of the system:

(1)
{2}
{3)
(4)

posting procedures?
sanple forms including instructions?
deserintion and basis of reports?

method of complling reports from records?

Answer and/or Working
Paper or Procedure
Manual Referemce
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THE TECHNICAL BASIE AND BACKGROUND OF SAFECITARDS

In the technical senss, safeguards--as used hexe--means &
system of controls designed to detect any diversion of materials
or squipsent cosmitted to the peacafu)l usas of atomic spargy to
any wilicary purposs. BSafsguards, thersfore, ‘in the direct sense
detect, rethar than prevant, diversfon, Thedr effectiveness in
preventing dlvarsion Le derivad fodirectly from the deterrsnt
effect which (he congequences of detection may axart un the would-
bea diverter. BHance the aim of safeguards fs to detect diversion to
any wilitary purpose., Many possible typas of viclations ara of
interest to the safeguard system--for sxample, the use of a
reactor to undertake ressarch on reactors for milicary purposes.
However, the most serious and important type of viclstions is the
divargion of fissionsble material to resssrch on or use in atomde
weapons. The fisslonable matarial subject to safeguards and, thos
susceptible to diversion wey be either that supplied directiy from
one country to another ot that produced from the use of a rasctor !
or materisls supplied under safeguards.

Barl lo £

The ides of controls to avoid the military use of atomic
anergy 18 nearly as old ap atomic enorgy lteslf. In the Baruch
plan that was presented jmmediately after World War II, the emphasis

was on full ownership and operation of at least all cricical atomic

energy facilities by the controlliag suthority., With the failure ’
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of the Baruch plan $o be accepted and with the developmant of
natlonal military progrems in the U, K. and the Soviet Union, tha
suphasis shiftad to the development of coatrola which could be
applied to militerily-orisnted national programs to assure that
they wers no longer belng used for military purpeses; that Ls, to
disgarmament controls. In contrast to the Baruch plan, disarmssent
studies were concentrated on control systems in the strict sense
of the word; that is, systems under which the oparacion of the
faciliciea would continua to be undertaken by natlonal operating
authorities, with a control organization muperimpossd to determine
the utilization of all material and equiptwmt. Thess studies
indicatad that such aystems could be davised and that Lf the systems
wera of sufficient intensity they could have an effectiveness in
tarmg of dstectiag diversion approaching the accuracy of the
varions measuremsnt methods, This was generally conaidered to bha in
the ru;; of two or threa parcent, Mest studies shewed that to be
of such high sffeccivenegs, the system would have to ba rather
tlaborate and iowolve the usze of numsrous pergonnel with thefir
sssociated equipment. For syeteme of less imtensity, the chance of
detgcting diﬂr;im of this magnitude of courss, decreapad. Wo
nystem phort of complete operation of the facility by the control
mithority--and perhaps not even thate=«could give one-hundrsd
percent assurance st the technicszl lavel that any diversion would

be detected.




During the same time period, importsnt progress was made in
the application and developmert of contreol eystems and techniques
threough the vigorous progrem of meterisls sccountebility or ouelesr
paterials mensagement whlch wae cerried out in the United States
atame snergy prograr and, prexuansbly in other national programs
a8 vell. The domestic program provided am impqrtalrl; and valusble
basis for the developnent of sefepuerds systems designed for comtral
of material abroed. Singe hoth systema heve e5 tlhoir cbjoctive the
detaction of diversicn of materlsl to unsuthorlzed uses, many of
the seme e]éemenﬁa mﬂ techniques cen and do appear in both symtems.

Theve sre, however, important differences between a comtrol
system designed to be applied netionally and one designed to bhe
applied internationslly. In the national contoxt there is a strong
presumption that the management and the vast majority of the
parsonnel employed in ths operation of atomin energy fmmties
w1l he guided by neticnel policy and will not divert material
from the uses specified by the govermaent. Any attowpted diversion,
therafore, ismabukﬂgtubennamauaealeandthem-nfnn;y
one or a fow ';eaple. In the internationel context, while
diversions of this type cannot be ruled ouk, the oystem must be
designed primarily to cope with the possible situstion theb
diversion might be attempted by the operating nation 1teelf with
the cooperation and support of the facility mensgement and all of
the fecilibty periunnel. This bagic difference places substantislly
different requirements on the control systems and leads to a
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different enphasls on the various elements which go to make up

a system. Another factor to be taken into conslderation in the

intarnatiopal progran ie that these comtrale are beoed on solsmb
sovereign guarentes given by the coopereting netion. Exeopt for
the U, K., Caneda and the intermationsl organdszetions - Ewretom
and the TARA, ouch guarantees are verified by actusl om-site

inspection by U. 8. representatives. This is a featuwre unprecedented

in internetionel effelra. .

Rational comtrol or materlels mensgement systems nay beve, in
addition to the detectlion of d.:l.venian, the importent subsidiery
objective of helplog 1¢ assure the econcmlc woe and msnagement of

 muclear meterial. The mhimunb of this objective requires the
sequisition of knowledgs not only of whether any materlal has been
diverted, but also how much and what kind of material has been
produced, wsed, or is present in various parte of the system. A
éa:t‘egua:rﬁ.l: n:wtu.,‘ cn the other hend, peed determine cnly whether
materisl has been diverted, apd if 1t can do so without requiring
informetion on how much mAaberdal remains in the authorlied peace=
fol chamels, it hes fuifilled its objective.

With the passage of the Atomic Energy Act l.;rlgﬂand.the
subsequent development of an extensive prograe of lpternetional
cooperstion, the need Tor the development of a safegusris syetem
to be applied to asterials distributed abrosd became lmmedigte.
mmﬂmacmfmmmmﬁmmm
fizeionable material sbrosd were sxscuted in 1555. Thess esrly
agreemants wersa limited to the export of research resctors and
amall quantities of materisl with a mexcm of 20% enrichment.
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To a degres, tharefore, they contain a aelf-implementing safeguards
gysten. They reduced the safeguards problem by limiting the kinds
of assistance to those which wera inherently of little or no
wilitary significeance. Theae limitations were possible becsuae
there was no immediate requirement for cooperation of a kind vhers
a more somprehensive safeguards ayatem which would eclearly be
needed.

Deaplte theses limitationa u'ren the carliset agreements
contained provisions which gave the United States the right to
cbaerve from time to time the ressarsh reactors and fusl provided
for them to determine thet they wers still being employed for
the malotainsd purposen. 1In practice, these limited rishl:-s haore
been entirely asdequate io apply the kinde of safeguards required
- for meferinls and equipment of this nature.

Safe Rlghts

The Atoms-for-Peace Program confemplated from the outset that
asslstance would be given and materiasls would be distributed for
uss in the generation of power by murclesr reacters. ‘This meand
that largs gquantities of plubomium would resuld frow the cooperative
u.:'t:iritiea and the development of s safegunrda system to
accommodate this problem was therefore pursued.

It was recognized that the applicaticn of an effective safe-
guards system vould depend on the acquisition of ample right= on
behalT of the inspecting swthority to enadblae him to undertake the

necessary control measures. Thus, the first atep wae the

formulation of this system of righie, If these rights could be
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made sufficlemtly broad, the development of the detailed techniques’
of control could comtimue over a longer perdiod, since the actual
construction and oparation of reactors produsing largs amounts of
plutonfum was several years mway. Indesd, it can ba said that a
safaguards syvtem conaiata of both the rights voested in the
econtrolling authority and the asiual measures by vhich these

rights are implessntaed. Thﬂ axivtenca of the righta themaclves,

ae lLong a8 the posalbility of their implementation 1s malntalned
through the activities of the inspectorate, iz an fmportent

element in the total effectiveness of tha sywbem.

The aysiem of rights included in . 5. comprehensivs bilateral
agreaments beginming in 1956 and, in almost identical words, in the
statuta of the IAEA, are an ilmpressive and unprecedanted step in
international relations. They provide the inspecting authority,
that 1z, the United States in the case of bllateral safeguards and
the TAFA in the case of Agency arrangements, with the right to send
into the reciplent country iospeciors who shall hare access ab all
timea and to all places aml data as necessary to account for
material and to deterwine that the commitment to pesceful usea Ik
being obsarved. This right of access 13 tha cagtral pright on which
the United States and tiwe TABA systews ave based. It has proven
to be pufficlently broaﬂ. 8¢ that sny reesonably conceivable safe-
guard sywtem required by practies can be fitted within it. There
are supplementary but important rights. -- a.‘g;:.in quite comparable 1n
hath . 5. 'I:-:'Llntu'als apd the Agency S_Fat-ute. I'mese ignllﬂu the
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right to approve the design of facilities fram the stamipoint of
vhether effectlve safeguards can be applied, the right to require
the maintenance of satisfactory records, and the right to approve
the means for reprocessing material from the standpoiot of
effective application of gaf=gunrds. Neithesr Unitad States
bilaterala nor Ghe Agency statute are bhrosd epougk to deprive a
eountry of the right to uae any plutonium which it has produced
tmder safeguards, o long es this plutonlum 1s used for peaceful
purpoges under sontiming safepasmrds. Both Inited States
bilaterals and the Agency stmtute, however, do have mecshand ama
for the transfer of any plutonium produced under safaguards

which is exceas to 1te nesds for peacafud purpanesl. Both the
dllaterals and the statute also contain the Important concapt

of "pursuit"; that is, the principle that safegusrds spnly not
only to materials and eguipwest aupplied in the Ffiret inetanee,
but also to aiy tabterial produced as a result of the use of
gsafeguarded meaberial or equipment through =ach successive

generation.
Safepunrds Procedurss

In application, a safeguamis system depends wpom g
principal elements. First, the maintenance and review of records
showling the recelpd, production, consumption, transfer and
preasent logetlon of all muclear material. Secondly, the under-
teking of actual on-slte inspections designed to determine the
validity of these recorde and, therefore, the compliance with the
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commltment to peacaful uses. A smmmary description of how safe-
guards are undertoken in the U, 2. Bilateral program 1 glyen 1n
"hited States Bilastersl E-a.'l.'eslm:ﬂﬂ Ilmpactions .

The effectiveness of a record keeping system as an eloment in
a safeguards system requirves scme cosment. Where material ip trens-
ferred frcm Tecility to facility apd particulerly vhere these
various facilities fall undexr different nmtiocal Jjurledicticus, a
reccrd keeplog system can be an importenmt end effective means of
control in its own right. ‘Hhm material rema.'llna under +the
naticuel comtrcl of m singhe country, the effectiveness of a
records system as aum:l::t control as contrasted merely with a
source of informatlon on which to base inspections, 1s greatly
raﬂuua:l. The pbordc energy suthority of a natdion iovolved in &
deliberate effort to divert materisl could, end presumsbly would
have to, devige and malptein a aat of false records Aeslgoed to
alhacm its actlvitiea.

On=-site inapectiona are the second and cruclel slemant of a
safsguarda aystem. The inapections, 1n turn, mey copsist of
elementa of two Xinds. First are the stepe involved in conducting
a physical inventory of material at a glven installation to
determine whether it complies with the reported figures. The
gecond are the messures of & phgsinal security asture; that ia,
mepsuras to determine dirsectly whether thers hes besn any
mﬁw‘izﬂ renoyal of matarisl, The eeals placed by the Agency
on the Yankes reactor, and thedr inspection, are an sxample of

this kKind of measure. Particularly in situstions whers resldent
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inspection fs called for und applied, measures in this category
may become an extremely important part of the over all safeguards
aystam, While it 1s difficult to place ouserical liwmits on their
effectivenans, this effectiveness may be quite high,

I‘hg application of physical pscurity mseasures of this naturs
may parnit & substsntial reduction in the intensity of inventory
control techniques with 2 resultant over all aimplification of the
aystem. This is becauge, av noted puﬂnully; the gole
objactive of ssfeguards, s u_ﬁpoud Eo l,‘llltﬂﬂlll secountabllity
system, is to determine vhether sny saterial has basn removed
frem the aystsm to unavthorized uses, If the question of diver-
slon can be determined with assurance, it is of no particular
importance to thn inspector to determine how much material being
properly employed resaina within ths systss.

l:_::gurﬁnu o Date

Most of the inspection experience acquired to dare both by the
AEC and by the IAEA has involved comparatively amall fucilities and
amounts of materials. It bas also been confined largely to
reactors, The watsrisl has often, though not always, been
dalivexred in fuel element form and it is also often returned in the
some form, With an increase in the pilfo_‘l_lllf':'.i of ilhr:l-a.:ti.on and
reprocéssing abroad, new l;;faguqrds problemas will be presemted.

Diversion from 4 Tesctor caD occur in two difieront wayas.
Firat, by the diversion elther before or after irvadiaticn, of mate-

rial known to have beer supplied for use in the. reactor, or secondly,
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by the irradiation in the reactor of fertile material vot declared
ot cveported as having baen charged to tha resctor. This can be
thought of as the diversicn ¢of neutrona. For reactors cperating
on natursl or mlightly enrxiched urapiom and producing plutomium,
the pripcipal safsguarde problem, ceduced to its simpleat terms,
ts to assure that any materisl icradiated in the reactor, regard-
lens of its origin, is delivered to a controlled reproceasing
facility, If chis assurance caa be cbtained, it makes no
differance whethsr the power outputr and plutoniusm productfion of
the reactor are known or not. In practice, because thess
assurspces miy ot be absolute, Lt makes senge to davelop a
system with as many cross-checks as possfble. Por this reaasen,
information on reactor operation leading to a koowladge of a flow
of saterial through the resctor and satimates of plutoniom
production are a desirable featurs of the safeguards sysism
applied to resctors.

For research reactors without substantial plutooiums pro-
duction capability, the safsgusrde problem is one of datermining
that the material supplied for the reactor remaios in the renctor
or in other controllsd channels, This is particularly imporcaat
where, as iy often the case, the regpsarch repctor ig fusled with
highly enriched material, itself sulitable for weapons
veilizacion. The sizs and simpiicicy of ressarch roactors 1s such
that in many cases the fual can be physically observed and counted,

Moreover, any significant removal of fuel from a rempesarch reactor
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will often prevent 1ts operatlon. The analysia of the discharged
fuel elements of & research reactor when they sre reprocesssd,
completes tf& material balsnce end provides g final affective
check as to vhethsr any diversion ha.anemu'rud;

Thepmumofsafegngaﬂiqurem&svwmu{ﬂar

types. Relevant factors ineluwde the presence or absence of on-
power charge-discharge machines, the enrichment of the fuel, the
time required for removal of the head and fuel, the design of the
fusl storage f;.ci.'l.:l.tin, and othars.

Camparatively, little experisnce has been accumulated so far
in the safeguanrding of facilities othar than reastors. The
prineipgl types of facilities in thess cotegories are fual
fabrication plants and reproceseing plante. From the safeguarda
pelint of viev thape facilitiss shaxe the charactexistic of
handling fissicnabie material ip dispersed, easily transportable
foarm, aa contrasted with the fabricated fual elemewts preaent
at & reactox. This fect locresses the opportundty for diversion
at fuel fabricetion and reprocesslng plewts., On the other hand,
it also permits the application of sewpling and qnal!.y‘tica.l
technlques of meterials accountebility which axe difficudt if not
impossible to apply to reactors and 4o thelr costly :ra'l;r:l.:a:lind.
fuel elementa.

Probebly the centrel fact of safegusrds is thet conbrols sust
e epplied at each step of the fuel cycle. This is espentlial not
only becma.opportuni‘bieﬂ for dlveralon exdst in every operatlon,
but because comtrols appiled 1n this way reinforce each other and
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supply cross-checks on the efTectlveness of the conirols applied
to the preceding and subsequent cperations. As nobted earlier,
where these operations occur in different countries under
independent national control, the croas~checks can be
partisularly valusbls.

Effectivensgs of Safegnards

The guestion of the effectivensss of safeguards is frequently
raigad. Unfortunately, there is no clear-cut tachnical answer to
thiz queetion. Quantitative limite of accuracy can ba placed on
the various mauﬁmntu and analyses raquired to determine the
amount of material st each point 1n a maclear cm. Thege
megsurements anﬂ; anslysss, 1T performed Independently by the
igspeating authority, prorvide one approach to ﬂetarm:l.ng the
effectivencss of & safeguard system. Hmwr, thi.l :tatistica.l
approash i.gmras two Tartors -- first, the physical securi‘tz.r
measurss Which any 'I:e -ployed to parmit ar:tuul or infmn'tial
obaervation of aiversion and, second, the d.atamnt. effect that
the over all safeguards system exerts oo the would-be-diverter. In
the final anaJ.xsia, the effectivenecas of a safeguarde eyatem in
preventing diversion i.‘ & politieal question., If the probability
of detection 1z high, it is 1ikely that the probability of
prevention 12 nearly 'bé:b,a.]..

Instrwentation

One aspect of eafeguards which deserves apecial mention is

the possibllity of uwsing inatruments {o reduce or eliminate
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physical inspections by inepaction perscmnel. In the broad asenae
of courae, instrumentas are employed in the present system both
those instelled in faciliti=s by the operstor snd those under the
control of inepecteorz. Power level and related messuring
instrumenta at reactora souid, in theory, provide a measure of
plutonium output that would serve as the input mesowrement to a
raprocessing plant and greatly simpllfy the nesd for direct
surveillanse of the reactor. In practies, however, this approach
suffers from two drawbacks -- the fact that power level messurs-—
mewts sre not convertible with nigh presisicn ta: plutonium pro-
duction, and th= fast that the ilnetruments ars under the sontrol
of the oparator and are, tharafore, sublact to deliberatsly
induced srror. Instruments of this type, vhils pot useless in a
safeguerds aystem ~- pariicularly 1f they are subject to checking
and calibration by the inapectors -- are of oaly limited value as
a aubaid.iar{ means of data for cross-checking purposes.

It was recognlzed early in the d.welomt of aafepuards
systams, however, that inatruments could be of substantially
greater value Lf they vere "femper-proof”; that ls, oot subject
to manipulation by the operator. The work that has been done to
date on t-mr-prnoﬁng imdicales that i1t is ot easy to achieve.
Moreover, tamper-proofing overcomes only one of the shortcomings
of inatruments noted above so0 far as measurement instruments in
the usual sense of the word ere concerned. Om the other hand,
ingtruments in the broad sense, particularly loclwiing those
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intended simply to indicate whether a perticuler operation -- such
a8 removel of a resctor closure -- has or has not taken plece,

cBn perform a valuable service in the eimplication of a safe-
guerd system. This, too, is an area vhere further stody is called
for,

The IAEA SBafeguands System

Even p8 the {J. 5. wes negotiating and implemsnting ite
bllstersl sgreements and applying i1ts safeguards thereunder,
corcerted afforts were being made to bring about the developwert
and sdoption of p sefeguerds aystem by the IAEA. This vas
recognized a5 the firet step in anhiwj.ns mneptam.:e of 1AEA
pafeguards by a mumber of countries.

The reason vhy it was necsgpery to formelly develop an IAEA
gafeguarda systen requires some cm. It Bas alresdy be=n
noted that the IARA staduie combaina a series of sefeguerd
righte expresaed in very broad terms designed to enable the.
epplicetion of virtually amy comcelveble safegusrds system.

The IAEA megmberchip and perticulaxrly those natlons who
mlaght potentially ccme under the system, have felt a need for
a fairly detalled definition of the scope and intenalty of the
safeguards systen which the Ageacy would actually apply 1o {he
implementetion of ita safeguards rights.

Discusaions with other Agency members cotvinced the United
States that there was no possibility of cbtaining Agency approval

of 8 complex safeguerde system covering the whole prenge of
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possitle activities that might ultimately come under Agency
sefeguards. Coneequently, the U. 8. decided to adopt an
evolutionery approach to the development of an Agency system,
secklng approval for vericus parte of 1t ma the need arose. The
first step, wae the development of a system for reactors of leae
than 100 megewetts and for related amell research and develcopment
activities.

fne of the most controversiel poluts 1n developling the Agency
spfegumrds system for reactors under 100 megawabts was, as
epticipated, the fregquency of inspection. While it can be arguad
that the intenslty of esch inapectlon may be s lmportant as the
frequency of inmpsctions in dsterming the impact of the asystem
on the facility and country involved, the fact is that inspectlon
frequency has cane to be regarded ss the principel measure of the
intenaity of en inspection system. A . 5. proposmld durlng the
development of the orlginal system for small remctors WeE BEUSCESS-
ful in schieving sgresmant on the question cof inspection frequency.
Under this propossl, the inspection freguensy veries with the
productive capacity of the reasctors, rising to & meximm of six
inspections per ye=ar at 100 megawatts tharmal ox equivelent. This
approach, developsd with the help of the Pacific Northwest
Laboxstordes, sgmumes that the maddmm inspection frequensy should
ba such as to permit the detection of diversions of 200 grems of

fisaionable mataricl in the interin between inspections.
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In 1963, development of an extension of the Agency systenm to
reactors of greater then 100 nmegawvatts thermal wes undertaken.
whils many polnts were debsted, the pripcipal issue agaln was that
of inspection freguemcy. It was recognlzed that with larger
reactors, particulsrly of certain typee, contimuous or resident
inspection might be required. Extension of the aysien was sgreed
upon end following & review of the system in 196k, specifile

agreement was obtained on the principle of reslident inspection, as

well ems the principle of inspection without advence notice. Both of

these technlgues mey be necessary for the affective ssfegussding of
large reactors and other large end ccmplex fecilities, such ss

reprocesslng pleoks. The latest version of the Agency system

conteining these princlples was given rinal epproval in September
1965 .

The development of sn Agency safeguardie system ia only a step
townrd the and objJective of bringing sbout the actual applieation
of this sysiem in all countriess recelving sxterral nmuclegr ssplstance.
The United Btatea is now steadfastly commiited to the widespresd
adoption of this system as soon as poesible.

One concern expregsed in obtaining acceptence of IAEA con-
trols ia with the naticnality of the ipspectarse end, implicitly,
the coacern that inspectors of unfriendly nations will ke uzed whe
eight harass the inspected country's activitlies. Under the Agency
shatute a8 well ms undey its safeguards regulations, every inmpected
countty must be consulted in comnection wilth the appﬂintn:qt of
ipapectora, The Undted Stabes estrongly supporis this right z0 as
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%o insure thet no attempt is mede to employ irspectors of a
nationality which might give rise t0 a question of their
objJectivity. On the other hand, i1t must be recognized that
no country subJect to lnspectlon by the TAEA should ba enbitled
to limit inspecitiona to oationsls of anly 1te closest friends.
and allies. The nationality of the inspectors which have been
enploy=d in the Uslted States illumtrates thet, bebween the two
extremes, theres ia a capmon sepse solutdon to this problem.

Ancther lssue frequently raiaeﬂ' by countries who are asked
to sutmlit %o IAEA inspection 18 that of compromlee of traide
aecrets, The Agoncy safegierds aywtam calils for strict
protection spd 1imitation on distribution of ell Anformetion
gained ty inspectors in the course of their mctivities. vwhen
resctors ares sold, particularly sbroad, the information which
can be acquired from obsarving these reactors must in any case
be ameumaed to have bean placed in the public domain. Teken
together, thege facts lead to the conclusion that thara is mo
sericus risk of loss of trads secrets and proprietary information
through Agensy inspections.

In the Adsvalopwent of the Agency system, two kinds of
quguﬂngu aroge, The d1PPiculty in distinguiching between
thess two guesticns led to & great desl of Alfficulty in resshing
egreementt of the system. Not slmply for bistorlc reesons but
because this dletinstion 1e still importent to the development
of U, 8, safeguards poliicy, it should be explained at this pelnt.
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The first question to be considered in the establishment of
e safeguards system i5: What are the circumstances which glve
riee to the application of the systen in the first place? The
second question is: Whet Kind of safegusrds proceduras should be
gpplied to those activities which for one reason ox another, have
became subject to the ayatem? Undar ths Agency's stadute, the
Agency iz suthoriced to apply safegusrds wnder three circumsisnces:
(s} where the Agency hes aseisted in the project, (b) vwhera two
parties o a bilateral agreement have requested the Agency to apply
its safeguards, and (c) vhere o single natlon voluntardily vequests
the Agency to apply i'l;.n safeguarde o the activity. That, of
couree, is ihe eircumstence under which the Agency is applying
eafeguarde at the Yenkee reactor.

In the cease vhere safeguards are based on assistance
supplied by tha Agency, the nature of the assistance wkich should
give rise to safeguards gust be determined. Thie same gquesticn
arises in the d.avglapnenb of netlonal sefeguards pollcy. There 1=
e degree of assistance thaet ie 5o remote, insiﬁniﬂcan:t or
generslly avallable that it would be impracticsble for a eupplying
country to reguire safeguards from a recipient country. Exsmples
ars often cited such as copper wire, muts emd bolts, concrete or
steel, all of which mey =pd up in & reactor, but whose supply can
hardly be used a4 a basis far requiring safeguards. Thus, the
question 13 presemted of what is the nature and degree of assistance

which when supplled by cne country to ancther, or by the TARA,
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showld glve riee to, or "trigger™, safeguards. Despite the fact
that there i1s little likelihood thet the TAEA will aci as a major
supplier of nuclear assistancse, thieg question has heen extensively
debated in the LAEA.

The principle 13 now eccepted in the Agency system that the
naturs of the pafeguards to be applied to a pariicular Epro,ject
depends on the nature of the prajeet, its productive cappeity, etc.,
regardiess of the clreumstanvas under vhich the particulsr project
came under the Agpsnoy spfegusgda sysism. Moreover, tha smphasgis in
this sysiem is on detscting the diversiom 9:[" any Tigaionable
naterial to military use -- regardlesa of whether the "trigger" dtem
was material, equipment, ar, perhaps, financinl aasistanse. From
the standpoint of vhat will trigger ssfegusrds when suppllied
through the Agency, the general appromch adopted ig that Agency
safegnards will be applied vhen the Agensy hap auple.iad. alther pource
or fiesionable materinl, s reactor or subetamtial parts thereof, or
several cther speclalized materiala. In the case of matexrial,
excmption limlts are specified. In the case of components of a
reactor, the Board determines in each case whether the supply has
been substantial endugh to warrant the application of safeguardas.

The Agency syatem recognizes, hovever, ihet when two parties
10 a biluteral arrangement request the Agency to spoly its safe-
guarde; the Agancy may do aso regexdliess of the nature of the supply
arrangenpents between the twvo pexties.
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Since the Agency im ot playing =04 13 not expected to play &
major supply role, these prineliplea, Aespite the extept to whieh
they were debated, are important primarily to the extemt of the
importance they may have on the policics of individual supplier
countries. A major and comtinuing problem inm the Fleld of safeguerds
is the achievement of agreecmenmt on the iltems or egtivities which
will form the basis for a reguirement that safeguards be applied to
the project baing assisted. Competition apong supplisrs in safe-
auards would create a major threat o the system.

Problem Aress and Fulure Evalublon

Safeguards to date bave been applied only ¢n & limited scele.
All the indication fram this experiences, apd from the basic technical
conslderations involved, are that effactiva safeguardas can be
developed and applied without undue lnterference to the dealpgn snd
operation of facilitiea and without significant effect on the coat
of the finished product == electric power. Revertheless, mare
experience is needed. Inspection persomnel murh be increased many
fold in mumber if tha syatem i3 to grow with the a‘.t‘uw:l.ug appli\:xtiun
of miclear pover, The ayabem must bhe =xpanded tu ancompass nevw Typas
of fasllities == particulerly lerge fabrication and reprocessing
plants. The posegible use of instruments to reduce manpower and
inspection requirements mist be Nother ztudied a.nd. axploited.

All of these are areas which are receiving sctive at:.tgntian

at the present time.




UNITED STATES SILATERAL SAFEGUARDS INSPECTIONS

Iatroductlion

As polinted out in the paper on Techalcal Basls and Background
of Safeguards, che safeguards syetem depends on two principal
elements: First is the walntenance aad review of tecords showing
the receipt, productipn, consumption, transfer and present
locacion of all muclear material. The second Ls che undarcaking
of actual on-3ite inspections designed to determine the wvalidiey
of these records and cherefore the compliance with the coommltment
to pegceful uses. In this paper a summary descripition 18 given
of tha gecond elewment, inapections, as typically carried gut in
the U. 5. bilateral program, Presentation of thig summary does not
set a prototype inspection. U. 5. inspections have in the past
vatried from this deseription and it may be expected that in the
future different procedures will be vged. 1t shovld be noted
particalarly that moet of the facilities vhich have been
inapected go far have been rezearch reactors and the related fuel
fabrication facilities,

Flanning the Inspection Schedule

Safeguards inspections are planned on & geml-anmual bagis,
The datermination of the frequency of inapection for a glven
facility followe the criteria adopted by the International Atomic
Bnergy Agency. Under thege criteris the frequency of inapection 1is
a function of:

(a) The pogeession by the country of am irrvediated fuel
reprocesaing facility;
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(b) The nature of the reactor facllity;

{¢c) 7The nature of the muclear material used or produced in
the reactor facllity; and

{d} The asount of muclear material usad or produced in the
reactor faciliry.

Inppection Praparation

The first atep in preparing for an individoal inspection is
a detailed review of USAEC records on nuclear material and
facilities subject to U, 8, pafeguards in a parcicular country.
The pericdic material balance reports cubmitted by the country are
reviaved to detersine nuclear material locacion for praparation of
the inspection itinerary. The reports are algo compared to USAEC
racords and differences, if any, are ligted in the workpapers
preparad for the inapection for resolution during the courge of the
{ngpection, Particular attention is paid to the country's liating
of nuclear materiz]l procepeing and comsumption losszes and to the
explanation for these losses. These are losges ihiéh are normal to
the operation of muclear fuel fabrication and chemical procesaing
facilitiens., OFf course, unusual losses are reportad immediately and
special inspections gcheduled Lf necessary. Loas amounts are
coaparsd to those experienced in the past 1nraini1nr frﬂc;ll;l ané
those, 1f any, that appear larger than wight be expected ara
ligted in the workpapers for investigation during the inspection.
Alee, iacluded in the workpapers are deacriptions, including
quantity and type of waterial, of all W. &, muclear material

shipmente to the country to be insapected,
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Usually cthe U. 5. Embagsy fs asked about three weeks before
the acheduled beginning of the fnspection to notify the host
country of the plammed faspection and auggeated Ltinersry. On
acrriving at the country to be inspected the viait iw coordinated
with the control officer desipgnated by the American Embasgy or
Congulate, Following this the Government Agency responsible for
the implementation of the Agreement for Coopevation is ueually
visited to discues fsspection plans and itinerﬁry.

Inspecticn Iwmplewentation

The type of inspection belng described here does not include
the slement of physical security measuree. The inspection
therafore conaiste of:

{(a} Review of reports and records;

(b) Exemination of the facility and material under safeguards;

(c} Physical faveatory to verify amounta of matarial by
physical inspection, measurement and sampliog;

{d) Ezaminatfon and testing of measuresent fnetrumente.

If a country has a central point at which nuclear materdal
records for the whole country are kept, the inspection ie initiated
with a revi=w of these recorde. Thmy are compared to the records
kepr by the USAEC and the differences and comments, £f any, are
discusted. The review ar the central records atgtion alas pareits
the inspectors to obtain current information on material movewmeats

and the inspection itinerary is adjuaced if necmsaary.
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At each veactor, fuel fabrication plant, laboratory oxr othex
tacilities, the inspection beging with a review of the records
vhich are compared with USAEC vecords and alec with the country's
central records. At this point differences between theae records
and processing and operating logses are digcuspad. Following this,
the inspection itinerary for the facilitcy is planned g0 that the
on-site verificacion of the accuracy of the records can ba conducted
with miniwum finterferance with the operation of the facilicy.

" For reactors the physi.f.;ul inventory usually beging with the fuel
alepents and other material in cold storage., Hers the elements are
countad and the mumber compared to cthat given im the records. In
the cases where serial wumbers are li;tad on the shipping
ducumﬁ these munhers ars compared with those on the elementa,
Selected elements are them scauned with a gamma ray spectrometer to
establish enriched uranfum content.

Radioactive reactpr fuel a]lsments contgined in hot storage are
counted and Cerenkov radiation Ls noted when present. (Cerenkoy
radiation 1i» charaﬂtarlstﬁ to alemonts that have been qud in an
operating reactor,) The mumber of eleménts in hot storage is
;aonparcd with the pumber listed fn the fgeilicy vecords. When
poasible, bot elements are moved near the surface of the storage
pool aud the {ocrease in radicactivity at the aurface of the pool
is observed, This is another qualitative indication to =stablish

that the slement had been in the coperating core,
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The quantity of ouclear matexial in the core of an operating
reactor usually cannot be directly determined. During cthe
inspection variocua indirect indications of this quencity are
ohserved, Infomation on reactor power level is usually
availeble from the main power peter and power can be calculated
from coolant water inlet and outlet temperatures and the coolane
water flow rate, The reaetor comtrol rod pettings may be nored
for comparison with past experience. The strip chart records for
gelected time perioda are reviewed, At each opportunity instrument
calibrations are cbaeryed and special calibrationg inclode ineev-
changa of fuel elememts and ohaservarion of the effect on control
rod settings. At beam ports and orher experimental facilitieg
gamma ray fields are ponitored uvaing portable fnstruments carriad
by the inepectors., Gamms fields may alesc be detectable at the
coolant loopa, heat exchangers and ion exchange columns. Theas
gamma vay meagurements are qualitative and are wseful mainly in
giving independent confirmation of the fact of operation at power.
At ewimning pool type reactors the core ig usually clearly visible
from above the surface of the water vhich serves as the reactor
shield aad ia these reactors the mmber of elements In the core
can be counted aod the Ceérenkov radiation fg visibie, (In
addition to this information obtaimed durxing inspections, a
complete amalyseis of the apent fuel ¢lements is obtalned when they
are reprocesged In the W, 8, or in & safeguarded facility
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At facilities such as laboratories and fuel f[abrication
plante where nud ear materfal is found in fuel element form and
octher foxrms such as powder, solutions, metal, etc., material
inventory is verified by plece count, where possible, aud by
weighing, GSamples are taken of materisl in forme amensble to
sampling and removed to USAEC laboratories for analysis, Where
possible, inspectors also obperve analysis of mamples at facility
laboratoeries to establish uranium content, Also, selacted
inventory samplen are pcanned by a portable gamma sapectrometeér to
egtabligh U-235 content.

For the analypis uping gamma spectrometry, a portable pasms
ray spectyromater similar to one used domestically on nuclear
material surveys is used. The assay mathod utilized is based om
the detection of gasma rays characteriscic to the decay of U-235,
The portable gomma ray gpectrométar ls uged to detect and measara
the intengity of this characteristic geams xay befng emitted
from a sample. The wesults axe then comspared o the data
previcusly obtained from a similar gampls containipg a knowm
amount of U-235% to give an lodication of the U-235 content, The
safeguards group has developed procedures to extend the use of
this Inatrument to the asasay of eariched uranium in plate type
fuel elements, fuel plates, fuel plate cores, powders, and
pellets, 1In addicion the instrument is used to establish the
presence of enriched uranium in forms difficult to assay azuch as

in wefal sccap and in UOFg cylinders.
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The presence ¢f plutonium in a container can also be
¢stablished by plecting its gamma spectrum, The results obtained
from the upe of thie instrument during actual inapections have
been consistent with those results obtained during the
calibration of the instrument at domestic fuel fabrication
factlities,

Finally, following the records review and Lnventory
ver{fication at raséarch facilities == resgearch reacters and
laboratories =- the programs and experiments, using facilicies
and miclear material subject to mafeguards, are reviewed in
detail to ascertain that the reaparch does not contribute to any

milicary purpose,







S20FE OF SAFRGDARDS

U. 8. Bafeguards:
1. BSource meterisd and spacial nuclear materizl
(a) transfaerred from U. S. to other country
(b} produced in or by use of U, J. material, equipment or devices

L.
3.

Rea\:torq and other squipment and devizes traneferred from . 3.

to cther country.

Factlities, equipment and devices using, contalning or

processing U. 8. ‘supplied meterials and equipment.

Tritiums

Certaln neutron generators.

Safeguards Rights Are Oblelned as Result of Supply of:

L.

2.

3.

dource material.

dpeclal noelesr material.

Copplete reachols.

%. Substantial sssistance in the mclear fiald including Tollowing

reactor components api materiala:

(e)
(b)
()
(4)
(e}
(r)
{8)
(b}

reactor control rode and resctor control rod drive
repctor vescels

reactor pressure tube

reacrtor fusl chearging and discherging machine
reactor coolant pumps and blowera

he_a:r;r water, more than three tona

graphite, muclear grade, amore than 100 tona

zireonivm and alloys, muclesr grade, more than S00 kgs.
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PROCEDURES FOR EXPOET AND IMPORT OFf SPECTAL NUCLEAR MATERIAL
UL = AGREEMENTS FOR COQOFPERATION IN CIVIL USES OF ATOMIC ENERGY

Exports of apecial muclear smaterial to foreign netions or groups
of nations are suthorized and implemernted by the USAEC pursuant to the
provielone of specific comtractual sgreementa between the USAEC and the
concerned forelgn netlion. The melerial to be exporied may be prwid.ed.
elther from the inventory of a UBARC facility or, vhere the materisl is
t0 be fabricated or otherwise prepared by a private contractor pricr to
ite expori, fram the inventcry of a licensee of the USAEC engeged by the
foreign nation. In the latter cese, the USAEC suthorises release of the
mpterial from one of its supplylng offices Lo the Jd.clcnpau,_h_unler_aa the
material is to be drawn from the ﬁcmee's inventory of material.
l-nleasﬁren'pﬁt.s of the ?ppaciai nuclesr meterisl to be exported are determined
priar tu the start df ite transport to m port of :e;'qurt'. If the material
1s aypplied alrectly to the forelgn ustion from s USARC BWM ofrice,
the measurement Getermingtions ere mede by the USAEC ising 1%s procedures
a.nd tauﬂ;.iiﬂq unless other maa-.am:‘ement pfoéaﬂ.yrea Aare ag,reeﬁ upon.’
Whers a d.ulneatin licenses of the LE#EG has béen sngaged by the foreign
nation for fekrication ar prepara‘lt.iun of the material, the damestic
Meensee certifies to the USAEC the quantities and snriciments of special
MCLeaY materiul ip :I.,ts._finishm product. This certification, which is
subject to any rTeviews or analysis the USAEC may wish £o meke, seteblishes,
upon its aceceptance by the USAEC, the quentities and enrichmenta of
special ruclesr material fn the export shiyment. When the material is
raady for delivery, the concarned foraign nation prepares an "Export

-3 -




Declarstion™ (Bureau of Ceasus Form 7525V) covering the shipment, snd
submits the declaration to the USABC for approval and authorization.

Upon USAEC endorsement of the export declaration, the materiel 1s released
for transport to & designated port of export. Delivery of the apeeisl
muclenr material to tha forelgn nation le mede =t the port of export

and is evidenced by a Pocelpt eublmitted by the foreign petion indicating
the nxast quantity of material recelved, amdl the date and place of its
delivexry.

-Impnrts of apecial muclear material consist of U.S, supplied material
returped from abroad, most comonly pursusnt to reprocassing agreements
between the USAEC and a forelgn nation., Ad heoe procedures, based upon
the nature of the materis] being imported aemd the purpose of 1%s
importation, heave been developed for the relatively few imporis expe-
rienced thus far. In practice, the pu—ﬁy‘ dealring to effect an luport
is required t0 provide the USAK wiih advance nohice {normally ninety
deys) of all detedls of the shipwent, including nature axd quantity of .
the material, ehlpping daie, port of entry, clr.msima,l and detalled
iIntra-U.8. ftransportation srrangements. TUpon ilssuance of & gpec:‘l.fic
approval by ‘the USAEC , the forelan party proceeds with shipping arrange-
men‘ts: Authorization ¢f the lmport is effected by the USAEC by appro-
priste cartiﬁcg:tior[ to the Puresn of Customs upon errival of the neterial
st the port of entry. Immediately following import, the materiel is
dlspatched by common or contract carxier 4o the U. 8. conalgnee, sither

A TBAEC facility or a facility of e domestic licensee,
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DRAFT
Chapter II

Control of SNM of US Origln Transferred Qutalde
the U3 for Civil Uscs

Sectlon 123 of the 195U Act specifies that special nuclear
materdals and producticon or utilizatlon facillitlies may not be
provided any nation (or group of nationa) unless an agreement for
cooperation, approved by the Presldent &nd submltted to the JCAE,
has been executed. Each agreement for ccoperation in civil uses
of atomiec energy is requlred to include a "guaranty by the
cooperatlng party that any material to be transferred pursuant to
auch agreemant will not he used for atomic wezpona, or for
research on or development of atomie¢ weapons or for any other
military purpose”. Also required to be included is a "guaranty
by the cooperating party that any material ... %o be transferred
purauant to the agreement for cooperation will not be transferred
te umauthorlized persons or heyond the Jjurladictlon of the
cooperating party, except as speclfied in the agreement for
coaperation”.

In the technical sense, safeguards--as used here--means a
syabtem of controls deslgned to detect any diversion of materlals
or equlpment commltted %o Ghe peaceful uses of atomlc energy to
any ollitary purpose, Saleguards, therefore, in the dlrect senae
detect, rather than prevent, dlversion. Their effectlvensss in
preventing diversion is derived indirectly from the deterrent

effact which the aconzequences of detectlon may axert on the wonld-

be dlverter, Hence the alm cf safeguarda 158 to detect diverslion
-1-




]

to any milltary purpose. Many possible types of violatlons are of
interest to the safepuard system--for oxample, the use of a
reactor to undertake research on reactors for military purposes,
However, the most seriocus and ifmportant type of violations 1s2 the
diversion of fissglonabie material to research on or use in atomie
weapons, The fissionable materlizl subject to safeguards and, thus
suscoptible to diversion may be either thet supplied divectly from
one eountry to another or that produced from the uge of & reactor
or materials supplied under safeguards.

The 1954 Act doeg not require that the US exercise any ==
effort to apsure that the specified guarantees in agreements for +
ecooperation In pesceful uyses are fulfilied by the cooperating
nation. The AEC, hewever, as a matter of poliey, has 1ncluded
in all "comprehensive" {1.e., not limited to research activities)
agreementa, (with the exception of those with Canada, the United
Kingdom, Euratom and JAEA) "safeguard" provisions glving the US
the right tco send into the cooperating nation, US Ilnapectors who
#shall have acesas a4t 811 btimes and to all places and dats as
necessary to account for materdal and to determine that the
guaranteea are belng observed. In addition to this brozad right,
supplenentary but important rights are provided, including the
pight to approve the deaign of faellities from the atandpoint of
whether effectlive safeguards can be spplied, the right to require

the malntenance of amtlisfactory records, and@ the right to approve

the means for reprocessling materlzl from the standpoint of

effective application of safeguards. In recent years, as each
-
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agreement for ccoperatlon hag been renewed, the US has sought
to gecure agreement with the other government that sush
safeguards should be implemented by the IAEA, rather than by
US dnppectora. That type of agreement, 1n which the parties
agree that IAEA i1mplement safeguards is generally referred to
as & "trilaterzl" to diatinguish it from the "bllatersl” type
in whieh the US applles the safeguards.

In the case of Canada and the UK, no safeguards rights are
included in the present agreements for cooperatlon, although
the guarantecs, of course, are included.

In the case of Burastom, that organizaztion ia responsible
for implementing the safeguards, but muat also asaure that the
system employed is reaponably compatible with that used by I1AEA,
Furatom is alsc obliged to consult with AEC in formulating and
implementing 1ts epafeguarda system., The US has the right to
verify by matually approved aclentific methods the sffectlvenear
of the safeguarde being applied by Euratom to US-supplied
material.

As mentioned in Chapter I, the "trilaterel" agreements
provide for the US to gusrantes that any SHNM recelved from the
other government would not be used to further any military
purpose and for the acceptance by the US of TAEA safeguards on
such materlal, The agreement with Euratom sliso provides for
such a US guarantee and the right by Baratom to verlfly the
effectlvenesa of contrels plased by the US upon SHM supplied
by Euzratom,
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The Division of International Affslrs 1s responsible for
adminigtering the program of safeguarde under agreemente for
cooparation, ineluding (1) development of the ayastems to be
erployed, (2) implemantation of the safeguards, lncliuding the
maintenance of records and recelpt of reporta, and conducting
on-alte inspections, and (3) liaison with Euratom and the IAEA,
An over-all effort 1s made to achisve comparability between the
U3 bilaterals, Euarstom &nd JAEA systems., DIA has recently
eptablizhed a Technleal Advisory Panel on Peaceful Use Safeguards.
DIA also calle upon the experdence and knowledge of the AEC'a
Nuclear Matarials Management organizaticn and 1ts Advieory
Committee on Jtandard Materials and Method of Measurements,

The pafoguards aystem employed by DIA dependa upon twe
principal elementsa:

{a) Maintenance and review of records showlng the
receipt, production, consumptlon, tranafer, and present
location of all SHM,

(b} On-slte inspections deaigned to determine the
valldity of those records.

The type of an-slite inspectlon currently belng carried out
by DIA with respect to SHM consiaks of:

(a} Review of reports and records;

(b) Examination of the facility and material
under safeguards;

(¢) Physical lnventory to verify amounts of materisl
by physical inspectlon, measurement, and sampling;

{d) Examination &nd testing of measurement

inatrumsnts, y
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In addition to the foregoing type of inapectlion related to
control of materials, DIA inspestions Include examinatlon of
facilltiesn and equipwent, such as resctora, to agsure that they
are not belng utllized to further sny military purpose,

The frequency of inapectlons is determined by DIA, who
follow cerlferle adopfied by the IAEA, Those criteria conglder
the nature of the facllities Anvelved, the nature and amount of
materlals used ar produced in the facllitiea and the exlatence
of reactor fuel reprocessing faclllitles withln the country, For
certaln types of large facllitlies, the statloning of resident
inspectors 18 not precluded, under either AEC or IAEA criterla.

The inatallatlon of tamper-proof seels or instruments 1s
belng considered for possible application a5 means for determining
that a dlversion of 3SNM could have taken place between inapections
of certaln kinds of faclilitles.

Marther detalls of the safeguards employed by DIA are
deacrlbed In Annex D of thls report., It should be noted that
most of the facllities inspected to date by DIA have been repearch
reactora and related fuel febrication facllities involving
relatively small amounta of SNM. This 1z also largely the caae
wlth Euratom and TAEA, although thoss organizatlons have been
conironted wilth the necesgity to safeguard some large facilities,
such a&s operatlng power rescbtors,., The development of detalled
international safeguard procedures for SHM in chemical processing
faecllitles is currently recelwving attentlon,
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It le important to bear In mind that the accepe provided
to the 13, under the "bilaterals” and to IAEA, under the
"trilaterals", includes -- access at all times, to zll places
and to all data.

In carrying out 1ts responsliblllties for llalaon with the
IAEA safeguards organizeblons, DIA has been Invelved in the
development of IAEA safeguards pollcies and procedures and
sontinue to maintain cloae lleison with thelr organizaticns and
thelir iAnspections.

I the present US policy of encouwragling the utlligatlion
of IAEA safeguards 1n ccnnection with TUS eagreements for
cooperation 1s completely succesaful, there may be no necesalty,
In time, for the ©US5 to maintzin an independent safeguards
Inspectlon staff. It wWlll be necessary, however, even in that
event, to malntain YS personnel {probably within AEC) who are
conversant wlth inter.ational safepuards concepts and practices
In order that the TS may participate in the development,
Implementatlon, and evaluation of IAEA and Puratom zafegusrds.

The over-all effectiveneas of the internaticnel or
domestlec procedures depends, to some extent, upon deberrents
which impose substantlal, but unmeasurable, inhibitions againast
unaunthorized or unlawful diveralon of SKM., Domezstleally, auch
inhibltions include eriminal penalties, financlal interest in the
value of SHNM, and rlsk of losa of & llcense,. Internatlonally, the
risk of ralsing questlona concerning the sanctity of =o0lemn
guarantees glven by a soverelgn government and the consequent riak

of belng cut off from fubture supplles of power reactors and nuclear

fuel, for example, impoae real inhibitiona upen that government.
-6-
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Chapter II

Control of SNM of US Or Tranaferred (utalde
he qr vlil Usas

Sectlon 123 of the 1954 Act specifies thet special nuclear
materlals and proeduction or utllizatlon fzeilltles may not be
provided any nation (or group of nations)} unless an agreement for
sooperatlion, approved by the Fresident and submitted to the JCAE,
has been executed., Each agresment for cooperation in clvll uses
of atomic energy 1s required to include = "guaranty by the
cooperating party that any material to be transferred pursuant to
Buch agreement will not be ussd for atomlc weapons, or for
ragearch on or development of stomle weapons or for any other
mllitary purpose". Also requlred to be included 13 a "guaranty
by the cooperating party that any meterisl ... to be transferred
pursuant %o the agreement for ecooperation will not be tranaferred
to unauthorized persons or beyond the jurisdiction of the
cooperating party, except as speclfled in the agreement for
cooperation”,

In the technical penpe, safeguardg-~as used hereé--means &
syatem of controla designed to detect any diversion of materlals
or agulipment committed to the peaceful uges of atomic energy to
any nilitary purpcse, Safeguarde, therefore, in the direct sense
detect, rather than prevent, diveralon, Thelr effestlivensas in
preventlng diversion is derived indirectly from the deferrent
effact which the conseguences of detection may exert on the would-
De diverter, Hence fThe aim of safeguards 1z to detect diversion
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o Any militery purpcse, Many posslble types of viclatione abe of
interest o the safeguerd system--~for example, the use of a
reactor fo undertake research on reactors for militery purpcses.
Howaver, the most serioua and lmportant type of vioclatlons 1la the
diversion of fisslopatie materlal to reasearch on or use in atomle
weapons, The flaslonsble material subject to safsguards and, thus
susceptlible Yo diversion may be elther that supplied directly from
one counfry to enother or that produced from the use of a reactor
or materials supplled under safeguards,

The 1954 Act does not require that the US exercise any
effort to easure that the speclfied guarantees in agreements for
eooperation in peaceful uses are fulfilled by the cooperating
nation, The AEC, however, as & matter of policy, has included
in all "comprehenalve” {1.e., not limited to research activities)
sgreements, {wlth the excepblon of those with Canada, the United
Kingdom, Furatom and IAEA) "safeguard" provisions glving the US
the rlght to send into the cooperating nation, U3 inspectors who
8hall have acceas at 5811 times and $o all places and data as
necessary to account for materdal and to determine that the
guarantees are being observed. In addltion to this broad right,
supplementary but Aimportant rights are provided, 1including the
right o approve the deslgn of facilltlesa from the atandpolint of
whether effective safeguards can be applied, the right to require
the malntenance of aatlsfactory records, and the right to apbrove
the means for reprocessing materdal from the standpolnt of
effective application of safegrarda., In recent years, as each
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agreement for cooperstion has beén renewed, the US has sought
to secure sgreosment with the other government that such
sefeguards should be lmplemsnted by the IAEA, rather than by
U3 Inapectors, That type of agreement, 1n which the partles
agree that JAEA lmplement safeguards is generally referrad to
as a "trilateral"” to dlstinguish 1t from the "billateral” type
In which the US applies the safeguzsrda. -

In the case of Canada and the UX, no safeguards rights are
Included in the present agreements for cooperation, although
the guarantees, of course, are included.

In the case of Epratom, that organizatlon 18 responsible
Cor lmplementing the safeguarcs, but muat alac assure that the
aystem employed ias reasonably compatible with thaet used by IAEA,
Euratom 1s alsoc obliged to consult with AEC in formuelating and
implementing ita safeguards system, The U3 hag the right to
verify by matually approved gclentific methods the effectliveness
of the safeguards bpeing applied by Euratom to US=supplled
material,

As mentioned in Chapter I, the "trilateral" agreements
provide for the US t¢ guarantee that any SNM received from the
other government would not be used to further any mllitary
purpoge and for the acceptance by the US of IAEA safeguards on
such material. The agreement With Buretom alsc provides for
such a US guarantee and the right by Euratom to verify the
affectivenens of controls placed by the US upon SHM supplied
by Buratom.
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The Division of Intermational Affairs 1s responslble for
admind gtering the program of safepuards under agreements for
asoperation, inoluding (1) development of the systems to ba
employed, (2) lmplementation of the safeguards, including the
maintenance of records and recelpt of reports, and conducting
on-site inspectiones, and (3) iialson with Euratom and the IAEA.
An over-all effort is made to achieve comparablility between the
US bllabterals, BEuratom and IAEA systems., DIA has recently
¢gtablished a Technical Advisory Pancl on Peasaceful Use Safeguards.
PIA alac calls upon the experience and knowledge of the AEC's
Nuclear Materials Management organization and 1¢s Advlsory
Cormittee on Standerd Materials and Method of Measurements.

The aafemaarda system employved by DIA depends upon two
principal elements:

(&) Maintenance and review of records showing the
recelpt, production, consumptlon, tranafer, and present
location of all SHM.

(b) On-site inspectlons designed to debtermine the
validity of those records,

The type of on=-alte inspection currently being carried ocut
by DIA with respect to SKM consista of:

{a) Review of reports and records;

{b) Exemination of the facility and material
under safeguards;

{¢) Physlcal inventory to verilfy amounta of materlal
by phyalcal inspectlon, measurement, and sampling;

{d¢)} Examination and testing of measurement

instruments. 3
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In additlon to the foregoing type of inspection relafed to
control of materlals, DIA Inspections inelude examination of
facllltiens and equipment, sush as reastors, to assure that they
are not belng utilized to further sny militsry purpose,

The frequency of inspectlons is determined by DIA, who
follow erlterisa zdopted by the IAEA, Those criteria conaider
the nature of the facilitles inveived, the nature and amount of
materials uased cor produced in the Faclllities and the exlstence
of reactor fuel reprocesasing faclllities within the country, For
certain types of large faclillties, the statloning of resident
inspectors 1a not precluded, unde:r elther AEC or TAEA criteria,

The insatallatlon of tamper-proof seals or instruments is
belng congldared fox posalble application as means for determining
that a3 dlversion of SHM could have talien place hetwesn inspections
of certain kinds of facllities.

Further detalls of the safeguards employed by DIA are
degerlbed in Annex D of this report. It should be ncoted that
most of the facilitles Inspected to date by DIA have been resesarch
reactors and related fuel fabrieatlon facllltiles invelving
ralatively small amounts of SHNM, This iz also largely the case
with Euratom and YAEA, although those organlzatlicns have been
confronted with the necesslty 5o safeguard some large faecllities,
such as cperating power remctora, The development of detailed
international safeguard procedures for SHNM in chemlcal processing
faelllfles ie currently recelving attention,
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It 18 important to bear in mind that the access provided
to the U3, under the "bilaterals"” and to IAEA, under the
"trilaterals”, 1ncludes -~ access st all times, to 2ll places
and to all data,

In carrying out its responsibliities for llsison with the
IAEA safepuards organizatlona, DIA has been lnvelved in the
development of IAEA eafeguards policles and procedures and
continmie to malntain close lislson with their oprganizations and
thelr inapeetioma,

If the present US policy of encouraging the utilization
of ITAEA safepguards 1n connectlon wilth TS agreements for
cooperation 1s completely successful, there may ke no hecesalty,
in tlme, for the U8 to maeintaln an independent safeguards
inapection ataflf, It will be neceasary, however, even 1n that
event, to meintain U8 perscnnel (probably within AEC} who are
eonvergant with interm.ational safeguards ¢oncepts and practices
In order thot the UPS may participate in the development,
implementatlon, and evaluation of JAEA and Buratom safeguards.

The over-sll effectlveness of the Intermaticnal or
domestle procedures depends, to some extent, upon deterrents
which lmpose substantial, buf unmeasursble, inhibltions agailnst
unauthordized or unlawful dliversion of SNM, Domestically, such
inhibiticns include oriminel penalifles, financial interest in the
value of SHM, and risk of loes of a license. Internationally, the
rigsit of raleslng questions concerning the sanctlty of sclemn
guaranteen glven by a soverelgn government and the consequent rlsk
of belng cut off from fubure suppllies of power reactors and nuclear

fuel, for example, lmpose resl inhibltions upon that government,
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