
VALIDATING SAFEGUARDS EFFECTIVENESS G I V E N  INHERENTLY LIMITED TEST DATA 

ALAN SICHERMAN 

Lawrence L ivermore  Na t iona l  Labora tory*  UCRL--96045 

Livermore, C A  DE87 013224 

A b s t r a c t  

A key i ssue  i n  des ign ing  and e v a l u a t i n g  
n u c l e a r  safeguards systems i s  how t o  Val i d a t e  
safeguards e f f e c t i v e n e s s  a g a i n s t  a spectrum o f  
p o t e n t i a l  t h r e a t s .  Safeguards e f f e c t i v e n e s s  i s  
measured by a performance i n d i c a t o r  such as t h e  
p r o b a b i l i t y  o f  d e f e a t i n g  an adversary  a t t e m p t i n g  a 
ma levo len t  a c t .  E f f e c t i v e n e s s  v a l i d a t i o n  means a 
t e s t i n g  program t h a t  p rov ides  s u f f i c i e n t  evidence 
t h a t  t h e  performance i n d i c a t o r  i s  a t  an acceptab le  
l e v e l .  T r a d i t i o n a l  s t a t i s t i c a l  techn iques  a r e  
u s e f u l  i n  des ign ing  a t e s t i n g  program when numer- 
ous independent system t r i a l s  a r e  poss ib le .  
However, w i t h i n  t h e  safeguards environment,  many 
s i t u a t i o n s  a r i s e  f o r  which t r a d i t i o n a l  s t a t i s t i c a l  
approaches may be n e i t h e r  f e a s i b l e  nor  app rop r i -  
a te .  Such s i t u a t i o n s  can occur,  f o r  example, when 
t h e r e  a r e  obvious c o n s t r a i n t s  on t h e  number o f  
p o s s i b l e  t e s t s  due t o  o p e r a t i o n a l  impacts and 
t e s t i n g  cos ts .  Furthermore, t hese  t e s t s  a r e  
u s u a l l y  s i m u l a t i o n s  (e.9. , staged fo rce-on- fo rce  
exe rc i ses )  r a t h e r  than a c t u a l  t e s t s ,  and t h e  
system i s  o f t e n  m o d i f i e d  a f t e r  each t e s t .  Under 
such circumstances, i t  i s  d i f f i c u l t  t o  make and 
j u s t i f y  i n fe rences  about system performance by 
u s i n g  t r a d i t i o n a l  s t a t i s t i c a l  techn iques .  

q u a n t i t a t i v e  techn iques  f o r  v a l i d a t i n g  system 
e f f e c t i v e n e s s .  The techn iques  i n c l u d e :  (1) min- 
i m i z i n g  t h e  number o f  r e q u i r e d  t e s t s  us ing  se- 
q u e n t i a l  t e s t i n g ;  ( 2 )  combining da ta  f rom models 
i n s p e c t i o n s  and exe rc i ses  u s i n g  Bayesian s t a t i s -  
t i c s  t o  improve in fe rences  about system p e r f o r -  
mance; and (3) u s i n g  r e l i a b i l i t y  g rowth  and 
s c e n a r i o  mode l ing  t o  h e l p  s p e c i f y  which safeguards 
elements and scenar ios  t o  t e s t .  

I n  t h i s  paper, we d i scuss  severa l  a l t e r n a t i v e  

I n t r o d u c t i o n  

The Safeouards Val i d a t i o n  Problem 

I n  des ign ing  nuc lea r  safeguards systems, a 
key i s s u e  i s  how t o  v a l i d a t e  safeguards e f f e c -  
t i v e n e s s  a g a i n s t  a spectrum o f  p o t e n t i a l  t h r e a t s  
s p e c i f i e d  by r e g u l a t o r y  guidance. P o t e n t i a l  

t h r e a t s  i n c l u d e  ma levo len t  a c t s  such as t h e f t  o r  
d i v e r s i o n  o f  s p e c i a l  nuc lea r  m a t e r i a l s  o r  sabotage 
by a v a r i e t y  o f  adve rsa r ies  i n c l u d i n g  t e r r o r i s t s  
and i n s i d e r  empl oyees. Safeguards e f f e c t i v e n e s s  
i s  o f t e n  expressed by a performance i n d i c a t o r  such 
as t h e  p r o b a b i l i t y  o f  d e f e a t i n g  an adversary  
a t t e m p t i n g  a malevo len t  a c t .  E f f e c t i v e n e s s  v a l -  
i d a t i o n  means a t e s t i n g  program p r o v i d i n g  s u f f i -  
c i e n t  evidence t h a t  t h e  performance i n d i c a t o r  i s  
a t  an acceptab le  l e v e l .  A n a l y t i c a l  models and 
i n s p e c t i o n s  h e l p  i n  i d e n t i f y i n g  p o t e n t i a l  vu lne r -  
a b i l i t i e s .  However, con f idence i n  safeguards 
system performance comes f rom demonst ra t ing  
safeguards e f f e c t i v e n e s s  by s u b j e c t i n g  t h e  system 
t o  a sequence o f  t e s t s  o r  t r i a l s .  

used t o  t e s t  c e r t a i n  aspects o f  phys i ca l  s e c u r i t y  
systems. Tes ts  o f  m a t e r i a l  c o n t r o l  and account- 
a b i l i t y  systems may be performed t o  check f o r  
adherence t o  procedures and t o  de termine t h e  
system's c a p a b i l i t y  i n  d e t e c t i n g  d i sc repanc ies  
i n t roduced  by t h e  t e s t e r s .  T y p i c a l l y ,  each system 
t r i a l  i s  based on a p a r t i c u l a r  " scenar io "  t h a t  
i nc ludes  t a r g e t  l o c a t i o n ,  a s p e c i f i c  t h r e a t ,  oper- 
a t i n g  c o n d i t i o n s ,  and t i m e  o f  day. Obviously,  
t h e r e  a r e  many p o s s i b l e  scenar ios .  To quote an 
anonymous source, " I t  i s  conce ivab le  we may have 
t o  r u n  a fo rce -on - fo rce  e x e r c i s e  once a day i n  
o rder  t o  v a l i d a t e  safeguards a g a i n s t  a l l  t h e  
p o s s i b l e  combinat ions."  U n f o r t u n a t e l y ,  these 
t e s t s  a re  c o s t l y  and have s i g n i f i c a n t  o p e r a t i o n a l  
impacts on f a c i l i t i e s .  There fore ,  judgment o f  
safeguards adequacy i s  o f t e n  based on a few t e s t s  
o r  exe rc i ses .  I n  a d d i t i o n ,  t h e  safeguards system 
i s  m o d i f i e d  a f t e r  each t e s t  which adds f u r t h e r  
comp l i ca t i ons  t o  these  judgments. 

Staged fo rce -on - fo rce  exe rc i ses  a r e  o f t e n  

T r a d i t i o n a l  S t a t i s t i c a l  Approaches 

S t a t i s t i c a l  approaches t o  v a l i d a t i o n  depend 
on t h e  meaning we ass ign  t o  "acceptab le  v a l i d a -  
t i on . 'I Cons e r  va t i ve 1 y , I' accept ab 1 e" i mpl i es a 
h i g h  conf idence t h a t  t h e  system performs a t  o r  
exceeds a d e s i r e d  l e v e l .  I n  o rde r  t o  ach ieve  such 
conf idence u s i n g  t r a d i t i o n a l  s t a t i s t i c a l  
approaches, i t  i s  u s u a l l y  necessary t o  conduct a 
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l a r g e  number o f  t e s t s .  
performs even b e t t e r  t han  t h e  d e s i r e d  l e v e l  i s  
r e q u i r e d .  

A more pragmat ic  approach i s  t o  d e f i n e  
accep tab le  as " w i t h i n  a reasonab le  range o f  t h e  
d e s i r e d  (good) l e v e l ,  r a t h e r  than an undes i red  
(bad) l e v e l  .I' A l t e r n a t i v e l y  s t a t e d ,  t e s t  r e s u l t s  
a r e  exp la ined  i n  terms t h a t  imp ly  t h e  system i s  
"good" r a t h e r  than  "bad." More s p e c i f i c a l l y ,  
c l a s s i c a l  s t a t i s t i c s  focuses on two types  o f  
e r r o r s  we m igh t  make by accep t ing  o r  r e j e c t i n g  a 
system based on a s e t  o f  t e s t s .  One k i n d  o f  e r r o r  
( c a l l e d  Type I )  i s  r e j e c t i n g  a good system and t h e  
o t h e r  c a l l e d  (Type 11) i s  accep t ing  a bad sys- 
tem. A t r a d i t i o n a l  s t a t i s t i c a l  approach i s  t o  
dev i se  a t e s t i n g  p l a n  w i t h  a f i x e d  number o f  t e s t s  
such t h a t  t h e  p r o b a b i l i t y  o f  making each t y p e  o f  
e r r o r  i s  l e s s  than a p r e s c r i b e d  l e v e l .  For ex- 
ample, we m igh t  dec ide  t o  l i m i t  t h e  p r o b a b i l i t y  o f  
each t y p e  o f  e r r o r  t o  be no g r e a t e r  than 0.1. 
t h i s  case, we f o r m u l a t e  a t e s t i n g  p l a n  such t h a t  
i f  h y p o t h e t i c a l l y  performed f o r  a huge number o f  
good systems, we would r e j e c t  no more than 10% o f  
them and f o r  a huge number o f  bad systems we would 
accept  no more than 10%. 
a c t u a l l y  implemented f o r  a p a r t i c u l a r  safeguards 
system, t h e  r e s u l t s  a r e  c h a r a c t e r i z e d  by t h e  
phrase "90% conf idence"  i n  t h e  d e c i s i o n .  Us ing  
t r a d i t i o n a l  s t a t i s t i c a l  approaches, numerous t e s t s  
a re  r e q u i r e d  o f  t h e  same unmodi f ied  system 
c o n f i g u r a t i o n  f o r  each scenar io  i n  o rde r  t o  have 
s u f f i c i e n t  con f idence i n  t o t a l  system performance. 

Need f o r  A l t e r n a t i v e  V a l i d a t i o n  Techniaues 

Often, a system which 

I n  

When such a p l a n  i s  

Safeguards system v a l i d a t i o n  concerns a r i s e  

- t e s t s  have h i g h  monetary, p o l i t i c a l ,  o r  
o p e r a t i o n a l  impacts;  

- t e s t s  a r e  f e a s i b l e  f o r  o n l y  a few l i m i t e d  
elements o f  t h e  system under l e s s  than 
i d e a l  c i rcumstances (e.g., s imu la ted  
e x e r c i  s es ) ; 

- almost always, t h e  system i s  m o d i f i e d  i n  
response t o  t e s t  r e s u l t s  o r  w i t h  t ime; 
and 

- t h e r e  a r e  c r i t i c a l  consequences i f  
in fe rences  about system performance a r e  
i n c o r r e c t .  

Under these circumstances, t h e  use o f  
t r a d i t i o n a l  s t a t i s t i c a l  techn iques  t o  make 
in fe rences  about system e f f e c t i v e n e s s  may be 
n e j t h e r  f e a s i b l e  ( t o o  many t e s t s  r e q u i r e d )  nor  
a p p r o p r i a t e  (system i s  m o d i f i e d  a f t e r  each t e s t ) .  

The d i f f i c u l t i e s  d iscussed above r e q u i r e  
a l t e r n a t i v e  approaches and q u a n t i t a t i v e  techniques 
t h a t  address these i n t e r r e l a t e d  ques t ions :  

when : 

- How can we keep t h e  number o f  t e s t s  

- What scenar ios  make t h e  bes t  use o f  

reasonab ly  smal l  and s t i l l  ach ieve  
meaningful  Val i d a t i o n ?  

t e s t i n g  resources? 
Wi th  these issues  i n  mind, we i n v e s t i g a t e d  

seve ra l  p romis ing  a l t e r n a t i v e  techn iques  and 
approaches. The techn iques  i n c l u d e : .  (1) m i n i -  
m i z i n g  t h e  number o f  r e q u i r e d  t e s t s  u s i n g  se- 
q u e n t i a l  t e s t i n g ;  ( 2 )  combining d a t a  f rom models 
i n s p e c t i o n s  and exe rc i ses  us ing  Bayesian s t a t i s -  

t i c s  t o  improve in fe rences  about system p e r f o r -  
mance; and (3)  u s i n g  r e l i a b i l i t y  growth and 
scenar io  mode l ing  t o  h e l p  s p e c i f y  which safeguards 
elements and scenar ios  t o  t e s t .  

These approaches i n c o r p o r a t e  a v a i l a b l e  
knowledge t o  maximize l e a r n i n g  f rom each t e s t  
r e s u l t .  Each approach emphasizes a d i f f e r e n t  
aspect o f  how we m igh t  make b e t t e r  use o f  each 
t e s t  r e s u l t  as i t  occurs .  I n  t h e  remainder o f  
t h i s  paper, we w i l l  b r i e f l y  d iscuss  t h e  techn iques  
o f  sequen t ia l  t e s t i n g ,  Bayesian s t a t i s t i c s ,  and 
scenar io  and r e 1  i a b i l  i t y  growth modeling. S i m -  
p l i f i e d  examples w i l l  be used t o  i l l u s t r a t e  these 
techn iques .  

i Alternative Validation Approaches 

Sequent i a1 T e s t i n g  

For v a l i d a t i n g  system performance we can 
cons ide r  sequen t ia l  t e s t i n g  [ l ]  p lans  as opposed 
t o  p lans  w i t h  f i x e d  numbers o f  t e s t s .  For f i x e d  
t e s t i n g  ( o r  sampling, as i t  i s  sometimes c a l l e d ) ,  
i t  i s  necessary t o  s p e c i f y  ahead o f  t i m e  t h e  
number o f  t e s t s  t o  be performed. For sequen t ia l  
sampling, a " s t o p p i n g  r u l e "  can be appl  i e d  a f t e r  
each t e s t  r e s u l t  i s  examined. Under c e r t a i n  
assumptions, sequen t ia l  t e s t i n g  can reduce by a 
f a c t o r  o f  2 t h e  number of  t e s t s  r e q u i r e d  t o  v a l i -  
da te  ( i . e . ,  accept o r  r e j e c t )  a system. 

F i g u r e  1 i l l u s t r a t e s  a sequen t ia l  t e s t i n g  
p l a n  f o r  v a l i d a t i n g  safeguards e f f e c t i v e n e s s .  I n  
t h i s  example, we d e f i n e  t h e  d e s i r e d  p r o b a b i l i t y  o f  
d e f e a t i n g  an adversary  t o  be 0.8 o r  b e t t e r ,  t h e  
undes i red  performance l e v e l  t o  be 0.5 o r  worse and 
a 90% conf idence t h a t  we w o n ' t  accept a bad system 
o r  r e j e c t  a good system. 
"exe rc i ses "  a r e  conducted which a r e  assumed t o  be 
independent and r e a l i s t i c  t e s t s  o f  safeguards 
performance. 

we f o l l o w  t h e  i n s t r u c t i o n s  o f  t h e  r e g i o n  i n  F ig .  1 
(FIX, CONTINUE t e s t i n g  o r  ACCEPT) i n  which we f i n d  
ourse lves  based on t h e  number o f  exe rc i ses  and 
f a i l u r e s  a t  t h a t  p o i n t .  For example, i f  we had 
t h r e e  f a i l u r e s  i n  a row, we would s t o p  and d e c l a r e  
t h a t  t h e  system must be f i x e d .  I f  we had f i v e  

For each scenar io ,  

I n  sequen t ia l  sampling, a f t e r  each exe rc i se ,  

SEQUENTIAL TESTING DECISION 
90% con( dance ~ P(Go0d)Z 8 P(Bad)* 5 

//I :i- / 
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Number of Exarci3ar Conducted 

Fig. 1. Illustrative sequential testing plan. 



successes i n  a row, we would s t o p  and d e c l a r e  t h a t  
t h e  system i s  acceptab le .  But i f  we f a i l e d  2 o f  
t h e  f i r s t  6 t e s t s  we would con t inue  t e s t i n g  t h e  
system. For  t h i s  example, t h e  expected .-number o f  
t e s t s  r e q u i r e d  t o  v a l i d a t e  a good system i s  about 
10 [l]. Wi th  t r a d i t i o n a l  f i x e d  sampling, i t  would 
be necessary t o  p l a n  f o r  16 t e s t s  and we would 
r e q u i r e  no fewer than 11 successes b e f o r e  accept-  
i n g  t h e  system w i t h  90% conf idence [l]. Thus, f o r  
a g i ven  scenar io ,  t h e  sequen t ia l  p l a n  would save 
on t h e  average about 6 t e s t s .  I f  3 scenar ios  were 
t e s t e d  (such as day s h i f t ,  n i g h t  s h i f t  and week- 

about 18 t e s t s .  Sequent ia l  sampl ing p lans  u s u a l l y  
have convent ions  f o r  c u t t i n g  s h o r t  an un lucky  

7 " run "  i n  t h e  CONTINUE t e s t i n g  r e g i o n  (see F ig .  1) 
w h i l e  s t i l l  a c h i e v i n g  t h e  d e s i r e d  conf idence. 

To recap, t h e  i n p u t s  f o r  sequen t ia l  t e s t i n g  
(as  w i t h  t r a d i t i o n a l  t e s t i n g )  i n c l u d e  t h e  d e s i r e d  
conf idence i n  a v o i d i n g  erroneous a c t i o n ,  and t h e  
s p e c i f i c a t i o n  o f  performance l e v e l s  f o r  acceptab le  
(good) and unacceptable (bad) systems. H igher  
conf idence requ i rements  and l e s s  d i f f e r e n t i a l  
between acceptab le  and unacceptab le  systems imp ly  
a l a r g e r  number o f  t e s t s  t o  achieve v a l i d a t i o n .  
However, p r a c t i c a l  d e f i n i t i o n  o f  a c c e p t a b i l i t y  and 
t h e  use o f  a s t o p p i n g  r u l e  can h e l p  l i m i t  t h e  num- 
be r  o f  t e s t s  r e q u i r e d  and s t i l l  r e s u l t  i n  a rea-  
sonable Val i d a t i o n  program. 

, ends) , t h e  expected sav ings  would mu1 t i p l y  t o  

Bayes i an S t  a t  i s t i  cs 

As d iscussed i n  t h e  i n t r o d u c t i o n ,  t e s t s  such 
as fo rce -on - fo rce  exe rc i ses  tend  t o  be l i m i t e d  i n  
number due t o  t h e i r  impact on f a c i l i t i e s .  Thus, 
w h i l e  system exe rc i ses  a r e  c l e a r l y  r e l e v a n t ,  i t  
shou ld  be borne i n  mind t h a t ,  by themselves, t hey  
can be i n s u f f i c i e n t  f o r  adequate v a l i d a t i o n .  

exe rc i ses  w i t h  r e s u l t s  f rom o t h e r  sources: e.g., 
i n t e r n a l l y  conducted d r i l l s ,  safeguards inspec- 
t i o n s ,  exe rc i ses  conducted a t  o t h e r  f a c i l i t i e s  o f  
a s i m i l a r  na tu re ,  exper t  judgments, and safeguards 
models. I d e a l l y ,  we want an approach t o  v a l i d a -  
t i o n  t h a t  can combine such supplemental da ta  w i t h  
e x e r c i s e  r e s u l t s .  The Bayesian s t a t i s t i c s  
approach [ Z ]  prov ides  a q u a n t i t a t i v e  framework f o r  
u s i n g  o t h e r  r e l e v a n t  i n f o r m a t i o n  i n  a d d i t i o n  t o  
t h e  exe rc i ses  themselves. 

An impor tan t  concept i n  implement ing a 
Bayesian approach i s  t o  f o r m a l i z e  t h e  " re levance"  
o f  supplemental i n f o r m a t i o n .  Th is  i s  done by 
c h a r a c t e r i z i n g  t h e  supplemental da ta  as be ing  
" e q u i v a l e n t "  t o  hav ing  observed a number o f  system 
exe rc i ses  and t h e i r  outcomes. When t h e  supple- 
mental  i n f o r m a t i o n  i s  considered t o  be sparse o r  
n o t  e s p e c i a l l y  r e l e v a n t  i n  d i s t i n g u i s h i n g  between 
r e l a t i v e l y  good and bad systems, t h e  e q u i v a l e n t  
number o f  t e s t s  r e p r e s e n t i n g  t h i s  i n f o r m a t i o n  i s  
sma l l .  When supplemental da ta  i s  cons idered ex- 
t e n s i v e  and r e l e v a n t ,  t h e  e q u i v a l e n t  number o f  
t e s t s  would be r e l a t i v e l y  l a r g e .  The a n a l y s t  o r  
d e c i s i o n  maker c o n t r o l s  t h e  e f f e c t  o f  supplemental 
da ta  on t h e  a n a l y s i s  by making judgments r e g a r d i n g  
t h e  a p p l i c a b i l i t y  o f  a u x i l i a r y  i n f o r m a t i o n .  There 
a r e  a v a r i e t y  o f  techn iques  f o r  f o r m a l l y  assess ing  
o r  "encoding" such p r o b a b i l i t y  judgments [ 2 ] .  The 
Bayesian approach i s  ve ry  f l e x i b l e  and i t  i s  
impor tan t  t o  be aware o f  t h e  i m p l i c a t i o n s  o f  such 

One s o l u t i o n  i s  t o  supplement s p e c i f i c  system 

judgments on t h e  a n a l y s i s .  On t h e  o t h e r  hand, 
Bayesian techn iques  p r o v i d e  mechanisms f o r  us ing  
supplemental i n f o r m a t i o n  when i t  i s  a v a i l a b l e .  
When t h e  number o f  p o s s i b l e  system t e s t s  i s  very  
l i m i t e d ,  u s i n g  supplemental i n f o r m a t i o n  may s t i l l  
pe rm i t  reasonab le  v a l i d a t i o n .  

Another impor tan t  concept o f  t h e  Bayesian 
approach i s  t h e  p r o b a b i l i t y  o f  be ing  good versus 
be ing  bad g i ven  a v a i l a b l e  i n f o r m a t i o n .  Th is  i s  i n  
c o n t r a s t  t o  s t r i c t l y  c l a s s i c a l  s t a t i s t i c s  where 
t h e  system must be good w i t h  p r o b a b i l i t y  0 o r  1 
and a l l  t h a t  we i n f e r  i s  t h e  "conf idence"  o f  n o t  
making a Type I o r  Type I 1  e r r o r .  Thus, a 
Bayesian approach beg ins  by s p e c i f y i n g  a proba- 
b i l i t y  o f  be ing  good versus be ing  bad b e f o r e  any 
t e s t i n g  i s  performed. The t e s t  d a t a  "updates" 
t h i s  " p r i o r "  p r o b a b i l i t y .  
however, can i n c l u d e  c o n s i d e r a t i o n  o f  supplemental 
i n f o r m a t i o n .  

Approp r ia te  c r i t e r i a  f o r  acceptance o r  
r e j e c t i o n  i n  a Bayesian approach a l s o  depend on 
judgments o f  t h e  d e c i s i o n  maker. However, i n  a 
manner somewhat cor respond ing  t o  c l a s s i c a l  s t a t i s -  
t i c s ,  we can s p e c i f y  a d e s i r e  t o  accept  a system 
when t h e r e  i s  no more than a 10% chance o f  i t  be- 
i n g  bad and t o  r e j e c t  a system when t h e r e  i s  no 
more than a 10% chance o f  i t  be ing  good. 
such c r i t e r i a ,  Bayesian s t a t i s t i c s  and sequen t ia l  
sampl ing schemes can g i v e  de f a c t o  t h e  same r e -  
s u l  t s  even though t h e y  have d i f f e r e n t  p h i l o -  
soph ica l  i n t e r p r e t a t i o n s .  S p e c i f i c a l l y ,  i f  we 
ass ign  a p r i o r  50% chance t o  t h e  hypo thes i s  t h a t  
t h e  system has 0.8 p r o b a b i l i t y  o f  d e f e a t i n g  an 
adversary,  and a 50% chance t o  t h e  hypo thes i s  t h a t  
t h e  system has a 0.5 p r o b a b i l i t y  o f  d e f e a t i n g  an 
adversary,  then F i g .  1 can rep resen t  a Bayesian 
sequen t ia l  sampl ing p lan .  

I t  i s  a t  t h i s  p o i n t ,  however, t h a t  supple- 
mental  i n f o r m a t i o n  can be in t roduced.  Suppose, 
f o r  example, t h a t  t h e  system be ing  t e s t e d  passed a 
" t h i r d  p a r t y "  o r  a u x i l i a r y  e x e r c i s e  b e f o r e  a 
fo rmal  i n t e r n a l  Val i d a t i o n  t e s t i n g  program was 
begun. Then i n  F ig .  1, i n s t e a d  o f  s t a r t i n g  a t  t h e  
o r i g i n ,  we c o u l d  a c t  as i f  we had a l r e a d y  passed 
one t e s t  and s t a r t  a t  t h e  p o i n t  (1,O). I n  t h i s  
case, o n l y  4 more consecut ive  successes r a t h e r  
than  5 would be r e q u i r e d  t o  accept  t h e  system. 
S i m i l a r l y ,  i f  t h e  system f a i l e d  t h e  p rev ious  
a u x i l i a r y  exe rc i se ,  (and no upgrades were done) 2 
more consecu t i ve  f a i l u r e s  r a t h e r  than 3 would be 
enough t o  r e j e c t  t h e  system. 

A s  an a l t e r n a t i v e  example, suppose we have a 
safeguards model ( o r  an e x p e r t )  c l a i m i n g  t h a t  t h e  
f a c i l i t y  safeguards " e f f e c t i v e n e s s "  i s  0.8. I f  
t h e  model were judged as n o t  ve ry  r e l e v a n t ,  we 
might  n o t  change our  i n i t i a l  p r i o r  p r o b a b i l i t y  
(e.g., 50-50 as i l l u s t r a t e d  above) much. On t h e  
o t h e r  hand, i f  we thought  t h e  model was exact and 
would o n l y  g i v e  a 0.8 r e s u l t  i f  t h e  system were 
good, and would never g i v e  a 0.8 r e s u l t  i f  t h e  
system were bad, we would h a r d l y  need t o  t e s t  
f u r t h e r .  More g e n e r a l l y ,  models o r  exper t  eva l -  
u a t i o n s  have some usefu lness  b u t  do n o t  negate  t h e  
need f o r  t e s t i n g .  I f  t h e  model i n d i c a t e s  t h a t  t h e  
safeguards system i s  more l i k e l y  t o  be good r a t h e r  
than bad we would l i k e  t o  t a k e  advantage o f  t h i s  
i n  ou r  t e s t i n g .  Suppose we judge (e.g., encoded 
v i a  assessments) t h a t  t h e  model i s  4 t imes more 
l i k e l y  t o  g i v e  a r e s u l t  o f  0.8 i f  t h e  system i s  

The p r i o r  p r o b a b i l i t y ,  

By u s i n g  



good r a t h e r  than bad. I n  F ig .  1, t h i s  i s  
e q u i v a l e n t  t o  s t a r t i n g  a t  t h e  p o i n t  (3,O) r a t h e r  
than t h e  o r i g i n .  I n  t h i s  case, 2 consecut ive  
successes would s u f f i c e  t o  accept  t h e  system r a t h -  
e r  than t h e  o r i g i n a l  5. Conversely,  3 successive 
f a i l u r e s  would n o t  l e a d  t o  r e j e c t i o n  i f  we be- 
l i e v e d  t h e  model t o  t h e  e x t e n t  s p e c i f i e d .  

As a f i n a l  p o i n t ,  we no te  t h a t  t h e  s imp le  
example i n  F i g .  1 i s  a c t u a l l y  somewhat conser- 
v a t i v e .  The p l a n  i n  F i g .  1 i s  designed t o  s a t i s f y  
t h e  e r r o r  c r i t e r i a  when a good system i s  j u s t  
b a r e l y  good and a l s o  when a bad system i s  j u s t  
b a r e l y  bad. I t  may be more r e a l i s t i c  i n  a 
Bayesian a n a l y s i s  t o  c h a r a c t e r i z e  t h e  p r i o r  prob- 
a b i l i t y  about safeguards e f f e c t i v e n e s s  as n o t  
e x c l u s i v e l y  0.8 o r  0.5 b u t  as some cont inuous  
d i s t r i b u t i o n  between 0 and 1. The use o f  con t in -  
uous p r i o r  d i s t r i b u t i o n s  can r e s u l t  i n  fewer t e s t s  
r e q u i r e d  t o  s a t i s f y  v a l i d a t i o n  c r i t e r i a  s i m i l a r  t o  
those desc r ibed  above. 

To summarize, Bayesian sequen t ia l  t e s t i n g  can 
reduce s t i l l  f u r t h e r  t h e  number o f  t e s t s  r e q u i r e d  
f o r  v a l i d a t i o n .  The d e c i s i o n  maker o r  a n a l y s t  can 
c o n t r o l  t h e  "conserva t ism"  o f  t h e  a n a l y s i s  by how 
much s i g n i f i c a n c e  i s  g i ven  t o  supplemental data.  
I f  i t  seems reasonab le  t o  g i v e  even modest c r e d i t  
t o  supplemental da ta  then fewer t e s t s  a r e  r e q u i r e d  
f o r  g i ven  v a l i d a t i o n  c r i t e r i a  o r  more s t r i n g e n t  
v a l i d a t i o n  c r i t e r i a  can be m e t  w i t h  t h e  same 
t e s t i n g  resources .  

Scenar io  Model i n g  and Re1 i a b i l  i t y  Growth Model i n g  

I n  c o n s t r u c t i n g  a reasonab le  v a l i d a t i o n  pro- 
gram, i t  i s  impor tan t  t o  dec ide  what scenar ios  and 
system elements shou ld  be t e s t e d .  
n o t i o n s  would l e a d  us t o  t e s t  scenar ios  which are :  

Common-sense 

- concerned w i t h  key v u l n e r a b i l i t i e s  t h a t  
c o u l d  r e s u l t  i n  s i g n i f i c a n t  consequences 
t o  t h e  f a c i l i t y  and t h e  p u b l i c  a t  l a r g e ,  

more l i k e l y  t o  h e l p  i d e n t i f y  c o r r e c t a b l e  
vu1 nera  b i  1 i t i  es 

, - r e l a t i v e l y  more l i k e l y  t o  occur,  and 
- 

We may a l s o  want t o  c h a r a c t e r i z e  aspects t h a t  
a r e  common t o  many scenar ios  and aspects o f  sce- 
n a r i o s  t h a t  can perhaps be t e s t e d  by l e s s  expen- 
s i v e  o r  d i s r u p t i v e  methods. Formal q u a n t i t a t i v e  
approaches i n v o l v e  mode l ing  t h e  r e l a t i o n s h i p  among 
scenar ios  ( t h e i r  v a r i a t i o n s  and what knowledge o f  
system performance f o r  one scenar io  t e l l s  us about 
performance f o r  another scenar io )  and i d e n t i f y i n g  
v u l n e r a b i l i t i e s  and c o r r e c t i v e  a c t i o n s .  

Tes t  d a t a  ob ta ined  r e g a r d i n g  one scenar io  can 
be used as supplemental i n f o r m a t i o n  r e g a r d i n g  
another  scenar io .  For example, suppose we had 5 
consecut ive  successes o f  a system f o r  a n i g h t  
s h i f t  scenar io  a g a i n s t  t e r r o r i s t s .  
t i o n  m igh t  t e l l  us something about system e f f e c -  
t i v e n e s s  f o r  t h e  day s h i f t  scenar io .  
extreme, i f  i t  were judged always e a s i e r  t o  de fea t  
an adversary  d u r i n g  t h e  day versus t h e  n i g h t ,  we 
m igh t  n o t  need t o  t e s t  a t  a l l  f o r  t h e  day s h i f t  
a f t e r  v a l i d a t i n g  t h e  system f o r  t h e  n i g h t  s h i f t .  
Wi thout  go ing  t o  such an extreme, i t  c o u l d  s t i l l  
be reasonab le  t o  t r e a t  t h e  n i g h t  s h i f t  successes 
as a u x i l i a r y  i n f o r m a t i o n  i n  a Bayesian a n a l y s i s  
and r e q u i r e  fewer t e s t s  t o  v a l i d a t e  t h e  day s h i f t .  

T h i s  informa- 

A t  one 

Another way o f  mode l ing  r e l a t i o n s h i p s  among 
scenar ios  i s  t o  break up a t e s t  o f  t h e  o v e r a l l  
system i n t o  t e s t s  o f  system components o r  
stages. To i l l u s t r a t e ,  cons ider  a t h e f t  scenar io  
by a n o n v i o l e n t  i n s i d e r  who must a c q u i r e  and 
remove a t a r g e t  f rom a m a t e r i a l  access area (MAA) 
and then e x i t  t h e  f a c i l i t y  o u t  t h e  p r o t e c t e d  a rea  
(PA). I t  may be t h a t  these two stages can be 
t e s t e d  independent ly  v i s - a - v i s  sys tern e f f e c t i v e -  
ness; t h a t  i s ,  t h e  system a b i l i t y  t o  p reven t  
removal f rom t h e  PA does n o t  depend on how t h e  
m a t e r i a l  was acqu i red  o r  removed f rom t h e  MAA. , 
Suppose f u r t h e r  t h a t  safeguards f o r  removal f rom 
t h e  PA a r e  e s s e n t i a l l y  t h e  same f o r  a l l  t a r g e t s  
b u t  safeguards f o r  removal f rom t h e  MAA c o u l d  
d i f f e r .  
removal f rom t h e  PA f o r  one t a r g e t ,  we c o u l d  
f o r m a l l y  use t h e  same da ta  f o r  e v a l u a t i n g  another  
t a r g e t  scenar io .  
accompl ish t h i s  i s  c a l l e d  s e r i e s  model ing .  
Ser ies  mode l ing  i s  p r a c t i c a l  us ing  a Bayesian 
approach [3 ]  and cou ld  r e s u l t  i n  sav ings  o f  
t e s t i n g  resources  by n o t  r e p e a t i n g  t e s t i n g  o f  one 
s tage t h a t  has been ana lyzed s u f f i c i e n t l y  f o r  
o the r  scenar ios .  

a p p l i c a b l e  when o n l y  l i m i t e d  elements o f  t h e  sys- 
tem a r e  amenable t o  " r e a l i s t i c "  t e s t s .  T e s t i n g  
t h e  l i m i t e d  elements r e s u l t s  i n  more i n f o r m a t i o n  
about t h e i r  e f f e c t i v e n e s s .  Th is  i n f o r m a t i o n  i s  
then combined w i t h  i n f o r m a t i o n  (e.g., f rom models 
o r  exper t s )  f o r  t h e  o t h e r  system elements us ing  
Bayesian techn iques  analogous t o  those above. 

A techn ique d e a l i n g  w i t h  t h e  process o f  
i d e n t i f y i n g  and c o r r e c t i n g  v u l n e r a b i l i t i e s  i s  
c a l l e d  r e l i a b i l i t y  g rowth  mode l ing  [4] .  A p r ime  
o b j e c t i v e  o f  t e s t i n g  i s  n o t  mere l y  t o  accept  o r  
r e j e c t  a system b u t  t o  improve t h e  system by f i n d -  
i n g  and c o r r e c t i n g  v u l n e r a b i l i t i e s .  
program hav ing  good d i a g n o s t i c  and c o r r e c t i v e  
a c t i o n  f e a t u r e s  shou ld  be encouraged over a p ro-  
gram l a c k i n g  such c h a r a c t e r i s t i c s .  To i l l u s t r a t e  
us ing  F ig .  1, i f  we f a i l  t h e  f i r s t  2 t e s t s ,  we 
must pass t h e  n e x t  9 i n  a row t o  accept t h e  system 
and do t h e  fewest  t e s t s .  But what i f  we upgraded 
t h e  system? Do we s t i l l  need t h e  same number o f  
a d d i t i o n a l  t e s t s  t o  Val i d a t e ?  One procedura l  
a l t e r n a t i v e  i s  t o  beg in  v a l i d a t i o n  over  aga in  when 
c e r t a i n  system m o d i f i c a t i o n s  a r e  made. Th is  p ro-  
cedure, however, does n o t  d i s t i n g u i s h  s u f f i c i e n t l y  
between a t e s t i n g  program w i t h  good d i a g n o s t i c s  
and upgrade s o l u t i o n s  and one w i t h o u t .  For t h e  
l a t t e r ,  Val i d a t i o n  t e s t i n g  i s  s imp ly  repeated  
whether o r  n o t  v u l n e r a b i l i t i e s  have been system- 
a t i c a l  l y  analyzed o r  co r rec ted .  Re1 i a b i l  i t y  
growth models can g i v e  c r e d i t  t o  t h e  d i a g n o s t i c /  
c o r r e c t i v e  c a p a b i l i t i e s  o f  a t e s t i n g  program. I n  
r e 1  i a b i l  i t y  g rowth  models, judgments a r e  r e q u i r e d  
by d e c i s i o n  makers as t o  d i a g n o s t i c  e f f e c t i v e -  
ness. These judgments r e l a t e  t o  t h e  p r o b a b i l i t y  
o f  f i n d i n g  " c o r r e c t a b l e "  f l aws ,  and a l s o  t o  t h e  
e f f e c t i v e n e s s  o f  upgrades i n  improv ing  per -  
formance. A n a l y t i c a l l y ,  i n i t i a l  f a i l u r e s  due t o  
c o r r e c t a b l e  f l aws  a r e  g i ven  reduced emphasis i n  
making i n fe rences  about performance. Even modest 
c r e d i t  ("where due") t o  such c a p a b i l i t y  can r e s u l t  
i n  fewer t e s t s  r e q u i r e d  f o r  v a l i d a t i o n  and i n  t h e  
use o f  a l l  t e s t  da ta  r e l a t e d  t o  t h e  v a l i d a t i o n  
program. 

Y 
I f  we ob ta ined  t e s t  da ta  r e g a r d i n g  

A mode l ing  techn ique used t o  

The concept o f  component mode l ing  i s  a l s o  

A t e s t i n g  

(The a l t e r n a t i v e  o f  t h row ing  o u t  d a t a  



and s t a r t i n g  anew w i t h o u t  a fo rmal  way o f  analy-  
z i n g  how one has l ea rned  f rom f a i l u r e s  can impact 
t h e  d e f e n s i b i l i t y  o f  a v a l i d a t i o n  program.) 
w i t h  o t h e r  techn iques  d iscussed i n  t h i s  paper, t h e  
decision-maker o r  a n a l y s t  can c o n t r o l  t h e  c r e d i t  
g i v e n  t o  r e 1  i a b i l  i t y  growth. 

Both scenar io  mode l ing  and r e l i a b i l i t y  g rowth  
mode l ing  can g i v e  guidance as t o  which scenar ios  
o r  elements o f  t h e  system t o  t e s t .  We have seen 
t h a t  s c e n a r i o  mode l ing  can h e l p  s e t  p r i o r i t i e s  on 
scenar ios  t o  h e l p  reduce t h e  number o f  r e q u i r e d  
t e s t s  (e.g., n i g h t  s h i f t  b e f o r e  day s h i f t  i n  t h e  
example above). S i m i l a r l y ,  r e 1  i a b i l  i t y  g rowth  
mode l ing  g i ves  c r e d i t  f o r  s t a r t i n g  t e s t i n g  w i t h  
those scenar ios  t h a t  w i l l  p r o v i d e  t h e  g r e a t e s t  
d i a g n o s t i c  b e n e f i t .  These techn iques  promote two 
o b j e c t i v e s  o f  t e s t i n g  which a r e  t o  improve t h e  
system and show i t  i s  acceptab le .  
" d i f f i c u l t "  scenar ios  o r  i n i t i a l  f a i l u r e s  a r e  
o f t e n  pe rce i ved  t o  d e t r a c t  g r e a t l y  f rom t h e  l a t t e r  
o b j e c t i v e ,  techn iques  which p e r m i t  p lanners  t o  
l o o k  a g g r e s s i v e l y  f o r  improvements and y e t  promote 
v a l i d a t i o n  by r e q u i r i n g  u l t i m a t e l y  fewer t e s t s  can 
be ve ry  he1 p f  u l  . 
Conclusion 

As 

Because 

I n  summary, i t  i s  a p p r o p r i a t e  f o r  safeguards 
p lanners  t o  cons ider :  a )  how t o  s p e c i f y  prag- 
m a t i c a l l y  an accep tab le  versus an unacceptable 
system, b )  how t o  i n t e r p r e t  t h e  s t a t u s  o f  v a l i -  
d a t i o n  as each t e s t  r e s u l t  occurs,  c )  how t o  use 
supplemental  i n f o r m a t i o n  t o  a s s i s t  d u r i n g  Val i- 
dat ion ,  and d )  how d i a g n o s t i c / c o r r e c t i v e  a c t i o n s  
improve t h e  system as t e s t i n g  cont inues .  We have 
i n v e s t i g a t e d  techn iques  t h a t  would a l l o w  p lanners  
t o  app ly  such c o n s i d e r a t i o n s  i n  a fo rmal  quan t i -  
t a t i v e  manner i n  cop ing  w i t h  t h e  problem o f  v a l i -  
d a t i o n  when t e s t i n g  i s  l i m i t e d .  

The techn iques  make use o f  t h e  concepts o f  
sequent i  a1 t e s t i n g  , Bayesian s t a t i s t i c s  , and 
scenar io  and r e 1  i a b i l  i t y  g rowth  model i ng .  
paper s imp le  examples o f  safeguards v a l i d a t i o n  
were presented  t o  i l l u s t r a t e  how these techn iques  
can be used. C u r r e n t l y ,  we a re  deve lop ing  
a l g o r i t h m s  f o r  h e l p i n g  p lanners  use these  
techn iques  i n  d e s i g n i n g  v a l i d a t i o n  programs. An 
impor tan t  cha l l enge  i s  t o  p r o v i d e  a i d s  f o r  t h e  
decis ion-makers i n  d e c i d i n g  and c o n t r o l  l i n g  t h e  
a p p r o p r i a t e  degree o f  "conserva t ism"  i n  g i v i n g  
c r e d i t  t o  a u x i l i a r y  i n f o r m a t i o n  and r e l i a b i l i t y  
growth. The f l e x i b i l i t y  o f  t h e  techn iques  a l l o w  
f o r  a v a r i e t y  o f  imp lementa t ion  s t r a t e g i e s .  
Conceptua l l y ,  each techn ique can be used 
i n d i v i d u a l l y  (e.g., a u x i l i a r y  models w i t h o u t  use 
o f  r e l i a b i l i t y  g rowth  models) o r  t hey  can be used 
c o l l e c t i v e l y .  For p lanners  who must Val i d a t e  
safeguards e f f e c t i v e n e s s  g iven i n h e r e n t l y  l i m i t e d  
data,  we b e l i e v e  t h e r e  i s  a s e t  o f  approaches and 
techn iques  t h a t  can p r o v i d e  p r a c t i c a l  a l t e r n a t i v e s  
t o  t r a d i t i o n a l  s t a t i s t i c s .  

In t h i s  
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