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    Abstract

        
            Today's system monitoring tools are capable of detectingsystem failures such as host failures, OS errors, and network partitionsin near-real time. Unfortunately, the same cannot yet be said of theend-to-end distributed softwarestack. Any given action, for example,reliably transferring a directory of files, can involve a wide range ofcomplex and interrelated actions across multiple pieces of software:checking user certificates and permissions, getting details for allfiles, performing third-party transfers, understanding re-try policydecisions, etc. We present an infrastructure for troubleshooting complexmiddleware, a general purpose technique for configurable logsummarization, and an anomaly detection technique that works in near-realtime on running Grid middleware. We present results gathered using thisinfrastructure from instrumented Grid middleware and applications runningon the Emulab testbed. From these results, we analyze the effectivenessof several algorithms at accurately detecting a variety of performanceanomalies.
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                    Collaboratory=Collaborate+Laboratory: The Mid-Columbia STEM Education Collaboratory

                    
                        Journal Article
                            Willcuts, Meredith; Kennedy, Cathleen - Connected Science Learning, (3):June 13, 2017
                            

                    Pacific Northwest National Laboratory created a network focused on collaboration in STEM education to design and deliver projects, resources, and professional learning opportunities in a testbed environment. How do you uncover and fill gaps in equitable access to high-quality science, technology, engineering, and math (STEM) education offerings in your local region? Where might you deploy strategies to improve STEM workforce preparation and increase public understanding of STEM-oriented issues? And how can you help to ensure that students, educators, parents, and the community are aware of these programs and know how to access them in schools, colleges, and community venues? Ifmore » you are the Pacific Northwest National Laboratory (PNNL), you take on the huge goal of designing and implementing an innovative STEM education collaboration project that impacts all levels of local education, both inside and outside of school settings. PNNL is one of the 17 national laboratories funded by the U.S. Department of Energy. Operated by Battelle, PNNL has a vested interest in preparing the next generation of scientists and engineers for their future careers, thus building a STEM-capable workforce and creating a STEM-literate community. One of Battelle’s core principles is a commitment to STEM education and its role in business competitiveness and quality of life. PNNL has been active in STEM education for decades, providing internships for future scientists, giving educators in-house lab experiences, and engaging its researchers in STEM outreach activities in classrooms and the community. The Collaboratory is a relatively recent outcome of Battelle’s longstanding efforts in STEM education. The original Collaboratory planning documents, developed by PNNL’s Office of STEM Education (OSE), state the objective to “design, implement, and mature a local STEM education collaboration zone that highlights the power of PNNL and Battelle to impact the educational ecosystem and serve as a model for amplifying and accelerating progress in addressing our STEM education and workforce challenges” (PNNL 2013). In other words, we (the OSE) sought to create a zone of collaboration in which members co-design and deliver STEM education programs, share findings and lessons learned from their experiences, and co-manage and sustain the organization. We started by identifying possible collaborators located nearby in the largely rural southeast corner of Washington State. Recognizing that our potential collaborators had differing norms, values, and relationships within the community, as well as their own areas of expertise and purpose, we convened representatives from K–12 public and private schools, higher education, community-based learning providers, and local business and industry to brainstorm a unified vision to resolve gaps in local STEM education needs. Through discussions with these collaborators, we started hunting for gaps where STEM efforts were lacking but a desire to improve existed. We gave ourselves permission to try things out and built a testbed space where we could experiment with new ideas, gather evidence of feasibility, and treat failures as constructive learning opportunities. Through this generative process and with seed funding from Battelle, inter-organizational teams now work together, both virtually and in real time, to develop, test, and deploy resources to support student success, educators’ effectiveness, and community engagement in STEM. Thus, the Mid-Columbia STEM Education Collaboratory (Collaboratory) was born. This is the story of our beginnings: our challenges, our lessons learned, and emerging indicators of success. For those interested in launching an education–business–community STEM learning ecosystem, we share our story.« less

                        
                            
                            
                    

                    

                

            
        		
    
                                        
                                    
                                        	
            



                    Oak Ridge National Laboratory Pilot Demonstration of an Attestation and Anomaly Detection Framework using Distributed Ledger Technology for Power Grid Infrastructure

                    
                        Technical Report
                            Hahn, Gary; Werth, Aaron; Piesciorovsky, Emilio; ... 
                            

                    This report summarizes the design and pilot demonstration of a framework called Grid Guard that was created to provide increased data and device trustworthiness to electric grid devices by leveraging distributed ledger technology (DLT), specifically blockchain. Grid Guard contains a combination of core cryptographic methods such as the secure hash algorithm (SHA), and asymmetric cryptography, private permissioned blockchain, baselining configuration data, consensus algorithm (Raft) and the Hyperledger Fabric (HLF) framework. The system implements a low energy, fast, and robust enhancement to system trustworthiness within and across electric grid systems such as substations, control centers and metering infrastructures. Blockchain is amore » distributed database structured that provides a practically unalterable (immutable) timeline of stored transactions. By relying on hashing and the Raft consensus algorithm, if an entity tries to illegitimately alter a record at one instance of the database the other ledger nodes are not altered. They work to cross-reference each other and easily locate any incorrectly added data and remove it. The bulk raw data is stored in an off-chain storage (outside of the blockchain ledger) and a hash of this baseline data is stored in the Blockchain ledger via hashing windows of time-series and configuration data, after aggregation and filtering. The bulk off-chain data repository is then considered to be trust-anchored using the hashes stored in the blockchain. To secure the electric grid testbed devices and data, device configuration baselines were compared to those baselines that had been previously stored in the ledger. Statistical baselines for device configurations, network communication patterns, and high-speed sensor data are calculated and then stored off-chain and hashes stored in the ledger. Measurements such as three-phase voltage and current, frequency, breaker status, protection scheme settings, network configuration settings (and other device configuration artifacts) and network traffic features (packet interarrival times) are compared every minute or other selected time windows. During phase 1 of the Grid Guard DLT project different DLT technologies were studies, and an assessment was performed on DLT technology vulnerabilities, uses, and key characteristics. DLT consensus protocols were studies (e.g., RAFT, named after Reliable, Replicated, Redundant, And Fault-Tolerant). Also, cryptography, public, private and permissioned or permissionless systems were assessed. Grid Guard implements a permissioned private DLT. Consensus algorithm selection and choice of DLT implementation depended heavily on the use-case. For this use-case, parameters were selected to measure performance and existing tools for assessment. Benchmarking was performed theoretically and practically. During phase 2 hashed transactions/blocks were inserted into the ledger every second. During phase 2 of the Grid Guard DLT project, a prototype framework was developed and demonstrated for attestation of critical substation devices and data using precision timing systems that use PTP and IRIG-B protocols) on a testbed of operational devices that emulated a distribution substation, control center, and power metering infrastructure using real Operational Technology (OT). The testbed includes OT devices such as protective relays, human machine interfaces (HMI), and power meters. To determine when to collect and compare system and network baselines, an initial examination of an anomaly detection capability to identify malicious manipulation of data streams was conducted. The resulting anomaly detection was demonstrated in a set of experiments and leveraged to trigger device artifact attestation checks. Attestation checks occur against device configuration baselines when compared with the immutable blockchain-stored baselines, which provided a cryptographically supported means by which to store baselines. The electrical substation-grid testbed was created to test the Grid Guard framework. The testbed emulates the operations of a portion of a power grid and SCADA systems as closely as possible. The testbed integrates real protocols, mainly IEC 61850 standard protocols, such as the Sampled Value (SV) and the GOOSE protocols. The testbed also supports DNP3 and other layer 2 and layer 3 protocols such as Telnet, SSH, SFTP/FTP and other proprietary protocols needed to connect to industrial control system equipment. The testbed emulates real power conditions using the OpalRT hardware-in-the-loop (HIL) device which can create fault situations that cannot be easily tested on real systems. The electrical substation-grid testbed was created using real measurement, communication, and protection devices that electrical utilities commonly use.« less
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                    A Cyber-Physical Anomaly Detection for Wide-Area Protection Using Machine Learning

                    
                        Journal Article
                            Singh, Vivek; Govindarasu, Manimaran - IEEE Transactions on Smart Grid
                            

                    Wide-area protection scheme (WAPS) provides system-wide protection by detecting and mitigating small and large-scale disturbances that are difficult to resolve using local protection schemes. As this protection scheme is evolving from a substation-based distributed remedial action scheme (DRAS) to the control center-based centralized RAS (CRAS), it presents severe challenges to their cybersecurity because of its heavy reliance on an insecure grid communication, and its compromise would lead to system failure. This article presents an architecture and methodology for developing a cyber-physical anomaly detection system (CPADS) that utilizes synchrophasor measurements and properties of network packets to detect data integrity and communicationmore » failure attacks on measurement and control signals in CRAS. The proposed machine leaning-based methodology applies a rules-based approach to select relevant input features, utilizes variational mode decomposition (VMD) and decision tree (DT) algorithms to develop multiple classification models, and performs final event identification using a rules-based decision logic. Here, we have evaluated the proposed methodology of CPADS using the IEEE 39 bus system for several performance measures (accuracy, recall, precision, and F-measure) in a cyber-physical testbed environment. Furthermore, our experimental results reveal that the proposed algorithm (VMD-DT) of CPADS outperforms the existing machine learning classifiers during noisy and noise-free measurements while incurring an acceptable processing overhead.« less
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                    The CMS integration grid testbed

                    
                        Conference
                            Graham, Gregory
                            

                    The CMS Integration Grid Testbed (IGT) comprises USCMS Tier-1 and Tier-2 hardware at the following sites: the California Institute of Technology, Fermi National Accelerator Laboratory, the University of California at San Diego, and the University of Florida at Gainesville. The IGT runs jobs using the Globus Toolkit with a DAGMan and Condor-G front end. The virtual organization (VO) is managed using VO management scripts from the European Data Grid (EDG). Gridwide monitoring is accomplished using local tools such as Ganglia interfaced into the Globus Metadata Directory Service (MDS) and the agent based Mona Lisa. Domain specific software is packaged andmore » installed using the Distribution After Release (DAR) tool of CMS, while middleware under the auspices of the Virtual Data Toolkit (VDT) is distributed using Pacman. During a continuous two month span in Fall of 2002, over 1 million official CMS GEANT based Monte Carlo events were generated and returned to CERN for analysis while being demonstrated at SC2002. In this paper, we describe the process that led to one of the world's first continuously available, functioning grids.« less
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                    WE-A-16A-01: International Medical Physics Symposium: Increasing Access to Medical Physics Education/Training and Research Excellence

                    
                        Journal Article
                            Bortfeld, T; Ngoma, T; Odedina, F; ...  - Medical Physics
                            

                    In response to a world in which cancer is a growing global health challenge, there is now a greater need for US Medical Physicists and other Radiation Oncology professionals across institutions to work together and be more globally engaged in the fight against cancer. There are currently many opportunities for Medical Physicists to contribute to alleviating this pressing need, especially in helping enhance access to Medical Physics Education/training and Research Excellence across international boundaries, particularly for low and middle-income countries (LMIC), which suffer from a drastic shortage of accessible knowledge and quality training programs in radiotherapy. Many Medical Physicists aremore » not aware of the range of opportunities that even with small effort could have a high impact. Faculty at the two CAMPEP-accredited Medical Physics Programs in New England: the University of Massachusetts Lowell and Harvard Medical School have developed a growing alliance to increase Access to Medical Physics Education/training and Research Excellence (AMPERE), and facilitate greater active involvement of U.S. Medical Physicists in helping the global fight against cancer and cancer disparities. In this symposium, AMPERE Alliance members and partners from Europe and Africa will present and discuss the growing global cancer challenge, the dearth of knowledge, research, and other barriers to providing life-saving radiotherapy in LMIC, mechanisms for meeting these challenges, the different opportunities for participation by Medical Physicists, including students and residents, and how participation can be facilitated to increase AMPERE for global health. Learning Objectives: To learn about the growing global cancer challenge, areas of greatest need and limitations to accessing knowledge and quality radiotherapy training programs, especially in LMIC; To learn about the range of opportunities for Medical Physicists, including students and residents, to work together in global health to help increase AMPERE and alleviate the growing global burden of cancer; To present and discuss a new model for harmonizing Medical Physics Training across countries and how this model (UMass and Heidelberg) could be extended to LMIC in collaboration with the IAEA; To highlight a new platform and program for facilitating contributions by Medical Physicists to increase AMPERE towards the elimination of global cancer disparities. Challenges in Cancer Control in Africa Twalib A. Ngoma, MD, Professor, Executive Director, Ocean Road Cancer Institute, Dar Es Salaam, Tanzania Cancer care in Africa is beset by lack of attention, political will, cancer registries, cancer plans, human resources, financial resources and treatment facilities.. As a result of this, cancer patients in Africa are far more likely to die of their disease than those in developed countries. According to data from the WHO 750,000 new cancer cases occur in Africa every year and this number is predicted to rise by 70% by 2020. To make matters worse, an estimated 75% of cancer patients in Africa have advanced or incurable cancers at diagnosis making palliative care the most realistic approach to their management. Furthermore, Cancer prevention is nearly nonexistent, cancer detection is rare and treatment usually comes too late and is inefficient. The overall mortality-to-incidence ratio for men with cancer in the Africa is 0.75 compared with 0.54 in the developed world while the ratios for women in Africa, is 0.65 compared with 0.45 for women in the developed world. There is also limited access to radiotherapy. According to the International Atomic Energy Agency (IAEA), whilst developed countries usually have one radiotherapy machine per 250,000 people, most African nations have only one machine per ten million people. The above numbers are alarming and speak for themselves. The only solution to improve this alarming situation is to address the major challenges which African countries face in provision of cancer services which include but not limited to lack of cancer registries, lack of funding, lack of human resources, lack of radiotherapy machines, lack of cancer drugs and lack of accessible and affordable cancer screening, early diagnosis, treatment or palliative care services. Since there are considerable differences among African countries, in my presentation I will share with the audience how we address cancer control challenges in Tanzania in general and specifically in radiation oncology. The African continent cancer plan 2013 2017 Folakemi Odedina, PhD, Professor and Director of Health Disparities, UF Health Cancer Center, University of Florida The burden of cancer is rising in Africa, in addition to current heavy burden of communicable, and other non-cancer related non—communicable diseases. Conquering cancer in Africa will require a comprehensive collaborative approach with cancer clinicians, scientists, patients, advocates, policy makers and community leaders working hand-in-hand at the local, state, national, and continent levels with the primary mission: To reduce the number of deaths from cancer and improve the quality of life of cancer patients, survivors and caregivers. Unfortunately, less than 40% of African countries have a credible cancer control policy and program. The African Organization for Research and Training in Cancer (AORTIC) decided to create an African Cancer Plan to provide cost-effective strategies that can be employed throughout the continent to fight cancer. Based on the African proverb that “It takes a village to raise a child”, the Cancer Plan provides specific strategies that can be used by individuals, employers, organizations and policy-makers to fight cancer. In addition, we have provided overarching strategies to address cancer in Africa and targeted 5-year plan for prostate, breast, cervix, lung and liver cancers. In developing this Cancer Plan, our primary goal is to decrease cancer incidence and mortality in Africa. This goal can only be achieved by stakeholders and dedicated individuals to lead and implement the strategies outlined in this plan. If you are interested in partnering with AORTIC to reduce the burden of cancer in Africa, please send an email to info@aortic-africa.org. Synergies in research and clinical care through international collaboration Thomas Bortfeld and David Gierga, Massachusetts General Hospital, Harvard Medical School, MA Medical Physics relies on high technology that is not distributed equally. The whole spectrum of Medical Physics technologies is not available at every hospital or research institute, and not even in every high income country. One example is heavy ion therapy equipment which is currently only available in Japan, Germany and Italy. There is also a large global variation in terms of research infrastructure and focus. A student of Medical physics cannot gain broad experience, certainly not hands-on experience, by staying at one place only. While it is debatable what a good trade-off between breadth and depth in Medical Physics education is, it is generally agreed upon that some breadth is necessary. Researchers in Medical Physics have to cross borders if they need specific technologies for their projects. Therefore it is self-evident that international programs in Medical Physics education and research make sense. Yet, very few programs of this type exist. In this presentation we will report on our own experience of pursuing an international career in Medical Physics, with international student programs, and with the international exchange of researchers. We will present new or planned opportunities such as the medical beamline at CERN in Geneva. We will also report on the synergies in clinical care through international collaborations between partners in high and low income countries. One example is the partnership of the MGH/Harvard Medical School community with the oncology community and government of Botswana to form the BOTSOGO (BOTSwana Oncology Global Outreach) initiative. This collaborative effort in oncology care was spurred by existing relationships in HIV/AIDS research and care delivery developed within the Botswana-Harvard AIDS Institute Partnership (BHP). The initial efforts of the BOTSOGO initiative have been organized as follows: 1) on-site visits to share expertise in clinical cancer care for capacity building purposes (e.g. cervical brachytherapy), 2) developing a forum for multi-disciplinary case discussions and education and 3) relationship building with local stakeholders for long-term sustainability and growth. An international system for the certification of medical physicists Raymond K. Wu, Chairman, IOMP Professional Relations Committee; Chairman, AAPM Exchange Scientist Program Subcommittee An international system for the certification of medical physicists is an important issue. The International Organization for Medical Physicists (IOMP) has in collaboration with a number of member countries established the International Medical Physics Certification Board (IMPCB) to address this issue, and to provide a mechanism to mark the milestone for the professional development of clinical medical physicists. Raymond Wu, PhD, is the CEO of IMPCB and the Chairman of the IOMP Professional Relations Committee. He is the invited speaker recommended by IOMP to give a talk on this important subject. He will give the latest update of the work of IMPCB, its near term goals, and pathways to the goals. He will also discuss the importance of such an International System of certification in the training/education of next generation Medical Physicists, including those in low and middle income countries (LMIC) where such training is crucial in the fight against cancer. Learning Objectives: Understand the certification program as described in the IOMP Policy Statements. Understand the plan of the IMPCB to establish the accreditation process of national certification programs. Understand the goals of this international collaborative effort and the potential impacts to the quality of clinical medical physics practice. Medical Physics Education Across Continents: The UMass Lowell and Heidelberg University Joint Coordination Effort Erno Sajo, Director of Medical Physics, University of Massachusetts at Lowell Medical Physics education has unique flavors across institutions within the US and shows significant differences across continents. In the latter, even the definition of Medical Physics may differ. Not only is there a difference in topical coverage, but often what is considered a cohesive topic in one institution, and taught as a single course, is fragmented among several other courses in the other institution due to a different philosophy. Because of the regulatory and certification requirements, these differences impact the mobility of medical physicists across continents. As a result, physicists who wish to practice in the US or Canada but have completed their education elsewhere often find that they have to take remedial courses or even obtain a new degree in Medical Physics despite the fact that they already have one. Outreach to developing countries, therefore, is even more difficult. The University of Massachusetts Lowell and Heidelberg University recently completed a joint coordination effort, in which they identified topics that are common versus complementary in their medical physics curricula. A student exchange program was developed that permits students to take any of the common topics at the other institution while taking complementary courses as electives, which count towards their degree requirements at their home institution. Thesis research is also mutually accepted. When properly documented, in this way CAMPEP recommendations can be met across the institutions. Therefore, students participating in this program satisfy both the American Board of Radiology (ABR) requirements and the European regulatory requirements. The framework on which this collaboration rests and the cross-comparison methods developed therein may be implemented in other exchange programs and thus a similar approach can be adopted in outreach programs with developing countries. IAEA PACT Program and opportunities for support and collaboration Susan Morgan, Program Coordinator, International Atomic Energy Agency, Vienna, Austria In response to the developing world's cancer crisis, the International Atomic Energy Agency (IAEA) established the Program of Action for Cancer Therapy (PACT) in 2004 to fully realize the public health impact obtained through global partnerships in cancer control and technology transfer in radiation medicine. PACT's vision strives for global partnerships to confront the cancer crisis in developing countries, notably with our sister United Nations agency, the World Health Organization (WHO), and our Joint Programme on Cancer Control established in 2009. The IAEA, through PACT, the WHO, the International Agency for Research on Cancer (IARC) and other cancer-related organizations work together to make a coordinated global response in supporting low and middle income (LMI) IAEA Member States in the implementation of comprehensive national cancer control programmes. PACT's goals are: To build global partnerships of cancer-related organizations committed to addressing the challenge of cancer in LMI Member States in all its aspects; To mobilize resources from charitable trusts, foundations, and others in public and private sectors sources to assist LMI Member States to develop and implement their radiation medicine capacities within a national cancer control programme (NCCP); and, To ensure the effective and sustainable transfer of radiation medicine technologies or knowledge to all LMI Member States where unmet needs exist. PACT work focuses on: imPACT: Assessing Cancer Burden PMDS: Developing Global Partnerships VUCCnet: Promoting Cancer Control Training AGaRT: Making Radiotherapy Accessible Facilitating increased participation and professional development of Medical Physicists and other Radiation Oncology professionals in global health Wilfred Ngwa, Harvard Medical School, University of Massachusetts Lowell, MA The 2014 World Health Organization (WHO) Cancer report highlights an alarming increase in the global burden of cancer. It also highlights what it terms “the cancer divide”, or disparities, evinced by a substantially higher cancer burden in low and middle income countries (LMIC) in Asia, Central/South America and Africa. The WHO even predicts a potential African cancer epidemic by 2020 if significant progress is not made in global cancer control efforts. Evidence that collaborative global health approaches have led to major progress in controlling infectious diseases including in LMIC suggests that similar approaches will be useful for non-communicable diseases like cancer. In consonance with this, leaders in cancer policy from the USA and 14 economically diverse countries recently concluded that successful campaigns to control cancers with existing methods and to improve current strategies will increasingly depend onconcerted multinational collaborations (Sci Transl Med 5, p. 175, 2013). Hence there is growing urgency for increasing collaborative global cancer Care Research and Education (CaRE), as well as support for greater effectiveness of already existing initiatives involving partners from different nations, diverse economic and cultural backgrounds. The good news is that there is a growing awareness of the importance of global health and growing interest including amongst Medical Physicists and other Radiation oncology (RadOnc) professionals to participate in global health. However, many are unaware of currently existing opportunities for participation that even with small effort could have a high impact. Over 50% of cancer patients in the developed world depend on RadOnc professionals for their treatment, and hence participation of RadOnc professionals in global health efforts in the global fight against cancer is crucial. It is also important that the next generation of RadOnc professionals (students, and residents) be trained with a global perspective, to be global health leaders in cancer CaRE. This presentation will highlight a novel platform for enhancing participation and professional development of Medical Physicists and other RadOnc professionals in global health. Ways in which this platform can facilitate contributions by Medical Physicists and other RadOnc Professionals, students and residents in global health towards the elimination of global cancer disparities will be discussed. This will be followed by a panel discussion by some of the pioneers/leaders in collaborative global cancer CaRE on the growing cancer burden, challenges and opportunities for greater active involvement and professional development.« less
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