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ABSTRACT

The first volume of this report summarizes the results and
conclusions for this study of conventional and advanced nuclear
materials accounting systems applicable for both large (1500
MTHM/yr) and small {210 MTHM/yr) spent-fuel reprocessing
facilities subject to international verification. The second
volume describes the requirements and functions of materials
measuremerit and accounting systems (MMAS) and conceptual
designs for an MMAS incorporating both conventional and
near-real-time (dynamic) measurement and accounting tech-
niques. Effectiveness evaluations, based on recently developed
modeling, simulation, and analysis procedures, show that
conventional accountability can meet IAEA goal quantities and
detection times in these reference facilities only for low-
enriched uranium, Dynamic materials accounting may meet
IAEA goals for detecting the abrupt (1-3 wk) diversion of 8 kg of
plutonium. Current materials accounting techniques probably
cannot meet the 1l-yr protracted-diversion goal of 8 kg for
plutonium. Supporting information, including detailed facility
and process descriptions, and details of the design and analysis
procedure are given in a third volume (Appendixes).




L INTRODUCTION

The nuclear fuel cycle consists of a series of unit operations beginning with the
mining of uranium ore and ending with the interment of radioactive waste (Fig. 1). The
spent-fuel reprocessing operation for light-water reactor (LWR) fuels recycle, including
recovery of plutonium and conversion of plutonium nitrate to oxide, involves handling
plutonium in its most attractive form for diversion from the commercial fuel cycle.
Nuclear materials (NM) accountability is of fundamental importance in ensuring that NM
recovered from the reprocessing operations are retained in the nuclear fuel cycle.
Safeguards concepts must address domestic materials management requirements and

international verification.

A.  Background of the Study
Conceptual designs of advanced domestic materials management systems for

safeguarding NM in the three major components of the back end of the uranium-plutonium

fuel cycle (chemical separation,1 plutonium nitrate-to-oxide conversion,2 and mixed-
oxide (MOX) fuel fabrication> were developed and evaluated previously by the
Safequards Systems Group of the Los Alamos Scientific Laboratory (LASL). Some of the
problems associated with extending these ccncepts to international safeguards and
integrating the materials accounting system with the containment and surveillance systern
alsc were addt‘essed.4 Reference 4 presents concepts for the development of an
advanced materials accounting system and the concomitant International Atomic Energy
Agency (IAEA) verification that would be necessary for internationally safequarded
high-throughput reprocessing and conversion facilities, The present study continues the
development of concepts described in Ref. 4 and is being performed in conjunction with a
parallel effort by the Sandia Laboratories, Albuquerque (SLA) to develop internationally
acceptable containment/surveillance techniques.

In these studies the 1500-metric-tonne heavy metal per year (MTHM/yr)
Allied-General Nuclear Services (AGNS) plant at Barnwell, South Carolina, is used as the
reference reprocessing 1’acility,5 and a 30-MT/yr (plutonium) conversion plant that is
based on a Savannah River Laboratory (SRL) design is the reference conversion
1’acility.6’7 The conversion plant uses plutonium (III) oxalate precipitation with
subsequent calcining to produce reactor-quality Pqu, These plants are typical of

plants that could be on-stream in the 1990s. In addition, a small (210-MTHM/yr)
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reprocessing plant was studied, using the Japanese plant at Tokai-Mura as the reference
facility. The Tokai plant is considered typical of existing facilities.

In this study, We rely heavily on previously developed concepts for dynamic
1,2,3,8

materials accounting in the State's safeguards system, and attempt to modify

those concepts to accommodate the IAEA verification required by existing international
9,10

agreements. The study also incorporates concepts published by members of the

[AEA sf:affll’12 and the results of discussions arising from International Nuclear Fuel
Cycle Evaluation (INFCE) and the IAEA-sponsored International Working Group on

Reprocessing Plant Safeguards (IWG-RPS),

B. Internationa) Reprocessing Capabilities

The capability for reprocessing commercial LWR fuels to recover the fissile value of
their contained uranium and plutonium has existed in the US, Europe, and Asia since the
1960s, mostly on a pilot-plant scale (plant capacities <300 MTHM/yr). On the basis of the
experience gzined from these plants, larger plants with capacities to 1500 MTHM/yr have
been built or designed. (Table I summarizes pres:nt and planned reprocessing capacities
for the nations outside the centrally planned economies.) In addition, the EXXON
Company recently filed a preliminary safety analysis report for a 2100-MTHM/yr
reprocessing plant at Oak Ridge, Tennessee,27 but withdrew its construction application
pending the results of the INFCE and the US Generic Environmental Statement for Mixed
Oxide (GESMQ). Pakistan has contracted for construction of a small reprocessing plant to
be built by France. After providing 95% of the design effort and commencing
construction, the French cancelled the agreement and offered instead to construct a
coprocessing plant. The offer was rejected by F’ak’isf:an.28 China also offered to build
the Pakistani plant,29 but the status of the plant is still in doubt.

Spain, Brazil, and South Korea have shown interest in having their own indigenous
reprocessing capability.

Commercial plants to reprocess uranium-thorium, fast-breeder reactor (FBR), and
low-enriched uranium metal fuels also exist or are g.anned. Most of them (Table II) are of
pilot-plant size to study Purex reprocessing techniques, but could be adapted to
reprocessing commercial reactor fuel.

Worldwide reprocessing requirements projected to 1990 have been summarized by
the IAEA.34 The accumulated quantity of discharged fuel is estimated to be in the
range 65-95 x 103 MTHM, Existing reprocessing plants have an estimated capacity to
reprocess 18 x 103 MTHM,



TABLE I

WORLDWIDE COMMERCIAL LWR REPROCESSING PLANTS

Capacity
Nation Plant (MT/yr) Comments Status Ref.
USA NFS 300 Operated 1966-1972; processed sShutdown indefinitely 13
630 MT fuel; pulsed columns
USA Barnwell 1500 Centrifugal contactor; pulsri In cold check-out; 5,14,
columns startup deferred 15
Usa GE~Morris 300 Agqua-~fluor; plant completed Indefinitely rostponed
but never operated
UK Windscale-1 400 Mixer-settler; headend of Operational 1980; limited 16
Pu production reprocessing to 150 MT/yr by metal fuel
plant modified for LWR fuel reprocessing requirements
UK Windscale-2 1200 Pulsed columns Scheduled for completion 16
(THORP) in 1986
FRG Karlsruhe- 35 Mixer-settler; pilot plant Qperational since 1971 17
WAK
FRG Gor leben 1400 Pulsed columns, 2 parallel Indefinitely deferred 18
lines; part of integrated
fuel cycle center
Japan Tokai-1 210 Mixer-settler; pilot plant Operational since 1977 19,20
Japan ? 1500 Pulsed column Planned for 1990s opera- 21
tion; second 1500-MT plant
possible
France LaHaque-1 400(1978) Mixer-zsettler; neadend Commercial reprocessing 22
800(1980) can accept most types of
fuel; higher capacity for
metallic fuels
France LaHague- 800 each In design stage UP3-A expected to be 22
UP3-A, operational “1985
UP3-B
Italy Saluggia 30 Originally designed for Operational since 1970 23
MTR fuels; modified in
1975 for LWR fuels
India Trombay 60 Pulsed columns-anion Operational 1964-19777? 24,25
exchange; pilcet plant
India Tarapur 100 Pulsed columns; Np recovery; Operational (cold 25
oxalate conversion process check-out in 1977)
Belgium Mol 60 Operated by Eurochemic 26

C. Scope of the Study

from 1966~1976; taken over
for experimental purposes
by Belgonucleaire

The immediate prospect of introducing reprocessing and conversion facilities into
the commercial nuclear fuel cycle underscores a concern that material produced in such a
facility might be used for nuclear explosives, either through the diversion of fissile
material being processed at the plant or through clandestine use of the facility to process
fissile material from undeclared feed. Traditional safeguards methods, which depend
primarily upon materials balancing by periodic shutdown, cleanout, and physical inventory,

may provide adequate safequards for small-scale demonstration and pilot plants only if

5



TABLE Ii
OTHER COMMERCIAL FUFL REPROCESSING PLANTS

Capacity

Mation Plant (MT/yr}) Comments Status Ref.
Italy ITREC ? Th~U fuels; pilot plant Hot operation since 1975 23
(Matera) eventually will be modified
to process Italian FBR fuels
FRG Julich 0.6 Th-U fuels; pilot experimental Operational in 1980 30
plant; mixer-settlers
UK Dounreay rilot FBR fuel; mini mixer-settlers Operational in 1977 31
plant
UK Dounreay 300 FBR fuel In design stage 31
France Marcoule 900~1200 Pulsed columns; for natural Used since 1958 for 32
U, MTR fuels miiitary fuels
USA HEF, Oak 150 In design stage; for Th-U Tentatively scheduled for 33
Ridge and FBR fuels 1986-1988

in~process inventory is measured for each campaign (1-2 wk). Large-scale reprocessing
and conversion plants require improved safequards measures to detect the diversion of
relatively small but weapons-significant quantities of NM that might be obscured by the
statistical and measurement uncertainties inherent in high-throughput facilities. Such
improved measures include dynamic materials measurement and accounting to yield more
sensitive and timely measurement information than does conventional accounting and
modern containment and surveillance techniques to assure that the facility is not being
deliberately misoperated and that information gathered by the materials measurement
and accounting system (MMAS) reflects the true status of NM within the facility.

The basis for mast current international safeguards arrangements is the Treaty on
the Non-Proliferation of Nuclear Weapons,uJ agreed to by over 100 signatory nations
since 1970. The detailed terms and conditions under which specific facilities are
safequarded under the Non-Proliferation Treaty (NPT) are negotiated with the 1AEA, in
accord with the general conditions of Article Il of the NPT, set forth in IAEA document
INFCIRC/153.”

The objective of international safeguards, as declared by these documents, is the
",..timely detection of diversion of significant quantities of nuclear material from
peaceful nuclear activities..., and deterrence of such diversion by the risk of early
detection." The emphasis is on "...the use of materials accountancy as a safeguards
measure of fundamental importance, with containment and surveillance as important
complementary measures... ."9 The manner and frequency of inspections for compli-
ance are negotiated between the IAEA and the host nation on a case-by-case basis and are
documented in the so-called "Subsidiary Arrangements and Facility Attachments."

6



The specific objective of the international safeguards system is the independent
verification of the facility-generated reports and statements submitted by the State to
the IAEA. The independently verified data are the basis for a conclusion on nondiversion
or diversion of NM. The inspector's verification activities include the independent
measurement of materials and audits of the operator's records, as well as independent
observations on the integrity of the containment. The provision for independent
verification of the facility data is indispensable in the design of a State-operated system
that is consistent with the objectives of the IAEA. Provisions to facilitate independent
verification are called out in the design information of the facility attachment.

INFCIRC/153, para. 43, stipulates that the design information shall include
"description of the existing and proposed procedures at the facility for nuclear material
accountancy and control, with special reference to materials balance areas (MBAs)
established by the operator, measurements of flow and procedures for physical inventory
taking."

Furthermore, para. 47 states that "...the Agreement should provide that design
information shall be reexamined in the light of changes in operating conditions, of
developments in safequards technology or of experience in the application of verification
procedures, with a view to modifying the action the Agency has taken pursuant to
{examination of design information)," Thus, although Agency verification of
accountability data is based on design information filed with the Agency, provision is
made to upgrade State's accounting and Agency verification techniques as improvements
in safequards technology become available,

The IAEA criteria for safeguarding NM are specified in INFCIRC/6635 for
non-NPT states and ]NFCIRC/ISS9 for NPT states. To base safequards standards on
quantitative rather than qualitative factors, the Agency is attempting to define and
establish goals for significant quantities of NM and conversion times. The significant
guantity is understood to be the approximate quantity of fissionable material required for
a single nuclear explosive device; conversion time is defined as the minimum time

required to convert different forms of NM to the metallic components of a nuclear

explosive device. Values for significant quantity and conversion time have not been
adopted by the IAEA; however, values of 8 kg of plutonium with a detection time of 1-3

wk for unirradiated material are being t:'onsidered.36 These are discussed in more detail

in Sec. IV.



D. Organization of the Report
This study is intended to provide the design concepts necessary for a modern NM

measurement and accounting system and to assess its effectiveness in enhancing the
safeguards system for a chemical separations-plutonium nitrate conversion plant. The
large reference facility chosen for this study is typical of one that might be built in the
1980s and is based on the AGNS-BMFP (Barnwell Nuclear Fuels Plant) design for
reprocessing and SRL-SRP (Savannah River Plant) design for conversion. The MMAS that
has been superimposed on the model plant uses current technology and hardware that
could be made available in the appropriate time frame. The safeguards system has been
applied to the existing process with minimal operational impact and equipment
modification.

The model large reprocessing facility was originally designed in the 1960s to meet
the (then) existing US domestic regulatory and safeguards requirements. As a commercial
facility it was optimized for maximum throughput and economic recovery and not as an
experimental facility or a state-of-the-art safequards demonstration. For these reasons,
access to the process for measurement modification is difficult., Nevertheless,
near-real-time materials accounting concepts are being evaluated by AGNS personnel to
determine the feasibility of incorporating additionazl measurement instruments,

Application of near-real-time accounting to an existing small plant also has been
considered, based largely on the 0.7-MTHM/day-throughput Tokai plant.lg’zo’yl’38

The conversion process selected is based on a reference design provided hy SRL.
The process uses demonstrated technology, developed at LASL, and was selected for
maximum ease of process control, product flexibility, and production scaling.

Section I of this report discusses the basis for the study. Section II describes the
reference facilities used in this study. The structure and capabilities of the operator's
(State's) accounting system are reviewed in Secs. 1lI-V. The structure of international
safequards systems is described in Sec. VI. Institutional problems relating to application
of improved NM accountability are discussed in Sec. VII. The results of the study,
including recommendations for improved safeguards, are summarized in Sec. VIIL

The appendices discuss in detail the reference facilities and process chemistry;
suggest methods to improve NM accounting through improvements in design and

operation; and review basic methodology used in developing and assessing improved

materials accounting systems.



II. THE REFERENCE FACILITIES

The reference large fuel-reprocessing plant for this study is based on the AGNS
chemical separations facility coupled to an oxalate conversion facility designed by
SRL-SRP. The AGNS plant uses conventional Purex technology to proce:ss 1500 MTHM/yr
of nuclear fuel, recovering 15 MT/yr of plutonium as the nitrate scslution.l’5 The
conversion plant can convert 30 MT/yr of plutonium from the nitrate solution to PuC)2
using plutonium (I1I) oxalate precipitation. In this study the facility throughput was sized
to match the output of the reprocessing facility. These designs were selected as typical
of plants that will be required in the 1990s to support a mature nuclear industry.

The reference small fuel-reprocessing plant is based on the 210-MTHM/yr facility
operated at Tokai-mura, Japan.lg’zo’38 The facility can recover up to 2100kg of
plutonium annually as the nitrate solution. A conversion process has not been selected,
and the product is stored for future use.

Both reprocessing plants are designed to reprocess LWR reactor fuel having a burnup
not exceeding 40 000 MWd/MTHM (megawatt days per metric tonne of heavy metal) after
a decay time of at least 160 days. Norninal plutonium concentration of +1% is assumed in
the fuel. The plutonium nitrate product in both facilities is concentrated to 250 g/L.
The following differences in process design or operation could be important for materials
accounting. .

e The AGNMS plant uses a centrifugal contactor for initial fission~-product
decontamination with pulsed columns for all subsequent extraction, scrub, and
strip operations. The Tokai facility employs mixer-settlers throughout.

* The centrifuge for solids removal (fission-product metallic ingots, Zircaloy fines)
is located between the accountability tank and process feed tank at AGNS and
between the dissolver and accountability tank at Tokai.

® An additional scrub section in the Tokai plant between the fission-product
decontamination and the uranium-plutonium partition steps provides an
additional 10- to 100-fold improvement in fission-product decontamination
before the plutonium purification cycle.

e Buffer tanks are included between the decontamination and partition cycles and
between the partition and plutonium purification cycles in the Tokai design.

* Two plutonium purification cycles are used in the AGNS facility; the Tokai

facility uses one purification cycle.



The SRL-SRP design was selected as the conversion facility for the large reference
plant because detailed design information is availablez’s’7 and because I.LASL and SRP
have extensive experience with the process. The process consistently produces a readily
filterable precipitate with low losses and is controlled easily at room temperature,

The processes are described in App. A; detailed design information on the reference
facilities is available in App. B. Process and design considerations that may improve
materials accountability for safeguards in plants to be designed in the future are

described in App. C.
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Ml. OPERATOR'S SAFEGUARDS SYSTEM: REQUIREMENTS AND STRUCTURE

The overall structure of the operator's safeqguards system is developed in this
Section. Application of these techniques and the development of the unit process
accounting structure is described in Sec. IV. The effectiveness of the operator's MMAS is

described in Sec, V.

A. TAEA Requirements for States' Accounting Systems
International safequards agreements generally provide that the State's safeguards

system must be adequate for the Agency to discharge its obligations. Agreements under
INFCIRC/66/Rev. 235 require that accounting and operating records be maintained for
each facility under international safeguards. The State must provide routine accounting
reports at specified intervals and special reports in unusual circumstances where losses of
NM may be involved.

The State's safeguards obligations are exparided significantly under NPT agreements,

9 The State must maintain a system

as outlined in the model agreement INFCIRC/153.
9,11,39,40

of accounting for and control of all NM subject to safeguards.
the State's system must enable the Agency to verify the State's findings. For its part, the

Furthermore,

Agency must make full use of the State's system and avoid unnecessary duplication.
The State's accounting system must be based on a structure of MBAs, defined as
areas for which each transfer of NM and the physical inventory, when necessary, can be

determined. For each MBA, the difference between the book inventory and the physical

inventory and its limits of error must be determined at specified intervals.

Subsidiary arrangements negotiated pursuant to the basic agreement include
provisions for:

¢ Measurements of transfer and inventory quantities;

* FEvaluation of measurement uncertainty, both precision and accuracy;

e Evaluation of shipper/receiver (5/R) differences;

¢ Physical inventory procedures;

* FEvaluation of accounting data; and

®* A system of records and reports.
Accounting and operating records must be maintained for each MBA. Inventory changes

are reported every 30 days. The materials balance is reported within 30 days after a
physical inventory. For accounting purposes, the NM is apportioned in batches for which
the composition and quantity are defined by a single set of specifications or
measurements.

11



1. Specific IAEA Guidance for Reprocessing Plants. Requirements are negotiated
separately for each facility (or class of facilities) under safeguards and are specified in
attachments to the basic agreement. The Agency, primarily through expert advisory

groups, has proposed guidelines for the operator's safeguards system in various types of
facilities, including reprocessing plants.lz’al’a2 The complexity of high-throughput
reprocessing facilities and the concomitant verification effort is recognized by providing
for a continuous inspection effort.9’12’35

Normally, reprocessing plants should be divided into three functicnally defined
MBAs: spent-fuel receiving and storage, the chemical separations process area, and the
product storage area. There may be separate product storage areas for uranium and
plutonium. Collocated facilities for conversion of the uranium and plutonium nitrate
products would be placed in separate MBAs,

The boundary between the first and second MBAs should be defined functionally so
that only S/R differences need be determined for the first MBA. Shipper's values
currently are based on the calculated fissile contents of spent-fuel assemblies at the
reactor, while receiver's values are based on measurements at the input accountability
tank that are adjusted for losses in hulls (and feed-clarification sludge where applicable)
and additions from recycled acid and dissolver solution.

The boundary between the second and third MBAs generally should also be defined so
that oniy S/R differences need be determined for the third MBA, with shipper's values
measured at the product accountability tank and receiver's values determined, for
example, at the input to the conversion plant. However, this is not always true. For
example, the third MBA of the Tokai facility is a materials unaccounted for (MUF) MBA
even though it is defined as a plutonium nitrate storage area.a3

Thus, the second (process) MBA is a so-called "pure MUF" MBA where materials
balances based on transfer and inventory measurements must be determined at specified
intervals, Table Il gives the expected precision and frequency of conventional materials
balance accounting in the separations area of a reprocessing plant and in conversion
plants. Estimates are compared from three sources: two IAEA papers (Ref. 11, Part A;
Ref. 36), US Nuclear Regulatory Commission (NRC) r-egulal:ions,44 and a projection of
the state of the art in conventional US accounting practice.45 The IAEA precisions are
suggested minimum international standards, and the suggested frequency of physical
inventories applies to the relatively small plants (<300 MTHM/yr throughput) currently
under Agency safeguards. The NRC rules for plutonium processing have been suspended

pending a decision concerning commercial reprocessing in the US. Estimates in Ref. 45
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TABLE IIIX

OPERATOR'S PRECISION AND FREQUENCY OF
CONVENTIONAL MATERIALS BALANCE ACCOUNTING

IAEAll'36 Us NRC46 McSweeney et a1.47

Facility Precision?® Frequenqyb Precision? Frequencyb precision® Frequency?
Chemical
separations

235y 0.8 2-4 0.35 2 - -

Pu 1 2-4 0.5 2 0.36 2
Nitrate
conversion

235y 0.3 1-2 0.25 2 - --

Pu 0.5 2-4 0.25 6 0.19 6

40ne materials balance standard deviation expressed as a percentage of throughput.

bNumber of physical inventories per year.

are based on assumed in-plant measurement capabilities projected from US
experience.as

Stringent international safeguards effectiveness criteria were proposed recently on
the basis of expert advisory group recommendations (Ref, 11, Part A; Refs. 12, 36, 42).
The proposed criteria for reprocessing plants include detection of an abrupt (short-term)
diversion of a significant quantity (B kg) of plutonium within days to weeks and detection

of the protracted (long-term) diversion of a significant quantity during one year. Cor-
235
U

during one year. The recommended false-alarm and detection probabilities are 5% and

responding proposed values for <20% enriched uranium are 75 kg of contained

95%, respectively. Proposed significant quantities and the estimated timz to convert
various material forms to metal are summarized in Tables IV and V.36 Presumably,
the detection time should correspond to the conversion time.

In current practice, the operator's safeguards system may need to surpass these
goals, because the detection sensitivity of the two-step process (operator's accounting
plus Agency verification) generally may be less than that of the operator's system alone.
Because criteria for safeguards effectiveness are the subject of international debate, they

must be established through negotiations on a case-by-case basis.
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TABLE IV

QUANTITIES OF SAFEGUARDS SIGNIFICANCE

Quantity of

Safeguards
Significance
Material (SQ) SQ applied to:
% Pu 8 kg Total element
3%
o 233y 8 kg Total isotope
U o
o s u(235y  >20%) 25 kg 235y
""E
9 Plus rules for mixtures where appropriate

U(235y <20%) 75 kg 235y
Th 20 tonnes Total element

Plus rules for mixtures where appropriate

"Indirect-use"
material

Although the physical protection of NM is the exclusive responsibility of the State,
the IAEA through various advisory groups has also promoted the establishment of
internationally accepted standards for the States' physical protection systems. The
standards are outlined in INFCIRC/225/Rev. l.47 Certain containment and surveillance
measures applied by the State, for example, during the transportation of spent fuel, may
bear directly on the application of international safeguards. In such cases, the Agency

must be able to verify the State's containment and surveillance system.48

2. Advanced Safeguards for Reprocessing Plants. Although large (1000 MTHM/yr)

reprocessing plants wii! not come under international safeguards for several years, the

IAEA is promoting the development of advanced safeguards concepts for such plants by
sponsoring internationa! working groups and by participating in the safeguards research

and development activities of Member States. It is generally accepted by the IAEA that
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TABLE V

ESTIMATED MATERIAL CONVERSION TIMES

Estimated
Material Conversion
Classification Beginning Material Form End Process Form _ Time
1 Pu, high-enriched uranium Finished plutonium Order of
(HEU) , or U-233 Metal or uranium metal days (7-10)
components
2 Pu02, Pu(NO3)4, or " Order of
other pure compounds. HEU, weeks (1-3)
U-233 oxide, or other pure
compounds.
MOX or other nonirradiated " Order of
. pure mixtures of Pu or weeks (1-3)
U (U=233 + U-235) 2208%.
Pu, HEU and/or U-233 in scrap
or other miscellaneous impure
compounds.
3 Plutonium, HEU, or U-233 in " Order of
irradiated fuels (>103Ci/kg months (1~3)
HEU or U~233 or plutonium)
4 Uranium containing <20% U-235 " Order of 1 yr

and U-233; thorium

current safeguards measures must be upgraded substantially to meet the stringent
safequards-effectiveness criteria propased for large reprocessing plants. Some upgrading
of cafeguards also may be required for small plants if they are to meet the proposed
criteria.

Advanced safeguards concepts incorporate various combinations of near-real-time
(dynamic) accounting measures with complementary containment and surveillance
mea-asures.l’z’12’49-53 Rapid nondestructive assay (NDA) measurement techniques with
automated data acquisition and analysis capabilities are common features of the proposed
systems. Materials flows and major components of the in-process inventory are monitored
by upgraded process-control and on-line accountability instruments. The "process-grade"
measurements are frequently backed up by more precise and accurate (but slower) wet
chemical analyses. Materials balances are drawn as often as practicable around selected
portions of the process, and flow and inventory measurements are correlated throughout
the process. Conventional physical inventories are performed infrequently to
"recalibrate" the real-time system. Containment and surveillance measures are applied to

ensure the validity of the accounting data and the declared operation of the

48,54
process.
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The advanced accounting systems for reprocessing and conversion plants described
here are based on detailed conceptual design studies performed under sponsorship of the

Department of Energy (DOEZ).l’L’53 The US nuclear industry has actively participated

in the development of these domestic operator's safeguards systems. Many US
government contractors and private industrial groups are developing and testing
subsystems and components, and the feasibility of dynamic accounting is being

54,55

demonstrated in small as well as in large reprocessing plants. For example, a

computerized NM accounting system using on-line measurements is being developed at the
BNFP, and the applicability of dynamic accounting in the plutonium purification process is

being studied.

B. Safeguards System Structure
A comprehensive operator's in-plant safequards strategy includes four functions:
® Exclusion of all unauthorized persons frem the facility and selective exclusion of

others from sensitive areas within the plant;

e Monitoring of all activities involving NM to determine whether each activity is
consistent with safeguards requirements and with normal, expected facility
operation;

®* Accounting for all NM in the facility to determine whether correct amounts of
all materials are present in their proper locations; and

®» Response to and reporting of the facility's safeguards status.

At the same time, the safeguards system is bounded by the following constraints:

® [t must be economical;

® It must be based on demonstrated technology;

* It must not disrupt process operations unnecessarily; and

® It must not compromise public health, safety, and environmental requirements or
unnecessarily infringe upon employee rights and working conditions.

These constraints support the principle that the fundamental purpose of any nuclear
fuel-cycle facility is to process NM. Safeguards are vitally important, but relationships
among sometimes conflicting objectives must be kept in perspective.

A basic management, control, and coordination structure of operator's safeguards
systems for domestic nuclear fuel-cycle facilities was proposed in earlier
reports.l'3’8’56-60 A block diagram of a facility and its safeguards system is shown in
Fig. 2. Functions directly related to the process are enclosed in the doubly eutlined box.
The safeguards system (1) provides timely, accurate reports on the safeguards status of

the facility, (2) implements safeguards requirements imposed by the regulatory
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Fig. 2. Structure of the safeguards system.

authorities, and (3) initiates and coordinates external responses to possible safequards
breaches. The system comprises several subsystems, including (1) the safequards
coordination unit (SCU), (2) the physical protection system (PPS), (3) the MMAS, (4) the
process monitoring systerm (PMS), and (5) the safequards computer system (SCS). These
subsystems and the related functions of process control and plant management are

discussed in App. D.

C. Safeguards System Security and Reliability
Advanced safequards systems will rely heavily on computerized data acquisition and

analysis. This is driven by the desire for increased speed in data processing and improved

timeliness and accuracy of the data base and the output documents generated.
Computerized information systems also offer greater opportunities for flexiblity in

manipulating data to detect meaningful trends.
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Current technology provides the means to ensure that valid security controls for
safequards information are in effect for computerized systems. Software procedures such
as personne! identification tests at LOGIN and file-access points protect safequards data
base integrity, and recent developments in encryption and data-authentication techniques
are applicable to securing information transmission from data collection points to the
safeguards information center. Proper use of such security measures ensures that the
safeguards system can detect in a timely manner safequards violation at the national and
subnational level with high confidence.

Computer network reliability analyses consider network component reliability, use
of redundant components, and variations in system architecture to arrive at a reliable
network that is tolerant of individual component failures. For example, additional
memory units allow the system to continue gathering and storing safeguards data until a
failed main computer has been repaired, If the failure is corrected before the backup
memory is filled, then no real interruption of information has occurred. Through such
considerations, the reliability of the system is increased beyond that calculated by simply
combining component reliabilities.

iReliability calculations are made for the instrumentation in each unit process
accounting area (UPAA). Key measurement points (KMPs) are identified and availability
requirements are chosen to avoid interference of instrument failures with normal process
flow and to ensure timely safeguards information. These requirements consider those
process characteristics allowing flexibility in tanks that allow the process to continue
although all instruments are not operational. Further, the presence of multiple UPAAs
allows one to combine two UPAAs if, for example, the transfer measurement between
them is not available, so that a materials balance is drawn despite a failed instrument.
Through use of redundant instrumentation and contingency planning that exploits the
systems flexibility, the instrumentation reliability is raised te the required level.

The safequards system security and reliability are discussed in more detail in App. I.
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IV. OPERATOR'S SAFEGUARDS SYSTEM: MATERIALS MEASUREMENT AND
ACCQUNTING STRATEGIES

A. Introduction
The operator's MMAS combines conventional and near-real-time materials

accounting and is based on the reference facility designs described in Sec. Il and App. B.

The MMAS for the large reference facility, including both chemical separations and
conversion processes, is described first. The description of the conventional accounting
subsystem is followed by that of the near-real-time subsystem. Detailed design and
process information for the chemical separations facility is available in the open
literature,l’5 from which an MMAS that includes such details as sampling points and
sampling frequencies can be developed. The reference conversion process is based on a
preliminary design;z’é’7 however, similar processes have been operated (for example, at
LASL and SRP), and much information has been acquired from design and process
personnel.sl Therefore, while the conversion process portion of the MMAS developed
below is detailed, it is not as well characterized as the chemical separations portion.

The MMAS for the small reference facility includes only a chemical separations
process and is based on the Tokai plant. At this time, only limited design and process
information is r;w:ailable.19’20’37’38 From that information, an MMAS can be developed
for the small reference chemical separations facilty but not at the same level of detail as
that for the large chemical separations facility.

Model reference processes based on the descriptions in App. B are described in App.
F. The reader is encouraged to refer to those descriptions because process design and

logic frequently dictate the MMAS design features, especially in the near-real-time

materials accounting system,

B. Large Reference Facilities

1. Conventional Materials Accounting. Conventional materials accounting relies on

discrete-item counting and materials-balance closure following periodic shutdown and
cleanout physical inventory. For this study, the base-line facilities are divided into six
MBAs. An MBA is generally a physical area for which the quantity of NM moving into or
out of the area can be measured. The input, output, and inventory measurement points
for the six MBAs are called KMPs,
The six MBAs are identified in Fig. 3. MBAs 1, 3, 4, and 6 are S/R MBAs; MBAs 2
and 5 are process MBAs, The flow and inventory KMPs for the reference facilities are
19
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Fig. 3. MBAs in the reference facilities.

given in Tables VI and VII. Measurement rnethods for conventional materials accounting

are described in App. K. Each MBA is described below.

a. MBA 1--Fuel Receiving, Storage, Chop, and lLeach. MBA 1 includes the

cask-unloading and spent-fuel pools, the shearing operation, and the dissolution process.

The flow KMPs are:
KMP 1: receipt of irradiated fuel,

KMP 2: transfers from MBA 1 to MBA 2
(chemical separations MBA),

KMP 3: measured discards (hulls), and
KMP 4: recycle from MBA 2.
The inventory KMP, KMP A, is located in the spent-fuel pool.
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FLOW KEY MEASUREMENT POINTS FOR CONVENTIONAL MATERIALS ACCOUNTING

TABLE VI

IN THF. REFERENCE FACILITIES

Instrument Calibration
Precision Error
Measurement Point Material Description Measurement Type (% 1o} {3 1lo)
Cask-unloading pool Irradiated fuel assemblies See App. I -~
~1% U-235, 1% Pu
Accountability tank Dissolver solution Volume 0.3 0.1
300 g U/L Mass spectrometry 1 0.2
3 g Pu/L Mass spectrometry 1 0.3
MBA 1 laboratory samples U, Pu, FP in HNOj3 Chemical analysis -
Leached hull basket S.S., 7Zir NDA -
Traces of U, Pu, FP
Dissolver acid surge tank HNO3 (Recycle Acid) Volume; 2 3
Trace of U Fluorimetry or 20 10
spectrophotometry
Trace of Pu NDA, o 10 5
HLW sample tank Concentrated high-level waste Volume; 5 3
3 g u/L Mass spectrometry 1 0.5
0.1 g Pu/L Mass spectrometry 1 0.5
General process waste Concentrated low-level waste Volume; 5 0.5
check tank 13 g U/L Mass spectrometry 1 0.5
Trace of Pu Mass spectrometry 1 0.5
Solid-waste drums Very low-level solid waste
Traces of U, Pu NDA Y,n 50 10
Solvent-burner feed tank Waste solvent Volume 1 0.5
Trace of U Fluorimetry or 20 10
spectrophotometry
Trace of Pu NDA, o 10 5
Central stack Of f-gas Volume 20 10
Traces of U, Pu NDA 2 40 20
U product sample tank Uranyl nitrate Volume 0.3 0.1
370 g U/L Gravimetry 0.25 0.1
T iework tank Uranyl nitrate Volume 0.5 0.5
370 g U/L Gravimetry 0.25 0.1

Laboratory samples

Uranyl nitrate

Chemical analysis.
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TABLE VI (cont)

Instrument Calibration

Precision Error
KMP Measurement Point Material Description Measurement Type {3 1lo) (% 1o)
8 Pu product sample tank Plutonium nitrate Volume 1 0.5
250 g Pu/L Amperometry or 0.2 0.1
coulometry
8 Pu product interim Plutonium nitrate Volume 0.3 0.1
storage tanks (3) 250 g Pu/L Amperometry or 0.2 0.1
coulometry
9a Pu rework tank Plut ‘nium nitrate Volume 1 0.5
250 y Pu/L Amperometry or 0.2 0.1
coulometry
9b Laboratory samples Plutonium nitrate Chemical analysis -
10a Pu rework tank Plutonium nitrate Volume 1 0.5
Amperometry or 0.2 0.1
coulometry -
10b Laboratory samples Plutonium nitrate Chemical analysis -
Plutonium oxalate
Plutonium oxide
11 U nitrate accountability Uranyl nitrate Volume 0.3 0.1
tank Gravimetry 0.25 0.1
12 Receipt tanks Plutonium nitrate Volume 0.2 0.1
Amperometry or 0.2 0.1
coulometry
13a Waste run tank Intermediate-level waste Volume 5 2
Trace of Pu NDA, o 10 5
13b Solid-waste drums Trace of Pu NDA Y,n 50 10
14 Product can Plutonium oxide Mass 0.1 0.05
Amperometry or 0.2 0.1
coulometry
15 Product can Plutonium oxide Mass 0.1 0.05
Amperometry or 0.2 0.1
coulometry
FP fission products.

[}

S.S. stainless steel.
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TABLE VII

INVENTORY KEY MEASUREMENT POINTS FOR CONVENTIONAL MATERIALS ACCOUNTING
IN THE REFERENCE FACILITIES

Instrument Calibration
Precision Error

KMP Measurement Point Material Description Measurement Tyoe (% 1lo) (8 lo)

A Spent-fuel pool Irradiated fuel assemblies See Sec. IV.B.l.a -

Bl Feed-adjust tanks (2) U, Pu, FP in HNOj Volume 1 0.5
300 g y/L Mass spectrometry 1 0.2
3 g Pu/L Mass spectrometry 1 0.3

B2 1BP surge tank U, Pu, residuval FP in HNOj Volume 1 0.5
10 g U/L Amperometry or
5 g Pu/L coulometry 1 0.25

B3 Off-spec product tank Off-spec uranyl nitrate Volume 0.5 0.5
370 g U/L Gravimetry 0.25 0.1

B4 Pu rework tank Off-spec plutonium nitrate Volume 1 0.5
250 g pu/L Amperometry or 0.2 0.1

coulometry

B5 1SF tank Miscellaneous solutions Volume 1 0.5
Trace of U Mass spectrometry; 1 0.1
Trace of Pu Mass spectrometry 1 0.25

B6 LAWE check The following tanks contain Volume 1-5 0.5-3
negligible quantities of U

B-7 Recovered-acid storage and Pu in recovered acid, Traces of U by 1-40 0.5-20
solvent, and miscellaneous fiuorimetry or
solutions. spectrophotometry

B8 Solvent-system feed (2) Traces of Pu by 10 5

NDA, o

B9 Solvent-batch strip

B10O Service-concentrator feed

Bl1 Service-concentrator check

Bl12 Sump collection

Cc Laboratory Assorted samples See Sec. IV.B.l.b
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TABLE VII (cont)

Instrument Calibration
Precision Error
Measurement Point Material Description Measurement Type (% lo) (% 1o0)
Uranium nitrate storage Uranium nitrate Volume 8.5 0.5
tank Gravimetry 0.25 0.1
Plutonium nitrate storage Plutonium nitrate Volume 0.5 0.2
tank 250 g Pu/L Amperometry or 0.2 0.1
coulometry
Precipitator flush tanks Plutonium oxalate volume 1 0.5
X-ray fluorescence 1 0.3
Sweeping cans Plutonium oxide Mass 5 2
Amperometry or 0.2 0.1
coulometry
Anion exchange product Plutonium nitrate Volume 0.5 0.5
tank Amperometry or 0.2 0.1
coulometry
Anion exchange waste tank Plutonium nitrate Volume 5 2
Amperometry or 0.2 0.1
coulometry

Storage vault

FP

= fission products.

Plutonium oxide

Item verification
NDA



All irradiated fuel received passes through KMP 1, A single assembly is a typical
batch for KMP 1. The serial number of each fuel assembly is identified visually and is
checked against the accompanying shipping papers. The shipping papers also include the
following data for each fuel assembly:

(a) Shipper identification;

{b) Date of transfer;

(c) Fabricator's data (before irradiation)--chemical compaosition, total and fissile

weight of uranium and plutonium;

(d) Shipper's data (after irradiation)--burnup, isotopic compaosition, total and

fissile weight of uranium and plutonium.

The fabricator's data are based on chemical analysis of the fuel material and NDA of the
fuel rods. The shipper’s data are based on the reactor power history that, alang with the
fabricator's data, are used to calculate the isotopic compasition, including fissile uranium
and plutonium content. At present, verification of the shipper's data is difficult because
it requires verification of the fabricator's data, the shipper's reactor power history, and
the shipper's isotopic generation and depletion calculational methods. NDA methods for
verifying declared burnup and cooling time and for assaying fissile content of spent fuel
are being developed and may be available soon62 (see App. N). If such measurements do
become available, the MBA structure could be modified by making the shearing and
dissolution processes into a separate process MBA, instead of including those processes in
the S/R MBA,

All transfers of NM from MBA 1 to MBA 2 pass through KMP 2. Two types of
transfers pass through KMP 2: transfer of dissolved NM, and transfer of samples to the
analytical laboratory that is within MBA 2, One filling of the accountability tank that
corresponds to a number of similar fuel assemblies or a set of sample vials from the
dissolution of those assemblies are typical batches for KMP 2. The amount of dissolved
NM transferred in one batch is determined in the accountability tank by measuring the
volume of the solution with an electromanometer and by measuring uranium and
plutonium concentrations and isntopic compositions by isotope-dilution mass
spectrometry. On the average, two and one-half accountability batches are transferred
daily; each batch contains ~6700 L at ~297 g U/L and ~3 gPu/L.

The following data are recorded for each laboratory sample:12

(a) Sample-vial identification,

(b) Dissolution batch identification,

(c) Date and time of sampling,

(d) Volume and density of solution,
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(e) Concentration of uranium and plitonium and isotopic compositions,

(f) Method of analysis, and

(g0 Precision and accuracy of the analysis method.

For KMP 3, one dissolver basket of leached hulls is a typical hatch. The batch is
identified by the corresponding dissolved assembly identification numbers, the
corresponding dissolution batch identification number, and by the total and fissile weight
of uranium and plutonium contained in the leached hulls. In cases where no measurement
of the hulls is available, one assumes that 0.01% of the input is discarded.12 Methods
for measuring the amount of residual uranium and plutonium in leached hulls are being
developed63 (see App. K). Batches that are transferred through KMP 3 are considered
to be measured discards.

Recycled acid from MBA 2 is batch-transferred to MBA 1 through KMP 4. Uranium
and plutonium content of the recycled acid is determined in the dissolver and surge tank
fram volume determinations and either fluorimetric or spectrophotometric measurements.

An S/R difference can be closed about MBA 1 after each campaign (approximately
every 5 days) when the dissolver tanks, hull-rinse tanks, and associated piping are drained
and flushed into the accountability tank. This flush-out between batches from different
customers results in a more accurate S/R difference because it eliminates contamination
from previous customer batches. The S/R difference is obtained by adding the shipper's
values for a numher of fuel assemblies (KMP 1) to the corresponding number of batches of
recycled acid (KMP 4) and subtracting the accountability tank and laboratory vial batches
(KMP 2) and the leached-hull batches (KMP 3), Isotope correlation techniques may be
useful in verifying irradiation history (App. M),

At present, inventory verification in MBA 1 is based on piece count and
identification of the fuel assembly fabrication serial numbers. Nondestructive
measurement systems are being developed to measure passive gamma-ray, Cerenkov, and
neutron signatures from spent-fuel ass;emblies.é’2 These signatures may be useful in

verifying the burnup and cooling time of irradiated fuel elements.

b. MBA 2--Chemical Separations Process. This MBA includes the solvent-

extraction operations from the accountability tank to the uranyl nitrate and plutonium
nitrate product sample tanks, The flow KMPs are:

KMP 2: transfers to MBA 2 from MBA 1,

KMP 4: recycle to MBA 1,

KMP 5: measured discards and retained waste,
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KMP  6: transfers from MBA 2 to MBA 3
(uranyl nitrate storage),
KMP  7: recycle from MBA 3,
KMP  8: transfers from MBA 2 to MBA 4
(plutonium nitrate storage),
KMP 9: recycle from MBA 4, and
KMP 10: transfers to MBA 2 from MBA 5
(conversion process).
The inventory KMPs are (1) thase tanks in which reliable volume measurements can be
made when the process is drained and flushed (KMP B) and (2) the analytical laboratory
(KMP C).

The flow KMPs required for conventional materials accounting in the reference
facilities are given in Tahle VI. KMPs 2 and 4 are common with MBA 1 and are discussed
in Sec. IV.B.l.a. All discards and retained wastes are transferred out of MBA 2 through
KMP 5, Concentrated liquid wastes are sampled and volumes are measured in sample or
check tanks before transfer to on-site storage. NM content in solid-waste drums is
checked by NDA techniques. Gaseous wastes are filtered, then checked for NM content
before venting.

Urany!l nitrate product solution is transferred out of MBA 2 through KMP 6.
Product batches (4460 L, ~374 g U/L) are transferred approximately every 8 h. The
volume of each batch is measured in the uranium sample tank and samples are taken for
chemical analysis (gravimetry).

Plutonium nitrate product is transferred out of MBA 2 through KMP 8, Product
batches (394 I_, ~250 g Pu/l.) are transferred to the plutonium nitrate storage facility
from one of three interim product storage tanks. The batch volume is measured in the
interim storage tanks and samples are taken for chemical analysis of plutonium
concentration and isotopics (amperometry or coulometry, mass spectrometry).

Urany! nitrate or plutonium nitrate product batches that are off specification are
transferred to their respective rework tanks for recycle within MBA 2,

Urany!l nitrate solutions that are off specification in the UF6 conversion facility
are transferred back to MBA 2 for recycle through KMP 7.

Plutonium nitrate selutions that are off specification in the plutonium nitrate
storage area (because of americium buildup, for example) can be transferred to MBA 2
through KMP 9, The solution volume is measured in the plutonium rework tank, and

samples are taken for chemical analysis of material concentrations and isotopics.
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Recycle solutions and laboratory samples can be transferred to MBA 2 from the
conversion process (MBA 5) through KMP 10. This transfer provision is made because in
an integrated fuel-cycle facility it may he desirable to recycle the filtrate, flush, and
dissolver solids solutions to MBA 2 rather than to have an independent recycling process
within the conversion facility. A centralized analytical laboratory also is desirable,

An analytical sampling plan is incorporated into each operational run plan for each
campaign. The following guidelines are used to develop the sampling plan.

» Batch-type vessels shall be sampled once per batch.

e Streams and surge vessels shall be sampled at a frequency that will provide
sufficient information to permit safe, efficient, and economic operation of the
facility.

* Samples shall he used as a backup to safety-related and quality-assurance
instrumentation when the instrumentation is not in service and to verify
accuracy during service.

Samples are obtained far chemical analysis by either remote or local samplers.
Local samplers installed in some waste tanks obtain samples after air-sparging.
Needle-block samplers are located in the sample and analytical cell (SAC) for radioactive
samples and in the plutonium product cell (PPC) glovebox for samples free of fission
products. Samples are transmitted by pneumatic tube to the hot and cold analytical
laboratory area (HCLA) for analysis.

Remote samplers of the dry-jet, air-lift type continuously circulate air-liquid
mixture from remote sample points. Samples are taken into bottles of ~10-mL capacity
that are attached to the needle blocks. The needle blocks are designed to allow +70% of
the air-liquid mixtures to bypass the sample bottles, thereby providing a faster
recirculation time. Locations of remote samplers and the purpose of the analyses are
summarized in Tables VIII to XII.

Some of the analytical methods used for various sampling points are summarized in
Table XIII and are discussed in detail in App. K.

The daily quantities of plutonium removed to the SLCA from process streams are
summarized in Table XIV.

A physical inventory in MBA 2 includes a shutdown and flushout of the separations
process area (KMP B) and a cleanout of extraneous samples and a piece-count verification
of remaining materials in the laboratory (KMP C). The process line is drained and flushed
into ~26 primary accountability tanks that have been calibrated so that reliable volume

measurements can be made and samples can be taken for analysis. Some of these tanks
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TABLE VIII

REMOTE SAMPLERS TO SAC 4

Nominal
Line or Tank Samples Purpose Fregquency Analyses
Accountability tank A, PC 3/day?@ H*, Sp. gr., U, U iso.,
Pu, Pu iso., Np
No. 1 feed adjustment tank PC 3/day H*, Sp. gr., U, Pu, G4,
Y scan
HAW surge tank PC 6/day@ Sp. gr., Pu
LAW concentrator feed tank PC NR H*, U, Pu
General purpose concentrator PC 3/day Ht
feed tank
HWW sample tank PC, A 1/day@ Bt, Sp. gr., U, U iso.,
Pu iso., Np, Na
Hull-rinse surge tank PC 1/day Ht, U, Sp. gr.
Sump collection tank PC 1/day H*, Sp. gr., U, Pu
LAWB check tank PC 1/day H*, Sp. gr., U, Pu
2DW line PC, 1 3/day U
Dissolver-acid surge tank I 2/week H*, Sp. gr., G4
Dissolver-flush accumulator PC 1/day gt, U, Sp. gr.
No. 2 feed adjustment tank PC 3/day? H*, Sp. gr., U, Pu, G4,
Y scan
No. 1 dissolver transfer PC NR HY, U
tank
No. 2 dissolver transfer PC NR H*, U
tank
No. 3 dissolver transfer PC NR HY, U
tank
No. 4 dissolver transfer PC NR Ht, U
tank
Feed surge tank PC NR H*, Sp. gr., U, U iso.,

Pu, Pu iso.

Apctual frequency may vary from that indicated, but each batch is sampled.

A = Accountability

PC = Process control

I = Instrument calibration
S = Specification

NR = Not regularly scheduled
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TABLE IX

REMOTE SAMPLERS TO SAC 8

Nominal
Line or Tank Sampled Purpose Frequency Analyses

No. 1 solvent-system feed PC 2/wk Y scan, TBP

tank
Carbonate diversion tank PC NR U, Pu, Alk
10W-~10K line PC 1/day U, Pu, Alk, Y scan
1RW~1RR line PC 1/day Sp. gr., Alk
General purpose concentrator PC, A 1/day H*, U, U iso., Pu,

check tank Pu iso., Y
1PO line PC 1/day Ht
1BX anolyte feed tank PC 1/day [+
1BP line PC, 3/day H*, Sp. gr., U, NgHg, Pu

2r, Ru, Nb, a, Y scan
1BU recycle tank rc 3/day Vv, NOp, &
1CU 1line PC, 3/day Sp. gr., ¢, Y scan
1CW line PC 3/day U, Y scan
HSP line PC, 3/day NO2, Y scan
1BP surge tank PC, 3/day H*, Sp. gr., NOz, a
1SF tank PC, 1/day H*, U, Y, WO
1SW line PC, 3/day a
TABLE X%

REMOTE SAMPLERS TO URANIUM GLOVEBOX

Line or Tank Sampled

U-~product sample tank

No. 2 solvent-system feed
tank

No. 1 iodine-scrubber bottom
No. 2 iodine-scrubber bottom

Solvent-burner feed tank

0ff-spec U-product tank

Solvent-batch stripping tank
Silica-gel bed U~product

Recovered-acid storage tank

2EU line
2EW line
2UC head pot
cU line

Nominal

Purpose Frequency Analyses

PC, 5 3/daya H, Sp. gr., U, Pu, B, o,
Y, spectrochem.

PC 2/wk Y scan, TBP

PC 1/day H*, Sp. gr., Hg, I, a,
Y scan

PC 1/wk H*, Sp. gr., Hg, I2, a,
Y scan

PC, A 1/wk g, Pu, Y, TBP

PC as H*, U, v scan

requirega

PC 2/wk H*, U, Pu, Y, TBP

PC, I 3/day Y scan

PC 3/wk H*, Sp. gr., ¥ scan,
tritium

PC, 1 3/day H*, Sp. gr., ¥ scan

PC 3/day U, Y scan

PC, I 3/day H*, Sp. gr., U, Y scan

PC, I 3/day H*, Sp. gr., U, Np

aactual frequency may vary from that indicated, but

each batch is sampled.



TABLE XI

REMOTE SAMPLERS TO PLUTONIUM GLOVEBOX

Nominal
Line or Tank Sampled Purpose Fregquency Analyses

3AF line BPC 3/day H*, Sp. gr., @, Y scan
Pu product sample tank A, S 1/day2 HY, Sp. gr., U, Pu iso.,

Am, Y scan, spectrochem.
Pu rework tank PC as Gross a, HY, NOy, Sp. gr.

regquired
No. 1, 2, 3 Pu-product a 1/2 days@ H*, Sp. gr., Pu, Pu iso.
storage tanks
3BP line PC, I 3/day H*, U, Pu, v, B
POR line PC, I 1/day Y, Pu
2AW line PC, I 3/day Sp. 9r., v
\
2BW line PC, I 1/day NO2, «
3AW line PC, I 3/day Sp. gr., o
3BW line PC, I 1/day NOs, @
Pu measuring pot PC NR H*, Pu, Sp. gr.
3PD-KO pot PC, I 3/day H*, Pu
Pu nitrate storage area (9) 1 each Pu
batch
50-L sample tank A as Pu
required

Aactual frequency may vary from that indicated, but each batch is sampled.

TABLE XTI

LOCAL SAMPLERS TO HCLA

Nominal
Line or Tank Sampled Purpose Freguency Analyses
Laboratory sample tank PC, I, 1/day B*, sp. ogr., U, Pu
A
Service concentrator feed I 1/#k Pu, U, U iso.
tank
Service concentrator check I 1/batch Pu, U, U iso.

tank
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TARBLE XTII

ANALYTICAL METHODS USED IN REFERENCE PLANTS

Parameter
Meacurement Point Methad Determined

Feed curge tank Isotope dilution u, 2%y, pu
Dissolver flush accumulator Mass spectrometry Pu 1sotopics
Accountability tank

15F tank

No. 1 feed adjustment tank

No. 2 feed adjustment tank

Solvent-hurner feed tank

GPW check tank

Helwy zample tank

Pu~product stnr-ae tanke (3) Ampecrometry or Pu
1BP surge tank coulometry

Pu~rowory tank

Pu~product sample tank

Pu~-storage slab tanks

No. 1 sclvent feed tank Alpha counting Pu
No. 2 solvent feed tank

Carbonate diversion tank

Solvent-batch stripping tank

Solvent-burner feed tank

LAWE check tank

Recovered-acid storage tank

Sump collection tank Alpha counting Pu

Off-cpec U-product tank Gravimetry, u
U~prnduct samplie tank potentiometry,
or coulometry

No. 1 solvent system feed tank Fluorimetry or u
No. 2 solvent system feed tank spectrophotomctry
Solvent~batch stripping tank

Solvent-burner fee” tank

LAWB check tank

Recovered-acid storage

Service concentrator feed tank

Service concentrator check tank

Sump collection tank

Accountability tank Density measurement Density
U-product sample tank
Interim Pu-product storage

tank (3)

are listed in Table VII. The tanks are equipped with air-spargers and sampling devices for
measurement of NM content. The flushing process reduces the residual NM in tank heels,
pipes, and so forth as much as is practicable.

A materials balance is taken after each physical inventory by adding all measured
receipts (KMPs 2, 7, 9, and 10) to the initial inventory (KMPs B and C, initial) and
subtracting all measured removals (KMPs 4, 5, 6, and 8) and the final inventory (KMPs B

and T, final).

c. MBA 3--Urany! Nitrate Product. MBA 3 is an 5/R MBA. The shipper's value is

accepted under KMP 6 and is obtained from chemical analysis of a sample and volume

measurement of the uranium product sample tank. The receiver's value is accepted under

KMP 11 and is derived from chemical analysis of a sample and volume measurement of
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TABLE XIV

QUANTITIES OF PLUTONIUM IN DAILY SAMPLES

Sample Point g9/L g/sample g/24 h
Accountability tank 3.10 0.149 0.4972
Feed adjustment tank #1 2.95 0.071 0.212°P
Feed adjustment tank #2 2.95 0.071 0.212°
HSP 0.80 0.019 0.058"
HWW sample tank 0.11 0.001 0.004°
1BP line 4.80 0.115 0.346°
IAF 11.60 0.278 0.835°
3BP 58.50 1.404 4.212P
Pu sample tank 250,00 12.000 12.000
Pu storage tank #1 250.00 5.000
Pu storage tank #2 250,00 6.000 9.000b
Pu storage tank #3 250.20 6.000

Total 27.38

2 Assumes 6 bottles/sample.
b aAssumes 4 bottles/sample.

C Assumes 2 bottles/sample.

the uranyl nitrate accountability tank at the headend of the UF6 facility. MBA 3 has

no inventory because solution is transferred directly from the uranium product tank in the

chemical separations area (MBA 2) to the collocated UF6 facility.

d. MBA 4-—-Plutonium Nitrate Product Storage. MBA 4 contains slab tanks capable

of storing 33 000 L of plutonium nitrate at a concentration of 250 g Pu/LL. This MBA is an
S/R MBA. The amount of plutonium nitrate solution transferred from the plutonium-
product measuring tank to the plutonium-nitrate storage-facility slab tanks through
KMP B constitutes the shipper's value. The nitrate product transferred to the receipt
tanks in the collocated oxide-conversion plant constitutes the output of MBA 4 through
KMP 12, The receiver's value is determined by volume measurements and samples taken
for chemical analysis in the receipt tanks. Alternatively, plutonium nitrate product that
does not meet specifications can be recycled through KMP 9 from the slab tanks back

through the separations process area (MBA 2) on a campaign basis. In this case the
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receiver's value is determined in the plutonium rework tank in MBA 2 by volume

measurements and chemical analysis.
A physical inventory in MBA 4 (KMP E) requires volume measurements, sampling,

and analysis of all solutions in the storage area or confirmation that tamper-safe seals are

intact and prior measurements are still valid.

e. MBA 5--Conversion Process. MBA 5 includes the entire conversion process area

from the receipt tanks to the product loadout area. Plutonium nitrate solution from the

plutonium nitrate storage facility is fed to a receipt tank (KMP 12). The receipt tank is
air-sparged and mechanically agitated, and an accountability sample is taken before
batches are metered to the process. The oxide product is transferred to a container for
sampling and storage (KMP 14), Recycle solutions and laboratory samples can be sent to
MBA 2 from the conversion MBA through KMP 10, Intermediate-level liquid waste is
accumulated in the waste-run tank where volume measurements are made and samples are
taken for chemical analysis before transfer out of MBA 5 through KMP 13,

During a physical inventory (KMP F), all tanks are drained, the precipitators are
flushed, and the flush solutions are collected in precipitator flush tanks. The furnaces and
dump-and-assay stations are swept and the powder is collected for measurement. The
recycling process vessels are drained and solutions are measured in the anion-resin waste

and product tanks.

f. MBA 6--Plutonium Oxide Storage. MBA 6 is the storage vault and is an S/R

MBA. Therefore, the shipper's value for the plutonium oxide in sealed canisters is
accepted at KMP 14 and the receiver's value (at the fabrication plant) is accepted at
KMP 15, A physical inventory (KMP G) requires confirmation that tamper-safe seals are

intact and that prior measurements are still valid.

2. Dynamic Materials Accounting. Conventional accounting with a stringent

measurement control program may satisfy current IAEA suggested minimum international
standards (see Table 1), They also should satisfy the more stringent
safeguards-effectiveness criteria that have beeri proposed for uranium: 75 kg of
contained 235, during 1 yr with 5% false alarm and 95% detection probabilities (Sec.
V). However, conventional accounting measures will not satisfy any reasonable criteria
for plutonium (Sec. V); therefore, materials accounting for plutonium in the process MBAs

must be upgraded.
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Materials accounting and control can be improved substantially if conventional
materials balance accounting measures are augmented by dynamic materials accounting
methods (App. E). The dynamic materials accounting system is designed for
near-real-time control of NM.

Under dynamic materials accounting, a process MBA is partitioned functionally into
discrete accounting envelopes, or UPAAs. A UPAA can include the entire MBA or
portions of the MBA. The distinguishing feature of a UPAA is that materials balances are
closed in near-real-time by measuring all significant materials flows and in-process
inventories. By comparicon, conventional materials balances are closed once each
physical inventory.

The two process MBAs in the reference facility are the chemical separations MBA
(MBA 2) and the conversion MBA (MBA 5). Dynamic materials accounting strategies for

plutonium in these two areas are discussed below.

a. Chemical Separations Process Area. The chemical separations process avea
(Fig. 4) can be treated either as a sinole UPAA (UPAA 1 2), or as two UPAAs: a

codecontamination-partitioning process UPAA (UPAA 1) and a plutonium-purification

UPAA 1 2
CHEMICAL SEPARATIONS

UPAA 1 UPAA 2
CODECONTAMINATION/ PLUTONIUM
PARTITIONING PURIFICATION

PROCESSES PROCESS

Fig. 4. UPAAs in the chemical separations process area.
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process UPAA (UPAA 2). This UPAA structure is complementary because dynamic

materials balances can be taken about the chemical separations area in two ways.

(1) UPAA 1 2--Chemical Separations Process. The chemical separations process

MBA can be treated as a single UPAA if measurements of the in-process inventory are

made on each of the major process vessels in the process area. The process vessels in
UPAA 1 2, starting with the feed-adjust tanks, are shown in Figs. 5 and 6. The inventory
measurements that must be added to the inventory KMPs (KMPs B1 and B2 in Table VII)
are given in Tahle XV. Measurement methods that are added for near-real-time
materials accounting are discussed in App. L. Methods for estimating in-process
inventories in contactors are discussed in App. J.

In-process inventory measurements can be combined with flow KMPs 2, 4, 5, 6, 7, 8,
9, and 10 to form a dynamic materials balance approximately every 2 days. Because most
of the material is transferred through the feed and product KMPs, the frequency of taking
materials balances is governed by the feed and product batch frequencies. Under normal
operating conditions, two and one-half accountability batches and one product batch are
processed every day. Therefore, process logic dictates that a materials balance can be
taken every 2 days to include an integral number of feed and product batches. Smaller
batches, for example, waste batches to high-level waste, are included in the materials
balances when the measurements become available.

Alternatively, a materials balance could be taken around UPAA 1 2 after each feed
batch (approximately every 9.6 h) if an on-line plutonium product measurement were
added on the 3PCP stream (see Fig. 6). The product measurement would consist of flow

and concentration measurements (see Table XV).

(2) UPAA 1--Codecontamination-Partitioning Processes. A separate UPAA can be

formed around the codecontamination-partitioning processes (CPP) if flow and
concentration measurements are added to the 1BP, 15P, and POR streams (see Fig. 5).
These measurements are given in Table XV. A dynamic materials balance can be taken
about UPAA 1 for each feed accountability batch (every 9.6 h) by combining
measurements of the concentration and volume of the feed batch, the concentration and
flow in the 1BP, 1SP, and POR streams, the initial and final in-process inventories in the
process vessels, and the concentration and volume of the high-activity waste (HAW)

sample tank solution.
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TABLE XV

MEASUREMENTS ADDED FOR DYNAMIC ACCOUNTABILITY IN THE
CHEMICAL SEPARATIONS PROCESS

6¢

Instrument Calibration
Precision Error
Measurement Point Material Description Measurement Type (3 lo) (% lo)
HA feed tank U, Pu, FP in HNOj3 volume 3 -
2.8 g Pu/L Concentration 1 _
HS column U, Pu, residual FP in organic See App. J 20 -
and HNO3, Pu inventory
1B column U, Pu in organic, Pu inventory See App. J 20 -
1Ssp stream U, Pu in organic Flow rate 5 1
<0.1 g Pu/L NDA, « 10 2
POR stream U, Pu in organic Flow rate 5 1
0.01l. g Pu/L NDA, « 10 2
1BP stream U, Pu, residual FP in HNOj3
400 L/h Flow meter 1 0.5
S g Pu/L Absorption-edge densitometry 1 0.3
1BP surge tank U, Pu, residual FP in HNOj3 volume 3 -
5 g Pu/L Density 3 -
2A column u, Pu, residual FP in aqueous, See App. J 5-20 -
organic phases; Pu inventory
2AW stream U, Pu, residual FP in HNOj
500 L/h Flow meter 5 1
<0.1 g Pu/L NDA, a 10 2
2B column U, Pu, trace FP in agueous, See App. J 5-20 -
organic phases, Pu inventory
2BW stream U, trace Pu in solvent
150 L/h Flow meter 5 1
Trace Pu NDA, o 10 2
3A column U, Pu, trace FP in aqueous, See App. J 5-20 -

organic phases, Pu inventory



oy

TABLE XV (cont)

Tnstrument Calibration
Precision Brror

Measurement Point Material Description Measurement Type (2 lo) (¢ 1lo0)
3AW stream U, Pu, trace FP in HNOj3

215 L/h Flow meter 5 1

<0.1 g Pu/L NDA, o 10 2
3B column U, Pu in aqueous, organic See App. J 5-20 _—

phases; Pu inventory

3BW stream U, trace Pu in solvent

105 L/h Flow meter 5 1

Trace Pu NDA, o 10 2
3Ps diluent~wash Pu in aqueous phase, trace See App. J 5-20 -

Pu in organic phase; Pu

inventory

3P concentrator Concentrated plutonium nitrate Volume (constant}) - -

250 g Pu/L See text 1.5 -
3PD stream Residual Pu in HNOj3

32 L/h Flow meter 5 1

<0.1 g Pu/L NDA, & 10 2
3PCP stream Plutonium-nitrate product

8 L/h Flow meter 1 0.%

250 g Pu/L Absorption-edge densitometry 1 0.3



(3) UPAA 2--Plutonium Purification Process. Dynamic materials balances can be

taken about the plutonium purification process (PPP) if flow and concentration
measurements are added to the aqueous and organic recycle streams (2AW, 2BW, 3AW,
3BW, and 3PD). These measurements are also given in Tahle XV. The balances can be
taken by using one of two product measurements: the daily batch in the plutonium sample

tank or the on-line flow and concentration measurements on the concentrator product

(3PCP) stream.

b. Conversion Process. The conversion process is amenable to several

near-real-time accounting strategies because it comprises parallel process lines and
because the material being processed is relatively pure (a block diagram of a single
process line is given in Fig. 7). Parallel process lines can be treated easily as separate
UPAAs, Processing relatively pure material facilitates the use of near-real-time
measurements, thus presenting more possibilities in partitioning each process line. As
shown in Fig. 8, the accounting strategies can be developed hierarchically:
1) Treat the entire conversion process area as a single UPAA, UPAA 3 4 S;
2) Divide the conversion process into three parallel UPAAs, one of each process
line, UPAA 3, UPAA 4, and UPAA 5;
3) Divide each process line into two UPAAs in series, feed adjust/precipitation
(UPAA 3A, 4A, and 5A) and caleination/product loadout (UPAA 3B, 4B, and 58).
In each accounting strategy, dynamic materials balances are formed from periodic
measurements of transfers and in-process inventories. For each materials balance,
(1) receipt tank in-process inventory, (2) precipitator in-process inventory, (3) precipi-
tator product (wet cake in filter boats), (4) filtrate and wash solutions, and (5) product
cans are measured. Approximately once a day, (1) precipitator flush solution, (2) boat
flush solution, and (3) loose powders recovered from the dumping station are measured.
The loose powders recovered from the furnace are measured approximately once a week.
The measurements that must be added to the flow and inventory KMPs (KMPs 12, 13, and
14 in Table VI; and KMPs F1, F2, F3, and F4 in Table VII) are given in Table XVI.

(1) UPAA 3 4 5--Conversion Process Area. The entire conversion process area is
treated as a single UPAA. The UPAA boundaries are the receipt tanks and the product
dump-and-assay stations. The UPAA in-process inventory includes the contents of each

precipitator and the contents of wet boats in each of the furnaces.
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Fig. 8., UPAAs in the conversion process.

(2) UPAA 3, UPAA 4, UPAA 5--Conversion Process Lines. In this accounting
strategy, each process line is a separate UPAA, The UPAA boundaries are the receipt
tanks and a single product dumping station. The in-process inventory includes the

precipitator contents and the contents of wet boats in the furnace of that process line.

The use of parallel process lines having reduced throughput and inventory for the same

total plant throughput can often markedly improve materials accounting sensitivity

(App. E).

(3) UPAA 3A, UPAA 4A, UPAA 5A--Feed-Adjust/Precipitation Processes. This
UPAA includes the feed-adjust and precipitation processes. The UPAA boundaries are the

receipt tanks and the filter-boat loading station.
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TABLE XVI

MEASUREMENTS ADDED FOR DYNAMIC ACCOUNTABILITY IN THE CONVERSION PROCESS

Tnstrument Calibration
Materijal Precision Error
Measurement Point Description Measurement Type (% lo) (% 1la)
Receipt tank Pu in HNO13, volume 0.2 0.1
~30 g/L Concentration (by 0.5% 0.3
L-edge densitometry)
Wet boat Plutonium oxalate Mass (by neutron 4 ]
(precipitator output) well counter)
Precipitator holdup Plutonium slurrcy Mass (by He-3 2 -
neutron counter)
Filtrate Pu in HNO3, volume 0.2 0.1
30 mg/L Concentration (bhy 10 0.5
alpha monitor)
Precipitator flush Pu in HNOj3, Volumre 0.2 0.1
5 g/L Concentration {by 1 0.3
L-edge densitometry
or x~-ray spectrometry)
Boat fiush Pu in HNOj, volume 0.2 0.1
~“1.5 g/L Concentration ({(by 1 0.3
x-ray fluorescence
Furnace sweep Plutonium oxide Mass (by neutron well 2 0.5
counter)
Dump station sweep Plutonium oxide Mass (by neutron well 2 0.5
counter)
Product cans Plutonium oxide Mass {(by neutron well 1 0.5

counter, calorimeter,
or gamma Spectrometer)

(4> UPAA 3B, UPAA 4B, UPAA 5B--Calcination/Product Loadout Processes. This

UPAA includes the calcination and product dump-and-assay processes. The UPAA
boundaries are the filter-boat loading station, the product of UPAA 3, and the product
dumping station. Batch integrity is maintained in this UPAA; therefore, materials

balances are taken for each batch as it is processed.

C. Small Reprocessing Plant

Because many present-day commercial reprocessing plants have capacities of less
than 300 MTHM/year, an MMAS typical of these smaller reprocessing plants is described
37-40

(Sec. 1I; App.

B). The reference facility includes only a chemical separations facility; conversion

below. The Tokai reprocessing plant is uzed as the reference facility

process designs are under consideration, and plutonium nitrate product will be stored until

a suitable conversion process is built.
The Tokai plant is used as a reference design because plant descriptions are avail-
able and because the applicability of improved safeguards techniques to Tokai is being

studied.52 The Tokai Advanced Safeguards Technology Exercise, TASTEX, includes
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tasks to develop and demonstrate various instruments, to evaluate surveillance tech-

niques, and to study the application of near-real-time accounting techniques to small

reprocessing plants.
The results of the study of the application of advanced accounting techniques to a
small reprocessing plant37 are summarized below. The operator's MMAS is developed

next using the same system structure, and measurement methods and errors as in the

large chemical separation plant.

1. The Japan Atomic Energy Research Institute (JAERI) Study. A study on the

apglicability of advanced accounting techniques to a small reprocessing plant has been

completed by the JAERL’
investigaterd on the basis of measurement capabilities available in the reference facility.

The feasibiity of weekly plutonium materials balances was

The study concludes that semidynamic materials accounting based on weekly materials
balances '"can be recognized as a feasible and effective system for the model reprocessing
plant" (Ref. 37, p. 11).

The weekly materials balance is formed by combining input dissolver batch, product
batch, and waste batch measurements with weekly measurements of the contents of
buffer and feed tanks. The balance is taken immediately after the evaporator is
discharged and before the evaporator feed is restarted.

Measurements used in the JAERI study are given in Table XVII, The
codecontamination-partitioning and plutonium purification processes block diagram are
given in Figs. 9 and 10, respectively. Note that volume measurements and chemical
analysis of samples are made for each major tank in the process line. In-process
inventories in the mixer-settlers are not measured or estimated. Simulations of model
mixer-settlers show that during normal operation the fluctuation in the unmeasured
in-process inventory may be small. However, the fluctuation in the unmeasured
in-process inventories is the limiting factor in the short-term detection sensitivity, and
techniques are needed for estimating contactor inventories particularly for large plants.

Several flow and measurement simulations for different fuel types and burnups were
considered in the study. Some sample results are given below for the case in which PWR
fuel with a burnup of 20000 MWD/MT is reprocessed. During the 22-wk analysis period,
760 kg of plutonium were reprocessed. Conventional materials balance standard
deviations ranged from 5.9 to B.7 kg of plutonium for the cases of weekly recalibrations
to no recalibration within the accounting period. These materials balance uncertainties
do not satisfy any reasonable proposed detection goals, and therefore dynamic materials
accounting is superimposed on the plutonium process areas: the codecontamination,
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TABLE XVII

MEASUREMENT POINTS IN THE REFERENCE SMALL CHEMICAL SEPARATIONS PLANT 2

Instrumentb Calibrationb
Precision Error
Measurement Point Material Description Measurement Type (% 1lc) (¢ lg)
Accountability tank Dissolver solution Volume 0.4 0.4
180 g U/L Mass spectrometry 1 0.6
2 g Pu/L Mass spectroumetry 1 0.6
Waste tanks Waste solutions Voiume 3 4
Recycle solutions Spectrophotometry 21 13
MDA, « 21 13
U product tank Uranyl nitrate Volume 0.3 0.3
Titration 0.9 0.8
Pu product tank Plutonium nitrate Volume 0.3 0.3
Titration 0.9 0.8
Feed and buffer tanks U, Pu, FP in HNO3 Volume 2 2
Chemical analysis 3 2

dpdapted from Ref. 37.
banalysis and sampling errors are combined in guadrature,

FP = fission products.

extraction, and plutonium purification processes. The dynamic materials accounting
simulation studies show a loss-detection sensitivity of mlOMUF for a l-wk materials
balance. For the cases considered, IGMUF varies in the range 224-506 g of plutonium.

For the sample case the conventional materials balance 1°MUF is 417 g of plutonium.

2. _Conventional Materials Accounting. The physical inventory accounting system

structure in a small plant is identical to that of the large plant described in Sec. 1V.B.1.
However, in this case only MBAs 1 through 4 and KMPs 1 through 9 (see Fig. 3) are
applicable because only the chemical separations process is considered here. MBA 1
includes fuel receiving, storage, chop, and leach; it is an S/R MBA. MBA 2 comprises the
chemical separations process area from the accountability tank to the uranium and
plutonium nitrate product tanks and is treated as an MBA, MBAs 3 and 4, respectively,
are the uranium and plutonium nitrate storage areas; they are S/R MBAs.

The flow and inventory KMPs are given in Table XVIIl. The measurement types and
instrument errors are identical to those of the large chemical separations facility.
Passible measurements for spent fuel and leached hulls, and !sboratory sampling
procedures are discussed in Sec. [V.B.1l. Estimation of mixer-settler in-process inventory
is discussed in App. J. During physical inventory, solutions are measured and sampled

from various tanks within the process line.



Fig. 9. Tokai codecontamination-partitioning process.
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TABLE XVIII

FLOW AND INVENTORY KEY MEASUREMENT POINTS
FOR CONVENTIONAL MATERIALS ACCOUNTING AT TOKAI-MURA

Instrument Czlibration
Precision Error
KMP Measurement Point Material Description Measurement Type (% lo) (% o)
1 Cask-unloading pool Irradiated Fuel See Sec. IV.B -
2a Accountability tank Dissolver solution Volume Q0.3 0.1
180 g U/L Mass spectrometry 1 0.2
2 g Pu/L Mass spectrometry 1 0.3
2b MBA 1 laboratory samples U, Pu, FP in HNO3 Chemical analysis -
3 Leached~hull basket §.8., r NDA --
Trace of U, Pu, FP
4 Rework tank Recycle acid Volume 2 3
Concentration 10 5
5 Waste tanks Waste solutions Volume 5 3
Recycle solutions Mass spectrometry 1 0.5
6 U product tank Uranyl nitrate Volume 0.3 0.1
Gravimetry 0.25 0.1
7&8 Rework tank Rework solutions
9 Pu product tank Plutonium nitrate Volume 0,3 0.1
Amperometry or 0.2 0.1
coulometry
A Spent fuel pool Irradiated Fuel See Sec. IV.B --
B Chemical separations area Various solutions Volume 2 2
Chemical analysis 3 2
c Laboratory Assorted samples Chemical analysis -
FP = fission products.
5.5. = stainless steel.

3. Dynamic Materials Accounting. Near-real-time accounting of plutonium can be
as a single UPAA, without additional

applied to the chemical separations area,
measurement points by periodically sampling for chemical analysis and measuring the
volume of each of the process vessels, and estimating the in-process inventory in each
determining the in-process

mixer-settler. These measurements are necessary for

inventory. The UPAA boundaries are the accountability tank, the plutonium receiver
tank, and the waste and recycle acid tanks (see Figs. 9 and 10). A dynamic materials
balance can be drawn after any integral combination of feed and product batches; i.e., as
often as once a day immediately after the evaporator is discharged and before the
evaporator feed is restarted (two feed batches and one product batch).

A near-real-time accounting system for plutonium in the Tokai-mura reprocessing
plant uses conventional chemical analysis and a weekly materials balance is described in
Sec. IV.C.1. This procedure is easily extended to daily materials balances. However,

daily balances may increase the chemical analysis burden beyond acceptable limits,
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requiring the addition of at-line NDA capability, x-ray fluorescence, and absorption-edge
densitometry for analysis of in-process inventory samples. These types of measurements
are being considered in the TASTEX program.

As shown in Fig. 11 the near-real-time accounting system could be extended to
include three UPAAs and combinations thereof within the chemical separations area.

The UPAAs within the chemical separations area would be codecontamination-
partitioning, UPAA 1; UPAA 1A; partitioning, UPAA 1B;

plutonium purification, UPAA 3, The codecontamination-partitioning can be divided into

codecontamination, and

two UPAAs because of the buffer tanks that are between the first and second extraction
cycles. This option is lacking in the large chemical separations plant where such a
division is not possible. Additional measurements required for this system are given in
Table XIX and include flow and concentration measurements of the streams between the
UPAAs as well as on-line or at-line concentration measurements for determining
in-process inventories. The feed and product batch measurements rely on the traditional
volume measurements and chemical analysis that are in place (Tahle XVII). In-process
inventory volume measurements are also in place. Methods for determining in-process

inventories in contactors are discussed in App. J.

TABLE XIX

MEASUREMENTS ADDED FOR DYNAMIC ACCOUNTABILITY AT TOKAI-MURA

Instrument Calibration

Precision Error
Measurement Point Material Description Measurement Type (% 1o) (% 10)
Extractors U, Pu, FP in organic See App. J 20 -
and HNOj3, Pu inventory
2nd cycle feed tank U, Pu, trace FP in HNO3 Volume 3 -
0.6 g Pu/L X-ray fluorescence 3 -
3rd cycle feed tank Pu in HNOj3 Volume 3 -
2 g Pu/L L-edge densitometry 1 -
Oxidation columns Pu in HNOj3 NDA text 20 -
Pu inventory
2nd cycle feed U, Pu, trace FP in HNO3 Flow 1 0.5
0.6 g Pu/L X-ray fluorescence 3 0.5
3rd cycle feed Pu in HNOj3 Flow 1 0.5
2 g Pu/L X-ray fluorescence 1 0.5

FP = fission products.
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Fig. 11. UPAAs in the reference small chemical separations facility.




V. OPERATOR'S SAFEGUARDS SYSTEM: EFFECTIVENESS OF THE MATERIALS
MEASUREMENT AND ACCOUNTING SYSTEM

A. Introduction
The effectiveness of the operator's MMAS in detecting diversion is evaluated in this

section. First, the effectiveness of the MMAS for the large reference facility is
evaluated. Second, the effectiveness of the MMAS for the small reprocessing plant is
evaluated by postulating a measurement system consistent with that for the large plant.
The reference facility is described in Sec. Il and App. B. The operator's safeguards system
structure is described in Sec. III, The operator's MMAS, inciuding accounting strategies
and measurement requirements, is given in Sec. IV. Measurement methods are described
in Apps. K, L, and M. The modeling, simulation, and analyses techniques used to design
and evaluate these MMASs are described below and in App. F.

In the evaluation of conventional accounting, the buildup of measurement
correlations caused by long-term errors was simulated. Correlations caused by small
relative biases between input and output measurements are the major contributors to
materials balance uncertainties over long accounting periods, Better control of these
relative biases will result in significant improvements in the sensitivity of conventional
materials accounting to protracted diversion.

Small long-term biases have a much smaller effect on near-real-time materials
balances taken over short accounting periods. For these short accounting periods,
short-term errors (errors that persist over a given calibration period) become the
dominant factor in the materials balance uncertainty. In the evaluaticn of near-real-time
accounting, control of short-term errors was simulated for the feed and product streams.
The potential improvement in detection sensitivity obtained by controlling the short-term
errors is illustrated in the examples given later in this section. Control of short-term
errors involves careful design of a measurement control program for each measurement

technique, and, in particular, for those techniques applied at the flow KMPs,

B. Modeling, Simulation, and Analysis Technigques

1. Modeling and Simulation Approach. The design and evaluation of MMASs are

based on computer simulations of the reference facilities because the facilities either
have not been built or have not operated in a full production mode. Furthermore,
advanced MMASs do not exist. Modeling and simulation techniques permit the dynamic

behavior of materials flows to be predicted over a wide range of operating parameters and
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allow the rapid accumulation of data equivalent to relatively long operating periods.
Alternative operating, measurement, and accounting strategies can be readily compared.
Therefore, even if nuclear fuel-cycle facilities with advanced MMASs were operating,
their use in the design and evaluation of alternative operating, measurement, and
accounting strategies probably would be too time consuming, expensive, and impractical.
The modeling and simulation approach has been used extensively in safeguards
concept studies.l'B’8 This approach requires64 (1) a detailed dynamic model of the
process based on actual design data and operator experience; (2) simulation of the model
process on a digital computer; (3) a dynamic model of each measurement system based on
best estimates of instrument performance and behavior; (4) simulation of accountahility
measurements applied to NM flow and in-process inventory data generated by the model
process simulation; and (5) evaluation of simulated materials balance data from various
materials accounting strategies. Brief descriptions of the process and measurement

models are given below. More detailed descriptions are given in App. B.

a, Process M™Model. A computer code bhased on standard Monte Carlo
67

techniques65’66 is written to simulate the operation of the process. The GASP IV
simulation package is used to schedule events. When an event is scheduled in a particular
process step, the values of all concentrations, materials transfers, and in-process

inventory associated with that step are computed and stored in a data matrix.

b. Measurement Models. Mopdel measurements are applied to the simulated

process-flow and in-process inventory data by using the Monte Carlo computer code
MEASIM (Measurement Simulation) developed for that purpose. MEASIM simulates
instrument operation by using either an additive or a multiplicative measurement-error
model (see App. F), then stores the measured values, or appropriate combinations thereof,
with their uncertainties, in a measurement data base for eventual retrieval and analysis
by the safeguards data-analysis code DECANAL (Decision Analysis). Each UPAA and

each accounting strategy requires a specialized version of MEASIM,

c. Materials Balances. The measured values computed in MEASIM are combined to

form dynamic materials balances. A materials balance is a linear combination of
measured transfers (inputs positive, outputs negative) and measured inventories (initial
inventory positive, final inventory negative). Usually, the dynamic materials balance
frequency is dictated by process logic, for example, by the feed and product batch
frequency.
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2. Data Analysis Techniques. Analysis of materials accounting data for detection
of possible NM diversion is one of the major functions of the MMAS, Diversion may occur
in the range between two basic patterns: abrupt diversion (the single theft of a relatively
large amount of NM) and protracted diversion (repeated thefts of NM on a scale too small
to be detected in a single materials balance because of measurement uncertainties).

The use of unit process accounting and dynamic materials balances (see Sec, 1V.B.3)
enhances the ability to detect such diversions, but it also means that the operator of the
safeguards system will be inundated with materials accounting data. Furthermore,
although these data contain much potentially useful information concerning both
safequards and process control, the significance of any isolated (set of) measurements is

seldom readily apparent and may change from day to day, depending on the plant
operating conditions. Thus, the safequards system operator could be presented with an
aoverwhelmingly complex body of information from *.nich he must repeatedly determine
the safeguards status of the plant. Clearly, he must be assisted by a coherent, logical
framework of tools that address these problems,

Decision analysis (see Refs, 68-72), which combines techniques from estimation
theory, decision theory, and systems analysis, affords such a framework and is well suited
for statistical treatment of the dynamic materials accounting data that become available
sequentially. Its primary goals are (1) detection of the event(s) in which NM has been
diverted, (2) estimation of the amount(s) diverted, and (3) determination of the
significance of the estimates.

The application of decision analysis to NM accounting is reported in several
papers,68'70 and only a brief overview is given here. The detection and estimation
functions of decision analysis are based on classical hypothesis testing and modern
state-variable estimation techniques. The systems analysis portion attempts to set
rational thresholds for the hypothesis tests, for example, by using utility theory to
determine desirable false-alarm and detection probabilities.

The detection function is based on acceptance of the hypothesis that some (initially
unknown) amount of NM is missing vs the hypothesis that all NM is present. One useful
kind of decision test compares a likelihood ratio to a threshold, the likelihood ratio being
defined roughly as the ratio of the probability that NM is missing to the probability that it
is not, with the threshold determined by the desired false-alarm and detection
probabilities. This structure can accommodate both parametric tests, which require
detailed knowledge of measurement error statistics, and nonparametric tests, which do
not. Furthermore, the set of tests enables a search for diversion that may have occurred
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in any pattern, and in each test all possible sequences of the available materials balance
data are examined.

The decision analysis algorithms include the Shewhart chart, cumulative summation
(Cusum), uniform diversion test (UDT), sequential variance test (SVT), smoothed
materials balance test (SMBT), and Wilcoxon rank sum test. The algorithms for the
Shewhart chart, Cusum, UDT, SVT, and SMBT are structured to account for correlated
data so that correct variances are computed for the associated decision tests, The actual
false-alarm and detection probabilities for the Wilcoxon test depend on the degree of data

correlation. [f correlations are large, the Wilcoxon test performance will suffer unless

corrective measures are taken.

a. Shewhart Chart. The Shewhart chart is the oldest graphical-display tool to be
73,74

widely used by industry for process control. In the chart's standard form,
measured data are plotted sequentially on a chart where 20 and 3¢ levels are indicated.
In safeguards applications, the Shewhart chart is a sequential plot of the materials

balance data with 1g error bars.

b. Cusums. A Cusum is computed after each materials balance period. It is the
sum of all materials balances for the unit process since the beginning of the accounting
interval., The Cusum variance is a complex combination of the variances of individual
materials balances, because these balances usually are not independent. Correlation
between materials balances has two principal sources. The first is the correlation,
discussed previously, between measurement results obtained by using a commaon
instrument calibration. The magnitudes of the associated covariance terms depend on the
magnitude of the calibration error and the frequency of each instrument recalibration;
omission of these terms can cause gross underestimation of the Cusum variance. The
second source of correlation between materials balances is the occurrence, with opposite
signs, of each measured value of in-process inventary in two adjacent materials balances.
As a result, only the first and last measurements of in-process inventory appear in the

Cusum, and only the corresponding variances appear in the Cusum variance.

c. Uniform Diversion Test. The Kalman filter is applied widely to communications

and control systems for signal processing in stochastic environments. It is a powerful tool
for extracting weak signals embedded in noise. It has been applied recently to

safeguards,GB"-m’-w'78 because dynamic accountability systems rapidly generate
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large quantities of data that may contain weak signals caused by repeated, small
diversions embedded in the noise produced by measurement errors. The Kalman filter is
the basis of the UDT, the SVT, and the SMBT.

The UDT is designed to detect a small, constant diversion during each materials
balance period. Minimum-variance, unbiased estimates of the diversion and the inventory
at each time are given by the Kalman filter described in Ref. 68, which also gives a
method for correctly treating correlated measurement errors. Similar, but less general,
formulations are reported in Refs, 75-78.

The Cusum and the UDT are complementary in several respects. The Cusum
estimates the total amount of missing NM at the current time, and its standard deviation
is taken at the lo error in the estimate of the total. The UDT, on the other hand,
estimates the average amount of NM missing from each materials balance, and its
standard deviation estimate is taken as the 1o error in the estimate of the average. Thus,
both the Cusum and the UDT search for a persistent, positive shift of the materials
balance data--the Cusum by estimating the total, the UDT by estimating the average.
Both Cusum and UDT tests are performed sequentially, which facilitates their

implementation on a small computer.

d. Sequential Variance Test. One characteristic to he expected when diversion is

present is a larger materials balance error variance than when there has been no
diversion. The SVT uses two Kalman filters (each similar to that for the UDT) to
calculate the materials balance error variances for the two cases (diversion and no
diversion). The result is roughly equivalent to a sequential formulation of the well-known
F test for variances. The corresponding assumption in the diversion scenarioc is that the
diversion during each materials balance period is a Gaussian random variable having
constant mean and variance, which are a priori unknown. Maximum-likelihood estimates
of the mean and variance are computed sequentially for the likelihood ratio as the data
are received.

The diversion pattern assumed for the SV T is much less restrictive than that for the
UDT because almost any set of diversions could have been drawn from a white, Gaussian,
random process, even if the diversion were constant or intermittent. The only real
restrictions are that the mean and variance be constant over the test interval. However,

the test procedure covers all possible intervals, so that this assumption is less restrictive

than it might seem.

56



A similar estimation algorithm is described in Refs. 75-78, but no procedures for
obtairing the diversion mean and variance are given. In addition, it is not clear what
decision test was to be used.

As with the UDT, the SVT provides estimates of both the missing material and the
inventory at each time, However, the total amount of missing material over the test
interval is also computed by subtracting the last inventory estimate from the first
inventory measurement and adding the intervening net transfers. This estimate of the
total diversion is more indicative of the materials accounting situation. Note that the
alarm-sequence chart (see Sec. V.3.a) refers not to the missing-material estimates, but to

a paossible shift in materials balance error variance.
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e. Smoothed Materials Balance Test. Stewart noted earlier that better

(smaller- variance) materials balances could be drawn if past data were used to calculate

the beginning inventory of the current materials balance. He proposed use of the
equivalent of a Kalman filter, assuming no diversion before the current time., The
technique can be extended if one is willing to consider deferred decisions. That is, if we
have data from N materials balance periods and wish to compute the materials balance at
time k, where k lies between 1 and N, then we can (1) run a "forward" Kalman filter from
time 1 to k to estimate the kth beginning inventory, (2) run a "backward" Kalman filter
from time N to k+ 1 to estimate the kth ending inventory, and (3) subtract the result of
(2) from that of (1) and add the intervening transfer measurement to find the smoothed

materials balance at time k based on the number of intervening materials balance

periods. The ter.anique includes Stewart's method as a special case.

Significant improvements in single materials balance uncertainties can be obtained
with the SMBT at the price of a delayed decision, Care must also be taken when applying
the test to intervals in which several diversions may have occurred; that situation violates
the assumption {no diversion) on which the filters are based and can cause incorrect

materials balance estimates.

f. Wilcoxon Rank Sum Test. Application of the nonparametric Wilcoxon test and the
associated rank-sum chart to safequards data is described in Ref. 1. The test has been

used in other fields to analyze data for which the underlying distribution of the

measurement uncertainty is unknown. Like the Cusum, the Wilcoxon test is very easy to
implement; it calculates a weighted sum of the number of positive values in sets of

materials balance data.
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3.  Data Analysis Graphic Aids

a. Alarm Charts, The decision tests must examine all possible sequences of the

available materials balance data because, in practice, the time at which a sequence of

diversions begins is never known befarehand. Furthermare, to ensure uniform application
and interpretation, each test should be performed at several levels of significance. Thus,
it is essential to have a graphic display that indicates those alarm-causing sequences,
specifying each by its length, time of occurrence, and significance. One such tool is the
alarm-sequence chart,3 which has proven useful in summarizing the results of the
various tests and in identifying trends.

To generate the alarm-sequence chart, each sequence that causes an alarm is
assigned a descriptor that classifies the alarm according to its significance (false-alarm
probability or FAP), and a pair of integers (rl,rz) that are, respectively, the indexes
of the initial and final materials balances in the sequence. The alarm-sequence chart is a
point plot of r, vsr, for each sequence that caused an alarm, with the significance
range of each point indicated by the plotting symbol. The correspondence aof plotting
symbol to significance is given in Tahle XX, The symbol T denotes sequences of such low
significance that it would be fruitless to examine extensions of those sequences; the

position of the symbol T on the chart indicates the termination point.

TABLE XX

ALARM CLASSIFICATION FOR THE ALARM-SEQUENCE CHART

Classification
({Plotting Symbol) False—-Alarm Probability
A 1072 to 5 x 1073
B 5 x 1073 ¢o 1073
C 1073 to 5 x 1074
D 5 x 1074 to 1074
E 1074 to 107
F <1073
T 20.5
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For example, consider a sequence of materials balance data beginning at balance
number 12, and suppose that one of the tests gives an alarm with an FAP of 2 x ll]'4 at
balance number 19. Then on the alarm-sequence chart for that test, the letter D would
appear at the point (19,12). This procedure continues for all possible sequences of the
available materials balances. It is always true that ry S Ty SO that all symbols lie to
the right of the line r=r through the origin. Persistent data trends (repeated
diversions) cause long alarm sequences (rl << rz), and the associated symbols on the

alarm chart extend far to the right of the line Fy = Foe

b. Examples. Sample diversion detection simulation results for a typical week of
conversion process operation are given in Figs. 12-14. Each figure shows results obtained
with one of the decision analysis tests described above. The three tests included in the
example are the Shewhart chart, Cusum, and UDT., Each figure shows piots of the test
statistic and the corresponding alarm chart for the case of no diversion (upper) and for the
case of diversion (lower). In each case a uniform diversion of 53 g per balance is
simulated in the 51-125 materials balances. The diversion ocnyrs during the third, fourth,
and fifth days of the week for a total diversion of 4 kg. Note that significant alarms are
given during the fourth day (the second day in the diversion scenario) and that the total
diversion at that time is ~2 kqg.

For each materials balance (Shewhart) chart, dynamic materials balances are
plotted sequentially with 1o error bars. The associated alarm charts can indicate only
single materials balance alarms. If the materials balance charts were not labeled, it
would be impossible in most cases to know whether there had been diversion. Remember
that the Safeqguards Officer does not have the luxury of comparing charts with and
without diversion for the same time period, and, of course, he would not know beforehand
whether diversion had occurred. The materials balance charts have a limited capability to
detect diversion except in case of a large abrupt diversion. That is the main reason why
decision-analysis algorithms and alarm-sequence charts have been developed.

For each Cusum chart, cumulative summations of dynamic materials balances are
plotted sequentially with 1o error bars. Letter symbols on the associated alarm-sequence
charts indicate the length and significance of sequences of dynamic materials balances
that generate alarms (Table XX).

Kalman-filter estimates of the average amounts of missing material per balance
period are plotted sequentially with lo error bars, along with their associated alarm
charts. Note that the UDT is more sensitive generally than the Cusum test, that is, the
UDT gives more alarms having higher significance in the diversion cases.

59



) e 1% W
BA. ANCE NUMBER

Shewhart and alarm charts.




—_ P L U

Fig. 13. Cusum and alarm charts.
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4. Systems Performance Analysis. Essential to the design of NM accounting
80

systems is an analysis of their expected performance in detecting losses of NM.
Systems performance analysis, in turn, implies the definition of suitable performance
measures that can be easily related to externally established criteria. Thus, there are two
aspects of the analysis problem: first, defining performance measures, and second,
relating those measures to established, quantitative performance criteria.

Performance measures for any NM accounting system embody the concepts of
loss-detection sensitivity and loss-detection time. Because of the statistical nature of
materials accounting, loss-detection sensitivity can be described in terms of the
probability of detecting some amount of loss while accepting some probability of a false
alarm. Loss-detection time is the time required by the accounting system to reach some
specified level of loss-detection sensitivity. Note that the loss scenario is not specified;
that is, whether the loss is abrupt or protracted, the total loss is the measure of
performance. Note also that loss-detection time refers only to the internal response time

of the accounting system.

a. Performance Surfaces. Intuitively, the performance of any accounting system is

describable by some function

P[L,N,co]

where P is the accounting system's probability of loss detection, L is the total loss over a
period of N balances, and @ is the FAP. Thus, a convenient way of displaying system
perfarmance would be a three-dimensional graph of the surface P vs L and N for some
specified value of a. We call such graphic displays performance surfaces. They are
plotted in the three-dimensional space (N, L, P) illustrated in Fig. 15. They portray

(correctly) the expected performance of an accounting system as a function of the three

performance measures, loss, time, and detection probability, rather than as a single point.

b. Cusum Performance Surfaces. Because systems performance may depend on the

details of a particular diversion strategy as we!l as on details of the accounting system,
the overall performance is difficult to quantify, Fortunately, however, the Cusum test
does not depend on how the materjal was lost, but responds only to the total loss L during
any time interval N. Maoreover, the Cusum test detects any loss relatively well, even

though it is seldom the best test for any particular sr:enar-ir3.68’70’81

63



o3 D
i\ A

\

0%

4 (50.3,0.5)

)
.
\

QA
A

Q1
i
\

g

PROBABILITY QF QETLCI\QW
RN
\

Fig. 15. Three-dimensional space of performance surfaces,

If the Cusum test is always among the tests applied to the accourting data, the
performance of the accounting system will always be at least as good as the
loss-detection power of the Cusum test. Thus, the Cusum test provides a conservative,
scenario-independent measure of systems performance.

Performance surfaces generated using the Cusum test (only) are referred to as
Cusum performance surfaces because they are approximations to the expected perform-
ance of the system. The performance of more powerful tests for specific loss scenarios

should always be compared with the Cusum test performance to ensure that the Cusum

approximation is not unduly pessimistic.

c._Examples. Figure 16 shows two examples of Cusum performance surfaces
produced using a commercially available computer graphics program (DISSPLA) that plots
isometric contours of total loss L and materials balance number N. Note that contours of

fixed loss-detection probability are also plotted on the Cusum performance surfaces in

probability increments of 0.1.
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Fig. 16, Cusum performance surfaces for two accounting cases;
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Figure 16 illustrates the use of Cusum performance surfaces in accounting systems
design and analysis. The expected performance of worst-case and the best-case systems
are shown. The improvement in sensitivity obtained by periodically recalibrating feed and
product measuring devices is obvious by comparing the figures (see Sec. V.C for further

examples).
Cusum performance surfaces are used in Sec. V.C to illustrate the expected per-

formance of the advanced accounting systems.

C. Large Reference Facility

1. Conventional Materials Accounting. The sensitivity of conventional materials

accounting for the large reference facility is discussed below. Materials balance standard
deviations are given for periodic shutdown and cleanout physical inventories in the
chemical separations MBA (MBA 2) and in the conversion process MBA (MBA 5), Two
cases were considered. In the first case, the feed and product concentration measuring
instruments were calibrated once every 2 days. In the second case, instruments were not

recalibrated during the accounting period.

a. MBA 2--Chemical Separations Process. Materials balance standard deviations in
MBA 2 for accounting periods of 3, 6, and 12 months for both 235U and plutonium are
given in Table XXI. The materials balance errors are throughput-dominated; i.e., the feed

and product batch measurements dominate the materials balance standard deviations.

Errors in measuring waste batches and in measuring the residual holdup after process

cleanup make a small contribution to the overall materials balance standard deviations.

TABLE XXI

MBA 2--CHEMICAL SEPARATIONS
CONVENTIONAL MATERIALS ACCOUNTING

Materials Balance Standard Deviations

Accounting Period {kg) _
(months) U=-235 Pu

3 6.3-10.4 6.5-13.4

6 11-6-20.3 11-9-2602

12 22.3-40.1 27.5-52.1
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The materials balance standard deviation for 235U in a l-yr accounting period

without recalibration is 40.1 kg. Ideally, the materials accounting sensitivity could be
improved perhaps by as much as a factor of 2 if small relative errors were controlled. On
the other hand, materials accounting sensitivity would be degraded if the measurement
quality (Table VI) were not achieved. Our analysis indicates that the proposed IAEA

2

criteria for 35U (discussed in Sec. HI) can be approached by conventional materials

accounting.
Proposed IAEA detection sensitivity liriits for plutonium cannot be met in the large

chemical separations MBA by conventional materials accounting. The materials balance
standard deviation for plutonium for a 3-month accounting period is 6.5-13.4 kg. It is
unreasonable to assume a flushout/cleanout physical inventory more often than every 3
months; therefore, the conventional accounting system must be augmented by a dynamic

materials accounting system.

b. MBA 5--Conversion Process. Materials balance standard deviations for the

conversion process, for accounting periods of |, 2, and 3 moanths, are given in Table XXIIL.
The materials balance uncertainties are dominated almost totally by the throughput
because so little waste is generated in the conversion process, and after the process is
flushed out, little residual holdup is left. Examination of the materials balance standard
deviations shows that the proposed IAEA criteria cannot be met by conventional materials
accounting; therefore, the conventional accounting system for the conversion process

must be augmented by a dynamic materials accounting overlay.

2. Dynamic Materials Accounting. Here the performance of several dynamic

materials accounting strategies (Sec. V) are evaluated for the large reference facility.

TABLE XXII

MBA 5--CONVERSION PROCESS
CONVENTIONAL MATERIALS ACCOUNTING

Accounting Period Materials Balance Standard Deviations
(months) (kg Pu)
1l 2.0-2.4
4.0-409
3 5.9-7.2
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a. Chemical Separations Area. The chemical separations area can be treated as a
single UPAA, called UPAA 1 2, or as two UPAAs: the codecontamination-partitioning
UPAA, called UPAA 1, and the plutonium purification UPAA, called UPAA 2.

(1) UPAA 1 2--Chemical Separations. In this accounting strategy the entire

chemical separations area, from the input accountability tank to the concentrated

plutonium product, is treated as a single unit process accounting area. Materials balances
are taken every 2 days by combining input accountability (5 batches) and product
accountability (2 batches) measurements and with measurements of the in-process
inventories of the wvarious vessels and columns of the chemical separations area.
Materials balance can also be taken every 9.6 h (for every input accountability batch) by
adding flow and concentration measurements of the concentrator product stream and the
3PCP stream.

Dynamic materials accounting detection sensitivities using 9.6-h materials balances
for periods from 9.6 h (1 balance} to 1 month (70 balances) are given in Tahle XXIII. Twao

TABLE XXIII
UPAA 1 2--CHEMICAL SEPARATIONS
DYNAMIC MATERIALS ACCOUNTING?

Number of Total at Detection (kg Pu)
Accounting Materials b c
Period Balances Case 1 Case 2
9.6 h 1 6.8 5.9
2 days 5 7.1 6.3
1 wk 18 10,1 7.4
2 wk 35 15.8 8.9
1 month 70 28.5 .6

Apetection sensitivity at the 3-¢ limit.

bNo recalibration within the accounting period, 20%
estimates of CPP column inventories, and 10% estimates
of PPP column inventories.

Crwo-day recalibrations of input/output concentration
and flow measuring instruments, 20% estimates of CPP
column inventories, and 5% estimates of PPP column in-

ventories.
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cases are considered. In Case 1, no instruments are recalibrated within the accounting
period, and 10% estimates are made of the PPP column inventories. In Case 2,
input/output concentration and flow-measuring instruments are recalibrated every 2 days,
and 5% estimates are made of the PPP column inventories. These accounting sensitivities
can be improved by taking 2-day materials balances at the cost of timeliness (see Table
XXXII, Sec. VIII).

The detection sensitivities in Table XXIII, and all other tables for the dynamic
accounting system, are given at the 3-¢ limit. In most cases the sensitivities are based on
the Cusum test because it gives a conservative estimate that is independent of diversion
scenario (see Sec.-V.B.2).

Cusum performance surfaces (see Sec. V.B.4) for the two cases of UPAA 1 2 are
shown in Fig. 17. The Cusum test threshold for this, and all other performance surfaces,
is set at the 3-o0 limit, corresponding to a FAP of 0.001. In Case 2, the scalloping effect
along the constani loss contours results from recalibration. It is obvious that
recalibration of input and output measurements can improve materials accounting
sensitivity. As a matter of fact, IAEA criteria for sensitivity may not be met unless these
recalibrations are undertaken. Note that in Table XXIII, for an accounting period of 1 wk,
the detection sensitivity for Case 2 is 7.4 kg vs 10.1 for Case 1. The advantage shown for
Case 2 is attainable if the dominating sources of error can be identified and if
measurement control procedures can be established that are sensitive to, and can control,
those errors. Therefore, the results given here should be regarded as illustrative of the

improvements that can be achieved.

(2) UPAA 1--Codecontamination-Partitioning. The chemical separations UPAA,
UPAA 1 2, can be divided into two UPAAs by adding a flow and concentration
measurement on the 1BP stream (see 3ec. 1V.B.2.). In UPAA 1, a materials balance can
be taken every 9.6 h by combining input accountability measurements with flow and

concentration measurements of the 1BP stream and with measurements of the in-process
inventories of the vessels and columns of the codecontamination-partitioning process.
Dynamic materials accounting detection sensitivities for UPAA 1 are given in Table
XXIV, again, for two cases. In Case 1, no instrument calibrations are performed during
the accounting periods. In Case 2, the input concentration measuring instruments and the
output flow and concentration measuring instruments on the 1BP stream are recalibrated
every 2 days, Materials balance sensitivities for periods of ©1 wk and less are dominated

by the uncertainty in the in-process inventory.
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Fig. 17. UPAA 1 2--Cusum performance surfaces; Case 1 (upper),
Case 2 (lower).




TABLE XXIV

UPAA 1-—CODECONTAMINATION—PARTITIaONING
DYNAMIC MATERIALS ACCOUNTING

Number of Total at Detection (kg Pu)
Accounting Materials b
Per iod Balances Case 1 case 2°
9.6 h 1 5.3 5.3
2 days 5 5.8 5.6
1 wk 18 9.1 7.1
2 wk 35 15.6 8.8
1 month 70 29.4 11.9

4petection sensitivity at the 3-0 limit.
bNo recalibrations within accounting periods.

Creed concentration, and product flow and concentration
measuring instruments are recalibrated every 2 days.

(3 UPAA 2--Plutonium Purification. Materials balances can be taken for UPAA 2

as often as every hour, because the input and output measurements are bhased on in-line
flow and at-line concentration measurements. Detection sensitivities for B-h material
balances for accounting periods from 8 h (1 balance) to 1 month (84 balances) are given in
Table XXV for two cases. Results obtained using the UDT are also given for comparison
with the Cusum results. The UDT uses the Kalman filter to form estimates of the
diversion and the inventory (Seec. V.B.2.c).

The materials balance uncertainties for periods of 1 wk and less are dominated by
uncertainties in the in-process inventory because the in-process inventory in UPAA 2 is
large (40 kg Pu). Note that in this case of 8-h material balances the UDT gives only a
small improvement over the Cusum.

Detection sensitivities for 1-h materials balances for UPAA 2 using the UDT are
given in Table XXVI. A comparison of the B-h balance and 1-h balance UDT detection
sensitivities is instructive., An improvement of "60% in the l-day UDT detection
sensitivity is obtained by using 1-h instead of 8-h balances. That is because the Kalman
filter technigue, which is the basis of the UDT, makes steadily improving estimates of the
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TABLE XXV

UPAA 2--PLUTONIUM PURIFICATION a
DYNAMIC MATERIALS ACCOUNTING, 8-~h BALANCES

Total at Detection (kg Pu)

Number of b c
Accounting Materials Case 1 Case 2

Period Balances Cusum UDT Cusum UDT
8 h 1 4,2 4.2 2.6 2.6
1 day 3 4.4 4.2 2.9 2.8
1 wk 21 9.7 8.9 5.3 5.0
2 wk 42 17.8 17.4 7.1 6.8
1 month 84 34.8 34.6 9.7 9.5

dpetection sensitivity at the 3-o0 limit.

byo recalibrations within the accounting period and 10%
estimates of column inventories.

CTwo-day recalibration of input/output concentration
and flow measuring instruments, and 5% estimates of column
inventories.

in-process inventory, thus reducing the in-process inventory variance. The more materials
balance data supplied to the Kalman filter, the better the in-process inventory estimate.
Therefore, for 1-h balances, the UDT significantly improves detection sensitivities for
accounting periods in which the in-process inventory error is dominant relative to the
throughput error.

Cusum and UDT performance surfaces, for 1 wk of 1 h balances for UPAA 2 are
given in Fig. 18. Note that the UDT detection sensitivity is better than the Cusum
sensitivity, To make this improvement more obvious, three-dimensional surfaces of the
difference in performance between the Cusum and UDT are given in Fig. 19. The UDT
shows a significant improvement in detection sensitivities, especially over short time
periods and for small total losses. For larger total losses, the two perform equally well
because the detection probability is near one. The detectian sensitivities obtained by the
UDT and the Cusum at the 3-¢ limit are compared in Fig. 20.

The sensitivity obtained using the Cusum test over a fixed time interval will not

change if the frequency of materials balance taking is changed. That fact can be verified
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TABLE XXVI

UPAA 2--PLUTONIUM PURIFICATION

DYNAMIC MATERIALS ACCOUNTING, 1l-h BALANCES?

Number of Total at Detection (kg Pu)
Accounting Materials b
Period Balances Case 1 case 2€
UDT UDT
lh 1 4.2 2.6
8 h 8 3.1 1.9
1 day 24 2.4 1.8
1 wk 168 8.7 4.5

Apetection sensitivity at the 3-o0 limit.

bNo recalibrations within the accounting period and
10% estimates of column inventories.

CTwo-day recalibration of input/output concentration
and flow-measuring instruments and 5% estimates of col-
umn inventories.

by comparing the Cusum performance surface for 1-h balances in Fig. 18 (upper) with the
detection sensitivities given in Table XXV. One might expect an improvement in the
single-balance detection sensitivity for 1-h over 8-h balances. An improvement does
exist, but it is difficult to see because the uncertainty in the in-process inventory is the

same in both cases and is the dominant contribution to the materials balance error.

b. Conversion Process Area. The performance of two accounting strategies in the

conversion process area is evaluated below. In the first accounting strategy, the entire
conversion process is treated as a single UPAA. In the second strateqy, each process line
within the conversion process area is treated as a separate UPAA; there are three parallel

UPAAs. Strategies in which each process line is further subdivided into UPAAs are

discussed in Ref, 2.

(1) UPAA 3 4 5--Conversieni Process Area. UPAA 3 4 5 includes the entire

conversion process from the receipt tanks to the product loadout area. Dynamic

materials accounting detection sensitivities for accounting periods from 0.96 h (1 balance)
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Fig. 18, UPAA 2--Performance surfaces; Cusum (upper), UDT (lower).




UPAA 2--Performance surfaces detection probability difference.
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Fig. 20. UDT-Cusum detection sensitivities,

to 1 month (700 balances) are given in Table XXVII, In Case 1, no instrument
recaliorations are performed within the accounting period. In Case 2, the concentration
measuring instruments at the receipt tanks and the product measuring instrument at the
product loadout area are recalibrated every 2 days. When comparing these sensitivities ta
the conventional materials accounting sensitivities (Table XXI) remember that data from
the on-line measuring instruments are not of the same quality as those from the chemical
analyses used in conventional materials accounting. Normally, one would expect to
update the on-line measurement data with the better quality chernical data when they
become available. (The results of that accounting strategy are given in Table XXXII, Sec.
VIIL.) Also, note that the values in Table XXII are single materials balance standard
deviations, whereas the values in Table XXVII are detecticn sensitivities given at the 3-0
limit.
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TABLE XXVII

UPAA 3 4 5--CONVERSION
DYNAMIC MATERIALS ACCOUNTING

Number of Total at Detection (kg Pu)

Acccunting Materials b c

Period Balances Case 1 Case 2

0.96 h 1 1.2

1 day 25 1.5 1.5

1 wk 175 5.8

2 wk 350 11.4 3.6

1 month 700 22.6 5.4

dpetection sensitivity at the 3-c limit.
PNo recalibration within the accounting period.

Crwo-day recalibrations of input concentration and product
measurements.

Cusum performance surfaces for the conversion process UPAA for the two cases are
given in Fig. 21. The gain in detection sensitivity after recalibrations are performed is
again obvious. For example, for a total loss of 10 kg in a 600-balance accounting period,
the detection probability with no recalibration is ~0.1, whereas the detection probability
with recalibration appreaches 1. This example illustrates the improvements that can he

achieved if the dominating sources of error can be identified and controlled.

(2) UPAA 3, 4, and 5--Conversion Process Lines. In the second accounting strateqgy,

each conversion process line is treated as a separate UPAA., The conversion process area
therefore consists of three parallel UPAAs; UPAA 3, UPAA 4, and UPAA 5. A materials
balance is drawn about each process line for each batch produced from that
line--approximately every 2.9 h, Detection sensitivities for a single process line UPAA
for accounting periods from 2.9 h (1 balance) to 1 month (233 balances) are given in Table
XXVIII, The single materials balance detection sensitivity for a single process line is
smaller than that of UPAA 3 4 5 because the in-process inventaory is smaller. For a given
time interval, the detection sensitivity for the single process line UPAA is also improved

because the throughput is reduced.
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Fig. 21. Conversion process area Cusum performance surfaces;
Case 1 (upper), Case 2 (lower).




TABLE XXVIII

UPAA 3, UPAA 4, UPAA 5--CONVERSION PROaCESS LINES
DYNAMIC MATERIALS ACCOUNTING

Number of Total at Detection (kg Pu)
Accounting Materials b c
_Period Balances Case 1 Case 2
2.9 h 1 0.69 0.69
1 day 8 0.77 0.77
1 wk 58 2.1 1.4
2 wk 117 3.9 1.9
1 month 233 7.6 2.8

4petection sensitivity at the 3-0 limit.
PNo recalibration within the accounting period.

CTwo-day recalibrations of input concentration and product
measurements,

. Materials Accounting in a Small Plant

1. Conventional Materials Accountina. Conventinnal materials accounting sensi-

tivities for the model small separations process (MPRA 2) are given in Table XXIX.
Uranium-235% and plutonium materials balance standard deviations based on shutdown and
cleanout physical inventories are given for several accounting periods. Two cases are
considered. In Case 1, the feed and product concentration measuring instruments are
calibrated once every 2 days. In Case 2, instruments are not recalibrated during the
accounting period. When comparing these sensitivities to those of the JAERI study37’82
(see Sec. IV.C.1), remember that the measurement errors invoked here are better than
those in Ref. 37 (compare Tables XVII and XVIII), and that the 6-month throughput is
1050 kg Pu vs 760 kg Pu in the JAERI analysis. When comparing the model small plant
materials balance standard deviations (Table XXIX) with those of the large plant (Table
XXI), note that they differ by the throughput ratio, approximately a factor of 7.
Conventional materials accounting should satisfy the proposed IAEA safequards-

effectiveness criteria for uranium (Table 1V), However, it will not satisfy the criteria for
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TABLE XXTX

SMALL CHEMICAL SEPARATIONS PLANT
CONVENTIONHAL MATERIALS ACCOUNTING

Materials Ralance Standard Deviations

Accounting Perind (kg Pu)
{(months) _u-23% T Pu
3 0.8-1.3 0.94-1.9
6 1.5-2.6 1.7 -3.7
12 2.8-5.1 3.2 -7.3

utoninm, and therefore o dynarmic materials acecounting overlay s required for the
¥ P,

plutanium proressing portions of the sinall chemieal separatians plant,

2. Dynamic_ Materials Accounting,  The basic dynamic  materials  accounting

strateqgy for the reference small chemical separations praress treats the CPP and the PPP
as o single URPAA, A materials balance is taken nnce a day by combining measurements nf
the contents of two feed batehes and one product bateh fusing canventional measurement
methods) with measurements of the in-process inventories in buffer tanks (using at-line
NDA  measurements) and  with estiimmates of the in-process inventories in the
mixer-settlers. Detection sensitivities for accounting periods from 1 day (1 balance) tn
1 month (28 balances) are given in Tabhle XXX for two cases. In Case 1, nn instrument
calibrations are performed during the accounting period, and 20% estimates are made of
the in-process inventory of each mixer-settler. In Case 2, 2-day recalibrations are
performed on the input/nutput concentration measurements, and 10% estimates are made
of the in-process inventory of each mixer-settler. Cusum performance surfaces for the
two cases are shown in Fig. 22. These detection sensitivities should satisfy 1AEA
criteria. When comparing these sensitivities to the large plant detection sensitivities,
remember that the large plant throughput is more than seven times that of the small
plant, and that an on-line product measurement is made ' in the large plant, whereas
conventional volume and chemical analysis product measurements are made in the small

plant.
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TABLE XXX

SMALT, CHEMICAL SFPARATIONS PLANT
DYNAMIC MATERIALS ACCOUNTINGA

Number ot Total at Detection (kg Pu)
Accounting Materials c
_Period =~ Palances Case 1° Case 2
1 day 1 1.1 0.78
1 wk 7 1.3 0.95
2 wk 14 1.7 1.1
1 month 28 2.5 1.6

dpetectinon sensitivity at the 3-0 limit.

PNo recalibrations within the accounting period and
20% estimates of mixer-settler inventories.

Crwo-day recalibration of input/output concentration
measurements and 10% estimates of mixer-settler inven-

tories.



Fig. 22. Small plant performance surfaces; Case 1 (upper),
Case 2 (lower).




VI, 1T R A TENAL VERIFECATE N

Ao lntroductan

The application of intemationst safeauands o reprocessing plants is the suhject of
mtensive study wathin the TAFA and by Member Statea, The peacalts af  relevant
Anency-sponsored activities, deseribed o Hefs, 120 300 470 and 48490 are based on the
wark af several international eonsulting and advisory qroups,

Gutdehines have heen prnprmmi"(‘ for meeting the Agency's nhjr'(‘livr‘sq of timely
detectinn and  deterrence of  the diversion of MM Tor abrupt  diversion in 1WR
reprocessinp/eonversian plants, the quidelines are Mee, 1, Tables 1V o and Vi 1) to
dietect withan 1-3 oyl an Bokeg diversion af platonium contained in process or prodoet
materialsy ‘70 tn detect within 1-3 months an 8-t diversion of plutoniam in irradiated

5

y . . . . B . 4 3 .
foelss and 5 to detert within 1 yvr the diversion of 7% g of contained . Fbor

protracted diversion, the guidelines are to detect within 1 oyr the diversion of 8 kg of

e
235 o

plutonium or 7% kg of U, In all cagses the desired probahility of detertion is 95%

with a 5" probability of false indications of diversion,

The responsibility of the TAFA, as sperified in INCCIRC/1%93, para, 'S!],‘) is "that
the technical canclusion of the Aqency's verifieation activities shall be a statement, in
respect of each materials balaner area, of the amount of material unaceounted for over a
specifie period, giving the limits of aceuraey of the amounts stated,” That statement has
three important implications, First, the objective is a "technical conclusion.” Clearly,
the technical safequards measures (inaterials acenunting, containment and surveillanne)
must. pravide the hasis for conclusinns having a minimum of ambiguity and subjectivity.
Second, the conclusion is o statement of MUF and its associnted uncertainty for each
MBA, This is not equivalent to a conclusion of possible diversion by the State,
Conclusions conceming the possibility of diversion are derived from technical safequards
and other sources of information. Such conclusions may be initiated in the form of a
statement by the Agency to the Board of Governors that it cannot meet its safequards
responsibilities in a particular State. Third, the conclusion is the result of the Agency's
verification activities. Because international safequards are a joint undertaking of the
IAEA and its Member States, a two-step process must be implemented: the State's system
of accounting and control must provide all information necessary for the Agency to meet
its responsibilities, and the Agency must verify that information.

This two-step process is illustrated in Fig. 23, in which the Agency's function of
independent verification is indicated as an overlay on the State's séfeguards system and
its nuclear facilities under safeguards. The IAEA plays a dual role. In partnership with
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INTERNAT IOMAL SAFEGUARDS

Fig. 23. Structure of the international safequards system.




Memher States, the Agency promotes the development of effective and efficient State's
safequards systems. It must make full use of the State's system of accounting and
control. Conversely, the Agency must determine whether the State's system is adequate
for the Agency to discharge its safequards responsibilitics and mast verify the infarmation
pravided hy the State. fBecause the State must he viewed as a potential adversary,
independent verification is imperative.

Ta meet its aohbligations, the Agency considers that continuous inspection s
necessary in reproressing/conversion plants (Ref, 12 and INFCIRC ()6,3‘) Annexes 1 and
. This is consistent with the maximum permitted routine inspection effort given in
INFCIRC/153, para. 80,9 which ecorresponds to mare than 1000 man-days of inspectinn
per year far a 200-MTHM pl.'mt.83 Inspectars need not necessarily be in the plant at all
times, but may he nvailable an eall nearby for impartant verification activities.

Two sensitive issues are the protection of design information that the nperator
reqards as proprietary and inspector access inside the plant. The Anency will require
detailed plant and pracess design information to plan the safenuards approach. Details of
the Purex process have been disseminated widelv, but. details for o particular installation,
aspecially the design nf sensitive process equipment, may be ennsidered proprietary.
Nevertheless, the Anency will need infarmation about the thraoughput, caparcity, residual
hold-up, and accessibility of process equipment, and the operator will need reasonable
assurance that such information will be adequately pratecter,

To maintain effective surveillance, inspectors will require access to sensitive areas
of the reprocessing plant, such as the control room, analytical laboratory, spent-fuel
receiving and storage areas, and product storage and shipping areas. oth human and
instrumental surveillance will be maintained. To achieve shart detection-time noals, the
inspectars also must have access to pracess and operating information, much of which
contains important source data for arriving at timely safequards canclusions.
Furthermore, the operator will have to make provision in his production plans for critical
inspector verification activities. Continuous inspection, with access to sensitive plant
areas and process data, clearly is an extension of past practice that places an additinnal
hurden on the operator, but it will he necessary if the postulated safeguards goals are to
he achieved.

Effective safequards in reprocessing/conversion plants cannot be based on
conventional materials balance accounting alone. In particular, short detection-time
goals cannot currently be met in small or large reprocessing plants. An overlay of
advanced safequards measures, including containment, surveillance, and near-real-time

materials accounting, is designed specifically to address the abrupt diversion problem. In
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the feed and product storage and handling areas, the emphasis is on enhanced containment
and surveillance supplemented by materials accounting. In the main process areas, the
emphasis is on enhanced materials accounting supplemented by containment Iand
surveillance. In the small plants currently under safeguards, a retrofit of advanced
safequards measures appears to be both feasible and adequate.'Ti Integration of
safeghards criteria into future plant and process designs should ensure that advanced
safeguards techniques can effectively counter abrupt diversion in large commercial plants
(App. C).

Achieving a satisfactory sensitivity to protracted diversion may bhe the most
difficult technical safeguards problem. The application of advanced containment and
surveillance measures, including inspector surveillance, to the fuel receiving and storage
areas, the headend process area, and the product storage and shipping areas, should be
effective means to detect and deter protracted diversion from those areas. For materials
accounting in the main process areas, the factor limiting the detection of protracted
diversion may well be the uncertainty in residual, long-term relative biases between the
input and output accountability measurements. Although considerable effort is currently
expended on input and output accountability measurements (separately), insufficient
attention has been given to contralling the long-term relative uncertainties between these
measurements. It is expected that these relative uncertainties can be controlled within
the range 0.1-1% (1o) of throughput. Thus, improved input-output flow control may yield
a detection threshold (3.30) for protracted diversion of perhaps 0.5% of throughput. On
an annual basis, that corresponds to a diversion rate of one significant quantity (8 kg Pu)
per year from a 200-MTHM plant. The potential protracted diversion rate from large
plants (1500 MTHM) will likely exceed one significant quantity per year.

Consequently, there is presently some disparity between the suggested 1AEA
criterion for sensitivity to protracted diversion and the near-term projected capability of
even advanced safeguards systems. At the same time, safeguards technology is still
evolving, continuing to narrow the gap between desired and realizable performance. In
recognition of these facts, alternative forms and values of criteria ought to be
investigated, from the standpoint of both technical and institutional/political
ramifications."

The criteria-performance discrepancy is not nearly so large as it might seem
because of severe practical limitations imposed on a potential divertor. If advanced
safeguards techniques having adequate international verification can be implemented,
then the would-be divertor is forced to consider the mast bizarre diversion strategies,

that is, abrogation and seizure of facilities and materials or covert strategies involving
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numerous small removals from many locations in the plant or, more generally, from many
locations in the fuel cycle. The overt strategies must be addressed primarily by
international political and institutional measures rather than by technical safequards
measures. If extreme strategies of multiple low-level diversions are the only covert paths
left for a potential divertor, technical safeguards measures should be judged effective and
complete. To implement such strategies would present the divertor with formidable
problems of complex concealment involving many people over long periods, and
surveillance should be an effective means of detection. Application of effective measures
to deter this and all other diversion possibilities will be enhanced by extending the current

institutional and political arrangements designed to control weapons proliferation. This

subject is treated in Sec. VII.

B. Diversion Possibilities
The IAEA identifies two limiting types of diversion schemes referred to as abrupt

and protracted (Ref. 11, Part A), and it recognizes several methods of concealing
diversion of NM that are related to those two schemes. Complete description of a
diversion strategy requires specification of (1) the location(s) in the process or fuel cycle
where diversion is to occur, (2) the temporal structure (abrupt, protracted; uniform,
random, etc.) of the diversion, (3) the mode of physical removal from the facility, and
(4) related concealment activities. We discuss these specifications next, concentrating on

aspects relevant primarily to materials accounting.

1. Possible Diversion Locations. Reference 12, Sec. 3, lists six areas for repro-

cessing plants where diversion might occur:

*» Receipt and storage of irradiated fuel,

¢ Transfers to and treatment in the chop-leach section,

® Input accountability tank,

* Process area,

e Qutput accountability, and

¢ Product storage.

Reference 12 also gives more specifics on diversion activities, concealment possibilities,
and countermeasures for each of these areas.

The diversion location affects materials accounting because measurement capability
depends on the form and type of NM, that is, on the place from which NM is taken. It is
generally advantageous to divert NM from an area encompassing several NM types having
widely disparate measurement uncertainties. Then, diversion of NM that is more
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attractive to the divertor is easier to hide within the normal measurement errors

associated with poorly measured NM.

2. Possible Diversion Patterns. In addition to the abrupt or protracted diversion

scenarios already discussed, the divertor must decide on the total NM he needs, on the

allocation of possibly multiple diversions among several materials balance periods, and on
the best time for diversion within a balance period. Only the divertor can say how much
NM he needs, but for planning purposes the IAEA takes B kg of plutonium as a significant
guantity that would be useful to a potential national divertor.

For protracted diversion, the divertor may choose any of several allocations among
the materials balance periods. Small uniform diversions would be among the hardest to
detect, as would small random diversions designed to conceal the diversion pattern more
effectively. The divertor must also allow for process operating procedures, personnel
work schedules, etc., and be ready to take advantage of unforeseen opportunities, such as
process upsets, as they occur. He is well qualified to do that, being the operator of the
facility.

As a general rule, diversion immediately following the drawing of the previous
materials balance maximizes the time before possible detection, which can be significant
if balances are drawn only at 6-month intervals, for example. However, other factors

dependent on the particular situation must be considered.

3. Mode of Physical Removal. This specification generally is of less concern to

materials accounting, However, if the divertor attempts to remove NM by concealment

within a normal transfer out of the facility, and if that transfer is measured, or at least

monitored, for materials accounting purposes, then the divertor's risk of detection

increases.

4. Concealment Activities. Methods of diversion concealment, relevant mainly to

materials accounting, can be categorized as follows:
* Diversion hidden by measurement uncertainties
e Falsification
-NM tampering
~Instrument tampering
-Data tampering
-Falsification of measurement error statistics.

Next we describe each of these methods briefly.
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a. Diversion Hidden by Measurement Uncertainties. Balances drawn by the

materials accounting system are never closed exactly to zero because of measurement
errors and statistical uncertainties. The usual practice is to estimate the standard
deviation of the materials balance on the basis of historical information concerning the
characteristics of the instruments. £ach materials balance is considered to be abnormal
only if it differs from zero by more than two standard deviations. '

The diversion opportunity arises because of the size of the standard deviation of the
materials balance. That is, if the alarm level is set at two standard deviations, diversion
of an amount of NM equal to two standard deviations would have a 50% chance of not
being detected. Thus, in a reprocessing plant of the size of the base-line facility, a
two-standard-deviation alarm level of 1% of throughput for a 6-month accounting period

corresponds to 75 kg of plutonium, and a divertor is afforded up to 6 months of diversion

apportunity.

b. Falsification. Materials tampering, having the operator's and inspector's

instruments measure suitably constituted NM other than that declared, is potentially

effective against materials accounting. However, the divertor must be careful to allow
for all the consistency checks available to the inspector. Moreover, this method involves
physical movements of NM, which may be subject to the inspector's surveillance measures.

Instrument tampering can take several forms, including rendering the instrument
inoperative, inducing instrument bias to mask diversion, or increasing the measurement
errors, for example, by artificially increasing instrument noise. The first possibility is not
practicable over an extended period without arousing the inspector's suspicions,
particularly because the inspector can invoke the overlapping UPAA concept discussed in
App. H, Sec. C. Inducing instrument bias is subject to detection by statistical analysis,
comparison with the inspector's independent measurements, and requests for calibration
checks using blind standards from the inspector. Artificially increasing the measurement
noise provides no advantage; in fact, the technique will cause a higher false-alarm rate,
which the divertor certainly does not want unless he is deliberately trying to discredit the
inspector’s system. However, the inspector will know the proper characteristics of the
measurement systems if he participates in the measurement control program.

Data tampering can occur at the outputs of the instruments, after the operator's
data are collected, or anywhere in between--the objective being to report suitable false
values to the inspector. Again, this method is subject to statistical analysis, measurement

comparisons, and consistency checks. The divertor must choose his falsified values

carefully as discussed in App. H, Sec. D.
89



Another kind of falsification using NM substitution and instrument and data
tampering is the creation of clandestine feed and product streams, either by modification
of the process or by partial reporting of the inputs and outputs. The former method is a
violation of declared operation and possibly detectable by inspector surveillance. The
latter method is more difficult to detect, especially if the unreported inputs and outputs
within each materials balance period ars about equal.

Falsificaton of measurement error statistics would allow the divertor to hide a
higher level of diversion within the measurement uncertainties. However, the divertor's
ability to pursue this method would be limited by the inspector's participation in the

measurement control program.

C.  Verification Activities--General
The IAEA's verification activities apply to the location, identity, quantity, and
composition of all NM subject to safeguards. The verification process has three

steps:ll’12 (1) examination of the information provided by the State in the Design

Information Questionnaire (DI@), in the initial accounting report, and in subsequent
routine and special accounting reports; (2) collection of independent information by the
IAEA in inspections; and (3) evaluation of the information provided by the State and
collected in inspections for the purpose of determining the completeness, accuracy, and
validity of the information provided by the State.

A divertor may obtain NM from a single location or from several points in the
process or, more generally, in the fuel cycle, by using complicated falsification strategies
for concealment. In the establishment of effective countermeasures, a principal
advantage of international safeguards is the requirement that the State declare all flows
and quantities of NM within and among its nuclear facilities and state the procedures
associated with operating those facilities. Armed with this a priori information, the
Agency attempts to establish a network of correlations, based on a sufficient number of
observations, to detect any credible diversion stategy and thus deter a potential divertor.
Unexplained abnormalities in these correlations are the main diversion indicators to be
derived from the Agency's technical conclusions. Generally speaking, correlations that
are established to verify the declared flow and inventory quantities depend primarily on
materials accounting measures supported by complementary containment and
surveillance, whereas correlations to verify the declared design and operation of the

process depend primarily on containment and surveillance measures supported by

materials accounting.

90



1. Inspections. The Agency distinguishes between three types of inspections: ad
hoc, routine, and special inspections. Ad hoc inspections are carried out to: (1) verify
information provided in the initial report; (2) identify and verify any changes subsequent
to the initial report; and (3) verify international transfers. Routine inspections are
carried out to: (1) verify that reports are consistent with records; (2) verify the location,
identity, quantity, and composition of all NM subject to safeqguards; and (3) verify
information on the possible causes of MUF, S/R differences, and uncertainties in the book
inventory.

Specia! inspections are made: (1) to verify the information contained in special
reports; or (2) if the Agency considers that information made available by 'the State,
including explanations from the State and information obtained from routine inspections,
is not adequate for the Agency to fulfill its responsibilities. Special inspection procedures
must be tailored specifically for each situation. For example, inadequate reporting would
require a review of the records to determine whether the operator's accounting system
follows the procedures set out in the DIQ; if the procedures are not followed or there is
other evidence that the operator's accounting system is out of control, the possibility of

taking an immediate physical inventaory must be considered.

2. Measures. The measures to be used are materials accounting with

complementary containment and surveillance.9 Quoting from Ref. 12, pp. 4-10:

"It is clear that the inspection activities...do not
assume closing material balances at short intervals
through frequent clean-out physical inventory takings.
...To achieve safeguards objectives with respect to the
timeliness and the sensitivity of the detection of possible
diversions, a combination of procedures is needed. The
particular combination appropriate for any specific
facility will depend, inter alia, upon the characteristics of
the facility and its operating practices. The
appropriateness of the particular procedures depends upon
the timeliness of detection of diversion which the
procedures afford, upon their limits of uncertainty of
material measurement, and upon the degree to which the
procedures provide independent verification in the
particular circumstances.”
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3. Containment and Surveillance. Containment and surveillance measures are used

to detect activities associated with undeclared movement or access to NM. Any positive
indication that undeclared actions have been taken could result in a call for a new
inventory verification by the IAEA inspectors.

The containment and surveillance system has two main parts:

* The containment, which comprises the physical boundaries within which NM is

expected to remain; and

* Surveillance, which is composed of human and/or instrumental ohservations that

can detect movements of material through the containment barrier or can detect
activities that may lead to violatiors of the containment.

Surveillance should be particularly effective in the pre-partiticn part of the process
where the material is highly contaminated with fission products and the plutonium
concentration is low; furthermore, the spent fuel in the storage poo!l resides in discrete
fuel assemblies. Thus, diversion activities in this area would have to be concealed as
normal activities because diversion would require massive shielding, bulky eguipment, and
undeclared process operations, all of which should be highly visible.

Surveillance also should be particularly effective in product storage and shipping
areas. For liquid storage, valves can be continuously monitored and radiation detectors
can be placed on lines leaving the storage area. For storage of dry powders (after nitrate
canversion), seals on storage canisters and continuous surveillance of the storage vault are
envisioned.

Surveillance of the process line differs in post-partition processing because a
significant quantity of NM can be removed more easily in small increments through lines
penetrating the containment. Detection efforts in this area must be concentrated on
careful review of the design information for placement of the most sensitive instruments
available.

Covert process changes are a problem for surveillance systems, particularly in the
post-partition process areas. Such changes include the introduction of undeclared paths
through the containment, deliberate misoperation of the process to create upset
conditions, or undeclared operations while surveillance systems are inoperative.

Strategic points for the application of containment and surveillance measures at a
reprocessing plant, (Ref. 12) include: (1) irradiated fuel receiving and storage area;
(2) uranium and plutonium product storage and take-out points; and (3) vessels, valves,
and transfer lines, as appropriate. At those strategic points, a listing of applicable
instruments and devices inclucles:12 (1) surveillance cameras at the spent-fuel bay and

at the transfer point to chop-leach; (2) crane monitors for transfers of irradiated fuel
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assemblies; (3) seals or other devices to monitor valves and transfer lines at plutonium
product take-out points; (4) seals on containers of plutonium and uranium products;
(5) seals or other devices to monitor valves and transfer lines related to plutonium
product storage vessels; (6) temporary attachment of seals for physical inventory
verification purposes; (7) seals on inventory items that could be left sealed between two
physical inventaories to simplify the next physical inventory taking (PIT); and (8) seals on
storage of the Agency's samples, standards, instruments and supplies.

The containment and surveillance system has the important additional function of
protecting the integrity of the materials accounting system. This function ranges from
tamper-safing instruments (see App. H, Sec. C for some suggestions on technical
approaches) to ensuring that no significant NM flows and inventories bypass the key

measurement points.

Containment and surveillance methodology and evaluation of applicable surveillance
instruments for a reprocessing/conversion facility are being studied by SLA.Ba
Appendix O considers the integration of wmaterials accounting techniques with

containment and surveillance procedures.

4., Materials Accounting. Materials accounting for international safeguards depends

on the inspecter's ability to verify the operator's materials accounting results. Recause of
the nature of the inspector's technical conclusion,9 he must verify a materials balance,
whether based on the operator's measurements, his own independent measurements, or a
mix of the two, which is the usual case.

As discussed in Sec. V1.B.4, the operator, as a potential divertor, can attempt to
conceal diversion in several ways. Techniques available to the IAEA inspector to combat
those activities can be categorized comparably as follows:

To address diversion hidden by measurement uncertainties, the inspector might

e Draw a materials balance using the operator's data, and

s Make additional measurements of his own to decrease measurement uncertain-

ties.
To address falsification, the inspector might

e Analyze the operator's data for consistency,

* Make independent tamper-safed measurements,

® Tamper-safe the operator's instruments, and

¢ Participate in the measurement control program.

The subject of tamper-safing is treated briefly in App. H, Sec. C, and procedures for the
inspector's analysis of all the data are derived in Apb. H, Sec. D.
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a. Data Analysis. To understand the ramifications of the inspector's analysis in

terms cf his required measurement capability, consider a simple example. As in App. H,

Sec. D, suppose that a single materials balance is drawn for one portion of the process
(see Fig. H-3). The operator reports to the inspector possibly falsified measured values of
the inventories and transfers (taken here to be single measurements so that there are four

values total), and their measurement error variances as follows:

T (0), var [TF(0)] = G2(0)
), var [TN()] = 521
T (0), var [T (0)1 = Ga(0)
(1), var [T'(1)] = 5a(1) .

The measurements are assumed to be mutually statistically independent. Likewise, the

inspector obtains his own measurements and their measurement error variances:

i(0), var (1(0)1 = 32(0) ,
~ ~ ~2
I(l), var [I(1)] = UI(l) ’
. ~ ~2
T(0), var [T(0)] = o,(0) ,
. ~ ~2
T(1), var IT(1)] = on(1) .

If the inspector does not make all these measurements, then that fact is accounted for in
the analysis by setting the corresponding variance to infinity, which is equivalent to

saying the inspector has no information from that measurement. If the inspector uses an
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operator's measurement for his own, then the corresponding error variances for the two

measured values are equal to the error variance of the operator's measurement, as is the

error covariance between the two measurements.

Next the inspector forms the sufficient statistic in Eq. (H-38), making use of Eq.

(H-39):

10T - 1%, 1115 - T
S20) + 52(0) 2 TaL) + §7(L)

— ~ 2 =r ~ 2 M2
1 [T (0) - T(0))° | 1 [T (1) - ®(1)1~ Ez
2 =2 ~2 2 =2 ~2

OT(O) + oT(O) GT(l) + oT(l) 20p

’

where the quantities in the last term are given by

ZOT(0) + i LT + o2 mI)

M_ = -
P 57(0) + 55(0) S3) + 55
GA(0) T (0) + G2(MF(0)  GA(LIT (1) + a1 F(1)
+ =2 ) - =32 o)
oT(O) + oT(O) oT(l) + O’I"‘(l)

-2 ~2 -2 ~2

62 _ 07(0)cT(0) N o7(l)og (1)
~2

P 520y + 52(0)  TH(L) + 52(1)

57 (0530 G2(1)52(1)

+
Ga(0) + 5a(0)  Gall) + 5A(l)

r

(1)

(2)

(3)

The first four terms in Eq. (1) deal with falsification by differencing the operator's

and inspector's individual measurement values. If any operator's reported value has been

falsified, then 1SS will increase above the level normally expected on the basis of
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statistical fluctuations. The amount of increase depends inversely on the uncertainties in
both the operator's and inspector's measurements.

An important conclusion can be drawn from Egq. (1): If the inspector fails to make
one of the measurements, say T(U), then effectively 012(0) =, and the ISS provides
no indication of whether or not T(0) was falsified. Furthermore, presuming the
operator has falsified intelligently, using Eq. (H-31) for example, the pooled materials
balance, M, will be smaller because it includes the falsified measurement T1°(0).
Under these circumstances, the inspector’s only recourse is to tamper-safe the operator's
instrument that provides T°(0) and use that value as if it were his own and unfalsified.
Failing that, the inspector can make no statement concerning whether or not 1(0) was
falsified, and therefare can draw no conclusion about the occurrence of diversion.

Thus, assuming the divertor is intelligent, the inspector can protect against
falsification in just two ways: (1) by securing the operator's instrument beforehand and
{2) by making an independent check, or measurement, of the operator's result after the
fact. Each method bhas differing implications for cost, intrusiveness, and degree of

protection.

The term Mp in Eq. (2) is a pooled materials balance based on the aggregation of

the operator's and inspector’s values, and cx'zJ

in Eq. (3) is the error variance of
Mp' As before, if the inspector fails to make one of the measurements, for whatever
reason, then the corresponding terms in M_ and 0'23 reduce simply to the operatar's
values. This results in two conclusions: {1) M _ is subject to the same degree of
falsification that the individual measurement is, and (2) the sensitivity of the ISS to
diversion hidden by measurement uncertainties is degraded because each term in U?J
is no larger than the smallest of the operator's and inspector's corresponding variances.

To illustrate more clearly the advantage in calculating a pooled materials balance in
this manner, consider a further simplified example. Suppose that the inspector were able
to make measurements of the same quality as the operator; that s,

af(o) - z;f(o), etc. Then,
M = l =r ~ l =r =
= 5lI (0) + 1(0)] - 5I7(1) + I(1) 1]
1 =r ~ 1 —r ~
+ 5T (0) + T(0)] ~ 5T (1) + T(1)]

M+ M) |,

1
N~
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or just the average of the operator's and inspector’'s materials balances. The variance of

Mp’ Eq. (3), for this special case is

62 = %[5%(0) + T2(1) + Ta(0) + 5%(1)] .

or one-half the error variance of the operator's materials balance. For inspector
measurements of worse quality, 0'23 is larger, but never larger than the operator's
materials balance variance.

These simple examples show that the inspector makes independent measurements
for two reasons: (1) to combat falsification and (2) to improve the sensitivity to diversion
hidden by measurement uncertainties. Note that the second reason is also of bernefit to
the operator, if the inspector and operator share measurement data, in efforts to protect
against subnational diversion. In addition, the sensitivity to falsification can also help the
operator to control his systematic measurement errors because an inadvertent operator's
bias is detectable by the inspector in the same manner as a falsification.

The conclusion that the inspector must independently verify all the operator's
measurements is based on the assumption that an operator bent on diversion would know
which measurements the inspector failed to make. In practice, this need not be as if the
inspector can randomize his verification measurements from the operator's viewpoint.
This technique can allow a significant reduction in inspector effort, but it must be applied
with careful consideration of the statistics and the state of the operator’s knowledge.
Further reductions in inspector effort can be obtained if the inspector aggregates
materials accounting data from several materials balance areas and periods and accounts

for correlations among the data properly. That analysis has not yet been done.

b. Materials Balance Methods. We have presented some analysis techniques for the

materials accounting data available to the inspector. Methods for acquiring those data

depend on the ability to measure, or estimate, all significant flows and inventories of
NM., All such methods are referred to generically as PITs in Ref. 12, and several specific
ones are described thers. The suitability of each method and the particular combination
of methods selected by the operator for his plant will depend on a variety of

process-specific factors. Brief descriptions of four such methods fol!ow.12
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(1) Cleanout Physical Inventory Taking (CPIT). This is the best known and most

accurate method of PIT. The process line is drained and flushed into halding tanks for

measurement, and the residual holdup in the process equipment is measured directly or is
estimated an the basis af historical data. Because the CPIT method requires an extended
shutdown period, it is costly and can be applied only infrequently. However, it provides

essential information on the residual plant holdup, which is the zero base for more timely

PIT methods.

(2) Draindown Physical Inventory Taking (DPIT). The DPIT method is similar to

CPIT, except that there is minimal flushout of the process line after draindown. The
DPIT method may be an economically attractive alternative to CPIT if the plant is

designed for effective application of this method (see App. C).

(3) Running Physical Inventory Taking (RPIT). The purpose of RPIT is to provide

more timely materials balances than are passible with CPIT. The in-process inventory is

measured when the process is operated near steady state. If certain process run
conditions can be repeated periodically, the in-process inventory will be essentially
reproducible at those times. If the in-process inventory is always measured under the
same set of run conditions, hiases assnciated with the inventory measurements will tend
to cancel from the materials balances, and the detection sensitivity will be improved.
The process can be divided into accounting units smaller than the MBA, depending on the
availability of flow and inventory measurements. The sensitivity is better than might be
expected, even though the inventory measurement uncertainties are larger than for CPIT,

because the flow measurements are generally the dominant sources of uncertainty for a

reprocessing plant.

(4) Running Book Inventory Taking (RBIT). The RBIT methad is distinguished by the

fact that not all in-process inventory components are measured. Measurements are made
on those process vessels that contain significant fractions of the in-process inventory and
that are instrumented for rapid inventory determination. The unmeasured components of
the in-process inventory are estimated by difference, and those by-difference estimates
are compared with independent estimates of normal plant holdup that are based on
historical data. Thus, the RBIT method is applied only under normal operating conditions
similar to conditions required for RPIT. Also, the process line can be divided into smaller

accounting units, and by-difference estimates of the in-process (book) inventory in each
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unit can he obtained as nften as input-output measurements become available. Depending
on the variability of the unmeasured inventory and the quality of the input-output
measurements, RBIT can provide good sensitivity to abrupt diversion.

A combination of conventional and near-real-time accounting methods will be
necessary in reprocessing/conversion plants to meet the proposed IAEA criteria. Also,
these methods must clearly be applied flexibly and must be based on sound principles of
materials accounting (see App. E). For example, to achieve 2-4 conventional PITs per
year, a combination of CPIT and DPIT methods is attractive. For timely detection of
diversion between conventignal PITs, near-real-time materials accounting systems

incorporate and extend the attractive features of both the RPIT and RBIT methads.

).  Verification Activities--Specific

Based on our analysis and those described in Refs. 11, 12, and 42, the following

inspectinn activities are postulated to verify the operator's safequards system for the
model reprocessing/conversion plant. The safeguards technologies invoked are either
available or under development. Their implementation, intrusiveness, and practicability
will depend strongly upon the specific farility and the negotiated details of the facility

attachment.

1. MBA 1--Fuel Receiving, Storage, Chop, and Leach. International verification at

this point in the fuel cycle is essential. It presents the first opportunity to verify the
plutonium produced in the power reactors and to check correlations with the fuel

fabricator's and reactor operator's data. It is also the primary input accountability
y 1np

measurement paint for the reprocessing plant.

a. Fuel Receiving and Storage. Receipts of all fuel assemblies must be verified.

The inspector obtains a copy of the shipper's data, then checks and removes the IAEA
seal, if any, from the shipping cask. Continuous surveillance is maintained during the
unloading of each assembly to the storage pool. The identity aof each assembly is checked,
possibly using a tamper-indicating identification device applied at the time of fuel
fabrication.as'91 After the cask is emptied and has been closed, the inspector may
appiy an Agency seal to the empty cask to verify that the cask is empty when it leaves
the facility.

The inspector may conduct qualitative NDA measurements of the assemblies to

confirm the burnup (App. N). Semiquantitative NDA measurements may also be available
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as an independent, direct check of the fissile content. These measurements may be made
in the cask unloading pool. After transfer of the assemblies to the storage pool, the
inspector notes the identity and location of each assembly.

The data collected during fuel receiving are analyzed and compared with
information from the fuel fabricator and the reactor operator and with any supporting
data collected previously by the Agency. Correlations are checked on the basis of the
initial enrichment, reactor power I'\isl:ory,88 and burnup. Estimates of the fissile
content of the spent fuel, derived from the correlations, are compared with any

semiquantitative NDA measurements. On the basis of these analyses, provisional values

for the 235

determination after dissolution.

U and plutonium contents are established, pending more accurate chemical

Surveillance of the spent-fuel storage pool is continuous.86 Fuel movements are
recorded by the operator, and the identity and location of the stored assemblies are
checked by the inspector on a random-sampling basis. The checks may include an NDA
attribute check, for example, using the recently developed Cerenkov technique.89'90

A verification strategy involving frequent checks of relatively small numbers of
stored assemblies may have advantages in detecting unintentional errors in the data base
and providing more timely ver‘ification.91 Continuous inspection would make this

strategy possible.

b. Fuel Chop, Leach, and Input Accountability. All transfers of fuel assemblies to

the mechanical shear are observed by an inspector.12 The identity and NM content of
the assemblies that make up each dissolver batch are recorded.

The inspector observes the operator's procedure for sampling the dissolver solution
and records the analytical results. Particular attention is given to the flushout of the
dissolver between campaigns to ensure that the heel contains only a small amount of
plutonium.

The inspector observes and records measurements of the leached hulls. Solid wastes
from feed clarification are analyzed in the high-level waste concentrator feed tank., The
inspector also abtains random samples of recycled acid to verify that the quantity of any
NM recycled to the dissolver from MBA 2 is negligible.

The inspector obtains samples from all input accountability batches. The operator
prepares his samples for isotope-dilution mass spectrometry (App. K) by separating the
fission products in a hot cell, The inspector should receive duplicates of all prepared

szrroles. He will require a designated area, perhaps adjacent ta the chemistry laboratory,

Fmr PEndiing and storing those process samples and standards under Agency contrel. On a
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random basis, the inspector can request chemical analyses on process samples he has
collected or on Agency standards. Inasmuch as possible, the identity of the inspector’s
samples should be concealed from the operator so that the operator's analyses are
performed as on blind control standards. If the operator maintains his own analytical
equipment, such as an x-ray fluorescence spectrometer (App. I.) for rapid process analysis
of highly radioactive samples, the inspector should monitor the calibration procedures and
have standards under his control for random checks of the calibration.

Many of the inspector's process samples will be recycled back to the chemistry
laboratory without a request for analysis. A fraction of the inspector's samples will be
sent off-site for analysis and subseguent interlaboratory comparisons. Some of the
samples far off-site analyses may be obtained by the resin-bead technique (App. K).

The inspector observes and records all volume measurements of the input
accountability tank. Independent verification of tank volume can be obtained by acoustic,
radio frequency, or isotopic technigues such as magnesium addition (App. K). Observation
by inspectors of the initial tank calibration procedures and the subsequent process
measurements, although necessary, is not sufficient by itself and must be supported by
more direct verification technigues.

Inspectors analyze the input accountability data for at least three purposes. First,
isotopic correlations are checked to confirm the reactor plutonium production (App. M),
The isotopic correlation methods depend on initial enrichment and burnup, but are
independent of the input volume measurements. Heavy-isotope correlations (U/Pu ratio
method) can be particularly useful. Second, plutonium and uranium mass balances should
be checked across the headend operations, that is, from the storage pool to the input
accountability tank. These balances can be checked between campaigns after the
dissolver has been flushed (nominally once a week in the reference plant). Third, verified,

high-quality measured values are established for the.input to MBA 2.

2. MBA 2--Chemical Separations Process. The verification strateqgy proposed for

the chemical separations process (MBA 2) consists of establishing and anaiyzing a network

of materials balance correlations. The materials balances are obtained in near-real-time
from verified input-output accountability measurements and from estimates of the majar
components of the in-process inventory that are derived from operator's process-control
and on-line accountability measurements. Some of the in-process inventory estimates
derived from operator's data can be confirmed independently by inspector surveillance and
measurements. However, many of these inventory estimates can be confirmed only by
analyzing the data for internal consistency. On-site analyses of the operator's and
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inspector’s data are considered essential for timely detection. The inspector will need

68,69 that are extensions of those discussed in App. H and

decision-analysis methods
sufficient computational capability to analyze the data efficiently for trends and

anomalies that require additional investigation.

a. UPAA 1--Codecontamination-Partitioning Process. The input to this area is the

verified output of MBA 1. The output measurement point is in the plutonium stream
(1BP) after partitioning. The output measurement consists of process samples and either
valume or integrated flow-rate measurements, depending on the process arrangement and
the availahle buffer storage capacity after partitioning (Sec. I1V).

To confirm the output measurement, the inspector can collect process samples, as
described for the input accountability point. The operator may, however, use NDA
equipment for rapid process analysis after partitioning (App. L). In that case, the NDA
instrument should be designed for inspector verification. For example, the instrument
could be equipped with standards for on-line calibration checks under camputer cantral.
Some of these standards could be contralled by the inspector and would not be identified
to the operator. Some of the inspector's standards would be made up from process
materials (see App. H). The inspectors can have their own NDA equipment, perhaps
maintained in the chemistry laboratory, for analyzing low-activity process samples.

The inspectors would observe the operator's volume or integrated flow-rate
measurements in the 1BP stream and the measurements of recycle streams from the
PPP. Acid and solvent streams from recovery areas would be checked randomly for
plutonium content. The small amounts of plutonium contained in the recycled acid wastes
from the PPP should be checked more often. Organic waste streams from the PPP are
recycled ta the partitioning process for recovery of the residual uranium and plutonium.
Any off-specification plutonium product is batched from the PPP, and the batches should
be measured and verified in the plutonium rewark tank before recycle.

Essentially all of the in-process inventory in UPAA 1 is contained in the feed-adjust
tanks and the high-activity feed (HAF) tank. These tanks are instrumented for level and
density, and the feed-adjust tanks are also equipped with sample lines.

The inspectors can check the feed-adjust-tank volume measurements by adding the
amount of make-up acid from acid recovery to the input batch size from the account-
ability tank {so-called "flow follow-up" methodlz). Volume measurements in the HAF
tank are complicated because at that point the process mode changes from batch to

continuous and the tank receives and discharges continuously. However, the level
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recorder should provide valume estimates that are adequate for near-real-time materials

balances.
The heavy-metal concentrations in these tanks can be derived from density

measurements (App. K), and an estimate of the plutonium concentration can be obtained
fram the U/Pu ratio measured in the input accountability tank. On a random basis, the
inspector can caollect duplicate samples from the feed-adjust tanks, or concentration
estimates can be obtained by using the flow follow-up method.

As propased in Sec. IV, a materials balance could he drawn around the CPP after
each input accountability batch (every 9.6 h, on the average). At that time, one
feed-adjust tank is full and the other is nearly empty. The inspectors would collect
in-process inventary data on the feed-adjust and HAF tanks. The integrated plutonium
output in the 1BP stream alsg is required. If the 1BP output is batched (as in the model
small reprocessing plant), logical balances could bhe drawn for integer numbers of input

and output batches.

b. UPAA z--Plutonium Purification Process. The input to the PPP s the 18P

stream, and the output is at the primary output accountability point for the concentrated
plutonium product solutian,

Verification activities for product accountability are similar to those already
described for input accountability, except that the much lower radiation fields facilitate
accounting and verification measurements, The inspector should collect duplicate
samples from all product batches and should obtain both on-site and off-site analyses,
possibly by NDA methods (App. L) on random selections of these product samples.

On-line flow meters, as suggested for the concentrator-product (3PCP) stream,
would provide integrated flow-rate measurements as an independent check on the tank
volume measurements. Redundant liquid-level instruments as suggested for the
accountability tank also could be used.

For near-real-time balances in the PPP (Sec. 1V), useful time fiducials are one
filling of the plutonium product catch tank (nominally every B h) and one filling of the
plutonium product sample tank (nominally every 24 h), The in-process inventory in the
PPP is divided among the 1BP surge tank, the pulsed cclumns, and the plutonium
concentrator (see App. F),

The inspector could obtain estimates of the in-process plutonium inventory in the
1BP tank using installed level, density, and sample lines. The plutonium concentration in
the tank could be obtained by analyzing samples, by combining density and U/Pu ratio
measurements, or by flow follow-up.
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Techniques for estimating the inventories of the plutonium in the pulsed columns are
particularly important for the PPP (App. 3). Column inventory estimates can be obtained
by using theoretical models and such process-control measurements as the flow controls
on the feed streams and the alpha monitors (for plutonium concentration) on the waste
streams (App. L).

For the plutonium concentrator, most of the plutonium inventory is in a
constant-volume overflow tank. The plutonium concentration in this tank can be
estimated from the operator's temperature and density measurements and can be verified
from in-line concentration measurements made in the plutonium product stream.

By collecting these process and accountability data, the inspector can draw
plutonium mass balances in the PPP, from the 1BP stream to the plutonium catch tank,
approximately every 8 h. After the plutonium catch tank, the process operation changes
from continuous to batch in a series of tanks (plutonium sample and interim product
storage tanks) that are instrumented for level and density measurements and that are
equipped with sampler lines. Flow follow-up methods, along with random checks of
sample density and plutonium concentration, can be used to confirm the batch transfers

between these tanks.

c. UPAA 1 2--Chemical Separations Frocess. By combining the same process and

accountability data collected for UPAA 1 and UPAA 2, the inspector can examine

near-real-time balances for the entire separations process. Basically, this involves
removing the intermediate flow measurement in the 1BP stream and combining the two
data sets. The remaining data consist of the primary input and output accountability
measurements and the in-process inventory estimates.

Over extended periods when the process is operated near steady state, that is, when
the in-process inventory is approximately the same at the beginning and end of the period,
correlations based on input-output measurements can be examined by the RBIT method.
Complementary uranium mass balances can be obtained in near-real-time for the
separations process by applying the same techniques used for plutonium, Thus,
input-output correlations can be derived for plutonium, uranium, and U/Pu ratios and can
be used to confirm the near-real-time materials balance information collected during the

accounting period.

3. MBA 4--Plutonium-Nitrate Product Storage. The design of the plutonium
product storage facility, hence the appropriate verification activities, depends to some

extent on whether the conversion facility is collocated. If nitrate product is stored for
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shipment off-site to a separate conversion facility (now forbidden in the US and UK),
more product storage capacity will be required at the reprocessing plant. If the
conversion facility is collocated, a capacity sufficient only for maintaining isotopic
uniformity in the conversion process feed solution will be required. Note that collocation
of the conversion process may eliminate the necessity for concentrating the plutonium
product from chemical separations.8 If the plutonium concentrator were eliminated,
the inventory in the PPP would e reduced substantially (see App. F).

Plutonium-nitrate storage tanks should be designed for accurate level measurements
and to maintain homogeneous solutions. The tanks should be kept under continuous
surveillance. In the case of long-term storage, appropriate Agency seals should be applied
to the tank valves to ensure that valves and associated piping are not opened or
disassembled. Because of radiolysis, fresh acid is added periodically. Americium buildup
may require plutonium repurification before use in the conversion facility. The inspector
should observe all transfers and additions made in the storage area and should collect
additional samples from the tanks for verification. Frequently, inspectors will check the
seals and the liquid levels in static tanks. The possibility of having continuous, remote
read-out of tank liquid levels from Agency-verified instruments should be considered. The
inspectors would ohserve all product shipments, collect samples, and apply Agency seals
to the shipping bottles.

If the conversion facility is collocated, one or more large mixing tanks may be
present to buffer the chemical separations and conversion processes. Such tanks would
require continuous surveijllance and frequent verification of the contents by Agency
inspectors. Flow follow-up methods should he useful for confirming transfers of NM from
the output accountability point of the separations process to the input accountability

point for conversion. Plutonium mass balances should be maintained for all such transfers.

4, MBA 5--Conversion Process. Verification strategies for the conversion process

generally would follow those described for the chemical ¢ :parations process. A
fundamental difference is that inspector surveillance and verification activities should be
more straightforward because of the much lower radiation levels. More opportunities will
be available for direct Agency surveillance of operational procedures and for independent
verification measurements by inspectors using NDA equipment (App. L). The
effectiveness of inspector-verified near-real-time accounting will be enhanced in the

conversion process (Sec. 1V).
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A second important difference is that the conversion product (plutonium-oxide
powder) is stored in canisters that are relatively easy to identify and to verify by using
seals and NDA measurements. Substantial quantities of product probably will be stored in
a vault, pending shipment to the fuel fabricators, and a significant amount of verification
effort will be directed at the storage vault. Storage areas for the product of the
conversion process (it may in fact be plutonium oxide or a MOX master blend), or even the
entire conversion process itself, are candidates for facilities to be placed under some

2,8,34 This is an extension of

form of international control involving IAEA verification.
the Bonded Crucial Facility (BCF), previously suggested as a nonproliferation aid (Refs. 2,

8; App. ©) and discussed in more detail in See. VIIL
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VIL. INSTITUTIONAL ARRANGEMENTS

A.  Introduction
Effective international safequards are essential to the peaceful development of

nuclear energy and fundamental to a policy of international nuclear cooperation. The
concept of safeguards, the magnitude, scope and complexity of the arena to which they
are applied, and consequently, the measure of their effectiveness have evolved
considerably over the past three den:‘:ades;.gz’g3 It is significant that while international
safequards have become institutionalized and leqgitimized over time, they represent an
unusual departure from the normal pattern of State sovereignty. Their history reflects a
reluctant and limited degree of State acceptance as well as significant accomplishments.
For example, the Baruch Plan of 1946, which postulated the creation of an international
atomic energy authority under United Nations auspices, incorporated the notion of
comprehensive safequards, including not only verification through inspection, but also
physical control of potentially dangerous nuclear activities.94 Later definitions of
international safequards decoupled physical security and control from detection of the
diversion of NM and focused only on the latter. Under the NPT the conceptual role of
safequards was even further circumscribed, but their scope of application was
nevertheless extended to the entire peaceful program of participating states. For a
review of the evaluation of safeguards see Refs. 95 and 96. More recently, the sole
adequacy of international safegquards to deter the risk of proliferation effectively has
come into question. For a more authoritative statement on this topic, see Ref. 97. These
factors bear heavily on institutional analysis of near-real-time accounting safequards for

LWR fuels reprocessing plants.

B. Historical Evolution of International Safeguaids

The institutions and agreements that encompass international safequards include at
the general level, the IAEA and the NPT, and, at the level of implementation, two IAEA
safequards documents: INFCIRC/é6/Rev. 2 and INFCIR(C/153 which govern respectively
non-NPT and NPT-based safequards activities. The historical roots of the current
international safeguards system are found in the Atoms-for-Peace plan initiated by the
United States in 1954, Atoms-for-Peace was based on the idea that through controlled
cooperation, the peaceful uses of atomic energy could be fostered while military nuclear
proliferation might be deterred. Verification of adherence to political commitments not
to misuse transferred NM and deterrence of such misuse was to be accomplished through

the application of safeguards.
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Althougk safeguards initially were to be applied bilaterally, the US from the outset
made clear its preference for international safequards as being more credible and
acceptable. The establishment of the IAEA was intended to provide the institutional basis
for these international safeguards. In fact, the role of safeguards was a particularly
difficult issue during the negotiation of the Agency statute because of the reluctance of
some non-nuclear weapon States to relinquish their sovereign rights and to permit
international inspection of their territory. Efforts to link rmembership in the IAEA to
acceptance of safequards on national nuclear activities were rejected, and the idea of
creating a safeguards system as one of the Agency's main functions was under constant
criticism from the Soviet bloc and a group of third-world countries led by India.

The safeguards provisions finally inscribed in the I[AEA Statute limited the
application of Agency safeguards to situations where assistance was provided by, or
through, the Agency; where nations that were party to bilateral or multilateral
arrangements requested the application of Agency safeguards; or where a nation
unilaterally submitted its nuclear activities to IAEA safeguards (see the Statute of the
IAEA, Article 12).

Most US bilateral agreements included provisions for transferring safeguards
responsibilities eventually to the IAEA. Four years transpired, however, before the
Agency was able to adopt gquidelines for a safequards system, and another two years
befare a system for small power reactors finally went into effect. After 1963 and a shift
in the Soviet attitude toward safeguards, the system was extended progressively to larger

power reactors, reprocessing plants, and conversion and fuel-fabrication facilities.

C. Basis for International Safequards Arrangements
The single most important qualitative change in international safeqguards occurred

when they were made an integral part of the NPT. The NPT contains an unprecedented

concept in international relations: the general commitment of participating States to
international inspection within national boundaries; the voluntary yielding of a part of
national sovereignty to an international authority. Even here, however, the inscription of
comprehensive safeguards was not automatic. On the one hand, advanced non-nuclear
weapons States were concerned lest the application of international safeguards to the
exclusion of comparable safeguards on competitive peaceful fuel cycles in weapons States
disadvantage the non-nuclear weapons States in the development, commercialization and
marketing of peaceful nuclear energy. On the other hand, the EURATOM countries,
wt 1 already had a regional safeguards system based on the concept of adversary

relationships, were concerned that substitution of IAEA fer EURATOM safeguards might
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undermine the EURATOM community. These problems held up completion of a draft
NF:‘T.98 They were finally resolved by (1) the US and the UK voluntary offers to place
their peaceful facilities under IAEA safeguards, thereby neutralizing claims of
discrimination between weapons and non-weapans States in peaceful use and development
and (2) by a provision in the NPT for States to negotiate safequards agreements with the
IAEA either individually or together with other States, thereby preserving a place for the
EURATOM system.

tven more important frem the point of view of institutional analysis of reprocessing
plant safequards strategies are some of the characteristics of the NPT safeguards system
as articulated in INFCIRC/153. This document reflects a change in approach from the
earlier Agency safeqguards system. Whereas the purpose of INFCIRC/66/Rev. 2 was to
ensure that assistance provided by or at the request of the Agency was not used to further
any military purpose, INFCIRC/153 has a more specific objective (Ref. 9, para. 28): to
ensure "the timely detection of diversion of significant quantities of NM from peaceful
nuclear activities to the manufacture of nuclear weapons or of other nuclear explosive
devices...and deterrence of such diversion by risk of early detection." The basis of the
regime is a systems-analytic approach that focuses on NM and the total nuclear fuel cycle
rather than only facilities, emphasizing statistical measurement techniques, "materials
balance areas" and "strategic points" for measurement. While this approach served the
purpose of providing greater precision in defining the objective of safequards and of
rationalizing their application in a full fuel-cycle situation, it also rontributed
significantly to the achievement of an important goal of advanced non-nuciear weapon
States: minimizing the perceived economiec, technical, and political intrusion on national
sovereignty that safeqguards represented.

A second characteristic of the INFCIRC/153 system is its requirement that
countries in which NPT safeguards are to be applied establish national systems of
accounting for and control of NM and that the Agency purpose be to verify the findings of
the national systems. In light of the ever-increasing quantity of NM flowing through
national fuel cycles, this provision offers an ohvious opportunity for effective materials
accounting and control management without overburdening an international agency with
limited resources. On the other hand, emphasis on verification of national accounting and
control systems keyed to predetermined strategic measurement points establishes another
boundary condition on international intrusion in national nuclear fuel-cycle activities. For

an analysis of these points, see Ref. 99.

Essentially, the safeguards philosophy of INFCIRC/153 separates the control of NM

from accounting for it.mn This corresponds to the emphasis on materials accounting as

109



the safeguards measure of fundamental importance, with containment and surveillance as
complementary measures, and the coincident circumscription of physical inspection
activities. For inventory-dominated facilities such as spent-fuel storage ponds or nuclear
power reactors, this approach appears to provide effective international diversion-
detection safeguards. A similar conclusion, however, cannot be reached regarding the
efficacy of conventional materials accounting (with associated shutdown for physical
inventory), in terms either of sensitivity to diversion or timeliness of detection, when
applied in large throughput-dominated facilities such as commercial reprocessing plants.
For this reason and in light of the Agency goal of seeking to achieve a 1-3-wk detection
time for diversion of 8 kg of plutonium, a near-real-tirme matecials accounting
methodology has been postulated as a means of achieving improved safeguards in such a

situation.ml’m2

D. Institutional Issues Concerning Near-Real-Time Accounting
The question at this point is, assuming that it would meet the requisite criteria,

what institutional issues arise with respect to the adoption and deployment of a

near-real-time materials accounting system for LWR fuels reprocessing facilities.

1. Operator Acceptance. There is first the question of securing adoption by plant

operators of a near-real-time accounting system., While INFCIRC/153 provides that States
shall establish and maintain accounting and control systems for NM, it is not in a position
to mandate that plant operators must adopt any particular systern of materials control.
Nor can it insist that States impose standards that only can be met by implementation of
near-real-time accounting, although a State might independently reach such 2 conclusion.
Some States may feel that the cost factor involved in adopting a very comprehensive
materials control system is not justified by any potential benefits in operational
efficiency or quality control, or access to timely information regarding the process status
of the plant. Or, they may conclude that materials control can be met just as effectively
by the application of advanced containment and surveillance measures. Others may be
concerned that Agency verification of such a system might reveal proprietary information
of potentially significant commercial importance. States could, of course, just as readily
reach opposite conelusions.

IAEA access to facility design information for the purpose of application of
safequards and for specifying MBAs and KMPs (Ref. 9, para. 46a,b) as well as physical
inventory p-ocedures (Ref, 9, para, 46¢) could lead a State subject to such a review to

conclude that national prerogatives might better be protected through adoption of some
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form of near-real-time accounting. In designating procedures for establishing the
frequency and intensity of routine inspections, INFCIRC/153, para. 8lc provides that
facility characteristics, especially the extent to which the design facilitates verification
of the flow and inventory of NM, should serve as a criterion. Implementation of a system
that requires less frequent physical cleanout and generally less onerous inspection could
prove sufficiently attractive for the State to consider its adoption, especially if it would
be convincing to the IAEA and its membership that diversion was not occurring and that
Agency goals were being attained. In principle, near-real-time accounting can be adapted
to existing operating facilities as well as to new facilities (Ref. 9, para. 47).

On the other hand, unlike INFCIRC/66/Rev. 2, para. 30, 31, which gives the IAEA
explicit autharity in some instances to satisy itself that a facility design will permit the
effective applications of safequards bhefore safequarded material is introduced,
INFCIRC/153, para. 8 only asserts that the Safeguards Agreement "should provide that to
ensure the effective implementation of safequards...the Agency shall be provided with
information concerning...the features of facilities relevant to safeguarding...material" and
"Information pertaining to facilities shall be the minimum necessary for safeguarding
nuclear material subject to safeguards under the Agreement." Although this does not
derogate the possibility for the Agency to make suggestions regarding the adoption of
certain materials accounting and control features, it does risk limiting the scope of the

opportunity to do so.

2. IAEA Verification. A more important question is whether and how the IAEA can

effectively carry out its independent verification responsibilities vis-a-vis a
near-real-time accounting system in a large-scale nuclear fuels reprocessing plant. The
point of departure for the assessment of this issue is the safeguards philasophy embedded
in INFCIRC/153 mentioned earlier: separation of materials control and materials
accounting. Accountability reports and on-site inspections are key elements of the
international safeguards or non-NPT safequards. However, emphasis on materials
accounting in the NPT safeguards situation has led to a basic change regarding the scope
of physical access available to the Agency inspector. This is particularly salient when
considering verification capabilities applied to a throughput-dominated facility where
materials accounting is so linked to the process that it is a captive operator system.
Near-real-time materials accounting systems entail complex data-generating and
data-recording instrumentation that is potentially vulnerable to tampering and
falsification, especially where the operator and instrumentation interface closely. From

the point of view of the IAEA inspector, the question is how to involve the IAEA
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sufficiently in this interface or to ensure the transparency of the system so that the
inspector can verify the integrity of the information to satisfy himself and the inter-
national community. For example, through his involvement in the measurement control
pragram, the inspector would have the prerogative to recalibrate the instrumentation by
rerunning samples drawn either from the sample archives or from a source unknowr to the
operator. Conceptually and practically, insofar as physical access is concerned, this need
appears to require an inspector-operator interface that goes considerably beyond the
current practices in INFCIRC/153-type of arrangements.¥* Some aspects of the
international verification problem are discussed in more detai! in Sec. VI and App. H.

Article XI[.A.6 of the Statute of the IAEA states that inspectors are to have access
at all times to all places and data necessary to account for NM and to ascertain
compliance with safequards responsibilities. These rights are essentially maintained under
the implementing provisions of INFCIRC/66/Rev. 2 (see Ref. 142)., INFCIRC/153 provides
that the actual number, intensity, and duration of inspections shot be kept to the
minimum consistent with fulfillment of the Agency's responsibilities (s\e1. 9, para. 81). It
also provides that for any routine inspections acéess is limited to predetermined and
agreed strategic points (Ref. 9, para. 76c). Ad hoc or special inspections offering broader
access are possible, but only with prior consultation and approval of the State in question
(Ref. 9, para. 77). The general provisions for safequards implementation in Ref. 9, para. 6
emphasize the employment of instruments and other techniques and the minimizing of
human intrusion.

From a technical point of view, the maximum assurance of the integrity of the data
contained in records and reports by facilities or States would be provided by a complete
independent materials balance by the IAEA with little or no reliance on national systems
and with a possibility for maximum inspections. This approach strikes not only at the
access limitations inherent in INFCIRC/153, but also at the very concept of international

auditing of national systems of accounting and control and cannot, therefore, be

*It has been suggested!03 that one way to meet the verification problem might be to
substitute the IAEA for the facility operator for the application of materials accounting
procedures. While this could go far toward resolving the verification problem, by
providing direct and first-hand information and facilitating early warning of material
diversion or plant misuse, it also might raise the issue of who verifies the
Agency-operator and ascertains that there is’ no conspiracy. Additionally, this approach
assumes adoption by the operator of a near-real-time accounting system and acquiescence
to rather pervasive Agency involvement in plant activities--a rather large political
assumption. Thus, while this approach might meet verification concerns, it would raise a
host of other camplex issues.
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considered a realistic alternative. However, a partial measure designed to reform the
stringent constraints on facility access, while representing a departure from current
practice in Agency-operator interface, could offer a significant improvement relative to
materials measurement and verification. This is particularly true in throughput-
dominated facilities where even highly sensitive detection capability will not, because of
inherent measurement uncertainty, fully assure that a diversion will be detected.

Nothing in INFCIRC/153, of course, prevents a State from negotiating liberal access
arrangements with the IAEA if it so desires. Even liberal-minded States might be
reluctant to do so, however, for reasons of protecting proprietary and commercial
information that could bear on their competlitive position as a supplier of reprocessing
services, especially if competitors were not submitting their facilities to the same
conditions.

One element, the continuous presence of IAEA inspectors in the facility, does not
appear to present a problem. The formula for defining the maximum routine inspection
effort in para. 80 of INFCIRC-153 would seem sufficient to accommodate continuous
inspection at both the small and large-scale reprocessing plants. Thus, any modification
in safeguards agreements involves principally the scope of access available to the
inspector.

In sum, it would appear that independent verification of near-real-time materials
accounting (or of any other identified accounting system) requires broader access by
Agency inspectors in the facility under safeguards than is current practice. This would
entail a change of philosophy regarding the level of detail at which materials accounting
is verified by the IAEA, At first approximation, it seems that this is as much a matter of
practice coupled to some maodification in Subsidiary Arrangements between States and the
IAEA as it is a matter of revision of basic documents. Optimally, the IAEA should not
only have broad access rights to observe plant operations and to undertake independent
verification activities on a random basis in large throughput-dominated facilities, but also
early involvement in facility design and verification of the construction of those facilities
so as to ensure inter alia the integrity of its containment characteristics. These measures
could contribute significantly te enhancing Agency, and presumably clientele, confidence
in the reliability and integrity of safeguards as applied to reprocessing plants. In the last
analysis, States and operators must feel persuaded of the value of the system to them for
internal materials accounting purposes, and that the costs incurred in terms of increased

Agency presence in sensitive facilities are justified by their nanproliferation benefits.
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E. International Management Strategies

Whether States will be persuaded of the materials management merits of

near-real-time accounting and move to adopt such a system is another matter. So also is
the question of whether and to what extent near-real-time accounting meets
nonproliferation concerns associated with the presence, under national control, of
sensitive NM such as plutonium,

The technical capabilities of near-real-time accounting systems to meet sensitivity
and timeliness criteria are dealt with in Sec. V. It should be noted here, however, that
materials accounting, whether conventional or more sophisticated, has inherent
limitations as a safeguards measure, While materials accounting methodology can be
improved, and the magnitude of the absolute uncertainties in the materials balance of
spent-fuel reprocessing plants reduced, the inherent limits in measurement methodology
cannot be completely eliminated either through subdividing the facility into smaller and
rnore discrete units (unit process areas) or through the application of more sophisticated
statistical techniques.

Those holding such a view may be concerned lest the international community be
lulled into a false sense of security as a result of interpreting improved accounting as
tantamount to resolving the sensitive materials problem. Others may conclude that
whatever merits real-time accounting may have for domestic materials management,
alternatives such as enhanced containment and surveillance, in conjunction with
conventional materials accounting, offer an equally sound or even preferred safeguards
approach for international purposes. INFCIRC/153, of course, ascribes to containment
and surveillance an important complementary safegua~ds role; it does not, however,
reqgard them as substitutes for materials accounting (Ref. 9, para. 29). Just what will be
the balance between these methods will depend an evolving political decisions regarding
the nature of the proliferation risk and the consequent definition that ought to be given to
particular safeguards goals and objectives. This in turn probably will depend on the
characteristics of the institutional arrangements applied to plutonium production and
stockpile facilities.

Even if near-real-time accounting were to be widely accepted as a significant
improvement for reliable international safeguards for reprocessing plants, safequards-
related proliferation problems would remain. Plutonium and plutonium-producing
facilities are vulnerable to conversion to illicit uses. Diversion of plutonium from a
fuel-cycle facility is only one pathway that might be followed. Others that raise
questions regarding the efficacy of safeguards include (1) the diversion from, or seizure

of, stockpiles of separated plutonium by national authorities or by subnational thieves or
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terrorists; (2) the seizure by national authorities of a safequarded reprocessing plant for
the purpose of converting it to provide material for a nuclear weapons program; (3) the
decision by national authorities to abrogate or withdraw from commitments to place
national facilities and stocks of material under international safeguards and to adhere to
international commitments regarding the use of such facilities and materials either to

pursue a weapaons development program directly (as noted above) or to maintain the option

eventually to do sr).‘;-]’m4

International safeqguards cannot, and were not, intended to cope with such problems.
Yet the improvement of diversion-detection sensitivity and timeliness could lead to
nressures toward widespread dissemination of sensitive nuclear facilities and materials on
the ground that effective {i.e., sensitive and timely) safequards are in place. These other
risks (abrogation, withdrawal, seizure) must be recognized as distinct from the diversion
risk and in need of being dealt with other than through the application of improved
diversion-detection capability. But the two types of problems must be recognized as
inextricably related ta one anather, as reflecting the highly interdependent nature of
nuclear fuel-cycle risks, and as requiring compatible and mutually reinforcing responses.

The problem really is one of plutonium management, not just reprocessing
safeguards. Even improved diversion-detection safeguards, while necessary, are not alone
sufficient for maintaining the traditional barrier hetween peaceful and military explosive
applications of nuclear energy where large-scale presence and use of plutonium and
plutonium-producing facilities are involved. The adequacy of this barrier depends partly
on strengthened and improved safequards, and partly on additional institutional measures.
The question is what are the measures that usefully or appropriately might reinforce
deployment of near-real-time accounting diversion safeguards in spent-fuel reprocessing
plants.

Two kinds of institutional measures are relevant here: those involving structural
arrangements related to the back end of the nuclear fuel cyecle and those establishing
normative rules of the game with respect to the development, dissemination, and use of

sensitive facilities and materials.*

*The discussion that follows is not intended as a detailed analysis of alternative
strategies, but only to point up certain potentially useful and promising institutional
arrangements that might reinforce conventional institutional safeguards. It is beyond the

scope of this discussion to deal with economic or managerial considerations that would
need to be satisfactorily resolved for certain institutional arrangements to be widely

accepted.
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If we assume (1) that some reprocessing will be carried out at some meaningful level
of activity in the context of the global nuclear fuel cycle, and (2) that there is widespread
recognition that, although not the optimal path to nuclear explosives, diversion from the
commercial fuel cycle does pose a significant proliferation risk, then we can identify
certain potentially important measures and rules that might supplement advanced
diversion safeguards and provide added nonproliferation protection.

In particular, it would seem appropriate (1) to link spent-fuel reprocessing to the
development of an international plutonium storage arrangement and (2) to consider
multinational ownership and management for reprocessing plants as a means of
reinforcing safeguards and minimizing the risk of abrogation or national seizure by the
host state. At the same time this measure could reduce the perceived need for the spread
of nationally owned and operated facilities by providing added assurance of supply and
service, and take advantage of state-of-the-art technology and of the economies of scale
associated with large-scale activities. In this cantext, it is possible (3) to visualize an
extension of the functions of the reprocessing facility to include other responsibilities
ranging from spent-fuel storage to conversion and fuel-fabrication activities and
integrally linked to an international plutonium storage regime, although other less

comprehensive arrangements might also represent important nonproliferation

contributions.

1. International Plutonium Storage. Under the assumptions specified above, an

international plutonium storage regime is perhaps the most relevant institutional measure
in support of nonproliferation goals. Ideally, all plutonium produced in the global peaceful
nuclear fuel cycle would, from the moment of its separation from spent fuel, come within
the purview of the regime. Basically, the regime would consist of rules regarding deposit,
release, use, and disposition of the plutonium; include physical storage sites under
appropriate international safeguards and physical security arrangements; and establish
rules regarding the handling and transport of released plutonium.

To be meaningful in nonproliferation terms an international plutonium storage
regime would have to be comprehensive. This means not only international confidence in
the integrity of the storage sites and administration of the regime, but also systematically
applied rigorous rules regarding the release of plutonium to national use. Release
criteria, therefore, would have to cover such matters as how much material is released at
any given time, to whom it is released, the purposes for which it is released, the
safequards and physical security arrangements that would apply to the reieased material,

and the manner in which such material, once used, would be disposed of. To avoid
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build-up of national plutonium stockpiles, rules might have to be evolved tn the effect
that release must be timed to actual need for insertion in a research or power reactor and
that both insertion and reactor startup must take place under the scrutiny of international
officials. Rules also would have to be evolved to ensure that the requested releases were
de facto legitimate and that the use of plutonium was keyed to an on-going, visible and
credible peaceful research or power reactor program. This in turn means achieving some
consensus on when in the State's fuel-cycle development, taking account of the size of the
electrical grid, the role assigned to nuclear power, and the scope of the research and
development effort, plutonium-based fuel cycles are appropriate. States seeking release
of material would have to ensure the regime that materials would not be used for
developing nuclear explosive devices, would bhe subject to international
diversion-detection safequards, and would be disposed of under conditions agreed with the
regime authorities.

To be acceptable to the international community, an internationa!l plutonium storage
regime would have to be structured to give confidence that legitimate peaceful activities
would not be impaired and that material would be availahle under agreed terms and
conditions on a timely basis consistent with actual operating and research needs of the
national program. Acceptability would be enhanced to the degree that such a regime
encompassed both existing and to-be-produced stocks of plutonium. Universal, or
near-universal application of the regime would help dispel concern about discrimination in
the peaceful uses of nuclear energy. The possibility for maximum regime coverage might
be increased if clear and concise understandings were reached and if some of the
advanced nuclear technology States were to consider internationalization of some
plutonium research reactor facilities. This would provide less sophisticated States an
opportunity to participate in nuclear research under favorable technological
circumstances and without having to replicate on a national basis existing research
activities.

Certain normative rules of conduct should accompany the development of an
international plutonium storage regime. If plutonium presents problems that can be
managed, but not eliminated other than through global forsaking of plutonium-related
activities, then the establishment of an international storage regime should be regarded as
an important contribution to, but not a complete solution for, the proliferation problem.
In addition, it should be generally agreed that the existence of a regime should not justify
unnecessary reprocessing activity, should not be used as an excuse for the premature
deployment of new facilities or the expansion of existing ones, and should not encourage
unnecessary accumulations of stockpiled plutonium. Rather, plutonium separation should
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be explicitly related to legitimate research and power reactor needs. These principles

apply as well to both the multinational and extended scope concepts discussed below.

2.  Multinational Ownership. Multinational ownership and management of

reprocessing facilities represents an institutional arrangement with potential for helping
to reconcile energy security and nonproliferation values. See, for example, the papers on
multinational ownership in Ref. 105, While not panaceas, multinational arrangements do
have some important and attractive features: they offer the possibility of reducing the
risk of seizure of sensitive facilities or abrogation of agreements for operation of the
facilities by considerably increasing the cost of doing so to the host country.
Furthermore, they contribute to the goal of reducing national control of, and direct
access to, plutonium by removing the justification for widespread national facilities by
offering access on potentially attractive terms to large-scale facilities employing
advanced technologies and capitalizing on the associated economies of scale. If integrally
related to an international plutonium storage regime, they have added nonproliferation
significance.

Multinational alternatives might, of course, stimulate demands for larger-scale
reprocessing and might facilitate a broader dissemination of sensitive technology,
particularly with regard to plutonium handling. On the other hand, they would appear to
represent a reasonable mid-point between (a) nationally owned and operated facilities
subject to international safequards and possibly part of an international plutonium storage
regime, and (b) more far-reaching efforts to internationalize sensitive fuel-cycle
activities, for example, by charging the IAEA or a newly created international agency
with responsibility for owning, operating, and safequarding reprocessing plants on behalf
of the international community. The multinational approach, by offering countries an
opportunity to share directly in management and/or operation, would ensure those in need
of access to required services on a timely and assured basis while removing the
dependency that would result from reliance solely on negotiating for services on the
international market. It also would enable these countries to play a role in basic policy,
e.g., determining the price to be charged for the services or negotiating terms and
conditions with an international plutonium storage regime. These measures, while
substantially reducing concerns about discrimination and dependence, would help limit the
number and location of reprocessing facilities and thus contribute to nonproliferation
goals.

Multinational participation in a reprocessing plant would have safequards value as

well. Even if a multinationally owned and managed plant were to have near-real-times
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accounting safeguards, the presence of several nationalities, presumably with
nonproliferation interests and strong nonproliferation commitments, would help reinforce
the credibility of the safeguards system. It would, of course, be important that the

multinational facility be composed of countries with a genuine adversity of interest with

respect to the acquisition of nuclear explosives by any of them.106

not only to the performance of proliferation functions but to global perceptions of the

This is important

institution's assurances as well. It has been suggested that an alternative might be to
lodge all materials accounting and safeguards functions in the IAEA as mentioned earlier,
but this would seem less important in the case of a multinational plant and probably would

be more difficult to implement than some operator-based multinational materials

management.103

Like most potential measures to strengthen nonproliferation, the multinational
approach leaves something to be desired. There is o assurance, for example, that a
participant might not decide to withdraw after gaining operational experience and build a
national (possibly unsafequarded) reprocessing facility. MNor, unless the multinational
charter so provided, would anything a priori prevent a participant from building a parallel
national facility while maintaining membership in the multinational consortium. If not
linked to some kind of international regime for plutonium management, the multinational
approach might only succeed in broadening the arena of States in control of sensitive
material. It is for such reasons that normative rules of the game such as those mentioned

earlier would have to be an integral part of any arrangement to which the international

community agreed.

3. International Fuel-Cyele Centers. The third possibility mentioned above is the

extension of the functions of the reprocessing facility to include other responsibilities

such as fuel fabrication and possibly spent-fuel storage. Conceptually, this arrangement
could be either a national facility under international safequards, or a national facility
under an international regime crafted to accommodate the existence of some national
reprocessing facilities, or a multinational facility of the type just discussed. Its
distinguishing feature would not he the scope of its membership, but the range of its
functional responsibilities. If an international plutonium storage regime were to exist,
such a facility might be designated as a storage site subject to all the terms and
conditions required by the regime for storage, access, withdrawal, use, final disposition,

transportation, safeguards, and the like.
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The notion of extended functional scope has a number of nonproliferation
advantages. First, it helps reduce the risk of the misuse of material. Fabricated fuel
elements represent a lower proliferation risk than does separated plutonium. While a
recipient of fabricated fuel could process the fuel elements to extract the contained
plutonium, there is a high probability of timely detection of such an event. Furthermore,
shipment of fabricated fuel elements could he timed to meet actual needs for identified
legitimate peaceful activities thus avoiding the possibility of substantial stockpiles of
material with contained plutonium coming under the direct jurisdiction and control of a
State. Second, by including fuel fabrication among facility responsibilities the risks
associated with the shipment of plutonium in a form highly attractive to a potential
divertor would be eliminated. Transportation is one of the weaker safeqguards links in the
international nuclear fu=l cycle, and steps that would reduce those risks will become
increasingly important as and when a plutonium commerce on a significant scale
emerges. Finally, this approach supports the idea of reducing proliferation risks through
the reduction in the number and dispersion of sensitive fuel-cycle activities.

The concept of reqgional international fuel-cycle centers to minimize proliferation

34 and contributions to safeguards have been a
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risks has heen studied by the 1AEA,
consideration in US studies of nuclear fuel-cycle centers. An important feature of
colloeation of reprocessing, conversion, and fuel-fabrication facilities is the potential for
using the conversion facility, with enhanced safequards, as a "buffer" between the
supply-driven reprocessing plant and the demand-driven fabrication facility (Fiq. 24),2’8
referred to as the BCF concept. The conversion facility could be expanded to include
product storage from the reprocessing plant and oxide storage for the fabrication plant.
In this way, the safeguards controlling authority could more effectively monitor and
verify production and consumption rates, and maintain cognizance of the disposition of all
fissile materials produced by the complex.

The same kinds of caveats apply here as elsewhere: States must be persuaded of the
security, political, and economic merits of such enterprises if they are to participate. It
is, therefore, important to develop alternatives to national sensitive nuclear facilities in
such a way that concerns about discriminatory treatment in the peaceful fuel cycle are
allayed; the economic, commercial, and managerial merits of the arrangement remain
identifiable, clear, and attractive; and the nonproliferation benefits are seen to outweigh
the costs attached to proceeding with alternative institutional arrangements.

Each of the institutional arrangements identified here is amenable to such analysis

but the detailed benefits and costs of each lie beyond our present needs and purpose. It

120



NOTRATE STORA L
CANE BUENL NG

vxtDf STORAGE B
AN HOENT NG l

The Bonded Crucial Facility (BCF).




bears emphasis that none of the arrangements discussed relieves us of the responsibility to
seek to improve international safeguards. Thus, the development of more sensitive and
timely diversion-detection methodologies as represented by near-real-time accounting,
and also through effective use of surveillance and containment techniques as mandated in

INFCIRC/153, must be continued.
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VIII, RESULTS, RECOMMENDATIONS, CONCI.LJSIONS

This report addresses the effectiveness of materials accounting in providing
international safequards for reprocessing and conversion facilities. The applicability of
materials accounting to safeguarding future high-throughput (1560 MTHM/yr) and current
small (210 MTHM/yr) reprocessing plants is evaluated. The role of the IAEA and of the

State in the design and operation of the system is described.

A. International Safeguards Requirements
The operator's NM accounting system and the Agency verification program

described here are based on considerations of Agency requirements; the S5tate's

sovereignty, capabilities, and proprietary rights; and the technology available to the

operator and to the Agency.

1. Agency Requirements., The bhasis for international safequards arrangements is
described in INFCIRC/153 (Ref. 9) for nations party to the NPT and in INFCIRC/66 (Ref.

35) for non-NPT nations, and is reviewed in Sec. 1V for the operator's system and Sec. VI

for Agency verification.

The nobjective of international safeguards, as declared by these documents, is the
"...timely detection of diversion of significant quantities of nuclear material from
peaceful nuclear activities..." The emphasis is on "...the use of materials accountancy as
a safeguards measure of fundamental importance, with containment and surveillance as
important complementary measur'es..."13 The manner and frequency of inspections for
campliance are negotiated between the IAEA and the host nation on a case-by-case basis
and are documented in the so-called "Subsidiary Arrangements" and '"Facility
Attachments."

By materials accounting the IAEA seeks to obtain to a satisfactory degree of
confidence (now accepted as 95%) that a significant amount of NM is not diverted from a
materials balance area over a specified period. INFCIRC/153, para. 31 also requires that
the IAEA "shall make full use of the State's system of accounting for and control of all
nuclear material subject to safeguards under the Agreement, and shall avoid unnecessary
duplication of the State's accounting and control activities." This statement and para. 7
set the tone of international safeguards: the IAEA shall verify findings of the State's
system., At the same time, para. 6 requires that the Agency "take full account of

technological developments in the field of safeguards, ..." The phrase most descriptive of
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the TAEA safeguards ideal seems to be "simultaneously effective and nonintrusive through
technological sophistication.”

These documents do not specify significant quantities or detection times. Values of
8 kg of plutonium with a detection time of 1-3 wks for PuO2 have been proposed for
detecting abrupt diversion, and 8 kg in 1 yr for protracted diversion. The requirements

235U inl yr.36

for low-enriched uranium are 75 kg of contained

The IAEA's accounting activities depend fundamentally on the State's system of
accounting; the MMAS is owned and operated by the State or a licensee of the State, The
IAEA is required to verify independently the State's system and interacts with the State in

a negotiated but well-defined manner.

2. The State's Requirements., The State's safequards system must meet IAEA

requirements; however, the Agency does not specify a standard form for the State's
materials accounting system in INFCIRC/153 or INFCIRC/66. The Agency's verification
procedures for the State's safequards system are negotiated on a facility-specific basis
hetween the IAEA and the State, and are defined for that facility in the safeguards
Agreement. Under the safeguards Agreement the State provides facility design
information to the Agency relevant to NM accounting, including descriptions of existing
and proposed procedures for accounting.

Because information provided by the State under these agreements may be
proprietary, the IAEA is bound to maintain the confidentiality of this information.
Additionally, it is conceded that the safeguards system cannot intrude unduly on process
operations or provide economic hardships to the State. The State's safeguards system

should meet IAEA criteria that are consistent with applications in other States.

3. Institutional Arrangements. Agency requirements for timely detection of

diversion activities and the State's insistence on equal treatment, retaining proprietary

information, noninterference with process operations, and maintaining a competitive
position in international commerce freaquently give rise to conflicting opinions on what
constitutes effective safequards.

International requirements for prohibiting or minimizing the spread of nuclear
weapons should, in principle, override national claims of sovereignty concerning process
operations, but they cannot always be successfully negotiated. Criteria for safeguards
effectiveness must be based on realistic technical measures so that the Agency can verify
rapidly and with a high degree of assurance the results from the State's NM accounting

system. In turn, the State's accounting system must incorporate up-to-date equipment
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and technical measures. The requirement that international safequards be applied without
prejudice to weapons or non-weapons States and not provide a competitive advantage to

one State over another is a further complication that may be difficult to satisfy in

practice.

BB.  The Operator's Safeguards System

1. Safeguards System Structure. The structure of the State's advanced safequards

system is described in Sec. llIl. The safeguards system comprises several subsystems such
as safeguards coordination {including safeguards management, data collection, and data
analysis), materials measurement and accounting, physical protection, and process
monitoring. These subsystems and their interfaces with each other and the related
facility operations of process control and‘plant management are described in Sec, IIl.

2. The Materials Measurement and Accounting System. The conceptual design of

the advanced MMAS for the reference facilities is hased on a combination of conventional
and near-real-time (dynamic) accounting techniques incorporating state-of-the-art
measurement methods. Conventional MBA accounting methods are augmented by unit
process accounting, where the MBAs are partitioned into discrete acconnting areas called

UPAAs. The proposed measurements and estimates of their precisions and accuracies are

hased on experience with currently available instrumentation or on modest extrapolations
of current measurement technalogy (Apps. K, L). (Conventional process cleanout and
physical inventory are performed periodically to establish fiducials or reference points for
the dynamic accounting system.

Flow and inventory KMPs for the large and srnall reprocessing plants and the
conversion plant are identified in Sec. 1V. Conventional accounting relies on prq’éess
shutdown for inventory measurement., Dynamic accounting adds at-line and on-line NDA
measurements to draw more timely materials balances.

The basic accounting strategy is to partition the facility into MBAs, For this study
the MBAs in the large reference facility are:

MBA 1: fuel receiving, storage, chop, and leach;
MBA 2: chemical separations process;
MBA 3: wuranium nitrate storage;
MBA 4: plutonium nitrate storage;
MBA 5: conversion process; and
MBA 6: plutonium oxide storage.
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The MBAs in the small reference facility are similar to those of the large facility but
include only MBAs 1-4 because a conversion process has not been selected for the
reference facility.

Under dynamic materials accounting, a UPAA can include the entire MBA or
portions of the MBA. The distinguishing feature of a UPAA is that materials balances are
closed in near-real-time by measuring all significant materials flows and in-process
inventories. By comparison, conventional materials balances are closed once each

shutdown, cleanout physical inventory.

3. Effectiveness of the Materials Measurement and Accounting System. Table
XXXI lists 235U materials balance standard deviations in the process MBAs of the

reference facilities. The materials balance standard deviations are based on a shutdown

and cleanout physical inventory and were calculated using state-of-the-art measurement
techniques reviewed in the report. A range of these materials accounting sensitivities
will be degraded if high-quality measurements cannot be obtained. Conversely, the
sensitivities could be irnproved if measurement errors can be controlled more effectively
by identifying the dominant error sources and establishing effective measurement control
procedures. Note that the diversion-detection sensitivity is v3.3 times the materials
balance standard deviation for a 95% detection probability and a FAP of 5%. From our

analysis, we conclude that:
® For 235U the proposed IAEA criteria for diversion sensitivity and timeliness
probably are attainable by conventional materials accounting if rigorous

materials measurement control programs are instituted.

TABLE XXXI

URANIUM-235 MATERIALS ACCOUNTING IN THE
REFERENCE FACILITIES

Materials Balance Standard Deviations (kg)

) Large Reference Small Reference
Accounting Facility Facility
Period Chemical Separations Chemical Separations
(months) Area Area
3 6.3-10.4 0.8-1.3
11.6-~20.3 1.5-2.6
12 22.3-40.1 2.8-5.1
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Table XXXH summarizes plutonium materials balance standard deviations for the
process MBAs of the reference facilities. Additional accounting strategies are discussed
in Sec. V. Materials balance standard deviations for accounting periods <1 month are
based on in-process inventory measurements while the process is aperating. In each case,
a range of uncertainties is given for the entire process area. The cases considered range
from best-case estimates of contactor in-process inventories with 2-day recalibrations of
feed and product flow and concentration measurements to worst-case estimates of
in-process inventories and no recalibrations within the accounting periods. Note that the
diversion-detection sensitivity is +3.3 times the materials balance standard deviation for a
95% detection probability and a FAP of 5%.

In examining the materials accounting sensitivities we further conclude that far
plutonium:

¢ In the large chemical separations process area the proposed IAEA criteria for
detecting abrupt diversion probably can be met if a rigorous measurement
control program is undertaken.

¢ In the large chemical separations process area the proposed IAEA criteria for
detecting protracted diversion cannot be met by any known system because the
goal quantity is only 0.05% of the annual plant throughput.

¢ In the conversion process area the proposed IAEA criteria for detecting abrupt
diversion probably can be met.

* In the conversion process area the proposed I[AEA criteria for detecting
protracted diversion cannot be met by any knecwn system because the goal
quantity is only 0.05% of the annual plant throughput.

e In the small chemical separations process area proposed IAEA criteria for
abrupt diversion probably can be met.

* In the small chemical separations process area the proposed IAEA criteria for

protracted diversion may be achievable.

C. Design Criteria and Identified Problem Areas

The safequards materials accounting systems described in this report were
established for existing or designed facilities; therefore, safeguards criteria did not
influence facility design. This study has identified several areas where modifications in
the plant or process design could improve the State's materials accounting system and the

Agency's verification system (App. H and Sec. VI). These areas are summarized belows,
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TABLE XXXII

PLUTONIUM MATERIALS ACCOUNTING IN THE REFERENCE FACILITIES?

Large Reference Facility Small Reference Facility
Chemical Separations Area Conversion Area Chemical Separations Area
Accounting Materials Balance Materials Balance Materials Balance
Per iod Frequency? o (kg Pu) Frequency® g (kg pu)d Frequency®© g (kg Pu)
1 balance 1/2 days 2,1=-2.4 1/2.88 h 0.40 1/day 0.25-0.38
1 day ——- —-— 1/2.88 h 0.43 1/day 0.25-0.38
1 wk 1/2 days 2.5-2.8 1/2.8: h 0.70-0.85 1/day 0.30-0.43
2 wk 1/2 days 3.0-3.6 1/2.88 h 1.1-1.4 1/day 0.36-0.52
1 month 1/2 days 4.0-5.7 1/2.88 h 2,0-2.4 1/day 0.48-0.77
2 months -—— — 1/2 months 4.0-4.9 —-—— ——
3 months 1/3 months 7.5-14.0 1/3 months 5.9-7.2 1/3 months 0.94-1,9
6 months 1/6 months 13.0-26.8 -—— - 1/6 months 1.7-3.7
1 yr 1/yr 23.8~52.7 —— - 1/yr 3.2-7.3

3Materials balance
measurements while
>1 month are based
considered in Sec.
techniques for the

bpynamic materials
batches.

Cpynamic materials
batches.

standard deviations for accounting periods £1 month are based on in-process inventory
the process is operating. Materials balance standard deviations for accounting periods
on a shutdown and cleanout physical inventory. Ranges are given for the cases that are
V. Unless otherwise noted, the accounting strategies shown here use chemical analysis
feed and product batches.

balances taken every 2 days include five input accountability batches and two product

balances taken every 2.88 h include one input accountability batch and three product

dan on-line measurement technique for the product batches is used in the accounting strategy shown here.
This measurement is replaced by the result of chemical analysis of a sample 8 h after the batch is pro-

duced.

epynamic materials

balances taken every day (immediately after the product evaporator is drained) in-

clude two feed accountability batches and one product batch.



1. NDA on Spent Fuel. MNondestructive assay methods should be considered for

verifying fuel burnup and/or fissile content of irradiated fuel received at or stored in the

fuel receiving and storage area (App. 1),

2. Input Accountability. The accountability tank and accounting procedures should

be designed to provide the most accurate analysis and verification of NM input to the
accountability tank. If accountability tank heels and recycle material degrade the quality
of isotopic correlation analyses (App. M), provision should be made for obtaining samples
directly from the dissolver. Recycle nitric acid (HNO3) containing plutonium should not

be used in the dissolver or accountability tank.

To minimize the effect of contained particulates, the centrifuge should be located

ahead of the accountability tank.

3. Solvent-Extraction Contactors. Uncertainties in contactor inventory have been

identified as a limiting factor in short-term detection of diversion from the process area
of reprocessing plants. Impraoved models of contactor operation would upgrade in-process
inventory estimates {(App. J). Where practical, pulsed columns and mixer-settlers should
he replaced with centrifugal contactors to minimize uncertainties in in-process inventory

and to decrease the time required for ohtaining a drain-down inventory.

4. Codecontamination Cyele. Codecontamination can be improved by increasing

the number of stages in the HA contactor or by providing an additional decontamination
cycle. The reduced radionactivity would facilitate plutonium concentration measurements

at the input to the PPP,

3. Process Tanks. All process tanks containing significant quantities of NM should

be instrumented for liquid level, density, acidity, and temperature measurements, and
feed tanks should include flow-measurement devices. These process data facilitate

estimating in-process inventories.

6. Process Buffer Tanks. Installing appropriately sized buffer tanks between major
process areas decouples and thereby assists in defining UPAAs. Decoupling could allow

process interruption in the plutonium purification area without disrupting headend

operations.
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7. Product Concentration, Collocation of the reprocessing and conversion facilities

eliminates the need for the plutonium concentrator at the output of the reprocessing
plant. The plutonium output concentration of the final plutonium purification cycle could

be tailored to the requirements of the conversion process.

8. Process Stream Measurements. Flow meters capable of measuring flow rates to

1% or better in major process streams and 5-10% in waste streams should be installer.
In-line or at-line ¢~ .ectors should be incorporated to measure plutonium concentrations to

1% in prncess streams and 5-20% in waste streams.

9. Instrument Accessibility. All instruments that are required for conventional and

dynamic accounting should be accessible for maintenance and recalibration. All sensors

should be tamper resistant or tamper indicating.

10. Redundant Instrumentation. Redundant flow, volume, and concentration

instruments should be considered at KMPs,

11. Computer Data Handling. All data acquisition and reduction should be

perfarmed by computer, and all in-line and laboratory instruments should be linked to the

computer.

D. Recommendations and Conclusions
As a result of this study we propose recommendations that could improve safeguards

for reprocessing and conversion facilities operated under an international inspection and

verification program.

1. Institutional Arrangements, International agreements for the application of

safequards to reprocessing and conversion facilities should take into consideration
requirements for improved diversion detection as well as national rights and prerogatives.
This is particularly true in the high-throughput facilities that are expected to be on
stream in the latter part of this century. Improved technology for international

inspection and verification activities must be provided to all facilities equitably and

without prejudice.

2. Process Design. Safeguards design considerations for new facilities should be

incorporated at the facility design stage and must rank with health, safety, and economic
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considerations. Process design features that could improve materials accounting are
discussed in App. C and See. VII.C and emphasize minimal unmeasured in-process

inventories and an adequate measurement system.

3. Materials Accounting. The materials accounting system for any facility should

be designed by using a systematic and detailed analysis of process design and operating
parameters (App. F). The MMAS should be as simple as possible, but capable of meeting

IAEA criteria for sensitivity and timeliness.
Our analysis shows that an extensive measurement control program will be required

to meet some of the proposed IAEA diversion-detection criteria. Conventional accounting
probably can meet proposed accounting criteria for low-enriched uranium. WNear-real-
time accounting is required to meet the criteria for detection of abrupt diversion of
plutonium. No known system will meet the criteria for detecting protracted diversion of

plutonium in large facilities if the same goal quantity is extended over an entire year's

operation,

4. Reactor-Reprocessing Plant Correlations. Isotopic correlation techniques should

be considered as a verification aid between the reactor and reprocessing plant. The

techniques and theory of these techniques require further refinement (App. M).

5. Verification. Continuous verification involving on-site inspectors will be

required for future high-throughput facilities, and continuous or high-frequency inspection
is recommended for the smaller present-day plants. Verification activities may vary
from checking seals and reports and monitoring NM movement in item control areas such
as the fuel receiving and storage area and the product storage area to performing
independent analyses of random samples from process areas. Agency inspectors should
have some limited on-site analytical capability (conventional and/or NDA) to perform
rapid verification analyses. The measurement control program, including the maintenance
and selection of standards, should be under the guidance of Agency inspectors. Analytical
and NDA instruments should be coupled to Agency computers with verification that data
have not been altered (App. H, I). All instruments should be tamper resistant or tamper
indicating.

The Agency should have its own on-site computer for analyzing the verification
data. The Agency computer may share data with the operator's computer system, but the

operator may not have access to the Agency's programs.
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5. Integration of Materials Accounting with Containment and Surveillance, The

design of the materials accounting system should take into consideration capabilities and
limitations of containment and surveillance systems (App. Q). Conventional accounting,
supported by improved containment and surveillance techniques probably will be required
in item control areas such as the fuel receiving and storage, the plutonium nitrate, and
the plutonium oxide product storage areas. An improved MMAS, protected by an
improved surveillance system, will be required for the separations process and the

conversion process.

7. Demonstration. The concepts and techniques described in this report should be

implemented in existing facilities to demonstrate their applicahility and to quantify their
effectiveness. The development of the near-real-time NM accounting system at the
BNFP should be continued, and the study should be extended to incorporate systems and

verification concepts discussed in this repaort.
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