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    Abstract

        
            The Federal Internetworking Requirements Panel (FIRP) was established by the National Institute of Standards and Technology (NIST) to reassess Federal requirements for open systems networks and to recommend policy on the Government`s use of networking standards. The Panel was chartered to recommend actions which the Federal Government can take to address the short and long-term issues of interworking and convergence of networking protocols--particularly the Internet Protocol Suite (IPS) and Open Systems Interconnection (OSI) protocol suite and, when appropriate, proprietary protocols. The Panel was created at the request of the Office of Management and Budget in collaboration with the Federal Networking Council and the Federal Information Resources Management Policy Council. The Panel`s membership and charter are contained in an appendix to this report.
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                    Support for the Core Research Activities and Studies of the Computer Science and Telecommunications Board (CSTB)

                    
                        Technical Report

                    The Computer Science and Telecommunications Board of the National Research Council considers technical and policy issues pertaining to computer science (CS), telecommunications, and information technology (IT). The functions of the board include: (1) monitoring and promoting the health of the CS, IT, and telecommunications fields, including attention as appropriate to issues of human resources and funding levels and program structures for research; (2) initiating studies involving CS, IT, and telecommunications as critical resources and sources of national economic strength; (3) responding to requests from the government, non-profit organizations, and private industry for expert advice on CS, IT, and telecommunications issues;more » and to requests from the government for expert advice on computer and telecommunications systems planning, utilization, and modernization; (4) fostering interaction among CS, IT, and telecommunications researchers and practitioners, and with other disciplines; and providing a base of expertise in the National Research Council in the areas of CS, IT, and telecommunications. This award has supported the overall operation of CSTB. Reports resulting from the Board's efforts have been widely disseminated in both electronic and print form, and all CSTB reports are available at its World Wide Web home page at cstb.org. The following reports, resulting from projects that were separately funded by a wide array of sponsors, were completed and released during the award period: 2007: * Summary of a Workshop on Software-Intensive Systems and Uncertainty at Scale * Social Security Administration Electronic Service Provision: A Strategic Assessment * Toward a Safer and More Secure Cyberspace * Software for Dependable Systems: Sufficient Evidence? * Engaging Privacy and Information Technology in a Digital Age * Improving Disaster Management: The Role of IT in Mitigation, Preparedness, Response, and Recovery 2006: * Renewing U.S. Telecommunications Research * Letter Report on Electronic Voting * Summary of a Workshop on the Technology, Policy, and Cultural Dimensions of Biometric System 2005: * Catalyzing Inquiry at the Interface of Computing and Biology * Summary of a Workshop on Using IT to Enhance Disaster Management * Asking the Right Questions About Electronic Voting * Building an Electronic Records Archive at NARA: Recommendations for a Long-Term Strategy * Signposts in Cyberspace: The Domain Name System and Internet Navigation 2004: * ITCP: Information Technology and Creative Practices (brochure) * Radio Frequency Identification (RFID) Technologies: A Workshop Summary * Getting up to Speed: The Future of Supercomputing * Summary of a Workshop on Software Certification and Dependability * Computer Science: Reflections on the Field, Reflections from the Field CSTB conducted numerous briefings of these reports and transmitted copies of these reports to researchers and key decision makers in the public and private sectors. It developed articles for journals based on several of these reports. As requested, and in fulfillment of its congressional charter to act as an independent advisor to the federal government, it arranged for congressional testimony on several of these reports. CSTB also convenes a number of workshops and other events, either as part of studies or in conjunctions with meetings of the CSTB members. These events have included the following: two 2007 workshops explored issues and challenges related to state voter registration databases, record matching, and database interoperability. A Sept. 2007 workshop, Trends in Computing Performance, explored fundamental trends in areas such as power, storage, programming, and applications. An Oct. 2007, workshop presented highlights of CSTB's May 2007 report, Software for Dependable Systems: Sufficient Evidence?, along with several panels discussing the report's conclusions and their implications. A Jan. 2007 workshop, Uncertainty at Scale, explored engineering uncertainty, system complexity, and scale issues in developing large software systems. A Feb. 2007 workshop explored China's and India's roles in the IT R&D ecosystem; observations about the ecosystem over the long term; perspectives from serial entrepreneurs about the evolution of the ecosystem; and a cross-industry, global view of the R&D ecosystem. A Nov. 2006 event brought together participants from government, industry, and academia to share their perspectives on the health of the ecosystem, patterns of funding and investment, and the Potomac-area IT startup environment. A symposium entitled 2016, held in Oct. 2006, featured a number of distinguished speakers who shared their views on how computer science and telecommunications will look in 10 years. This well-attended event was also the subject of an Oct. 31, 2006, feature essay in the New York Times, "Computing, 2016: What Won't Be Possible?"« less
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                    GOSIP overview

                    
                        Technical Report
                            Van Norman, H
                            

                    The U.S. Federal Government has mandated use of the International Standards Organization`s Open Systems Interconnection (OSI) protocols throughout all federal computer network services and products. A Federal Information Processing Standard (FIPS) was adopted February 15, 1989 and enforcement began August 15, 1990. This FIPS describes, in publication 146, national policy mandating use of a functional profile of OSI approved protocols relevant to the federal government. Law requires all federal agencies purchasing network services and products to specify the Government OSI Profile, called GOSIP. This standard is compulsory and binding for all procurements of new networking products and services and formore » major upgrades to existing computer networks. This paper provides a discussion of GOSIP.« less
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                    GOSIP implementation guidelines

                    
                        Technical Report
                            Van Norman, H
                            

                    GOSIP (Government Open Systems Interconnection Profile) is a subset of ISO`s OSI protocol standards relevant to US Government operations. As a Federal Information Processing Standard (FIPS), GOSIP is required by law for all Federal agencies. Mandatory standards-based communications products are required when purchasing functionality equivalent to what is specified in GOSIP. This unprecedented requirement by the Federal government has caused considerable confusion concerning practical implementation of relatively immature and untested technologies. Many organizations already have substantial investment in one or more proprietary network architectures. This paper examines issues associated with conversion to the GOSIP system.
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                    Facility Cybersecurity Framework Best Practices

                    
                        Technical Report
                            Gourisetti, Sri Nikhil; Reeve, Hayden; Rotondo, Julia; ... 
                            

                    Federal facilities are increasingly adopting automation and connecting to the Internet creating an energy-internet-of-things environment that converges operational technology (OT) and information technology (IT). Today's buildings increasingly weave together networked sensors and cyber and physical systems that enable data to be collected, aggregated, exchanged, stored and monetized in new ways. Building technological advances have created new energy technology, services, markets and value creation opportunities (e.g. transactive energy, two-way grid communications, machine learning, and increased use of renewable and distributed energy resources). But as larger data sets are being exchanged at faster speeds between an increasing number of OT systems, itmore » becomes more difficult to protect the security of the data lifecycle and the physical equipment it interacts with. These challenges are especially difficult to overcome because the economic and environmental gain (interoperability, big data, social networks and ubiquitous information sharing) are driving these prominent trends in the digital age. Often cybersecurity is an afterthought. The U.S. Department of Energy’s (DOE) Federal Energy Management Program (FEMP) funded the Pacific Northwest National Laboratory (PNNL) to develop various cybersecurity tools, trainings, and reports to aid federal facility managers – and other building owners and operators – in better applying frameworks and lessons learned from the National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF), risk management framework (RMF), DOE’s cybersecurity capability maturity model (C2M2), and a wide variety of industry best practices and guidance documents (i.e., NIST 800 series, Department of Defense United Facilities Criteria). This set of tools, collectively known as the FEMP Facility-Related Control System Cyber Toolkit (FRCS Cyber Toolkit)2, is focused on cybersecurity concerns from facility-related control systems and other operational technology (OT), such as industrial control systems (ICS). The FRCS Cyber Toolkit can be applied across six of the sixteen critical infrastructure sectors designated by the Department of Homeland Security, including government facilities, healthcare and public health, commercial facilities (e.g., public assembly, offices, lodging), financial services (e.g., banking and insurance), emergency services (e.g., fire and police stations), and information technology. With increasingly converged IT and OT systems, it is crucial to address OT cybersecurity considerations and assess how the seam of these two systems could impact the overall cybersecurity posture of a facility. The objective of this report is to provide an overview of the best possible method to use FRCS Cyber Toolkit (section 2.0) and distilled cybersecurity best practices for the federal facilities to address growing non-linear cyber threats (section 3.0). Recommendations in this document are aggregated from several NIST and other documents (see Appendix A for additional details).« less
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                    Riparian forests buffer panel final report

                    
                        Technical Report

                    The Chesapeake Executive Council adopted Directive 94-1 which called upon the Chesapeake Bay Program to develop a set of goals and actions to increase the focus on riparian stewardship and enhance efforts to conserve and restore riparian forest buffers. The Council appointed a panel to recommend a set of policies, recommend an accepted definition of forest buffers, and suggest quantifiable goals. The Panel was a diverse group of thirty-one members, comprised of federal, state, and local government representatives, scientists, land managers, citizens, and farming, development, forest industry, and environmental interests. This report contains our principal findings and recommendations.
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